wO 2008/030759 A1 |00 00000 PO 0

Aspects of peer-to-peer distribution of digital
itens protected by predeterm ned intellectual

cont ent

property rights are described. The digital

cont ent

(12) INIITBNAFIONAli. SRALIOUT@PUR ISHFSIUNRER GUE E£THNO OOOMRERAITOOTMREATY (PCT)

devi ce operated by a sour
(19) V&rid intelterinal Rrapaity Oreadieation g
vi a antpeaipnat Burggeer conmug

based on a di

b p

ital

s

i dent | N2

t‘1”l‘r'$)at%ourcep si nk

si nk devi ce,

AL ity and a proxinmate

'jm;fj mﬂmlﬂmllﬂlwﬁlwm@m@mnn@l}ummnnnln|||||||||||||||||||

omated W|th the sou

bllcatlon Number

]C%g‘ gl 30759 Al

(51) International Patent Classification:
GOG6F 17/00 (2006.01)

HO4B 7/24 (2006.01)

(21) International Application Number:
PCT/US2007/077256

(22) International Filing Date: 30 August 2007 (30.08.2007)

(25) Filing Language:

(26) Publication Language:

(30) Priority Data:
11/516,879

7 September 2006 (07.09.2006)

English

English

Us
(81)

(71) Applicant (for all designated States except US): MI-
CROSOFT CORPORATION [US/US]; One Microsoft
Way, Redmond, Washington 98052-6399 (US).

(72) Inventors:

HAVESON, Ryan A.; One Microsoft Way,

Redmond, Washington 98052-6399 (US). MORRIS,
Max G.; One Microsoft Way, Redmond, Washington

98052-6399 (US). DAVIS, Darren R.; One Microsoft
Way, Redmond, Washington 98052-6399 (US). VAN
HOOF, Hubert; One Microsoft Way, Redmond, Washing-
ton 98052-6399 (US). LAU, Kevin; One Microsoft Way,
Redmond, Washington 98052-6399 (US). HILDRETH,
Robert; One Microsoft Way, Redmond, Washington
98052-6399 (US). STROM, Clifford P.; One Microsoft
Way, Redmond, Washington 98052-6399 (US). PLETTE,
Scott; One Microsoft Way, Redmond, Washington
98052-6399 (US). MCKELVEY, Alex; One Microsoft
Way, Redmond, Washington 98052-6399 (US). BROES,
Derek; One Microsoft Way, Redmond, Washington
98052-6399 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA, CH,
CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG,
ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, 1L,
IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK,
LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW,
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL,

[Continued on next page]

(54) Title: DRM ASPECTS OF PEER-TO-PEER DIGITAL CONTENT DISTRIBUTION

125

WAN

COMMUNICATION
ARCHITECTURE
100

161
N DiemA DIGITAL
| LICENSE
DISTRIBUTION CONTENT
| SYSTEM / DISTRIBUTION |[—101
| SERVICE SYSTEM/
| SERVICE
160 [ DiaiTAL
| LICENSES
|
|
|
|
|
|
|
| ACCESS
| POINT(S)
|
|
|
- ___
SOURCE 103 | ~102
COMMUNICATION DIGITAL
DEVICE CONTENT
101 ITEMS 105
SUBSET D G
p2P

104

SOURCE
ENTITY

COMMUNICATION
SESSION 152

\ LOCAL COMMUNICATION REGION 150

SINK

COMMUNICATION _ .
DEVICE Vi

| 114

SINK
ENTITY

(57) Abstract: Aspects of peer-to-peer distribution
of digital content items protected by predetermined
intellectual property rights are described. The digital
content items are distributed between a source
communication device operated by a source entity and
a proximate sink communication device operated by a
sink entity, via a peer-to-peer communication session
(established based on a digital identity associated
with the source entity) between the source and sink
devices. The source device, the sink device, and/or a
network service provider arranges for a digital license
granting one or more rights to an entity under one
or more of the predetermined intellectual property
rights to be distributed to the sink communication
device. Data regarding distribution of the digital
license is collected and used, among other things, to
trigger e-commerce events such as billing events and
consideration transfers.
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