1 COVMUNI CATI ON DEVI CE, COVMUNI CATI ON METHOD
READER/ WRI TER, AND COVMUNI CATI ON SYSTEM BACKGROUND OF
THE |1 NVENTI ON FI ELD OF THE | NVENTI ON [ 00011 The
present invention relates to a communication device,
‘a communi cation nmethod, a reader/witer, and a
communi cation system More.specifically, the present
invention relates to a tec%nlque of perform ng
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comun ti'on System such as an I C card system and
the like of the related art, nutual authentication is

o R CKTANECD D RN 63 on et ot o, generate

PRSI OF Sl R vEemipcat i on and securely perform
readout/wite of data of the conmmuni cati on device
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DESCRIPTION OF THE RELATED ART

[0002]

In a.communication sysfam such as an IC card system and
the like of the related art, mutual authentication is performed for
every communication session to generate a cipher key in order
for the reader/writer to perform cipher communication and
securely perform readout/write of data of the communication
device (see e.g., Japanese Patent Application Laid-Open No.
2005-27338 and Japanese Patent Application Laid-Open No.
10-20780). According to such method, authentication is
performed by generating a random number by a random number
| generation means of each of first and second information
processing devwes replacing that in which the random number
is encrypted using the key set in advance and determmmg
whether or not it can be correctly decrypted.

[0603] |
[Patent Document 1] Japanese Patent Application
Laid-Open No. 2005-27338



[ Patent Docunent 1] Japanese Patent Application

Lai d- OQpen No. 2005-27338 2 [ Pat ent Docunent
2] Japanese Patent Application Laid-Cpen No. 10-20780
SUMVARY OF THE | NVENTI ON [ 0004] However, .t he

met hod based on such nutual authentication is used to
prevent tapping and spoofi%g by a third information
processi ng device, but is based on the random nunber
gentatteirgnDefcwacm tof | t hkapansse dhritagelc dmplication

.nformatjon, pr si ng devices, encryption of the
Laidy aﬁﬂ%hthb%gfgéﬁéﬁiransnission regardl ess of the

application. Thus, the efficiency is not :

satisfactory, and the processing tinme is |ong. [0005]

SUMMARY®® ST INVENESON i nvention provi de a new
and i nproved technique enabling the reader/witer to

[OOQ&dform readout or write at high speed while

T LU0 LS AT ASEROEA 40k Mg of the
authentication is used to prevent tapping and spoofing by a third
information processing device, but is based on the random
number generation of each of the first and second information
processing devices, encryption of the random number, and
transmission regardless of the application. Thus, the efficiency
is not satisfactory, and the processing time is long. '
 [0005] |
| Embodiments of the preéent invention prqvidé a new and
improved téchnique‘ enabling the réader/writer to perform
readout or write at high speed while maintaining safety with

respect to the data of the communication device.

[0006]



[ 0007] In a first aspect of the present
invention, there is provided a conmuni cati on device

conpri si ng: a comuni cation unit for
transmtting and receiving signals with a
reader/writer; a recording unit recorded wth

data and al so recorded with a conmon key which is a
key commonly used with the reader/witer; and
[0067¢ontrol unit for, when receiving via the

mu ation unit th d t
oyl ot @é@%&éwé{fg%nar%sﬁf%q? ight theef Ragtovided
a c&%%ﬁ%satmﬁ uikeyesatBridmhe common key recor ded

recording unit t eader/witer,
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&2 key update request si gnal Wi th the common key
signalsomdtld 4 weekle r/eewitarng unit, and recording the

ci pher key. obt aj dthr u t|on| the
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request signal containing a readout target address

readpefwiryierg sandegi on of a data readout sour ce in the
recordi ng unlt encrypted with_a cipher sanme as

t hea dggHaPl Reyithios, hwheéhaépﬁwmgema &@@r %quwtmn
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conkRid ity ReERT e Nkdiniehcrgpdetr ansmd ‘k'eﬁgs&ﬁﬁa dat ethe
recorded in the reégion Specified by the readout
contravgek egddreass abiai thedr¢ boodighe dedtyipt the wfaddw/ writer,
regions of the recordi.ng unjt to tha%nre%aderIW| te

decvyat&%tlasmﬁmaw%ﬁla . KEBORPRA I5 | the, cuaheRdeey |
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evi ce conpri si ng: muni cat1 on unit

recd@lidgd @ﬁﬁm t’:ﬁrid‘&e@@&idﬁﬁgeﬂlryd‘ Rgpher key obtained through
decryption in the recording unit, and when receiving via the
communication unit from the reader/writer a readout request
signal containing a readout target address specifying a region of
a data readout source in the recording unit encrypted with a
cipher key same as the cipher key by the reader/writer,
decrypting the encrypted readout target address contained in the
| re'z;ld'out request signal with the cipher key recorded in the
recording unit, and transmitting the data recorded in the fegion
épecified by the readout target address obtained thfough_
decryption of the regions of the recordring unit to the
reader/writer via the communication unit.
[0007a]

In a second aspect of the pi‘esent invention, there is
provided a communication device comprising:

a communication unit for transmitting and receiving



signals with a reader/witer,; a recording unit
recorded with data and al so recorded with a conmon
key which is a key cormmonly used with the
reader/witer; and a control unit for, when
receiving via the comunication unit fromthe
reader/witer a cipher keyageneration request signal
requesting for generation of a cipher key, generating

sigifald RAeh Xe¥aldoweRitarpredet erm ned procedure,
encrypting the generated ci pher key with the common

keya recordéedg iumithee acsctadiwigh uhi tg aandatsansadrdedgrith
-a cipher key generation response. sign cont ai ni ng
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address obtai ned through decryptjon _of the regions of
receidingeoridi apdidransppiteg a cipher ke gemetdti@pect

of the present inventi there is.provided a.
roS R ERA o BEOTOA S ot af hop (€ RBHCYHeS to the
reaGOFPWRH &AL VD tHRI EofBh iR B A AR, aldd reBehY r88eiving
signals with a reader/witer; : a recording unit
via theotdrtnwirticadadm wamtk alwoiteecoydest wighad cogsidoning
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write target data in the recording unit, decrypting the encrypted
write farget data and the encrypted write target address with the
cipher key recorded in the recording unit, and recording the
write target data obtained through decryption in a region
specified by the write target address obtained through
decryption of the regions of the recording unit.
[0007b]

In a third aspect of the present invention, there is
provided a communication device comprising:

a communication unit for {ransmitting and receiving
signals with a reader/writer;

a recording unit recorded with data and also recorded with
a readout common key and write common key as keys commonly
used with the reader/writer; and

a control unit for, when receiving via the communication



unit fromthe reader/witer a cipher key update
request signal containing a cipher key encrypted with
a key sane as the readout comon key recorded in the -
recording unit by the reader/witer, decrypting the
encrypted ci pher key contained in the cipher key
updat e request signal witfBbthe readout common key
recorded in the recording unit, and recording the
uni€ifpbei tkeyrobd el peaitd Qttg@lf&ckb&ptupdaltﬁ tdiguest signal
recording unit, when receiving via the comunication
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keyl genceeeidgrgcipher Ke0tTrjugh a predetarmdnrcichpaspedtire,
of the present invention, there is provided a
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conmruni cati1on unit fr e reader/witer a readout
request signal contalnlng a readout target address
specifying a regi.on of a data readout source in the
recording unit encrypted with a cipher key sane as
the ci pher key by the reader/witer, decrypting the
encrypted readout target address contained in the
readout request signal with the cipher key recorded



3d comuni cation unit. [0007d] Inafifth
aspect of the present invention, there is provided a
reader/writer conprising: a comuni cation unit
for transmtting and receiving signals with a

conmuni cati on device including a first recording unit
recorded with data; 3ca second recording unit
recorded with a conmon key which is a key comonly

rectS@ith ith® WhieCOIrRHt datd wbiddviedethendgh decryptmn ina
control unit for generating a cipher key throu
regmre@e:teanﬁcnlebyptrkueemrc@ taggetypldres e ko tgeneda gléﬁpugh
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[0052 est signal containing the encrypted ci pher key to
communi cati on device via the communi cati on unit,
endhypﬁfm@rﬁlE@ﬁﬂﬂﬂiofahgepr@ﬂﬂme$avsp¢nniythgra1s
regi on of data readout source in the fjrst recoriln,
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récor a conmon ey commonly
usegheird RetBE/ia@UItEat Eom MM eRtididunit from the
reader/writer a cipher key ‘update request signai containing a
Clpher key encrypted with a key same as the common key
recorded in the recordlng unit by the reader/wrlter decrypting-
the encrypted cipher key contained in the cipher key update
request signal with the common key recorded in the recording
unit;
recording the cipher kéy obtained through decryption in
the recording unit;
when receiving via the communication unit from the
reader/writer a readout request signal containing a readout
target address specifying a region of a data readout source in the
recording unit encrypted with a cipher key same as the cipher
key by the reader/writer, decrypting the encrypted readout
-target address contained in the readout requést signal with the
cipher key recorded in the recording unit; and
transmitting the data recorded in the region specified by
the readout target address obtained through decryption of the

regions of the recording unit to the reader/writer via the



a control unit for transmtting a cipher key
generation request signal requesting for generation
of a cipher key to the 3e conmunication device via
t he comuni cation unit, and when receiving via the
conmuni cation unit fromthe comunication device a
ci pher key generation respdnse signal containing a
ci pher key encrypted with a key sane as the common

conkeyidieeaisled hix.t he second recording unit by the
comuni cation device, decrypting the encrypted cipher
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. whiahsiy enkbyaspachoafly tunee prvesdnthie nvemtn umica tiene deyice;

provi ded a reader/witer conprising: a
andcommuni cation unit for transmtting and receivi ng
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specifying a region of data readout source in the first recording
unit by the gencrated cipher key, and transmitting a readout
request signal containing the encrypted readout target address
to the communication device via the communication unit. _

In a sixth aspect of the present invention, there is
provided a reader/writer comprising:

a communication unit for transmitting and receiving
signals with a communication device including a first recording
unit recorded with data;

a second recording unit recorded with a common key
which is a key commonly used with the communication device;
and |

a control unit for transmitting a cipher key generation

request signal requesting for generation of a cipher key to the



3f communi cation device via the conmmunication unit,

encrypting a readout target address specifying a-

region of data readout source in the first recording
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[ 00071 ] - In an eighth aspect of the present
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cipledghaly vhédugheachphestdeninedosasdors henkirysting the
recording unit, and transn1tt|ng the data recorded in
genemrtacdgiphespeey fwed bhctraden mmmegekeﬁdmsied in

the A28 SebP ORI & THET Ll P bFY DHEate

reqEOSTYNG a1 IcOh tNhling®e encrypted c1pher key to the
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the reader/witer includes: a communi cation
unit for transmtting and receiving signals with the

comuni cati on devi ce; a second recording unit
recorded with a common key which is a key commonly
used with the conmmuni cati on device; and a

control unit for generatimdf a cipher key through a
predet ermi ned procedure, encrypting the generated

 confinRIvelc eyn v é i dehei £ eHETIb heyuhecarided it | becsepondg a
recording unit, 3h transmtting a cipher key update

reade@aet@trggrtg@drmsaﬁmﬂygng@r@gmryptf e ia m@dowéﬁqlbfce
t&é comTunl C tl on devi c a the co nic unit
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reader/witer;
communication device a cipher key generation response S1gnal
containing a c1pher key encrypted with a key same as the write
~common key recorded in the second recording unit by the
communication device, decrypting the encrypted 'cipher key
contained in the cipher key génera-'tion response signal with the
write common keyr recorded in the second recording unit,
‘recording the cipher key obtained through decryption in the
second recordingunit, encrypting write target data and a write
target address specifying a region of write destination of the
write target data in the first recording unit with the cipher key
recorded in the second recording uﬁit, and transmitting a write
request signal containing the encrypted Wfite target data and the
encrypted write target address to the communication device via
the communication unit.
[00071]

In an eighth aspect of the present invention, there is
pfovided a communication system comprising a reader/writer
a‘n-d a communication device, wherein |

the communication device includes:

a communication unit for transmitting and receiving

signals with the reader/writer;



a first recording unit recorded with data and al so
recorded with a common key which is a key commonly
used with the reader/witer; and a control
unit for, when receiving via the conmunication unit
fromthe reader/witer a cipher key generation
request signal requestingdgor generation of a cipher
key, generating a cipher key through a predeterm ned
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the common key recorded in the first recording unit,
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updsfrectédqeadsbwighel withe thar gemmddr key ofitaaidweti in the

t hrough decryption of the regions of the recording
receiiing sttt G gagerfwnRet dre iciphgddsey obtaineg through

conmmuni cati,on.unit for transpnittj recei-ving ..
decgy@ laﬂ%lwtlhﬁ {'19{8% Egﬁﬁﬁ il%lgtﬁ’rg%t, e@&c‘gﬂgn reecé1\lrgtqg via the
conmYRGANE A BSRMGh MY fHHYht t1h 8GRIARL Mitted £BHER UECYequest
~which is a key coomonly used with the conmmunication .
sigrielcoatammthg a readauddmngelt achdtessspecahamg airagian of
ci pher key generation request signal requesting for . =~
a dafenBrad PHit SIUECTIpHEC ﬁéyt ﬂ*sceﬁgﬂ&% i%‘m&%téci) with a
. [ | [ : i ving
cipff e oty EAFTVIE 129, BY the FBAQETRAERE
decHepiies aheidaiy ke geagobaiti i geesiiises stghsghined in the
containing a cipher key encrypted with a key sane as,
readbutowmoeskejgnakoridbdthe cipd esekendacegeiedt g W first

by.the cammuni cati.on deyice, .decrypting the en t ed.
recQidiing By, Eot A FRATRITING B At ey vgatd, Bty TeRion
[ c K e
Rt pa s R b Rt L
decopp tioiedftihoughigesrofptherfiist tdeombicgndmiecor dhag
unit, encrypting wite target data _and a wite target
reageiif wgitegped thengommegigntidn\iinite gt i nati on of
the wite target. data in the first recording unit
mﬁﬁﬁ"?ﬁgagﬁﬁﬁ§F1F%9lP8'3g88d in the second recording
unid .c ARt HHaOSHOH WX M tifh §8GH8El ShaNAéceiving
containing the encrypted wite target data and the
sigredsr yatledha cbentangstaiaddr devicey t he communi cati on
devi ce via the caomunication ggi . -..[0007h]

a second recording unit reco eE:l withl a common key
‘which is a key commonly used with the communication device;
and |

a control unit for generdting a cipher key through a

predetermined procedure, encrypting the generated cipher key

with the common key recorded in the second recording unit,



In a tenth aspect of the present invention, there is
3] provided a conmuni cation system conprising a
reader/witer and a comunication device, wherein the

conmuni cati on devi ce i ncl udes: a conmuni cati on
unit for transmtting and_receiving signals with the
reader/witer; ~a filt st recording unit recorded

' wi.th data and also recorded with a readout conmon ke%/
tragahinting acomimrr k@w apdeadpsreannshisjgneédantaining the

der./ t
encrgBERd U mkeRo e shiusrrdrta caniet Aleric By o T
corﬁﬁﬂﬂ‘ff(,[é%bheun?t Céﬂegrghgyrgc 'aip{jéégoﬁ?%‘??etsécw?éss

“contalning a ci gher rypte key sane as

spetifihgadouwlgicanvbddkayreedoudesbired e flig Sirst recording
recording unit by the reader/witer, decrypting the
unisry yheegenrpated kaphesnkay namd frepemeitphing akggadout

rea[Beh ien il F T rRE B R Shr P teh TRk dgress
to th@cﬁhmﬁinﬁ%ﬁh@ﬁt@ém by Ql’i@hcgﬁr&hﬂﬁﬂc‘é@zéﬂ WAL,

first recording unit, when receiving via
[000@giuni cation unit fromthe reader/mwrter a readout

re uest signal containing a readout tar% ddr ess
fynagth %@r% ofithe” paegenédgosndens (B & the

prog Ff(%er ilcglag{r ﬁlbgne y@ﬁlegoﬂvéltsglrmglé)l}% d%?%ﬁ%@r

Feader decr

and Qec@ﬂﬁhxmleﬁtfcﬁ@%ﬂlcearv@ﬁbreﬁﬂr ess cont ai ned in the
readout request signal with the ci pher key recorded

i n thhe domstunécatidindeunét inghddesansmi tting the

data recorded in the re eci f.ied by the readout

tar@étOIHé‘aPé‘égaH&%uﬁb‘& PﬁrU@BﬁSI&‘éE‘F?& %BFF bFCEiene
mgﬁg ?hO{ d RE Al ?twfl?gprd' ng unit to the

eader er via the communi cation unit, when

r ecgifitdigr b r dibg aermust cadednwivh tataemdhdso recorded
reader/witer a cipher key generation request signal
with eyeesnimen ey gehertatipon ksty gosnpiastlykeypedgentl diieng
hrough a predeterm ned procedure,

I‘Ca@ﬁﬁl%ﬂ{‘ﬁ%%ﬂ generated 3k

a control unit for, when receiving via the communication
unit from the reader/writer a cipher key generation request
signal requesting for generation of a cipher key, generating a
cipher ‘key through a predetermined procedure, encrypting the
generated cipher key with the common key recorded in the first
recording unit, and transmitting a cipher key generation
response signal containing the encrypfed cipher key to the
" reader/writer via the communication unit, and when receiving
via the communication unit a write request eignal containing
write target data encrypted by the reader/writer and write target
address specifying a region of write destination of the encrypted
write target data in the first recording unit, decrypting the

encrypted write target data and the encrypted write target



ci pher key with the wite common key recorded in the
first recording unit, and transmtting a cipher key
generation response signal containing the encrypted
ci pher key to the reader/witer via the conmunication
unit, and when receiving via the comunication unit a
wite request signal cont®ining wite target data
encrypted by the reader/witer and wite target
addadgs esRISPRE! diyHEr &efetcurddd Wai ttee dRstti maldrelingf unit,
the encrypted wite target data in the first )
andrevormling thetwrfectaqpdtndathe bdadngpt daranghed ¢emygetion
. data and the_encrypted w.i te target. address w.th.the
in acTeHEN RAPAEES YR THES faree L A dFeihg NiALPedand
r el Irt j gl h o
thr gy P b e P B R L P i and
additesseqitai/Radtéhinophddecr ypti on of the regions of
the recording unit, and the reader/witer includes:
a commumittaniontion urfipdofr raadfimiithagaiad recsiving
nal.s, with the connuq}cat%on.device; a

Sigr’ss‘glelgoW& GPHY AT % 'eREr 84'SW'th a readout conmmon
t(eya %%@o%dﬂ&bksreﬁgg%nk@ye@ér&@a&mm@&mﬁ%dk th

he conmmuni cati on vi ce; and a control uni
whithris wahieay readinngnoytusked ayithetlee atomgnanicphion Keyice;
~ through a predeternm ned procedure, encrypting the ,
andgenerated ci pher key with the readout common key ‘

recorded_in th econ cor.di ' Lt ‘
ci pherruayT ol B SEERSEREHGIER Litter KeRpaPherare.P
req@O§t SRERE1 _Crle@]:ﬂfésﬂiﬁg_ o EbRceamIBN TR icopheeVkee tyi the
the conmuni cation unit, encrypting a readout target
comaddrass tapecl dwicegvi thgi ommehuddtaticadouit, souwd sehen
the first recording uynit. with t hfg_ egg{at ed‘cil{)her .
recqiging sHa thea fHR PRgcatiodh doit 83% € cpgrgunication
cont.a . r r I : '
deviRebeb iy K35, EREGYBHE [BanBiled SdRhl TEERAINR
cipledd Rjeanwiybited Wattna kegnsaidd bkgtlee cdinai@hdiekey
generation request signal requestln%hfor generati on
recarfded dinptiee Seppnd neerdonguantbbyobhgagraaynacaHen

fofo) ni catj.on it, and when.receiving via.the -
devicsmis o tiog HetCRFERpIHHE CBRGl SRt By e i ghe
T QR RSP el tIcOHAh &8 12ey
e e g
recq@gnnkeye reeeerte deco rdingsendndreeuatidighnghaniipher key
t he communi cati on device, decr the encrypted

tin
- obtginsbihrepdostegyddion ihéhei %gfé?naevcg%?ﬁ’ép& At

response Si al with the it : r rded in
enciRPRE S o DRt dn i anY LB Ph TRPe SRR Te ' "
spe Oty h Bedr L BIANYT HeREYDES AR dtioh T SeCNdts eaogei Aata in

unit, “encrypting wite target data and a wite target

the dildrtesscapicid yimdg witteghencigbher ktey destided iiontloé
the wite target, data in the first recordi ng unit

secqp e qqprdifighgin ifennb (FRBSPI AT HE TdLthICHECS Fggal

J t- t ROy ' jfe.r f. si.gna :
coniind s’ (AEATRILY Wefeyfe o8 SRS Rin Sy e
wril@Nea ydd e dWrick® t@nde! cadtnessidaaidhed evimeUnicghbon

device via the conmmunication unit. 4.
communication unit. -

[0007h]

In a tenth aspect of the present invention, there is



[ 0008] According to the enbodi ments of the
present invention descri bed above, techniques
enabling the read/ witer to performreadout or wite
at high-speed on the data in the comunication device
whi |l e mai ntaining safety are provi ded. BRI EF
DESCRI PTI ON OF THE DRAW NgS [ 0089] FIG 1is a
sequence chart showi ng an authentication process in
proﬁridﬂ@dctf cdab i gaciOUbnl Bystdanesalp Ay ¢ahider / writer
system FIG 2 is a sequence chart show ng an
anchatctl@IJIImuanlcamqmdimsgeoﬁvhﬁrﬂmg data in the general
ni cati on syst.em 3 is a view show ng

|C§’EP§}‘1“8 afiog é&ﬂfﬁfﬁﬂﬁﬁh@ﬁ syst em accor di ng
éi‘rbi) g? Lo i M eﬁ%’ﬂsﬂﬁ‘f’ﬁﬂ ?ﬂ'd receivin .

di'agram showm ng a ¢ I'guration
s1gﬁdmas ﬁxunhtﬂ}mWreéd@rr/@ﬂdeez‘WI ter according to the
enbodi nent of the present inventijon; FIG 5is
a baémtcrmrairmgmmhgea%@ﬁdﬂ@u—ﬂvadaéﬁ ag1d @ lsarragasied
of the corEmml cation devic ordl ng to.the sent
witl i saRAGAE common Eex agd BTG COmM Dy A Sn b g

congg%ﬁ%g&a W Qﬁed?éédk!?}e%rkfbxdaéﬁdreadom by the
i cation system according t

. a control unit for, when recelvmg via the communlcatlon
unit from the reader/writer a cipher key update request signal
containing a cipher key encrypted with a key same as the
readout common key recorded in the first recording unit by the
reader /writer, decrypting the encrypted cipher key contained in
the éipher key update reqﬁest signal with the readout common
kéy recorded in the first recording unit, and recording the cipher
key obtained through decryption in the first recording unit,
when receiving via the communication unit from the
reader/writer a readout request signal containing a readout
target address specifying a region of a data readout source in the
first recording unit encrypted with a cipher key same as the
~ cipher key by the reader/writer, decrypting the encrypted
readdut target address contained in the readout request signal
with the cipher key recorded in the first recording unit, and
transmitting the data recorded in the region specified by the
readoutitarget address obtained through decryption of the
regions of the first recording unit to the reader/writer via the
communication unit, when receiving via the communication unit
from the reader/writer a cipher key géneration request signal
requesting for generation of a cipher key, generating a cipher key

through a predetermined procedure, encrypting the generated



5 the enbodi rent of the present invention;
FIG 7 is a sequence chart showing flow of process in
time of data readout by the conmunication system
according to the enbodi ment of the present invention;
FIG 8 is a block diagram showi ng a structure of the
data used in data wite b§the communication system
according to the enbodi nent of the present invention;
ciphed key withFtite Write comsenuenkey atearotr dstbwh rig o Fiowt of
process in tinme of data wite by the communication
recgy@t%%@@mdagtrﬁ@&r%tté%o%|Cﬁﬁh@fdfex rg@nﬁrr@sté%

res B0 KN FO068IINS e vRpERpiE) TBHE R RLo the

rea8BPPdi TR §1é’fthteh§oﬁ{1%iﬁ@fcdtﬁk¥ﬁﬂﬁhptn él\ﬂlli'wh%n receiving
described in detail with reference to the appended

via dh&v\cngsmu‘mmatidmtunmt ahws"ﬂsfpecqﬁf:satsugnaénmniwgnmg
ppended draw ngs, structural elenments that
writhbargnt ﬁé’{tﬁyﬁlﬂ%@%%%ﬁu#&? .réﬁéieaﬁav%{f%@ﬁ auitg garget
t r c
«a 3B SBGH T KIE PP RSP B IRLORD BERE peryprca
wrl@é“thl‘ggt d@1] the firstfleCorlihg @nsgalencep tihgl the

showi ng an aut hentication process in tinme of data
encnrgadjodtwrrteatagm@ dﬂtamdntmﬁlmngdewltﬂwéarget

t hent t f t dout
ad ey Bt GRRRIIATT S 3syEeRrTar I DS duet | SEer it Uit

and Fé@&?@ﬁ?g ttBeFx!vglteltarget data obtained through decryption
in a region specified by the write target address obtained
'th.rough decryption of the regions of the recording unit, and

the reader/writer includes: |

a communication ﬁnif for transmitting and receiving
signals with the communication device;

a second recording unit re(‘:‘orded with a readout common
key and a write common key as kejfs commonly used with the
communication device; and _

a control unit for, when reading out data, generating a
c_i’phér key through a predetermined procedure-, encrypting the
generated cipher key with the readout common key recorded in
the second recording unit, transmitting a cipher key update
request signal containing the encrypted cipher key to the
| communication device via the communication unit, encrypting a
readout target address specifying a re'gion of data readout source
in the first recording unit With the generated cipher key, and
transmitting a readout request signal containing the encrypted
readout target address to the communication device via the

communication unit, and when writing data, transmitting a



[ 0011] The authentication process is generally
carried out through a nethod using a symetri cal
-ci pher algorithmdefined in ISO1EC (International
Organi zation for 6 Standardization! International
El ectrot echni cal Comm ssion) 9798-2 and JI'S (Japanese
I ndustrial Standards) X5086-2. [00121 - First,
in step 511, a reader/witer 11A generates a first
cipi@ntem sembeitibn enguypt sigheal rendemtnngier gerdwatigh of
a predeterm ned procedure using a conmon key B ) .
a cipbeviley 49 the aonhantnication devyiceani@ e giggmunication
.encrypted data M. M .is.transmtted to a .
unifonthidie o6 caaving viz A CATRaREN o B At fromeghe
| i , C ' b 1y A §86RKY Signal
Comtrigﬁ,&%%ﬁﬁ%éedqéﬁggrf/)pm}%@iteﬁ:kk/?r%?ﬁ?héeﬁgar aneter ofﬁt%we
con fuitrhiln Raqcigh et e yac peeget ed mviidd apkeyeshime esi fige thate
common key B and_obtains the random nunber A
comanBEefE¥NtI§Ordad iBoeificcan & cqevidRE 1AL bRy 1fp¢ s

comf A TR ek O Ty iR a e Sl e E i Rp I ©
contOHA in the cipheH RBy S e 000RBYPb AL Sy rdEVivieh the

12A generates a second random nunber B, and encrypts
writieheo semond kegndoco ndiethen Bhe hs owghd arquraadbngr winnbd

.procedure using the commopn key A tq optain encr. d
recqistig aveh e 1He Kot %‘awmﬁééﬁreélg%z&f)er%’mth%nt%ﬁﬁ@

e -t Lter: p : :
sec i St I FERISHAL FEik QAT IARFTENR S Hhrite
tarde@odl@Hrne s tfie diffin € Ger¥ i tdfewhAilcheBem aldony pf she

the M2 of the paranmeter of the Authl _Res through a
writer baegelr diantedptbecduse raspndingaivbnmorh ke alphas key

co rres .and checks if the obtajned vgrl ue is,t.he same.,
-~ Tec 185t h A S CATDIERARDEr e A ehet Bl AR L HIN& 7 Write
reaypsf 8fRta L SoRR A e THEPLOM A il adne! ditgnd the
enceppred weire vurged Sddsess sel the communication device via

the communication unit.



7 [0015] Thereafter, in step S13, the
reader/witer 11A decrypts the M3 of the paraneter of
the Authl _Res through a predeterm ned procedure using
the conmon key A, and obtains the random nunber B
Thereafter, the reader/witer 11A encrypts the random
nunber B through a predet%rnined procedure using the
- common key B, and obtains encrypted data Md. The
[00P&dder/writer 11A transnits the M4 to the
co ni catiaon deyice 12A.as a. par ter _of Auth2 Req.
[ oogroraing o e G b Re R AT, Braent tifrion
destefhE LW OTid d¥en Mt 82 RRfb MRS R $chR9 W t&f thhSerform
par anmet er Aut h2_Req t hrough a predeterm ned procedure
readsirgot kerit®ardmn deysiBedant toepbrtesirant ecdrmoksuirfication
t he obtained value is the sane val ue as the random
devigmivehils geHetadsing safedp s pProvi¢eeck is made, the
comuni cation device 12A will know that the
reader/writer 11A holds the sane conmon keys A and B
BRESF IDESERIPPION dr THE DRAWIREGEer, communication
devi ce 12A generates a cipher key (SK) for encrypting
[00&Ad decrypting a comrunication path and a session ID
(SID) for . identifying the nutual .authentication .
pr OELQS b f &Jgﬁqélyemvefa T %ﬂ"?’ﬁ?gc%’alﬁ‘étﬁ?ﬁgﬁ%téon
i-ned: ran B. L1 R4
profRs8 JERARVERLTY TR ot iR o R fipEiat DULAR R Al6h
- sysbéggessful is encrypted through a predetermn ned
procedure using the cipher key SK to obtain encrypted
dat BI§6.2 Thar semmaneachartosipwengoanraytihas tigedios
to th%.reader/g(iter %éA as_a gﬁ%aneter of Auth2 Res.
Profgtd]l Vilunepdatad 1 ABC, REREFF WF PR YR FTERE) TG ™

theriG. 3 is a view showing a configuration of a -

communication rsystem according to an embodiment of the
present invention;

FIG. 4 is a block diagram showing a configuration of the
function of a reader/writer according to the embodiment of the
present invention;

FIG. 5 is a block diagram showing a configuration of a
function of the communication device according to the present
embodiment;

| FIG. 6 is a block diagram showing a structure of the data

used in data readout by the communication system according to



8 Auth2_Req generates a cipher key (5K) for
encrypting and decrypting a communication path and a
session ID (SLID) for identifying the mnutual

aut henti cati on process through a predeterm ned
procedure fromthe random nunbers A, B obtained up to
now. The Mo of the paramste$ of Auth2_Res is

decrypt ed through a predet €r m ned procedure using the

pheé iii d check is made.that the code
tf}fh&P& ? h‘éeflﬁaﬂ o PEESSPSADVEREHE t he mut ual
aut herd catik %sé&ﬁeﬁ%‘?&«?éf@Bhb%nﬂ%tﬁbﬁegf %90&5% eRVime
conpl ete the authentication process.
offines neaelcait hgnitiec abivom yrigcedssn |ssrsttennanabedmg tie the
cibp Cﬁr co ?cécati on rgrocess can be executed. In FIG
BLAHP Gt 8T FBEIBTESTEGHELt 2 BOZd Req from t he
Com“m'(‘?aé 19N, BE¥ELEIibdAals SNGH YRS edsantedi@nsMmbhbathta
after the authentication process. The Read Req is
udedliinedia &s wari oy itguer e inenucont tHioni sigst@m equesding to the

identifie nd a readout target address (see FIG
SR élﬁ’re%{ 82 BESPIEY é%‘é%?%\ﬂq’t%‘?dllA éncr ypts all

fiel dgexglivdi 00qLRE Leuest shdQnhisf 184 of pE‘B@ess in time
Read_Req thr ough a predeterm ned pr ocedure by t

otilpherwkisy 8Ktbharegmnnibetiom axbtant hemtidiag btm the
roc&ss, ang %@ansmts t he Sﬁ‘rre to the comuni cation
€ Zgpaott ZBTesent IDVERHASr to S15, in step
824, the communi cation device 12A receiving the
Read Req decrypts all the fields excluding the
DERE S DI DEMCRIBTION Ot TREAFP REGEBRREUYALEMBODIMENTS

cgﬁéjﬁterm ned procedure by the cipher key SIC shared
e mutual authentication process, and obtains a

Read yRece Ok c Pl B d¥el-8XE -e 1 BE dSHIEAIR &iaﬁﬁ@ +88¥he8n¥éAtion
reads out the data fromthe specified address

wald doz diesgrifved e dReted! Reghofeiplannetiexthe appordedt

t f the.Read R The Rea i
AERPIREY VO thabi (P ATTr TSGR iy th o eRRERGET

dr%@ﬁgél @,rm&dx%a%lt«m@@ﬂ@s 809 Pa¥eadytahaf g8l PRt dame
see Simlar to the Read_Req, with regards

fmmchhas%ad ﬂésxctvheswmrdnm@aﬂdomﬂevhcesalm reference
enc s all the fields excl ng res onse
nBERAR Bh S RGR S FRATE PG protednr 4ok he
efdrRBREs k8o tsteRared in the nmutual authentication
process, and returns the same to the reader/witer
(GO} [0021]

FIG. 1 is a sequence chart showing an authentication
process in time of data readout in a general communication
systein. The authentication process in time of data readout in
the general communication system will be described with
reference to FIG. 1.

[0011]
The authentication process is generally carried out

throﬁgh a method using a symmetrical cipher algorithm defined

in ISO/IEC (International Organization for



FIG 2 is a sequence chart show ng the authentication
process of witing data in the general communication
system The authentication process of witing data in
t he general communi cation systemw || be descri bed
with reference to FIG 2. [0022] In FIG 2, a
data wite request Wite Reg to the conmmunication
device 12A is encrypted and transmtted after the
..authenticatio rocess si.nlar to FIG 1. ~The . _.
st darmeg o daeroe el sl a MschtmisRign
ot 8gUesty b daati fdShne e VAliR tHANIOSEa RElgf @SS X SUBE 2.
wite target data (see FIG 8A). [0023] In

[OXEpR 535, the reader/witer 11A encrypts al | the

fiel 1 udj id i fi f h .
Wit Eireh G M I o et i B 1 gBethfes gofirst
r £ B08r nkeY LK shanef by the rasdmh aukhest iccahtengh a

process, and transm't’s the same to the conmuni cation
prislidteentidad pOO24dure using Sicimaron kG35 spAvigieps an

" 544, the i cation device 12A i ving.th j t
R ARy L T Atid T ErHE SRR S ha Wt el 14 ©
i 9eNhifL8ref dWihicafRed §brrugnoa pEedekenmhoad of

procedure by the cipher key SK shared in the nutual
AauhheRfeiqcatimrtep dEebs thand robran s taond e e cRel? 6f

lain text. 0.T [ [ ' 12A it
oy B ChF Aot BeagTa e Rusatid Pl Ol ReRe it b iR e
Aggggﬁgg i £ Phrehakdrhexta kel URenEagid t

paraneter of the Wite Res. The Wite Res
commehi heyl Basirad ofrtbigsirthiei oandom aiuthhgrair esponse
identifier and a result.code (see FI 8B).. . Simlar
SEbERB AR o e ottt P BT boehetvrr iRl e
r&ﬂﬂp}ﬂ'!n‘iﬁh'b‘&? ﬁecﬂr%%gjﬂzédﬁf‘&ﬁé’@rhﬁiéd theckhelrdsusing a
excludi ng the response identifier through a
cpradetekai redo privzdduerchyp tatk deitphd2 . key SK shar ed

inhé e mutual authentication process, and returns the
1 eito the reader/witer 11A [00251

In step S22, the communication device 12A generates a
_second random number B, and encrypts the second random
number B through a predetermined procedure using the common |
kev A to obtain encrypted data M3. The communication device
12A returns the M2 and the M3 to the reader/writér 11A as
parameters of the Authl_Res.

[0014]

In step S12, the reader/writer 11A receiving the
Authl_Res decrypts the M2 of the parameter of the Authl_Res
through a predetermiﬁéd procedure using the common key A,
and compares and checks if the obtained value is the same value
as the random number A generated in step S11. If check is
made, the reader/writer 11A will know that the communication

device 12A holds the same common keys A and B as itself.



FIG 3 is a view showing a configuration of a
comruni cati on system accordi ng to an enbodi nent of
the preésent invention. The comunicati on system
according to the enbodi nent of the present invention
will be described with reference to FIG 3. [0026]
As shown in FIG 3, the communication system 10 is
configured by a reader/witer 11 and a comunication
device 12, which wirelessly comuni cate, where data
[Q&1%k ansmitted and received in a non-contact manner
bet eader/wri 1l a the co l,Ga
devrﬁgﬂT%gﬁgé%gH% é%?ﬁ%ﬁ%@%% f%%ﬁgg ?q-ﬁ%yg%%bgggpypts
the hed esfStico pRkangefdropf ShelontiasSReBd thenglper f or ns
cigger conmuni cati on through the follow ng i
rrecedirised pgogrfure usingrhbereuaar¢iviaes, and obtains
i 29LaLeS, Sl ealtd o pravey Lel eqtr omRaneti vave)..and 4
performs processi ng such as polling to détect®t ne
e GOFFRIY €t iram o fardBer WieRréighCPREIcRatARed
device 12 approaches the reader/witer 11, and 11
Prpredareiarying the comgeresey Bhechantialivacneaypéod cata
, reader/w..ter, 1 th mqﬁy tj,on device
Ml]% txrrglgsﬁ% %rr/aw%%gilvle&&?ggg &r ?n%%éed da?g tth§ perform
cdien aul befibinCakiydde NPECESSa pHierheasdes! Wiirer Hdg.
encrypts a request signal to the communi cation device
[O1@ki ng the cipher key and the session ID gene-rated -
and %%a:%fedp% IS@é h@hé”‘%t Igglrﬁtdr%actalttggn R{RG&ES:: gn%ceiving the
transm T st hé "'same” The request signal Tncludes a
AUCHRE e SHEPR pILEEM & T Y paYemMMiet & @fht hReq through
predeterm ned data, a request signal requesting for
a tITRsicsRiiosdoproprd predetiagnthe dogamen &ey Bhéand ke.
0028 : n. ei vi t request..si gna
cdiiae ted Shener AL TPETRPRR o R 5l Bl vatue as
tHO MUt h Ofh 6leV BCBe A 2rA8eT YRtstebh®2ReqUeHhedkg@imade,
usi ng the shared ci pher key, checks the consistency
the clom g sivateen skssrent 20, wihdkaeethsdr the msadgs/ writer

[ RGP E4pRr O66RSANGRLEL HEDE 2 500 Lchigeld N9
001771 - ”

Thereafter, communication device 12A generates a cipher
key (SK) for encrypting and decrypting a communication path
and a session ID (SID) for identifying the mutual authentication
. process through a predetermined procedure from the obtained
random numbers A, B. A code indicating that the session ID
and the mutual authentication are successful is encrypted
through a predetermined procedure using the cipher key SK to
obtain encrypted data M5. The cémmunication device 12A
returns the M5 to the reader/writer 11A as a parameter of
Auth?_Res.
[0018]

In step S14, the reader/writer 11A receiving the



In the present enbodi nent, each authentication
process i s separated and nmade i ndependent for secure
readout/wite of data to the communication device 12
which is the security device so that the command
sequence is optimzed to the usage nethod. Wen
perform ng the readout process fromthe security
devi ce, the side making t hé r eadout request generates
t he cipher key (session key), and transmts the sanme
ApshenBegi genetntss # gdabsatkemielsilgs secpPiBgr bt

r x t ' ci h
SRR Y B it PR A B e ARt B SIS 3
iddmtiintetly acessal anheheicedoni pyockesd cerotifk i de

to_be witten generates the cipher key (session key),
DEGRE ter aHeaG 5TeReIYaRETPH the SO makidigPERR A Bt e

The  si.de i t It :

R par AR 0 S LRI PERSRIAS DR o i

-decansied shidegbampredbectpdate pfoddibusniiignti et copher
or the update of the session_key on .the comuni catjon

keeileeans Ghrek stk SRaLrPOyCARTIIBE PRl AL the
sO&; grf@gay t@ﬁgﬂlﬁtiagl;%gthég@&%ti%lgc#lj?il §u%&@§’ﬂﬂ 'itshe

Ci pher sessi on 'S encryp using a common
okByinsfiatedhbet Wearnrhbée Seche idwytldaviicasi thetueesns.
reader/witer 11 and commruni cation device 12) to
identially transmit the cipher key (session key).

[ 003HftJP%héya%ﬁ£%AﬂF§@ogﬁ&%Bée%% rﬂmteids tﬁlg.ycic‘;)rher

separ at ed can be realize usi ng the sessi on

céhenqaortdriokeyrditdercant bborxddhetgdadbutFIgr.otgseadvlta
the wite process with respect to the data region of .
redo Ebananreaieg deig fomhe communication device 124 is

encrypted and transmitted after the authentication process.
The Read_Req is defined as a configuration containing a request
identifier and a readout target address (see FIG. 6A). ~ In step
S13, the reader/writer 11A encrypts all fields excluding the B
request identifier of the Read_Req through a predetermined
procedure by the cipher key SK shared in the mutual
authentication process, and transmits the same to the
cor‘nmuhication‘ device 12A.

[0020]

Similar to 815, in step 824, the communication device 12A
receiving the Read_Req decrypts all the fields excluding the
request identifier of the Read_Reqg through a predetermined
procedure by the cipher key SK shared in the murtual
authéntication process, and obtains a Read_Reg of plain text.
The communication device 12A reads out the data from the
specified address according to the Read_Reg of plain text, and

set it as a parameter of the Read_Res. The Read_Res is defined



[0032] FIG 4 is a block diagramshow ng a
configuration of the function of the reader/witer
according to the enbodi nent of the present invention.
The reader/witer according to the enbodi nent of the
present invention will be described with reference to
FIG 4. [0033] The reader/gfiter 11 is configured to
include a control unit 31, “a recording unit (second
recording unit

32, a.SPU (Si | PR ' i
2538, COP HEUTR HOPLFO B R138,2 Sre JRRFPI SIS L & ahE tgscode,

ar?%r%ig%]?ggt@ii%grggiﬁﬁg cORE: e%&P| esGhildr to the

lon tinit, a denodulation unit 37, and a

Reld VRe 38 wifA0R4ards to the Read_Res, the communication
device 12A encrypts all the fields excluding the respo‘nse
identifier through a predetermined procedure by the cipher key
SK shared in the mutual authéntication process, and returns the
same to the reader/writer 11A.

[0021]

FIG. 2 is a sequence chart showing the authentication '
process of writing data in the general communication system.
The authentication process of writing data in the general
communication system will be described with reference to FIG. 2:
[0G22] _

In FIG. 2, a data write request Write_Req to the
communication device 12A is encrypted and transmitted after
the authentication process similar to FIG. 1. The Write_Req is
defined as a configuration containing a request identifier, a write
target address, and a write ﬁarget data (see FIG. 8A}).

[0023]

In step S35, the reader/writer 11A encrypts all the fields
excluding the request identifier of the Write_Req through a
'predétermined procedure by the cipher key SK shared in the
| mutual authentication process, and transmits the same to the
communication device 12A.

[0024]

Similar to S35, in step S44, the communication device 12A
receiving the Write_Req decrypts all the fields excluding the
request identifier of the Write_Req through a predetermined
procedure by the cipher key‘SK shared in the mutual

authentication process, and obtains a Write_Req of plain text.



The control unit 31 generates a request signa
requesting for overwite of data including
~predeterm ned data. The control unit 31 al so
generates a request S|gnal requesting for

transm ssion of the predeterm ned data. 13 [0035]
The control unit 31 generaa s data to be stored in
the request signal requesting for overwite of the
data. The control unit 31 generates the cjpher ke

Tlflﬁrweﬁuanmaémé%wzﬁédl Ao\é’é&&ﬁe SRCF eﬁr@a%@ the
o { y e
e R R e
sdi@cmalreluvmtbdahs angapamdtdesofatice pheitek®esupdet e
“request si %nal (see FIG 6C) caontaining the encrypted
Wé‘ ﬁ%ﬂq&efké%/ St aSPY 53’31f1§1%éa%1i06h @?n&%&“% gesponse

ev?lf:gr %%‘é Agégg”@hégiont ro @%rﬁ?{%l%
We e YWH @ wtrhtel tegﬂmﬂ:ﬁ tbaﬂg@tW’ giddr Bes, sheccdyimngntibation

regi on_of the data readqut source jn a non-volatile
degivsr y2 Ao esed srpld thy § wdﬁh%@éwépgt BE CEPREE SEey,

h F
i RE D T BPeh S AR S BroPEdNT: SiRetiin A ey
SKheh &R 33 théhauteadeuitiragiiestiosd gna&:es;s sndnsitotrnedhe
to the conmunj cation device 12 via the antenna 36.
samE3l] the readopyarrifes thildy t he data, the control unit
@rovi des a ci pher key generation request signal
(see FIG 8C) requesting for generation of the cipher
key‘ tR1G.he iSRUvESw sihewthpheicokdysgendoat oda request
ignal iis transnmitted to the communi catl on devi ce 12
ceeﬁnéfﬂtlﬁé%ﬁf)@nmsw e 4iRE B e kkgdyBREL R BRE

ﬁ@@&?@ﬁ%ﬂ@gﬁ lr&mw?@ca&%h%ﬂé‘%?n tal?:%o(}'d%rto the

ey encryp ey same as wite

ek diecoided the pi‘&&eﬁ%dengmﬂmﬁﬂgﬁe bjegdrébed with

conmuni cation device 12 is received via the antenna
red6TeREmMChEI @ ovuni cati on device 12 and provided from
[65‘?6 PU 33, the control unit 31 decrypts the
“encrypted ci pher key contained in the cipher key

gener/sd spwresnofse. i, ghal conthuttieanidnt eysoami Okey

recorded in the 14
configured by a reader/writer 11 and a communication device 12,
which wirelessly communicate, where data is transmitted and
received in a non-contact manner between the reader/writer 11
and the communication device 12 using eclectromagnetic wave.
The general wireless communication system assumed here
performs cipher communication through the following
procedures.
f0027]

The reader/writer 11 radiates electric wave

{electromagnetic wave} and performs processing such as polling
to detect the communication device 12. When the

communication device 12 approaches the reader/writer 11, and



recording unit 32, records the cipher key obtained by

decryption in the recording unit 32, encrypts the

wite target data and the wite target address

speci fying the region of wite destination of the

wite target data in the non-volatile nmenory 106 with

t he ci pher key recorded in_the recording unit 32, and

provides the wite request1 ignal (see FIG 8A)

cont ai_ni ng the encrypted ite target data . and t _
thshEpgpeBaVRrICE ol § HYECTRdSESITIBUIHER ST §§Vlcﬁ12%’ the

© o . . ‘ _

SIS SOl LSRR ake 02 pegppt and
rekhdve gitedatetmiihedld asa conpegforad thy anCiRth{(i€entaral

Processing Unit) and the |ike, and reads the pro {am
PO ted PEdiA /F¥iiber 13genGRYBRS ﬁsf%ifﬁ%%égg%%g to the

' { ; | {r, PT:PQ 80Bsi
cEERhHEIca Ry SR 55 ML RAL BIHARLy B0 Bgion
TTinidnahtpdovh deshd el proHed ed theagicaso ang aatss , tand

the recording unit 32, as desired, reads.the program

tregrgrded th e seracr edSTUFRgUEHAT 51882l ARl Edet Gt cedtRBt

I 1. .. [Q03 : TRe: 1G5 AR t [
S s et o O, PR e i, 8
repde ssided] Fequestingafd retmnts hbatiotanl hbkdptbetermined
recorded content even if the power is cut off, and
depr. aR&npPre lik% configured by a hard disc, flash
Hﬂﬁf@ y, or the like. The recording unit 32 records
various data. The recording unit 32 provides the
r ecorwed ndas ceivin g idrecoan okt vighaBirassuestiedethom the

[0039] . The recording unit 32 records at |east
AR DIWEHET hdbt OO R OR dHECRr )£ Secamish
-8B S 5HeCATI st Ok oL e on
copetsded ycamipnhkeyh oed e seomt i@, amitti8dn pEréors the
r%cg%g;gflfc? %ﬁggéég?a%qg lrsé%ug‘gcs:oa{ %?)d%aitnadi%;%ivxllgd %%cfcre%@ cgrh fail.
[0029] _

In the present embodiment, each authentication process
is separated and made independent for secure readout/write of
data to the communication device 12 which is the security device
so that the command seguence is optimized to the usage method.
When performing the readout process from the security device,
 the side making the readout request generates the cipher key
(session key), and transmits the same to the side to be read out.
The side to be read out then encrypts the readout data using the
cipher key (session key) and transmits the same. When
performing the write process from the security device, the side to
be written generates the cipher key (session key), and transmits
the same to the side making the write request. The side to write

then encrypts the write data using the cipher key (session key;j



[ 0040] The SPU 33 codes the request signa
provided fromthe control unit 31 through a

- predet erm ned net hod, and provides the coded request
signal to the nodulation unit 34. The SPU 33 decodes
a response signal provided fromthe denodul ati on unit
37 through a nethod corre anding to the coding

nmet hod of the response siéhal, arid provides the

decoded r.esponse signal, to the contral ' 1.,
Ao SmILS thepRAmEy “é,%ﬁ%&e toﬁé&lreeatigé%nggcganté %

r ' {HAHeGad h Ofh d 0¥ @ Ul clagi gt @divded 12
th%rlgﬁnaglﬁée Oggtrl{%épgiagﬁl%%g , the SPU 33 peffaoirrs a

wltiedi g theossssrisyctevase dodibay perbonasehatfaghes e i
the rel evant request signal, and outputs the obtained
[Ogﬁé’&al to the nodul ation unit 34. \Wen the response

sign ; GORHUN;6AdrOR=H §¥EE 8 ok? Kes') HBh Elgthted
froﬁ?%ﬁ&igg%% u?aiLon J%it 37,ﬁ$he SPU 33§berforns a

uglecodimgupracdsy shehedsbaavouh fdrcopce B bR HESSer
code on the rel evant, data, and provides the.qbtain

(b§PYRER TAtd WantT di! A ST mLOgASE P PEiOR EHNES

co'iﬂﬁ%‘('—:ﬁ{i' O, BRid s34 98RES RS ReGakERSIomas)based on
the clock“signal of a préedeterm ned frequency

fopBavi ded fromthe oscillation circuit 35. The
nodul ation unit, 34 nodul.ates the r.eguest_s]
o1 ov T REST G e WO0SH T RESGON 10 Lreter BFaosbgan be
re@i%@b?%&%ﬁofhé ResCAld kel MavReldHaneh e different for
request-signal, and providés the nodul ated request
ted gead otio drhecast enda 86 Wity proseanceith pespect to the

nmodul ati on .unit 34 generates nodul.at ed request
datayRasi By Oéﬁﬁ’ﬁg?ﬂﬁ"rgﬁé“ﬁﬁ :H %grs?ﬂi‘f?tlﬁjde, frequency,
[O??jzthe like of the carrier wave based on the request
;i gnal provided fromthe SPU 33. [0043] .
FIG. 4 is » block diagram showing a configuration of the

function of the reader/writer according to the embodiment of the
present invention. The reader/writer according to the
embodiment of the present invention will be described with
reference to FIG. 4.

[0033]

The reader/writer 11 is configured to include a control
unit 31, a recording unit {second recording unit} 32, a SPU
(Signal Processing Unit) 33, a modulation unit 34, an oscillation
circuit 35, an antenna 36 serving as one example of a
communication unit, a demodulation unit 37, and a drive 38.
[0034]

The control unit 31 generates a request signal requesting
for overwrite of data iricluding predetermined data. The control
unit 31 also generates &a reQuest signal requesting for

transmission of the predetermined data.



More specifically, the nodul ation unit 34 ASK

(Anplitude Shift Keying) nodul ates the data provided

by the SPU 33 with the clock signal having a ,

frequency of 13.56 MHz provided fromthe oscillation

circuit 35 as the carrier wave, and outputs the

gener ated nodul ati on wave to the antenna 36 as

el ectromagneti c wave. [0041? The oscillation

circurt 35 generates the clock signal of a
[G$¥&%et er mi ned frequency that becomes a reference, and

' th . d '
(i t 95 cpoone IR U1 aEpBRLL B0k SO pE G TR e
rE SAYES ki hh ANAd RSN hdefdrf - upvi Flee dieatinea. Urflie d4ntrol

to the communicati-on device 12 by wrel ess .
usdimingentraies the sihbervsrdshreHehanrapsdetggmined

di | i Cy. it X
of TR s T B e ThoiRaR of e dp1 et
cARFEANALRE dridrategeativesrt hey negpoaseasigmbommon key

transmtted fromthe comuni cati on device 12, and
repovicbintifhe reewidiag reshorseRAgHAvidsstteipher key

demodul ation unit .37. [ 6 Lt 2ihE L8 Pdul at Lo
uﬁ’%]%?eﬁ“qdje d?ﬁggiaég( SE ﬁe}plgﬁel‘s ég: HS%O%?EQ%gﬁ”pr ov?é’lL é:gsfflp (re%?‘n
cifiee 2RGS0 SHUY GEgh 7hdetpdidrakipreneidiedipdate signal

~corresponding to the nodul ation nethod of the :
L sk sl e dube theose e nEraion) degie provisdEletdetenna

| at i gnal th
aPrar e Lo bl RBREGEH SrRORmihitr G5 alinad dpsbel ajdress
s?ﬁgi{fvﬁfi{gQﬁe%\geoﬁ@%k[@dwtétﬂe@@d/\ﬂvﬁuﬁ@@lilhr£ﬁon-volatile

rough t he antenna 36, and outputs the denopdul ated
messponskCsi(gaalF o phéysie ggnerpted cipher key, and

provides the readout request signal (see FIG. 6A} containing the
encrypted readout target address to the SPU 33. The readout
request signal is transmitted to tﬁe communication device 12 via
the antenna 36. -
[0036]

When writing the data, the control unit 31 provides a
cipher key generation request signal (see FIG. 8C) requesting for
generation of the cipher key to the SPU 33. The cipher key
generation request signal is transmitted to the communication
device 12 via the antenna 36. When the cipher kéy generatioh
response signal (see FIG. 8D} containing the cipher key
encrypted with the key same as the write common key recorded
in the recording unit 32 by the communication device 12 is
received via the antenna 36 from the communication device 12
and prﬁ{rided from the SPU 33, the control unit 31 decrypts the
encrypted cipher key contained in the cipher key generation

response signal with the write common key recorded in the



[ 0047] When a magnetic disc 71, an optica
disc 72, a magneto-optical disc 73, or a
sem conductor nenory 74 is attached, the drive 38
drives the sanme to acquire the recorded program data
and the like. The acquired program and data are
transferred to the control _unit 31 or the
conmuni cati on device 12. Th program transferred
(transnittedé to the_comrmuni cation device é%}ia R
reEEsiaEduBtt 8ReEAFREIS AR fapOSTIFGY Og*vat% y decryption
. C i | : :
i P AR, R P2y P oraRe dearls PR GRT e e
woitet e peanadui ot spBctievhgahaccagidinngf maritdeepgteseribn of
enbodi nent. The caonmuni cati on deyvi ce according to the

- tenbodiréateet defa isy BRemon AL HB MG be Ve ¥t B&¢
cigﬂﬁg}" I &e{e%%%% tﬂonﬁtﬁf I5eco[r(219r41 ]unit 82 a%grsvides the
0 ce 121 fo I

munication devi s configure I nclude an
waldeermaa d Ol s 5eia/i (3¢ caBl ®Nn 6 Aexamadndh g aheosmeiyi wad wirite
unit, a denodulation unit 102, .a SPU %33 a cogt r ol
tafiget daie aBdriroPBFREP IR IS FRTSTIROFEF Ry tuniE)SEU 33.
cge ] iLLEat i
T e R R AR B MR 1O Fng o S L e

dgenes abi em tiné tarltktind G&R0] The antenna 101
recei ves the request. signal transmtted fromthe
[G@3der/writer 11, and provides the received request

Signaty L @ e femoy ALL A dibh-d4y hepRniepnerdil

transm e response sSi gna‘l provi rom

PRDEsd S i) Ent0th¢ dilkheandagerd swheeprdgrahy provided
w rel ess communi cation. I n other words, the antenna

fregn thedratey She it it @UiRGBE RS CRaHETH t RPACTRRItES
tlﬁg%%aSSrgélgcﬂﬁl plrfogyllodget%nflg o & s 2Pdul %;Ilo%ded from the

drive 38, the control unit 31 provides the provided programs and
data to the recording unit 32, as desired, reads the program
recorded in the recording unit 32, and executes the read
program.

[0038]

The recording unit 32 is a sc-called non-volatile storage
medium or recording medium that is rewritable and that can
hold the recorded content even if the power is cut off, and for
e‘xémple, is conﬁgured by a hard disc, {lash memory, or the like.
The recording unit 32 records various data. The recording unit
32 provides the recorded data to the control unit 31 as desired.
[G039]

The recording unit 32 records at least one of the readout
common key or the write common key as the key commonly used
With the communication device 12. The recording unit 32

provides the recorded common key to the control unit 31. The



18 unit 109. At the antenna 101, resonance occurs by
the electric wave of a predeterm ned frequency
radiated fromthe reader/witer 11, thereby
generating el ectronotive force. [0051] The -
denodul ation unit 102 denodul ates the request signa
provided fromthe antenna 101 through a denodul ation
nmet hod corresponding to t nodul ati on net hod of the
nodul ation unit 34 (see FIG 2) ggU?rowd t he i
reaeﬁ@mg andl Fegder respphaldaid Pﬁ@" fpam Hag contro
séfnce t he denodul ati on unit 102 envel ope detects
equest signal which is the ASK nodul ation wave
Eooacglved via the antenna 101 and denDduIates the
sanme, and outguts the denodul at ed request,

the &by 989 3poosgs the reqmﬁé S AloRTY qlﬂ
fg‘% fum‘?l %ilrg{;lg'yll prq‘ fdr glefﬂgjt ALl ORdUdvides
hrou a predetermn and provi des the
thdesoded reeqeestslgm@hab the mbamamidmnmmua4 10’4he1$ﬂéU 33
SPU 103 codes the response Si naI rowéjgeed f{]:]:m[
deretasoR RSO TEFA SIERVUBFO | 2odY 0% unit

3 2L A0, KAN b, PHiOY) 4851 BB fioda ffc?%ﬁ@ R3fisipdARl o0 bhehe

&0 hi nstance, e dat a
re@ gileth]| Antdhpr ceiipdudtat denoldleldt rdmomse e@@lleail to the
t hrough the Manchester nethod, the SPU 103 decodes
carHeodait (Aecode the Manchester code) based on t he
q? gk signal provided froma PLL (Phase Locked Loop)
irTcuit (not shown), and provides the decoded data to
the goptsoimpie! wilh therrdqisé@nsignaheo $PEhtO8 tdoddse
t he response S|gnalk£rOV|ded fromthe control wunit

cmummﬁgﬁnt%‘fmn d§tRFOHEERO I O BN H ot ERl HHE 3 1
RS BRI S el e

M@t@%ﬁé&ﬁler code on the relevant request signal, and ouzputs the
obtained signal to the modulation unit 34. When the response
signal from.the communication device 12 is provided from the
demodulation unit 37, the SPU 33 performs a decoding process
such as decoding of the Manchester code on the relevant data,
and provides the obtained signal to the control unit 31.
[0042] - |

The modulation unit 34 generétes a carrier wave based on
the clock signal of a predetermined frequency provided from the
oscillation circuit 35. The modulation unit 34 modulates the
request signal provided from the SPU 33 through the
predetermined method based on the carrier wave to generate a
request signal, and provides the modulated request signal to the
antenna 36. For instance, the moduiatzon unit 34 generates a
modulated request signal by changing the phase, amplitude,

frequency, and the like of the carrier wave based on the request



19 Processing Unit), and the like, and its function
is realized by executing a programstored in the RAM
107. The ci pher key update request signal (see FIG
60) containing the ci pher key encrypted with the key
same as the readout comon key recorded in the
non-vol atile nenory 106 by _the reader/witer 11 is
received via the antenna 181 fromthe reader/witer
11, and provided fromthe SPU 103. \Wen the cipher
sigapl gp@yiécd dgoasthsi YR 3Ps provided, the control
[OwE%]104-decrypts the encrypted ci pher key contai ned
i'n the ci pher key update request signal by the
r eadpitr<C opBOITI &Ny | enorgedilatidie umin-3HIARK [{dmplitude
nmenory 106, and records the cipher key obtained

Shift Sghnaber9priates he AetRANCTEFedTHetas phidd KkYith the
: ¢ . . o L
I R S 2R R o S SR Ry ey the
oskQfat{@024dcuit 35 adhrecantrior wiid, 404 omypudet ehai ne
a ci pher key update request flag contained_ in the .
g%@ﬁ%eﬁe@@é‘éﬂ%}% HaVfheh tRASHWENRR PoghestesirgRmfepgtic
w?%’\’i ded. When determ ning that the val ue requesting
orf the cipher key update is set in the cipher key
[Ogeadt e request flag, such wite request signal is
recogni zed as the cipher key update request. signal. -
The 3%4859%@1%1;}%6%@@@%@@‘gp%ﬁﬂ%éﬁ%ﬂﬁ%@%@@a s
[ r. K L gn hys, 4t :
PR BT P SRRt OGOt A PRovides
tH@gdﬁ@tat@ﬂ uwestksdignall worti@aimbdglatierr eadodtt .t ar get
addr ess specifying the region of the data readout
[OKiftlce in the non-volatile nenory 106 encrypted with
- the @i S [ (e :
r caddiTogrt iy 3BT AR SRy T SR o R M e
frdtn tha helwktenmaidil34 andtips evinded1t i@ dthen cvticel 12 by
unit 104 fromthe SPU 103. \Wen the readout request
WPl P g A UpIGRiiaed, Ehethentyearduniite fofen §§ts
C : i | the
R R L e e S T i
provitee RAVhIGE raeduptduhdesnit 64 heTBPUABTdhS @also
recorded in the region fpeci fi e,dE%i/ t he readout
recRiges (BedreEROBHE 8R! tRABSEH I HRE APE BRCof the

c{l%%ﬁ%gz?ég%{]ge?ﬁ& vol %I?J}S&M%§ tH6 e JbH8 q0AL & diSse

ransmi erea iter 11 via the antenna
sibkl to the demodulation unit 37.
[0046]

The demodulation unit 37 demodulates the response
signal provided from the antenna 36 through a demodulation
method corresponding to the modulation method of the
modulation unit 109 (see FIG. 3}, and provides the demodulated
response signal to the SPU 33. For instance, the demodulation
unit 37 demodulates the modulation wave (ASK modulation
wave) acquired through the antenna 36, and outputs the

demodulated response signal to the SPU 33.



[ 0056] The ci pher key generation request
signal (see FIG 8C) requesting for the generation of
the cipher key is received fromthe reader/witer 11
via the antenna 101, and provided to the control unit
104 fromthe SPU 103. \Wen the cipher key generation
request signal is provided,_the control unit 104
generates the cipher key tﬂ?ough a predeterm ned
rocedure, and encrypts the generated ci pher key by
ite coomon key recorded in the non-volatile
TeMORYR A0 nlNEHCON! Bde P Lad U REQYIGES ﬁ[%zeac' pher
key genéeration®response signal (‘see Fl 8 _
meQiieabhbpgichheligncT ypbed: skphievridycton tremBPY 703s
This signal is transmtted to the reader/witer 11
atfpghede W 8akE 36197 V6esT e same toThed B Fiof TgaPrded
y . a:cLph .
prr TR R R PR B B R U e are
tragadotted equest cohgnsl unst priovr déd. cyheanddatetmmidegice
that the value requesting for the cipher key update
12s &t pROEReTE Fhkes HEy g{éﬁ%%frflé*fﬁﬁ%ea%ééﬁ f1ag,
cGHERLRGAIAHY GEAHESEaSIONAl, It d BE NIRRT A% BReessary,
ci pher key generation request signal. e exlisting
by eddotibniragudst tivirgdaliddhél.can be used as the cipher
key generation request ‘'si.gnal, and thus the-
[ | opment efficiency enhances. [0058] 21
The it ecr [ : I}k
ari t S16575 8F U beR Rt e HegRIIALNAN e
fuamekibheo Mht edabgehi cddoasée sipech yb n@irtdeo riégi pnesdnt
‘the wite destination of the wite target data in the
emAndiaaRt eTRENBPIRIMYA I FRLIOE BRYicE FROF o & ioeHHa
e R B A1 0 1 EEnBRE R BP e T soH
réfeecaontyooFI@NiZ. 104 decrypts the encrypted wite
target data and the encrypted wite target address
[Q@?%]the ci pher key recorded in the RAM 107. The
ci ph i S t r ded, # RAM, 10+
hereﬁﬁ?ggﬁgﬁﬁggége r%%éﬁﬁggeiﬁfgﬁe nd%§3%P§t.|e ctfde an
afregny 106.sekvéngand pole emampledof ecarmen thécaribheunit, a

target. data obtai ned thr decryption in the region

deprtd wiadio By te L (i taestpgfgg%&aa fé%%f%t}%%}tnég‘% a
- d : i\ ON§ s Of - t}

SRR BT PEtucRelrdin® GRAPIOCYG KA RS Abeess
Meanbigul 6d , tam icrelilldeidrheimant vbD &t ial mabwiertyod 06nit 109,

the RAM 107 and the like. The non-volatile nmenory 106
apgd gAYV eUEER BRI HoH ot B¥il e menory such as flash
rdEeeyy, EEPROM MRAM FeRAM or the like. The
Chon- Vol ati | e menory 106 records various data such as

conf itentarade ndad d 1o rbecivieantdng treedictsa dilkkmal transmitted

reader/witer 11 and data for the execution of the

I56%8 T TRECHONT V6T at 1 8SBREPYIATS LAF S Fed DT d§ datest

L Q b BB Key, O, of e, W 11l
S%%ﬁ%nﬁ9ggs(%§5?§%£§@§§%5ﬁnnn y use .mf?t ?he
transmits the response signal provided from the modulation unit
109 to the reader/writer 11 by wireless communication. In
other words, the antenna 101 radiates the eleciric wave for

transmiftting the response signal provided from the modulation



reader/witer 11. [0060] The RAM 107

appropriately stores data for the execution of the

program and the |ike. The RAM 107 provi des the

stored data to the control unit 104. [0061] 22

The oscillation circuit 108 generates the clock

signal having a frequency sanme as the frequency of

t he request signal receivéﬁgby t he antenna 101, and

provi des the generated clock signal to the nodul ation.
umini 10909 AtTHee esdeningt L 64 . FESEHAN CEOBCERED AP0 AE éée%\tflc

PLL circuit d. J ' '
wetnet Bnahtg e R EnbeR Y et P 2 chuest
redld@Rakyrildd002] thereby déreermsugatleetramitiviOfbree.

generates a carrier wave based on the clock signal of
[085priedet ermi ned frequency provided fromthe

oscillation cjrcyit 108. T, | atyi it

modur aet P Eionaetly TZ SRty Bls redest,
sigB31 {HoRueEd FrpRedEECs Atd1eta MES hatirbaged aofetireiulation

Carrier wave to generate the response signal, and

mptvi des rehpomsduiate dhe dupovde tyyFat thef i hdnt enna -

Sl WL AT AP ik 5 b
reMRRChesiern et fivd grovi ded framtderH) MiBdeansdulation

transnm t's the nodul ated response signal to the
undatier/ ewvelopeldetects Hee anaewra sgnal[phed) 1s the ASK

modulation wave received via the antenna 101 and demodulates
the same, and outputs the demodulated request signal to the
SPU 103.

[0052]

The SPU 103 decodes the request signal provided from the
demodulation unit 102 through a predetermined method, and
provides the decoded request signal to the control unit 104.
The SPU 103 éodes the response signal provided from the control
unit 104 through a predetermined coding method, and provides
the coded response signal to the m_odulatioﬁ unit 109. For
instance, if the data demodulated in the demodulation unit 102
is coded through the Manchester method, the SPU 103 decodes
the data {decode t.he Manchester code) based on the clock signal
provided from a PLL (Phase Locked Loop) circuit (not shown}, and
provides the decoded data to the control unit 104. For instance,
the SPU 103 codes the response signal provided from the control
unit 104 through the Manchester method, and provides the
coded response signal to the modulation unit 109.

[0053] '
The control unit 104 is configured by a.CP-U (Central



The nmodul ation unit 109 turns OV OFF a predetern ned
switching el enment (not shown) with respect to the
response signal provided fromthe SPU 103, and
connects a predetermned load in parallel to the
antenna 101 only when the switching elenent is in the
ON state to fluctuate thee{ oad of the antenna 101.
The ASK nodul at ed respons %i gnal is transmtted to
the reader/writer 11 via the antenna 101 by the
PrbloucBUL Low b apReth o dtkof 2B I T 0F (337G &e
ermnal vaolt . 6 t ;
e Prer D Sadh it TR SherThnsianer ke
A€ PGB8t GUER 8N sdABIGel ®C) comibining oheecipher key

generated at the antenna 101, and supplies the
ryonarcui OOk £67BRGS BAT (o6 Hes CBINI ST i on

devi,ce .12 0065 i ' i .
reLB AR R o U PR B e 14
1o AGGRE Hk N Grih o rRPRKIteANz00 0 lafid i ndrecensidgr f Weltspekl, afnd

the process with the encryption strength. as is.
pusthidedviopds thehdPappbitkat %ﬁ”ﬁ‘-‘rﬂ dhgy @éﬁ}g Vi ‘dl%éai%%t 0

re\r;aelf%ch%i a: ﬁ%iér%%}c%g@fnﬁ{é’ RELOP, ARG WL JeRFY8SE the
encrypted cipher key contained in the cipher key update request
signal by the readout common kéy recorded in the non-volatile
memory 106, and records the cipher key obtained through
decryption in the RAM 107. The cipher key obtained through
decryption is recorded in the RAM 107 but may be recorded in
the non-volatile memory 106. ‘

10054}

The control unit 104 may determine a cipher kev update
request flag contained in fhe write request signal when the write
request signal is provided. When determining that the value
requesting for the cipher key update is set in the cipher key
update request flag, such write request signal is recognized as
the cipher key update request signal. The-.existing write request
signal then can be used as the cipher key update reguest signal,
and thus the development efficiency enhances.

[0035]

The readout request signal containing the readout target
address specifying the région of the data readout source in the
non-volatile memory 106 encrypted with the cipher key same as
the above cipher key by the reader/writer 11 is received from the
reader/writer 11 via the antenna 101, and provided to the

control unit 104 from the SPU 103. When the readout request



.the ci pher key generated using a certain comon key.

- [0066] When perform ng the readout request (Read_Req)
with encryption, the random nunber generated by the
reader/witer 11 is used as the cipher key. The
reader/writer 11 transmts to the comuni cation
device 12 the Wite SK Req requesting for the update
of the cipher key as the adfhentication process
before transmitting the Read Req. [0067] FIG 6 is a

stgrodki sdpagy i@mds How ngnarstk nadt Wi eecriipteabs emewwied

t he communi

- S34308 520081 o451 08 SommBLent) O vaLEm eseRrdLg it
ﬁ%%%f%g&?&nﬁiﬁr?&ﬁé@?ﬂ é::hfé HANR 1020088 AB6WAes to the
ystem according to the enbodi nent of
SPhk 1petentd stavenoirdedvirl thbecdese ssediiadt by the readout
taru?gfegcraegégestsoogltgingd t{ngggsg]h decrjption of the regions of the
non-volatile memory 106. This data is transmitted to the
reader/writer 11 via the antenna 101.
[0056]

The cipher key generation reguest signal (see FIG. 8C}.
requesting for the generation of the cipher key is received from
the reader/writer 11 via the antenna 101, and provided to the
control unit 104 from the SPU 103. When the cipher key -
'g_eneration request signal is provided, the control unit 104
generates the cipher key through a predetermined procedure,
and encrypts the generated cipher key by the write common key
recorded in the non-volatile memory 106. The control unit 104
" provides the cipher key generation response signal (see FIG. 8D)
containing the encrypted cipher key to the SPU 103. This signal
is transmitted to the reader/writer 11 via the antenna 101.
[0057]

The control unit 104 may determine a cipher key
generation request flag contained in the readout request signal
when the readout réquest signal is provided. When determining
that the value requesting for the cipher key update is set in the
- cipher key generation request flag, such readout request signal
is recognized as the cipher key generation request signal. The
existing readout request signal then can be used as the cipher
key generation request signal, and thus the development

efficiency enhances.

[0058]



As shown in FIG 6A, the readout request (Read_Req)
i ncludes a request identifier for identifying the
request, a session ID (SID) for identifying the
session, and a readout target address (ADDR) for
speci fying the region of the data readout source in

the non-volatile nenory 1 (see FIG 5). As shown in
24 FIG 6A, the session I%q(SI D) and the readout

t d
pe SRomiine FEGUcbE SIERE NERAGUL AP SRObL I ey e

i ncl
e e s, K e LB B S oy S 1 g he

taP@SS hddreds r@fddlfylm@d’&lté SERiomdifcehe myithe gstoeeorng!
réesult with respect to the re and a @%UE
theawgite Rt (ERAAR AEATB VS M FERORS VB A Eocived
or F
vi r‘retgse %H%%)%n%’s?%)l d ?Q, r&‘l%tlégg\é\@ \(:lg{'a: ;:do%tﬁgBiuhriézhel 04 by
thie€gpout Ozar gﬁ’thsiatthc(@é\ﬂté) reanectheigmal iprirenided, the

t t [0070]
con phen eyl Wby P RS N FLE S REAT BRbl aaend the

ened u%gd xgezecgt#&Ir@%&é%éé@%ﬁ'ﬂf}w}ﬁgdﬂ%f %@eﬁécoﬁied in

nti for identifying the
tHGORTAMI DAY | OrTtttevigieed X efys be aBbGMEY, toab@d"qu@gym the

identifier (PKID) for |dent f
RANE 161TphereRo\o RIS RE ISR FEnETeS Tot0 CHa oy et

168Y 3N LRtk BeuSRe Y FARoHE G8le wirdR/ldrget data
obtained through decryption in the region specified by the write
target address obtained through decryption of the regions of the
non-volatile memory 106.
[0059]

| The recording unit 105 is configured to include the
non-velatile memory 106, the RAM 107 and the like. The
non-volatile memory 106 is configured by a non-volatiie memory
such as flash memory, EEPROM, MRAM, FeRAM or the like. The
non-volatile memory 106 records varicus data such as _
confidential data to be transmitted to the reader/writer 11 and
data for the execution of the program. The non-volatile memory
106 also records at least one of the readout common key or the
write common kev as the key commonly used with the
reader/writer 11.
[0060]

The RAM 107 approprxately stores data for the executzon
of the program, and the like. The RAM 107 provides the stored
data to the control unit 104.

[0061]



As shown in FIG 6D, the cipher key update response
(Wite_SK Res) includes a response identifier for
identifying the response, a device identifier (IDm
for identifying the conmunication device 12 (see FIG
2), and a result code (SF) indicating the processing
"result with respect to the request. [0072]

FIG 7 is a sequence char t2%howi ng fl ow of process in
time of data readout by the communication system
‘accoTtiengstidlathen eribodinbAB sgnerrtes BaesLoFhARPEON.

Th [ ti f t R
b LS HOR Sy RUR 28 dOr g 1o oheY GHBor e sieme!
rebBBr N B3 e idmenA 0N 0N | dnbepdesaesbet: wehlRralsd clock

referente to FIG 7. [0073] In step S111, the

sippallép/they 'mcedulatiggn@n;a& &8% hel &f pheriligdion gp@;qurph%&)g
. is, th At 11 . ;
ol BB S g AL AR TR Having

tHL8LBld WddiBindd akhele ety pisghfecs T i royggbsasignal.
predet erm ned procedure using a common key (PK)

[08&Ali ng as an authentication key to obtain encrypted

data,El 1C ( SK) ... The ader/wrjte j &

t he Eﬁé’ Fﬁgl%%)m%ou?ﬁelégng%rﬁé%%ﬁso% r (Jar\ﬁ%:tgg‘%zmeagaged
oR3haMNEBIRNL fgridlechl beeieReGndDOrid]uency proavidstiefpom

5221, the communi catl on device 12 receiving the

the D seil BiRarcidenity pOS . t HEhemeduprtiookpngt e modulates
aranmeter of. the Wit R ] ned

o bERauRee (UERG S SRR ey ErR Lo b EE R [

p{(ék?et(%%&ﬁ%%d‘ﬁi’eﬂkﬁiﬁi‘bhfsbﬁrozﬁ RKeD}at9cObiay 1 6 herairpherthe
ey

K). The cipher key (SK) thus can be shared
reiygtomeen sigreak. canldrprarvides the amedvhtedorpeperatiganal to

device 12. 0 enbaodi nent, the i.te
ReoAPA RS ial Lhcodid) PRI Har dP REE LR e LR0 L ther
ALRe P QIBRESr th Rk §Pohs el Skhmneshdal theotgadeié wit er
11. The subsequent ci pher conmunication process is .
Mizhre Iszste ramethederaoypide s frswn Ghe BRY 105 aagct Hipgsmits

tl%'lnllogglao{gé trggpo %g7351]gnal to the reader/writer 11 via the
antenna 101. '
[0063]

© The modulation unit‘ 109 turns ON/OFF a predetermined
switching element {not shown} with respect to the response
signal provided from the SPU 103, and connects a predetermineé
- load in parallel to the antenna 101 only when the switching
element is in the ON state to fluctuate the load of the antenna
101. The ASK modulated response signal is transmitted to the
reader/writer 11 via the antenna 101 by the fluctuation of the
load of the antenna 101 (fluctuate terminal voltage of the
antenna 36 of the reader/writer 11}. '
[0064]

The power generation unit 110 generates a direct current



A hi gh speed ci pher conmuni cation sharing the session
key (cipher key) can be realized in a system of
" performng only secure readout fromthe security
devi ce (comruni cation device 12) through the process
in time of data readout described above. [00761 26
communi cation between the reader/witer 11 and the
communi cation device 12 f&3 two | aps. The cipher
conmuni cati on can be realized at high speed since the
{mnpumwmmﬂ daviche altermyting: CPEFTRE MRS prYcERIVE

_ nera ng the random n er r f 4
fo@%‘?} &G H e‘?%et Efé?/)an tyalj(lg %?ggﬁr?gl the peograte
D8I PSRethe datr &ﬁﬁnémﬁé Qibrﬁ&ﬁlh@@@ﬁlvﬁddbeﬁc\@eéﬁ t he

reader/witer 11 and the comuni cation device 12 is

[O@lﬁdir]ypt ed. 10077] FIG 8 is a block diagram

a structure pf the
ShohBe Aretire el & Bbat RIS RS e LR M fed¥on
pr‘?ﬂ‘cetstéeopgﬁéﬁnéyéﬂ%\fﬁrﬂdc@%dlﬁgetosﬁp@@idﬂteoﬁf atfteitatamsing
used in data wite by the comunication syste

tmspcddmpf thoe e cesbodi el e @fﬂqfﬁfé?tb?%s?éfﬁﬁnlmﬁ{?eﬁ‘ﬁ idn 1o

be .descri bed WI f t [Q07
sW&KﬂS ﬁﬁﬁlﬁ? PHKE Jtor?egr‘\/vr%l t% %%ﬁ %es‘?%iv&to loéé&%ut
rédgféé%dﬁ%kﬁehﬁgyﬁﬁfod dedt Wil rdPhesdanth fod ng diben using
* est, a session ID (SID) for identifying. the

ﬂ'%sspbﬂr keywgtneraadgeisingd: §§§t%ADBRPWn &58ci fyi ng
thﬁ region of the data wite destination in the
Molatile menory 106 (see FIG 5), and wite

tar gﬁhgﬁt?eﬁ@&%)ng fse &i&@mumr&@esseaememgwnﬂu
I D (SID) he wite target address

emeciymtivar gbe TandoDATARDES %m%@ﬁeﬁi ?’ﬁeg}??oﬁe%é%f FrEer
1 ?ggoj% &%% tghseeglplfillgr kSe)y ar’Fhé %a%%?%’t&n 19398 sSnits to
the communication device 12 the Write SK_Req requesting for
the update'of the cipher key as the aut_heﬁtication process before
transmitting the Read_Req.

10067]

F1G. 6 is a block diagram showing a structure of the data
used in data readout by the communication system according to
the embodiment of the present invention. The structure of the
data used in data readout by the communication sjr'stem
according to the embodiment of the present invention will be
described with reference to FIG. 6.

[0068] ‘

As shown in FIG. 6A, the readout request (Read_Req)
includes a request identifier for identifying the request, a
session ID (SID) for identifying the session, and a readout target
address (ADDR) for specifying the region of the data readout

source in the non-volatile memory 106 (see FIG. 5}. As shownin



As shown in FIG 8B, the wite response (Wite_Res)

i ncludes a response identifier for identifying the

response, a session ID (SID) for identifying the

session, and a result code (SF) indicating the

processing result with respect to the request. 27 As

shown in FIG 8B, the session ID (SID), and the

result code (SF) are the ektryption targets. [0080]

As shown in FIG 8C, the cipher key generation
F}(éqﬁéstth@RmiSK RdpIPhendithe FepdprtistanggéiaE dPATA)

for [ dent | f the equest, a device identifier

anq thf Wgﬁ 't he conmmuni cation device 12

[d FI G 2) and a common key identifier (PKID) for
[ i fying the common key. [0081] As shown .i n
FI G A8Dshohen ¢ Rk . kEy tdeneradpuh rﬁe@@m(l’%ead Res)

K Res J d

i BAEP §TRGOPRS BURGEr 187 dagr oLy aer v i ey @

sé§§1ohdﬁ§t (5E %) 18 13%:1@9!%5@9'&@ b@8sideVi &Qeé&l{ sedcHISE)
, a result code (SF)~ ndi cat i ng t he processi ng

| 1rrcé1saraing\nthh gm@ungdeﬁh@t Meéhé@ts,peéﬁdot Hee eﬁﬁﬁeﬁt and

rrgﬁﬂg?@‘cl@éﬂi@éé P@@OV\EPQ Ab%&ﬁnﬁ@@@@s 6B, tthHEs@sfSlon ID
tawite by th e conmuni cati on system accor di ng t

(ST, ethﬂmod&sre‘lmcwie {BE) prssethe maéﬁ’mtoi‘r&rgﬁﬁei@ﬁao{:%é%”ﬁ

i me of data vvrlt by the communi cati on system
a&‘&ég?d‘?%@rﬁﬂfl?ﬂ gﬁh ment of the present invention

{(y@ﬂ) be descri bed wth reference to FIG 9.

As shown iﬁ FIG. 6C, the cipher key update request
(Write_SK_Req) includes a request identifier for identifying the
request, a device identifier {.IDm} for identifying the
communication device 12 (see FIG. 2}, a common key identifier
(PKID) for identifying the common key, and the cipher key (SK).
" As shown in FIG. 6C, the cipher key {SK) is the encryption targét.
[0071]

As shown in FIG. 6D, the cipher key update response
(Write_SK_Res) includes a response identifier for identifying the
response, a device identifier {IDm) for identifying the
communication device 12 (see FIG. 2}, and a result code (SF)
indicating the processing result with respect to the request.
10072]

FIG. 7 is a sequence chart showing flow of process in timne
of data readout by the communication system according to the
embodiment of the present invention. The process in time of
data readout by the communication system according to the

embodiment of the present invention will be described with



[ 0083] The reader/witer 11 first transmts
the Read _SK Req to the coninunication device 12. In
this case, the identifier (PKID) of the comon key
(PK) is sinmultaneously transmtted as the paraneter.
In step 5231, the communication device 12 receiving
the Read _SK Req generates the cipher key (SK). In
ot her words, the comuni caPon device 12 generates
the random 28 nunber and holds it as the cipher key
réf8kgnc@ie EGAmii cati on device 12 then encrypts the
€ﬁg£§gr key (SK) through a predeterm ned procedure '
a common key (PK) corresponding to the comon

key 'Igeﬁtéﬁ sqrz 1(, P Ok ebg e PPt Re e NCT gfétn%‘}a@é‘é ahENSipher
(PK, SK). ‘The communication device 12 transmits .the

KENdSERK, B9t i tihe reeddef vnttcrel 1 1deasr &t gsan ametdarm

f the R Res. [0084] t e, S131, -
A R R R SRR A e
Itlhﬁleﬁp“én(cp ptoheOfatNetRAS@PRIL &He&gﬁnﬁﬁ%a_m e

hrough a redet erm ned pr ocedure usi ng the conmon
ukﬂyg P&y it oobk ay HPWeS@IV@hgraEk@n eSKherTheatdpphieey to

SK) thus,c sh t n, t he re der. er
OB i R AP RO On eDRie. 100 TREASASaGtfnt |
tﬁrpsnﬁ&tscawmqpxorsm 06 e5S é@n'ﬁrﬁérﬁéﬁﬁcﬁﬁd%bﬁ:e 12 as a
exanple shown in FIG 2, and thus will be omtted.

pﬁﬁ@ﬁﬁﬁeroftheﬁVhﬂgthpﬁﬁm_CIDher conmuni cati on
éﬁﬁgjng the session key (cipher key) can be realized
‘system of performng only secure wite to the

securiqt ¥te‘ni§‘§2%el (CREMAHH EALH R 196N £8vite) 1 bhRuehi HdEhe
process In tine ‘of data wite described above.

“SDE@JSKQEEde§¢ﬂ}QJ€(SI pheE ro thliniTat périhcapabemeter of the
WiaFt ot REUCHAL & PoRt Bogh & e oy fefethey
céﬁﬁnhﬂekgﬁﬂm' CAlre@p odRMhgetol 2hE oo haRsy idbAtifier

cl pher communi cation " can be realized at high speed
(REKHekte b tegndard wipher kel () .nofhgeeimren kg (SK) thus

e R R N
cHBRIALMiBEHio3 BeQiddq dat i, hansmbé&dnand, tReei ved

between the reader/witer 11 and the communication
“&ew_o%l{lgess:wrt@nypt@auccess/faxi determination code (SKF) as
the parameter, which is returned to the reader/writer 11. The
subseguent cipher communication process is the same as the
example shown in FIG. 1, and thus will be omitted.
[0075]

A high speed cipher communication sharing the session
key {cipher key) can be realizéd in a system of performing only
secure readout from the security device {communication device
12} through the process in time of data readout described above.
[0076] '

Specifically, the cipher communication can be realized at

high speed since data can be read out by performing



29 [0086] The conmuni cati on system 10 may
performboth the process in tine of data readout and
the process in tine of data wite described above. In
this case, the authentication or the cipher '
comuni cation using a key value different for the
readout process and the wite process can be realized
with respect to the data r2gion of the security
devi ce (comuni cation device 12). In this case, the
ceafietiniontibhebatweaek e beddfiet heritaral T esdddtieand t he
data wite enhances_since the key lue.used in tine
C%mrlaapac%aao%%wéﬁdWh%fkfévo 33?89, q ﬁ'lﬁgFF nme of
c§8LAy iééﬁoﬁr@?g'gé ?Eﬁﬁ%ed[Qp%@h speed siiBepiRSeNt
rnvention 1's also applicable to an ‘i nformation
cPpmanesstagonysteind 02 tgnsoi tpdnigranthe geaiogdssgol

---data, an electraonic noney system usi the |.C card, a
ECREiAIDg GyoteRACHRd LROAT W CERES yhesfeatige the k).

T}aq%:)%t%% sy cabk QM ARIMREK the data tFh8 RERSEAtand

cation contains subject matter related to that

- relteiokaseevigen) ahanesed Eriveritey [Fabent thpptdnatiinecgPon
20081126151 filed jn the Japan Patent O fice on

d e 3226082 CTHR S%ht i re content of which is hereby

{ | j;por ated by reference. [0088] It should be
undetr stood by those skilled in the art that various -
modi fEI¢at 8 desy bdonhi datdrams ,sisubinprbstat¢ons ahdhe data
al terations may, occur dependi.ng .on design )

uREg T RENFS KB GEHer O RS HASOT A A8 A4raFdipe to the

eMB U éﬂf o?%ﬁ@%fgsmirﬁwgﬁq chiRd WBrQRth A€ of the data
ents thereof.

equi va
used in data write by the communication system according to the

embodiment of the present invention will be described with
reference to FIG. 8.
[0078]

As shown in FIG. 8A, the write request (Write Req)
includes a request identifier for identifying the reguest, a
session ID (SID) for identifying the session, a write target
address (ADDR) for specifying the region of the data write
destination in the non-volatile memory 106 (see FIG. 5}, and
write target data {DATA]. As shown in FIG. 8A, the session 1D
(SID), the write target address (ADDR), and the write target data
(DATA) to write in the non-volatile memory 106 {see FIG. 5) are
the encryption targets.

{0079}

As shown in FIG. 8B, the write response (Write_Res)
includes a response identifier for identifying the response; a
session 1D {SID) for identifying the session, and a result code

{SF) indicatirig the processing result with respect to the request.



30 What is clainmed is: 1. A comuni cation device
conprising: a conmmunication unit for transmtting and
receiving signals with a reader/witer; a recording
unit recorded with data and al so recorded with a
common key which is a key commonly used with the
reader/witer; and a contrSL unit for, when receiving
viahthe conmuni cation unit“fromthe reader/witer a
ci pher key update request signal ntaini a ci pher

AR S OSHE LA W h tACkEyr ARl ladSIHE &BAnDAC KEpUIT code

acor d i 4 ' unit by the reader/witer,

(Egﬁcgéﬁﬁﬁﬁdgﬁé é%%ﬁa%gggggipher key contained in the
oogdier key update-request signal with the conmon key
recorded in the recording unit, and recording the
ci phérs RBYWIbER| FEd. Bhr ab%ca%%?yﬁiwoﬁe?ﬁfﬁﬁgﬂ request

ecordi-n I- is : T

Pk DG hARes AR aRESF L RBHC AT Rlentifying che

rdRpesta sieghed igontdiad (I m)feaddentifgingttheddr ess
specifying a region_of a data r%adou source in the

CﬂPiﬁl@@]ﬁ@iiﬁ@ Ighi BEBIRE ypt EFWFLH - £)eiBfHeR KRR eReeE

. B Ve QY ; [ ting the

i s e R L e P e
[o®agout request signal with the cipher key recorded

in the recording unit, and trapsmtting the data

r ecorte@ o AB TEgi 6P spRei FPeFTHSCY BENCERHR Tesponse
SRR I LA SRt 1P irking e
response, a device identifier (IDm) for identifying the :
communication device 12 (see FIG. 2}, a result code (SF)
indicating the processing result with respect to the re-quest, and
the cipher key {SK). As shown in FIG. 8D, the cipher key (SK) is B
the encryption target. ‘ ‘
(00821 .

FIG. 9 is a sequence chart showing flow of process in time
of data write by the communication system according to the
embodiment of the present invention. The process in time of
data write by the communication system according to the
embodiment of the present invention will be described with
reference to FIG. 9.

[0083] |
The reader/writer 11 first transmits the Read_SX_Req to

- the communication device 12, In this case, the identifier (PKID)

of the common key (PK) is simultaneously transmitted as the
parameter. In step 8231, the communication device 12
receiving the Read_SK_Req generates the cipher key (SK}. in

other words, the communication device 12 generates the random



reader/witer via the communication unit. 2.The

commruni cati on device according to claiml1, wherein

when receiving a wite request signal via the

conmuni cation unit fromthe reader/witer, the

control unit determ nes a ci pher key update request
flag contained in the wite request signal, and

recogni zes the wite reque& signal as 31 the cipher
key update request signal when determning that a
nwahberreaplibsl dagt kerthe pipdrekeyy Yg#at e Tise setn ot ite tion

h k dat t 3. t
b8 2 YR TGP 8 R GRioah (Y| PFgHEn &
ARSI L0 20 cehtl Yonde S BPaLS oM KByApie)

reader/writ
corresponding to the common key identifier (PKID) to obtain

encrvpted data Enc {PK, SK}. The communication device 12
transmits the Enc {PK, SK) to the reader/wrlter 11 as a
parameter of the Read_SK_Res.
[0084] 7

. In step S131, the reader/writer 11 receiving. the
Read_SK_Res decrypts the Enc {PK, SK) of the parameter of the
Read_SK_Res through a predetermined procedure using the
common key (PK] to obtain the cipher key (SK}. The cipher key
(SK) thus can be shared between the reader/writer 11 and the
communication device 12. The subsequent cipher
communication process is the same as the example shown in FIG.
2 and thus will be omitted.
[0085] _

A high speed cipher communication sharing the session
key {cipher key) can be realized In a system of performing only
secure write to the security device (communication device 12])
through the process in timme of data write described above.
Specifically, the cipher communication can be realized at high
speed since data can be written by performing communication
between the reader/writef 11 and the communication device 12
for two laps. The cipher communication can be realized at high
speed since the reader/writer 11 may not perform the process of
generéting the random number {process of generating the"key).
The safety can be also maintained since the data transmitfed and
received between the reader/writer 11 and th@‘ communication

device 12 is encrypted.



a recording unit recorded with data and al so recorded
wWith a common key which is a key commonly used with
the reader/witer; and a control unit for, when
receiving via the comunication unit fromthe
reader/witer a cipher key generation request signha
requesting for generation of a cipher key, generating
a ci pher key through a pre@8ternined procedure,
encrypting the generated ci pher key with the comon
iKeyof ecorded in the recording unit, and transmtting

a cipher key generation response signal .containpni
the ey &_tr%’alwwéemmysttsﬁt fie _ _@F/rmffleﬁo{}? 2P
pEQILANE G AL AN HY dta %M@Qﬂcﬁ@ﬁbvﬁf&e\ﬁ@iﬁ REme of data

~comunication unit a wite request ‘signal containing
wwkiiet desaripetd dabacendnytisdchbyet hiec reeaderdiicatien andhe

write target .address specifying.a region of wite
TR FRFTBRTEF A @ﬁ&%&t%%y WFLbE f{elgffgsﬁcfaf 4her At
pk&LEd LA L twriqgg{régiékgg:érb %e%ﬂi&?%i‘ﬂﬁ'ﬁe‘%n‘iﬁ%{t ggt the

data an e encry wite target address wt
deiphegike\fr Ecorgedirity theice oymirmgnird tipnaddvice 12).

recordi ng the wnte target data.obtained, {hrough
RaBig sEien T BAFagi oh SHeE 14 da Byt CUF 64 Argdeut
aAA0NES 3 QA AENRA-LALONAR decleyplé AWbyOhalhe JRH B0%i0le of
the recording unit. 4. A conmuni cation device
deompreiagiong: aadconmmiktycas ivon useid id gimter ah et twnige andt
r?cei ving signals with a reader/witer;
different. . :
0087}

The present invention is also applicable to an information
processing system for transmitting and receiving data, an
~electronic money system using the IC card, a security sysiem,
and the like through wired or wireless communication network.

The present application contains subject matter related to
that disclosed in Japanese Priority Patent Application JP
2008-126151 filed in the Japan Patent Office on May/13/2008,
the entire content of which is hereby incorporated by reference.
[0088]

It should be understood by those skilled in the art that
various modifications, comhbinations, sub-combinations and
alterations may occur depending on design requirements and

other factors insofar as they are within the scope of the

appended claims or the equivalents thereof.



a recording unit recorded with data and al so recorded
wth 32 a readout common key and wite conmon key as
keys conmonly used with the reader/witer; and

a control unit for, when reéceiving via the -

- comuni cation unit fromthe reader/witer a cipher
key update request signal containing a cipher key
encrypted with a key sane>8s the readout common key
recorded in the recording unit by the reader/witer,

wteerypilengethss:encrypt ed ci pher key contained in the
ci pher key update r.equest .Si Y . readout
commbn key* FEEHPHEH %ﬁ g%&g%%r %PE%? . and

reco ddd}ﬁ:ﬁ ccit@@ﬁfuﬂfﬁyfo@bﬁrammdmﬁmgwgm deceixitigon
in t e recor |ng unit, when receiving via the

sighaMaIRiicAtd oeadni{ wkitem t he reader/writer a readout

request signal cantaini r 855! with
spec?ﬁ?PﬁﬁgﬁﬂgéﬁFBHCB?rgg%%pgﬁ?g ou?e§%§$E§g$% th emt

ﬁ&% d ”Qey%m&@%yspk@si M thln 6nty phexd keyh sl as
ecip key by the reader/witer, decrypting the
re%!dterrymreobn"eﬂd@ut target address cont ained in the

readout req est Sj naI wth t ke EQ@Qt
it BeCHRE P heh Oretcregxﬁls rléi QE? r%lgllét ofiﬁﬁﬁ ion

u{lﬁcﬂ‘[ﬁ?‘? gléfr Ny d V8 f ﬁﬁh@@r spegiidettehyublete eadl@mst signal

ess obtained through decryption. of the
cd@@izﬁ@ﬁg&i cipleer deegr et oy RAGd “Iléhtéhgeﬁ’eﬁ@é?e/ &ei ey
via the conmuni Lon, unit [ [
ot et TR 11 B hE AR ?tﬁgg\%?gtfzr%'“:f
raf tishana ﬁ@que@indtgmouhe cipher key
R P “Ganar At ho. 5. i phet koY
ubh@@@gﬁqmqarteﬁgnaﬂmnbdﬂm GOSYTI: k@acywqcﬁ@:\e Rdite
gener ated ci pher key
i Faies TEEOT TG (O A E hog e g oueh

d%' Eg&ﬁ ﬁ%%&e&g Qﬁmn&elds ivgined. reoriainy np the
ed cipher key to the reader/witer vja the ¢
c§ﬁm{u@ﬂieatﬂ0@numt ﬁromnﬂﬂﬁ\ﬁéﬁdﬁéégqrﬂq{ga\ﬁe@ Qfit reques

T P et ol B B AL 0 1 of
a‘(’jﬁés{a r&?{igﬁk At ess, sRecidadragng nay enboﬁpmd reth a
cipher key same as the cipher key by the reader/wnter '
decrypting the encrypted readout target address contained in the
readout request signal with the cipher key recorded in the
recording unit, and transmitting the data recorded in-the region
specified by the 'readout target address obtained thrdqgh
decryption of the regions of the recording unit to the
reader/writer via the communiéation unit.

2. The communication device according to claim 1,
wherein when receiving a write request signal via the
communication unit from the reader/writer, the control unit

" determines a cipher key update request flag contained in the

write request signal, and recognizes the write request signal as



33 the encrypted wite target data in the recordi ng
unit, decrypting the encrypted wite target data and
the encrypted wite target address with the cipher
key recorded in the recording unit, and recording the
wite target data obtained through decryption in a
region specified by the wite target address obtained
t hrough decryption of th&legions of the recording
unit.” 5. A communi cation nethod executed % ?ncot@{ar oL
th i & kBy GQPENCE catiuont SegReb T L‘f’cﬁtgﬁ e
cormmuni cation unit for_ trans ! 88 ke
valsiegnedsestiing fo1r eizde/ KFY (8 ,a{aen%léq_ge?gcot?g%%yﬂni t Y
recorded with data and al so recorded with a conmon
~upRafe RRAEASF $' %8B key commonly used with the
reader / W i t&jmntfinicefibodicorpré®PRg $R& st eps of :
when ‘recei ving via the comunijc ti‘tﬁﬂ

| uRh i {
r eadecomrtieicatigiparit k&Y Hiptate re&ué%? g%r;{zlﬂ@

.containi,ng a cj key encrypted with a key sane as
i S Bt R l‘;?@;ﬁ%ﬁ%‘}%% in the recording unit b§ Lhein

r eaderd WHidiak, uecryqirideg wheh dade st @@ 18P pREP k&Y

contained in'the cipher ,,ke)é/%[l{.ﬁpda}%euggg%% shgnal
a ¥bianbhecaomioe ik ey & BEHCEEI™ 19 Yhe Fecor di ng unit;

recording the drc1i pher key obtained through decryption
repAct ETTEEOPSihg unit ; - when recei viogg via the

COMMYNIGALb PR AR forf Ramer receataryifr F CO FEadb ™

request - signal containing a.readout 5%t
uspeebiyithg raadsyi/orriber & mrﬁggﬁﬁfﬁ%ﬁﬁﬁﬁﬁ the

recording unit .encr i Lh jachiphekekegesaratusg 2
sigpal éFEHSFt%f%/%t%’%Eggg\g!eP?w i ?er, decrégti ng..the. .
Ci%@l%gﬁpgsgthggggua_;t;agmbmﬂdﬁéssf@éﬁﬁ%?%e FYPHES

a

géxgeﬁ;tg:ir é;gllﬂeg'?itqgjsz :}%?tt%l ti\gﬁ :gzlg ntlrr;:ieorg _BETZ{FS clfﬂnﬁ%ﬁt e{cﬁ gﬁtrtﬁ%d
R e R S hr bt
response signal containing the encrypted cipher key to 6.:‘ |
r’eéder /writer via the communication unit, and when rec.mfnng
via tine communication unit a write request signal containing
- write target data encrypted by the reader/writer and write target |
' address specifying a region of write destination of the encrypted
write target data in the recording unit, decrypting the enc-rypted
Writé targét data and the encrypted write target &ddre§s with the
cipher key recorded in the recording unit, and recordn.lg the
- write térget data obtained through decryption in a region
specified by the write target address obtained through
decryption of the regions of the recording unit.

4. . A communication device comprising:

a commﬁﬁica’cion unit for transmitting and receiving
signals with a reader /writer;

a recording unit recorded with data and also recorded with



34 regions of the recording unit to [

via the communication unitg 6. A reang?m;E?gfr/MWIter
conprising: a comuni cation unit for transmtting and
receiving signals with a communication device
dncluding a first recording unit recorded with data;

a second recording unit recorded with a common key ’
which is a key conmonly u§gd with the comruni cation

a Ideeé.l\goclft common key and Wr1te common key as keys commonly
used with the reader /writer; and a |
a control unit for, when receiving'via the communication
unit from the reader/writer a cipher key update request signal
containing a: cipher key encrypted with a key same as the
readout common key recorded in the récordino‘ unit by the
reader/writer, decrypting the encrypted mpher key contained in
the cipher key update request signal with the readout common
key recorded in the recording unit, and recording the cipher key
obtamed through decryption in the recording unit, when
recezvmg via the communication unit from the reader/writer a
readoutrequests1gnalcontaunmgzareadouttargetaddress
specifying a region of a data readout source in the recording unit
encrypted with a cipher key same a3 the cipher key by the
reader/writer, decrypting the encrypted readout target address
contained in the readout request signal with the c1pher key
recorded in the recording unit, and transmitting the data
recorded in the region specified by the readout target address
obtained thr_ough decryption of the regions of the recording unit
to the reader/writer via the communication unit, when receiving
via the communication unit from the reader/writer a cipher key
generation request signal requesting for generatwn of a cipher
key, generating a cipher key through a predetermmed procedure,
encrypting the generated cipher key with the write common key
recorded in the recording unit, and transmitting a cipher key
generation response signal containing the encrypted cipher key
to the reader/writer via the communication unit, and when
receiving via the commumcatmn unit a write request signal
containing write target data ehcrypted by the reader/writer and

write target address specifying a region of write destination of



a control unit for generating a cipher key thro
predeterm ned procedure, encrypting t he ggneratggh °
ci pher key with the common key recorded in the second
recording unit, - transmitting a cipher key update
request signal containing the encrypted cipher key to
the conmuni cation device via t he conmmuni cation unit
encrypting a readout targ88 address specifying a ’
- region of data readout source in the first recording
t,hf@g&%c@%pteaavgieemgeu dritphiey theyecarding Ayl #Pﬁ@?%ﬂg
' adout request signal , contain
R Sl SO LR NS EERYPLRL areer
2 <uNGi GOTHY Ui 68k Ofe iRk bordedh ibeafier bubf dirfg unit, and
i sing” a communication unit for transmtting and
reb8E8IVE NBe Shgbaltargkt adacomminedathronadecgypion in a

reéﬁ%%ﬁe&%@@%%r%%d#%%ﬁ RAARe 4edattd infaien
I B g R T T b e e e g . cf pher ke

geresl o commsnseg ek pngieh fgncaro o
L
tr%%grnr%ﬁltﬁiagt LAR Hidivingmibhai£ M gakien/ wibter, and a
recording unit recorded with data and also recorded with a
‘common key which is a key commonly used with the
reader /writer, the method comprising the steps of:

when receiving via the communication unit from the

reader/writer a cipher key update request signal containing a
cipher key encrypted with a key same as the common key
recorded in the recording unit by the reader/writer, decrypting
the encrypted cipher key contained in the cipher key update
requesrt signal with the commdn key recorded in the recording
unit; ' : |
recording the cipher key obtained through decryption in
the recording unit; ‘

- when receiving via the communication unit from the
reader/writer a readout request signal containing a readout
target address specifying a region of a data readout source in the
recording unit encrypted with a éipher key same as the cipher
key by the reader/writer, decrypting the encrypted readout
target address contained in the readout request signal with the
cipher key recorded in the recording unit; and

transmitﬁng the data recorded in the region specified by

the readout tafget address obtained through decryption of the



devi ce a cipher ke i
e : _ y generation respo' nse
_fggtggﬂ;gg EeSIPQGr Eeé encrypt ed aﬁth a-iesnzgne as
y recorded in the second recordi [
2¥ Lgs Eonnunlcatlon devi ce, decrypting th;deggr;n{éd
reg key contained in the cipher key generationp
secgﬁgsfeieggﬁl with the@gonnnn key recorded in the
_ ng unit, re€ording the ciph
obt ai ned t hrough decr [ Nt ot ey
_ _ cryption in the second [
reg%% of THE! Yl rgnuriher targetr g/ M¥ia oo \Xﬁ?egg&? arget
(:xﬁhﬁim§;ﬁ$peCIfylng a region of wite destination o?
C)mﬁth thegz?aﬁ@ét data in the first recording unit
ni B:  and: CPAREH eI 50 S arr 1o roquest stanal. o
~anc equest  Si .
g ﬁg%}a/%%glgﬁh%@?ﬁrupheﬁbmm@%&g% Ebfz gglﬁﬁ"t“ﬁe
ite i '
it opithi & SRS SANT BT B Fontor | cor -
eithi & ! _ . 8. ader [
unﬁgggg@gﬁgggﬁg%grggaplﬁaglgn unit for transnittrgétggd
. . ! conmuni cati.o [
) ”2'5%%%@8?@ rfdcgﬁrtﬁmgamﬂi repargied Wé@b%dggvuwl POR KSYa
- ecording unit rec i ; vice
wiioMTiana ey SoTETHOMY 13 Toh e, Yalipdyieagus deyices
used with. the communi cati on device; and a controly

angnit for, w i
7 or, V\:hen .readl ng out data,_ %ene{(ati ng a :
a control unit for generating a Cip. er key thtrough a

predetermined procedure, encrypting the senerated cipher key
with the common key recorded in fhe second recording unit, -
transmitting a cipher key update request signal containing the
encrypted cipher key to the communication device via the
communication unit, encrypting & readout target address
. specifying a region of data readout source in the first recording
unit by the generated cipher key, and\transmitting a readotit
request signal containing the encrypted readout target address
to the communication device via the communication umnit.

7. A reader/writer comprising:

a communication unit for transmitting and receiving
signals with a communication device including a first recording
unit recorded with data;

a second recording unit recorded with a common key
which is a key commonly used with the communication device;
and _

| a control unit for transmitting a cipher key generation
reéuest signal requesting for generation of a cipher key to the
communication device via the communication unit, and when

receiving via the commumnication unit from the communication



ci pher key through a predeterm ned procedure,
encrypting the generated ci pher key with the readout
conmon key recorded in the second recording unit,
transmtting a ci pher key update request signha
containing the encrypted ci pher key to the

communi cati on device via the communi cation unit,
encrypting a readout targdb address specifying a
regi on of data readout source in the first recording
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ci pher key generation, r, i wirife theatrdd e in
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t'he second recording unit,

th_reeﬁ?%glrggo;@&gcmﬁerwikﬁytmbaphedHeb’rw _ i ptiion

in e second Tecording unit, .encr )égtl ng. ‘%éh%stc%ri%ﬁﬁl
sedairad apdoadinrg Lavit aRgEt LAt B8Rt Fying~a regi o

of write destination - i red et entnyptesd
Cﬁﬁ?@@lﬂéég’red?ﬂﬁr}ﬂﬂf?d %1}1{#?%@@%’% Sﬁg§ key recor dgjé in
whil BEGA d, J fedipanenismmnaitatnsnieviasgve WhFt e

Fe%ues signal containing the encrypted wite target
céatravandatiba. enétypted wite target address to the

conmuni cati on device_.yj pEQTRENI cation unit. 9. A

commihi cat ﬁo’f?%@%ﬁéﬁi\é%ﬁﬁ%}gpng a reader/witer _and a

conmuypi.gat i-QfhideVi &6 uniheoei traptsen dohmamnshE PEH VIS

devi ce ‘includes: a comunication.unit.for e . ecording
s Lroaisiv th mgcantnreden fiony A&7 it RS TR Re

reader/writer. . a first recording unit recorded with
vt a esradat B edaltted

o second recording unit recorded with a readout common
key énd a write éom‘mon key as keys commonly used with the }
communication device; and

a control unit for, when reading out dats, generating a
cipher key through a predetermiged procedure, encrypting th.e
génerated cipher key with the readout common key recorded in
the second recbrding unit, transmitting a cipher key update
request signal containing the enc.rypted cipher key to the
communiéation device via the communication unit, encrypting a
readout target address specifying a region of data readout source
in the first recording unit with the generated cipher key, and

transmitting a readout request signal containing the encrypted



with a comon key which is a key co i
_ nmonl|
the reader/witer; and a controly uni t Po¥ u\?\ﬁcejnWth'
recgl ving via the communication unit from the
(r:eate_r/yvrl_ter a ci pher key update request signal
tgn ai ning a ci pher key encrypted with a key sane as
the 37dconnnn key recorded in the recording unit by
ké§ (r:gﬁt :H}\g/(rjlitﬁrihdecryﬁﬁéng t he encrypted cipher
_ e ci pher key updat 1 [
re%g]%ﬁa? ttaﬁg@d@aﬂdmeksyormcqmu%lipgéwgé%?f ”‘%S’E%ﬁ‘h%nal
ecor ding the cipher Key. i -ouabet; ’
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‘ T r t request signal  containi :
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e ing unit, and tt%;a;nsmct’ti n BESQ tanfreseréed in
c obtma(inﬁquedtn;mqqé% the BEAFSa %a?get addr ess
LM R
' i i _ e reader/ witer i
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a'cormunication unit for t L tLi .
waitgab moe i ohEced R T
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Ch™es co nly used with the co ni cation
98V §&ecording unit, encrypting write target e 580 ' 2%rite

target address specifying a region of write destinatioﬁ' -oi_' the
write target data in the first recording unit with the cipher key
recorded in the second recording unit, and transmitting a write
request signal containing the encrypted write target data and the
encrypted writerta'rget address to the communication device via
the communication unit.

Q. A communication system comprising a
reader/writer and a communication device, whg:rein

the communication device includes:

a communication unit for transmitting and receiving
signals with the reader/writer;

s first recording unit recorded with data and also recorded
with a common key which is a key commonly used with the
reader/writer; and

a control unit for, when receiving via the communication
unit from the reader/writer a cipher key'update request signal

containing a cipher key encrypted with a key same as the



a control unit for generatin i
_ g a cipher ke
g{gﬂ:i erkm ned procedure, encrypti ng t he ggntequ;?ggh °
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a data readout source ih the first recording unit encrypted with a
cipher key same as the cipher key by the reader/writer,
decryptiﬁg the encrypted réadout target address contained in the
readout request signal with the cipher key recorded in the first
 recording unit, and transmitting the data recorded in the region
specified by the readout target address obtained through
de_c:'ryption of the regions of the first recording unit to the
réader/writer via the communication unit, and

the reader/writer includes: |

a communication unit f‘ér transmitting and receiving
signals with the communication devicev; l

a second r.ecordingl ﬁnit recorded with a common key”
which is a key commonly used with the communication device;
and | '
& control unit for generating a cipher key through a -
predetermined procedure, encrypting the generated cipher key
with the common key recorded in the second recording unit,
transmitting a cipher key update request signal containing the
encrypted cipher key to the communication device via the
communication unit, encrypting a readout target address
specifying a region of data readout source in the first recording
unit by the generated cipher key,- and transmitting a readout

request signal containing the encrypted readout target address



reader/writer; and a control unit for, when receiving
via the communication unit fromthe reader/witer a
ci pher key generation request signal requesting for
-.generatiion of a cipher key, generating a cipher key
through a predeterm ned procedure, encrypting the
‘generated ci pher key with the common key recorded in
the first recording uni t3%and transmitti ng a ci pher
key generation response signal containi it ‘
to BRCEYRERAnEiplien keyicEoVBheRY @é’d‘éﬂ%ﬁa{g{?o%?gmt he
comuni-cati on unit, and ECSHrgind a the
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ite targe ARG iBheb byl evivee r waPSELN i ter and
Teaxei"t"é’rpffg%édg%gress specifying.a region of wite
- destji abinem wofickh e nevyet &AClfi¢® target data in the
first recording.unit, . decrypting:thesened yprevimg te
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si‘gn:al requesting for generation of a cipher key, generat.1r§g a
ciprﬁer key through a predetermined procedure, encr};Tptlng 'E',TJC
generated cipher key with the common key re;orded 11.'1 the first
recording unit, and transmitting a cipher key generation
response signal containing the encrypted cipher key to th%a |
reader/writer via the communication unit, and when rec‘e#mg
via the communication unit a write request signal contieu_nmg
‘write target data encrypted by the reader/writer and Write tarf;et
addfeés specifying a region of write destination of th_e encrypted
write target data in the first recording unit, dec;yptmg_the
encrypted write target data and the encrypted Wrife targei |
address with the cipher key recorded in the first recording ux?.;t,
and recording the write target data obtained through ‘decryptmn
in a region specified by the write target address obtalit'led
through decryption of the regions of the regording unit, ar_xd
the reader/writer includes:.
a communicatioﬁ unit for transmi_tting and receiving
.signals with the communication device;

. ) .
a second recording unit recorded with a common key
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comuni cation device vi-a the conmunication unit, and
when receiving via the comunication unit from t he
comuni cation device a cipher key generation response
signal containing a cipher key encrypted with a key '
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recorded in the second recording unit, recording the cipher key

obtained through decryption in the second recording unit,
encrypiing writé target data and a write target address
specifying a region of write destination of the write target data in
the first recording unit with the cipher key recorded in the
second recording unit, and transmitting a write request signal
containing the encrypted write target data and the encrypted
write target address to the communication device via the
communication unit. |

'11. A communication system comprising a
r’eader/writer‘ and a communication device, ‘wherein

the communica'tion device includes:

a communication unit for transmitting and reéeiving
signals with the reader/writer;

a first recording'unit recorded with data and also recorded
with a readout common key and write common key as kéys
corﬁmoniy used with the reader/writer; and

4 control unit for, when receiving via the communication

unit from the reader/writer a cipher key update request signal



signals with the reader/witer; a first recording
unit recorded with data and al so recorded with a
" readout conmon key and write common key as keys.
commonly used with the reader/witer; and a
control unit for, when receiving vi-a the
conmuni cation unit fromthe reader/witer a cipher
key update request signal 4040 containing a cipher key
encrypted with a key sane as the readout common key
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response signal containing the encrypted cipher key to the

reader/writer via the communication unit, and when receiving
via the communication unit a write request signal containing
write target data encrypted by the reader/writer and write target
address specifying a region of write destination of the encrypted
write target data in the first recording unit, decrypting the
encrypted write target data and the encrypted write target

address with the cipher key recorded in the first recording unit,



and recording the wite target data obtained through
decryption in a region specified by the wite target
addr ess obtai ned through decryption of the regi ons of
- the recording unit, and the reader/witer includes:
a conmmuni cation unit for transmtting and receiving
signals with the communicati on device; a
second recording unit recofdled with a readout cormon
key and a wite comon key as keys conmonly used wth
ahieraraing chki wnitdetdngst daig obtaineg ‘é%ﬁwéﬂ fg?ﬁ.’%YPtmn
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" acipher key to the communication device via the communication
unit, and when receiving via the'communication unit from the
communication device a cipher key generation response signal
containing a cipher key encrypted with a key same as the write
COmﬁlon key recorded in the second recording unit by the
communication device, decrypting the encrypted cipher key
contained in the cipher key generation response signal with the

write common key recorded in the second recording unit,

recording the cipher key obtained through decryption in the
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r_second recording unit, encrypting write target data and a'W,rite
- target address specifying a region of write destination af the

write target data in the first recording unit with the cipher key
-'récordéd'in the second recording unit, and transmitting a write
request signal containing the encrypted write tafget data and the

encrypted write target address to the communication device via

the communication unit.



