DESCRI PTION TI TLE OF THE | NVENTI ON CONTENT RECEI VI NG DEVI CE, CONTENT
REPRCDUCI NG DEVI CE, CONTENT RECEI VI NG ApID REPRCDUCI NG DEVI CE, CONTENT
RECEI VI NG METHOD, AND PROGRAM TECHNI CAL" FI ELD [ 0001] The present
invention relates to a content receiving device such as an STB ( Set
Top Box) that receives a content SE@@S?&PYRﬁ@O’ a content reproducing
device, a content receiving and reproduci ng device, and a content
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| -pictures are stored in a dedicated |-picture buffer which is

di f f er cOONTEXNT REDETVEY G 0BTHODY, ANKIPREYGRA®Pr oducti on. Then, when
special reproduction (trick play) such as fast-forward is to be

performed, the I-pictures read fromthe I-picture buffer are used to
perform such fast-forward. CI TATION LI ST [ PATENT LI TERATURE]

TECHNICAL FIELD

[0001] The present invention relates to a content receiving device such as an STB (Set
Top Box) that receives a content such as video, a content reproducing device, a content receiving

and reproducing device, and a content receiving method, and a program.

BACKGROUND ART

[0002] For example, in a recording and reproducing device disclosed in Patent Literature
1, I-pictures (intra-frame coded images) are extracted by analyzing picture headers at the time of
recording, and the extracted I-pictures are stored in a dedicated I-picture buffer which is different
from a buffer used for ordinary reproduction. Then, when special reproduction (trick play) such
as fast-forward is to be performed, the I-pictures read from the I-picture buffer are used to

perform such fast-forward.

CITATION LIST
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[0003] [PTL 1] Japanese Laid-open Patent Publication No. H9-247623

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION

[0004] In the recording and reproducing device disclosed in Patent Literature 1, when the



[ 0003] [ PTL I] Japanese Lai d-open Patent Publication No. H9-247623
SUMMARY COF THE | NVENTI ON PROBLEMS TO BE,SOLVED BY THE | NVENTI ON
[0004] I n the recording and reproduci ng devi ce disclosed in Patent
Literature 1, when the 2 recording and reproducing device is
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above problem An object of the present invention is to obtain a
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recei ving and reproduci ng device, a content receiving nethod, and a
progr anjp0df]i ch carherpeelentinpemimadss hmgde iroady offiegmbane prublampt edn sbjeetwtithe
i's decrypted. SOLUTION TO THE PROBLEMS [ 0006] A content receivVing
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receiving and reproducing device, a content receiving method, and a program, which can reduce

processing loads when an encrypted stream is decrypted.

SOLUTION TO THE PROBLEMS

[0006] A content receiving device according to a first aspect of the present invention is
directed to a content receiving device comprising: a receiving section that receives a stream in
which data of a content containing video is divided into a plurality of packets; an extraction
section that extracts, in a case where the stream received by the receiving section is an encrypted
stream, a key for decrypting the encrypted stream from the stream; a first decryption section that
decrypts, by using the key, only a specific packet among the plurality of packets; and an
obtaining section that obtains predetermined information of the stream, based on data decrypted
by the first decryption section.

[0007] In the content receiving device according to the first aspect, the first decryption
section decrypts only a specific packet among a plurality of packets constituting an encrypted
stream, and the obtaining section obtains predetermined information of the stream based on data
decrypted by the first decryption section. Accordingly, when compared with a case where the
entire encrypted stream is decrypted in order to obtain the predetermined information of the
stream, it 1s possible to reduce processing loads at a time when the encrypted stream is decrypted.
[0008] The content receiving device according to a second aspect of the present invention

which is based on the content receiving device according to the first aspect further includes: an



directed to a content receiving device conprising: a receiving
section that receives a streamin which,data of a content containing
video is divided into a plurality of paékets; an extraction section
that extracts, in a case where the streamreceived by the receiving
section.d r }: .
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[0011) In the content receiving device according to the third aspect, the creation section

creates a new stream that suits the local network based on the stream decrypted by the second

decryption section, and the transmission section transmits the new stream created by the creation



[0011] In the content receiving device according to the third aspect,
the creation section creates a new streamthat suits the | oca
networ k based on the stream decrypted by the second decryption
section, and the transm ssion section transmts the new stream
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in the recording se

second decryption section can extract the key from the encrypted stream recorded in the
recording section, and as a result, can perform decryption of the encrypted stream without any
problem.

[0013] The content receiving device according to a fourth aspect of the present invention
which is based on the content receiving device according to the third aspect further includes a
selection section that selects, in a case where contents of a plurality of channels are contained in
the stream received by the receiving section, a content of one channel from among the contents
of the plurality of channels, wherein only the encrypted stream that corresponds to the content of
the channel selected by the selection section, among the contents of the plurality of channels, is

recorded in the recording section.



[0014] I n the content receiving device according to the fourth aspect,
only the encrypted streamthat correspopds to the content of the
channel selected by the selection secti®n, anong contents of a
plurality of channels, are recorded in the recordi ng section.
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content receiving device according to a sixth aspect of the present
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encrypted by the encryption section is recorded in the recording

secti ONMoo16) In the content receiving device according to the fifth aspect, the table processing
section creates a new PAT that corresponds only to the content of the channel selected by the
selection section, among the contents of the plurality of channels. The new PAT created by the
table processing section is recorded in the recording section. Therefore, when compared with a
case where the PAT contained in the stream received by the receiving section (that is, the PAT
containing information of contents of channels that were not selected) is recorded in the
recording section, recording capacity necessary to record the stream can be reduced.
[0017] The content receiving device according to a sixth aspect of the present invention
which is based on the content receiving device according to the first aspect further includes an

encryption section that encrypts, in a case where the stream received by the receiving section is a

non-encrypted stream, the non-encrypted stream by using the unique key of the content receiving



[0018] I n the content receiving device according to the sixth aspect,
the encryption section encrypts a non-gncrypted stream by using the
uni que key of the content receiving device. Then, the stream
encrypted by the encryption section is recorded in the recording
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second tine informati on, and creates, when a difference between a

creation section creates, based on the time information, elapsed-time information indicating an

elapsed time from the beginning of the content, and causes the elapsed-time information and the



bet ween the value of the first time information and the val ue of the
second time information is greater than,or equal to a predeterm ned
threshol d due to a packet |oss, the cregtion section creates first

el apsed-tine informati on and second el apsed-tinme information that are

contin " : :
ci tuat | o A e AR oA PR bl P REFE R B Rl € 2
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whi ch is based on the content receiving device according to the

sevent Maspeat theichepaedtise infoenatidrnegatiingahe pedeiewethet patideeisroentiinet migthe
section is an encrypted stream the creation section causes
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included in the reference Tile. [0024]1In the content receiving device
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i ncl ud in the reference file. Accaordingly, by referring to the
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specify the position of the key in the stream [0025]1n the content
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invention which is based on the content receiving device according to the seventh aspect, the
predetermined packet contains a first predetermined packet to which first time information is
added, and a second predetermined packet, which follows the first predetermined packet, and to
which second time information is added, and the creation section creates, regarding the first
predetermined packet, first elapsed-time information based on the first time information, creates,
regarding the second predetermined packet, second elapsed-time information based on the
second time information, and creates, when a difference between a value of the first time
information and a value of the second time information is greater than or equal to a
predetermined threshold due to a packet loss, the first elapsed-time information and the second
elapsed-time information that are continuous to each other.
[0022] In the content receiving device according to the eighth aspect, when the difference
between the value of the first time information and the value of the second time information is

greater than or equal to a predetermined threshold due to a packet loss, the creation section

creates first elapsed-time information and second elapsed-time information that are continuous to



causes information indicating the position of viewing limtation
information in the streamto be includeg in the reference file.
Accordingly, by referring to the reference file when reproducing the
content, it is possible to easily specify the position of the view ng
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aspect, the creation section
causes information indicating the position of the key in the stream to be included in the reference
file. Accordingly, by referring to the reference file when reproducing the content, it is possible
to easily specify the position of the key m the stream.
[0025] In the content receiving device according to a tenth aspect of the present invention
which 1s based on the content receiving device according to the seventh aspect, in a case where
the stream received by the receiving section contains viewing limitation information for the
content, the creation section causes information indicating a position of the viewing limitation
information in the stream to be included in the reference file.
[0026] In the content receiving device according to the tenth aspect, the creation section
causes information indicating the position of viewing limitation information in the stream to be
included in the reference file. Accordingly, by referring to the reference file when reproducing
the content, it is possible to easily specify the position of the viewing limitation information in
the stream.
[0027] In the content receiving device according to an eleventh aspect of the present

invention which is based on the content receiving device according to the seventh aspect, in a

case where the stream received by the receiving section contains duplication limitation



causes information indicating the position of the PAT in the stream
to be included in the reference file. Agcordingly, by referring to

the reference file when reproducing the'content, it is possible to
easily specify the position of the PAT in the stream [0031]In the
cont ent;, FeGGlYh RY REW ?&t,atﬁﬁgfegg&gsécﬂﬁﬁcéﬂbg fn?&ﬂ{alﬂoﬁm&atting% \Pitog'igon of the

present 1 nvention Ich I's based on the content receilving

accor di to.the first. aspect,.in a case where .a coppressi on.met hod
her eby hetisad T BE e iR u & PO GrIRRITER AR peof
picture is enployed as a conpression nethod for the stream the first
decrypt0828lsect i dn teperomigst cceiving devipgdieserdingda theselaenthasppegiba sragtjon
anong a plurality of packets constituting a PES. [0032]In the content
r ecei visgtidesduses iafcmndommdicatibp chetpusitiva edtdhplaspes timitahien frifostation in the
decryption section decrypts only the packet |ocated at the begi nning

of a plywedinithbe PhclRBRAKL I CRASIL .| NScRr8ESy, FhRr@fifs & theh&Brence file when
conpared with a case where all of the plurality of packets

constituygi . [ ' redu ' . S
oo bR B Serl S BB BL8 bl SRR RA i QS ppormaton o
aspect ﬁf the present 10 invention which is based on the content

recej vit @S@%Wch according to the first aspect, in a case where a
conpressi on nethod that allows one PES (Packetized El enentary Strean
to cont[@P]a pl urlakhegongmt tegpemapdevpieccorrdmngity adwplfidyaspecaof theeresent
conpression nethod for the stream the first decryption section
sequentihadrtiyn pafilofsBsdadienT fptotent reéavibp dgvite atBoddipackidt staadl Sgde@f the
the beginning of a plurality of packets constituting a PES, and ends

t he deccrréfa%‘f[o'&d% ct{d?lrca{l iflERn AR ind Rk % g&si@mp&eﬁmegﬁfb% E&ggia’tion Table)

posi ti on. 4]1n the content recel devi ce according to the

fourteenth aspect, th ir.st. decryptiQn section sequentially perforns
decrypfpg%fggggk #ﬁdnﬁV%ﬁpﬁg%%%ﬁa%Rpgﬁ%ted at the beginning of a
plurality of packets constituting a PES, and ends the decryption for

t he PESOOHYN det dethafgnienpreseivingdavire dcenidingde the wislfithmpeds %ﬁ

conpared with a case where all of the plurality of packets

const i taatisen gnfanPE®raindicadigng thppesition bf ths Rddssithd grebm toddunadugadoodlssi ng

| oads. [0035] The content receiving device according to a fifteenth
aspect eferdnlde fi. € S&Hordingly, by referring to the reference file when reproducing the content, it is

éreajipp fection

possible to easily specify the position of the PAT in the stream.

[0031] In the content receiving device according to a thirteenth aspect of the present
invention which is based on the content receiving device according to the first aspect, in a case
where a compression method whereby one PES (Packetized Elementary Stream ) contains one
type of picture is employed as a compression method for the stream, the first decryption section
decrypts only a packet located at the beginning among a plurality of packets constituting a PES.
[0032] In the content receiving device according to the thirteenth aspect, the first
decryption section decrypts only the packet located at the beginning of a plurality of packets
constituting a PES. Therefore, when compared with a case where all of the plurality of packets
constituting a PES, 1t is possible to reduce processing loads.

[0033] In the content receiving device according to a fourteenth aspect of the present



invention which is based on the content receiving device according to
the first aspect further includes a detection section that detects a
conpression nethod for the streamreceived by the receiving section;
and a control section that controls the decryption perfornmed by the
first [ [ : . ' .

per o mod by el Bty on BEREMA el R bl ol oo RBnf Bl B dpgcy, in case
control section, the first decryption ctiqgn de ts, ip a case :
wher o sV RGRAcoRerSoRa i SRR R e k- eueREE I edton Sndwiidp gomtain a
Strean) contains one type of picture is enployed as the conpression

met hod ifleralithel typesed{mpictansh ys emplaredes theexmprgssaen mREop deji the Bikino fthefirst
plurality of packets constituting a PBS, and sequentially perforns
decr yptdeafyptioh sectivaseqwhenly peréanprdessiption, vetrtiog froimat paekétdvataing tRES
to contain a plurality of types of pictures is enployed as the

conpr es@gﬁﬂlir@&f*‘@ﬂufa%y H";?acﬁét& eafBinGim d pIg ahfl @HULhPAGMKObtidPeRIRI N upon
the beginning of a plurality of packefs constituting a S, and ends

t he deqk%g.ion fqﬂﬂtheﬁf§§ %ﬁQQ detecting a predeterm ned end
position.cﬁﬁﬁﬁéf?n TR ERT P ei vi ng devi ce according to the
fifteenth aspect, in a case where_a. 11 cqnpressi on nethod whereby

one PES08¥H: ai ns IBHee sopprat srochying dpvice; ascppiedy die oartedh apiply dedidh

nmet hod for the stream the first decryption section decrypts only the
packet deogmtied sattionlsequzagilinparéprofs dacyyptiemlstaryngfropacpeskes located at the
constituting a PES. Further, in a case where a conpression nethod

that alde@umi FHSrali®y S0MHcRES cnsiibitinglal RBS, ahd ki dehe abcrPptédniloe thel BES upon
enpl oyed as the conpression nethod for the stream the first

dect Y Pl RHAE & AR aNl %})%}%ﬁoﬂer REDR e X R Blred S 4 L0 WhERIMIPof the

packet lToca begi n of a plurdlity of “packets

constituyti PBS, and .ends decryption, for t. PBS, upon .

ot ect MR takss APRUIPOR A TIOLRE CorPieflat bitpsa Dl h roi bR afbepsing gpds.
decryption, it is possible to reduce processing |oads when conpared
with a (083" wher dhglcenisht tehavipiesice ageonding i & afigerth aspect eftthagreseBS
are decrypted. Moreover, by switching the manner of the decryption

per f or rimeentiyn tWidcldz bayqat orothe seettntancdiving dedre acvoeding tdthe Hiest aspect further
conpression nmethod for the stream it is possible to performoptinm

decr yptihQfddsh &G5&RH3BGRNWMANIILR 4 @RgirvatbnshéRadorltROGEhMA €& by the
recei ving device according to a sixteenth aspect of the present

i nvention.i.s directed to ont-ent,. r LMi i i [Malo N

oo viRgEBECTaRR fild ferlial SRS vl B I PR B G bR TR B
containing video is divided into a plurality of packets; a. decryptiaon .
sect i orfeEfyRtioy 8R5PPY lga,secg% ﬁéespi{é)f ﬂ}qﬁeéqqtlpp Peyo st e dgtection sec’ggn, wherein
predet erm ned packet containing a predetermined type of picture to be
used i mndpeginglol be theadutrol ssatiar, theherstdaeraniton saetiobdesiyping & ewseivdiere a

t hat obtains, based on data decrypted by the decryption section, tine

i nf or mabiPhesadadatethéd Wh@‘&ﬁ{l eaePES (Pakei-pddkieherat $iifaal)¥Bhiadi one type of
i ndicating a position of the predeteilined type of picture in the

stream,;: . j i f £ 1
et orr GRS pERRACL ANURBHLPA M ASER B Srchfl BRIkl e
wher ei n regar di th redetermn ac the creatjon secti,on . .
or eat e LeERRi PG FY ket BraRR R 1HS, gud Sefi AR s RG: FEfvption. ina
indicating an el apsed tinme fromthe beginning of the content, and_
causes cesewbergssompressionimdthedrdet dlovermnettid torfopiaime phralithaf taes pigpictures
the position of the predeterm ned type of picture in the streamto be

i ncl udegemploybé as gieeommpessibh Ingzthodlar HRGR8hhnsthhmedont e phckeebeated agthe
devi ce according to the sixteenth aspect, the decryption

beginning of a plurality of packets constituting a PES, and ends the decryption for the PES upon

detecting a predetermined end position.

[0036] In the content receiving device according to the fifteenth aspect, in a case where a



section decrypts a predeterm ned packet containing a predeterm ned
type of picture to be used in special rgproduction of the content,

and the obtaining section obtains tine information added to the
predeterm ned packet and information indicating the position of the

pr edet efgmRedidniR&hed whkibY bie PESLBRtafk bR M pe UPhbtulegahdioned s8e
predeteill'ined packet, the creation section creates el apsed-tine
information_ indicati | apsed. ti fromthe. begi nning,of th

cont ent BHReRElEERRT fhril FEE Bk ol Feeraith 0Giod Rl ShyLlos riflsg ocated
information and the_ informatjon_ indicating the position of the

pr edet e HhREYRROE Plyrality, pEPackets GRMSH By RIoS-b ok HrHeh d8 ga5erP i
reference file. Therefore, by referring to the reference file created
by t he wngatisom metbod daf allows eneptisSiogloataima phsility oppksohpisipessiiatmployed
reproduction of the content. Further, the el apsed-tinme information

r egar di f3ghé EEmpesilat Reton g6 haskeim,itbe fiiteHetdgstidnsetdith ieqﬁﬁftﬁng?elffbm
Therefore, by using the elapsed-tinme information, it is possible to

easily (ﬂ:@é’pgro% %ésr??%zr%ﬁ{?ﬁ%&%?%{:%% at (5P Bg@f_ﬁ%kg%f b gr%ﬁ%gﬁﬁc@% constituting a

speci fyin e conte reo

fast-f rd,is rf.ormed b Si a plural.ity of pictures. of .

or edet i GiARGaRds e Aoy P 195 08 T 0adh driskipg & mevdelaprined egd 2pabion
approxi mately equal tine intervals, by using the el apsed-tine

i nf oi mathesrforeTiesitrp e of degrgptipgs ifiippessibde parferernrasaseng loads when compared
fast-forward. [0039] A content reproducing device according to a

sevent egitlt h casspeletre aif of the phurelyrdtt pacheendonstituting diPEScire dedrgpted. c dvibenter, by
reproduci ng device including: a reproduction section that reproduces,

based afyighilstB&MafherdA iR QlcrhtolPeAbin&obt @k AeOYpilb Lol Neacthlid8AE with
read froma recording section'in which a predeterm ned reference file

and th r I I r e fl I: NS:

ol apsedi TR He R o R AT R A Nk R BT o R Pl
beginnin%?ﬁf t he. c?gtent nd information indicating a position of a

pr edet SCRPHBRFEITEhG g B0 the stream and the reproduction
section perforns special reproduction of the content by use of the
predet dP¥3Hed t ygecafenpiresteiving dbyeearastendinigig atsaxtednsh repeetr afribepresdng invention
[0040] I n the content reproducing device according to the seventeenth
aspect ,is tirected ® 4 &fntint eivind devi@nin@iludsnge hag®edng bdtkioh a0 FatBIvieOA stream in

i ndicating an el apsed tinme fromthe begi nning of the content and

i nf or magi;on d(jth d G ebhig é_f)ﬁ%hﬁﬁ% ivfdgeﬁb @lided mtsggjglﬁgfg!ﬁggm&%% aQkcryption

picture 1n the stream € reproduction sectl NB SpPecl a

o e B WP et B S S 5Bl
the el apsed-tinme information contained in the reference file, the

r epr odueqesmmircsk ty pholcRiptueR; hoyusp if pesint iepgndyetiencef tae sgntenti an obtaining
reproduci ng the content by specifying a mdstreamtinme of the

cont entsectkeur thitarbtaind) dascdent datavileegy ey fhordeanygtiby sacsiongimae pifomadtionyadded
of pictures of a predeternmi ned type, the reproduction section can use

the pi g} Wessedslineh fckaRRdaxforBERIYineRHEhg 4 boBHINS LY BlleteRHind kR of
t he el apsed-tine information, and thus, can perform snooth

fast-fqr 0 l . I I r ol 0,
of ght coRed FEC e nd 50 Flioh BB OHR, HR-RRALE FIAGTRHRR Iwith
content reproduging device accordipg to the seventeenth aspect, ihe
r epr od S GACRIQERSER Og‘éli‘? e fso%eég”&mB‘ﬁ Wh?éelélr%&?é‘ilﬂgt‘ TRECHeiF B AR Pasket
the special reproduction of the content by using a plurality of the
pr edet dharimattbn sepeoroéreptics thaswiorn be atrednBrmapr. ekipsed-ting iefguatian indicating
intervals. [0042]1n the content reproducing device according to the

ei ght eentehpaspest fronhthe@pindehigcdfithcdgsit ] A caesd i@ apseasiest @foriadion and
el apsed-tine information, special reproduction of the content by

the information indicating the position of the predetermined type of picture in the stream to be

inchuded in the reference file.



[ 00431A content receiving and reproduci ng device according to a
ni neteenth aspect of the present inventtpn i ncl udes the content
recei ving device according to claiml; and the content reproducing
device according to claim17. 100441Wth the content receiving and

repr odugjeng) devi cg RE&H&H: 'i‘chﬁw?né B&i0d Reb G D tﬁéﬂ?ﬁ&nﬂlgé%écﬁ tpé)@p%%@n

i en an encrypted streamis rypte
cor,din uci.ng, devi

to reduce processing | oads 3
it is possible to obtain a.r and repr e. that can ..
cast Ty BonpEe e BtteReined pRo et SAar RREGHIELOPY pEBiskRlo 5 Red n
content receiving nethod according to a twentieth aspect of the

present SREH%WPM%CW of the eortgnt; #ndythe ghtaiieg yestian obiags nigiprmatipy addeg to
the steps of: (A receiving a streamin which a content containing

vi deo i thegiradetbeniniedtpacket phdimdbintayionfindeatiogttbs pdsBjorecttthaptedeigrminad aype of
case where the streamreceived in the step (A) is an encrypted

st r eam pianiein thoktrehaer YenN& ohilieh M6 Ftﬂﬁ%@ﬂnﬁﬁeﬁ ?_ﬁéﬁeﬁ,ﬁ@é‘&ﬁeﬂ%rﬁs&&ﬁ@ﬁ‘hea&s
(C decrypting, by using the key, only a specific packet anong the

Fhe ot b ARk Bl 0 20109 REFUFLBE PO B ke on
cont ent cei.v net hod accor di .the

re LN t went i et spect, in step.

(0, ont% %516515@53@?@»65 kases s r?ga% effiPWF Apioratyn @5&5@% OI@%@PW{WW@ the

an encrypted streamis decrypted, and in step (D), predeterm ned

i nf or neitgssipnot thenpredeteranined &pe bt pichise ibhs steasm tafea mchided ypthe deferenet Bls.

(C. Therefore, when conpared with a case where the entire encrypted

st r eam Tlserefony, ppteferring tottekfdrencefllateatkd &y phiededt®inSetiteh, itif podsHlE Mreasily

of the stream it is possible to reduce processing |oads when the

encry ptrefosirspedal e8GRl ¥ he content.  Further, the clapsed-time information regarding
the predetermined packet is included in the reference file. Therefore, by using the elapsed-time
information, it is possible to easily perform time-search play for reproducing the content by
specifying a midstream time of the content. Moreover, when fast-forward is performed by
using a plurality of pictures of a predetermined type, it is possible to use the pictures located at
approximately equal time intervals, by using the elapsed-time information. Therefore, it is
possible to perform smooth fast-forward.
[0039] A content reproducing device according to a seventeenth aspect of the present
invention is directed to a content reproducing device including: a reproduction section that
reproduces, based on a stream of data of a content containing video, the stream read from a
recording section in which a predetermined reference file and the stream are recorded, wherein
the reference file contains elapsed-time information indicating an elapsed time from the
beginning of the content and information indicating a position of a predetermined type of picture
in the stream, and the reproduction section performs special reproduction of the content by use of

the predetermined type of picture, by referring to the reference file.

[0040] In the content reproducing device according to the seventeenth aspect, the



[ 0047] A program according to a twenty-first aspect of the present
invention is a programfor causing a computer included in a content
recei ving device to function as: receiving neans for receiving a
streamin which data of a content containing video is divided into a

pl ur al i fe¥er@fce FAE K&itSins @lébge@fﬁﬂl@ﬂlfé%%ﬁnﬁﬁﬁicaﬁ?ﬁ raﬂ%idéy@&i tinB ﬁ%n?ﬁa%ﬁ;eginning of
where the streamreceived by the receiving nmeans 1S an encrypte

stream,a _key for. .decrypti.ng the encrypted.streamfromthe_.strea
thé c&fidnt apd mfl%ma%t on indic tér}g gpa{;ﬁ%% of %Bregggz:mlgﬁ&yypg 0£ Béc(t’liar]e?%the

decryption nmeans fo crypti

packet anong the plurality of packets; and obtaining means far

obt ai ni $§2Hr e JBE EFRIPHEHON feSoRwEI oA DIPeeRErepredagign pibe gowantdytuse of the
decrypted by the decryption neans. [0048]Wth the program accordi ng

t o t he predawtnyniféd wpe abpietts, by hefedeny tpphd wicram@fde dedrgqutimghnby using the
speci fic packet anmong a plurality of packets constituting an

encr y pte@sbssd-tiedhfaametisheorihed il tRgrdfeence ! Ak RepridiRdeh eédfioRedn easily
information of the stream based on data 15 decrypted by the

d ti . ' 2 . . .
Cry Pl OR IBRARS scaldl 6{%{ ?zg?%}aé}é‘%gg@%%éﬂt rs‘p{ég;?%g?%uﬂé}ﬁ%& fiE of the

entire ‘encrypted str in or aint
pr edet er m ned i nfor i si.ble to reduce

tion of th trea it .is pos
" ocos SR ot GHIop RETEREPG BL TSP B S 22 AELF P &0 PIoABRANTAGE LS
P . . : :
EFFECTS OF THE | NVENTI ON [ 0049] According to the present invention, it
i s posdirpleerpnesbiype.iharcpmduetn sesten camgpedls/piearesdoeaset alrmpproximately equal
reproduci ng device, a content receiving and reproduci ng device, a
cont enttimetedrvalagbymesipotie ekpskdatifpe dgfb anation) kedithagcan @difoam pinocdsfastrigrward.
| oads when an encrypted streamis decrypted. BRI EF DESCRI PTI ON OF THE
DRAW N%(Ml] In the content reproducing device according to an eighteenth aspect of the present
invention which is based on the content reproducing device according to the seventeenth aspect,
the reproduction section performs, based on the elapsed-time information, the special
reproduction of the content by using a plurality of the predetermined type of pictures located at
approximately equal time intervals.
[0042] In the content reproducing device according to the eighteenth aspect, the
reproduction section performs, based on the elapsed-time information, special reproduction of
the content by using a plurality of the predetermined type pictures located at approximately equal
time intervals. By using the pictures located at approximately equal time intervals, it is possible
to perform smooth fast-forward.
[0043] A content receiving and reproducing device according to a nineteenth aspect of the
present invention includes the content receiving device according to claim 1; and the content
reproducing device according to claim 17.
[0044] With the content receiving and reproducing device according to the nineteenth

aspect, it is possible to reduce processing loads when an encrypted stream is decrypted, and it is

possible to obtain a recording and reproducing device that can easily perform special



100501[Fig. 1] Fig. 1 shows an overall configuration of a video
di stribution systemaccording to an enq%dlnent of the present

I nventi on. [Fig. 2] Fig. 2 shows a configuration of a
conputer nounted in a video recording and reproducing device.

[Fig. 3LpBlbctioh dish@cdliggk di agram showi ng functions realized by a
proce55|ﬂg section executing a program [Fig. 4] Fig. 4 is a

TR S T T R e T

stream_ [Fig. 6] Fig. 6 shows a part of a reference flle created by a
creati dﬁkul%ﬁlreqtqﬂ tg.a cpptept @06171%9@0%1@111&%1%@ e stees af: paL keseivingsastream
has occurred in a part of a video stream [Fig. 8 Fig. 8
shows an whiel atdntemrbhginiad video ofdieided tdeoa giwdlity ol padketss (Bteamracting, in a
according to a nodification.
case where the stream received in the step (A) is an encrypted stream, a key for decrypting the
encrypted stream from the stream; (C) decrypting, by using the key, only a specific packet
among the plurality of packets; and (D) obtaining predetermined information of the stream,
based on data decrypted in the step (C).
[0046] In the content receiving method according to the twentieth aspect, in step (C), only
a specific packet among a plurality of packets constituting an encrypted stream is decrypted, and
in step (D), predetermined information of the stream is obtained based on data decrypted in step
(C). Therefore, when compared with a case where the entire encrypted stream is decrypted in
order to obtain the predetermined information of the stream, it is possible to reduce processing
loads when the encrypted stream is decrypted.
[0047] A program according to a twenty-first aspect of the present invention is a program
for causing a computer included in a content receiving device to function as: receiving means for
receiving a stream in which data of a content containing video is divided into a plurality of
packets; extraction means for extracting, in a case where the stream received by the receiving
means is an encrypted stream, a key for decrypting the encrypted stream from the stream;
decryption means for decrypting, by using the key, only a specific packet among the plurality of
packets; and obtaining means for obtaining predetermined information of the stream, based on
data decrypted by the decryption means.
[0048] With the program according to the twenty-first aspect, the decryption means

decrypts only a specific packet among a phirality of packets constituting an encrypted stream,

and the obtaining means obtains predetermined information of the stream based on data



16 [Fig. 9] Fig. 9 is a block diagramshow ng functions
realized by a processing section execut%ng a programfor a video
recordi ng and reproduci ng device accoroli ng to a nodification.

DESCRI PTI ON OF EMBODI MENTS [ 0051] Herei nafter, an enbodi nent of the

present ;4 i i ri L i i r .

dr aw ng%%c%g%geﬁ}?tﬁgt %Jygﬁ@qn g éngfla grg Hccg;e/’qtg%% éogw%a}grbe}%girlgﬁg% o eg(?g{:e{é gtruée

in different drawin refer.to the sane or their .correspondin .
ol enrent SRR SETENEAL FHDOADENT TR HTETS R SPaoR bl steam, it
di stribution system1 according to an enbodi nent of the present

i nvent i i rossge Ehigdicd profisging loads wdep ithfeanceipied stigami 9 degypiedm 1

includes a distribution server 2 which distributes a video stream of

a content containing video, a DRM (Digital Ri ghts Managenent) server

3 which perforns processing such as encryption onto a video stream a

comuni £pkiANT AEHOVIKEAFSUEE GSTAR INVHIer MR K, a video recording and
repr oduci ng device 5 (content receiving and reproduci ng device) such

as an Set Taop. Bo ich receives a.video.stream and records. and
Ry R S R T b R A O S
content based on the reproduced video stream 100531Fig. 2 shows a
config eI e ey 1% d5HiEn b SOPIET TEGFAVIDE b rePERBICHIE i Vishdp content
reproduci ng device 5. As shown in Fig. 2, the conputer includes a

pr oces Skerjvisg otethon, 40 & poigras, whidPtin mdstapragssisgdoddswith as gotrypisd atream
sem conductor menory, and a recording section 28 having a recording
medi umisdedtymed.a hard disk. A predeterm ned program 12 is stored in
the storage section 11. A video stream 30 and a reference file 31 are
recorded in the recording section 28 (described in detail later). The
processing section 10 is connected to the storage section 11 and the
i ke vi r 12 fromthe storage section 11
to exeé%ﬁgﬂfﬁﬁsggﬁgngﬁggﬁfhﬁgIﬁ%@@ﬁﬁﬁhg section 28 may be included in
the video_recording and_reproducing device 5, or nmay be externally
connectl88lo t he [Kiedbo Fige drbovigemadralbpnrdtpysditiog of awvideo distribution system

according to an embodiment of the present invention.

[Fig. 2] Fig. 2 shows a configuration of a computer mounted in a video
recording and reproducing device.

[Fig. 3] Fig. 3 is a block diagram showing functions realized by a processing
section executing a program.

[Fig. 4] Fig. 4 is a simplified diagram of an example of an MPEG-2 video

stream.
[Fig. 51 Fig. 5 is a simplified diagram of an example of an H.264 video stream.
[Fig. 6] Fig. 6 shows a part of a reference file created by a creation section.
[Fig. 7] Fig. 7 shows a state where a packet loss has occurred in a part of a video
stream.

[Iig. 8] Fig. 8 shows an overall configuration of a video distribution system

according to a modification.



device 5 via an interface such as a USB. [0054]Fig. 3 is a block

di agram show ng functions realized by t processi ng section 10
executing the program 12. As shown in Fig. 3, the processing section
10 includes a receiving section 20, a detection section 21, a control
section 22, an e i i i on: i; 4 :
obt ai ni ng secti Oﬁﬁ:{%gj a%'?gtg |E%%Egﬁ%%r%ﬂqggﬁ%gﬁhﬁ?ﬁ%ﬁlg% et 1|%?)Erzlssmg
27, and_a_.reproduction sec%ion.%Q. I n othe% morﬁsp tge.grogr m1l2 is
a progr S PTh e CCRU A RIORFAN (05 At reRerd ISR TRPTPARCINS RdCS Ak BITHIEH] 2and
reproducing device 5 to ftnttion as the receiving section 20, the

det ect i ®AJEEEHIN 21, the control section 22, the extraction section
23, the decryption section 24, the obtaining section 25, the creation
section 26, the encryption section 27, and the reproduction section
29. [0055] The receiving section 20 receives a video stream

di st ri bpEedrirpmN be fsoniiee server 2 through the comuni cation
network 4. The video streamis a stream conpressed by a conpression

met hod as . . ' .at | in.wWhic
o o cdnle  neittarineft: dL e RRE e sfaRhRHIat b afithgip il
Specific. lnformatiao Sl (Service Information), and the |ljke is .
di vi dedVithfgeanss teﬁ@% ‘iﬁr@wreﬁg Télozeﬁﬁah@%?ms denaseh§y s srBE seferepesepusisss in
the receiving section 20 is receiving a video stream encrypted by the
DRM serdifferegt {rawingis mefet torthe edmeg pedicr somespoadiog gleneatst reant' ), the
extraction section 23 extracts a scranble key for decrypting the

encr ypt[edsHt r eamFid.riofotvian ohelal cohfigattiorSprReviits distributibf Systoth 11 a6édrirg to
section 23 extracts an ECM (Entitlenment Control Message) fromthe

Vi deo sy eMBdiHEaRof MeSorbfft SRE YR | ?[} sﬁlgyhblgﬁwh@% v%o%igut%o#esystem 1

(Entitlenment Managenent Message) wo obtain

scranbl.e ;k i ncl.uded in the E . [Q057] The decryption section 24 .
decr ypt’g‘:lflﬁéé aecﬁﬁtﬁb?%seg‘f ??awigiﬂﬁﬁbgq‘ﬁ%g as‘@&%ﬁeéxﬁ%ﬁﬁ %?f@gﬁ?rgﬁnw Vidfe, a
extraction section 23. At that tinme, the decryption section 24 does

not ded?idt (Rigital dtightp Mangopaentbiesvar3avhich Retoinip REOE4FEINE Hegh gsteagryption onto

stream but decrypts only specific TS packets. [0058] Fig. 4 is a
si npl i fa ededstegmamecammamiexampétevoof 4 anchVREG [P netvaa®, svideamcotding 4l

reproducing device 5 (content receiving and reproducing device) such as an STB (Set Top Box)
which receives a video stream and records and reproduces the video stream, and a display device
6 which displays a content based on the reproduced video stream.

[0053) Fig. 2 shows a configuration of a computer mounted in the video recording and
reproducing device 5. As shown in Fig. 2, the computer includes a processing section 10 such
as a CPU, a storage section 11 such as a semiconductor memory, and a recording section 28
having a recording medium such as a hard disk. A predetermined program 12 is stored in the
storage section 11. A video stream 30 and a reference file 31 are recorded in the recording
section 28 (described in detail later). The processing section 10 is connected to the storage
section 11 and the like via buses, and reads the program 12 from the storage section 11 to
execute it. Note that, the recording section 28 may be included in the video recording and

reproducing device 5, or may be externally connected to the video recording and reproducing



MPEG- 2, one PES (Packetized El enentary Strean) contains only one type
of picture. In the exanple shown in Figy74, three TS packets 40 to 42
constituting an |-picture PBS, three TS packets 43 to 45 constituting

a B-picture PES, and three TS packets 46 to 48 constituting a

P- pi ctupe . i js order. The decryption section 24
decrypt%gf pg@%éﬁgéﬁéﬁgﬁggFagse S packets 40 to 48, whose start

i ndi cat Qr ontained. in their, TS headers_are "1", that is, the TS |
packet s[U9841 43, “ahig: 2 aablpehdiagan stingifupetionsdegizgd phithsgproseseing section 10
respective PESs. By decrypting these TS packets and referring to the

pi ct ur ecxeenideg deporgranrdd iAs shoen TEFigadkibe processing sepean b incheles a receiving
pi ctures contained in the TS packets can be confirnmed, respectively.

Not e t hadctibi20,r-ed@ddtion @ectOnPACk eb1firct be@ivd 202agaatcaomntatibh 19, @lecryption
1-picture may be decrypted. [0059]Fig. 5 is a sinplified diagram of

an exanpb.go0b4 am Jhalifi LtdRA 25t %E%ﬁ%éoﬂ %&Hgggé; anoé?l%iﬁgﬁa UBRXiofi 27 Ald%

two types of pictures rn a top field a ottom

respectively...ln the anmpl e _sho in Fig. 5,,six TS kets 50,to 55
Conot tipraggeudbiskin 882 R Fng e 1 HsPims i St rp g RE Bl el ch bt Somputer
whose bottomfield is conposed of B-pictures, and six TS packets 56

to 61 cHALRted it the Q{Kk?OF’E@?E&Hé%d fepoduceigdigvice Sdoppbreion af - rgpeivinessction 20,
and whose bottomfield is conposed of I|-pictures are arranged in this
order . fhhdewettoyrtion2keabt c@nro? decsion d@nthe akiryctjparstaions? 3deerdeptyipton section
starting froma packet at the beginning of the plurality of packets

const i t24 iRdotRaiRBY seédiai 29, $he ReationRegoRt20MIRSSSIpAbA sddfidh 0t 81d ths
"1"), and upon detecting a predeterm ned end position (access unit

start Ladi Y| a packet at the beginning of the bottomfield,
t he deggggFPgﬁgg%g%#g%lz4 ends the decryption of the PBS. In the

exanpl e wn in Fig. 5,. the degryption section 24 decrypts the TS, .
packet ORGSR 53,@?{80%@% Sectign 245 fémfeﬁ&Vl?ﬁ?@twmlﬁnh@e%%@ﬁée%rﬂanwn
and 61, which each contain an I|-picture, may be decrypted. [0060]Wth

r ef er erfgever @ thjoggh the doameghientionmetwask gl t 1ok videe stieamn ya storanpewpprsssed by a
performed by the decryption section 24, the obtaining section 25

obt ai nscompressPhanghydbuchss (MPBG1 2201 12064 hinddinh eonfVairatis mRilGth easbfa
indicate time information) added to the IS packets containing

i mat i on) adds _ 9
(Dol n B P e TR P S

stream regver peci f.ving. TS packets ini.n PAT (Program
Assool APIBHEHEF s TRER GHAEE R RS RAGaR UEHEb GRS Re) packet
respectively, with reference to the TS header of each TS packet, the
obt ai nilA8Yect i orVben BB regeidng sechema? isgisceiNag a idhocdicas eperptaddnsthe PRM
the PAT, PMI, and ECMin the video stream The PAT contains a PID

( PacketsetvdeBi(hdreiariterotferied tiPMI endilypteRidiregmi), dicretracitinesettion 23exteacts a
limtation informati on (such as age requirenents), and content

dupl i catiagibid ke fore@Rphidf @ BRéyPRA &R, RSm FRPVIdEHAFdnd. NfoeBfichPN khe

in the case of a non-encrypted stream The ECM contains the

above- %%ﬁﬁétic}?les‘éct?{ﬁ{ ﬁ*@it&cﬁ%’Eé{?{C{Eﬁ%%xg%{ts%gi %&%gg)liiéﬁgitﬁgwd% Siream

infoiluationin the case of an encr m sed on €se

pi eces of infoinmation o i t gbt ai.ni n ction 25, the

b oat: henittPorosinatias BN BY ah B AN lemth Mioetter ddesspenmarkey
recording section 28. Fig. 6 shows a part of the reference file 31
creat edngyheﬁlh@btémééhq wrarslde kepinchaled hiherléEMr ence file 31 contains

PAT information indicating a position of the PAT in the video stream
PMI i nfl0#37t i on iThdideayptigh @chiosd Hestyeb tidencBWled direhfausitigdBe sehm®dRey
ECM information indicating a position of the ECMin the video stream

| - pi ct Wk @adi By MRl H VRS 7Y aAPASY tﬁ&}@ﬂh@%@& HonReEhdH a&sé’}aﬁi?%ypt

video stream and elapsed-tine information i1 ndicating an el apse

all of the TS packets that constitute the encrypted stream, but decrypts only specific TS packets.

[0058] Fig. 4 is a simplified diagram of an example of an MPEG-2 video stream. In



fromthe beginning of the content file, and the size of the PMI are
described. Simlarly, in the ECIVIinforniagtion, a tag indicating that
the information is the ECMinformation,”"a file nunber of the content
file, an offset value fromthe beginning of the content file, and the

si ze ofphe; EQYa 1% ﬁ%ﬁl@é’tizpc?glenﬁin{gr{r ﬁ{rleé'm} Ldhedifi€odis Bh%ﬁ% i picture. | In the

information, a tag 1 nhdicating that e information’is

i nformation fil.e nunber of.th ont.e file, .an of fset ue fr

t he bogi PSPy AT Do Thenr SRR (g ophaRtas br Cire S e e
are described, Simlarly, in the elapsed-tinme information, a tag

i ndi cathagkets rato theonsifbingaB-pirtyrs PEReard tprselS padketsidhfio dhgonssituting a P-
file nunber of the content file, an offset value fromthe begi nning

of the monteeMES, fard eyrarmed iathieddps eTht idoerybtiamsdctien 34 dedrymt TShackets, among
recording are described. [0063] The PAT information, the PMI

i nf or MhéRITS Fidtlels0 (ETH Wi kiRt ih@BaBfLomifRldad 1RACHS hidBrstu A, 118t is,
PMI, and an ECM appear in the video stream and then included in'the

refere i The ' ' ' 1S C ed_each ti a
TS paokdt TsaRkthe omle R Shithed MLEEER e Pelify il BRURGERE R B 7 By
section, 24, .angd th included in the reference file 31. The

el apsedlSEIRENS HCSF FRMREFE! @dcfﬁé“ﬁ Rtod ealcﬁirég‘é%défsrﬁ%@?@qdi ipghsg Y epckets, the
(for exanple, an interval of 1 second or 100 m|lisecond), and then

i ncl udetpasrof thepicetesrcontenetiin &e3iS pdoBoB4prbe eonfitmedcrespctivelys ebibieghat the
26 creates el apsed-tine infoimtion based on the above tinme stanp

val ues reft@inpens bycketyet lobikdai2atlg caRghingrandSpictutedmay b& Heutsptad st at e

where a packet |oss has occurred in a part of the video stream In

this caggseja ti ”‘Fi%?.tsalgﬁ sﬂl%d%@n?ﬁgﬁgl%ﬂé%%% H3k4 éége | Y InH.264,

bef ore t he packet Toss has occurre stanp val ue ed to a
TS packet imediately. after the packet .l pss .has resolved are

or et |y FEPAPEnTo R vt st B psPfediBasrn el o oub R Teoetively. n the
el apsed-tine information created based on these tine stanp val ues are

not corEARBAEEOWN iR FigadhsivtliRarackern el i ot eonstiveing aRESvidse tembeld is
between the tinme stanp value of the TS packet 70 and the tinme stanp

val ue ebmiphsediks Igackets aid whesgheatrefieldiaconposed vl B-ictuges parelddt FSpacieds 56
threshold, the creation section 26 causes the elapsed tine for the TS

packet td &1 tondtitutiRH PRSI QBssd ©p 1RRI 18 LaRpestdldrepit RkestdAd WhosPBEHGH fitk is
thereby handling themas if no packet [oss had occurred. [0065]Wth

f Fifg. ' ti . ts, th .
Cor ansraResr iy oidch 0 FRREKEUI R PRE T Al R SVRIR 24 [bBins
k k [ to.the vid di d. [ [ 5.
Then, - PHEOBRISTRITISR: Sene Gy biket Sdhs REEiFabE ALy hae G H MBS ey

inits original position in the video stream In this case, the video
st r eamcastideingd i $1gthtuhl§, a TS packet whose start indicator is "1"), and upon detecting a

predetermined end position (access unit start code) indicating a packet at the beginning of the
bottom field, the decryption section 24 ends the decryption of the PES. In the example shown
in Fig. 5, the decryption section 24 decrypts the TS packets 50 to 53, and 56 to 59. Note that
the remaining TS packets 60 and 61, which each contain an I-picture, may be decrypted.

[0060) With reference to Fig. 3, based on the result of the decryption process performed
by the decryption section 24, the obtaining section 25 obtains time stamp values (4-byte length
counter values which each indicate time information) added to the TS packets containing I-

pictures, respectively, and information that indicates positions (beginning position and end



21 scranble key re-encrypted by the encryption section 27 is

recorded in the recording section 28. Further, in a case where the

vi deo streamreceived by the receivingl®ection 20 is a non-encrypted
stream the encryption section 27 encrypts the video stream by the

| ocal work key. In this case, the video strean130_encHy ted by the,

encr yptRasiiogeet I-pigtwes indhe wdee e n Yiprworee By shasHysiechS paskeg containing a

[ 0066] The detection section 21 detects a conpression nethod enpl oyed

f or t hePAT drrogrstreamtineacelatde), bYMh@romem MapJalsel kndan ECM, lrespetievely, with
case of this exanple, the detection section 21 detects whether the
CoNpr essfeddhcl®d HRA'Y BeallBESF3cRTS Hadld - the 00@iAIBAReH0005 bh@ink @sthatdh that
the detection by the detection séction 21, the control section 22
control:s ARVIo o tr : cr [ '

24 per 1 0RE: HESRrE, BEE ML 68 ETAT t Iads e ARERAD oPREsarp
in a case where th Si od i.s MPEG 2, and .such that the
decr ypf(%%% Eleiibrd Qﬁ%ngf?@ir i E@fﬂww PO trrdRg ligatien BeRmIpR (such
reference to Fig. 5 in a case where the conpression nethod is H 264.

[ 0068] Bagigel roRiemenis). dad centertaivpBcatioadunitatominivempeadsung copr ghod

28, the reproduction section 29 reproduces the content. Mreover, the

r epr oduafdroatieedh klcadd oLanompendropted sipaei.al ThegpTodieataigthe abs@-described
referred to as "trick play") such as fast-forward, tine-search play,

and t heclinlife kY ah & ESTEA Wl CutioR §inkiehiBh S EnddrSin e £LEBE Q?gl&ﬂébt&@ﬁream.
en fast-f d to b d, th

recordi ng secti'on 28. Wen ftast-forward I's e perfom ed,

posi ti f I-pigtures,.cont.ained.in the video strea Q.can bhe

Cpect 100ty r of SR G PES DR ER, Ot b RE TR PR 2. the
reference file 31. At that tine, by referring .to el apsed-tine .

i nf or mEEFAHIRN SBFHIORI 20edctes & Héerpraedile Ad and rqcerds 1t infthe fecpishingcgtionas-pelig. 6
performed by using a plurality of I-pictures having equal tine

i nt er vahew§ ampett wdthegefppreXiladt eteyted pyahe ¢readon sstion20.s) Thretfeere dachl
ot her. Wen tine-search play is to be perfornmed, an elapsed tinme from

t he begbRfim®PAX infdihatonfidatiaaa pasitieRbetHFPEtnNe Vigbeswdang PMT information

el apsed-tinme information contained in the reference file 31.

[0069] ﬁh@géﬂﬂgcaaﬁdsﬁfb% of the PMT in the video stream, ECM information indicating a position of
the ECM in the video stream, [-picture information indicating a position of an I-picture in the
video stream, and elapsed-time information indicating an elapsed time from the beginning of the
content (record starting time).

[0062] In the PAT information, a tag indicating that the information is the PAT
information, a file number of the content file, an offset value from the beginning of the content
file, and the size of the PAT are described. Similarly, in the PMT information, a tag indicating
that the information is the PMT information, a file number of the content file, an offset value
from the beginning of the content file, and the size of the PMT are described. Similarly, in the
ECM information, a tag indicating that the information is the ECM information, a file number of
the content file, an offset value from the beginning of the content file, and the size of the ECM

are described. Similarly, in the I-picture information, a tag indicating that the information is the

I-picture information, a file number of the content file, an offset value from the beginning of the



22 Fig. 8 shows an overall configuration of the video

di stribution system 1 according to a nodification. A home network
system 85 using a |local network 80 suck0as an in-house LAN (Local

Area Network) is built in the house of a user. The home network
system 85 includes the video recording and reproducing devices, a

vi deo ropradiits. aed hevizeo gr I-pisraargidgesibedco Jmlhglya@\ih@:@lamzdvu%h

are connected to each other through the | ocal network 80. The video

r ecor diinfproetinge t82 irdécatifig thae Kenpfoematomsrtbe ersdedtimenindematon.a file number
Blu-ray recorder. A display device 83 is connected to the video

r epr odugitRE ciftvit FBe, b -of 08 atictBsin HIRCRI gL éNfle EORERAAUE aNE 20 RYAPS&] Bme
t he video reprodUC|ng device 81, and the video recordlng devi ce 82

Digital L Net k
2[Fi2ﬁ§%§ﬁHﬁi§gphg§£é§$ﬁ§k g%%%QQU| I§neg|rggarthggconnggiion
bet t UP, I whi ch
-t echrPBBH Speci FiE A BIoHAR™FHL P G Cah B 1OrC o s A sagsatcd

content sharing, and the like. The V|deo recordi ng and reproducin

devi ce @Bcletimedi BAT afM & aad eo di(Evitappess ot thedvidae stisemy awlothen mylusisd in

28 to the video reproduci ng device 81, or transfer the content to the
vi deo rrefepdrde fide SRV TR Bpictutdif@hitign iScresediedvhaike 8T8 gaelkst stmainiig an 1-
functions realized by the processing section 10 executing the

progr angidigrd QefbRd %&Wdécﬁﬁi‘bﬁ's@&o@rﬂ Eﬁcp{hQH chﬂﬁ&ﬁd‘i'ﬁﬂie%@fe?erﬁ@?@é @'l NOThe

to the 'nodification. As sho in Fig. 9, proce55|ng section
i ncl ude el ection.sec roce ection, 92
decr yprrdpe e Blog oS R dke’ %ﬁpg%ffefﬁw G SER IR Bl %m‘?‘eml of
section 95, in addition tQ the components shown in F| . 3. The

creat i dnsesapd P Ugniliisseprbledndthpsinelideg in hegaferrgea Biatlon 96.

[ 0071] When the receiving section 20 is receiving a nmulti program
t r anspdfi64t r eamHarfiehsakatain enticet create tlapekdaobs indmuhadion pases] an the above
content of one channel specified by the user fromanong contents of a

pl ur al itinYe ShmPRANRS bBtakRA bR itMeshthinidsh@cd BN HHig. eﬁiﬂow@@r&aﬁakazh@ﬂct Bpacket
(such as video data and audi o data) of each of the pl urallty of

chan nellg '}Eis GRALR o?tﬂg“@}&éo B{}%ﬂ{ arﬂltﬂ{l?P :#nng ah%py%&cﬁﬁljo aTs

sel ecti on sectlondg§q§%ﬁectlng annel

the Z%acket 70 immediately before the packet loss has occurred and a time stamp value added to a TS

packet 71 immediately after the packet loss has resolved are greatly different from each other.
Accordingly, pieces of elapsed-time information created based on these time stamp values are
not continuous with each other. Therefore, when the difference between the time stamp value
of the TS packet 70 and the time stamp value of the TS packet 71 is greater than or equal to a
predetermined threshold, the creation section 26 causes the elapsed time for the TS packet 71 to
be continuous to the elapsed time for the TS packet 70, thereby handling them as if no packet
loss had occurred.

[0065] With reference to Fig. 3, the encryption section 27 re-encrypts the scramble key
extracted by the extraction section 23, by using a local work key unique to the video recording
and reproducing device 5. Then, the encryption section 27 writes the re-encrypted scramble

key in its original position in the video stream. In this case, the video stream 30 containing the



channel specified by the user anong the plurality of channels is
recorded in the recording section 28. 9072]Nbreover when t he
receiving section 20 is receiving a mul% program transport stream
PMI's and ECMs of the respective pIurallty of channel s are contai ned

in the yifa9e sk

out put < BT Ghf TR ﬁ%@?&%@hﬁ. FERBAZT Sl e BE LRI on 28

t he user Accordi n .. Qn the PMI and the ECM correspon to the
channel %«S& it Fé%?equlyetr?tﬁi d’g%fiﬂ SHERMTEEYEY A TERE REEE N g‘éqlssae%‘tni -giyrypted
28. Note that the PMI recorded in the recording section 28 contains a
CA ( Corfifetinoti§icnpypbersyecten df epuppts therddanstrasthy fedocatiest kdyes In His case,
position of the ECMin the video streamrecorded in the recording

sect i orth@8ideo katani 30 ehdrgptpd by theosneofptian sedtrmidl 76s keyrded 1o herryddréihgRYction
the local work key). [0073] Moreover, PIDs of PMIs of the respective

pl ural ixgy of channels are described in a PAT contained in the video
streamrecei ved by the receiving section 20. The PSI/ S| processing

sectio corre c at..only the PID.o

corresgoﬁ Jng toﬁ%%d%ﬂ %ﬁ@% lébg%?nﬁaﬁaBO%FﬁﬁﬁﬁggpﬂEWD ?¥%f#¥ﬁ§“?ﬁeo
the PMIs of the respective plurality of channels is described, and

out put SUEHB Y%C&t‘teégvéhe PSATLVIng eEien #l1 in the srsoPRis eeaple thadetedien section
correction is recorded in the recording section 28. Note that the
creat i @i dstects wkaihePAle ¢anpressimevetbsdis MPEGe? ootlidid. by t he PSI/ S|
processing section 92, and nmay be perfornmed by the PSI/SI processing

secti orfo@F]i ncl ussaskd dh thbeestlt@@ttcalttée86h b9 thddetedi 8 Eédt%h@ldﬁfércﬁﬁﬁb%cnon
section 93 extracts the ECM fromthe video streamrecorded in

recor didgGo5€61k 'tl%nde%gzrp dfa}{ sE&fcaryl sﬂ% gﬁt EPE%e%PﬂSE géc'tlgﬁ 9k EHO&EEe PWCrggtlon

recorded in the rec ng sectlon ecrypt PonSect T of
extracts the,scra ted b ocal work ke fro
The coRormeREiRE g, F*‘x%ﬁl?ﬁto Wi o woer Et CTRMESIA TP

the local work key, that is, decrypts the encryption of the scranble

key. THB® Suqhﬁbatdb% éwrmttsw seeléqr fotpﬂg@r@ééhwﬁcsymm proagedaserileegnmvidly rafprsnce

scranbl e key, that is, decrypts the encryption of the video stream

24 [OOﬁSFEaéédaommhﬂ&mwﬂﬁennﬁtﬂemnnmm@mikdﬂ26¢on1the decryption

section 93, the creation
[0068] Based on the video stream 30 read from the recording section 28, the reproduction
section 29 reproduces the content. Moreover, the reproduction section 20 can perform special
reproduction (also referred to as "trick play") such as fast-forward, time-search play, and the like,
by referring to the reference file 31 recorded in the recording section 28. When fast-forward is
to be performed, the positions of I-pictures contained in the video stream 30 can be specified by
referring to I-picture information contained in the reference file 31. At that time, by referring to
elapsed-time information contained in the reference file 31, fast-forward can be performed by
using a plurality of I-pictures having equal time intervals (including approximately equal time
intervals) between each other. When time-search play is to be performed, an elapsed time from
the beginning of the content can be determined by referring to elapsed-time information

contained in the reference file 31.

[0069] <Modification>



section 94 creates a new video stream (partial TS) that conplies with
DLNA. Specifically, by deleting the CA descriptor fromand inserting
a DICP (Digital Transm ssion Content F%%%ection) descriptor to the
PMI in the video streaminputted fromthe decryption section 93, the
1351151 processi t 96 creates a.new.PMI. Myeqver, based on
pr edet er m ned PS%%?\%&@IIV%%R ()tvﬁlée‘ﬁlv"]oaﬁgurﬁl?léﬁ B yislse kst pytisim sypiem 1 according
decryptjion section 93, the 1351151 processing section 96 creates a
SIT ( Setf’é'crf‘?% CEUor rRRqTBR natHRreyY kg8 A ung 2 (eakegiwerlng sugh as an in-house
Information Table) that is permtted to transfer in a partial TS. As
a resul kANi(hecgldyred Netviskcisdatltih thy house of neati 0hs Remt @Ak SRErABAS
content data of the channel selected by the selection section 91, the

PAT cr eiatledestiic vileo R&otGhg BRORDESIBHHROTcE BNa 9Rich toRbdiche dRERAT
describing only the PID o% t he PMI cgrrespondins t%ﬁéhg é%%ecfe >and a

channelyjge t T i section 96 (t
ot e o T e R R Rl o RO RS B RS ot B 0. e
DTCP d i ptor. has been.inserted), and the SIT and the DI T created

by thee@@‘{"/%c’r%‘rnécdzeé’&?ﬁg 1%3‘5&?%}? ?%ﬁ@d %slf E&arder o2 Blu-myaeesdsror didigplay
to theFELNA i)s obtained. [0076] The transm ssion section 95 transmts

the pardvisr 8T8 errmseted threvideogprradicing deded Bh Whetvodwardedriimguandeo
reproduci ng device 81 or the video recording device 82 through the

| ocal mepradudingdevi¢OD 7i7d wiSuomaprytiucing device 81, arfisthel ORIRH rQREHi AL Q¥ Aee §Nare
the video recording and reproduci ng device 5 according to the present

enbodi mppiratbBansiaBmHd LR ISECAIONIAFL(ihd Nkﬁvffbt?ff/ [%1?&@.‘ pg@@e{xgﬂé established

decrypts only specific packets anohg a plura
ti 1 : d th t ai, ni i
ot ai ng e B RO B L Bh LB en TP sl S Fhab Ot Bivegud £1ev)

decrypted .by the decryption section 24. Accordingly, it is possible

to redﬁvg'éc%‘%&é%@gi% SHeGHatoR ﬁ’ét ﬁ%@t%%ﬂaﬁl@mfrapmrém@s eerdentisharing, and
decrypted, conpared with a case where the entire encrypted streamis
decr yptiediken dhdeidepgestsdiaznnd heprptusiteg deviverfednididtdburat icontenf retdrded in the
video 25 stream [0078]Further, the encryption section 27 encrypts,

by usi ngoaiihpestionas ko Reyidsd 18fioddtthe dkaye BK ok Gh&Er Y cbhtenQ) HAGhi,N
section 23. Then, the video stream containing the scranble key

encr yptRerdiYe dh8cLcr yption section 27 is recorded in the recording
section 28. Accordingly, since the scranble key which was once

decryp en i ng.extracted frgmthe_video streamis encrypted .
agai n L@qgﬁg of blfeiﬁ'e fSoacéllf)%‘raﬁr%g'{o"f’%ﬁ@(iﬂ?‘?scféﬁﬁegIbiytﬂ?e Procesgmg section 10
scranbl e ke an be secured. Further, the encrypted streamreceived

by t hee’FeéE@%‘/g/ﬁ‘ﬁ@f%é@i Igrfopthejvideogeenrdiag and refreduciupdeatices seotdimnto2Be
According%y,_it is possible to reduce the processing | oads, conpared

wi th amed¥waturer eAmshosvmcinyfig. € tiet procasting sanioa 10ead@ised sadtiohk8fion 91, a
encrypted again by used of a |local work key, and then is recorded

[ 0079] MISIQBEessing sectkaSe, W& GpliditseUisleos ST ERATH SEGRINAd 1Y » S mission

receiving section 20 is

section 95, in addition to the components shown in Fig. 3. The creation section 94 includes a
PSI/SI processing section 96.

[0071] When the receiving section 20 is receiving a multi program transport stream, the
selection section 91 selects and outputs a content of one channel specified by the user from
among contents of a plurality of channels contained in the video stream. Content data (such as
video data and audio data) of each of the plurality of channels is contained in a muiti program

transport stream. By the selection section 91 selecting a channel, only the content data of the



a non-encrypted stream the encryption section 27 encrypts the
non-encrypted stream by using the Iocal3work key. Then, the video
stream encrypted by the encryption secf%on 27 is recorded in the
recordi ng section 28. Accordingly, the confidentiality of the video
stream [QO8Q) : i j : :
decr ypt & T SREFA B the 80 SO MR RO Btk B lRRAH B PSR b8 fecttingscction
in speg%gl reproduction of a content (hereinafter referred to as

"l -pictlre containing packets"), and the obtaining section 25 obtains
time stanp values added to the |-picture containing packets, and

i nf or mell0PA#l t hat Yipgprer: when He rprsiving siesion 0 iyscavisgerovldPrograpeansport
video stream Then, with respect to the |-picture containing packets,
based ostrehine PM Tyend tdliyls vitho esspetthe plurehtyl dehseetd oo c@Bamed &t $s video stream.
pi eces of el apsed-tinme infoiniation each indicating an el apsed tine

from t hen RSV SINir6@s@hg sdtEioR ONtsERELs aﬁdf‘gut%ﬁté?a@\ﬂ“lﬁﬁd Bh €28 cBfresponding to the
el apsed-tinme information and pieces of 1l-picture information
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reference file 31 created by the creation section 26, special
reprodw@@{%%ﬁfm Hebye ﬁ@éﬁtar%%oﬂéd@a@m% Pe satien. 28y Noffuat ©F BT
the pieces of elapsed-tinme information regarding the |I-picture 26
cont ai reeRydedhiskibe tecarding section @8 comiaink e Glefamdrivmal AteesgMesdriptrs The CA
possi bl e, by using the pieces of elapsed-tine information, to easily

per f or Mesériposdaciitivs pheyositon sfale BAM Infe aideoBirenh rdxyrdedas tHeretgding
mdstreamtine of the content. Further, in a case where fast-forward

is per fs@Et’iﬁﬁz@éﬂlléﬁé, Rk Sbshidh! @Fal deyanfle %{@Wegén'dfy%ﬁd nl@ﬁ the %d%%vl%}sﬁfk@.t 0

use |-pictures | ocated at approxi mate equal I nterva

using t | apseq-tine infor i.on.. Therefare, .it.is.possipble to . .
ot £ or 08TIot b1 Loref B EIP T RO B BomRve plin i BT gRe de3etibygtin a
the difference between the tine sta val ue of the TS packet 70 and
the ti fédseoRipnsddn e vece slecamsregaiyrd by the rpeeiyypg secdionilan The Pghprogessing
a predeterm ned threshold due to a packet |oss, the creation section

26 causestianh® elrgpsdable PATsudhntharomy therPIPDegaidPM{ donesgd@dpactioahe dtinhe
be continuous to the el apsed-tine infolination regarding the TS

packet spdcifibEBPtHIuREH amorigl the PIPOSHIHE PRI Tsb faNDiedpad1ise bHadlitp Bf WEhEls is
there is a great difference in the elapsed-tinme information between
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performed by the PSI/SI processing section 92, and may be performed by the PSI/SI processing
section 96 included in the creation section 94.
[0074] The decryption section 93 extracts the ECM from the video stream recorded in the
recording section 28, by referring to the CA descriptor in the PMT recorded in the recording
section 28. Then, the decryption section 93 extracts the scramble key re-encrypted by the local
work key, from the ECM. Then, the decryption section 93 decrypts the scramble key by the
local work key, that is, decrypts the encryption of the scramble key. Then, the decryption

section 93 decrypts the video stream by the scramble key, that is, decrypts the encryption of the

video stream.



position of the scranble key in the video streamto be included in
the reference file 31. Accordingly, it 2'45 possible to easily specify
the position of the scranble key in the video streamby referring to
the reference file 31 when reproducing the content. [0083] Moreover,

the cr eﬂﬁ)b@f" sectp.ong 2R 1EAHIESstidAf iI hgttédrffr&ﬁ nigd ﬂ&?&rpln'aﬂ is&ﬁ%%@@ %%re%tign

position of the viewng limtation ormation 1 nthe vi sftream

be included Ln the reference file 31. cordingly, 1Lt . ossi bl.e t

casi Iy S5088 PYoleAs BT iehmie sl g ooits o N E? aeraficsi by
the vid ? stream. by referring to the reference file 31 when )
repr odu@? ¢y the Céotifserptor fropgap ieseesee DTERDigiteh {rapamissioniCemtens Protection)
causes the PMI information (or the ECMinformation) indicating the

posi t i otesofiptohe thePME at the mided sir¢zan inpatted fromntht ideeryptio:t deetion B ahe PSI/SI
stream 27 to be included in the reference file 31. Accordingly, it

I S possprbté&sing se@tnl 96 GRRE 4 Yok PRI ONbic8VerObastd 6n GttakicEALHc@PSI and SI in the
limtation information in the video stream by referring to the

ref erengged é&&éi%gé@eggfr&ﬁ Qﬁé)ﬁéeé ! nitsg'cflio%%t ﬁ{%tPSIﬁsg?@éc]eM%g%\éan ob Wates a

creation sectlon uses t nfouuation 1 ndircati
positio he PAT in the video s to be.included i E?Se . .
ot er entid Beledo oy TRy and 4 bﬁﬁaﬁawwﬁ OB oy absadt i peswitted
position of the PAT in the video stream by referring to the _
r ef er erf@drappliceinza paghianl - e phodltesilhghe partisloht ersated Ay the eresfinnt sectidreddt gontains
| ack of some data has occurred in the video stream it is possible to
det er m coatanh éith ef tHelvhamal sdedisd blyithetsoleatigragkadn PogEe DAT thated by the PSI/SI
di stribution server 2 having stopped transm ssion, by checking
whet herpbaRsia8RE@h Rf(HahR, PAPATARGRRR: SABMRERID of the PMT corresponding to the
selected channel), the PMT created by the PSI/SI processing section 96 (that is, the PMT from
which the CA descriptor has been deleted and the DTCP descriptor has been inserted), and the
SIT and the DIT created by the PSI/SI processing section 96.  As a result, a stream conforming
to the DLNA is obtained.
[0076] ‘The transmission section 95 transmits the partial TS created by the creation
section 94 toward the video reproducing device 81 or the video recording device 82 through the
local network 80.
[0077] <Summary>
As described above, in the video recording and reproducing device 5 according to
the present embodiment, the decryption section 24 (first decryption section) decrypts only
specific packets among a plurality of TS packets constituting an encrypted stream, and the
obtaining section 25 obtains predetermined information of the video stream, based on data
decrypted by the decryption section 24.  Accordingly, it is possible to reduce processing loads

at a time when an encrypted stream is decrypted, compared with a case where the entire

encrypted stream is decrypted in order to obtain the predetermined information of the video



[ 0086] Moreover, in the exanple shown in Fig. 4, the decryption

section 24 decrypts only a TS packet at,the beginning of the

plurality of TS packets constituting e PES. Accordingly, when
conpared with a case where all of the plurality of TS packets
constitytd.ng each PBS are decrypted, it is possible to reduce
processing | oads. [0087] Moreover, in the exanple shown in Fig. 5, the
decrypt | ecti 4 sequenti al | erforns decryption, startjng from
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constitute a PES, and ends the decryption for the PES upon detectin
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where all of the plurality of TS packets constituting a PBS are

decr ypt edryptéd bysthpeasiyblien sative 8l derepsrded® &stihogedoadiflg secfion 381 Makemdiigly,
by swi tching, under the control by the control section 22, the manner

of the GRGrvPdambRALYAIKTBIHWRY oldR1eESPIMPIA@bSRELIRBed FronDthe video stream is
accordance with the conpression nethod of the video stream 1t Is
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referring t8 the reference file 31 creaﬁed by the creation section

; y | . )
26, spetF¥rdr eptERfics sRCTypted HecadprRceined BX thayecaxiag syctiprr20ds pregrded in the

Further, 28 pieces of elapsed-tine information regarding 1-picture
cont ai riepgydpgcketian 2§. e Aonrdnglrdt isposdidletetatente frodessiBd loads, compared with
Accordingly, by using the pieces of elapsed-tine information, it is

possi bl £cdse whasd dnyereefphed sitchinTe os@alceh, pidcandl BEn ERpyNELISINIbRusATRNbCeal
by specifying a mdstreamtinme. Further, when fast-forward is

performggkq¥§§?¥ggapﬁgga%@gjty'of | -pictures, it is possible to use

| -pictures p ioned at approxinately equal tine intervals, by using
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a non-encrypted stream, the encryption section 27 encrypts the non-encrypted stream by using
the local work key. Then, the video stream encrypted by the encryption section 27 is recorded
in the recording section 28. Accordingly, the confidentiality of the video stream can be secured.
[0080] Moreover, the decryption section 24 decrypts TS packets that respectively contain
I-pictures to be used in special reproduction of a content (hereinafter referred to as "I-picture
containing packets"), and the obtaining section 25 obtains time stamp values added to the I-
picture containing packets, and information that indicates the positions of the I-pictures in the
video stream. Then, with respect to the I-picture containing packets, based on the time stamp
values, the creation section 26 creates pieces of elapsed-time information each indicating an
elapsed time from the beginning of the content, and causes the pieces of elapsed-time
information and pieces of I-picture information indicating the positions of the I-pictures in the
video stream, to be included in the reference file 31.  Accordingly, by referring to the reference

file 31 created by the creation section 26, special reproduction of the content can be easily

performed. Further, since the pieces of elapsed-time information regarding the I-picture



[ 00901Mor eover, pieces of elapsed-tinme information each indicating an
el apsed tine fromthe begi nning of the:ﬁpntent, and pi eces of

| -picture information indicating the positions of the I-pictures in
the streamare contained in the reference file 31. The reproduction
sectio : [ d ' : '
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el apsed-ti 4 nf.ormatj.on included.in the reference file 31, th
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Mor eover, when performng fast-forward by using a plurality of
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approxi mately equal tinme intervals by using pieces of el apsed-tine
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[ 0091] Mor eover, according to the nodification shown in Fig. 9, the

creat i Qimé 8Révan, %s‘f»ﬂ%@b eRipfedi®ie Vil (B8Rt eaMeichat, i514 doSsiblgo b&gsHn
networ k 80, based on the video stream decrypted by the decryption

sectio%n%%ﬂgﬁgﬁﬁggagpcryption section), and the transm ssion section
95 transmts the new video streamcreated by the creation section 94

t owar d her apparatus through_the | pcal network 80. For exanple,

as desdﬁﬁ%@d abo <¥%W$%f%?e%m3%5ﬁ%9tw c @BBH%?@EGFﬁpﬁﬁn time stamp value
reproduci ng device 5 is applied to the home network system 85

st r uct uifdlee by pagkshy Qendibs tareagtansp ¥plug ofilerT SDpadket Tlhis geeateatthanrorsqualiton
94 creates a partial TS that conplies with DLNA, based on the video
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content recorded in the recording section 28 can be distributed to
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be transferred to the video recording device 82 29 1n the hone

net wor £ . Q Mog eover ., thhe PSI/ Sl processing section 96
(rab o SREERERCTS prcher o) eFtThenoiT R i bio BhaR FoTh Ao FEbe Jikar o
net wor k 80, . hased _on a PMI contained.in the video streamrecorded in
the red8fddHEETERER Bis Sapsedgimsripforgayon bywee eipregng afiar thepesitipn of the
fromand inserting a DTCP descriptor to the PMI contained in the

vi deo sicewmnce ef tegadkdt hoss he Theetorgiinig pssaitle cnp@&rmespeenal epfodnbiain of the
conplies with DLNA can be created. In addition, the PMI contained in

t he vi deftest WRRGOtLEE PiobREN.DY the receiving section 20 (that is, the
PMI contai ning the CA descriptor) is recorded in the recording

sectio r[(}(?%éyp‘? ? 8 mrﬁg%;tgé E&%at‘fjcﬁ{:ge)éﬁf)ﬂ 98 C%,ggg Izh% %tﬁ%g B & iﬁﬁfca@rﬁ t(l)le

scranbl'e eo Sstreamrecor recordi ng se n
28 by referri to t CA descriptor in the PMI,. and as. a result, can
decrypPoten oF e Sl ot Ca RyeeBt butanr Ui Bg thes e Ll 31
according to the nodifjication shown in Fig. 9, anong contents of a
pl ur al iAogorsinginahis @pssible e gastlispeniyabe pesieamelibe saepblediengn the itk stream
content of the channel selected by the selection section 91 is
r ecor déxt referripetonlecafdaeng He 6t ivdrn 2&rodatny ik rghignt. by the decryption
section 93 decrypting the video streamrecorded in the recording
sectionogdl) a stiRAMBRTR Helithicbhiord 56 cAANARE PRET idfSrmAiodlih&@Mng the
containing only the content of one channel) can be obtained. In
eQ_stream

addition--ﬁh Qmpare i.t.h a case. wher.e a,vi C gﬁai in

cont onPasPNEF SEIRARE Jlin BRGNS o B AR R IR iR Mrence

sectio? 2 recorging papacL%Y necessary to record the video stream

can be e Lcezac_:cor ingly, it 1s possible to eastly specify the position of the viewing limitation
information in the video stream, by referring to the reference file 31 when reproducing the
content.

[0084] Moreover, the creation section 26 causes the PMT information (or the ECM

information) indicating the position of the duplication limitation information in the video stream



[ 0094] Mor eover, according to the nodification shown in Fig. 9, the
PSI/ SI processing section 92 (table prﬁﬁﬁssing section) creates a new
PAT that corresponds to only the conte of a channel selected by the
sel ection section 91, anpng the contents of the plurality of
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contents of channels that 30 were not selected) are recorded in the
record|Wbﬁk@éﬁﬁéﬁngﬁwqqmﬂﬁecord|ng capacity necessary to record the

vi deo stream can be reduced. [0095] Note that, in the above, a video
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devi ce) having both of a video streamrecording function and a video
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i nvention can be applied to a video recordi ng device (cont en
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reproduc g d e) that has, a reproducing function but does not have

a recoﬂ@% 3“?Eﬁ%§]ﬁﬁﬂnNﬁF%BW5%t he poryterd. AS@rEPHL BemB &gk of ey datgdas
1-pictures are used for perform ng special reproduction. However, the
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P-pictures may be used in addition to the I-pictures, and further,
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accordance with the video or the content. [00 6]hbte that the
enbodi Bt §,sFes¢ g&iare to be conS|dered in all respects as
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t her ei rt TOPSER thahecomingpf RephreNre! ClaracrERstituting each PES.  Accordingly,

when compared with a case where all of the plurality of TS packets constituting each PES are
decrypted, it is possible to reduce processing loads.

[0087] Moreover, in the example shown in Fig. 5, the decryption section 24 sequentially
performs decryption, starting from a TS packet at the beginning of the plurality of TS packets
that constitute a PES, and ends the decryption for the PES upon detecting a predetermined end
position. Accordingly, when compared with a case where all of the plurality of TS packets
constituting a PES are decrypted, it is possible to reduce processing loads.

[0088] Moreover, by switching, under the control by the control section 22, the manner of
the decryption performed by the decryption section 24 in accordance with the compression
method of the video stream, it is possible to perform optimum decryption in accordance with the
received video stream.

[0089] Moreover, by the reproduction section 29 referring to the reference file 31 created

by the creation section 26, special reproduction of the content can be easily performed. Further,



[ 0097] 5 video recordi ng and reproduci ng device 12 program 20
receiving section 21 detection sectionéﬁg control section 23
extraction section 24 decryption secti 31 25 obtaining section 26
creation section

pieces of elapsed-time information regarding I-picture containing packets are contained in the
reference file 31.  Accordingly, by using the pieces of elapsed-time information, it is possible to
easily perform time-search play for reproducing a content by specifying a midstream time.
Further, when fast-forward is performed by using a plurality of [-pictures, it is possibie to use I-
pictures positioned at approximately equal time intervals, by using pieces of elapsed-time
information. Accordingly, smooth fast-forward can be performed.

[0090] Moreover, pieces of elapsed-time information each indicating an elapsed time
from the beginning of the content, and pieces of I-picture information indicating the positions of
the I-pictures in the stream are contained in the reference file 31. The reproduction section 29
performs special reproduction of the content by referring to the reference file 31. Therefore, by
using the pieces of elapsed-time information included in the reference file 31, the reproduction
section 29 can easily perform time-search play. Moreover, when performing fast-forward by
using a plurality of I-pictures, the reproduction section 29 can use I-pictures located at
approximately equal time intervals by using pieces of elapsed-time information, and thus, can
perform smooth fast-forward.

[0091] Moreover, according to the modification shown in Fig. 9, the creation section 94
creates a new video stream that suits the local network 80, based on the video stream decrypted
by the decryption section 93 (second decryption section), and the transmission section 95
transmits the new video stream created by the creation section 94 toward another apparatus
through the local network 80. For example, as described above, in a case where the video
recording and reproducing device 5 is applied to the home network system 85 structured by
apparatuses that comply with DLNA, the creation section 94 creates a partial TS that complies
with DLNA, based on the video stream decrypted by the decryption section 93.  Accordingly,
the content recorded in the recording section 28 can be distributed to the video reproducing

device 81 in the home network system 85 or can be transferred to the video recording device 82



27 encryption section 28 recording section 29 reproduction section 30

video stream 31 reference file 91 sel ecfj on section 92, 96 PSI /S|

processing section 93 decryption section 94 creation section 95

transm ssi on section
in the home network system 85.
[0092] Moreover, the PSI/SI processing section 96 (table processing section) creates a
new PMT that suits the local network 80, based on a PMT contained in the video stream
recorded in the recording section 28. Accordingly, by deleting a CA descriptor from and
inserting a DTCP descriptor to the PMT contained in the video stream recorded in the recording
section 28, a new PMT that complies with DLNA can be created. In addition, the PMT
contained in the video stream received by the receiving section 20 (that is, the PMT containing
the CA descriptor) is recorded in the recording section 28.  Accordingly, the decryption section
93 can extract a scramble key from the video stream recorded in the recording section 28 by
referring to the CA descriptor in the PMT, and as a result, can decrypt the video stream without
any problem.
[0093] Moreover, according to the modification shown in Fig. 9, among contents of a
plurality of channels, only the video stream corresponding to the content of the channel selected
by the selection section 91 is recorded in the recording section 28. Accordingly, by the
decryption section 93 decrypting the video stream recorded in the recording section 28, a siream
complying with the DLNA (that is, a stream containing only the content of one channel) can be
obtained. In addition, when compared with a case where a video stream containing contents of
a plurality of channels are recorded in the recording section 28, recording capacity necessary to
record the video stream can be reduced.
[0094] Moreover, according to the modification shown in Fig. 9, the PSI/SI processing
section 92 (table processing section) creates a new PAT that corresponds to only the content of a
channel selected by the selection section 91, among the contents of the plurality of channels.
The new PAT created by the PSI/SI processing section 92 is recorded in the recording section 28.

Accordingly, when compared with a case where the PAT contamned in the video stream received

by the receiving section 20 (that is, the PAT containing information of contents of channels that



32 CLAIMS [Claim 1] A content receiving device conprising:

a receiving section that receives a strgamin which data of a content
containing video is divided into a plurality of packets;

an extraction section that extracts, in a case where the stream
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decrypting the encrypted streamfromthe strea

decryption ction that decrypts,. by using the key, only a specific
packet %ﬁ%ﬁgg?ﬁgh%ﬁﬁ?gT??yEH%Bﬁﬁgkets; and an obt ai ni ng
section_that obtains predeterm ned information of the stream based

on dat al%&) ypt edVely thabantthe ahoveecyigen resprdingcandgaprofagiag fde2gerisentent

content receiving device according to claiml1, further conprising:
an encrigptivimg and c¢produciipdeversg hyyphs botheflkeydexteamtrechritipng tiivection and a video
extraction section, by using a unique key of the content receiving
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encrypted by the encryption section is recorded in a recording
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have a reproducing function, and to a video reproducing device (content reproducing device) that
has a reproducing function but does not have a recording function. Moreover, in the description
above, only the I-pictures are used for performing special reproduction. However, the present
invention 1s not limited to this example. For example, the P-pictures may be used in addition to
the I-pictures, and further, information necessary for special reproduction may be used in
accordance with the video or the content.

[0096] Note that the embodiments disclosed are to be considered in all respects as
illustrative and not restrictive. The scope of the invention is indicated by the appended claims
rather than by the foregoing meaning, and all changes which come within the meaning and range

of equivalency of the claims are therefore intended to be embraced therein.

DESCRIPTION OF THE REFERENCE CHARACTERS
[0097] 5 video recording and reproducing device
12 program
20 receiving section
21 detection section
22 control section
23 extraction section

24 decryption section



the content receiving device is connected to a predeterm ned | ocal
networ k, the content receiving device fyrther conprises:

a second decryption section that decrypts, by using the key, the
encrypted streamrecorded in the recording section; a
creation section Ashapbigin@mtRstich Nnew stream that suits the | ocal
networ k, based on the stream decrypted by the second decryption
section; and 33 . . a transm ssion section that transmts
t he new stream cr2e6at Ceraatf)oﬁ1 Steﬁtéoncreati on section toward anot her

appar at us througg'the | ocal network, and the creation section

i ncl udes 7 encryp{longBEOtyr ocessi ng section that creates a new
PMI that suits the local network, based on a PMI (Program Map Tabl e)
cont ai ned in the Z8ncreppdeng ssetiasam recorded in the recordi ng section.
[Cl ai m4] The content receiving device according to claim3, further
conpri si ng: 29 reprodacts@l ®efidéron section that selects, in a case
where contents of a plurality of channels are contained in the stream
recei ved by the rﬁc%iggﬂgreggpti on, a content of one channel from
anong the contents of the plurality of channels, wherein

only the encrypt%g stﬁean1t at corresponds to the content of the
channel sel ect ed by FHEEEIEEt i on secti on, anong the contents of the

plurality of channels, is recorded in the recording section.
91 selection section

92,96 PSI/SI processing section
93  decryption section
94  creation section

95 transmission section



[Cl ai m5] The content receiving device according to claim4, further
conpri si ng: a table procesz#gg section that creates,
based on a PAT (Program Associ ation Ta ) contained in the stream
recei ved by the receiving section, a new PAT that corresponds only to
t he content of the channel selected 4 sel ection section anong
the contents of the plurality of channel's, wherein the new PAT is
recordeg%in gfe r&cordin secti.on. £C1a1n16]The content receiving
devi ce Stedt d ng 4 SOUFHITHTELIPE QP YRR rORRARE si ng: an
encryption section that encrypts, in a case where the streamreceived
by the receivi ng &EeeiViea spdion thyeeames wptreamsa igh dathel homtent contpingd:
stream by using the unique key of 34 the content receiving device,
wher ei nvitibeisstividedrinene phupdlagd obyadkes; encrypti on section is recorded in
the recording section. [Caim 7] The content receiving device

according to cl aigRekirabitnl R6%orLAIPEIRLRN a case where the sifeaf] 8LV by tqe
section that creates a reference file to be referred to when speci a

repr Od%&éigﬂlg%recﬁorﬁqs %Qﬁc@?ﬁte& §tré)ﬂ,faq(rer}mfgf dev(\:llf'yefvtti%izg The encrypted stream from the

stream;

a first decryption section that decrypts, by using the key, only a specific packet
among the plurality of packets; and

an obtaining section that obtains predetermined information of the stream, based

on data decrypted by the first decryption section.

[Claim 2] The content receiving device according to claim 1, further comprising:

an encryption section that encrypts the key extracted by the extraction section, by
using a unique key of the content receiving device, wherein

the encrypted stream containing the key encrypted by the encryption section is

recorded in a recording section.

[Claim 3] The content receiving device according to claim 2, wherein
the content receiving device is connected to a predetermined local network,
the content receiving device further comprises:
a second decryption section that decrypts, by using the key, the encrypted
stream recorded in the recording section;
a creation section that creates a new stream that suits the local network, based

on the stream decrypted by the second decryption section; and



the first decryption section decrypts, as the specific packet, a
predet er mi ned packet containing a predg%;rnined type of picture to be
used in the special reproduction of thecontent, and t he
obt ai ni ng section obtains, as the predeterm ned information, tine

information added tq ¢hemREBAGEAIH tﬂaqra%ghgﬁhe%qf gﬂ%&ﬁf&@a&é&@ {he creation

indicating a position of the predetennined type of picture

stream regardi.ng th r edet erm ned packet, the

creati osr?%@(g%ﬁ“gﬁd 31?°eﬂéetlrea§?§r%é§ggg3@ &’ﬁgoctagﬁﬁtwloﬁml?’(ﬁlp tion, elapsed-tine
information indicating an el apsed tinme fromthe beginning of the
content, and cau§E%mFW¥K€W§%@bﬂmhﬂﬁ% information and the information
indicating the position of the predeterm ned type of picture in the
stream to be i ncl udedableptoeessimef erémceaf ¢reges § Gha PV Bilhikhsuitsahd B4l network,
recei ving device according to claim?7, wherein t he

pr edet efagtd66la PR (roG@nt Miap Tablef édrsdindd RABE BN fEdstRaGKREodded WHneh
first tinme information is added, and a second predeterm ned packet,

which fallaws &h&,first predeterm ned packet, and to which second
time information 1s added, and the creation section

creates, regarding the first predeterm ned packet, first el apsed-tine
i nformati on based on the first time info' nation, creates, regarding
the second predeterm ned packet, second el apsed-tine 35 information
based dflaifetlsecdig conteet reefivingulevien aceanding to claim 3, further comprising:

a selection section that selects, in a case where contents of a plurality of channels
are contained in the stream received by the receiving section, a content of one channel from
among the contents of the plurality of channels, wherein

only the encrypted stream that corresponds to the content of the channel selected
by the selection section, among the contents of the plurality of channels, is recorded in the

recording section.

[Claim 5] The content receiving device according to claim 4, further comprising:

a table processing section that creates, based on a PAT (Program Association
Table) contained in the stream received by the receiving section, a new PAT that corresponds
only to the content of the channel selected by the selection section among the contents of the
plurality of channels, wherein

the new PAT is recorded in the recording section.

[Claim 6] The content receiving device according to claim 1, further comprising:
an encryption section that encrypts, in a case where the stream received by the

receiving section is a non-encrypted stream, the non-encrypted stream by using the unique key of



creates, when a difference between a value of the first tine
information and a value of the second tj'4rre information is greater
than or equal to a predeterm ned threshold due to a packet |oss, the
first elapsed-tinme informati on and the second el apsed-tine

i nf or meg, @BnitNatcbife QOMLE \MRYSLt 0 each other. [C aim 9] The content
recei ving device according to claim7, wherein in a case

where the streamyreceived by the receiving section is an encrypted .
stream the crea h|eos(r%1re%n[elc F%ﬁtegalysté% el?ciﬂ'%tf(%ﬁefs%?‘}] 1568?06%\?‘?@ r%@@ﬂ% Bton.
of the key in the streamto be included in the reference file. [Claim
101The content receiving device according to claim7, wherein

in a case where the streamreceived by the receiving section contains

vi ewi ngQlaim Tlat i drheicofiennetéivmgfderict hecording émtlairn hefuctheatdnemissact i on
causes information indicating a position of the viewing [imtation

information in theredioaatrtd e ddidsudetrimtetetd Bf REQRER0 fhks special
[Caim111The content receiving device according to claim?7, wherein

in a Ce\%ﬁro\ﬁﬁcﬁfoidf%e §&ﬁ§ﬁ?§ é&ﬁ)%\é&q?d@feihhe recei ving section contains
on 0

dupl i cat Imtation 1n mati on for the content, the creation

section causes info i on indicati a posi.tion qf the dupljcatio
limtation infor ngi ﬁ%ﬁh‘?%mff%‘ ngtf‘g'ac%%’fyé’tgés M SPEdEe PR ef’ﬁé”?‘i?’f%?l e
file. [Claim12] The content receiving device according to claim?7,
wher ei rpacket containing ¢ predeteEningd iy @é picoire ¢a be vsediin v spacinbmspiodditiat dfiibe

a position of a PAT (Program Association Table) in the streamto be
i ncl udexbnient,tathé reference file. 36

the obtaining section obtains, as the predetermined information, time information
added to the predetermined packet and information indicating a position of the predetermined
type of picture in the stream, and

regarding the predetermined packet, the creation section creates, based on the time
information, elapsed-time information indicating an elapsed time from the beginning of the
content, and causes the elapsed-time information and the information indicating the position of

the predetermined type of picture in the stream to be included in the reference file.

[Claim 8] The content receiving device according to claim 7, wherein
the predetermined packet contains a first predetermined packet to which first time
information is added, and a second predetermined packet, which follows the first predetermined
packet, and to which second time information is added, and
the creation section
creates, regarding the first predetermined packet, first elapsed-time
information based on the first time information,

creates, regarding the second predetermined packet, second elapsed-time



[Cl ai m13] The content receiving device according to claim1l1, wherein

in a case where a conpression nethod eby one PES (Packetized

El enentary Stream ) contains one type of picture is enployed as a
conpression nethod for the stream the first decryption section

dect y Pt & @l¥iof pRAAKAUNL QEBAPHrRlnfoliERRGLANI ng among a plural ity of
packets constituting a fc¥%|n1l4 Thé content receiving device
according to claim1

conpr essi on net hod Hﬁ?harﬁﬂh%d%%@ﬁﬁéédfﬁﬁaﬁé?@f&ﬁﬂEﬁ@ﬁEWP&PVb%E¥EEﬁPda
to contain a Iurallty of types of pictures is enployed as the

conpr esélwholibe prsand smer porvpianimeredie thary ereqyalde wiredstergdad threshold due to
sequentially perforns decryption, starting froma packet |ocated at

t he begi pavkagosd, the fpkuelapsed-yinef inframkebs ambihs tsedont] ichpsad- P8, infandatemdiat are
the decryption for the PES upon detecting a predeterm ned end

posi ti agyntih&hitgeddl kg content recei ving device according to claim

1, further conprising: a detection section that detects a
conpression nethod for the streamreceived by the receiving section;
and a control section that controls the decryption

erfor by the first decr IIO section, based result of the
8etectﬁ@ﬂmgéﬂforﬁ%HCBQeFH@C @ﬁagﬁﬁ@Pgﬁjdﬁﬁ%?éWﬁﬁEHUer contro
by the control section, the flrst decryption section

decrypts, in a caee cm}eﬂraﬂ@cﬁﬂpa@gmmdmth@ebcm@rgeﬂwhmn@ apBgcrypted
(Packetized El ementary Stream contains one type of picture is

enpl oy edieas, theeredtpsasisheaudeinfondtion ihdieatiig epuritioan YhakPeiakes stream to
| ocated at the beginning of a plurality of packets constituting a

PBS, angnﬁggggﬂgﬂ%}a%&mggﬁﬁns decryption, in a case where a
conpr essi on net hod

[Claim 10]  The content receiving device according to claim 7, wherein
in a case where the stream received by the receiving section contains viewing
limitation information for the content, the creation section causes information indicating a

position of the viewing limitation information in the stream to be inchuded in the reference file.

[Claim 11]  The content receiving device according to claim 7, wherein

in a case where the stream received by the receiving section contains duplication
limitation information for the content, the creation section causes information indicating a
position of the duplication limitation information in the stream to be included in the reference

file.

[Claim 12]  The content receiving device according to claim 7, wherein
the creation section causes information indicating a position of a PAT (Program

Association Table) in the stream to be included in the reference file.



37 allows one PES to contain a plurality of types of pictures is
enpl oyed as the conpression nethod forjghe stream starting froma
packet | ocated at the begi nning of a plﬁhality of packets
constituting a PES, and ends the decryption for the PES upon
detecting a predeterm ned end position. [Claim 16] A content receiving
devi ce, conpri sing: a receiving section that receives a

stream i .whj.gh ta o cantent containing video is divided into a
pIuraIi$§b%ﬁtﬁao%ﬁF§?n&ngﬁmmvmngvﬁe8@5?9ﬁgg%ﬁm§%itW§ﬂe¥%at decrypts,
anong the plurality of packets, a predeterm ned packet contajnin? a
predet er mi ned typ26psepivkerep sompreseon srethadwhgsely ene RishPagkatized Klapfentary
the content; an obtaining section that obtains, based on

dat a de¥treppt eabnkaing dree tgipe ofypttucnis seplaved as hicompias§ion netlicdfoatdadetm, the

t he predeterm ned packet and information indicating a position of the

pr edet el Rl piivR8eQfonRiceiytstonla bikeblot8RIkt BB Beginning among ag)lurality of
creation section that creates a reference file to be referred to when

speci al I he content is perforned, wherein
regard#ﬁgﬁﬁigﬂgﬁg%§@é$ﬂ¥%ed packet, the creation section creates,

based on the tinme information, elapsed-tine information indicating an
el apsed tinme fromthe beginning of the content, and causes the

el apsed-tine information and the information indicating the position
of t he [plaaetddr mihegonipplereedivipy device a¢aerding testlpimain wierbie i ncl uded in
the reference file. [Claim17] A content reproduci ng device

conpri si ng: in a case wher€ptQEp@bdioNnmariditba dlbat ohe€PES dRakstizddas ed
on a stream of data of a content containing video, the streamread

from a mEesasel Mrcaff b Ofhthil aMlinGliy b MY SAIrpiiRed SEiGANSehd dd
t he strean1argnggcorded, ﬁhgﬂgén jﬂ&ﬁg v éﬁﬂ@%: ﬁﬁéﬁ%%n
method for the stream, the first decryption section sequentially performs decryption, starting

from a packet located at the beginning of a plurality of packets constituting a PES, and ends the

decryption for the PES upon detecting a predetermined end position.

[Claim 15]  The content receiving device according to claim 1, further comprising:

a detection section that detects a compression method for the stream received by
the receiving section; and

a control section that controls the decryption performed by the first decryption
section, based on a result of the detection performed by the detection section, wherein

under control by the control section, the first decryption section

decrypts, in a case where a compression method whereby one PES

(Packetized Elementary Stream) contains one type of picture is employed as the compression
method for the stream, only a packet located at the beginning of a plurality of packets
constituting a PES, and

sequentially performs decryption, in a case where a compression method that



38 the reference file contains el apsed-tinme information
i ndi cating an el apsed tinme fromthe begjnning of the content and
information indicating a position of a%arr]edetern‘i ned type of picture
in the stream and t he reproduction section perfoins
speci al r i - 1 f.the t 1 t-ype
of pi ot o T GRoflait {0 FARY SEDpRYOHRRLR i RpBLR ST TASESNED,
repr oduci evjce according.to clajm 17, wherein. . . th
r epr od P Gk PERTh &l tggom ket dpFatean glregtpf%au@a ofee RIHRhRl s ets
the special reproduction of the content b}; using a plurality of the
pr edet esomsiating ¢ P& Sofnduingis theedech yptian éer the PES mpor dateciéga prgdeterminedend
intervals. [Claim19] A content receiving and reproduci ng device
conpr i spasgiont he content receiving device according to claim1; and
t he content reproducing device according to claim17. [Claim?20] A
content receiving nethod conprising the steps of: (A
receiving a streamin which a content containing video is divided
into a ural .ty of packets:. . . .(B) extracting, in a case
where t éalﬁiééam%%%g?]@éﬁefvﬁng ﬁeeW%et’g?)m?IAﬁn(‘%s an encrypted stream a
key for decrypting the encrypted streamfromthe strea o
(C) decrypting, BycerYiagseqventiad) recshiey agtregsa én wh@hpiawgta WREAGC@ning
plurality of packets; and

video 1s divided into a plurality of packets;

a decryption section that decrypts, among the plurality of packets, a predetermined
packet containing a predetermined type of picture to be used in special reproduction of the
content;

an obtaining section that obtains, based on data decrypted by the decryption
section, time information added to the predetermined packet and information indicating a
position of the predetermined type of picture in the stream; and

a creation section that creates a reference file to be referred to when special
reproduction of the content is performed, wherein

regarding the predetermined packet, the creation section creates, based on the time
information, elapsed-time information indicating an elapsed time from the beginning of the
content, and causes the elapsed-time information and the information indicating the position of

the predetermined type of picture in the stream to be included in the reference file.

[Claim 17] A content reproducing device comprising:
a reproduction section that reproduces, based on a stream of data of a content
containing video, the stream read from a recording section in which a predetermined reference

file and the stream are recorded, wherein



(D) obtaining predetermned information of the stream based on data
decrypted in 39 [Caim 211A program f causing a conputer included
In a content receiving device to functi as: recei vi ng
means for receiving a streamin which data of a content contai ning

video is divided h@?&el‘.@n&l ﬁ'l'é%é}éttay\ﬁgiagg%ﬁéﬁte?ﬁformation indicatameg)é%/nr{}%sieg Bme

means for extracting, In a ca streamrecelrve

receivi ans.is an.encrypted stream. a. key .for decr ing.the .
encryptggﬁgF?Bﬁﬂ@??%ﬂf&ﬁéoé¥PE§WﬂnOnnm“mlnI%%E%?9%??@%8%%@%gaF%WmedQme
decrypting, by using the key, only a specific packet anong the

pl ur al i eipigrgachesteamg aad obt ai ni ng neans for obtaining
predeterm ned information of the stream based on data decrypted by

the decryption meheigeproduction section performs special reproduction of the content by use of the

predetermined type of picture, by referring to the reference file.

[Claim 18]  The content reproducing device according to claim 17, wherein
the reproduction section performs, based on the elapsed-time information, the
special reproduction of the content by using a plurality of the predetermined type of pictures

located at approximately equal time tervals.

[Claim 19] A content receiving and reproducing device comprising:
the content receiving device according to claim 1; and

the content reproducing device according to claim 17.

[Claim 20] A content receiving method comprising the steps of:

(A) receiving a stream in which a content containing video is divided into a
plurality of packets;

(B) extracting, in a case where the stream received in the step (A) is an encrypted
stream, a key for decrypting the encrypted stream from the stream;

(C) decrypting, by using the key, only a specific packet among the plurality of
packets; and

(D) obtaining predetermined information of the stream, based on data decrypted in

the step (C).
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[Claim 21] A program for causing a computer included in a content receiving device to

function as:

receiving means for receiving a stream in which data of a content containing video

is divided into a plurality of packets;

extraction means for extracting, in a case where the stream received by the
receiving means is an encrypted stream, a key for decrypting the encrypted stream from the

stream;

decryption means for decrypting, by using the key, only a specific packet among

the plurality of packets; and

obtaining means for obtaining predetermined information of the stream, based on

data decrypted by the decryption means.



