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WD 2005/ 034025 PCT/ SG2003/ 000239 1 | NDI VI DUAL
| DENTI TY AUTHENTI CATI ON SYSTEMS Field of the

wo pasns40en 5 The present invention relates to PCT/SG2003/000239

i ndi vidual identity authentication systens, in
particul ar visual authentication systens that conpare
data froma single picture of an individual wth data
in a database to authenticate the individual's

| dent i ty.niRvROCRSr OUNGrATy ARATIIVPRIAPION RYiHIEMSS! |
access to certaln areas, whetner burl dl ngs, roomns or
ot her places was generally controlled by a human

E;% rfd sfanding outside the restricted area, or through
vgRtl ysi cal keys, |ock conbi nations, sw pe
cards and/or access codes. The problem 15 with guards

is that they are expensive, potentially corruptible
and Genpresdnt invienkdf feddtestp indiTidealgdensity puthenticatiby systeahs, in

Kk sw pe cards..and other forns o si cal .access
o asoSaP SRR Fe e G R £ ShefP iR L an
ingivadi RN wit B intaQla@ibhed © a@thefBRitSthe iddiGidullr LiakAtRyW t h

| ock conbi nations and access codes is that they too

can be stolen or told to others. There is no

ngﬁpoqﬂh%?tﬁehggeﬁ%? person using the keys-or codes etc
orised to use them To overcone

these problens it has recently been suggested that

access_be allowed based on sone form of biometrjcs

scaniD i pastiarerss iggriae arsas WgEicp PPHAIngS: sonmet or efherinlaces was
R on AN PhARAE EEEL sBhdfig STRIMG oML, Br through the
usgiof physcal keyps, lavkeombitmtipos, smipeadakds andrfares@esndodey. The problem

RTS8 B8 e o Ay R
Tm‘?:ﬁﬁlenf WitH Phiéd) 'ke%d', kivpe cMRIs@Rd dfdr FRaR cﬁ'?ogyﬂbé&@ﬁ@es% ccl)evices
Wi

) one and that they are very difficult copy.
isteatdheyrcan br damegedadest Torgotton) stadery givvenrie ofticossoraopisds The
eNRy h Sl 4 T y B 0f t.en have to_al | ow
o SEE TRy ol e ST OR BE BB Bt
othas. Thastiane guarshicd tHaatieglerso ue@githe Reystof CodastEinaiRison
need to cope with changes to hairstyle or colour,
athorsgd 19 wsedh@Bt acl es, the presence of bags under a
person's eyes froma bad WD 2005/ 034025
PCT/ S&003/ 000239
To overcome these problems it has recently been suggested that access be allowed

based on some form of biometrics scan. Thus there may be a fingerprint scanner, an iris
scanner, a voice recorder or a camera to compare a fingerprint, iris picture, voice
recording or picture of a face with potentially corresponding information held in a
database. If a match is found, then access is allowed. The advantage of this is that one’s

fingerprint, iris, voice and face are always with one and that fhey are very difficult to

copy.

However, the software behind many biometrics access systems is imperfect. The
systems often have to allow for variations in the input data for the same person. For
instance, with facial recognition the system may need to cope with changes to hairstyle or

colour, change to spectacles, the presence of bags under a person’s eyes from a bad
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2 night's sleep, or a different angle between the face

and canera. Voice recognition needs to cope with
waomsos2havi ng a col d. Such probl ens are | essPCT/REL09P3/000239

with fingerprint or iris rexognition; however, those

5 suffer from other disadvantages. For fingerprint

Ltion,. user .has tao, have a enpt ¥, hand and.

ofefE ERReD. R A HEPSSREL: BBocnthe BEF 2B cpR R it o Shlicp needs
tdeupd vaEaNsda®ont heahy gabNt and the fingerprint scanner

can soon get dirty. If the people using the scanner

are factory workers or otherwi se prone to dirty hands,

t hei ' [ . | e. the. .

1 noSvth PRBIeBERS B ey S A0 F RSkl hgpever, those

sufférdrone ethgnilisadvantages. tHee flagerprifbfec gniti@Beuhias to have an
spectacles and stand ¢lose to a canera. Again,_ this

cRgly hped apd tweh rieamer fagrrernial dugetion. Hneptymgang sthayd sen be
iRHhTidUhd fie Qﬁl%@l{fiﬁgg %{a@ﬁﬂﬁn b é&ﬁﬁrltﬁ. gl?“;ﬁg/e %-B{ﬂhe using the

over cone sone o ens, partic
sfanvéradre fretoy motkernor athemviselirosy &1t dirty hardp thresr fhgpyirhitagay be
nor for, ex le.in terns of an, access .code, a.radio
unieadibls ! e BREorprintieraReT FieY) o) Jritg e AWk iSo FoRin regpenition,
tHel 1 R8MhA336 bnvelad® shidiflest MAGRMEIIIR tdhabame P&%gf'e, @lis bah be

.authorised. However, as before, such cards can
ingapeayéant, dspeeiallyfasthgoeanasra nay bstqiite how Thaggominywlatecthel shastest
uga qui te expensive. Thus these systens are not w dely

uSed 1in conferences or other short termevents. 20

The additional access code, RFID tag, sw pe card or

ot her systens also _add to the costs. %\Ji te often_the

two detyerspmgspme of the nreblems, patienlarhevith facial pprogaition, some

‘ s : .

it 450550 Mtendlf oD PR iyBi ol OFHH A0HR0BE, Ao
frdgencyidentificitba{RFID cap) oswipa caldy & fladlj @ed otlthedike] 0rconfirm that

for instance as_are described in: US Patent
(e SF0R3s FOPINST. HOP351s G9beIPEs h o sn ke damperd: o doreotien
of QoKH! THEYAso el 16 Be ffikAEGRndife. PREdsAhEse G SEMHE td M widely used
_apparatus; US Patent Publication No. US 6,038, 337,
inj epnfrrenasn on athishoht tamooyents Lawr ence 30 et al, which

descri bes a nethod and apparatus for object -
recognition; [Bunke et Bluhler, 1993] Bunke, H et

Bl uhirae additioal 9&3}s coePREFIAtdg0Bwipk carkiiiofbidr ¥RétemShlsb AEd to the
Mat ching to 2D Shape Recognition. Pattern Recognition,
COsgs. ften the two sets of apparatus come from different suppliers and there ma
. y

be problems linking them together and they cost more to maintain.

Some approaches to determining identification involve object detection, for
instance as are described in:

US Patent Publication No. 4,972,499, issued on 20 November 1990, to Kurosawa,
which relates to pattern recognition apparatus;

US Patent Publication No. US 6,03 8,337, issued on 14 March 2000, to Lawrence
et al, which describes a method and apparatus for object recognition;

‘ [Bunke et Bluhler, 1993] Bunke, H. et Bluhler, U. (1993). Application of

Approximate String Matching to 2D Shape Recognition. Pattern Recognition , 26 : 1797-
1812; and
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1812; and WO 2005/ 034025 PCT/ SG2003/000239 3 [Luo et

Dinstein, 1995] Luo, H, et Dinstein, | (1995). Using
woeeososioehal Mat hemati cal Morphol ogy for SepaPel/s6moshH00239

Character Strings from Texty G aphics. Inmage. In

Shape, Structure and Pattern Recognition - Post-

G rucEe SSiine fATSRLEau T o Ditig 2 450’ (siRE Disgpyonat
Mheasat&APMopphoddily. fol0éddatidfl (FWHatdctor SHBR AR TORGGRPhics.

to determning identification involve readi &g syst ens

Ipgge. In Sheiren éﬁbﬁm@éf&ﬁmpgﬂﬁ@n ot ptese 91;@&@ IAPR
TSRO T G e —

-381i. WorlKBaehtifitge. | n Proceedi ngs of the 6th

Scandi navi an Conference on Image Analysis, Qulu
(Finland), pages 843-846; [De Jesus, 1995] De Jesus,

E.Q z ~ MG £
o S, S ARG Uk RS o
repdiriggiaots of im@@eaplor nstaRee axgare deseniped Renn St at e Scat i con

o0a1 e 1871 A BeTecD” ORE AL ol BpGispent UntEntanding
SRae@dstd 6R a%ﬁoﬁq{ﬂdﬂﬂécﬁg‘éhh@r&%‘{ﬂg of it 6% 9&R8hIER Rhference
.APR Wor kshop on Machi ne Vi sion plications,

oxdmagarnalysiaduy (Fadeyl) 2pergee843-846id [ Fl et c hi g 8gt .
' h . , .
RobulP AFS RO IR EIRT B G o) et it images

Ritogizebe:h Pecrpdihgsofl InPReRiterhdtiona[WaREA6H bR @3@'[}0521%00 gnition,
PAM., 10(6):910-918. (nject detection and readi ng are

Peras Stataeqaticon (Y eprersd S&t26kast uri, 1995] O Gor man,
L. et $esiabhde : c . S
101- %‘% haie %tn%/fl?t]lg 550 t%ﬁ%"?@%@gt"%{rﬁg 55 (1884).
RexdgnfitormofaCarigrdphic, Syhdiols. [In ProcedingsLMAPR W}omltﬁog lofi Machine
t hqds,.i n. Pattern Recognition,. Volunme,K 112. Academ c
VHWE%%&PPR&HO% wasald: J[CaP 1, PRees220-29; apd  (1982) .
Nt fEfbickea a8, REFR)PMitHep . 8NdasRPIH ¢RoE9NS - Igori
S?r/en i ceC elz—lal I, New Yor gmgoﬂe%nmom %Sgg?oagﬁ%gsggt ol}ogglsté? gorithm
fordeg Riringavepriatip emt Mbd Teat/Erarihées Iimages. IEEE Transactions on

PAMI, 10(6):910-918.

o)

-

Object detection and reading are described in:

[O’Gorman et Kasturi, 1995] O’Gorman, L.et Kasturi, R. (1995). Document
Image Analysis — pp 101-105 IEEE Computer Society Press, Los Alamitos, California;

[Fu, 1974 1 Fu, K. (1974). Syntactic Methods in Pattern Recognition. Volume 112.
Academic Press, New York; and

[Fu, 1982 ] Fu, K.'( 1982). Syntactic Pattern Recognition and Applications.
Prentice Hall, New York

Known approaches to facial recognition include those described in:
US Patent Publication No. US 5,450,504, issued on 12 September 1995, to Calia,
which describes a method for finding a most likely matching of a target facial image in a

data base of facial images;
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US Patent Publication No. US 5,450,504, issued on 12
Septenber 1995, to Calia, which describes a nethod

wo 0005084005 ng a nost |ikely matching of a tar gepCT/a6rmb/000239

image in a data base of faktial inmages; WO 2005/ 034025
PCT/ SG2003/ 000239 4 US Patent Publication No.

W Eend ARG IBE Bl s O Do Cotfinc

al:; @ﬁﬁdih descabessasiiciaN@od @i dylsteat fo? BecuridPaddBbLaHd identification;
Publ i cati on No. 6,072, 894, |ssued on 6 June 2000, to

PayndJS RaferirPublisationdds 6:07ReHotssegrontt bmet2000, th Xepne, which
uUs, P
dREEROCh bR bRl AN SLRRM R oty S

t o LiUS PavbitEublicktnarNd &51 08,43aCRsucdcadP Augist 2P002 EALihS which
od, system and conputer readable nedium thereof;

AGFAiDEIS: Bk TR0 EPRBN ERAT G methods spEemend compyige tagdeble gredium
thiddof: 403 to Lin et al, which describes a nethod for

l'ocating a face and extract i ng facial features. 10

SuméiS/PaséntthublitatioaiNa. 6;60.&;830[ i&isueg dn@%0ludy 2(3)3e0tLivtt al, which

t he. prese ntion, id appar atus for
dgﬁfflhgﬁl F’@g}(’drjrn d ﬁ%tmfgdae%{"? %?traﬁ ¥ lﬂi?e&‘f‘ﬁés-appar at us

conpri ses inmage processing neans 15 for determ ning

an identification code fromw thin an image and for

n ndata of a face within said sane

i mage. According to another aspect of the present
invention, there is provided a nethod of

aut hertcoaty tddnk Agpectieithé bies&t idvadebs, Ahere 1$1roRRIel @fparatus for
W% nprises determning an 20 identification code from
enficating theridepdity aba Berse ni e anparaiescamnrisenimage paeasssing means

o cfeﬂa'n‘ﬁuﬁ?é tgrhld%ﬁ{fﬁca{tﬂ%Sde ﬁS@%%lﬂ%ﬁﬁﬁa@@ﬁH‘f&ﬁ ggglmng face data

aspect o resent I nven €re~1 s provi
oﬁmﬁmawﬁﬂﬂmsmgsanepnqﬁuct havi ng a conputer usable
medi um havi ng a conputer readable 25 program code
means enbodied therein for authenticating the identity

Of a ARBERAIHE: toEBSth@PéEBH&t%EtHa%ﬁQ&% vl Q{@r&&gﬁom&f‘émethod

nErlses comput er readabl e ‘program co
0541 AYishiiee ﬂaead@tltmf aogreommi Thiermgethod catepitisel |detatmnnmg an

d%gﬁﬁcat{o%ngo}ﬁnat L %Pl m%?%eagrgjﬁgt?rhﬂgﬁtg acrél cﬂlt a f%ce within said

same image.

According to again another aspect of the present invention, there is provided a
computer program product having a computer usable medium having a computer readable
program code means embodied therein for authenticating the identity of a person. The
computer readable program code means comprises computer readable program code
image processing means for determining an identification code from within an image and

for determining face data of a face within said same image.

The invention provides an exemplary embodiment in which a single image from a
camera is captured of an individual seeking entry through a door held by a door latch. An
image processor looks for and locates a tag worn by the individual in the image and reads

an identification (ID) code from the tag. A comparator compares this ID code with ID
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30 The invention provides an exenplary enbodi nent in
which a single image froma canera is captured of an

w0 pabswsmenl seeking entry through a door hel d POT/aGZ0O8000239
| atch. An image processor Jooks for and | ocates a tag
worn by the individual in the imge and reads an

3] i T A e v
tIRGHAPERABELYP TbRE foran@6k@tesiafaddof tHE RidiVill&AtA A image and

dat abase to find a match. Once a match of ID codes’is
ekBagivifacial Fraturpmempbe fsssShe tooparatbpeompaies the axtracted facial

f.the Jindivi l.in the.im xtracts . . .
1458 R el B PRl e TSI o B i igemiiation
dufabasextor faet £ahafchciGaice tiee@isW BstcMof faclat Gdatlred, €RS AR $atch is
aissoci ated with the matched 1D code, fromthe,
relgRsAtli fi cation 5 database, to find a match. Once there
is a match of facial features, the door latch is
rel eased. Introduction to the Drawi ngs 10 The present
Litmydentiomto the Dirawinlger descri bed by way of

non-limtative exenplary enbodinment, with reference

to the acconpanying drawings, in which: Figure 1 is a
sche [ a0 how : c is '

vt A B e e P A A R ey
embogingant,evith feferende] to wihaecompanyingsdramingsnibewkichadi ng a
first part of the exenplary operation of the system

of Figure 1; Figure 3 is a flowhart for use in

undersae didg schefiREO a@hvaag §ho¥ing bR 1% 9FRh @hthentication system
operation of the systemof Figure 1, Figure 4 is a
aggoading fo an empedimeshefthainvertionsus | mages during the

heal LcaLi ; Ei .
71 ows Rt 24 F BoneharP KR EEE R AORUR St Bt g prornlyy
opestion of thony2Emfeif Figuee 1; i S a schemati c drawi ng show ng

the yuse of .apparatus, in the formof an
aut MR Add fgﬁow for 1 mamdergiandings sgoondupast pfdhe exemplary

Oggggﬁggmgsy,}gﬁ@m@gm;i cation system 10 is controll ed

y processing neans, here a main processor 12. Wthin

t he Higuehis & vicioof assesdes shdwingivarigunignagesderingitht laethentication
formof.a video 30 canera 14 provides a video inmage
pgqca%aianc}o an i mage processor 16, which receives the

Figure 5 is a flowchart relating to the enrolment process.

Detailed Description

Figure 1 is a schematic drawing showing the use of apparatus, in the form of an

authentication system 10 according to a preferred embodiment.

The authentication system 10 is controlled by processing means, here a main
processor 12. Within the authentication system 10, imaging means in the form of a video
camera 14 provides a video image signal to an image processor 16, which receives the
signal. The image processor 16 operates to capture an image from the video image

* signal, when an operation switch on a keypad 18 is used. The image processor 16 is able

to perform four operations on such a captured image:
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signal. The inmage processor 16 operates to capture an
image fromthe video i mage signal, when an operation

wauosobtoeh a keypad 18 is used. The inmage procPEEH6G2008000239

is able to performfour operations on such a captured
i mage: V\D 2005/ 034025 PCT/ SG2003/000239 6 (i) locate
ata | ag, reading and identification code
extrget Ac}ca'% e?taig) | ocate a face; and (iv) facial

f eat @hp exid@edingand ReftifladRdnconPateicabn;20 is
connected to the |rggae processor 16 and to an

i denti®)i c dedatsp fagaitaiase 22. The identification

dat a rds of identification codes
and ?ﬁ’iso%@% ae(r:é?(gr&??rlages The data conparator 20

A databbrapdratoe Qawsacmmt:dsted axthe agh@tbrocdent 6l indab bf et eation
fr gmthe |rm(<1:;m%€ cessor. 16 with the identification
()

388 22n Thgd AHOTY dedahapoe perttaibaiseoms o identifipaioa codes and
aEs!%@fa?ed' f§c1?lrlﬂﬁ'g8 Tﬁeodaﬁé)%gf;i'%eﬁat{)pfo é)ﬁ@ﬁtcﬁ)ﬂlt%@e%élefc% ted

features fromthe inmage cessor 1
identificatem cads fonathe dmagdz protéwsomid with Hy idemtifivatién cadek dithe

SRR RO ST b GO S 0350, B
feHhhrds FBAShA AR pr%l%gbr' 16 WigtE fle S aldBattiRks %é'bela?éd% the matching

fromthe data ~conparator 20. A system use database
ideptifigatigngrede imihe @dmﬁp@tmrt@tdmfa% ofiysiapatateh 220is snghected to the

SESTHNER BEEHIIEAS ) TR0 i SO PP e e
compéfaios 200 wmteﬁduée%atahﬁsd lﬁiﬁ Qlspreoarsstdd tothes daQ c&rﬁ?érator 20 and

it,can receive ,a co of the captured i mage and
TReEES EriReE of ite somparisoareAdditianslly 4 manitprng pamel 3 dpviastance

, 11?% s&fcﬂﬂ{c}) FOURLS cYhglRRdl tgﬁge? gg:ﬂ ce%s-ép %6, 0! tﬂatqg%?lergﬁe?e a copy of

onnected to an camner a
thamg’mrepd'mmand islddso d:dmlectadl t tho opaert ldrsodhat it ¢ receive a

entifigcation dataaﬁ t he do%latch 4,@&2e
IO VIGEO taterisieil ohe MAD BRSSP orig CRIcd 4 ang gpngrols the
c%&ﬁ'lﬁYth@ @magé)prgt!@ssﬁial@ R LSS Rpardér O, O {H%ﬁﬁﬁ@ﬂlto Qatabase 22,

and receives input fromthe | rage processor 16

th@e@g@ﬁl;ﬁtcm% ﬂkﬁesy@muwat@amlﬁ ﬂmuamtbrmwandm&mdmgsplay 30.

e £4a al so conne ted.t
188 B0 G0 01 £ B4 g EsRl PR B o PmtgsGiggecssor 16,
thel”l&gpacﬂBS theed:ad ackpardtoe 20@hd ﬂﬁﬁﬁ@lﬁﬁmF phBeldigs Q“h‘éQ:Gﬁh%ra 14 is
he di spl ay ot her |nfornat|on to dis to  the
8 CejIsC to the display 30 to allow it to display the current video image as
feedback. The main processor 12 also sends the display other information to display to

the person 40.

The system 10 is for use in authenticating the identity of a person 40, who is
wearing a tag 42, based on an identification (ID) code on the tag, and recognition of the
person’s face 44. It is this individual who, in this embodiment, operates the operation
switch on the keypad 18 to allow him to pass through a door held shut by the door latch
24.
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The system 10 is for use in authenticating the

identity of a person 40, who is wearing a tag 42,
whawsa3ones an i dentification (I D) code on the tBgl/S&m®3/000239

recognition of the person's face 44. It is this

i ndi vi dual who, in this enbodi nent, operates the

pbss agigh 0GRl Sl 6 St Goictigodhtation codes
a8 as9061a %A FadiN3AR2Ss iﬁlgr &5@6@1@36%%@3&%% N GorSYRILE PudBse the

.is also used in enrolling people and entering
imgghpror¢ssen § oA alse ¢esnectaddo desideitification dathbdse 2Bages

into the identification database 22, for which purpose
the image processor 16 is al so connected to the

| denthigire atis @ AowahabRS Qs urdefstabing adirsSpait bff tAYVERAHlary
for use in understanding a first part of the exenplary

oppiatian phihe systemd 09§ Signe 10 Imparfipyar ibrelates i qbdaininguand matching

t akni in . .
oh b fiphifh, (1) SO S AR ARSI almatically detegis, at o
distdroapthe prekénce O€ b eag 40 inddn imagelbBi pasen 40,had deaspraeke &dntent of

a tag.42 in an i e, of a person 40, and decrypts the
e 43 topoovepn ﬁ%od@ Oncs theo B3 gede li bPey egRRsredbesesystem 10

dgféﬁnin@s HQE’@I]?‘ 88418 D He GGV EE5hn &aﬂ%éﬁé’ >3 ?ﬁpmerél?y valid for access

eterm nes | the IDcode isiInt I den i cati‘on

forethe bres dorghich rotry seoeply).vEithall) codeds ireths iddntificatien database 22,

area for.which entry is sought). .I1f .the ID code is.in
O ronch e 1 FE e S0E@E% e ) e e Siagiad ik a check
id Madd® sefBURe bRradRideraéiglieatul® rhach Mbsd Rakutdsaa Y Bentification
extracted and a check is made to see if the extracted

detabasg| 22rvehieluearsespendte thhyalid Freadsr dEthien dp meatch, then access is
J1gepsification database 22 which correspond to the
valid ID code. If they do match, then access is 15
all oned. At step S 100 an individual 40, wishing to

gai n acce o an_area behind a | ocked door, stands
Tn 1 iteponiob fe Tutifidral 4D ishine forgainAcgesIto 20 2Espdebind g locked

dbE sERE At P oBitfe (aReRM 4. THE k&Y RAG %(foﬁ%;éé 8 opdBfion switch on

which starts the specific operation

theUtelypad 1§ attstaprS 100, whivhetartsGhe Greifatdperptivh ef teangicntication
Ssvxétgg on the keypad 18 at step S 102 causes the

WOIE sor 12 to initiate a first counter i = 0 and a
second counter j = 0, at step S 104. At step S 106

t he i mage processor 16 receives the inmage signal from

t he Eriatiagthe epemtionstiichondhe lkypadri et sterpfil A4 eatuises thirprocessor
43l LRSS AL o LOSTAURGSAINER J0p Aep S, Bese 106
tHediambe proctsgr #Rraskivbs thetihagd sipa frohheRbMGRSEDindledptidés an
image from within the current image signal from the camera 14. At step S108, the image
processor 16 analyses the image to locate a tag 42 within the image. The processor 12, at
step S110, determines if a tag has been located. If a tag has not been located, the first
counter i is incremented by 1, at step S112. The processor determines if the first counter i
=35, at step S114. If the first counter i is not 5, the operation returns to step S106. If the
first counter i = 5 at step S114, this means that the system has tried unsuccessfully to
locate a tag five times. The processor 12 at step S116 causes the display 30 to display a
message that the individual 40 should enter his identification code by way of the keypad

18. The processor determines at step S118 if an identification code is entered by way of
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step S 110, determnes if a tag has been located. If a
tag has not been |ocated, the first counter i is

w0 p@sesmrt ed by 1, at step 5112. The processorPCT/SG2003/000239

determnes if the first couter i =5, at step S 114.
If the first counter i is not 5, the operation returns

tﬁé’k{i&&? %@ ffqg cohé { ?er%cg tflénr zictt %‘1129 et?xr Eod:essor r12 cau es the

511 I's" nmeans e sys

cunenteapinsddihiaye tOObe deﬁt’@tthe 8yst@f ubd ¥RabasdB6 -toddiBer with other

Ig‘ﬁ%ocessor 12 @é step S 116 causes the di spl ay 30 to
UpPign sych ppthe fige, g logation; andiany il spdeentetedand torher

t
o Bhdc 28 Bh RIEQAH B s Qal B RNt inering 9 s fer
vadoehethe spemtien emdisbyway of V\D 2005/ 034025

PCT/ S&003/ 000239 8 the keypad 18. If no code is
entered, then at step S 120, the processor 12 causes

the 1edeg Snto J&&M&%dt%gghés%&ﬁ SR, Eh?  PROBERHN 16 reads

use dat abase 26, together Wth
thestag med deamepts ﬂeu@fonnm icadh tcaﬂdraahgn ndaltd‘maom nm:eroede, in step

torl nel 28.and itself sends. ap
SEPEChP Do §ias TREbE RLPRR PRGF Iy pineninss Do guieybisdsmitin an
imdiged N Thé prd@@@bﬁu dier@iiflSs atlstepH12R ISl cARURS 'B'l’—:é}?é(tracted If no
that a tag has been | ocated, the inmage processor

IIp sadrshasthesn extgpciadd theawpesation epprebacktto siepSil b2 sodba thénlmage can
b% ﬁg@%e@ Or {hg%'?ch{/ 5% c%ﬂ i la%edc dgl er hﬁ)}:%td?e gp %xe]keypad 18. If

de nay e in arn
step St 24 detcninae:eﬂlair amlﬂ)scbdmhab beerbextrhOtet! G X tractdiElD code is sent to

ﬂ%&@ essor 12 ggt“g]gcrﬂ nes at, step S 124 if an I D code

A 0mParalen b ¢ negelyes it ﬁfljt%ib%@% ahedPegode yaayalsach received

b t

16 SRR 408 S HRUREIRR ) RRIRip S g o
Slt@g@tstgp&ﬂ%r his code on the keypad 18. If step

8124 determines that an I D code has been extracted,
the extracted ID code is sent to the data conparator

20, Wheé edeeived BD ¢6&e isico By Bekidf: co Egﬁxe{té} ﬂp%thrfﬁé! ID codes

al so be received 15 b%/ab he co ar at or at ste
ik

cquigped Wehg idpptification dafabpse 22 aﬁemﬁ R& eT:heasoqurri@ weseap S130,
ARBEHEA Hndifihs Bodd Bound 1F EESTOY SR ol S0l ePmiges grasa maten
hasdmesa IfG_FBﬂ thasn thh epd:rd’&d;:tz plfolctéalsltt@ the%ilig%d@@&%é):ﬁgec} Bdlowtvith reference

or ste et er m nes
tq i, (1L R SL5E AaHrripin ot np Shish hes beew-fopsd gy © Bathe

t f
S“%S%‘f QTS it MElrinfERT D000, V4 S8 The BPssns 13,
detesfrdnesyif i 33 5t df Fdapamet unal 5, theleat sB4391 3dehe processsr I:heetuses the
b f te

AR BRFS SRRy RRiRrsd e e 40 ahod Boso St U spdey way

ofltB4 kéyRAABO RS DPérakén then goes back to step S118, to determine if the ID code

is re-entered to allow further comparison if it is or to end the process if it is not.

Figure 3 is a flowchart for use in understanding a second part of the exemplary
operation of the system 10 of Figure 1. In particular it relates to extracting and matching

facial features.
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determines if j = 5. If j does not equal 5, then at
step S 136 the processor 12 causes the 25 display 30

wo eoodiosfpkmy a nessage that the individual 40 sPOLBG2003/000239

re-enter his I D code by way of the keypad 18. The
operation then goes back to step S 118, to determ ne

corpaeegneert of b Pohghel o fighre bl S denden 6 ynd a step 130 of
Pi@ire 2t 8f Be D cBdé FAWER {hegﬁ%oﬂ%?@eré@ b¥ f}g:eﬂe%oﬁ@' M ches an

a second part of the exenplar O operationof t
IByeede fto1dl inftheidguiification database22cul ar it rel ates to
extracting and matching facial features. WO

2005/ 034025 PCT/ SG2003/ 000239 9 The process of the

f 1 owetiastdp 02, feghuie pRocséser 1 3 idifiatds ABi@touftef R Warfl a fourth
step S 130 of Figure 2, that is if the ID code read

conRies a0+ A Bpagemresesidr 39 anplysesdhe samergpted heageans was

i B: [ ik | [ d b .22, 5 At
SR D SO SRR e
imegmt Wheie taglarangiallyouwrh bt a catiid place, Ruch & ardie] theReEk, on a

rocessor 16 anal yses the sane captured i nage as was
bEe&ﬁERPPEGt qrt apaphicwias peinkef qipthined for ingancerag heg argpart phthe

clowsabp 1 ihafiet thpokit e AoRPL §fj(?8 i TASGe 2 A6 HE kaeR 2

are Typically worn at a certai'n place, “such as aroun
refergnerepaint torhelp lobate dst fagmo CKlet main proceasqud 2t atctdpa814ppdetérmines if

N R AT S JC - —
b%Q§3aﬂ' sfe 8 DI8L €The r8alA pRieelkdE 2 BStenineSIFPAEMER BRARE k ES, at step
el p. locate the face. The main processor 12, at step’S

5156, Ifdbe Byindi apuster k is rotSathe dparstibe passeotoaterdS 1 52f wherfedbedisplay

t N ter k,j . .
1B 3SpIR ahEfRol 0F GhShob b W OHTL ! Shscntupr e s
cdftuiddtbyrthe carserafl41 Adtet thig the @otREErevirtstotepd 149t @Pthe third

S150.. If the third counter k is not 5, the operation
Cwﬁg%fé%" Pt ster EH 89.5bis mgas that the system) hay tries! urguepessinlhy to locate a
f f ' i 6 it g
TR IROMRRS, G 2010 GRAL B Sy LRSS e B
systane pis¢ ddtsbast @6 gogatbasvitlevtber infdrmatioe puchid4he tithet duee, location

thir count er = t step .S 150, .thig, ns that )
b S nieed: andp (i odiiRuBe Brve) 2B ol 4oelr ngs o logm signal
tdf the endniitdEifg pdik? 28] AGRPTI561 At Whsh thd 8p&HisELds.

captured imge to be sent to the system use database

26, together with other information such as the tine,

dat e ' . | D cede enter .and to the

o Fost Ao 45ty AR oo 8 BRAGH p ipieatrineg 16
ettactshiaciabfeatunes fixgm piRn@ipti2éd inddgesateRpRU38. THE fradtéd fabial

t he operation ends. If step S 146 determnes that a
FopLiiEs 415 S0 R e SERuRRaTAR0. medieh Jeeiesbom af siep S160.

At step S162 the facial features are compared, by the data comparator 20, with the
facial features contained in the identification database 22, that are associated with the ID
code matched at step S128 of Figure 2. The comparison uses a face matching algorithm
between the retrieved image from the database and the captured image, to determine if the
faces are of the same person. The processor 12, at step S164, determines if a match has
been found in step S162. If step S164 determines that a match has been found then the

door latch 24 is opened at step S166 and information relating to the successful operation
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extracts facial features fromthe captured i nage, at
step 5158. The extracted facial 25 features are sent
WO eoosloat0aat a conparat or 20, which recei ves t hePCEEGHI&P00239
S 160. At step S 162 the fdgial features are conpared,
by the data conparator 20, with the facial features

gnt ai. ned i.n t identification database.22, that. are
(G Bt attip 1 o PR sonle RS bidben bl Wten to the
shiteniBe dataddie 26 APRBP S368) alSLHhRh HRCSpeiRicntingg
al gorithm 30 between the retrieved i'nage fromthe
dat abase and the captured inmage, to determne if the

St op 1eR o SR RRL AT e PET oA S SRR e Bt Bovmter m s

isdrepered 6721 at ktep S€P0.SAL&dp Sﬂf—‘ﬂl@’??&_%sﬂoh ap daterBinedifBS fourth
been found then the door |atch 24 is opened at step S

CeBHeRd $nHdhetat Brroraienr dogs nef agnel 3 eetbe prricess reverts to step
SRSl WA ARO 434025, ROIL 240200002991, o

i e, ...
at’e, Tocatl current “counts o dg)%sghinstpé)rs%tlon’ and

the progesk pesvdedsgs indicated hliowe fiomn tHaestes.y Kt Tous® odﬂﬁtaf)?h%S at step
I

EAICTOR: MOERTERU o
f%é%‘% ek Wiﬁ%ﬂf@ﬁges‘s,hrht k% procdsd Perv@ffgfg ds%b §¥56l \ﬁltlcfhfsépt%ﬁaéé as

. At step S t'he processor 1 et'er m nes
dessmibedhabawsunter in = 5. If the fourth counter in does
not equal 5, then the process reverts to step S 152,
where the display 18 di splays a request for the person

40 t piagh 43 a6 bt & PRw N tescht@ tHHIRCRS SorI (A e8ASisplay 30
as indicated above fromthat step. If the fourth

dugpg theravfhenticaiontpregesy Tigs iszthe viewi 30 aftexitke tap42 hatbeen located,

' Q t flve .
] SIS oLl A P St TP Y s ein
onhavetteep exitasal. rEwasonsinticnssideo sfnhbB, dihyel i®pEratiidow 52.
descr.i bed, above. Figure i s an exa of a vi
W

edis le ew
T3 Cﬂ?tlé"seéﬁ%‘éae byng ﬁ%alﬁ%ﬂé%ﬁlsaleyeo@tm@rﬁémdg&néy 3¢ The located tag
EHSHBGAANG b ARG 5L Ah b 8CFR%ed i Rad D hitfe, M N A <5897,
displagied ean, 1D balefanees Uelbmshdibad windaw 6d. antbutthevihdmi 60 displays
f bei e, been .extracted. The,
I T i DL S

i 44 b'Eh% &alybed R fhdETBathRS BArafBhysed is displayed in
a second wi ndow 54. The located tag is displayed in a

third wi ndow 56, with the extracted and read | D code,

in thi "BROY ! 58
bl ot PP Rrockits dapshibER VA Tt PRk iR e BsrSyg four
c@ifhtérh g jole et g dadhawieh 4 taxAnlid Cbam@ifs. AheWultse of tese counters is

f%rrtp wi ndow 60Q indicates the area of the face 44
97108 samy degentestiops i the sysieim. fpemstree Hdkg (9 or face cannot be

located in a particular image, the tag cannot be read, the extracted facial features do not
match those associated with a particular ID code in the identification database or the user
inputs the wrong ID code. According to how many iterations of any particular sub-
routine the system operator is prepared to allow, the maximum count can change, and
different counters could have different maxima. For instance the maximum for counter j
may be set lower than that for counter i, since most people prefer a system to be less
tolerant to the numbers ID codes entered, than to the numbers of attempts at getting an ID

code entered. Alternatively, it may be decided that there is no room for second chances at
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In the two processes described with reference to
Figures 2 and 3, there are four counters i, j, k and

WO ngoseamks Wi t h a maxi mum count of 5. The pur poB€T/662003/000239

these counters is 25 to alllow for sone inperfections

in the system for instance if the tag or face cannot

be .l ocated in articul ar image, the.tag cannot b

£33 decognbion ety 1S Mo bl dcoesS8 150y S, Thus e

nbSAR8 r&BfQE b3 SU6Mah 1ehdRdhlohf Rep $1B6C RS isqhRBlent to step

i dentification database or the user inputs the wong

SILFR deteminingdbthgifagrth eounssyomerly i terations of any

particul ar sub- routine the systemoperator is

prepared to allow, the maxi mum count can change, and

30 diThé eneéit cootbbe iR HadotinRaAve], & dnlien ey U¥RNIEEIn thOSystem

i nstance the maxi mum for counter j may be set |ower

uptdHahare whergver bigpperatipn endsy avthap say peoyife ussfefiaformation as to
l. -t olerant to the nunbers I D codes

héﬂ?@é‘@ﬁ%ﬁ“ﬁg?ﬁ%@numers of attenpts at getting an

ID code entered. Alternatively, it nmay be decided

that  th N f d ch t WO :
20053 KRt ipSpnlaibesy Bohoave desaiber arsivRdbganisinsfacial
QAL 1ella8dcdatdd with %Jc%ﬁﬂ’@dd&g. "Fﬁﬁ eatGHay Be é%gs}"rori ir;/al form, in

LI
sensitive. Thus a egative result at st'ep
térma of s pphetogtapht @ astespa@ddBicial fdaguress oebethy Vlksrt atphooimph is

SO B entiat e el SR beeBpLs 1l potheadtpvicn tha rcial
10 gHBYE Goftivire iNGpRYRL FRWHRE iFRIARAP tre iR A thBSSs stored, it

operation ends, as they may provide useful 1nformation

val rqqyire faial fpatpretaxéraetion every Bmevs Risagiate®P code is entered. This

' if ' ' ve-described sys .
oo HdERLY Ml S BNRE P 1 AR RS SRR SRpRE R PR B oce s
estpedi foi @eéd)qﬁ:thﬂ@?ceﬂli rﬁh&iﬂélﬁiﬂaﬁﬂoﬂp gathbask iSea1ly ﬁgaﬁlﬁhined, :

orm in _ternms of a photograph, or as extracte
aﬁ%‘t‘f’i“ﬁl"f’? wlditigneand rgmopeliof people P seftwaist ogr aph i s

stored, it will nman that new identification

phot ographs will not needed when the faci al

r ecod¥hier¢ the IDofodway encrygpterdh dahadcirddowentsecurify to tallow the person 40

only .t.h hot.ogr aph t.is stored,. it, wWll .require
Gt FBodh P Rbatd o it ot et omties By iepegore not
eRi00& HeSn&@8 (cRIsER - cottbBedl SAfRerRBeRbavd Sa¢ tefohEhd m%ee a

processor 14 and may occur as soon as a valid ID code
s¢pgrateeanaqra @1 sqapneifobthedpe anvkfop pigp 84 £6 off Kigure 2 to be the display of a
' i fii ' Ny ' int ai ned,
RO AL i PR IR Py St S118 wout

neaff dnvéniding ddberdinglnevitiithe aEL: step Wed 3o S22, irithéMtian step S126.
Aiircum/ent security to allow the person 40 .20 to
fSIRHVely 82aip hgieansy bang exfiermesa oy seaneite Stapovldiomi Figire 2 may

b BleSe Qi drAheFBlvd MELETRE NP tep S114, and be changed to a request for the
person to put his tag closer to the camera. A new closer image would be captured for tag
locating and reading, but the original image might be used for face locating and facial

feature extraction. A positive determination from step S114 would then lead straight to

. step S120.

The operation of the above system 10 assumes that if a person’s ID code is in the

identification database 22, he will be allowed access to the restricted area. In a further
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exi st or be nore closely controlled. Another
alternative may therefore be to have a separate

w@ 20081034005 scanner for the tag and for step S BABS61003/000239

Figure 2 to be the display1df a request for the
person to put his tag in front of that camera or

St 118 I r di
<R hee b By 45 Sl s oeamed PR Rart Briigiigp enty in
the iléktificdHoAteba3a bRV @Jnﬁ'y Q(Qﬁie'}estttl&@& SreHBenifot Bﬁly%&ﬁt?es a valid
canera or scanner. Step S 116 of Figure 2 may

IPgede butshsos yrdigaacress cq@@ eFnisrifia pomomaprsoashesa 1|.e1r41 1 dcmi and has
d
50959 48 S OMF U B S PSR et 2 o

lo@pl dogdwilldpeh AloweoeR iff Hithppitchi®aded 2 dvek, th&gystem will
orlg jnal image m ght be used for face Iocatlng and

detganige that élzaﬁtlat'% 1@,@9‘?3&@941% nopsyiBeient apd vedlrefuse Aeachoriuch a
%srt%ﬁrﬁ#ﬁ% wettt 4 %%ﬁ&gﬁ?ﬁgréggﬁg ofd fe ﬁ{eﬁf%é)a an?aodlffere}lte Sroups of

opera on o ove sy S
pt:d)pie alrefallaw]eé ne@ss ® differat@eass It may leeen lbéjﬂs&fulflf thaie! i®Bnly one

se 22, heW|II efallovvedac to the
r g‘é‘tt‘? AP as i may provide mivrmation aggs WBWE%GSWD.@SOPIG have been trying
tP5cbes@OGR4000239 12 alternative, there may be an
access code al so associated with each identification
entry in the identification database 22. Entry to t he

restrigted area then nqt .only. re uir

code &%ﬁ}e agf)‘ée erﬁb?fgmeﬁt ﬁ}?&@@ﬁl&gﬁ@i € PF?@% a |1‘§B‘?f individual
[2RpdGaMIPeRtdsMBhe BasikOsla BRLt ERBparBoh B¥®leed (RC&EBSted ID code

code associated with his I D code in the identification

apchthed Rscodooin the lists In afaither epbodingnt,|thesp énno sepaeaieelist of {D codes
11{1316 M&lﬁg&ﬁ? a@ar?agé/ eﬂnst%ilélj %ﬁ’er D E(nfe i3 ¥§{ 44 baﬁ%# on an internal

determn access Co

psapefty-of ﬁsﬁlf aﬁ’tﬂ} imdtdrce fthasbe aﬁaqa&emeﬁuhﬁt the c&dedatiSfid¥RYspecific
where there is ggre than one restricted area

Palﬁamataﬁ EH‘P 3 the pseredent gE@ep 8130 al | owed access to

. different areas. It may even be useful if there is

only one restricted area as it may provide
i nf oFeuthisorystem, the tagidots noh ool mémmlnezldma‘maicmeﬂh ot Ryi cagl. It can

10 .t h I n t.h h di
siogpl B PRAGY Fuhfufaiios r%‘atepﬁlaei‘vﬁé% FEReBr RG] wiegtun. 1t can
bé Prifed €6 g aikthodRR cthIRSEsiap, Bd?ﬁin? étcﬁotgbe[;%i;tplastlc metal fabric,
conpari son between the extrac ed | code and 1D

skelp derany pthes gnaterial) andrean begarriedin ghedwail e atound Iﬂ@rmeCk,spmned

f { ' .
LT L My
carrieé bn ahchpt tag etipht f partiaddrs of fhen fpetsﬁﬁtrép’té@ntefd bya¥xte.gathe name
i

@gw renen at the code satisfies a specific
Oﬁ PRGAR 41 t oty Infgematips la&ﬁt&%g@fmla@ror@@rﬁpeﬂ:i@ code), or

images (e.g. a barcode, a pattern of colours, a company logo). If a printed tag is lost,
forgotten or damaged, the system administrator can immediately issue a new one, at
minimal cost, using only a printer and computer. Further, where a tag is printed on a
factory shirt, or on a doctor’s coat, it does not constrain the doctor or the factory worker
by requiring him to carry his tag in his hand ot around his neck constantly. Further, the
tag does not need to be a distinct portion of what the person is cartying or wearing; it
could be an area amongst many that carries sufficient information to read an ID code. For

instance, if the ID code is contained within a pattern printed all over a garment such as a



10

15

20

25

30

For this system the tag does not need to be an

el ectronic card, or RF card. It can 20 sinply be
w@eiosoam®2s nf ormati on to be read in the visibl eP(DEGHOEN00239

vi sible) spectrum It can 1Be printed (e.g. using ink,

enbossi ng, burning, sewing etc) on paper, plastic,

| .. fabric J any ot her eri.al nd .can
B8 Bletos Bty & o Wb oI BL ke fhef 6 houen of
tisd pattsrd 10 ro4d theW cbdd.o or to clothing or printed
directly onto clothing. Typical information carried
on such a tag mght be particulars of the person
repr t : r
and EaGApSt Ik etdi bl QR ety Qb BeBRERRL person and
theersystep, @dthhQhe peisdn hawto initagake pcess by dparatiag@,switch on the

Bghicip ot coous, & comany Togey, T1 e prinies 13
iR GhtRbaSedihd lﬁi b4 aywéigﬁﬂ'b%n%é REWRNRd dtector or by

m ni mal cost, using only a printer and conputer.
censtaniblymonitoeing imageadrans therviddcechnoma for thepresmye sha person, or there
or 1Qn .2 doctor's coat, i't does not constrain the

85 eSS VAR ES4act ory wor ker 30 by requiring himto

carry his tag in his hand or around his neck

constantly. Further, the tag does not need to be a

di st e %@Wﬂ@nnbefd hkadimpet, themenitoring panelys ey sent information

R LR I T S R e —

bé paividedeonstintlynwith Bata @eben the attEhataRE svbtbi] fuch apaid REd from
printed al] over a garnent such as a WO 2005/ 034025

thecepmse b shaeppiused imagedram the image pragesser { haay Rjpred or extracted
mMebdd @@, of that garment of sufficient size that

carries enough of the pattern to read the ID code.

The above system as descri bed does require sone

cont act between the person an t he syste in that
The. BOF LETeHISE PIOSR TR e e SRR O T oL v ot
swi tgdy on a&igelocéiﬁsﬂﬁ&gpartk%ﬂﬁ?’l?faﬂs a e, ﬁérhl"c%tegg% of object

enbodi ments can be nore ‘truly contactless, wh
i ni t defestémy eah be based on the output froma wei ght

o £0r 1 nd EBEE Ppl R s Th s leenERLEHERY Hpstrctured

pr esdoasndit raadfigl son, or there may be ot her ways
used. 10 In the above-descri bed enbodi nent, the
noni toring panel is only sent information when there

Bofh fHjed! NSHECGDS] S - Rk i
D P W Ben B AL AL REb ! Belnqtpaics

data fromthe authentication system such as the feed

from, the canera 14, the, captur [ e fromthe i e

pr oc AUSEEEmp ry Wo%tg loguac céggﬁ&gg@gcate the tag 1r1]1 stelzpnglg% uses
pattern detection within the image captured at step S106. The detection is parametric and
depends on the shape of the tag and/or a colour scheme associated with the tag. For
instance, if the tag is rectangular with a black rectangular frame on a white background,

those patterns may be what are sought.

Any suitable object detection system can be used in this exemplary embodiment,
for instance that described in the prior art mentioned in the background of the invention

section earlier, e.g. in US 4,972,499.
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15 I D code etc. The tag reading process within the
aut hentication system 10 has two parts: (a) a tag

wo ewalos®ai i on part, which falls in the general PCHE€Z08/900239

of object detection; and 2® (b) a tag reading part,

which falls in the general category of structured

docunent readi ng. Both object detection and structured
docunent reading are well-known technol ogies. 25 An

ex enphnax¥mphRy aegbadhto Ohii@Gied(ReREMtirltAlind @ AL Q‘a%ﬁhestep
tag in step S 108 use's. pattern detection within the

S i%ﬁkf@s enpeal charagier wegnitom@N R)onethg areacfiteminiage captured at step

I-i . A t r .

SD6 BT Gofflon RPRNEN 0T DSOS, Tiilfed A% 2084 ncing
thertag anemsforied trendraglisesit ted predgivinaihedsizl. A s8hrek ks conducted on

rectangul ar franmg on whi t e background, those Lo
thedmags awea ﬁasresp@rq&m&fo 'i‘f’éa% Gulpek forxghapgeiers to heqigpegnised within

S s S

e R s Y R
Eagh chagartéromege iswotipared adkgrefarenteahatabier imagenin @pre-stored list of

ISt Ty LA

re®b %ﬂiﬁbﬁl (LSO nANGEITRRY conBsictic R 119 chRaded sﬁ@né(%%edoﬂsﬁﬁ&é& wing the
122 uses optical character tecognition ( ) on the
regpgiysask charpstarsrage captured at step S106 which is

determined as being the tag i nstep S108. The i nmage

area corresponding to 5 the tag is transforned to

nor n@hg gding Wwithia slep 8122 efafialednGdl#esome fRA sHilebSption or
,conﬁuct,ed on the inmage area corresponding to the tag,
infggnqlysrificationdtn yatidate e IDrode. dissghibs aigedipqth tmhelp in reading the

= r S, 1;

AR e AR ER I P (PR RO, T8k EorhJBAE o Satid ID
cadendeve the Commpa eyl \wint bl velié IR nvodeschtisfathefunctimg®s- 2n—3z =0,

re-stored |ist of otential character i es (digits
g B o raprers bswgen D 4mdcsl iy seivg Bt epieris
recognition is conpleted, the conplete tag ID
character stri ng: i s reconstructed using the
€

Helpds fivedivg tehl? Redesrs. Tag reading within step S 122

may ' | ve e f9hm of decryptiqgn. or. intern _
veri ﬁ}t@%{ﬂ%ﬂ%ﬁ%% Ebag d g’toz ’ﬁ%‘:én ﬁhﬁ Cgogé S?tls%ﬁﬂ? fanatt ?Xu'?é'd" 3z=0
arliidoreoutd beev4lid. rHovea@r, i@rihB €he reading of the tag, the identification of x

could result in it being be viewed as a 3 or an 8; the identification of y may result in it

being viewed as a 0 or an 8; and the identification of 7 may result in it being viewed as a
7oral. There are therefore eight different possible readings: 507, 807,387, 887, 301,
801, 381, 881, but of these only 307 is possibly valid. The system, assuming that the card
would be valid, would then be quite certain that 307 is the correct ID code.

Determining Attempts at Fraudulent Access

On the other hand, if someone came along with a tag number “317”, then this does
not satisfy the function 7x - 2y — 3z =0 and so is invalid. Even allowing for inaccurate
reading, where the 3 may be read as a 3 or an 8, the 1 may be read as a 1 or a 7 and the 7
may be read as a 7 or a 1, there is no combination of any of those in the xyz order that

would satisfy 7x - 2y — 3z = 0. Thus the ID Code would always re rejected. However, if
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15 ID code and in determning attenpts at fraudul ent
access. For exanple, if all valid ID codes have the

wo orosms402xyz" and al | valid | D codes satisfy tPer/SG2003/000239
function 7x - 2y - 3z 0, 15then only certai n nunbers
bet ween OOO and 999 mould satisfy both criteria. Help

souShe S BionE AL 4 IO 0 i IHOET B Pty T fcton 7 -

298237=Q arﬁf‘s% i§ fiva e iflmient 4al b readUVEYET” arfddckRgd tv@ﬁ’d However,
readi ng of the tag, the identificatjon of X cou

it miglti ot thenipasyibe fiapidd seopgnified meatcln Bheseformentry (phwhatever is being

[ ificati.on o may result in it being viewed as
g%gﬁggﬁw%ﬁfggpg%%&?%% i dentification of 7 may result in
it being viewed as a 7 or a 1. There are therefore

ei ght different possible readings: 307, 807, 387, 887,
301, Th%reagmem@gio vely angniernsd pelyeemia i pprctswwSz)“ 0 increases the

I
BT bl SYBhSE VAUl A b et
for yaitidves ap@héa&ﬁ)hs bidl/coctantrias taad/ot tilneg, Mdltisgittasoradifficult to deceive
Fraudul ent Access On the ot her hand, if soneone cane
thgiSgHiemwi th a tag nunber 317", then this does 30 not
satisfy the function 7x - 2y - 3z = 0 and so is
invalid. Even allow ng for inaccurate reading, where
t he Whidaythbeboeaappesmch raiesliuﬁ nn ghe numabet ityel§ atyba smeaificafanction

tof iRt iod relbOR oY o e R fdof s e 4 Birktion
re‘ldifh thtR WrbnSduinter of ¥umber¥ on tiZtag afld arl mﬂl&%et dietht B &
d always re rejected. However, if WO 2005/ 034025

ARGEEDE b0 These TERE e vekinion @repowprar fordecryagion of
oﬂéﬁyﬁﬂhe§§%%n3nnwﬁégﬁag%%%ﬁ§°t satisfy the function 7x

orsinvalid, it mght still be
read as "307" and deened valid. However, it mght not
t hen pass, the facial gnition match erefore
ent r {0y sritahiedespgent sofiges AYSterg AR 88 &ye%&ﬂa eZePPlerihe

erﬁ%diﬁl%ﬁit a(f} il e do QM %@(ﬁ%@& i fﬁe\b?irok by l’l?é?ltlbﬁi(ﬁ&lqﬁé background of

pol ynom Functi on = I NnCreases

the divestine sectioh eathier,iece i tHeldoaumant idgntidied @alAmyoind/dOBRus
pol ynom al functions m ght be used for various
applications and/or countries and/or times, making it

nor eEﬂéIflf)llaﬁUﬂaEs R uskemahy sbodef&s@vs%a %Hbmﬁﬁrwmcsdlm%ﬂa)f an

above approach relies c{ ust on the nunber itself and a
awhengicatien fyitesn sgrlesigned to be easily detected in an image and easily read,
using predefined geometry and/or predefined patterns and/or predefined colours. For
instance a suitable tag could be a rectangular card, with a black outer frame and a white

inner area, the ID code printed in black within the white inner area.

If obtaining the ID code is to involve some form of decryption, the tags may also
contain predefined images, with or without text. With both text and images, the ID code
is decrypted using the images and the text simultaneously, and the decrypted code may
also be required to verify an internal polynomial function to be validated, at the

equivalent to step S130.

The face recognition system within the authentication system 10 has two parts:
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for validation, validation could rely on two or nore
nunbers on the tag and a function relating them or

wo@roog/opmeeHer or nunbers on the tag and an i mageCDRGL08000239

tag and a function relating them These nay serve for
val idation (as above) or for decryption of 15 one or

nore, of the n ers (or an inmage). Any suitable

docutrent ?ga&aféﬁng"é%ﬁaéﬁﬁein be used in this exenplary
embogi men} ok fatdlisd PRE Thdt PatfodeseatuResktiabtidhBoRI th®Eaptured
art nmentioned in the background of the invention

secti on efact ard matchgs thise fepfurad againeirrortiespomding feefurps extracted
Ant oi ne, 1989, 20 Exenplary tags for ,use in the above
descri bed 8%%?%?%?Sé%8dﬁ5m%b@Cgaﬁab%%ﬁt henti cati on
system are designed to be easily detected in an inage

and easily read, using predefined geonetry and/or )

pr edBe1 exempla e 8XeiBPlaryNsration of i faeqres ogitipn systeg localises the

] ' ! i
RPN, SV O A 0L 1R RSN g8 rin
giokéngd. Drigofdee fugidil is doimmalBbditka pretiteiminbdsivhi The eéywsare detected

TR RS b
AlVoRYd %irc%%&ﬁq%ﬁg%‘fgg Q%ict%ﬁfé?%%é’evgﬁl QLR ¥4 R8 From the

i mges, [ usi ng the 1 mages and
idettéfi¢aginn dsfabadet aneously, and the decrypted code may

30 also be required to verify an internal polynom al

function to be validated, at the equivalent to step S

13 OAn%F BEitdbAE fack G618 Prodkss ¥ad BIMhsat il is émoplary embodiment,
aut henti cati on system 10 has two parts: WO 2005/ 034025

fopa@rstance tos dewobedin the priey arhmepiencddn g hagkgionnd of thgdnvention
. t GAi pakt orns feature
Se%g%? g%rilglg%gfn?loﬁngt e 8&%&% r[}e%é’k?(ggge&and mat ches t hese
f eat ures agai nst correspondi ng features extracted

fromthe images .in the identification database. 5 For
exanpnee may, akafpther 9P%ﬂ§le§%lﬁ ithapl it ‘PW@%@@‘ES’C two parts: a face
B Yakt! 8 Sdifeit QrRtiR8S of fABial LeBrant @ frd S LSS ,b

S%@ magiofagggegégtect?g%, pa?terg #g%o§ﬂ§tion or rHage, oy
sismtating-tihappeeranegohthis fgceomivagying hghtirgomendigiging vaiygng poses,

normal.i sed .o a . predetern ned size. The e .ale.
Vi EPE ARCER O O RS0 PHA EIESRS3 oF PRl & ithrldsiel fjiss mopgtaches,
et8X MRG0 AbAHMLthere8YBSand OIS &s ARfeximbfidh part of the face detection
process to provide more consistent results between storing the information in the
identification database and generating extracted facial features to compare with those in

the identification database.

An alternative to this is to synthesise different conditions during the registration of
a person’s face, that is before it is stored in the identification database. Thus a multitude .
of face prototypes are synthesised automatically, by creating artificial lighting conditions,
artificial face morphing and by modelling the errors of a face location system, especially
in the eyes detection process. These face prototypes represent the possible appearances of
the initial face, under various lighting conditions, various expressions and various face
direction, and under various errors of the face location system. For each face, a set of

faces is obtained that spans the possible appearances the face may have.
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10 A voting circuit conmpares the extracted features

with extracted features fromthe identification
walatoaba®es Any suitable face detection processPCHRGH®3/000239

used in this exenplary enbddi nent, for instance that

described in the prior art nentioned in the background

of the invention 15 section earlier, e.g. in US

6, 108,437 or US 6, 600,830. There may, as a further

opt | BRvinp@eRerhldt tidls RAMftuBLEMBENloRRyds! SlhsstoAPdRA ﬁﬁa‘lys@can be
face synthesis part, able to generate a multitude of

agpdierl dikendimensionalby radueiama(psinsighlecontregents pyalyssfdatre efraction,

L N R -

basbé off @RE Pace \Wrdtbtypbasmessotie dtbievedClayidahfdcaedodbnifish kystems
moust aches, etc. This acts to normalise the results

based on facsiemplates and/on Eefuse vestors nesry herapphed @nd dheyanasopso use
ﬂﬁ&pﬁﬁééh%%gﬁ%ﬁﬁor o ThGeSONSi stent results between

storing t|on|nthe identification
dat abase and generating extracted facial features to

corrp th hoeln .the jdentification database.
PR AT ertRtng & © SYIHAERLRCSST Pfhenaerson s to be
ad&ﬂ% HeQBshtHenIiNYadtiSisE 891 A% L@ é isom i 1m£’geQﬁftﬁ@ﬂev§ person is

face, that is before it is stored in th
captiged.i This andydre fdem dhasmerd hdisr frommanpilten d@lrce;ﬁheft acanother

B HREer B 58 PR AR D1 B 0y ER g 15 G0ER B person

at/ P 0AGind REbr&Y inRe &lénhﬂ@atioh@laﬁbﬁw B t@éetﬁelf W€ the captured image
I ocatl on system espeC| ally 30 in the eyes detection

deprinted apd péhe nesppeisentt taRSHISs St venole
p@egﬁ%aﬁqﬁfélegg !ﬁ%elnﬂhﬁ Lal face, under various

con |ons various expreSS|ons and vari ous
face dlrectlon and under various errors of the face

| f fof
obt aPREITIA oxht e BLABide BB A cLEe il feue
&8N Gs v%@ as@p ﬁ(s@:%& Qg2 pP %é SRR LA0FRR reldvaniay) 'ﬂg?btam

generated this nmultitude of face prototypes, class
theset fzatures|waild ocam bobveen pisps 8202 ahnd<%2(lﬂi| abewsi onal ity
reduction (principal conponents analysis), feature
extraction, automatic clustering, self-organising

MapsTRé Step Eh%s%ﬁig}ﬁl I cielt@ 8RR Jetsadduld SRpBYial &R Bsing his
based on these face prototypes can al so be achieved.

nane $8PQsNg the dext mahesin # saausyes efmymbsess@someitingelse relatively

oI Ao A, S T B Bl A0
pichitre, Ifmsl the most similar person in the database by automatlc face matching, and
select an ID code as dissimilar to the ID code for the near matching person as possible. ‘
Additional infonnatioﬁ, such as eye and hair colour and other distinctive features can also
be stored in the identification data and checked during facial matching, for improved
security. This may be particularly useful if identical twins are involved. When colour is
an aspect of the data in the identification database to be checked, the captured image

should be in colour. Otherwise, it may be a greyscale image.

In the above-described embodiment, if a valid ID code is not entered no face

locating nor facial feature extraction occurs. In a further alternative embodiment, whilst
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Figure 5 is a flowhart relating to the enrol nent
process, when a person is to be 10 added to the
WO d@ssfoetat i on dat abase 22. At step S202 an i PEYRGLN3/000239
the new person is captured8 This may .be fromthe
canera 14 or fron1another source, that is another

d
RSP Ry oL BF BONEL r5iveh cpcs® o Tgingont Tl 8o RS e would
stilll O6RA, dsFvdulle factle MaitdhiS@br AN HBRASE 1R dbRAURIRBH dwat;&e That

t he captured imge at step S206. A tag is printed and
way di jaight be persibhetn sse ayisklyavhasisepvazdeigetting hintsgor 1B code. Ifthe

BRABER T 8o S5 gkl T 5 e BB S0 vt
spiegterifrénals 6f Gtherwaned peopledr terdsrisdy, thehSfuelR eha@dhi®s may note the
icture of the person. The rel evant st ep to obtain

prosienss of sugh pesslemdicaussacpremsecipitsie tpelien hap mighiptisyyise ocour.
above. 20 The step of assigning an I D code to the
person could sinply involve using his nanme, choosing
t he hethe nminbremplaryeeslegiieent ctag fidentifibaio @mes batir faeinl
el se.relatiye non-conpl.ex, A npre conpl ex
reCpRfiRg I W{ AT SbOR s dhese tHBARReRtS R that is
el grbdtis€ of Figh 3 ind®er §tb15"s'1@6 § oPBEER1, bt lsasreOLﬁ& ?é@@émgure 2.

by automatic face natching, select an 1D
Thas stepss$ I96|aad 168 tahféthetsuwd@ng ond Sihp Oﬁ E@uren&m)md]@me directly

|
oAk 2R Ser ST 5 IR ) WoPR s Putatf R dpecton

L0 53 0k ] 3 o, A i

2Ky afjer pagEative result ;from, gpB114 tojcapre Guther imagss afrtbe tag could not

bé g)e Q'Jeﬁ m %%%legﬁ% ﬂgﬁ%ég %n %h%g ﬁg%{? @\];e «%rﬂﬁocﬁ&te C#e@e%mned

nti |cat|on e captare
lqcamgeoﬂﬁe $dvo wbdldiie vised evd mfisrendgosition Ser; datérm"fﬂiylg lilge Position of
lgrggscale i mage. In the above-described enbodi nent, if
lid ID code is not entered no face |ocating nor
facial feature extraction occurs. In a further
alternative enbodi nent, whilst WO 2005/ 034025
PCT/ Bpo ednghg28ernatige amb@ﬁmemayagsietdctiomdnmﬂeechdmg and ID

ol PuERP R bR A0SR 67l prrcton and
i.ng on all the inmges in the identification

dat abase. That way it mght be possible to see
qui ckly who is always forgetting his tag or |ID code.

1T e déf*sgﬁﬂéd éﬂiﬁ@&ﬂn%ﬁt (gr%@(ﬂﬁg(fv i?ﬁs & gﬁg'}gadl ses in
of specific people, such as éx , I ndustria
faspirg plarnty laboratlg oomilitidyerampasdcatt fremidee actesd @mtiol, ithiicand
h hi te
atlcenﬁgncséutgackmng Ic):nslon gr autﬁenccllgatlon {I is the right person in the right cell), driver
authentication (is an accepted person trying to drive the car), access to exhibitions,

conferences, games, flights or other restricted access events.

The embodied system provides a complete two factor, human authentication
method, which operates at a distance, and uses only computer vision technology. It has a
simple hardware infrastructure, at one basic level requiring only a camera and computer.
It does not depend on means such as RFID tags, magnetic cards or smartcards that are

traditionally used to carry information about the person. The use of the exemplary system
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presence of such people and cause a nore precipitate
reacti on than m ght otherw se occur. |In the nmain

we@spsaey enbodi ment, tag identification coneBCheGmos000239

facial recognition. In a fupther alternative
enbodi nent, these two processes are reversed, that is

'ﬁ_cgwé Hl% ! Oca%toﬁ O?Icalja' i gs andct e1r ?na%[tér?a'hcg‘ ¢ ﬁrfts%t; %soe%sf go aintain,

ure Ies ure 2

1t$ellfﬁ;ﬁ)n8dlﬂy ®sihol @ntrd, iieis soeeaRes, ids emedj tdtiggalDfor Bh@tt e®ents like
3 would cone directly after a positive result from

exhipfiions eneprdgrenses apd ltz‘laamv GRtA apserdatpd piitheard irpuaRceor
%J#{c%ﬁ{ehpn to step S 108 of Figure 2 (some further
anges mght al so be required, such as providing a
step after a negative result fromstep S 114 to

capt urther i es i.f the tag caquld t15b
| og aﬁi\aa ? Wévegréggf?mﬁ@ox)%@e)ag ar&%éﬁ sawtomatw computer
vishd; fﬂ Wa%e gf? t Meidbie chi@rd % SR hyst g}o&%c ?éfce ofa
ition

the e used as a reference po
pdnsomamd mtaag@atriwi q:romm ibythay same persomgBaded opdtotiaof uhc tdgemd face -

al t t et d
i fBetesies g sakehrorii Ao SHEth St Mo e P st using
tapabRihg Rhnd18sy Md fab@tdebEnif tRRAIOSY. aTkL §}@&ﬁ1 and process are low

mat chi ng. The descri bed enbodi nent or nodifi
cQsy &g e el fonja fupigy of beferoggneoup bandsiese kike smmeatﬂswnd RFID tags,
algécl: g@ é%t lg%gﬁrtﬁ% o c?clﬁ{g gndgéé%gx Eu?(?g% ?h ?enﬁr ﬁoga%ﬁén when cards

afel dxperptve Wit iche datl G@b(bﬂfﬁSlém)S ’lthla%dmﬂgbﬁratbﬁcfﬁamasﬂ)ﬂretﬂlﬁe a person,
éﬁht cell) dr| Y, aut hent i cat |(£ (is an accepted
B p@fsyn apge teidgte QAP Ean) andprigiiewy the tags and arrange

%&ﬁ@d&é&%for%fﬁ&@ﬁgs, ganes, flights or other

stricted acc events. The enbodi ed system provi des
a conplete tw factor, hurran aut henti cati on 30 nethod,

e B LTS TRt R

uhRfcha®td dsokr U (Rher%inb@ﬂﬁnéiﬁsslhﬁy beuSd fopathef pidPofB] shcR as accessing
canmera_and conputer. |t does not depend on nmeans such

campwiET files.aising deslgindprititien leging ingmeppianiag attendaneg, etc.
traditionally used to carry information about the
person. The use of the exenplary system W 2005/ 034025

PCT/ BCG2RGB6GOAR3Apticks) cambovts df&h@h)istﬁ'nm aiel &Bcﬁlfed(iﬂﬂﬂreference
E aders and their nmintenance. itself |s eas

Hductions.j kndpyad Mﬁowrygrau@ Hgheam cambe alewe%(i ap grodules. The

AR e B R B A
onsfoedrat hdthwsbifhwmrsdnsess medoke ion prc&:pksapmgeam or portion thereof,
that usually performs a particular function or related functions. In the hardware sense, a
module is a functional hardware unit designed for use with other components or modules.
For example, a module may be implemented using discrete electronic components, or it
can form a portion of an entire electronic circuit such as an Application Specific
Integrated Circuit (ASIC). Numerous other possibilities exist. Those skilled in the art
will appreciate that the system can also be implemented as a combination of hardware and

software modules.



5 The above descri bed systemis operable as a robust,

fully automati c conputer vision system based on j ust
w@2@smsdoes canera. |t sinmultaneously detects theCt/acmoaHo0239

a person and a tag carriedor worn by that sane

person. Based on both of the tag and face froma

SI ngl validity.o

dont 1T o e RaBUERERER e hGin gt Beltmart i higuwe L n

otl@c hmbb«hg;ensmﬂlefvaueus frncipristohfrbd @ehetbhagy a silpR &Mﬁ}oﬁeﬁt For
rﬁs Erocess are |l ow, .cost, do not rely on a fusion of

6T BYTI0ScsHaR 4l faa compatisons mexbesarind oukiagethay possibly
waihéh ge di b, RS HR;
cards (whi chiends tor ap%g% 1%%:91[1;‘3 étéﬁéﬁaggr@%ﬁl@%gﬁtsorr%together
5 viththe sstane ask dasabasn f Qtfienebodient didiyniss totta 06mbRAtions,
easily renove a person, disallow a person, change the
data on a person, and pri nt new the tags and arrange

15 speabthbe, p?@@ﬁﬁsaﬂdoe[ co?ﬂﬁﬁérfﬂrSgﬁﬂl?}Bélecé }:&}ec}u%&ﬁﬁgatlon the

.cféescrl bed exe enmbodi neEnt i's des
syl ﬁeéndlﬁldualn |Ibwdhbmgamremom oneGkfikad i lixoatt, IIBWE St the

T R T R JO—

10 WeH—kmowhlfd_eammg afeiio deRibed inedetail 2faslidt t6bsRRRMEe present invention.
description, conponents of the system are descr‘?beé1

wth reference to their functions. |ndividual
f uncthO8sb ewed as
The comoﬂ%ﬁ%&ggggheqh’élﬂﬁp ageﬁ A7 ﬁi%e 9 usfl%%etvfe‘@ﬂg?rﬂw n
implemerdation| Boenthe dbmre: ®B¢r[}ﬁfonbﬁsph®@ﬁ@em56d1ﬁ1@ﬁﬁs%5@ﬂ bé Bpparent

b vt B o
15 thé lslditqielaﬁﬂ sPiit bﬁt@tﬁ%rﬁlBﬁCtﬂ Sitior, thel %ﬁeﬁ?‘ggﬂ\@g @@ﬁc’e% herein

nodul € is a functional hardware Unit
m@ﬁé Be ainligdde pther emhpdimentssind appimubmsmthtﬁunnmmxh@ fram the

TR, EATTET g oreh oSt
beelﬁmxtd:d forthe embodittichtssheHn AsutdhoARRIctSrakd 2 wilE& 'sEde consistent

ﬁ@%ﬁate @] rCU|t (ASIC Nunmer ous ot her

eigsead dgatared dysslosed Bpint ed in the art 30 will

20 appreci ate that the system can al so be inplenented as
a conbi nation of hardware and software nodules. WO
2005/ 034025 PCT/ S&G2003/ 000239 20 Further, whil st
certain conponents are shown as being separate in
Figure 1, in other enbodi nents, the various functions
may be carried out in a single conponent. For
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i nstance i mage processing and data conpari sons may be
carried out together, possibly wthin the processing

wore@a®340ki kewi se the identification database nagT/B62003/000239

stored together 5 with the2system use dat abase. O her
enbodi nents may use ot her conbinations. A nethod, an

apparatus, and a conputer product for
aut henti cation the identim}nindividual. It will
be apparent to one skilled in the art, however, that

the present invention may be practised without these
Ispeci fic deparates for autheniioatingitheadensisy ofioperers, chmpising:

features a ' i n, det aj. . .pot.. t o

obscure t ﬁ%ﬁ%?gso g%t%ﬁll%ﬁb ea‘ril%I £ nd.egen?ﬁgh%%%%)%f%ﬂﬁﬁ%ﬁson&f’ d¢ frgm

I nvenitton ag irfagehing fooddantfing Ysdettase\vefadd within tae bdiné fnage.
i npl ementati on. Fromthe above description of specific
enbodi ments, it will be apparent to those skilled in

the art t j fi.Cadi :han > ' .
T L A e
i nvempemble tb neaalddid idemtjficatien geteet@h printedciap wihidehidrisdge.
herein nmay be applied to other enbodi nents and

appl i cations w thout noving away fromthe scope and
35Pirit of AdiardniRabidd to CRARCIOYEN) Ihtreih Bife iﬁfagé Bicessing means
invention i'S not intended to be Nimted to the

enbodi enemabde thlownie atiag witkintseiddmage.cor ded t he wi dest

scope consistent wth the principles and featured

di scl osed herein. 20 WO 2005/ 034025 PCT/ SG2003/ 000239

421 CLAl M5 Apbarabppascaddits tb@laimls, ReRidie telifBigé PRcessing means is
identity of a person, conprising: image processing
mean@p?r@laled@ﬁé@ﬁmersgldaﬁent@@ﬁwrf ¢adgtitonm said trg Withimsaid image.
within an image and for determ ning face data of a

face within the sane image. 2. Apparatus according to

Sclaim 1, \Wppaeitus dcherdingpgelqindcass wigreie disiniage processing means
operable to read sai.d identjfication code fromprijnted

dat a S FREFALNe teoiogats seigdas tagedon ﬁa&da?aélpaﬁ&s‘cf%?edwﬁbmald Image.
claim1l or 2, wherein the inmage processing neans 1is

operable to locate a tag within said i mage. 4.
6Appar at us Agpemtel avgondingtb anynoBs ofleines htot F evlienaiy ¢he image

P den Bl S BRERdalerRBh et S FFHBCTR doe gom seid ag
15 Swhepmas g isa seeeificcireboft My Gndlof phpéY, prhstidViestall fibkibean item

I mage processi ng neans
of clothing and skin.

7. Apparatus according to any one of the preceding claims, wherein the

image processing means is operable to locate said face from within said image.

8. Apparatus according to claim 7 when dependent on any one of claims 3 to
6, wherein the image processing means is operable to locate said face based on the

location of the tag within the image.

9. Apparatus according to any one of the preceding claims, wherein the

image processing means is operable to extract facial features from said face.
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is operable to |l ocate said tag based on the | ocation
of the face within said inage. 6. Apparatus according

w0 eooany40ehie of clainms 3 to 5, wherein the i mageCR8G2003/000239

processing neans i s operablk2 to determ ne said
identification code fromsaid tag when the tag is a

1gpecific ar, a | astic, .nmetal,

P20r1 o - anTpratl @Ry By oRERb pRoBHhE Ry diker
accoraipgsingidentificationebd Eenpur @G Hchls o #atthingWAE 18icPnined
t he Zd'fse tigaqqe praﬁc;:es ing nmeans is operable to l'ocate

sai d'$°BEECq0g,£0 A Spdjidenifieatio codg mpanaidentification code
accogsthmget 0 cl ai m 7 when dependent on any one of

clains 3 to 6, wherein the inage processing nmeans is
operable to | ocate said face based on the |ocation of

he tag wi,thin the i . 30 9. paratus according to
lfainy one of*PPHES P&%Oéi'[}?‘ggo %‘Fya‘?l}ﬁs‘?fAtg%]B‘ieé‘?qing plaim, fierdfer
Pr oC&sidprikind @ SothparQioe ﬁﬁ%se%% ggf%l%% dfat%%hﬂlled face data with

features fromsaid face.

PCT/ Sezzd dayecbvpizg: fagpdatodatalpsar at us according to any
one of the preceding clains, further conprising

i dentification code conparator nmeans for matching the

1Zet er m nedppdraien bédording toslaidRd® Mdt N Fhsteds g;g face data database
identification code in an identificafion code

dat sipFyuisesthe ideniibicaion Gede detebasgi ng to any one of the

precedi ng clainms, further conprising face conparator
means for matching the determ ned face data with
I3stored fabppatattimaccording mosaittat Podicaliagio ddflimbA0 and 11,

Apparat us according to clainms 10 and 11, wherein the
f ace iFAvA ﬂgeafaﬁf) ggté%a@g?ﬁﬁ (CPE@Eseshe ideatificdtionaode datebase.

dat abase. 13. Apparatus according to claim12 or
according to clains 10 and 11, wherein the face data
l4qat abase Arnfprisesordieg foddaiti F1 oall amccadmgdachiias 80 and 11,

15 ccording, to,claim12 or 13 or )
acc (J)V?h di féni\g ﬁ?e(r)ﬁé% g?t%%n %(%%qqgiaaalc’la%a%eé}%swq%@l Wk spegifia
i n tidentifieatordaddas totha RRAEALAIATDAE HALBLW th specific

15. Apparatus according to claim 14, further comprising authentication means
to confirm identity authentication when the face comparator means matches the
determined face data with stored face data in the face data database and the
identification code comparator means matches the determined identification code

with the stored identification code associated with the matched stored face data.

16. Apparatus according to any one of claims 10 and 12 to 15 or according to
claim 11 when dependent on claim 10, further comprising stopping means for
preventing determination of the face data if no match is made by the identification

code comparator means.

17. Apparatus according to any one of claims 11 to 15, further comprising
stopping means for preventing determination of the identification code if no match

is made by the face data comparator means.
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identification codes in the identification code
dat abase. 20 15. Apparatus according to claim 14,

WO eoosloat02Eonpri si ng aut henticati on neans to cpef/B6IN03/000239
identity authentication whéd the face conparator neans
mat ches the determ ned face data wth stored face
data in the face data database and the identification
code conparator neans natches the determ ned
ligdent i fi cafpharateLsRordM i ifdimalt
code associ%%?fehd Wi th thgfat’erfag??rhlégpght%g)rr %%ggltgc%dl%g’tfggﬂer%
16. Appwrisingdmagiosmfianyfor praviging saidamagd i sail ikBigapcbctSing
to 15 or according to claim1l when dependent on
cl ai mAS> further conpri sing stopping neans for
preventing determ nation of the face data if no match
i s made by the identification code conparator neans.

180 17. Apphrsthed of suibertioating theddontiinef aperspmicomptisingo
15, furth i S . [ qf.0r prevent i ng
det er m narcEtiog MR s BRATR y RGN,

i s made byletdnmirfing ficedita of a fauarwitlan theeanR. imdg.

2005/ 034025 PCT/ SG2003/ 000239 23 18. Apparatus
according to any one of the preceding clains, further
2001Pr i Si NQy XA cIFERE S0 bRIm Qg?%g@e%%e%&n‘iilghggﬂ fachfification
sai d i nage processing —neans. 19. met ho

aut hend¢ cernpuings rdadingdaitt identifivhtion patesfoom peiatedrdati wighin said
determining an identification code fromw thin an
irragéli‘la%%d determining face data of a face within the
sane i mage. 10 20. A nethod according to claim 19,

wherein determning an identification code conprises
2leadi ng sdt methodrpeedrilingtte elaim ddeor 20 ofirthes comadisiteg lacating a tag
Wi t hi LA g e. 21. A method according to claim 19

or Zgathﬁlg?%ﬁglflg%gnpri sing locating a tag 15 within

said imge. 22. A nmethod according to claim 21,

erein deter rc*iing n identification

2 A method according to claim 21, wherein determining an identification
code comprises determining said identification code from said tag within said
image. .

23. A method according to claim 21 or 22, wherein locating a tag comprises
locating said tag based on the location of the face within said image.

24, A method according to any one of claims 21 to 23, wherein determining an
identification code comprises determining said identification code from said tag
when the tag is a specific area of any one of: paper, plastic, metal, fabric, an item
of clothing and skin.

\

25. A method according to any one of claims 21 to 24, wherein said tag is part
of a garment worn by the person in the image.

26. A method according to any one of claims 19 to 25, further comprising

locating said face from within said image.
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code conprises determning said identification code
fromsaid tag within said imge. 20 23. A nethod

wa@aewsnslioryy to claim?21 or 22, wherein | ocati ngPeEr/8G@z)03/000239

conprises locating said tag based on the | ocation of

the face within said imge. 24. A nmethod according to

any one of clains 21 to 23, wherein determning an 25
identification code conprises determ ning said

oydent it cal hRhoadeSrtind® Sl 2k hen WEhdliFort &F) diit o claims 21
speci fic area of any one of. paper, ptastic, teﬁ, ,

f abr ite 25, amhdr¢iedvcating cdid favierngmpnidessiktating25id fAcaietsbd dn the
acco[rldi ng tP agX on{gi 3& claims 21 to 24, wherein said

tag 1eadp ptthsdag,pitindhc age. \\orn by the person in the

i mage. 26. A nmethod according to any one of clains 19

to 25, further conprising locating said face from

28i t hi n saiAdmiethad @cconding 00 Bit 0G0l RME/1 9@ 0 ubbe2@@nprising
24 2 A.netho cording to.claim26 when dependent

on a%’;gtr%cﬁ]élgg?mgllfg? $5 %':fmg?abg%?' wherein | ocating said
face conprises locating said face based on the

| ocation of the tag within the imge. 5 28. A nethod
28ccor di ng 4 Betieyd asersdiae te pry ene afoclaims 9 to 2§ furber comprising
CONMPLi S [ ' f .25 .sal.d face.
20, Rt HEHACRG R lor G Wiy ShRTIGG ! Gikode.
further conprising 10 matching the determ ned
Ldentificatio ode with a stored identification code,
0. A et ?b@eﬁﬁeﬁaﬁ%ﬂr%gﬁ%a@hw%ﬁél%msépap A8> figheiroprprising
fur t bekcHOIME ideteRine 0 e HaPROwit t hped face data
with stcor ed facg cléltea. 15a31. lggtr?e@h%%é%dg%or ding to
claim?29 and 30, wherein the stored face data is

ssoci ated W t.h . speci.fi t or [ tificatjon cades. .
355°°% oot RottelRdaRarine fo Shfh 2 and S0 e iR g atSee dpta is
conf bgsatiated wieigetific starbdRIRhfifcHHARWREN t he ‘
determ ned face data nmatches stored face data and the

_20 de_te_rrri n_ed i dentifi cati on code matches the stored
ghdentifi C%tﬁqgﬂloﬁ(ﬂgc%rﬁ)iﬁg RS gl, further comprising confirming identity

authentication when the determined face data matches stored face data and the

ot

determined identification code matches the stored identification code associated

with the matched stored face data.

33. A method according to any one of claims 29, 31 and 32 or according to
claim 30 when dependent on claim 29, wherein determining the face data is not
completed unless the determined identification code is matched with a stored

identification code.

34. A method according to claim 33, wherein determining the face data is not
started unless the determined identification code is matched with a stored

identification code.



19,

with the matched stored face data. 33. A nethod

according to any one of clains 29, 31 and 32 or
waewsngioryy to claim30 when dependent on cl ai PER9G2003/000239

wherein determ ning the faé®@ data is not 25 conpleted

unI ess t he det ermned identification code is matched

asto identification code.. 34, A t hod, .

Ccor di n 8l gfozgl aposding fp apy ppe @‘gﬁ@mﬁ%ﬁ tq &?WEerFHt@temmng

dat a thg 1d3ﬁ€1ﬁca$fbﬁ 'bbwls Wbl 15’(@& uﬁl%%@!h@‘d@féﬂmned face data is

identi.fication code is matched wth a stored 30

i dentmfﬁphﬁaitwlﬁns'f@@déace\l@EQOOS/ 034025 PCT/ SG003/ 000239

25 35. A nethod according to any one of clainms 30 to

32, wherein determning the identification code is

360t conpl ef agthvdl esdingo dRIRBRAI Wﬁ&efrﬁfe@erﬂﬁlhﬁg kife identification
mat ched with stored face data. 5 36. A net hod

accorc@fitip nos sierted wilss thefiemnineditce datis mgtohad with stored face
i dentg,fi cation code is not started unless the

determ %ed face data is matched with stored face

data. 37. A nethod accordi ng to any one of clains 19

go 36, further, conprising generating sajid img

nd provi drAgt @é.aacqrﬁ*agéow Omﬁ%ﬁﬁlﬁilmsclgttp 3h, usther ComPﬂSlng
determ natg dagﬁd a determ nation. 38. A

conput er pregg?ﬁl%jsafio ucgt‘é aving a conputer usable

medi um havirergdiag sdifl imegpior édentifiaaiadn wdp deigrmimatiowland face data
mean Fn‘oodl .ed therein for authenticating the

i dent™® person conprising: conputer readable
program code i mage processing neans for determ ning

an identification code fromw thin an i mage and for
38et er mi ni nAgC@m@‘@emp&fabwraduﬁté\@%mgnatdompwcem asabdermedium having a

I mag %ogqégtemgeadﬁblg 8{%&%& Eoc’f’er 1%g£nasrg r éh?{gléln‘fglt dl!étﬂgltlcatmg the

cl ai
oper addneityt ofdpagbxﬁamﬂpmgiﬁgtt i fi | cat [ on code fromprinted
data wthin said image
computer readablé program code image processing means for determining
an identification code from within an image and for determining face data of a

face within the same image.

39. A computer program product according to claim 38, wherein the image
processing means is operable to read said identification code from printed data

within said image.

40. A computer program product according to claim 38 or 39, wherein the

image processing means is operable to locate a tag within said image.

41. A computer program product according to claim 40, wherein the image
processing means is operable to determine $aid identification code from said tag

within said image.
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25 40. A conputer program product according to claim
38 or 39, wherein the 1inmage processing neans is

wopesabloesto | ocate a tag within said i mage. 4BCT/$G2003/000239

conput er program product aeééording to clai m 40,
wherein the image processing neans is operable to
4 etermne said identification codg,fron1said ta

30
ot oo ACTRR PR@ B agensdipets Slerndt /o8 bserein the
26 42madt HOBRNNE AR OB B LLBUGLat @SRRI YAGk S Sh S dion of the
40 or_ 41, wherern the image processing neans IS
oper a#leevithin kaid amegesai d t ag based on the | ocation of
the face within said inmage. 5 43. A conputer program
product according to any one of clainms 40 to 42,

49her ei n t hecd & R6QERSSTbdELt ABRNEin! :

determ ne sai??igderﬁt i ficati orﬁ co%lue}gf%r %%E(grgimg%tl%gls\j\aqet%@’
the tgreisths image propessingancans iseneraietoodeterpagresaid identification
pl ast.j al G, item.of clothing apd skin. .
Do a0 oSl e WAL ol 8 A k8BRS s Balh 0% B RadetoRtastic
of chmitalpfaBiic, a0 sy of cldthingiaadiski. | mage processi ng

neans is operable to locate said face fromwi thin

said i mage. 45. A conputer program product according

o claim . f aj 40
4?'0 43, V\héekfceor tﬁ?ﬁ%&?ﬁ?‘%@ 8%‘%0?%185 %%a sonl%sOf%%JaéIngﬁéo 43,
to Mhersireths aindgd processingankans it dperdbbertibeate afid fAve fioag within
within.the image. 46. A conputer program product

accorUf i4%8% any one of clains 38 to 45,  wherein the

i mage processing neans is operable to extract facial
features from 20 said face. 47. A conputer program
4product adcesmiiutag pregramypredust a¢cording trsclaign 44 when dependent on

furt 0 [: S| er. readabl e program code

i denti f?rgeaﬁ%(ﬁ)dﬁﬁllg (g)'g éggc’o eé?lgtt@? mil&gﬁr%&reﬁgngrﬁ’le@‘?ﬁ 1§ grerpble to
det etarhteedidifdaridséd eathedbcatodof Wid thy ¥ithtrOihe fnas.
identification code in an identification code

dat abase. 48. A conputer program product according to

4&@ny one ofy &h‘gﬂglfgf progrhd ﬁ‘gduca I\&:][ol‘cﬁﬁé toC PRI B @%hné% 38 to 45,

conput er readdbl e program code face” conpar at or
f or whetettthe gnadeeprdesseinginmads fsaperabid @ ewtridt fadigirfestures from

face d&fl%a in a face data dat abase.
saia 1race.

47. A computer program product according to any one of claims 38 to 46,
further comprising computer readable program code identification code
comparator means for matching the determined identification code with a stored

identification code in an identification code database.

48. A computer program product according to any one of claims 38 to 47, .
further comprising computer readable program code face comparator means for

matching the determined face data with stored face data in a face data database.

49, A computer program product according to claims 47 and 48, wherein the
face data in the face data database is associated with specific identification codes

in the identification code database.



30 49. A conputer program product according to clains

47 and 48, wherein the face data in the face data
waladoaloares i s associ ated with specific identifiPEl/56m003/000239

codes in the identificati@h code database. WO

2005/ 034025 PCT/ SG2003/ 000239 27 50. A conputer

program product according to claim49, further

conprising conputer readabl e program code

58ut hent i cat eqmputeatsgiam ?x@ﬂﬁd‘c%ﬂédr&ijﬁg% EMim 49, further comprising

aut henti cation when the face conparator neans MRt ches

t he GeR@His Fradableprosmir sode authantisatinnariedna de corefira idantity

the f,3 : eﬁsﬁ L dentificatipon.code

conpgrglt% %t?&heegggl%ﬁat ¢ %@&qﬁéﬂ%& DeRsTaychegdh fetraaned frce data
5 code wiilt dtortd acs tdatacn thd flentith Ustabdse And dlddagmRalian 85He

with the matched stored face data. 51. A conputer

pr og FEMPHALE REENLTEtRES g detsrampd idratifpatiangods with thastored
and &neifiCatih BAE AlBLAGA Aarhe Wi Wiss flgpangent on
claim47, further conprising conputer readable
program code stoppi ng neans for preventing

5?Ieterrri nat,i on Oft the face,data if. no match is_nade b

he i dent 't FERHTPLIEL ReTHsh peroptingosy, onsof clgims 47, 49 and 50
10 cONput adcorfiMPHoAMIR] 4B Whtn 8GfAddt B cldin37Y iffher Omprising

clains 48 to 50, 15 furtheér conprising conputer
r ead SYNBUtET i5adadls Prodens ewslsstonpingmemsifor preperdingrietengination of

e nURAR Aot 1Ry B8 HeRBR SR sote SmPiRalor means

conput er program product according to any one of
5 lainme 38,to 52, 20 further conprising conputer
‘eadabl e PrOFRART PeREAPJERIUEE ArFordingty Fnyronesf elaithsgs to 50,

15 z;‘gggdtrﬂﬁﬂé‘orﬁﬁ‘isiﬁg SRR WadibSRb Srabd BIE sRpBiHE RN for
preventing determination of the identification code if no match is made by the

face data comparator means.

53. A computer program product according to any one of claims 38 to 52,
20 further comprising computer readable program code receiving means for receiving

said image for processing by said image processing means.



