1 SYSTEM AND METHOD FOR AUTOMATED OPERATING SYSTEM
INSTALLATION TECHNICAL FIELD The present invention is related to
the field of computer systems and more specifically to an automated S
system and method for installing operating systems. 2 BACKGROUND
OF THE INVENTION As the value and use of information continues to
increase, individuals and businesses seekzadditional ways to process and
store information. One option available 5 to users is information handling
systems ¢33 i MRRICMEAREAN G SXSIRTrARAGFAYY BIIARESERicPQEvRNASY
stores, and/or communicates infeipaation edg for business, personal,
or other purposes thereby allowing users to take advantage of the value
of the information. Because 10 technology and information handling needs
and requirements vary between different users or applications,
infeRTENGC ABNElAG.-8ystems may also vary regarding what information is
handled, how the information is handled, how much information is 15
processeg, stored. or. gommypicated, and how guickly.and efficently the,
information ma?y be processeg, stored, or communicated. The variations
in irfopnaton hasdliegs systeénmwoaltows for diféirmatidry handliny systematted
s be :

system and method for installing operating systems.



general or configured for a specific user or specific use 20 such as
financial transaction processing, airline reservations, enterprise data
storage, or global communications. In addition, information handling
systems may include a variety of hardware and software components that
may be configured to process, store, and 25 communicate information and
may include one or more computer systems, data storage systems, and
networking systems. Operating Systems are used by computing systems

angAgﬁﬁd@ﬁ@m@@%ggngm§ﬁgﬂ components to manage 7?0 the

applications run by the computing systems. The installation of operating
systems onto an information 3 handling system component often requires
significartsintérandareseurced. Additiodaliy fifommatiom Teehitdloggs to

organization.and systemyadministrators mystensire that, opgIAING, .1 yays

systems are properly licensed, contain only 5 approved and validated
cotle ateP&eStaddd oftrie BpprIpTiateCBmputiig spstea® Thgailable

deteyminatien and imapagemesh ohlisdnformatiogrequires significadtmation

time, effort and resources, typically requiring system administers to

maRRAity GithSr S Thefiaiyethis 20 IRfSHiRiDRS FafirBtd & iure fiRfes

operating-sysiemsnareapropetly fisenseciand nstaliedavilldikelyleadde s,

. Qﬂ%%gg{?mg?%ﬁi%%X%ﬂ¥§%ses thereby allowing users to
take advantage of the value of the information. Because
technology and information handling needs and
requirements vary between different users or
applications, information handling systems may also vary
regarding what information is handled, how the
information is handled, how much information is
processed, stored, or communicated, and how quickly and
efficiently the information may be processed, stored, or
communicated. The variations in information handling
systems allow for information handling systems to be
general or configured for a specific user or specific use
such as financial transaction processing, airline
reservations, enterprise data storage, or global
communications. In addition, information handling
systems may include a variety of hardware and software
components that may be configured to process, store, and
communicate information and may include one or more
computer systems, data storage systems, and networking

systems.

Operating Systems are used by computing systems and
other information handling system components to manage
the applications run by the computing systems. The

installation of operating systems onto an information
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4 SUMMARY OF THE INVENTION Therefore a need has arisen for an
improved system and method for installing operating systems within
computers. 5 A further need has arisen for authenticating target systems
and installing validated operating systems onto target systems. The

present disclosure describes a system and method utilizing a directory
service for automating the 10 installation okoperating systems onto target
computers. The directory service utilizes target objects and policy objects
to ﬁ‘%@&f&'ﬁ tedpg d% fNUYQ &%%[Ecué « 19[98L (1‘1 fhen 1o, %‘B‘é “&%nt time
target syste to'a deployment server t at malnt ins a valida image of

a BB\desicstboparating sydtbnt iPnathigot sistarnmiadd comipahicalesy
with,the deployment.server i.qrdenigrinstalk theiselectad operatingo tnat
system. In one aspect an information handling system is disclosed
inCARGing bheDr et g ety SRERPMIZY cormmfTiestiot Rith idirsdton)
sepdea-where thedtarget: syster ivsludes ad-RAR clisatistiacknthe the

directory service has one or more target objects and one or more
OpRPRITGFSY St oy bbjetds. Seh diftttory Sefvide tgdbte it on and
authendigatesthe tameirsystern apdilifecther2targetssystemit@dcant time,
de IOy et STyl for OReraling SYSIM. 1 1y requiring system
administers to manually gather and manage this
information. Failure to ensure that operating systems
are properly licensed and installed will likely lead to

significant problems and expense.
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installation. The deployment server is in communication with the target
system in the directory service. The deployment server includes at least
one operating system image for installation onto the target system. 5 In
another aspect, a directory system for operating installation is disclosed.
The directory system includes multiple target objects and multiple policy
objects. Each target object is associated with a target system and 5
includes a user name and a password for authenticating the target

systemAz3chef thepolicypbiectyis associated with one or more of the
ta 2 i Ak AR

. ject indicates the location for providing
a selected operating system image for installation onto a target 10
system. Iiyerafotirer aspeet] ahmethad fsemstalliinggan ioperating system

systeq Iz-desciibed Inglyding,first.hooting,a, target systemyto g LOAR

client stack and then communicating a target syStem authentication string

to AdMREEGYS15 service. Next, the target system is authenticated using a
target object and then accessing a policy object that is associated with a
target object 4ft&PESmPRIANH thé Gtifehticafiod $EIE Nextathe Reltiad et
inclydescaltainiag ioperating systeaninstatlation instrictians optthes onto
po]ci%yr 2(e) tobi:ecst gg%tsdirect the target system to access a deployment

server avingyan operating system image store thereon for

The present disclosure describes a system and method
utilizing a directory service for automating the
installation of operating systems onto target computers.
The directory service utilizes target objects and policy
objects to authenticate the identity of a particular
target and then to direct the target system to a
deployment server that maintains a validated image of a
desired operating system. ’The target system then
communicates with the deployment server in order to

install the selected operating system.

In one aspect an information handling system is
disclosed including one or more target systems in
communication with a directory service where the target
system includes a LDAP client stack. The directory
service has one or more target objects and one or more
operating system policy objects. The directory service
is able to authenticate the target system and direct the
target system to a deployment server for operating system
installation. The deployment server is in communication
with the target system in the directory service. The
deployment server includes at least one operating system

image for installation onto the target system.
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obtaining a validated operating system. The present disclosure provides a
number of important technical advantages. One important technical
advantage is 25 the use of target objects and policy objects within a
directory service for use in installing an operating system. The use of the
directory service allows for centralized management and updating of

policy information and target system information. This also provides an 30
improved methoddar ensusing that all texgetsygtems aten prfopedyperating

dentiied and that,only validated & operating system code is Installed ot
target systems. Additional advan ages will be apparenYto 0S8 Of SKill.

inithe igrf and fronethedfigires,sdesudiption and chaims1 provided) kerein. 5 Each
S2leE gtfh> TRy TN OF DU PRAVIILRS £ 1ol gamplete gnd, 4

nderstanding of the present embodiments and advantages
therdofdnay beuaeduiredisy reférringiesRe delfbwing desehstioniakeh®y the

ipacp%@%nsgg?gt\@hth%@mqa%@ rawings, dp which, like refergnce « o g
numbers indicate like features, and wherein: FIGURE 1 shows an

infdrination Kandlingystent st e abnited fHistallatibR df ahCpetating Y

S¥sle®: indicates the location for providing a selected
operating system image for installation onto a target

system.

In yet another aspect, a method for installing an
operating system is described including first booting a
target system to a LDAP client stack and then communicating
a target system authentication string to a directory
service. Next, the target system is authenticated using a
target object and then accessing a policy object that is
associated with a target object after completion of the
authentication step. Next, the method includes obtaining
operating system installation instructions from the policy
object that direct the target system to access a deployment
server having an operating system image store thereon for

obtaining a validated operating system.

The present disclosure provides a number of important
technical advantages. One important technical advantage is
the use of target objects and policy objects within a
directory service for use in installing an operating
system. The use of the directory service allows for
centralized management and updating of policy information
and target system information. This also provides an
improved method for ensuring that all target systems are

properly identified and that only validated



10 according to teachings of the present disclosure; FIGURE 2 shows an
expanded system for automated installation of operating systems onto a
target server; and FIGURE 3 shows an automated method for installing

an 15 operating system onto a target server. 8 DETAILED

DESCRIPTION OF THE INVENTION Preferred embodiments of the
invention and its advantages are best undgrstood by reference to
FIGURES 1-3 wherein like numbers refer to like and 5 corresponding

pats and ke element pamesloike and. corjesponding elements. ot ..
purposes of tis disc osure, an information Hian ling system may inXIuEle )

anfdaistrurmeataligcora aggregate of instranmepitalities bperalile de compubécill

10classily, REO&eéﬁd”%'}%?&'ttﬁ?&ek’fgﬁﬁ%‘{e’ d%%%?"i‘ tEMCQn%}FO{:era jms
display, manifest, detect, record, reproduce, handle, or utilize any form o
inforAERGE dntefliigehte, or data for business, scientific, control, or other
purposes. For example, an 15 information handling system may be a
personal computer, a network storage device, or any other suitable

device and may vary in size, shape, performance, functionality, and

price. The information handling system may include random access

memory (RAM) , one or more processing
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20 resources such as a central processing unit (CPU) or hardware or

software control logic, ROM, and/or other types of nonvolatile memory.

Additional components of the information handling system may include

one or more disk drives, one or more network ports for communicating 25

with external devices as well as various input and output (1/0O) devices,

such as a keyboard, a mouse, and a video display. The information

handling system may also include one or more buses operable to

tragﬁr?' QD icatio lbeﬁthfﬁ t%\ﬁg' Shardware components. 9
=ferrifrgtc —aninformationhandling system indicated

generally at 10 is shown. Information Handling System 10 includes

directory semicesl Z mmbaimuaicdtidnhwitio tayjetisystestbhdndg of the

deplyment seiyer 538, DiLedigry sendes 123 alsg.n.commynicalian

with administrative server 18. Blrectory service 12 generally includes

targetnbjectd 20varg pelicyiobjetts 22heDifedtopprsenvicteEr alsptincindés ken

MEIRONY SEIOHICE 26 I 2 elalEPLetmBAITEnt Memen,HE50UICS 2 uhs cn

may store 10 authentication policies 20 and 22. In'the present

embblfmérmtt aiFes®©Py BeFvReE £2 i) thicorhmuhicetiohamity R get System

14 asayell as additional target systems 40 and 42. Target system 24

shall be discussed in greater detail herein, however, it 15 should be

understoogirthak additionaltarget systesisd@ion handling system for

the automated installation of an operating system

according to teachings of the present disclosure;

FIGURE 2 shows an expanded system for automated
installation of operating systems onto a target server;

and

FIGURE 3 shows an automated method for installing an

operating system onto a target server.
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and 42 may include similar elements, functionality and controlling logic.
Target system 14 includes lightweight directory access protocol (LDAP)
client stack 30, EFI 32 and license key 34. Deployment server 16
includes 20 validated image repository 50. In operation, administrative
server 18 allows an administrator to create and/or modify target server
objects 20 and policy objects 22 within diregtory service 12.
Administrative server 18 also preferably allows an 25 administrator to

as%ﬁ%kbggéﬁiﬂ PBN%%’OJ@%‘E 2% @ %%%ﬁr more target objects
20: = = ility 19 may be used
to create a target object. Snap-in utility 19 may comprise a module of
code thatBnay bernpcorporaidd withtes|largert3e framesvork dmordet tat s

provi functignalit cribe in..Spap-in. module 19 may
inc?u&ggaggégjét]agblgeglgo %r%%?uc‘%ﬁ% %%E%Sﬁagﬁz Jfrager?g]aplo j%%:ts%o and
polic\oRfeTtd 22 wiltlsin e ctbiyk SeMitRPEX Sn omésaxapiplé ike and

embodiment, $9apnedule 194nay; be ingarparated within g Micresoft g
management Console (MMC) In alternate 5 embodiments any suitable
utility &P Beiovided M aBinfistrative server 18 to construct and

modify target objects and/or policy objects. Target objects 20, which may

also be reféfreB15PRERM 8L athrht S&RRt OBjEcEe, &8 obﬁ‘éfc%ﬂ?attja?é‘

handling system may include any instrumentality or
aggregate of instrumentalities operable to compute,
classify, process, transmit, receive, retrieve,
originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, or other purposes. For example, an
information handling system may be a personal computer, a
network storage device, or any other suitable device and
may vary in size, shape, performance, functionality, and
price. The_information handling system may include
random access memory (RAM), one or more processing
resources such as a central processing unit (CPU) or
hardware or software control logic, ROM, and/or other
types of nonvolatile memory. Additional components of
the information handling system may include one or more
disk drives, one or more network ports for communicating
with external devices as well as various input and output
(I/0) devices, such as a keyboard, a mouse, and a video
display. The information handling system may also
include one or more buses operable to transmit

communications between the various hardware components.
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10 each associated with a particular target system (such as target system
12). Each target object includes a username and a password (as
described below with respect to Figure 2). In the present embodiment the
username is a unique identifier 38 associated with target system 14. 15 In
a preferred embodiment, unique identifier 38 comprises a service tag
number or similar identifier provided by the manufacturer of target system
14. In a preferred embodiment, the password for a target object 20

aSSPCiate[goWitQé@egg.tcﬁﬁe@014:“ i%lt?ﬁﬁsﬁ E(Eg nZQL?i% cgr}?r!a%soge%%ndl ing

assigned to target system14. This ensures that the target system 14 can
be AkERticaEd CaricPalse erstires tabfargét systeinddrhas properipation

licensed to.load asparticylar operating syster theseon.s License key 34,
may also be referred to as a notice of 25 authenticity (NOA). In an

altEATHTNB &rRbGIMent, tardt T §fdte ANITAR tatgerShjeei @ s tiilize rver
any suitabler passwerdsecheme. Depleynentsserver toaclidesutiltiesyith
for communicating with target system 14 and directory service 30 12.

DePIOYReRtSEver T6 fifthidds offe or IMbFE 6hEMYing By &tets Stordgnerally
withircinnaige repasitory ob.jiadbe 110presenppreferyedembotiment, all of
the operating system .ima stored within repository 50 have been
VaRdRea it dpraten tardd sridr LI HAEBGos 15 LDRp To 00t ee 24.
In a preferred embodiment memory resource 24 may store

authentication policies 20 and 22.

In the present embodiment, directory service 12 is
in communication with target system 14 as well as
additional target systems 40 and 42. Target system 24
shall be discussed in greater detail herein, however, it
should be understood that additional target systems 40
and 42 may include similar elements, functionality and
controlling logic. Target system 14 includes lightweight
directory access protocol (LDAP) client stack 30, EFI 32
and license key 34. Deployment server 16 includes

validated image repository 50.

In operation, administrative server 18 allows an
administrator to create and/or modify target server
objects 20 and policy objects 22 within directory service
12. Administrative serxrver 18 also preferably allows an
administrator to associate each individual policy object
22 with one or more target objects 20. 1In a preferred
embodiment a so-called snap-in utility 19 may be used to
create a target object. Snap-in utility 19 may comprise
a module of code that may be incorporated with a larger
framework in order to provide the functionality described

herein. Snap-in module 19 may include executable
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client stack 30 of EFI 32. Target server 14 then 5 authenticates to

directory service 12 using service tag 38 as its username and license key
34 for a password (arrow 70). During this step directory service 12

searches for a target object having the same username and verifies that

the password is correct. Next, directory 10 service 12 then identifies a

policy object associated with the selected{grget object 20. The policy

object preferably includes instructions for operating system installation
instructions which are sent to target system 12 (arrow,72).,These .
insﬁfé%gﬁsc ﬁla?/ngroﬁ%re the 15 ocgti())(tnagigfe%pléy%ﬁgﬁf sSer%/-ér.al%da q ticy
maypdlsotiscldde watadthediicativrosting to-é peovided td deploynmemmp le
sepyet Haafter receiving: the installationgnstiyctions,target SeIVeL 44,
may then submit a request to deployment server 20 16 to carry out the
aufortfaadastfiatitiieganetetéd Beratng ¥iistem Eirdw 78¥1ate

Dr%fﬁﬂséi‘%ﬁ@%@m%# target syistem yequesss aRreboot eXecuion 1y
(0)

(PXE) boot from deployment server 16 and may preferably send the
auftERtR ARG afrhgto HEpiGimeRt Servériss DBUSEpRyMent Seher daraet
theshauthesticates e the diegty-seatee, 12 to match the authorization

string of the target server 14 with the policy that is associated with the

target server gbjecvane deteraiinesthechppropriale operating System ta o

deggyéykaQSHEHEE%get server objects, are objects that are
each associated with a particular target system (such as
target system 12). Each target object includes a
username and a password (as described below with respect
to Figure 2). 1In the presenﬁ embodiment the username is
a unique identifier 38 associated with target system 14.
In a preferred embodiment, unique identifier 38 comprises

a service tag number or similar identifier provided by

the manufacturer of target system 14.

In a preferred embodiment, the password for a target
object 20 associated with target system 14 is license key
34 that has been assigned to target system 14. This
ensures that the target system 14 can be authenticated
and also ensures that target system 14 has properly
licensed to load a particular operating system thereon.
License key 34 may also be referred to as a notice of
authenticity (NOA). 1In aﬁ alternative embodiment, target
system 14 and target object 20 may utilize any suitable

password scheme.

Deployment server 16 includes utilities for
communicating with target system 14 and directory service
12. Deployment server 16 includes one or more operating

systems stored within image repository 50. In the
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30 embodiment, deployment server 16 may commence operating system
installation without validating the authorization 12 string--for instance,
deployment server 16 may store authorization codes. An image of the
appropriate operating system image is then provided to target system 14
(arrow 76) and target server 14 may then initiate 5 operating system
deployment. Target server 14 may then complete operating system
installation and activation using its license key 34. Now referring to

FIGURE 2 .information handli ystem 100 js shown. Information.

nebalig SystB L0010 generally Telldes tajge server 160, daplgynant: £
seiver 499 arfcbadministrative sewerstis®aly irb€omaimidation withidated.
directory service 110. Directory service 110 includes servers 112A, 112B,
112C and P12DSEAER Rervera I P2 ihcRRESST cérfedporiting Afdhsoryo LDAP

resouree 414+ Eagh 46 servertl2may prefesably herdpeateddn a.sgparate
location and provide local access to the directory service. In this manner,

direefohy BEARGE $80 Tiiay 1664 SEReFS 112 %R differ8tiBEatsis witRin=29

a gpgledacitity ardn slifferent statas orgosdinesats. Serveys 20dd2sword

preferablgkcg municate, usin methodts and protocols well known tﬁ%

thoSeF &F3Kkill in the aft fo-E8mhtintcate SRfoTmETionardpdiias SGeh tifat all

of thensefivers Td2A D teachecontains the samemertinentsafosmationante and

th%%rifies that the password is correct. Next, directory
service 12 then identifies a policy object associated
with the selected target object 20. The policy object
preferably includes instructions for operating system
installation instructions which are sent to target system
12 (arrow 72). These instructions may provide the
location of deployment serxrver 16 and may also include an

authentication string to be provided to deployment server

16.

After receiving the installation instructions target
server 14 may then submit a request to deployment server
16 to carry out the automated installation of a selected
operating system (arrow 73). In a preferred embodiment,
target system requests a Preboot eXecution (PXE) boot
from deployment server 16 and may preferably send the

authentication string to deployment server 16.

Deployment server 16 then authenticates to the
directory service 12 to match the authorization string of
the target server 14 with the policy that is associated
with the target server object and determines the
appropriate operating system to deploy. In an alternate
embodiment, deployment server 16 may commence operating

system installation without validating the authorization
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information that is introduced to one servers is updated 25 within the other
servers within directory service 11.0. In the present embodiment,
directory service 110 includes target objects 120, 122 and 124 and policy
objects 126 and 128. Target object 1-120 includes a username (service
tag 132) and a password (COA 130). 30 Target object2-122 includes a
username (service tag 136) and a passwqrg (COA 134). Target
object3-124 includes a 13 username (service tag 140) and a password

(COA 138 _E’gg%y ggjselzé:gﬁ\-le% inclu esrllo%agiog irg@rrpa&i%nnllng al d U/P
field 144 Similar , policy O%Jéct%e-g gincludes” Tocation information 126
and Ww/Rdield 4480 /R diekls 148Anayiinelrleafserhamerardopasswerd

inf lan. fo t icat] I n r170.
riomBin o SbeDicallo SPELENIAD. ISISTE e
providediwithin difectaRbsereica el 0s Ry threrpresemeambbdimentpoliey e

object ;126,15 10 assqciatled Wi target object 1:12Q apddargel obierct 25
12J§.1§Pol?cy ogjsec(tg/B-128 is%%socgi?gted with tar g]te object 3-124. In ﬂ%?g =

maFTER bRty BBRIER AL TS5 mas 15E" usRd (6 Hiratitie st dyseirn
installptignifes a1 targelssystary associated with either target object 1-120
15 or target object 2-122. Additionally, policy object B- 128 will be used to
direct opevating #tsiallation fepa riecgatrsystein fdentified by target ohject
S'gbstem 100 is shown. Information handling system 100
generally includes target server 160, deployment server
170 and administrative server 150 all in communication
with directory service 110. Directory service 110
includes servers 112A, 112B, 112C and 112D. Each server
112 includes a corresponding memory resource 114. Each
server 112 may preferably be located in a separate
location and provide local access to the directory
service. In this manner, directory service 110 may
locate servers 112 at different locations within a single
facility or in different states or continents. Servers
112 preferably communicate using methods and protocols
well known to those of skill in the art to communicate
informational updates such that all of the servers 112A-D
each contains the same pertinent information and that

information that is introduced to one servers is updated

within the other servers within directory service 110.

In the present embodiment, directory service 110
includes target objects 120, 122 and 124 and policy
objects 126 and 128. Target object 1-120 includes a
username (service tag 132) and a password (COA 130).
Target object2-122 includes a username (service tag 136)

and a password (COA 134). Target object3-124 includes a
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alternate embodiments policy objects 126 and 128 may be associated
with more or fewer target objects. 20 Administrative server 150 may store
a plurality of data sets of COAs 152 and service tags 154. This
information may preferably be used to populate, modify and evaluate
target objects and policy objects managed by administration server 150.
Administration server 156 may 25 receivejigformation from manufacturer
156, thereby allowing administration server 150 to obtain information

related [0 [ArOQLSYSIqMS, SUGh 3§ quﬁ&d%t}gsg% %%C_(q&% Tagst,

server 160 is in operative communication with 30 server C-112. Target
seReeriTB0 ellries dpesistént hvshtsry iBadtdmng CORIBEEmR 142 and
unigue idenfifien 166. Ind 4, Ihe presentembodiment. asoscalleg Sefuicg e

tag is provided unique identifier, however, in alternate embodiments an)id

sutt8bRbbeRtifieriRaydeiRied! farget sétvér 66 preféfbly iféfieste
LDAR cligit staek £ 68 fos Srallovdng targeksanver-46Q Hr perfakm anlinited
boot to allow it to communicate with directory service 110 and
depioyHBhtSEverErd ih Ot (8 B6RN 87 bpefatihg’ systeth. a1 ternate
Deployaent server hé@ds srcaunumicaiionarithodPdarget senverd6ooand y
m@%ﬁ%’% elél%‘fe E&%OLYQ?%” cJerverincludes memory resource 1721,

(0]

In the present embodiment policy object A-126 is
associated with target object 1-120 and target object 2-
122. Policy object B-128 is associated with target
object 3-124. 1In this manner policy object A-126 may be
used to direct the operating system installation for a
target system associated with either target object 1-120
or target object 2-122. Additionally, policy object B-
128 will be used to direct operating installation for a
target system identified by target objéct 3. In
alternate embodiments policy objects 126 and 128 may be

associated with more or fewer target objects.

Administrative server 150 may store a plurality of
data sets of COAs 152 and service tags 154. This
information may preferably be used to populate, modify
and evaluate target objects and policy objects managed by
administration server 150. Administration server 156 may
receive information from manufacturer 156, thereby
allowing administration server 150 to obtain information
related to target systems, such as unique identifiers and

COAs.

Target server 160 is in operative communication with
server C-112. Target server 160 includes a persistent

memory 162 storing COA 164 and unique identifier 166. 1In
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store one or more images of operating system for installation onto target
server 160 or other target servers. 15 Now referring to FIGURE 3, a
method indicated generally at 300 is shown. Method begins 310 by first
creating one or more policy objects 312 and one or more target objects
314. The policy objects and target objects are then loaded on a directory
service that is 20 made available to targetsgrvers. A target server may
then boot to an LDAP client stack 316 stored thereon and send an

authentication request 4o diregtory servige 318, JEhe largetabiect; <

associated with the target server is then retrieved in order to authenticate
tarefef ¥édef 322 DBgsihg Aiser fathe &Y8 Yassword.dm kepieddrfed

embodiments-the usey name may-compise g ynigue, ideptifierstos .  Target
identifying the target system and the password may be a license

asSiyhéa o Hrd tdgeEeytBhY EdlfowititiuthBhficatior e poRG/ obj8Et for
assaciatetn30 withdbe pestinent target. objest israceessedi3ABOrgen 0 to
obtain deployment server instructions from policy 15 object 326. These '
InHLENn Breferalsy TRHH $16 dporeling B tHarts 1S beebloyethd
onte fhectargett Server.ckhis sted may atterinchidetprovidinghthedargaet i ng

server with an authentication string used to allow the S deployment server

tem, :
to atthenticate the operating system

Deployment server 170 is in communication with
target server 160 and with server 112C. Deployment
server includes memory resource 172 which is operable to
store one or more images of operating system for
installation onto target server 160 or other target

servers.

Now referring to FIGURE 3, a method indicated
generally at 300 is shown. Method begins 310 by first
creating one or more policy objects 312 and one or more
target objects 314. The policy objects and target
objects are then loaded on a directory service that is
made available to target servers. A target server may
then boot to an LDAP client stack 316 stored thereon and
send an authentication request to directory service 318.
The target object associated with the target server is
then retrieved in order to authenticate target server 322
using a user name and a password. In a preferred
embodiments the user name may comprise a unique
identifier for identifying the target system and the
password may be a license assigned to the target system.
Following authentication, the policy object associated
with the pertinent target object is accessed 324 in order

to obtain deployment server instructions from policy
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deployment request. Target system 14 then preferably accesses
deployment server 328 to request the deployment of an operating
system. As described above, accessing component server 10 may also
include providing deployment server with an authentication string
provided by the policy object. In some embodiments the deployment
server may validate the authentication stripng with the directory service. In
other embodiments, deployment server may validate the 15 authentication

st withouhavingrio.cantactdbe discloryselvice Nyt the Aopropriale.
opera%lng system is deployed onto the targerystem 330. This method
en@® foRGwing ingillationt be thelcorieet bperRingsysteranditothmetarget

sysiem,14. 20 Althqugh the glisclosed smbadimentshaye; baen, descriped ;e

in detail, it should be understood that various changes, substitutions and

alte2TBARS cahBe ArAdR1ERE EfiBddirfentS Witheut'dsshriifg frbhvtheife
spidit pnd yeeope. L5 MESLLE 160WEHAT: ISSEEAMEDIS: 12 Ang system

information handling system comprising: at least one target system

coffRIMERRIEy E5FHEE fwith a directory service, said target system

hawngeaTarget system 14 then preferably accesses deployment

server 328 to request the deployment of an operating
system. As described above, accessing component server
may also include providing deployment server with an
authentication string provided by the policy object. 1In
some embodiments the deployment server may validate the
authentication string with the directory service. 1In
other embodiments, deployment server may validate the
authentication string without having to contact the
directory service. Next the appropriate operating system
is deployed onto the target system 330. This method ends
following installation of the correct operating system

onto target system 14.

Although the disclosed embodiments have been
described in detail, it should be understood that wvarious
changes, substitutions and alterations can be made to the
embodiments without departing from their spirit and

scope.
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5 LDAP client stack; the directory service having at least one target object
and at least one operating system policy object, the directory service
operable to authenticate the at least one target system and direct the at
least one 10 target system to a deployment server for operating system
installation; and the deployment server in communication with the at least
one target system and the directory servicgg the deployment server
having at least one operating system 15 image stored thereon. 2. The

infarmatign h ﬂﬂlﬂ&gysf%m of Claim 1 wherein the target system
compr'rsesa‘[%asl—mrermrrjue identifier operable to identify the target
system. 20 3. Tg%irggr ation h%ndlpgégftem of Clati[enmz wherein the at

. ormatlion in SVYS .CO rising:
least one unique identifier comprises a serwcg taé/assouate%pwnh %heg

target sysfem. 2o:4. Theinformationhandling sysiem, ot Claimeh whesgit o g

the target system comprises a license key associated with the target
sy¥tehit MCSLEPCE? Y THR4HforMatisd HAnBRFg Sstémséatiaimaing a
whergip theslicense kgy ggmprises a certificate of authenticity (COA).

MCSLLP

the directory service having at least one target
object and at least one operating system policy object,
the directory service operable to authenticate the at
least one target system and direct the at least one
target system to a deployment server for operating system

installation; and

the deployment server in communication with the at
least one target system and the directory service, the
deployment server having at least one operating system

image stored thereon.

2. The information handling system of Claim 1
wherein the target system comprises at least one unique

identifier operable to identify the target system.

3. The information handling system of Claim 2
wherein the at least one unique identifier comprises a

service tag associated with the target system.

4. The information handling system of Claim 1
wherein the target system comprises a license key

associated with the target system.



5 6. The information handling system of Claim 1 wherein the target
system further comprises a persistent memory, the LDAP client stack

stored on the persistent memory. 10 7. The information handling system MCSLLP

of Claim 6 wherein the persistent memory comprises a non-volatile RAM.
8. The information handling system of Claim 1 15 wherein: the
deployment server comprises a plurality of, operating system images; and
the directory service comprises a plurality of operating system

authenticgtion pajidies, 6¢h 20 auihenticafion policy aperable ta direg
least one selected target system to the &ep oyrﬂen server for mstajﬂtlrﬁg a
seldrtett: dperating bystems<9. Kehe information handting sydtearobClaim 1
25 further eqmpt 'ng@émd_ministrative server in communication with the
directory service, the administrative server operable to manage the at
least one operating system policy object and the at least one target
object. MCSLLP i8 10. The information handling system of Claim 9

5 further cognprisingha pluralirefitarget systeMsng system of Claim 1
wherein the target system further comprises a persistent
memory, the LDAP client stack stored on the persistent

memory.

10 7. The information handling system of Claim 6
wherein the persistent memory comprises a non-volatile

RAM.

8. The information handling system of Claim 1

15 wherein:

the deployment server comprises a plurality of

operating system images; and

the directory service comprises a plurality of
operating system authentication policies, each
20 authentication policy operable to direct at least one
selected target system to the deployment server for

installing a selected operating systemnm.

9. The information handling system of Claim 1
25 further comprising an administrative server in
communication with the directory service, the
administrative server operable to manage the at least one
operating system policy olbbject and the at least one

target object.
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associated with the directory service. 5 11. The information handling
system of Claim 10 comprising: a plurality of target objects each
comprising a username and an associated password, each target object
10 associated with a target system and operable to authenticate the
associated target system. 12. The information handling system of Claim 1
wherein the target server is operable to bopg to the LDAP 15 client stack
and subsequently communicate an authentication string to the directory
service. 13. The information handling system of Claim 1 wherein the at
least one target system comprising an 20 interface operable to run the

LDAP dliepy staclelp 3 pies ool envranment; MESLLR 49 L4 & diregtory
system for operating System installation compri%ingy. a pﬁura?ity of target
objeers; leach carget bbjerd assobimtedlwitly actardetseevesairteovaprising

a ysername - @nglia password: for aythenticating; a farget system; and a

plurality of policy objects, each policy object associated with one or more
target objects, each policy object indicating a location providing an
appropriate

11. The information handling system of Claim 10

comprising:

a plurality of target objects each comprising a
username and an associated password, each target object
associated with a target system and operable to

authenticate the associated target system.

12. The information handling system of Claim 1
wherein the target server 1is operable to boot to the LDAP
client stack and subsequently communicate an

authentication string to the directory service.

13. The information handling system of Claim 1
wherein the at least one target system comprising an
interface operable to run the LDAP client stack in a pre-

boot environment.

MCSLLP
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operating system image for installing onto a target 10 system. 15. The
directory system of Claim 14 wherein each username comprises a unique
identifier associated with a target server. 15 16. The directory system of
Claim 15 wherein each password comprises a license key associated
with the target server. 20 17. The directory system of Claim 15
comprising a plurality of directory service sgrvers each maintaining the
plurality of target objects and the plurality of policy objects thereon. 25
MCSLLP 18. A method for installing an.operating system comprising:
booting a Target Zéyé@e?nefogg fﬁA%ycS:IFe%PsFa% ; @ err%"lrﬁgﬁl%gtiﬁg 2 ?arrnget
systemtalthenticatiorostring s5 toya directory service; authenticating the
target system using a target object; accessing a policy object associated
with the térget Whjdétiaftep Auierdiestimpthrthfgeteand: 10a0maihirgPJ ect

operating systein jnstallationdpsteuctionsver and comprising a username

and a password for authenticating a target system; and

MCSLLP

a plurality of policy objects, each policy object
associated with one or more target objects, each policy
object indicating a location providing an appropriate
operating system image for installing onto a target

system.

15. The directory system of Claim 14 wherein each
username comprises a unigque identifier associated with a

target server.

16. The directory system of Claim 15 wherein each
password comprises a license key associated with the

target server.

17. The directory system of Claim 15 comprising a
plurality of directory service servers each maintaining
the plurality of target objects and the plurality of

policy objects thereon.



10

15

20

from the policy object, the installation instructions directing the target
system to access a deployment server having an operating system image
store thereon. 15 19. The method of Claim 18 wherein the authentication
string comprises a username and a password. 20. The method of Claim
19 wherein the user name 20 comprises a unique identifier operable to
identify the target system and the passwog(a comprises a license tag
assigned to the target system.

18. A method for installing an operating system

comprising:
booting a target system to a LDAP client stack;

communicating a target system authentication string

to a directory service;

authenticating the target system using a target

object;

accessing a policy object associated with the target

object after authenticating the target; and

obtaining operating system installation instructions
from the policy object, the installation instructions
directing the target system to access a deployment server

having an operating system image store thereon.

19. The method of Claim 18 wherein the
authentication string comprises a username and a

password.

20. The method of Claim 19 wherein the user name
comprises a unique identifier operable to identify the
target system and the password comprises a license tag

assigned to the target system.

MCSLLP



