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5 The present invention relates broadly to a method an

system for protecting a digital image,1to a method and system for
authenticating a digital image, to a computer readable data storage
medium having stored thereon computer program code means for
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execute a method of authenticating a digital image BACKGROUND 15
Stemmed from traditional cryptography, the requirements for preventing
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BACKGROUND

Stemmed from traditional cryptography, the requirements for preventing two
kinds of frauds are usually expected for the purposes of content-based
authentication. One is to prevent the forging from the recipient to make his attacks
pass the authentication. The other is to prevent repudiation' of the transmission of the
content by the owner. Once you sign on it, you cannot deny it anymore. Based on
these two requirements mentioned above, the state-of-art techniques for protecting
images such as JPEG2000 images against unauthorized modifications can mainly be
categorized into two classes: watermarking-based authentication and signature-

based authentication.

Refer to Figure 1, the watermarking-based solutions accomplish content
authentication by embedding a noise-fike signal 100 into the content 102 itself in an
imperceptible way. The original content 102 may need to be transformed as well as
the watermark 100 (embedding information). Usually a secret key 104 is used for '
making the embedding more secure. In the procedure of watermark extraction, by
compéring the correlation results between the original content 102 and watermarked
content 106, or practically, between the extracted watermark and that re-produced
from keying the same watermark information as embedding, the authentication result
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Watermark extraction, by comparing the correlation results between the
original content 102 and watermarked™ content 106, or practically,
between the extracted watermark and that re-produced from keying the
same watermark information as embedding, the authentlcatlon result WO
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by modifying traditional cryptography algorithms from authenticating

message to authenticating the content. After features 200 are extracted

from theff@f@irtal cantent 20 eusimibthadhingd 284Autiomzedetliéoe Sheupityposes of
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€ main_advantages of signature-based solutions are their well-prov
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isiglegateterminasibihiiiee-produced from the content 212 to be authenticated.
Differing from watermarking-based solutions, signature-based solutions can adopt the
well-known public key infrastructure (PKI) for practical applications. The main
advantages of signature-based solutions are their well-proved security properties
mentioned above. Howevesr, the security performance is also determined by the
representation quality of extracted features 200 of the said content 202. For example,
histogram and edge map may be important features in images, but if they are taken
as extracted features for authentication, one can easily fake the images without
changing their histogram and edge map. Another issue of signature-based solution is

that they need an exira storage space.

In providing an authentication solution for e.g. JPEG2000, the following
requirements may be considered: secure to prevent the two main attacks on image
integrity and source verification, robust to tame some incidental distortions such as
format conversion and transcoding, minimum or zero exira storage, eftc. Another
practical yet very important issue for authentication may be how to define the
-expected authentication strexngth for content.
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and a selected image content; selecting an authentication mode for
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feature values based on the selected authentication mode; and creating
an image signature based on the data corresponding to the feature
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. feature values prior to embedding.the data corresponding.tqQ the feature.
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codeblocks of the original digital image may be thresholded and coded to

create i@ daiRfOBIROOHRGLHS SRHISYRIMGSof codeblocks of the original
digital image may be thresholded and coded to create the data corresponding to the
feature values.

The coding of the thresholded feature values may comprise ECC coding to
generate parity check bits (PCBs) as the data corresponding to the feature values.

The method may further comprise applying ECC coding again to the PCBs to
generate the data corresponding to the feature values.

The creating of the image signature may comprise applying a cryptographic
hashing function to a bit sequence representing the data corresponding to the feature
values.

The creating of the image signhature may comprise utilising a private key.

The method may further comprise distributing the digital image, including the
embedded data, as the authentic digital image.



The coding of the thresholded feature values may comprise ECC coding

to generate parity check bits (PCBS%]as the data corresponding to the

feature values. The method may further comprise applying ECC coding
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may comprise utilising a private key. The method may further comprise

-distributing the, digjtal image, including the embedded da e
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ata corresponding to the feature values, and the creating of the image
signature may be performed as part of the JPEG 2000 coding. According
to a secagsbatipgdbad Sexpndsespacterdtibe rtesenisiprevited tharethgdyided a
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and extracted feature values. The extracted data and extracted feature
values from each of a plurality of codeblocks of the digital image may be
decodethie deriviaghef dbtadsderesparfingcioghis mﬁg@féﬂlféﬁtfﬁéwwu‘é&ﬂ?es may

comprise error correcting coding the extracted data and extracted feature values.

The extracted data and extracted feature values from each of a plurality of
codeblocks of the digital image may be decoded to derive the data corresponding to the
original feature vaiues.

The extracted data may comprise PCBs, and the decoding of the extracted
data and extracted feature values comprises ECC decoding.

The method may further comprise applying ECC decoding twice to the
extracted data. The method may further comprise applying a cryptographic technigue
to the image signature to derive a bit sequence representing the reference data.

The method may further comprise applying a public key to process the
image signature for deriving the reference data.



The extracted data may comprise PCBs, and the decoding of the

extracted data and extracted feature values comprises ECC decoding.

The method may further comprise agplying ECC decoding twice to the

extracted data. The method may further comprise applying a

cryptagraphic technigue, to the image signature toﬂerive it sequence
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reference data. 5 The method may further comprise receiving the digital

image as a coded digital image. The digital image may be coded utilising
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extracting of the feature values from the digital image, the processing of
the extracted data and extracted feature values to derive data
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an authentication mode for processing the extracted feature values; a

processor deyice for deriving data cprresponding to the .extracted feature.
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- present invention, there is provided a computer readable data storage =
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authentication mode; and wherein the processor device further creates an image
signature based on the data corresponding to the feature values,

According to a fourth aspect of the present invention, there is provided a
computer readable data storage medium having stored thereon computer program
code means for instructing a computer fo execute a method of protecting a digital
image, the method comprising: extracting feature values from the digital image
based on a selected authentication bit-rate; selecting an authentication mode for
processing the extracted feature values, the processing of the extracted feature
values comprising deriving data corresponding to the extracted feature values
based on the selected authentication mode; and creating an image signature
based on the data corresponding to the feature values.



based on a selected authentication bit-rate; selecting an authentication

mode for processing the extracted f%ature values, the processing of the
extracted feature values comprising-deriving data corresponding to the
extracted feature values based on the selected authentication mode; and
creating an image signature based on the data corresponding to the
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BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily
apparent to one of ordinary skill in the art from the following writien description, by
way of example only, and in conjunction with the drawings, in which:

Figure 1 illustrates a prior art watermarking based authentication scheme.

Figure 2 shows signature based authentication scheme.

Figure 3 is a flow chart illustrating an image authentication process in
accordance with an embodiment of the present invention.

Figure 4 is a schematic drawing illustrating signature signing and watermark
embedding process fiow in accordance with an embodiment of the present invention.

Figure 5 is a schematic drawing illustrating a watermark extracting and
sighature verification process flow in accordance with an embodiment of the present
invention.

Figure 6 is a flowchart illustrating a method of protecting a digital image in an
example embodiment.

Figure 7 is a flowchart illustrating a method of authenticating a digital image
in an example embodiment.



Figure 2 shows signature based authentication scheme. Figure 3 is a flow
chart illustrating an image authentication process in. accordance with an
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illustrating signature signing and watefmark embedding process flow in
accordance with an embodiment of the present invention. Figure 5is a
schematic drawing illustrating a watermark extracting and signature

verificatipiyprecassidlow iscrepesdaneewitianieehagiment siirResgdtem for

inyention. Eiqure 6 is a flowchart illustrating a method. of protecting a
AT Gy e S VSR RPEIRIPG 220 RBORAREN of the present
illleHtiAG- a method of authenticating a digital image in an example
embodiment. WO 2005/031643 PCT/SG2004/000312 7 Figure 8 is a

S ic. drawing. ting a computer system for implementing the
m%ﬁ?g%%g §ﬁ(%%%§ g to an embodiment of the present invention.
5 DETAILED DESCRIPTION A system and framework for authenticating -
JPEG200Q.jmages 8 Iqere %P%l t of g tion with.
pre-spe%%‘igé%uthaeﬁ%?ﬁioﬁ%aﬁ’e %& H?%ﬁh%gf ge ectlngﬁggﬁgfﬁ ?Heexampfe
oR/BROHIREY, Qeltmgitentesirsiaaneresrsiiied ehenicstdaveitrate (ABR)
eincluding seaactindingER the aRproNdatendidel 2a0RRigCeRUER ARG authentication
para rs, generating.the.content-based, signatures wit g% n
B PR P AP g and
tRaramRErmar@sn gREEROE intagtetidetbed witgnatuigitabdigndberedven  ABR,
tmt@mmﬁm@fomw%N@Hﬁ&@tme@hsa@@wlﬁq@r@%@lmﬁg%é ARLO8NKding the
compatible Wi{%"%%b“c Key 15 Infrastructure (PKI) but also robustand
B G i E P 090 WA A5 B 5 B S ES o he reciiont for
lddstesstifidationmatie swatoblagmiuitiegsieisompeessicshaatible with Public Key
Infrastructure (PKI) but also robust and flexible in typical JPEG2000 image related
operations such as lossless-to-lossy mode switching, mulfi-cycle compression and

transcoding {truncation and parsing).

As mentioned above, one ob‘stade which affects current authentication

- systems is that it is very difficult to well define to what extent to authenticate the
content. If one needs to compress the content, several options to control the target
compression quality such as either compression bit-rate, or target compressed file
size in bytes or compression visual quality efc are typically given. [t would be
advantageous if similar functionalities are provided in the content authentication
system. The example embodiment seeks to provide this functionality. 1t is worthy
noting here that although the authentication could be also measured by quantization
step size, because of a large diversity of content, furthermore, usually the content will
be stored in compressed form which is done by both quantization and entropy coding,
the quantization-based measure for authentication is stilf not well descriptive and

explicit.

An authentication system in the example embodiment is illustrated in Figure 3.
Given a target authentication bit rate (ABR) and authentication rcbustness level (e.g.,
fragile, lossless to lossy) as parame{er 300, one digital signature 302 is generated
from the image content 304 during JPEG2000 coding procedure 306. By running
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rebeiftertaltiiontiomsn b owlcadmie re fadiaterearkam dIRGER000 image 314

signalgrassedute d3gitd srjledde geperate its corresponding signature
(This is a straightforward 5 solution of traditional crypto signature). If the

required authentication robustness level is lossless, then a robust
signaturd sopigiesss Janilbskis skrsitraienidinigitthetion imagsedibertliation in the
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assuminﬁ o transcoding is applied. If transcoding has been applied to the _
AR t 8*@@‘&?5@60%‘5&%&1 eberiBerb Yt airlobBedorsthgd in detail,
réooese il fwficbregpirestiated by a person skilled in the art that those authentication

are very similar, and instructions to implement one enables the person skilled in the
art to implement the other. More specificaily, lossy authentication utiises lossy
watermarked embedding, whereas lossless authenfication uses lossless

watermarked embedding.

in the examples embodiment, signature generation / verification modules are
mainly employed for content signing and authentication. Watermark émbedding /
extraction modules are only used for embedding and exfracting ECC check
information. Instead of directly sending an original image to recipients, only the
watermarked copy is send together with one signed digital signature whose length is
usually very short (fhe signature size is only around 1024 bits regardless of the

original image size).

Refer to Figure 4, among four inputs: original image 400, JPEG2000
compression bit-rate (CBR) 402 b, Lowest authentication bit-rate 404 (LABR) a and
image sender’s private key 406, CBR 402 is the mandatory input for compressing
images into JPEG2000 format. In addition to the original image 400, only two inputs

e
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SignAture more robust to incidental distortions. The final outgiftd/3f&2404/000312
(watermarked) JPEG2000 image 314 %nd its associated digital signature
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biferatea (€ BitetpRrivibg werdtyaotentisiatioRiisiate 21 0the_ABRY a@Nthken as the

'@3&%8%‘91?5 %%pgéé%ég,%é“g%%ggds the mandatory input for

compressmg ages Into 0 format. In addition to the original
image 400, only two inputs WO 2005/031643 PCT/SG2004/000312 9 are

needed T enepataitie @%%ﬁ@é%@ET%ﬁé%% gh for extraction from
content- ased W rivate Q a LABR 404 a. If a

A0 e g e R AR TE A S o eipanges o the
|@Tﬂ@@dﬁﬁﬁ @BRrmaiksbmighthertio aEQMdsagiplied in the examples embodiment
again before the PCB data are embedded. The watermark data for each block are
embedded into either thé same block or a different block. The watermark embedding
location may also be determined based on the LABR value 404. Note only the PCB
data 428 (not including the feature codes) are embedded in the watermarking
process of the example embodiment. All codewaords 432 (features together with their
corresponding PCBs) from all resolution levels and all subbands are concatenated
and the resulting bit sequence is hashed by a cryptographic hashing function such as
MDS or SHA-1, 434. The generated semi-fragile hash value can then be signed 436
using the content sender’s private key 406 to form the crypto signature 408. Differing
from a data-based signature scheme in which the original data are sent fo the
recipients associated with its signature, in the example embodiment the watermarked
image is send to the recipients instead of sending the original image 400.

Refer fo Figure 5. To authenticate received image content 500, in addition to
the image itself, two other pieces of information are needed in the example
embodiment: the signature 502 associated with the image 500 (transmitted through
external channels or as embedded watermarks), and the content sender’s public key
504. The image 500 is processed in the same way as content signing: decompose
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compressed JPEG2000 image 410. Ttlj original image 400 first
undergoes color transformation, wavelet transformation and quantization,
which are all basic procedures in JPEG2000 encoding 412. EBCOT 414

is th loyed for bi fractionalizi ding 416, 418 and .

oA Vo GG D A 30 CHToh RS TRt AP det hore it
424sfsomethdfealRER200GT ivtigralizedtvieplaesdatasanng inegeaged one is
is %Gﬁ%?ﬁi@aﬁ‘ﬁ@v%@a&g%a Sapeyauessrop eachipRIRPIAckAIe upeG2000

thresholded and ECC coded 426 t0 generate corresponding parity check
bitSPRTBSeR s PhEBHES St HEeR bdRPidM ?%E?““e in the EBCOT
blakrizars rdrviiietPER 2480 décdtiaeprbestiied wWaiarmntaskdsepibeithdal ywatermarks
rohyst u ion. from. recej i un ac le .
o S HE D P R T R SRR A ot that the
miffrteesuare cempuisglidd fn e aenfeaiedbbemeRi08gamilsefbre PCBs are
th@éﬁ%@n%@_tﬂcﬂfﬁtﬁé_th 'W@@aﬁﬂh : r@ﬁwgﬁﬁfrﬂﬁ_ Eé‘ﬁéﬁ’aﬁgﬂ %:@éﬂ%ﬂ@é@ at l’c(he source
emhedded into either the s ock o ifferent block. watermar
BT 95 (AT e TR SRR HEA REEA o HPEABEoE gdowords
4031 NbtevaniietbenGB/atiicntios adsiocicatinpetmadeature codes) are

embedded in the watermarking process of the example embodiment. All
codewords 432 gfeatures together with, their corres ondin% PCBs) from

all resolufiPhiEaylialsdtan symeme drihe Sdaupst Pch BnRPREQisg whether
bisggisneecigdaghed by dearypiographicohashiby fhasigrilsrchasiain the image

MD5 A-1.434, T er semi-fragile,l cant .
i . L N e B kS 0, R0 ateraton
sideraines40B. ifferfiRy/drden areatarrmeeilssifrat fasEhBmany Jesskhahede are
Ori:_giﬂﬁlls%lé 9{@@% e %ﬁﬁﬁ@dﬁﬁ@_ ‘{‘dﬁi@éis Wﬁg ‘i%ﬁ@ﬂﬁi&@b@lﬂ incHiRatenate
exe e emhodiment the water image is send tq the recipients
NGRS SR BTIF AIRGE AS0US0IR AP (B YRIgE Ry hash 520 the
autseiitisegeseceivEkifrgevedfitetivs 0@sit deldiion conphideintge.gbet, bit-by-bit
W RINGIJIF % Yliniosmanian pneriled RU% 8XHRBIR this new generated and
the other is decrypted 526 from the associated signature 502 by the obfained public
key 504): if any single bit differs, the verifier will deem the image unacceptable

(“unauthentic™).

The procedure of signature generation and watermark embedding in the
example embodiment involves:

Selecting the authentication robustness levels: fragile, semi-fragile with
lossless data hiding and semi-fragile with lossy data hiding.

JPEG2000- encoding the image based on coding parameters such as
progression order, compression bit-rate, efc.

Generating the content-based features with the given Authentication Bit-Rate
(ABR). |

Employing error correcting coding scheme to tame the feature perturbations
caused by some Incidenfal noises or embedded watermarks, if semi-fragile

authentication is selected.



embodiment: the signature 502 associated with the image 500
(transmitted through external channels or as embedded watermarks), and

WEhd 8kttt sender's public key 35 504. The image 500 is proBE€34&a2194§80312

same way as content signing: decompdse WO 2005/031643

PCT/SG2004/000312 10 and quantize image into blocks, to extract

features for each block. (Note that here it is assumed the JPEG2000

image haheenidagodes irO3awdMagyernd m@@m@eagaati&g ﬂﬂ'@ image as
ravwgg&gﬁaggenﬁég Rén Rg}elg%]%? cnlsi é%le%@%%nﬁ%% o 38rgr1 dependmg on

features and watermarks can talned in
from%@%ml@em@%ﬁc@éwa?ﬁd}ﬁ!ﬂﬁbgé @mb%fdd?@dthe authentzcatzon
watsHnstHEssadis10ne extracts the PCB data generated at the source site

512 Note that the features are c ed 516 from the received image

500 Whl|e[\?‘%t 5@5@@{% hﬁes WATE B&(L%n marks 510 that are
generatedhmgemmmj@mwmﬁr%tﬂd@ysttesgﬂe@wvéﬁeoinbmeahe and obtain the
feafyree apghingLorresponding PCBs to form codewords 10 518 the

whole content verification decision can be made. First, calculate the

syndrome SRHE 5O raf bide BA o critg disw vﬁﬁ@th@ﬁ%rﬁoﬁ%@ﬁ ign in the
whesargod ewbistirasat inesikectable. If yes, then we claim the image is

o unauthen se the c [0Gess 10

alteratlong%@ ?g"gtlc??\%] %?ﬁ? CFB Q%?dggg%qggfgre&a\ﬁe {i. e gﬁrérss‘lerﬁn érflr)?g”e with
fedfgress diaiarbiding rndaaebljaalie i) lagayrépledtitiessame process as

the SOUfCGéﬂ&aﬁﬁ@%@%@iﬂeﬁﬂW&C@ﬂtﬁﬁgW@ﬁé"&ﬂr&}gﬂﬁ%mmhon bit-rate

v R RO e NG O SLBO Bs SAO S RaRon 524

between Evéwm thastaid weterfherkoftors ttismaye gentralteld thedva®therking is

15 OthstdedechPIRImAR RN %‘%Fﬁ%%ﬂﬂt&%ﬁ@@% :ﬁ%@w&%&@tﬂ%@%mmoo

20

25

30

35

public key 504): if any single bit differs, the verifier will déem the image
un R IEBRSSE F%uthentic”). The procedure of signature generation and
watermarkrepihéciglisgdn thersthimxamiie esobadinent inyoliepsrReleeiii@res and

the aribeati AR oRSHes RV ol MR R M S 25 possible attacks.
Otherwise Applying crypto hash on-all ECC codewords.
Decrypting the associated image signature and obtain another set of hash
Bit-bit comparison between these two hashes: if one bit difference exists, the
image is deemed as unauthentic.

Figure 6 is a flowchart fllustrating a method of protecting a digital-image in
an example embodiment. At step 600, feature values are extracted from the
digital image based on a selected authentication bit-rate. At step 602, data
corresponding to the feature values js embedded as a watermark into the digital
image, and at step 604 an image signature is created based on the data
corresponding to the feature values.

Figure 7 is a flowchart illustrating a method of authenticating a digital
image in an example embodiment. At step 700, data embedded as a watermark
in the digital image is extracted. At step 701, feature values are extracted from
the digital image based on a selected authentication bit-rate. At step 702, the
extracted data and extracted feature values are processed to derive data
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order, compression bit-rate, etc. 30 Ge‘ erating the content-based features
with the given Authentication Bit-Rate (ABR). Employing error correcting
coding scheme to tame the feature perturbations caused by some
incidental n%s or emb,editied watermarks, if semi-fra%JiIe authentication

is SEILRERATRY J808TH R 3P BEHIS NS 1 RI'F03h 3°P1 EindbRifipiived data
PCByesaihEOg todesvonighdcicttitte valage ds owatparadkeitemference data

SithF R @&%ﬁé&&%ﬁgi@%%ﬁiﬁs&ﬂﬁpwmgt@% fgther

semi-fragile lossless or lossy data hiding is chosen as the authéntication
robustness level. 5 Applying crypto hash on all ECC codewords. Using
image oviffigr'mptivatake\sie eignodnHb easah satepattheiibbaihee imadenented

signatyre,  procegure o termark extraction and signature
S R L O R LT TRl & 1t may be

adfieleioarise Rfhteliveye | ausi dragitenyaititrigisamtheipssiessutathwithin the
higigmnersefsichaato VARdaRs AN HD GdaRReERYEHIR 800 to conduct the
contﬁtﬁﬁiﬁ%featurﬁewqth thg, f%ven authentication bit-rate from the

ddCEat 665" asg]BP ] %‘H’ing JPEG2000 image. Extracting the

said watdimeadanfpoetheyiskege 80dtentfribesvateronapkieg imdiile 802, input
logRbesReanduRn tdncaliends arPkes ey Riadd08uenags: Eeﬁ]ﬁg%ﬁi‘peof output

JPEG2000 image if necessa%;. Employing error correcting codi

sARAITEDRMER Feh SISy B8R RAGL RISk FI0ed watermarks- If ECC
fails, inditatedbvepatatinngiak BEsikleaiiaal®d to a computer network 812 via a

suitable transceiver device 814, to enable access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network
(WAN).

The computer module 802 in the example includes a processor 818, a
Random Access Memory (RAM) 820 and a Read Only Memory (ROM) 822. The
computer module 802 also includes a number of Input/Output (O) interfaces, for
example /O interface 824 to the display 808, and /O interface 826 to the
Keyboard 804.

The components of the computer module 802 typically communicate via
and interconnected bus 828 and in a manner known to the person skilled in the
relevant art.

_ The application program is typically supplied to the user of the computer
system 800 -encoded on a data storage medium such as a CD-ROM or floppy
disk and read utilising a corresponding data storage medium drive of a data
storage device 830. The application program is read and controlled in its
execution by the processor 818. Intermediate storage of program data maybe
accomplished using RAM 820,

The embodiment described may provide a system and method for content-
based authentication against unauthorized modifications of the JPEG2000.
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Otherwise Applying crypto hash on all ECC codewords. 20 Decrypting the

assomated image signature and obtain another set of hash
%[}%23’ 43h between these two hashes: if one bit difference E%(ﬁ:s%/%%owoomz

image is deemed as unauthentic. Flgl}r% 6 is a flowchart illustrating a

method of protecting a digital image in 25 an example embodiment. At

step 600, feature values are extracted from the digital image based on a

selected Autrideicano misthestior audieptiseing faE 650880 a1gIa ¢t é ehembodiment

fe%g;gweﬁd@mbmm.@ a\mtegegaﬁlé idrgﬂféhﬁ ﬂéﬁ@@l im@&sn@nd@het desired

ste an ima nature Is creat ased on the data correspondi

o TR AR ERAF 1517 7165 RS CRAFOTHURR Ao BBt PEG2000
aythvertioatirgd digitaleienaggeimemiinx dnepie eietidehseshtignateps7eh the given
5 JBEMPRLARELRRG WRIPLRL IR LS AOBARIRE GYURGIRGLAFIER sending

701, feature values are extracted from the digital image based on a
séfé?cté/&t&nﬂ?éhﬁéaﬂ85‘6&%%%%68?@9@%8 Wi iiacHdightaigngiure to the
exteipliet feafuteryatéiaiienprocessed to derive data WO 20051031643
PCT/SG2004/000312 12 corresponding to original feature values, and at

step 704, the derived data corresponding to the original feature values is

comparebiital refriprtioemtal dbevautheficatiomdemayeakure the embodiment
askaekaied w&b@@ebqjjgg@l ﬂ&lﬂﬂﬁte’& {dhe method and system of the

| exampl tcan b eme ted on computer system 800,
schemat %ﬂl%'ﬁw AR BrE r}%a B 6\3 03]2@ é%rﬂ fgontent. under

sgoleasaticentipatien ;jnbgmm rajremmge@bumrm tﬁm@mmmeraémemsuch as
89%9:%@&4%5%5? ﬁmfboé’fm}ﬁ&f ﬁuﬁtsﬁ‘r%oé(?a‘fé?ﬁgﬁ’%ﬁhﬁg RERPEOlient with

the example embodiment. 10 The computer system 800 comprises a

c8ﬁ1fi§?e ORI IS Es ‘i’r‘&)él‘ Phsamed si ﬁ‘% é{‘k?@yﬁ‘@a?a Bgso5alahflgsaize are
8afead atpinralty ehiltpuihdrtitedissubiiasen displayréfi8edandgiiaiershould be

Sﬁ%tected against unauthorized modifications.

Content transformation in different dom_ains: Given the authentication bit-rate,
the content to be protected may underge some practical transformations among
different domains such as digital-to-analog and analog-to-digital. By using ECC
scheme, the transformed content should be protecied against unauthorized
modifications as long as the bitrate of transformed content is still greater than

authentication bit-rate.

Embodiments of the invention may provide a systematic and quantitative
way for authenticating multimedia content by casting the content into a finer
representation in terms of ABR. This then brings much convenience for the
authentication applications by simply keying in one parameter-authentication bit-rate

{o protect the content.

Embodiments of the invention may also provide a framework for meeting
different authentication requirements from real applications by employing different
signing modules (fragile, lossless and lossy) which is in line with different JPEG2000

coding settings.



The computer module 802 is connected to a computer network 812 via a

W_@%@gj{gﬂrwsceiver device 814, to enable access to e.g. the Ipterrebos/060312
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other 15 network systems such as Loggal Area Network (LAN) or Wide
Area Network (WAN). The computer module 802 in the example includes
a processor 818, a Random Access Memory (RAM) 820 and a Read Only _
Memory (ROM). The..com r module 802 alsg.incly numer .

of InpUt/Cg%%L\ﬁé%ﬁt?nt%ﬁfaﬁge@?%r% 39 (%(%ym%%eol%o?ﬁ%r a%?@ SaltgSRe Selution for
disigrirso 1 Rarinattenfacebie «f wra@od deriusen chisesompepmstdncidental
of thesrasapuierandyle.SQAupttRllyrepEMmidEatgYiRva@Rdon can be incorporated

intercagnected bus 828 and in a It known to the person skilled i
the BRI LA OB AT Ry AT Scplied to the

user of the computer system 800 encoded on a data storage medium

such as & GRrBOMalenay uisk addradinilising.a SARsPANRIES 8 rations

storage medjum drive of a data storage device 830 _ The application )

prgap%% ROBICALOIP (BRY BRcBRTTIC dRERIGSRB IR inB R shPYadn the specific

Intmmmdiiamﬂstwmgmpﬂpmgiagnfdmathmybmtaﬁ acgeglighethusinign as broadly

_R/ﬁ%é?b%dT%ee%BQQk‘F‘&%g&ﬁ%ﬁ&da@?%BFQPé'%? & ga‘éske?fa‘rs?d%‘%'e@ %Iah]éiprespects
se orized modifi

for content- ba authentication against unaut odifications o
thée Rseiysiaiye g0 up=RTi®NS- PCTISG2004/000352 13 A system and
method for authenticating JPEG2000 image in the embodiment described
includes: selecting ABR for the given image, selecting the desired
authentication robustness level, encoding it according to the appropriate
JPEG2000 procedure and parameters, generating the content-based
signatures with the given 5 ABR, watermarking error correction codes
back to the given image, finally sending the watermarked JPEG2000
image associated with its digital signature to the recipient for future
verification.
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Typical applications of the authentication framework of the embodiment

10 described include, but are not limited to: Content streaming: Protecting

the integrity of the streamed content under given authentication bit-rate.

The streaming could be done in severalygays such as streaming the

content into a buffer with bit-rate A later streaming it into the client with
bicraais As long as the all streamed bit-rates in terms of the original file

size are 15 greater than, the said authengication bit-r the streamed . . .
content dould DO LR USRS b T e (el
transforredriattingditatura deansToivdhahdigitahemagidipprdaee, aheelected
cauiREhiR AR RBIeERLMAY YRR FREMR RGMEsa! transformations

among different domains such as digital-to-analog and anglog-to-digital.

By UsinG EEE ShAHBSHERA BIRREd ConRRPERilR BEprotass feature
agaloss utteuthoczesding adiflratodsafedb fephsehediiemtooimamsfataisthg data
9%@??5_%&%%@reﬂertﬁ%ane%%@icqgm@t’r_@é‘ﬁ.zém%@%en&l oftiie selected

invention may provide a systematic and quantitative 25 way for
adieRnEsAHe MGPRRd content by casting the content into a finer
represerjgdinmdn fermasdABignatuisthernddings mechistnveniesgseriding to the

t eeatgyetfel%miecation applications by simply keying in one
parameter-aust"hentication bit-rate to protect the content. 30 Embodiments

of the invention may also provide a framework for meeting different
authentieation reglirgiagiys feam ceahaaplisatipamby eppleydng diéererdcessing

BB EOR ) RO o T L DO oS 5 he data
Embostipuedisgtotbédrfeahtienvatagsalso provide an ECC-based solution

for tackling the perturbation problem of extracted features caused by

some incidental_distortions as well as watermarking. Furthermare, the
inventiorscan bgﬁﬁd@ﬁ%?&@& claimed in claims 1 of 2, wherein the feature values

from each of a plurality of codeblocks of the original digital image are thresholded
and coded to create the data corresponding to the feature values.

4. The method as claimed in any one of claims 1 to 3, wherein the
processing further comprises embedding the data corresponding to the feature

values into the digital image.

5. The method as claimed in claim 2, further comprising applying ECC
coding again to parity check bits generated during the ECC coding of the

extracted feature values to generate the data corresponding to the feature values.



10

into PKI without any modifications in terms of system protocols. 5 It will be
appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the
specific embodiments without departin gré)m the spirit or scope of the
invention as broadly described. The present embodiments are, therefore,

to be congidereqtig @Rt dditnaeidepliative ARd Bl RSN didg of the
15, CLAIMS 1. A method o[jprotectlng} a digital image, the metho

\ | d .
coMRRiSHGT BRI PR RE TR 8 HERFhE GIEIMASGE 52880 YRckIn a lossy
sete ctéos Hesh avaic dimselibratiecsswlen isel ectita ntieg®oontelat; 5 selecting
an authentication mode for processing the extracted feature values, the

processing of the extracted feature values comprising deriving data _
correspofding tORReTSHEIES frelaitied HlaYhasdePhFaiEseleladd) wherein the

authentigatidntheodeagad et afoiMegR s Iiad aseth@idhe Siata hashing
C onding tp.the 10 feature values. 2. The method as claimed jn
BT B e R I I Rng e (AR BRI A8 e reature
extPiedsd feature values to derive the data corresponding to the feature

values. 15 3. The method as claimed in claims 1 or 2, wherein the feature
values from e Eofa luralit OLadee?fIOCks of the original digital image

are thres??oldeil% %d’?ﬁ%gﬁﬁgc tethe gty c%??eé’éé%%lmﬁ t% e/ wherein the
feataptingloidb 100498 Istgnwtiie dem piiesadilisiagyaqréyafeckaiyns | to 3,

wherein the processing further comprises embedding the data

corresponding to the feature
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values into the digital image. 5. The method as claimed in claim 2, further
comprising applying ECC 25 coding again to parity check bits generated
during the ECC coding of the extracted feature values to generate the
data corresponding to the feature values;gl5a 6. The method as claimed
in claim 4, wherein the embedding of the data corresponding to the
feature values as a watermark is conducted in a lossy or a lossless way,

based onjthe sejegted guthenlcalion mage, 2 7, hemethod as. it iy e
in any on€ of claims 110 6, wherein the creating of the image signature

confifisdshapptyingrartisetogidphidinadhmgligitatiivage ansitusbog dheeembedded

regresending-thatHaficaiEaapnglyg to the feature values. 10 8. The
method as claimed in any one of claims 1 to 7, wherein the creating of the

image signature comprises utilising a private key. 16 9. The method as
claimed ihdany die ofrdtions g0 @aiviesreim theymetkeod fucthisncompeises further

disiiRHHEM e shgii ﬂﬁ@%gi&%@'%%@eﬁh%ﬁméﬁ%d%d@ﬁ%@éd%@ data, utilising
authentic dl&lt&ﬂ image. 5 10. The method as claimed in any one of claims

1 5 FGHARCLBRBRSIAG coding the digital image, including the

embedded data, utilising JPEG2000 compression. 10 11. The method as

laimed in,clai , in_t tiy - lyes, ,
erbodin of 18 A B ase e o he TR CAIES ARG gRgacting of te

crégaieorahe it Sprddiathrl Jieroaiegusesarsitgetgreefoptpe values,
coghag. 15

the creating of the image signature are performed as part of the JPEG 2000

coding.

12. A method of authenticating a digital image, the method comprising:

extracting feature values from the digital image based on a selected
authentication bit-rate; and

processing the exiracted feature values to derive data corresponding {o
criginal feature values based on a selected authentication mode; and

comparing the derived data corresponding fo the original feature values
with reference data derived from an image signature associated with the digital

image.

13. The method as claimed in claim 12, wherein deriving the data
corresponding to the feature values comprises ECC coding the extracted data

and extracted feature values.

14. The method as claimed in claims 12 or 13, wherein the extracted
feature values from each of a plurality of codeblocks of the digital image are

decoded to derive the data corresponding io the original feature values.
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12. A method of authenticating a digital image, the method comprising:
extracting feature values from the digital image based on a selected
authentication bit-rate; and processing the extracted feature values to

derive data corresponding to 20 originalll;eature values based on a

selected authentication mode; and comparing the derived data

corresponding to the original feature values with reference data derived

from an image signature associated with the digital image. 25 13. The

method A8 claimB8 iMefand £8 JARLRSH derRidgIne (‘Pgttgladgﬁegao}?di%r further
toctirefasitugecxalaciigotai ses ieGedoding theteniradtad datadigitd! image; and
i g%%%% etl\@lggga -a%‘é‘mé“%ﬁ'&%é‘%ﬁl?é@}?é @ﬂ@@?_a}@e‘grtﬁsderive the
wherein the extracte eature values from each of a plurality of

COEED RIS TANItaRAiRgL 8 G\ @IHER to derive the data

corresponding to the original feature values. 17 15. The method as

claimed in.any qne of claims 12 tp 14, further.compyising, extracting. .
embeddeﬂg ‘as aq\%vgtg?(rﬁﬁigina ?hg%'fé‘l?al fr%é:gg%i;m an ’ttﬁ%ﬂ{)‘%cggél? d%igéa applying
elCtddaaianiwichdeiradadted fletalues to derive the 5 data
corresponding to original feature values. 16. The method as claimed in

claim 13, further comprising applying ECC decoding, twice to th .
extracted fata. Tﬁeﬁ‘%ﬁf’é’grﬁ‘étﬁgﬂ"}i%sd AR iﬁgcléa Pr? stk \kﬁwae %Wtﬁeembe{jdecj
déieai sosmypedidedless avias s arvasshosarenytas digiema@d in the digital

image. 18. The method as claimed in any one of claims 12 to 17, further
comprisin%appl ing a cryptographic technique to the image signature to

derive a Y5 bit $BUEISERNS R sERIMEINE raRdreRe ahidaigsTie to 17, further
methastiamglainaania aryyprsgedshidnischRituéd 8o fiirthienagersjgnsiuge to derive a
ApRIDG A RUblic ke L0 RIPEESTHAf R, pignature for deriving the

10. The method as claimed in any one of claims 12 to 18, further
comprising applying a public key to process the image signature for deriving the

reference data.

20.- The method as claimed in any one of claims 12 to 19, wherein the
method further comprises receiving the digital image as a coded digital image.

21.  The method as claimed in claim 20, wherein the digital image is
coded utilising JPEG2000.

22.  The method as claimed in claim 22, wherein the exiracting of the

~ data embedded as a watermark, the extracting of feature values from the digital

image, the processing of the extracted data and extracted feature values, and the
comparing of the derived data corresponding to the original feature values with
the reference data are performed as part of the JPEG 2000 de-coding.

23. A system for protecting a digital image, the system comprising:



reference data. 20 20. The method as claimed in any one of claims 12 to
19, wherein the method further comprises receiving the digital image as a
coded digital image. 21. The method as claimed in claim 20, wherein the
digital image is 25 coded utilising JPEG2Q00. 22. The method as claimed
in claim 22, wherein the extracting of the data embedded as a watermark,

the extragting:QirfeaiilR Valueiteradir &ighalimastndn RRIORe SRR O rom the
thgi extracted data and extrafted gjeatu%e values, %d the 30 comparing of
th t

ULV AR AT SR RGIRG S (AL OREAl RIRIR A Giues with the
reference datalaregherforfedsateptingo the IREGIQERG deccleding 28c#ssing the

sysiea-feg RLaierling gddigital image, the system comprising: 17a a
feature value extractor device for extracting feature values from the digital

image b&BIPERSSYHEMER LitHERVIERBRBIEPHRSRPRIAR SeiReBKifaried feature
saletinganed theticatrewdetiamioarssingdee aagtracted feature

values; 9 roneRonAedce IidRdng: el foreshANARAL Meature pased on
extracted feature values based on the selected authentication niode; an
wHdlattheqsresrareingdoiteerfraiarara@iNes an image signature based on

the data corresponding to the feature values. 18 24. A computer readable

data storage medium having stored thereon computer program code

means for instructing a computer to execute a method of protecting a

digital image, the method comprising: 5 extracting feature values from the

digital image based on a selected authentication bit-rate; selecting an
authentication mode for processing the extracted feature
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values, the processing of the extracted feature values comprising deriving
data corresponding to the extracted feature values based on the selected
10 authentication mode; and creating an image signature based on the
data corresponding to the feature valuesg 25. A system for authenticating
a digital image, the system comprising: 15 a feature value extractor
device for extracting feature values from the digital image based on a
selected authentication bit-rate; éﬂh?ro essoy device for@;ﬁ)qﬁessi
0

: t
cxiracredfeatu GATBBALERGHE. G AR B o MBaE red thereon
dedvepdéta pogespawiagteansdivrincsaiotio gvalces puig fde exrrpaeirgmethod of

the SRR 2R EaTRaRRHiadanhe ebiakipgiure 20 values with

reference data derived from an image signature associated with the
digital inBgERdBIATRBIMSUE Hesa 0 dhe, gl MRRFURPREHIR @ selected
staneskifterasn bRrygier program code means for instructing a computer

o e S RIE oA L AR ADRRICAAS A labiedRe R eliliea reature

comprising: ex g feature values from the Image basedona
sefelie) WgHupaession ioit-fateestectadifRpinEc @B §TEMIIPEJHRsYing data

baseopordalecied mahenticeriien nfedeite doHNREatBRIHESHONAHY teeiected

ori%ll| al featﬁre values; agd 30 comparing the derived data corresponding
to? %'?f{ﬁﬁ ?'f‘e@t%‘i’%'\?eﬂ es with reference data derived from an image
signaturersdingiated widgoehsidittarenkaged on the data corresponding to the

feature values.

25. A system for authenticating a digital image, the system comprising:

a feature value extractor device for extracting feature values from the
digital image based on a selected authentication bit-rate;

a processor device for processing the extracted feature values based on a
selected authentication mode to derive data corresponding to original feature
values and for comparing the derived data corresponding to the original feature
values with reference data derived from an image signature associated with the

digital image.

26. A computer readable data storage medium having stored thereon
computer program code means for instructing a computer o execute a method of
authenticating a digital image, the method comprising:

extracting feature values from the digital image based on a selected
authentication bit-rate;

processing the extracted feature values based on a selected
authentication mode to derive data corresponding to original feature values; and

comparing the derived data corresponding fo the original feature values
with reference data derived from an image signature associated with the digital

image.



