ABSTRACT This invention concerns a consunabl e authentication protocol for
val idating the existence of an untrusted authentication chip, as well as
ensuring tAYat11t he authentication chip lasts only as |ong as the consunabl e.
In a further aspect it concerns a consunabl e authentication systemfor the
protocol. A trusted authentication chip has a test function; and the
entrusted authentication chip has a read function to tesy dgé.@tﬁ g@‘the
trusted chip, including a random nuntAlSTRALTI t s signature, y@ﬁ d using
a first key, by conparing the decrypt ed signature with a SI gnature

gﬁlg(r:];!t 3‘& :g ];Tr&'([) n?ﬁ?s%ien 101 rox&trn%g ccl)‘n(sjuérfagle aunhentlcatlonglod)colEor V%@?‘ﬂ}‘éfhéa"‘i}eé‘?e ci%arh of the
dat a nmessageisien a%*@nf{yiatwatch“b s Wi”tah ersfyimg Fhatri@cﬁrrﬂmuwbmchméﬂ@ ryptsdehgasiing t he

second keyonsdhddiet ﬂ%&urﬁ&ﬁﬁkét@@o&&%a&%@ﬁmi& a@t‘ﬂ@n‘flyaﬂén st,/ﬁé?m fo@tﬂg&ﬁbcon WS
t oget her Lhe data me secre are the two

ver si ons of't%ff"ﬁcea”?nac ﬁ%at?ﬁﬁ‘ﬁ%f’” éﬁc‘r‘]eaﬁ?lgﬁgfl%ﬁé{fcﬁt@f‘ CW ]Eaﬁ teﬁ%f“&‘éf’ toﬁeétsdéﬁge
usi ng t he feagridstkdespip, iélwingheandenemtmbtrhaad itstslyeatirapencuyyetes sty firsiigey. iy corbfagng

entrusted tﬁ%@?ﬂ?@d's%ﬁ’attdrp\glthqamgpauﬁ@@lchQ@d ﬁi% e @@ﬁt@&r@nd@&%urﬁ&pﬂ tqggvgrg thtcthhJ3 e
valid; otherwise, they are considered to be invalid
two signatures match, it returns a data message and an encrypted version of the data message in combination

10 with the random number, encrypted using the second key. The test function operates to encrypt the random
number together with the data message using a second secret key, compare the two versions of the random
number encrypted together with the data message using the second key. lin the event that the two versions
match, the untrusted authentication chip and the data message are considered to be valid; otherwise, they are
considered to be invalid.
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