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information is distributed through such medium.

" information as message data into the original media data.
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1. Title of the Invention:

Data Hiding Method and Extraction Method Using Statistical

Properties

2. Detailed Description of the Invention:

' [0001]

{Field of the invention]

The present invention relates to a method for "data hiding,*"
i.e., a technology to embed message data into media data, and

nmethod for "extracting® the embedded data.

[0002]

{Background art]

As a new medium called a DVD is being more and more widely used,
it is expected that more and more amount of image and/or audio

Since these
digitized information can be easily and perfectly copied by
everyone without any deterioration, it is an issue in defining
the detailed specification of DVD how to prevent abuse and to
Thus, in order to prevent a third party
(media data), a
additional
Such

With the data hiding

protect its copyright.
from illegally copying such information

technology is attracting attention for hiding

hiding technology is called "data hiding.”
technology, it is possible to embed, for -example, copy-control

information as message data indicating whether or not the media
data is allowed to be copied. It is possible to arrange a DVD
player in such a manner that, when it accesses the media data
recorded, it extracts the copy-control information, and, if the
information inhibits copying, operates to inhibit the copying
operation. Thus, it becomes possible to effectively control
copying of data in an ordinary household by providing for the DVD
player a mechanism for extracting the embedded information_éo as
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to extract and analyze the embedded information simultaneously

“when accessing the media data on the recording medium.

[0003]

"Nikkei Electronics 4-22, 1996" published on April 22, 1996
discloses the following data hiding technology. Figure 1 is a
schematic diagram for illustrating data hiding and extraction of
the background art. In the step for hiding ID information, a
frequency spectrum is obtained by frequency converting original
media information such as movies, still images, photos and audio
with discrete cosine transform or fast Fourier transform. ID
information is convoluted in the frequency spéctrum of media
information through spectrum spreading. The ID information is
a random number unique to each purchaser of publication. Normal
distribution is used as the élgorithm for generating random
numbers, with the length being 1000. Then, reverse frequency
conversion is performed on the frequency spectrum of the media
information added with the ID information to restore the digital
publication hidden with the ID information. Although the ID
information is hidden therein, the digital publication has little

‘difference from the original so that the purchaser cannot

visually recognize such difference.

[0004]

-e

-

On the other hand; to extract the ID information, it is necessary
to have data on the original publication in addition to data on
a digital publication which is assumed to be illegally copied.
The obtained data and the original data are frequency converted
to obtain their frequency spectra. Difference between these
frequency spectra is determined, and compared with the ID
information issued by the author. This enables it to identify
the purchaser of the publication, so that it can be determined
whether or not it is an illegal copy.
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[0005]

One of features of this technology is in use of a frequency space

for hiding the data. That is, the media information is converted
from a real space to the frequency space, and a £frequency
component in its frequency spectrum is manipulated on the basis
of the ID information. Another feature is that the frequency
region being utilized is local. That is, the spectrum spreading
is conducted only on the low frequency region in the frequency
spectrum of the media information without wutilizing high
frequency components in it. This is to prevent loss of ID
information, which is caused in compressing/decompressing the ID

‘information if it is spread to the high frequency region, 1In

other words, this conventional approach is to locally spectrum
spread the ID information in the freguency space of the media
information, and to hide the ID information in the entire real
space of the media information.

[0006]

In the conventional approach described above, extraction of data
is allowed only when the original media data 1is provided as
information in conducting the extraction. However, information
provided for a general-purpose DVD player is only media
information which is stored on an inserted storage medium, and

which is pfocessed for embedding, and--additional information .

e -

which is previously stored, for example, a ROM in the playef
(probably, standardized information for extraction). As long as
the DVD player is a general-purpose device, it is practically
impossible to separately provide original media data when
accessing individual data. Therefore, it is impossible to
utilize the conventional approach for which holding of original
data is prerequisite for the purpose of controlling copying in
an ordinary household. |



[0007]

In addition, it is also necessary as a prerequisite for the
utilization for the above purpose that the embedded information
can be extracted simultaneously with access, and that the system
operation can be controlled in real time. However, the
conventional approach is difficult to meet such requirement
because it needs enormous cost for frequency conversion or the
like which is conducted in extracting the embedded information.

[0008]
[Problems to be solved by the invention}

Then, the object of the present invention is to provide a new
method enabling it to extract embedded information without
providing original media data as information, whereby the
information can be extracted with relatively low calculation

cost.
[0009]
[Means for solving the problems]

To attain the above object, the first aspect of the present
invention provides a data hiding method for embedding information
indicating a specific meaning into a media array expressiné media
data, the media array comprising a plurality of array elements,
the method comprising the steps of: '

(a) preparing a pattern array having a plurality of array
elements, the pattern array having at least a positive unit value
and a negative unit value, and the sum total of the positive and

negative unit values being zero;
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{b) specifying (N) number of hiding regions in the media array,

. the hiding region having a size corresponding to that of the

pattern array;

(¢} determining an amount of operation for each of the array
elements according to the locationally corresponding positive oxr
negative unit wvalue with respect to one of the hiding regions,
by referring to a hiding rule providing the correspondence
between the meaning of information and an application of the
pattern array to the hiding region;

{d) adding the determined amount of operation to each of the
array elements with respect to the hiding region; and

(e} performing the steps (c¢) to (d} with respect to the (N)
number of the hiding regions so that information is embedded into
{N} number of the hiding regions.

[0010]

In addition, the second aspect of the present invention provides
a method for extracting information from an media array
expressing media data in which a specific information is embedded
into multiple hiding regions, the method comprising the steps of:

{a) specifying {n) number of hiding regieﬁé in which information
is embedded in the media array, the (n) number being sufficient
to appear statistical character, the hiding region having a size
correspénding to that of a pattern array, the pattern array
having a plurality of array elements, and having at least a
positive unit value and a negative unit value, the sum total of
the positive and negative unit value being zero;

(b) calculating a block value by convoluting the pattern array
to the hiding region with respect to each of the (n) number of
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the hiding regions, and obtaining a statistical judgment value

~ from the sum of (n) number of block values; and

(c) extracting embedded information according to the statistical
judgment wvalue by referring to an extracting rule providing a
correspondence between the statistical judgment value and meaning
of information which should be extracted.

[0011]
[Preferred embodiment]

(1) Media array I

Media data is a subject into which information is embedded, and
includes still image data, movie data, and audio data. The media
data is expressed by a media array I. The present invention can
be applied to not only two-dimensional data such as still image
data, but also to one-dimensional data such as audio data. 1In
the following, description is given on an example where certain
information is embedded into a still image or in one frame of
movie image composed of 640 x 480 pixels as shown in Figure 2.
For the image data shown in the figure, a number of array
elements a,, constituting the media array I are expressed as

follows:

[Equation 1]

I (X,Y) 3 {Br1s eeos Bgsolr B2y ++er Byys <oy Bgso_sso}

[0012]

Here, (x, y) represents a position in the array, "x" being in the
one-dimensional direction (lateral direction), "y" being in the
two-dimensional direction (longitudinal direction). The image
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data of Figure 2 has values in a range of 1 < x £ 640, 1 £y <

. 480. The array element a,, is a character value expressing

features of the image data, for which direct parameters of the
image such as pixel values, or indirect parameters such as
average or dispersion values can be used. Description is given

by using pixel values herein.
[0013]
(2) Pattern array P

A pattern array P expressed by a plurality of array elements
indicates a pattern for adding a plurality of array elements
existing in a predetermined region of the media array.
Individual array elements in the predetermined region are added
according to the wvalues of array elements in a locationally
corresponding pattern array. The array element in the pattern
array P includes at least a positive unit value (for example,
+1") and a negative unit value {(for example, -1"). In case where
the media data is two-dimensional data such as image data, the
pattern array P is a two-dimensional array in which a plurality
of array element each having a predetermined value are arranged
in a matrix. Figure 3 shows a pattern array consisting of 4 x
4 array elements. In the figure, "+1" represents the positive
unit value, while the symbol "-1" represents the negative unit
value, theLpositive_and negative unitavﬁlues being uniformly
dispersed and arranged. In addition, the value of array element
other than those for which these unit values are assigned is
zero. The reason why zerc is assigned 1is to suppress
deterioration of image quality from the embedding operation by
reducing the difference between values of adjacent array

elements.



[0014]

Here, the pattern array must satisfy the relationship of the
following equation:

[Equation 2]

Yy p(i,j)=0

i:j

That is, it is necessary that the sum total of values of all
array elements in a pattern array P is zero. In the example of
Figure 3, since there are four positive unit wvalues. and four
negative unit values, their sum total is zero. This algorithm
is to extract embedded information by using a statistical
approach. It is important that the sum total is zero to
guarantee the statistical character in extraction.

[0015]
(3) Embedding of information

Positions of (N} number of hiding regions are defined in the
media array. The hiding region has a size corresponding to that
of the pattern array P, and consists of 4 x 4 array elements,
Here, the number N should be sufficielftly large so that the
statistical character appears, as described later. Specifically,
the hiding region may be a predetermined region independent from
the image data or the like, or adaptively determined depending
on the content of image data.

[0016]

In the following, (N) number of hiding regions are assumed to be
previously determined at the positions shown in Figure 4. That



is, the 640 x 480 media array as shown in Figure 2 is divided
. into a lattes of 4 x 4 hiding regions. This can provide (N)
number of hiding regions (N = 19200 in this example). The
position of a hiding region can be expressed by a position (x,
y) at the upper left corner of the hiding region (hereinafter
called the "reference position of hiding region) and an amount
of offset (i, j) with reference to such position. For example,
the upper left hiding region 2la can be expressed as I (1 + i,
1 + j) with reference to the upper left array element I (i, j)
22a where 0 < i, j £ 3. Similarly, the hiding regions 21b and
21lc can be expressed as I (5§ + i, 1 + j)and I (633 + i, 1 + 3),
respectively. When this is generalized, a hiding region can be

expressed as follows:

Hiding region I (x + i, y + 1)“
(x, y): reference position of hiding region
(i, y): amount of offset (0 < i, j £ 3)

The value of reference position is that for the upper left array
element of the hiding region, and has a discrete value on every

fifth number.

[0017]

Then, the value of each array element in (N) number of hiding
regions squect to the embedding operatidﬁ is treated by using
a predefined hiding rule. The hiding rule defines how the
pattern array is applied to the hidihg region in correspondence
to the meaning of information to be embedded. That is, it
defines which of the positive or negative unit value is added to
the value of array element in the hiding region based on the
positive and negative unit values in the pattern array. This is
described in detail according to the hiding rule defined as

follows:



{(Hiding rule)

Information to be embedded Application of pattern array to (N) number
of hiding regions

Permission for copying image | No pattern being applied
data (unconditional)

Inhibiting copying of image Sign relationship of pattern array being

data applied as it is

Permission for copying image | Sign relationship of pattern array being
data (only once) inverted and applied

[0018]

According to the hiding rule defined as above, when no limitation
is provided on copying of image data, no treatment is performed
on the image data based on the pattern array. Therefore, it is
sufficient to distribute the original media array I as it is.

[0019]

Then, when it is intended to inhibit copying of the image data,
the sign relationship of pattern array is applied as it is, and
the adding operation represented by the following equation is
performed. That is, adding of array elements which is
convolution of the pattern array P is performed for respective
hiding regions. .In other words, a predetermined value is added
to each of array elements constituting the hiding region
according to the unit value of the pattern array. The
predetermined value is determined according to the unit value in
the pattern array locationally corresponding to a array element.

[Equation 3]

I'" (x+1i, y+3) =I(x+1i,y+13)+P (i J)
(x ¢+ 1,5,9, ..., 637y : 1,59, ..., 477 0 < (i, 3) < 3)
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[0020] .

Figure 5 illustrates the convoluting operation by applying the

pattern array P to the hiding region I (1 + i, 1 + j) 2la as it
is. The positive unit value "+1," the negative unit value "-1,"
and the value "0" indicate that amount of operation "+1," *-1,"
and "0" is added to the values of corresponding hiding regions
as the array position, respectively. That is, the positive unit
value "+1" in the pattern array P is added to four pixel values
of a;;, a;;, as;, and a, in the hiding region I locationally
corresponding to the unit value "+1." In addition, the negative
unit value "-1" in the pattern array P is added to four pixel
values ay;, a,;, a3, and a, corresponding to the negative unit
value "-1." Moreover, remain unchanged are eight pixel values
sy, a4y, Aszr Ay, a3, 234, and a,, corresponding to the value "0*

in the pattern array P.

[0021]

Such convolution is performed on (N) number of hiding regions.
This enables it to obtain a media array I’ that information
*inhibit copying of image data" is embedded in (N} number of
hiding regions. It should be noted here that information
*inhibit copying of media data" is expressed by a number of
hiding regions. as a whole by convoluting the pattern array on
these hiding regions. In other words, this means that the
information "inhibit copying of media data" cannot be extracted
by only one hiding region to which the embedding operation is
performed, details of which are described later.

[0022]

For the media array I’, although element values are operated in
a number of hiding regions according to the pattern array, amount
of operation is vary small for individual values. Accordingly,
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there is little difference between the media array I’ wvalues in
. which are operated and the original media array I.

[0023]

In a case where it is intended that copying of image data is
permitted only once, and inhibited thereafter, the pattern array
is convoluted after its sign relationship is inverted. That is,
the pattern array is applied after converting the positive unit
value "+1" to the negative unit value "-1," and vice versa.
Application of the pattern array after it is inverted is
equivalent to performing the subtraction operation as represented

by the following equation.
[Equation 4]

I' (x+1, y+3)=I(x+4i, y+ 3)+P (i, J)
(x :+ 1,5,9, ..., 637 y ¢ 1,5,9, ..., 477 0 < (i,3) £ 3)

[0024]

In this processing, the positive unit value "+1," the negative
unit value *"-1," and the value "0" indicate amount of operation
"~1," "+1" and "0" are added to that values in the hiding region
locationally corresponding to the array, respectively. Such
convolution is performed on (N) number of hiding regions. This
completes to embed information *permission of copying image data
(only once)" into (N) number of hiding regions.

[0025]

It should be noted again that, since information "permission of
copying media data (only once)" is expressed by a number of
hiding regions as a whole by convoluting the pattern array on
these hiding regions, the information "permission of copying
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media data (only once)" cannot be extracted by only one hiding
~ region to which the embedding operation is performed.

[0026]
(4) Extraction of embedded information

To extract the embedded information, the following information
should be known. The feature of the present invention lies in
that the information can be extracted without knowing the

original media array I.

(a) Media array I’ embedded with information:

(b) Pattern array P:

(c) Offset position (x, y) of (n) number of hiding regions: and
(d} Extraction rule corresponding to the hiding rule

[0027]

Since the media array I’ of the above information (a) visually
little differs from the original media array I, the extracting
person does not know what information is embedded. Figure 6
shows the state of media array I’ (x, y) in which what
information is embedded is not known. Each array element a’,,
may or may not be operated for its value based on the hiding
rule. In addition, as for the above infdrmation (b), (c) and
(d), if they are already stored in a semiconductor memory of an
extraction system such as a DVD player, the extracting person is
not necessarily to enter such information every time he or she
attempts extraction. In such case, it is sufficient to enter
only the media array I’ into which the information is embedded
for extraction. In the description that follows, it is assumed
that the information (b) and (c) are known, and the information
(d) is extracted according to the following rule. = The
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statistical judgment value D and the reliability distance K will
) be.described later.

(Extracting rule)

Statistical judgment value D Information to be extracted
0 Permission of copying image.
' data (no limitation)
Reliability distance K Inhibit copying of image data

Reliability distance -K

Permission of copying image
data (only once)

[0028]

To extract the information, (n) number of hiding regions (n £ N)
existing in the obtained media array I’ are identified on the
basis of the known information (b) and (c}. The position and
size of each hiding region can be identified the reference
position (x, y) which is the reference position of the hiding
region and an amount of offset (i, j) which indicates the size
of the hiding region (see Figure 4). ©Each hiding region is
expressed as I’ (x + i, y + 1). While the (n) number should be
sufficient to appear statistical character, description here is
given by assuming that it is the same as N (= 19200) identified

-

in embedding. -
[00297 -

Then, as represented by the following equation, a block value F
(x, y) (scalar value) is obtained by calculating the convolution
between a hiding region I’ (x + i, y + j) and the pattern array

shown in Figure 3.
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[Equation 5]

F (X,y) =;: I/ (x+i,y+3) xP{i,3)
lj

[0030]

Figure 7 illustrates the calculation of block value F (1, 1) for
the hiding region I’ (1 + i, 1 + j) at the upper left corner of
the screen (the hiding region 2la in Pigure 4). The block value
F (1, 1) is obtained by obtaining a product of the value of each
array element in the hiding region and the value of pattern array
locationally corresponding to the element, and summing respective
products. In the figure, "+" indicates a positive unit value,

while "-* indicates a negative unit value.

[0031]

(n) number of block values are obtained by determining such
convolution for (n) number of hiding regions. Then, as
represented by the following equation, a statistical judgment
value D which is an index of information extraction is obtained
by determining an average of (n) number of block values F (x, y).
The statistical judgment value D is to judge in term of the
statistical character whether or not the pattern array is
convoluted in the media array, and, if convoluted, in which state
the pattern array is applied.

[Equation 6]

D=2 Y F(x,y)
NX-Y



[0032]

First, when the pattern array P is not convoluted, that is, when
the media array I’ is the media array I itself, it is expected
the statistical judgment value D converges to zero. In this
case, the Equation 6 can be developed as follows:

[Equation 7]
[0033]

Here, each array element in the original media array I may take
various values (values in a range of 0 to 256 for pixel values).
In addition, the sum total of the positive and negative unit
values is zero, and the positive and negative unit values are
uniformly distributed. Therefore, if there is no correlation
between the arrangemént in the original array I (x, y) and the
pattern array P (i, j), it can be expected that the statistical
judgment value D which is an average of convolution of them
(block values F) becomes zero. That is, since the sum total of
the positive unit value "+1* and the negative unit value "-1" in
the pattern array is zero, the statistical judgment value D can
be converged to zero by obtaining block values F (x, y) in the
number sufficient to appear statistical character, and averaging
them. However, when the hiding regions dre convoluted on the
basis of the pattern array, as described later, the statistical
judgment value cannot converge to zero. Since. when the judgment
value D converges to zero, it is judged to be a phenomenon
occurring when the pattern array is not embedded, the information
"Permission of copying image data (no limitation)” is extracted

according to the extraction rule.



[0034]

Then, when the pattern array P is convoluted as it is, the
Equation 6 for obtaining the statistical judgment value D can be
developed as follows:

[Egquation 8]

In the equation, the first right item becomes zero as described
for the Equation 7. In addition, the second right item becomes
a constant because it is convolution to the pattern array P
itself. 1In this case, it becomes the number of elements K of the
unit values (both positive and negative unit valﬁes). . The number
of elements K is hereinafter called reliability distance. Since
the pattern array shown in Figure 3 has four positive unit values
"+1" and four negative unit values "-1," the reliability distance
K is a constant of 8 (K = ((+1) * (+1)) * 4 + ((=1) * (-1)) * 4
= 8). Since the reliability distance K does not basically depend
on the value of array elements in the media array or (n) number
of the hiding regions, its average also becomes the reliability
distance K itself. Therefore, the case where the judgment value
D becomes K is a unique case where the pattern array is
convoluted as it is (without inverting the unit values for their
positive and negative signs), so that the information "inhibit
copying of image data" is extracted according to the extraction

-

rule. -

[0035]

In addition, when the pattern array P is inverted and convoluted,
the Equation 6 for obtaining the statistical judgment value D can
be developed as follows based on the Equation 4:

[Equation 9]
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As seen from this equation, since the pattern array is inverted
and convoluted, the resulting statistical judgment wvalue D
- becomes a value -K. Therefore, convergence of the judgment value
D to the value -K is a unique case occurring when the pattern
array is inverted and convoluted (that is, the unit values are
inverted for their positive and negative signs), so that the
information "permission of copying image data (only once}" is
extracted according to the extraction rule.

[0036]

As described above, whether or not the pattern array is embedded
can be judged by obtaining the statistical judgment value D from
an average of the block values F (x, y) in the number sufficient
to appear statistical character. Specifically, the embedded
information can be identified by providing suitable thresholds
between 0 and the reliability distance K and between 0 and the
reliability distance -K, and comparing the calculated statistical
judgmént value D with the established thresholds.

[0037]

(5) Statistical judgment value D and reliability distance K

A histogram for the entire image data is produced for (N) number
of block values F (%, y) calculated from- (N) number of hiding
regions existing in the image. That is, frequency distribution
is produced for (N) number of block values. This enables it to
calculate their average #; and standard deviation o;. Each block
value F (x, y) is normalized by dividing it with the number of
array elements (16) in the pattern array of Figure 3. When the
pixel value is within a range from 0 to 256, the normalized block
value F (x, y) is distributed over a range from -64 to +64.
Here, if samples in a number sufficient to appear statistical
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character is used, it can be expected that the average of block
_value F (x, y) £ 0, or it becomes zero.

[0038]

When (n) number of block values where n is smaller than N are
randomly selected from the block values F (x, y), it is known
that the average pn and the standard deviation on are as
following equations for all selections:

[Equation iO]

n

Hn 81
g, = o,/Vn

Therefore, the distribution of statistical judgment value D = 1/n
* ILF can be approximated by the average ol and the standard
deviation ol/vn. When the pattern array is not convoluted, the
frequency distribution of the statistical judgment value D is as
shown in Figure 8. Here, if the 1reliability distance is
established at a value sufficiently remote from the center of
distribution {(average) when the pattern array is not embedded,
or zero, it can be said that the center of distribution
(reliability distance K, -K) obtained when the pattern is
embedded is a unique phenomena in term of probability.

- N
-

[0040]

Although the reliability distance K is described to be a value
when the pattern value is convoluted, more generally, it can be
said that it is an average of amounts of operation per unit
hiding region (absolute values). Then, operating the hiding
region based on the array pattern shown in Figure 3 means to
operate the values of 16 array elements in the unit hiding region
by eight in total. The reliability can be assured for the
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extracted information by determining the amount of operation per
unit hiding region that provides sufficient reliability distance

K. If, for example, XK = 6 x o is the threshold for the amount

of operation per unit hiding region, it means 6 x ¢ per unit
hiding region, so that it is 6 x o x n for the entire hiding
regions. The standard deviation per pixel divided by the size
of pattern array (for example, 8 x 8) becomes about o, = 6.
Therefore, since o, is 0.09 if n = 4900, it is theoretically
sufficient to change the pixel values by about K = 6 x ¢ = 0.6
per pixel. Since one half of the pattern array used here has the
array element value of zero, it is sufficient to provide the
amount of operation of 1.0 to 2.0 per pixel. Since the amount
of addition is very small for one pixel, even if such addition
is provided for each hiding region, the pattern array can be
extracted with high reliability although deterioration of image

quality is little noticed.

[0041]

How much reliability distance K is established also depends of
the characteristics of the image. Since a image of "a skein of
birds in sunset" has different image characteristics from an
image of "a tiger in forest," it is not desirable to have the
same reliability distance K. Therefore, it is preferable to
establish the reliability distance K for each image in view of
its characteriétics when embedding the “image. If too long
reliability distance K is established, it increases the amount
of operation per unit hiding region so that the image quality is
deteriorated. Accordingly, it is important to suitably establish
a reliability distance K satisfying both the reliability for
judging the embedded information and the suppression of
deterioration of image quality.
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[0042]

Since the reliability distance K is an average amount of
operation per unit hiding region, as long as the sum total of
amount of operation for (N) number of hiding regions is constant,
the magnitude of value to be added may be varied for each hiding
region. That is, it may be allowed to add values "+2" and "-2*
which is twice the positive and negative unit values to a hiding
region, and to add values "+3" and "-3" which is triple those
values to another hiding region. In addition, as long as the sum
total of amount of operation for (N) number of hiding regions is
constant, the magnitude of values to be added may be varied for
each array element constituting the same hiding region. However,
it is important in this case that the sign relatibnship is
maintained for each unit value which the pattern array has. This
is described based on Figure 5. "+2" may be added to four array
elements a,;, a;, as, and a,, corresponding to the positive unit
value "+1," but "-2" with different sign from the unit value
cannot be added. That is, the sign of unit value in the pattern
array means that the positive unit value indicates that a
positive value (although its value is arbitrary) should be added
to the value of corresponding array elemént, and the negative
unit value indicates that a negative value should be added to the
value of corresponding array element. Accordingly, the Equations
3 and 4 can be extended as follows:

[Equation 11]

I' (x + i, y+3)=I(x+4i, y+73)tap (i, §)
o : natural number

[0043]

As described, deterioration of image quality can be further
suppressed by varying the magnitude of value to be adaptively
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added. For example, smaller amount of operation is desirable for
~an area such as an edge of image which is visually sensitive.

On the other hand, there is an are where change is wvisually
little noticeable even if the value to be added is large.
Accordingly, it is preferable to maintain the total amount of
operation for all (N) number of hiding regions at constant by
adaptively selecting a smaller value for a sensitive area and a

larger value for a non-sensitive area.

[0044]
{(6) Resistance against signal processing

Description is given on the resistance against various signal
processing for the embedded information. Figure 9 is a graph
showing statistical judgment values D obtained when processing
is performed or not with the pattern array in a case where no
signal processing is provided. It shows the statistical judgment
values D obtained when the pattern array is not convoluted on an
image, and when the pattern array is convoluted so that the
reliability disténce K exceeds at least eight. 100 sample images
on the axis of abscissa are different images each other, and
their size is 640 x 480. 1In addition, the pattern array used is
the 8 x 8 pattern shown in Figure 10. This pattern array has
positive unit values of 2 x 2 size, negative unit values of 2 x
2 size, and 0s uniformly distributed.” In addition, the
statistical judgment values on the axis of ordinate are
normalized for each image. While the statistical judgment values
are concentrated near 0 when no processing is performed, they are
concentrated near the reliability distance +8 when processing is
performed. Thus, it is judged with a high reliability whether

or not the pattern array is embedded.
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[0045]

- Figure 11 is a graph showing statistical judgment values obtained

when JPEG compression is performed on each sample image used for
Figure 9. Although the reliability distance is slightly less
than +8.0 for the statistical judgment values D when processing
is performed with the pattern array, it is found that the
judgment values can be judged with sufficient reliability by
establishing the threshold value for judging whether or not the
pattern array is embedded at around +4.0.

[0046]

Figure 12 is a graph showing statistical judgment values obtained
when the averaging operation is performed on each image used for
Figure 9. Image detection is performed on an image which is
compressed to 3/4 after an embedding opei:ation and then expanded
by 4/3. Although the reliability distance is slightly less than
+8.0 for the statistical judgment values D, it is found that
information can be extracted with sufficient reliability by
establishing the threshold valu_e at around +4.0.

[0047]

Figure 13 is a graph showing statistical judgment values obtained
when MPEGZ2 operation is performed. The "statistical judgment
values are obtained by performing compression after embedding
information into continuous interlace 150 frames as samples. One
frame is 720 x 480. Although the statistical judgment wvalue
(when pattern processing is performed) obtained from B frame
composed of differential information is smaller than those of I
and P frames, and concentrated around +6.0, it is found that
information can be extracted with sufficient reliability by
establishing the threshold value at arcund +4.0. '
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[0048]

As seen from the above experiment results, it is found the
information embedded by using this algorithm has sufficient
resistance against various signal processing which is generally
performed on digital information.

[0049] .

wWhile the above description given for a case where one
information is embedded in only one frame, one information may
be embedded in plural frames. For example, 100 hiding regions
are determined for one frame, and one informationfmay be embedded
in hiding regions for 10 frames (1000 hiding regions). How many
hiding regions are prepared significantly depends on the size of
pattern array and setting of value for the reliability distance
K. When the size of pattern array is increased, the reliability
distance can be assured with less amount of operation for
individual pixel values. However, hiding regions should be
prepared over many frames. Accordingly, it is important that a
best reliability distance K is established by taking various

factors into account.

[0050]

Thus, this algorithm determines in media a¥ray hiding regions in
the number sufficient to appear statistical character, and
performs convolution of a pattern array on them in accordance
with a hiding rule, or addition operation corresponding to the
value of array element. In extraction, examination is performed
on the average of convolution between the hiding regions in the
obtained media array and the weight of the pattern array. Since
the average varies depending on the convolution state due to the
statistical character, this value enables it to detect whéther
or not the pattern array is convoluted including the convolution
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state. The embedded information can be identified from this
~value by referring to the extraction rule corresponding to the

hiding rule.
[0051]

[Preferred embodiment]

Description is given on a data hiding system using the above
method. This system comprises first storage for storing a media
array, and a second storage for storing a pattern array, the
pattern array consisting of a plurality of array element, the
pattern array having at least a positive unit value and a
negative unit value, the sum total of the positive and negative
unit values being zero. In addition, it further comprises a unit
for specifying in the media array (N) number of hiding regions,
each region having a size corresponding to that of the pattern
array. Furthermore, it comprises an operation unit for
determining an amount of operation for each of the array elements
according to the locationally corresponding positive or negative
unit value with respect to one of the specified (N) number of
hiding regions, by referring to a hiding rule providing the
correspondence between the meaning of information and an
application of the pattern array to the hiding region, and for
adding the determined amount of operation to each of the array
elements with respect to the hiding regiony Such system enables
it to embed certain information into the (N) number of hiding

regions.

[0052]

In addition, a data extraction system using the above method

comprises:
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(a) & circuit for specifying (n} number of hiding regions in
- which information is embedded in the media array, the (n) number

being sufficient to appear statistical character, the hiding
region having a size corresponding to that of a pattern array,
the pattern array having a plurality of array elements, and
having at least a positive unit value and a negative unit value,
the sum total of the positive and negative unit wvalues being

Zero;

{b) a circuit for calculating a block value by convoluting the
pattern array to the hiding region with respect to each of the
(n) number of the hiding regions, and obtaining a statistical
judgment value from the sum of (n) number of block values; and

() extracting'embedded informaﬁion according to the statistidal
judgment wvalue by referring to an extracting rule providing a
correspondence between the statistical judgment value and meaning
of information which should be extracted.

[0053]
[Advantages of the invention]

Thus, the present invention enables it to extract embedded
information without providing original media data as information,
and to extract the information with relgtively low calculation
cost Dbecause wﬁo complicated operation such as frequency

conversion is required.

4. Brief Description of the Drawings:

Figure 1 is a block diagram illustrating data hiding and
extraction according to the background art;
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Figure 2 is a state of one frame of a still image or movie
consisting of 640 x 480 pixels;

Figure 3 is a pattern array consisting of 4 x 4 pixels;

Figure 4 is (N) number of hiding regions specified in image data

as a lattice;

Figure 5 is an operation for convoluting a pattern array P (i,
j) on a hiding region expressed by I (1 + i, 1 + j);

Figure 6 is a state of media array in which what information is
embedded is unknown;

Figure 7 is calculation of a block value F (1, 1) with respect
to a hiding region I’ (1 + i, 1 + j) at the upper left corner of

the screen;

Figure 8 is a frequency distribution of statistical judgment
values D when (n) number of blocks are randomly selected;

Figure 9 is a graph showing statistical judgment values obtained
by performing or not performing processing with a pattern array

when signal processing is not performed;

Figure 10 is a'graph showing a pattern array of 8 x 8 pixels in
which array elements are arranged in 2 x 2 pixels;

Figure 11 is a graph showing statistical judgment values obtained
when JPEG compression is performed;

Figure 12 is a graph showing statistical judgment values obtained
when an averaging operation is performed by changing image size;

and
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Figure 13 is a graph showing resistance against data compression

 with MPEG2.



3, Claims:

(1) A data hiding method for embedding information indicating
a specific meaning into a media array expressing media
data, said media array comprising a plurality of array
elements, said method comprising the steps of:

(a) preparing a pattern array having a plurality of array
elements, said pattern array having at least a positive
unit value and a negative unit value, and the sum total of

said positive and negative unit values being zero;

{(b) specifying (N) number of hiding regions in said media

array, said hiding region having a size corresponding to

that of said pattern array;

(c) determining an amount of operation for each of said
array elements according to the locationally corresponding
positive or negative unit value with respect to one of said
hiding regions, by referring to a hiding rule providing the
correspondence between the meaning of information and an
application of said pattern array to the hiding region;

(d) &dding the determined amount of operation to each of
said array elements with respect to said hiding region; and
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(e) performing the steps (c) to (d) with respect to the
(N) number of said hiding regions so that information is
embedded into (N) number of said hiding regions.

(2) A method for extracting information from an media array
expressing media data in which a specific information is
embedded into multiple hiding regions, the method
comprising the steps of:

(a) specifying (n) number of hiding regions in which
information is embedded in the media array, said (n) number -
being sufficient to appear statistical character, said
hiding region having a size corresponding to-that of a
pattern array, the pattern array having a plurality of
array elements, and having at least a positive unit value
and a negative unit value, the sum total of said positive

and negative unit value being zero; .

{b) calculating a block value by convoluting said pattern
array to said hiding region with respect to each of said
(n)} number of said hiding regions, and obtaining a
statistical judgment value from the sum of (n) number of
block values; and

{c) extracting embedded information according to the
statistical judgment value by refer¥ing to an extracting
rule providing a correspondence between the statistical
judgment value and meaning of information which should be

extracted.

_

NI o o e

[T

LT

Lo e



