- 1 DATA COVWUNI CATI ON APPARATUS AND METHOD FOR MANAG NG MEMORY | N THE
SAME BACKGROUND OF THE I NVENTION 1. Field of the Invention The present
invention relates to a data comuni cation apparatus including relatively
| arge menory space and a nethod for nmanaging the nmenory in the sane. In
particular, the present invention relates to a data conmuni cation

appar atus including nenory space in which one or nore applications are
al l ocated and a nethod for nmanagi ng-the- nenory in the sanme. Mre
specifically, the present invention relates to a data comunication
apparatus in which an access right is managed and restricted for each of
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data communi cati on appar at us for]ﬂ{q¥%p%%%Ea plurality of access nethods
to each service nenory field allocatéed to an application and a nethod for
managi ng the nenory in the sanme. 2. Description of the Related Art
Contactless I C cards can be used as wireless comunication units which can

be app|i§%cﬁﬁﬁdbﬁﬁmﬁﬁ|®HE sy fippe of wirel ess comunication is generally
reali zed based on the principle of electromagnetic induction.
1

Field of the Invention

The present inventicn relates to a data communication
apparatus inciuding relatively large memory space and a
method for managing the memory in the same. In particular,
the present invention relates to a data communication
apparatus including memory space in which one or more
appliications are allocated and a method for managing the
memcry in the séme. |

More specifically, the present invention relates to a
data communication apparatus in which an access right is
managed and restricted for each of applications allocated in
memory space and a method for managing the memory in the
same. In particular, the present invention relates tc a
data communication apparatus for providing a plurality of
access methods to each service memory field allocated to an
application and a method for managing the memory in the same.
2. Description of the Related Art

Contactless IC cards can be used as wireless
communication units which can be applied only locally.

This type of wireless communication is generally

realized based on the principle of electromagnetic induction.




2 That is, this systemincludes an IC card having a nmenory function and a
card reader/witer for reading/ witing data fromin the nenory of the IC
card. Aloop coil inthe IC card, which serves as a prinmary coil, and an
antenna in the card reader/witer, which serves as a secondary coil, form
a transformer system In this system the card reader/witer transmts
power and information by electromagnetic induction to the IC card, so that
the 1C card is driven by the supplied power so as to respond to a question
signal from the card reader/witer. Wen the card reader/witer nodul ates
a current flowi ng through the antenna an i nduced voltage in the | oop coi

of the |C card is podul ated.,6 Accordingly, the card reader/witer can
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an I C card, a car Wi ter
transformer system. 1In this system, the card reader/writer

transmits power and information by electromagnetic induction
to the IC card, so that the IC card is driven by the
supplied power so as to respond to a question signal from
the card reader/writer.

When the card reader/wrlter modulates a current flow1ng
through the antenna, .an induced voltage in the lcop cecil of
the IC card is modulated. Accordingly, the card
reader/writer can transmit data te the IC card. On the
other hand, variation in the lcad between terminals of the
loop coil of the IC card causes change in the impedance
between antenna terminals of the IC card reader/writer, so
that a current and vecltage in the antenna changes.
Accordingly, the IC card responds to the card reader/writer.

Contactless proximity ceommunication system typified by
IC cards has beccme widespread for its simple operation.

For example, by storing personal authentication information
such as a PIN code and valuable information such as a
electronic ticket in an IC card, a card reader/writer

provided in a cash dispenser, or at an entrance/exit of a




provided in a cash dispenser, or at an entrance/exit of a --------- ------
3 concert hall or a ticket gate in a station can access the IC card put by
a user in a contactless manner, so as to perform an authentication
process. Recently, I1C cards having relatively |l arge nenory space have been
energed with an inprovenent in a mniaturization technique. An IC card
including a large nenory can store a plurality of applications therein,
and thus the single IC card can be_uged for a plurality of uses. For
exanple, by storing many applications, such as el ectronic noney used for

el ectroni c paynent and an electronic ticket for a specific concert hall,

inan ICcard, the |IC card can be applied t vari ous uses t he
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(electronic nt) through el ectroni.c data issued accordln ney
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ticati
well as a wrelress “con essinterface in the IC card or the card

e et s RIS A el ASLi oD T L  fonpar pnd the caro

per sonaly, digigal, assl RNt (PP i nfro? RRRTONA ac%'ﬂ%li%%[l-rlzatlon
technique. An IC card including a large memory can store a
@lurality of applications therein, and thus the single IC
card can be used for a plurality of uses. For example, by
storing many applications, such as electronic money used for
electronic payment and an electronic ticket for a specific
concert hall, in an IC card, the IC card can be applied to
various uses. Herein,.the electronic money and electronic
ticket mean a system of making settlement (electronic
payment) through electronic data issued according to money
provided by a user, or the electronic data itself.

Further, by providing a wired interface (not shown) for

connecting to an external apparatus as well as a wireless

contactless interface in the IC card or the card

reader/writer, any one of cor both of functions of the IC

card and the card reader/writer can be provided in a device,
such as a mobile phone, a personal digital assistant (PDA),
or a personal computer.

In this case, the IC card technique can be used as a
multi-purpose bidirecticnal proximity communication

interface. For example, when a proximity communication




In this case, the IC card technique can be used as a nulti-purpose
bidirectional proximty comrunication interface. For exanple, when a
proximty comrunication 4 systemis realized by conputers or information
appl iances, one-to-one comrunication is perfornmed. Alternatively, an
apparatus can conmuni cate with anot her device, such as a contactless IC
card. In that case, the apparatus nmay communicate with a plurality of
cards. Various applications using an WC-card, such as

transm ssion/reception of electronic valuable information including

- electronic nDney to/froman external apparatus can be performed in an
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them starts.

Various applications using an IC card, such as
transmission/reception of electronic valuable information
including electronic meney to/from an external apparatus,
cén be performed in an information processing terminal. For
example, user interaction with an IC card can be performed
in the informaticn processing terminal by using a user
interface in the information processing terminal, such as a
keyboard and display. When the IC card is connected to a
mobile phone, data stored in the IC card can be transmitted
through a telephone network. Further, by connecting the
mobile phone to the Internet, charges for usage can be paid
by using the IC card.

An IC card is usually used by putting it over a card
reader/writer. The card reader/writer constantly polls IC
cards, and when the card reader/writer detects an external

.IC card, communication between them starts.

In this case, a personal identification number {PIN) is
already input tc the IC card reader/writer by the user. The
input PIN is compared with a PIN stored in the IC card, so

.that identification or authentication is performed between




In this case, a personal identification nunber (PIN) is already input to
the 1C card reader/witer by the user. The input PINis conpared with a
PIN stored in the IC card, so that identification or authentication is
perfornmed between 5- the IC card and the I1C card reader/witer (PINis a
code wused for accessing the IC card). When the identification or

aut hentication is successfully done, the user can use an application
stored in the IC card, that is the usegr_can access a service nenory field
allocated to the application (in this specification, a nenory field
allocated to an application is called a "service nenory field"). Access to
a service nenory field is adequately perfornmed by encrgption dconmmication
in accorddnck ant el ddeurlit parey deadery We 1 tgpplFédt ton? FRYEhi s
specification, use of an application, that is, _a process,of accessing a
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application, so that ~ vVeriticationis perfornmed In unit appl i cations.
(in this specification, a memory field allccated to an

application is called a "service memory field"). Access to
a service memory field is adequately performed by encryption
communication in accordance with the security level of the
application.
In this specification, use of an application, that is,

a process of accessing a corfesponding service memory field,
is called 2 "service". The service includes reading/writing
of data from/in a memory, and addition/subtraction of value
to/from valuable information such as electronic money.

' As described above, when one IC card is used for a
plurality of applications, an access right must be

controlled for each application. 1In order to control access,

a PIN code is allocated for each application, so that
verification is performed in units of applications.

The types of services which can be applied to each

application vary depending on attribute information of the
application, such as a characteristic and a required
security level of the application. Other than that, there

is a requirement for controlling a service according to an




The types of services which can be applied to each application vary
depending on attribute information of the application, such as a
characteristic and a required security level of the application. Oher
than that, there is a requirenent for controlling a service according to
an 6 access right allocated to each_uger of the application. For exanple,
a requirenent for discrimnation of users: a full- access to a service
menory field can be allowed to user A, but user Bis allowed to perform
only a readi ng operation, However, this nmethod of controlling access sinply
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and a nethod for
inconvenience. That is, after passing through a
verification process by using a PIN code, anyone can
uniformly use a service defined by the application. 1In
other words, even if a right for using an application should
be changed depending on users so as to discriminate users
{available service differs depending on users: someone is
allowed to read/write data from/in a service memory field,

and another is only allowed to read data), a uniform service

is provided to every user.

SUMMARY OF THE INVENTION

Example embodiments may provide an excellent data

communication apparatus including memory space in which one
or more applications are allocated, and a method for
‘managing the memory in the same, in which a different access
right is given to each user for each service memory field
allocated to each application, so that a plurality of access

methods can be provided.




managi ng the nmenory in the same, in which a different access right is
given to each user for each service nenory field allocated to each
application, so that a plurality of access nmnethods can be provided. 6a 1In
accordance with a first aspect of the present invention, there is provided
a data communi cation apparatus conprising: a nenory space; a nmenory area
in the nenory space, the nenory area & ng conprised of one or nore user

bl ocks, each of the user blocks storing data for providing a service; two
or nore service defining blocks in the nenory space, each of the service

defining blocks including a  service definition data and an access right
data whi ch define<fan EE@NGEGHE tho 2t d r§eASBRGEK 1 SPepPEFPEPRY a

i ding to_th ice definition data and a PIN-code definiti
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identification of a necessity to enter a PIN-Code and one or nore
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space, each of the service defining blocks including a
service definition data and an access right data which
defines an access right to the user blocks for providing a
service according to the service definition data; and
a PIN-code definition block in the memory space for defining
a PIN-code processing for verifying a PIN-code before
providing a service; wherein at least two of the access
rights of respective service defining blocks are for
accessing the same user blocks; and wherein the PIN-code
definition block comprises a PIN-code service data bleck for
storing PIN-code data for respective access rights to the

user blocks, the PIN-code data comprising identification of

‘a necessity to enter a PIN-code and one or more PIN-codes

for access rights requiring a PIN-code.

In accordance with a second aspect of the

present invention, there is provided a method for

managing a memory in data communication apparatus

~including memory space, the method comprising:




In accordance with a second aspect of the present invention, there is
provided a nethod for rmanaging a nenory in data communi cation appar at us

i ncl udi ng nmenory space, the nmethod conprising: --------- ------ - 6b a
menory area defining step of defining a nenory area in the nenory space,
the nenory area being conprised of one or nore user blocks, each of the
user blocks storing data for provi dtthg-a service; a service defining step
of defining, in the nmenory space, two or nore services defining blocks in
t he menory space, each of the service defining blocks including a service

definition data and an access right data which defines an access right to
the user BT GFredhrdef dihgda>seryrde dedddVdih g tBERPEY seF SR ce

definitian gﬁ%g; and a PIN—cod% defining ste f . defining.a PIN code
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respecti ¥R r8GGeRs St PPt Srt QelthBiYSEr in the memory space, two or
more services defining blocks in the memory space,
each of the service defining blocks including a
service definition data and an access right data which
- defines an access right to the user blocks for
providing a service according to the service
definition data; and a PIN-code defining step of
defining a PIN-code definition block in the memory
space for defining a PIN-code processing for verifying
a PIN-code before providing a service; wherein at
least two of the access rights of respective service
defining blocks are for accessing the same user
blocks; and wherein the PIN-code definition block
comprises a PIN-code service data block for storing
PIN-code data for respective access rights to the user
blocks, the PIN-code data comprising indentification

of a necessity to enter a PIN-code and one or more

PIN-codes for access rights requiring a PIN-code.




bl ocks, the PIN-code data conprising indentification of a necessity to
enter a PIN-code and one or. nore PINcodes for access rights requiring a
PIN-code. - 7 1n exanple enbodi nents, the data communi cation apparatus is
a contactless 1C card including an 1C chip having a wirel ess conmuni cation
unit, a data transm ssion/reception_function, and a data processing unit;
a contact 1C card including a termnal at its surface; or an information
comuni cation term nal, such as a nobile phone, a personal handyphone
system (PHS), or a personal digital assistance (PDA), which includes an 1C
chip having the sane function as that of the contact/contactless 1C card.
The data comruni cation apparatus includes a nenory region having a data 8
accunul ati on denmerpnpdecknbed BEPRON bBhdatlatproommsnngativn; and a data
conmmuni cation function. When a nobile phone or the like is applied, an

ext er nal apparagesnadi anrostaht &esanlC 1caedr tn¢hed iy myp ak 1@ ighi p, may be
rennvablx attached thereto. Al so, a subscriber identity nodule (SIM
functionPa@Vipg whitch UAARELEES ant CPATGRHRATEM | sstiekk /by . A5H& e phone
conpany is recorded, may be mounted on the 1C chip. The data conmunication
appar at uErﬁﬁﬁmbE?%BPﬁ?%é?%t%%ﬁ%ﬁ%%qrbn anth o i GaPHIHES RS JRit/
ConnunlCgtEgﬂtQSEME&kba%gcfngfuéﬂgé a terminal at its surface; or an

- information communication terminal, such as a mobile phone,
a personal handyphone system (PHS), or a personal digital
assistance (PDA), which includes an 1C chip having the same
function as that of the contact/contactless 1C card. The

- data communication apparatus includes a memory regicn having

a data




Internet, or directly with an external termnal in a wred or wreless
manner. | n exanple enbodi nents, a service and a service nenory field to
which the service is applied are defined in the nenory space, and a
PI N-code service which verifies a PIN code before perform ng the service
is defined. Wth this arrangenent, the security of the 1C card can be
ensured. An area including one or nore gervice nenory fields provided in
the nenory space nay be defined. Also, a PIN- code service which verifies a
PI N code before accessing the area may be defined. Wth this
configuration, a PIN code can be set for each service nenory field and for
each ar ea.achanefadrieon menaesyessuchi ght EEDRGMe avedediey pyggessénn poit;
hi erarchically controlled. Wen a common PIN code is to be set to a 9
plurality2Bf 2efdteaesommmnifalal thdAUWRAtHEY-he WoeRyRcBSPLISe BHapR? a?ed, so
that a conHDn P] N-code service may be %gflied to thj.s area. For exanple,
by inputtFRG a1BFNLEodPEBT e sHbdiiFRD &t X@9s T , SURE GSePlican
obtain an,access right .to all the, service . nenory fields in the area (and
syb-areas}étﬁ?ﬁ%ghng€%$+?$éﬁii 9£ﬁ§'aﬁFﬁ§FFiEgpﬁgﬁbgyoﬁgtiﬁgggTherefore,
Simply by hoputh! ncy ALl M coae GQrLeoRandingy foRu fES[ SR ARRR1NE user
can obtain an access ri‘gh o al'T " the

in which contractant information issued by a mobile phone

company 1s recorded, may be mounted on the 1C chip. The data

communication apparatus may perform data communication

through an information communication network, such as the

Internet, or directly with an external terminal in a wired or
wireless manner.

In example embodiments, a service and a service memory
field to which the service is applied are defined in the
memory space, and a PIN-code service which verifies a PIN
code before performing the service is defined. With this
arrangement, the security of the 1C card can be ensured.

An area including one or more service memory fields
provided in the memory space may be defined. Also, a PIN-
code service which verifies a PIN code before accessing the
area may be defined.

With this configuration, a PIN code can be set for each
service memory field and for each area. Therefore, an access
right to the memory spade can be hierarchically controlled.

When a common PIN cocde is to be set to a




applications used in a series of transactions, and thus access control can
be performed efficiently and the apparatus can be used nore easily.
Further, an overl ap-service for defining another service applied to the
service nenory field which has already been provided may be defined. By
defining the overlap service, a plurality of access nethods, such as "only
read" and "read/wite" can be set to a service nenory field. Wen the
overlap service is defined, a PIN codg nay be set to each service. For
exanpl e, when two services "read” and "read/wite" correspond to a service
menory field, two PIN codes are set. Likew se, different PIN codes are set
for "addition" and "subtraction" to/from val uabl e information_ including

el ect r ot umoheyy, Huriar cesresr BECRoA R IBEIptites§SERaFSa PPN code nust
be input in 10 order to wite information in a nenor fLeId but PI' N code
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Verification can be controlled so as to set verification of PIN code
perfprm&f!ﬂﬁ%%u?qg%¢code service to effective or ineffective. Wth this
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certain area, the user can obtain an access right to all the
service memory fields in the area (and sub-areas} through
verification and authentication processes. Therefore,
simply by inputting a PIN code corresponding to a desired
area, the user can obtain an access right to all the
applications used in a series of transactions, and thus
access control can be performed efficiently and the
appératus can be used more easily. |

Further, an overlap-service for defining another
service applied to the service memcry field which has
already been provided may be defined.

By defining the overlap service, a plurality of access
methods, such as "only read" and "read/write" can be set to
a service memory field.

When the overlap service is defined, a PIN code may be
set to each service. For example, when two services "read"
and "read/write" correspond to a service memory field, two
PIN codes are set. Likewise, different PIN codes are set
for "addition"™ and "subtraction"™ to/from valuable

information including electronic money. Further,

restriction may be put so that a PIN code must be input in




PI N-code service corresponding to the service or area is effective, and a
PI N code need not be verified when the PIN- code service is ineffective. As
descri bed above, exanpl e enbodi ments can provide an excellent data

comuni cati on apparatus including nenory space in which one or nore
applications are allocated, and a nethed_for managing the menory in the
sane, in which a different access right is given to each user for each
service nenory field allocated to each application, so that a plurality of
access net hods can be provided. |n exanple enbodi nents, even when an access
ri ght to #TXIeEmbryWiFiEpdinformaetien chi b ikenpany dilegice bud p RINogedean be
set according, to each, access ri gt. That is,,in each, service nenory field,
a PIN cod@qgg det %SrlﬁﬁEF %Eng 8Tt b° BRAQApHIF AR SERTHIE® restricti on

may be put s9 th?teg PIN code nust be input in order to wite information
in a nenﬂF?‘FVe 5t a PIN code need not be -71- input in order to read
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system  to effective or ineffective.

With this configuration, a PIN code must be verified
before starting a service or accessing an area only when the
PIN-code service corresponding to the service or area is
effective, and a PIN code need not be verified when the PIN-
code service is ineffective.

As described above, example embodiments can provide an
excellent data communication apparatus including memory
space in which one or more applications are allocated, and a
method for managing the memory in the same, in which a
different access right is given to each user for each
service memory field allocated to each application, so that
a plurality of access methods can be provided.

In example embodiments, even when an access right to a

memory field in the 1C card is not single, a PIN code can be
'set according to each access right. That is, in each
~service memory field, a PIN code is set for each service to
be applied. For example, restriction may be put so that a
PIN code must be input in order to write information in a

memory field but a PIN code need not be




based on el ectromagnetic induction including a reader/witer 101 and an 1C
card 50; Fig. 2 is a nodel ed diagram showi ng a transforner system

including the reader/witer 101 and the 1C card 50; Fig. 3 shows a
functional structure of the 1C card 50; Fig. 4 illustrates a systemfor
applying a PIN code to a service; Figp5 illustrates a system for applying
a PIN code to an area; Fig. 6 is a flowhart show ng a process of
registering an area and service in nenory space in the 1C card 50; Fig. 7
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service or gﬁggﬁgrrl?ggtﬁﬁ%théﬁfgadé%ta%g%pQggn%gFﬂ%th a PI'N code input

by a user; Flg I'S"a rrocess 0 ontrolling 12 an

access r'%ﬁboﬁ?ménﬁgrvwffl Vé?ﬁ%ﬁ%ﬂy1ﬂﬂgﬁ.%%%b% 519bwi RGN code i nput

errors; Fig. 10 schemati cal nctional structure for controlling
PI N- code aega@rl?@@aﬁoaf Pehe @réf@rﬂ&l b AhentFh@thlkesePenBE | @é' l'y shows

the structure of data which is transmtted/received in unit of 1 byte
t hr ough atheogtuaticed | dfawitigs 151; Fig. 12 schematically shows the
structure of a packet
-BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 illustrates a wireless communication system
based on electromagnetic induction including a reader/writer
101 and an 1C card 50;
Fig. 2 is a modeled diagram showing a transformer system
including the reader/writer 101 and the 1C card 50; Fig. 3
shows a functional structure of the 1C card 50; Fig. 4
illustrates a system for applying a PIN code to a service;
Fig. 5 illustrates a system for applying a PIN code to
an area;
Fig. 6 is a flowchart showing a process of registering
an area and service in memory space in the 1C card 50;
Fig. 7 schematically shows a data structure of a PIN-
code service data block; |
Fig. 8 is a flowchart showing a process of controlling
startup of a service or an access right to an area in
éccordance with a PIN code input by a user;

Fig. 9 is a flowchart showing a process of controlling




i ncludi ng pieces of 1-byte data; Fig. 13 shows a basic sequence of packet
exchange between a transmtter and a receiver; Fig. 14 shows the
configuration of a flow control unit 155; Fig. 15 shows an exanple of the
configuration of a PIN- code identifying apparatus (I C card 50) including a
plurality of PIN-code holding units and PIN-code conparing wunits; and Fig.
16 shows an exanple of the configuration of a PIN- code identifying
apparatus (1C card 50) in which a PLNgode can be set to each nmenory field
in a data holding unit 152. DESCRI PTI ON OF THE PREFERRED EMBCODI MENT

Herei nafter, an enbodi nent of the present invention mﬁll be described with
ref erence to the drawngs. --------- - - - ----- ------ ntact!| ess

- A
conmuni c&bi %%C%%tjéw%et%raefeﬁﬂw%ém e télecé‘Hf“EfEFl ggs dat a
connunlcailon é stemusing an I C card. This type of contactless data
comuni cati¥oh® %s%%%*?se¥€hﬁ%%le realized based on the principle of

el ect ronmagnet i ction. .That . is, the system.includes an |IC gcard having
a nmenory funé%ﬁ% QQP éﬁ“mgnga}%§d§PPMF|?e¥ Ctl?%ﬁé 3 ucg%?%gfggta

fromin cé@@ré‘f@ﬁg IQINIQ e co%arls%ﬂ/%%p%@ lanfthtehEiCI Ea?:@irg(},

Fig. 11 schematically shows the structure of data which
ig transmitted/received in unit of 1 byte through a
communication unit 151;

Fig. 12 schematically shows the structure of a packet
including pieces of 1l-byte data;

Fig. 13 shows a basic sequence of packet exchange
between a transmitter and a receiver;

Fig. 14 éhows the configuration of a flow control unit
155;

Fig. 15 shows an example of the configuration of a PIN-
code identifying apparatus (IC card 50) including a
plurality of PIN-cocde holding units and PIN-code comparing
units; and

Fig. 16 shows an exampie cof the configuration cof a PIN-
code identifying apparatus {IC card 5C) in which a PIN code

can be set to each memory field in a data holding unit 152.

DESCRIPTION OF THE PREFERRED EMBODIMENT
Hereinafter, an embodiment of the present invention

will be described with reference to the drawings.




serving as a primary coil and an antenna of the card reader/witer serving
as a secondary coil forma transforner system The card reader/witer
transmts power and information to the I1C card by el ectromagnetic

i nduction so as to transmt a question signal thereto. The IC card is
driven by the supplied power, and changes a | oad between termnals of the
| oop coil in accordance with a response signal to the question signal.
Accordingly, the IC card nodul ates_tfe anplitude of a signal appeared in a
reception circuit of the reader/witer, so that conmunication can be
performnmed therebetween. The I1C card may be a card-type data comunication
apparatus. Alternatively, an IC chip having a so-called IC card function
may be ifcdEpreaEtel s hHiermmnlgRdamatSvEt @ muni cati on termnal, such as a
nobi | e phone (in both cases where the I1C card is incorporated into an
appar at us andhfhérEseRé LeVEaFdons TReabably &t fatheattesandabPparatus, it
may be called an "I C card" for convenience in 14 .this spe%ification). The
| C chi p FRVIWY G 1@ S U ioh @0 £ msdfced dRi8 MSBFI &%t erminal, such

as a nobile phone or. PDA, or an an informatian processing _ternm_nal, such
2s a | DU LR (ST TS G B ST a8 T ominF EALI 6RC Wi th an

ext o[ 1ol 2R0R(3) e L AUAL oS e S, Ercliles o Ticfece Uset

appara n ionto an interface used
for connecti

15, s system includes an IC card having a memcory function

and a card reader/writer for reading/writing data from/in
the memory of the IC card. A loop coil of the IC card
serving as a primary coil and an antenna of the card
reader/writer serving as a secondary coil form a transformer
system. The card reader/writer transmits power and
information to the IC card by electrcomagnetic inductién SO
as to transmit a guestion signal thereto. The IC card is
driven by the supplied power, and changes a load between
terminals of the loop coil in accordance with a response
signal to the question signal. Accordingly, the IC card
modulates the amplitude of a signal appeared in a reception
circuit of the reader/writer, so that communicaticn can be
performed therebetween. The IC card may be a card-type data
communication apparatus. Alternatively, an IC chip having a
so-called IC card function may be incorporated into an
information communication terminal, such as a mobile phone
(in both cases where the IC card is incorporated into an
apparatus and where the IC card is removably attached to an

apparatus, it may be called an "IC card" for convenience in




to the reader/witer in a wired or wireless manner. Fig. 1 is a conceptual
di agram showi ng a wirel ess comruni cati on system based on el ectronmagnetic

i nduction including a reader/witer 101 and an I C card 50. The
reader/witer 101 includes an antenna LRWincluding a loop coil. By
applying a current IRWto the antenna LRW a nmagnetic field is generated
around the antenna LRW On the other hand, a loop coil Lc is provided
around the 1C card 50. An induced vojtage, which is caused by the nagnetic
field generated by the |oop antenna LRWof the reader/witer 101, is
generated at the ends of the loop coil Lc of the IC card 50, and the

i nduced voltage is input to a term nal of the IC card 50, which. s

connect deh¥d Ipfcdnidatgrhe T66p 1Coidhibe PaTReddelr & 6RTEolipgPFhd®Bet ween

t he antennal LRWof the reader/witer 101 and the | 09 co'hl Lc of the IC
card 50 1T MHHELUSIefdRGIof tR&TGdsi tV6ms 2SHEWEYBE ;i P1RRA B& regar ded
that the antenna Law and the |.oop coi ansfokrrgr system which

| Lc f .t
can be rddel € &8 v 'Oﬁmﬁitd.ODZ.pr%esﬁ%élﬁogc%qé%rlggéérFWﬁ t 8 701 nodul at es
th t | fl ow t h th t L | - L dt
the Clooisie L cBPing & laraones ¥ Eatterk t-hay SpiRag JB-iphLced O
reader/wr.i.ter nloeéi c%at ral girratql ta tI% tt?;%tl ga%QrdtﬁQ- ICTEﬁi ransmtted
a tl\eI co& E% i obtai ni

data i ngilut(ilesa e quired for ining an access right to an
appl i catji, on Qf Ar8A.: fUGH2% used for connecting to an external

apparatus, in addition to an interface used for connecting
to the reader/writer in a wired or wireless manner.

Fig. 1 is a conceptual diagram showing a wireless
communication system based on electromagnetic induction
including a reader/writer 101 and an IC card 50. The
reader/writer 101 ihcludes an antenna Lgy; including a loop
coil. By applying a current Igzy; to the antenna Lgy, a
magnetic field is generated around the antenna Lgy. On the
other hand, a lcop coil L. is provided around the IC card 50.
An induced voltage, which is caused by the magnetic field
generated by the loop antenna Lgy of the reader/writer 101,
is generated at the ends of the loop coil L. of the IC card
50, and the induced voltage is input to a terminal of the IC
card 50, which is connected to the ends of the loop coil L.

The degree of coupling between the antennal Lgy of the

reader/writer 101 and the loop ceil L, of the IC card 50

changes depending on their positions. However, it can be
regarded that the antenna Lgy and the loop coil L, form a

transformer system, which can be modeled as shown in Fig. 2.




a personal identification nunber (PIN and a password input by a user to
an external apparatus connected to the reader/witer 101, and val uabl e
information provided by an application, such as el ectronic noney and
electronic ticket. Also, the IC card 50 includes a function of varying a
| oad between the termnals of the loop coil Lc in accordance wth data to
be transmtted to the reader/witer 101 (load sw tching). Wen the |oad
between the termnals of the loop coil Lc varies, inpedance between the
termnals of the antenna LRW of thpjﬁgqger/mwiter 101 changes, so that the
current |RWflow ng through the antenna LRWand a voltage VRW vary. By
denodul ating the variation conponents, the reader/witer 101 can receive
the data transmtted fromthe |1C card 50. The data received by the
reader/ writefrhdfltheomeadbe/WCitardl 6D nachlaess valteabil Br¢M™E ofxmt i on

provi ded by an application, such as el ectronic noney and el ectronic

ti cket . f1BwiGgnfthgonghi sheohnienpey Lapace Thl1age dfud 10861 For &he
applications are allocated in nenory space - -------- - --- - -
-------lOOP-COil-Lc-Oleheiﬁctﬁ@rﬁcg@a%ﬁ BoduhRiRh- i SLEREBEPRYaYed into a
mobile termnal 10. The applications include tranﬁnis ion/reggption of

el ect r ofihe FERGEBY&Iinesr Aati 640 TEAPEBMtaf2ERt ePni eaﬁéaFﬁFﬂs, such as

el ectronic paynent. A nmenory field all ted to each application is called
a The @r%nsmitted data %ncludes a %%ﬁ code requlreepfor

obtaining an access right to an application or area, such as
a personal identification number (PIN) and & password input
by a user to an external apparatus connected to the
reader/writer 101, and valuable information provided by an
application, such as electronic money and electronic ticket.
Also, the IC card 50 includes a function of varying a
load between the termiﬁals of the lcop ccil L, in accoxrdance
with data teo be transmitted to the reader/writer 101 (load
switching). When the load between the terminals c¢f the loop
coil L. varies, impedance between The terminals of the
antenna Ly, of the reader/writer 101 changes, so that the
current Iy, flowing through the antenna Lgy and a voltage Vgy
vary. By demcdulating the variation components, the
reader/writer 101 can receive the data transmitted from the
IC card 50. The data received by the reader/writer 101 from
the IC card 50 includes valuable information provided by an

application, such as electronic money and electronic ticket.

B. Configuration of memory space in IC card

One or more applications are allocated in memory space




"service nmenory field". An operation of using an application, that is,
accessing a corresponding service nenory field, is called a "service". The
service includes reading/witing data fronfin the nenory and

addi tion/subtraction of value to/fromvaluable information including

el ectronic noney. In order to restrict use of an application or startup of
a service in accordance with whether a user has an access right, a PIN
code is allocated to each application, so that the PIN code is verified
when a corresponding service is perfornmed. Further, in access to each
service nenory field, encryption co nication is adequately perforned in
accordance with the security level or the like of a corresponding
application. In the enbodinment, a hierarchical structure simlar to a

"di rect gry'thes Iintceeducad twhitdhe irenmEy repaeeeidn inte BCmobadd 50.

Accordi ngly, each application allocated to a nenory field can be

regi st ertgdmimadn 1'0ar edhe appldesitreds HagéundeFor exanple, by registering a
plurality of applications used in a series of transactions or 17

appl i cattiremsmglsedehy receattéarnt @ feadkcotrbod ci nasuebilice imeppmgtiphel ds in the
same area (further, by registering areas closely related to each other in
t he samEqidrent aar exrernke amppiviedasi ofs¥chnashe lRERSPYR1EI BRYBCRA t he areas

can be
A memory field allocated to each application is called a

"service memory field". An operation of using an
application, that is, accessing a correspending service
memory field, is called a "service". The service includes
reading/writing data from/in the memcry and
addition/subtraction of value to/from valuable infcrmation
including electronic money.

In order to restrict-use of an application or startup
of a service in accordance with whether a user has an access
right, a PIN cecde is allocated to each application, so that
the PIN code is verified when a corresponding service is
performed. Further, in access to each service memory field,
encryption communication is adequately performed in
accordance with the security level or the like of a
corresponding application.

In the embodiment, a hierarchical structure similar tc
a "directory" is introduced to the memory space in the IC
card 50. Accordingly, each applicaticn allocated to a
memory field can be registered in an "area" in a desired
layer. For example, by registering a plurality of

applications used in a series of transactions or




systematically arfanged, so that the user can efficiently sort and arrange
the applications. In order to hierarchically control an access right to
each nenory field, a PIN code can be set to each area, in addition to each
application. For exanple, by inputting a PIN code corresponding to a
certain area, the user can obtain an access right to all applications in
the area (and sub-areas) through verification and authentication
processes. Therefore, by inputting a PIN code corresponding to a desired
area only once, the user can obtain_ﬁg7a9cess right to all the
applications used in a series of transactions. Accordingly, efficiency in
access control can be enhanced and the apparatus can be used nore easily.
The enbodi nent also has the follow ng features. That s, an access right
to a ceratpqiln caarivirge atemely fricdladenayo metchhetdienyglie, skutvigePrNTeosde can be
set for each access right, that is, for each service conducted in a
servi ce fimdni \i1f itéled . safmr aeeanplfertileen thab regrivitess nor éggasand
"read/wite" correspond to one service nenory field, two PIN codes are
set. Likdwissdy dicflfadrashttoPleRcho@édear d nséiaef game gadiefitogregnd the
"subtraction"” to/fromvaluable information 18 including electronic noney.
Al t er natiPedliyza trieats gt itde mejro e T36H 9o 2Khithe PrRagod8miSt be input in
order to wite information in a nmenory field but a Ply code nﬁed not be
: systematically arranged, so that the user can efficiently
sort and arrange the applications.
In order to hierarchically control an access right to
each memory field, a PIN code can be set toc each area, in
addition tc each application. For example, by dinputting a
PIN code corresponding to a certain area, the user can
obtain an access right to all applications in the area {(and
sub-areas) through verification and authenticaticn processes.
Therefore, by inputting a PIN code corresponding to a
desired area only once, the user can obtain an access right
to all the applications used in a series of transactions.
Accordingly, efficiency in access control can be enhanced
and the apparatus can be used more easily.
The embodiment also has the fellowing features. That
is, an access right to a certain service memory field may
not be single, but a PIN code can be set for each access
right, that is, for each service conducted in a service
memory field. For example, when two services "read" and
"read/write" correspend to one service memory fielild, two PIN

codes are set. Likewise, different PIN codes are set for

"addition" and "subtraction" to/from valuable information




input in order to read information fromthe nmenory field. Setting of a PIN
code for each applied service will be described later. Fig. 3 shows a
functional structure of the IC card 50 according to the enbodi nent. As
shown in Fig. 3, the IC card 50 includes an RF unit 51, which is connected
to the antenna used for perform ng radi o comrunication with the
reader/witer 101; a nenory 52 (described above) including service nenory
fields allocated to corresponding applications; a verifying unit 53 for
verifying a PIN code input through the RF unit 51; and a control unit 55
for controlling these units. The Cortr 61 unit 55 includes a central
processing unit (CPU), a read-only nenory (ROM, and a randontaccess
menory (RAM The control unit 55 controls operations in the IC card 50 by
execut i nigcpudgngnmetedesosiorednen.t hal ROWhaThes Dporysb2: Esigsedador
allocating a storage field to each of one or nore applications. Also, the
menory 52 pst aottham deBI¥ocadspeusti bedeénpoe, ibubramy be anytéypes of
readabl e and witable storage nmedium such as a sem conductor nmenory and a
magnet i éngpiritpélonninhe Behodynthe]dabht ez aPThi cade steadtnioe sénmilar to 19
a "directory" is introduced to the storage space in the nenory 52.

Ther ef oRBPUEaER PP chPi bPadl ibtarbgtionafroem the memory field.

Setting of a PIN code for each applied service will be
described later.

Fig. 3 shows a functional structure of the IC card 50
according to the embodiment. As shown in Fig. 3, the IC
card 50 includes an RF unit 51, which is connected to the
antenna used for performing radio communication with the
reader/writer 101; a memory 52 (described above) including
service memory Ifields allocatedrto corresponding
appiications; a verifying unit 53 for verifying a PIN code
input through the RF unit 51; and a control unit 55 for
controlling these units.

The control unit 55 includes a central processing unit

(CPU), a read-only memory (ROM), and a random-access memory

(RAM) .  The control unit 55 controls operations in the IC

card 50 by executing program codes stored in the ROM.

The memory 52 is used for allocating a storage field to
each of one or more applications. Also, the memory 52 is
not limited to a specific device, but may be any types of
readable and writable storage medium, such as a
semiconductor memory and a magnetic stripe.

In the embodiment, a hierarchical structure similar to




menory field can be registered as a service nenory field in an area of a
desired | ayer. For exanple, applications closely related to each other,
such as applications used for a series of transactions, can be registered
in the sane area (further, areas closely related to each other can be
regi stered in the sane parent area). Further, each of the applications
(service nenory fields) allocated in the nenory 52 and the areas includes
a PINcode definition block. Wth this configuration, a PIN code can be
set for each application or each a[pggatherefore, access to the nenory 52
can be perfornmed in units of applications and units of areas. An access
right to each service nenory field may not be single, but a PIN code can
be set for each service. For exanple, when two services "read" and

"read/ wai t'éirectprgdpand ingronecsdr vbcéhrerbpyabieebgacewdnPENecodes are
set. Likew se, different PIN codes are set for "addition" and
"subt r acemomy ©8/f r Bhrevealfoall, e cenbhorpptiontinol adilngatedeter ani ¢ noney
(described later). The verifying unit 53 conpares a PIN code transmtted

t hr oughreherRFLaREE 5&nwioeh relésPENegod8 seberiiegachenpPrihéiedppliicati ons,
areas allocated in the directory, or the service nenory fields, so as to
pernit agcassatofaazdesdgrfedpiRdi-ngrRENBKGTPLE) d2PPAECREABBF/ writer 101

can
closely related to each other, such as applicaticns used for

a series of transactions, can be registered in the same area
(further, areas closely related to each cther can be
registered in the same parent area).

Further, each of the applications (service memory
fields} allcocated in the memcry 52 and the areas includes a
PIN-code definition block. With this configuration, a PIN
code can be set for each applicatidn or each area.
Therefore, access to the memory 52 can be performed in units
of applications and units of areas.

An access right to each service memory field may not be
single, but a PIN code can be set for each service. For
example, when two services "read" and "read/write”
correspond to one service memory field, two PIN codes are
set. Likewise, different PIN codes are set for "additien™
and "subtraction” to/from valuable informaticn including
electrenic money (described later).

The verifying unit 53 compares a PIN code transmitted
through the RF unit 51 with the PIN code set in each of the
applications, areas allocated in the directory, or the

service memory fields, so as to permit access to a




read/wite information fromin the accessible nenory field through the RF
unit 51. C. Application of PIN code As descri bed above, the nenory 52 in
the IC card 50 includes various service nenory fields allocated to various
applications. In addition, one or nore applicable services are provided to
each service nenory field. In the enbodi nent, access may be restricted in
units of areas and applications. In addition, a PIN code nmay be set for
each type of service applied to each application so as to restrict access
inunits of services. Fig. 4 shows a basic structure of the nenory space in
the IC card 50. As described above wi reference to Fig. 3, a

hi erarchical structure simlar to a "directory” is introduced to the
menory space in the IC card 50, so that each service nenory field

al | ocat edrtre sgpronaplyd cahnicory ddelbe Még Steerded /mriaeraléa icana desired

| ayer. In the exanple shown in Fig. 4, one service nenory field is

r egi st eredd/wrdn caried OOCE idef ifmet /by dhearex G600 ldefiemirivod 1slleck. The
service nenory field shown in the figure includes one or nore user bl ocks.
The userthloogk itdiea RA ninmfm>data  unit in which an access operation is
ensured. One service defined by a service 0108 definition block, that is,
a 21 service 0108, can be applied to this service nenory field.

C. Application of PIN code

As described above, the memory 52 in the IC card 50
includes varicus service memcory fields allocated te various
applications. In addition, one cor more applicable services
are provided to each service memory field. 1In the
embodiment, access may be restricted in units of areas and
applications. In addition, a PIN code may be set for each
fype of service applied to each applicétion so0 as to
restrict access in units cf services.

Fig. 4 shows a basic structure of the memory space in
the IC card 50. As described above with reference to Fig. 3,
a hierarchical structure similar to a "directory" is
introduced tc the memory space in the IC card 50, so that
each service memory field allocated to an application can be
registered in an area in a desired layer. In the example
shown in Fig. 4, one service memory field is registered in
an area 0000 defined by an area 0000 definiticn block.

The service memory field shown in the figure includes
one or more user dblocks. The user block is a minimﬁm data
unit in which an access operation is ensured. One service

defined by a service 0108 definition block, that is, a




In the enbodi nent, access can be restricted in units of areas and
applications. Additionally, a PIN code may be set for each type of
services, so that access can be restricted in unit of services. PIN code
setting information related to a service in which access is restricted is
defined as a service dedicated to a PIN code (that is, "PIN code
service"). In the exanple shown in Fig. 4, a PIN code related to the
service 0108.is defined as a PIN-code service 0128 definition bl ock.
Contents of the PIN-code service are _stored in a PIN-code service data

bl ock. When the PIN-code service to tde service 0108 is ef fective,
verification of the PIN code nust be performed by wusing the PIN code
service 0128 before starting the service 0108 so as to read/wite

i nf or matsieav ifde0@1i0R ,i tanuder aplpddkd thbreispeertical hypowlyediandencrypti on
read/ wite command is used, the PIN code for the service 0108 is verified
before nutuah abthembodameon, é&Acaeshaansheofesetichgdt he RPiNgode
service to effective/ineffective will be described later.) In the

enbodi nenteaseackt sppliicethomsry Pidglid iahkddat ed PEY andapphivchei 6Atcan be
registered in an area in a desired |ayer and areas can be hierarchically
arr angedoracead tolbeseffy SeEVaces -t 6oe&bRtoBREESEahabebregestEiedefn t he

sane parent area). In that case, by setting a PIN code for each 22
in unit of services. PIN-code setting information related

tc a service in which access is restricted is defined as a
service dedicated to & PIN code (that i1s, "PIN-code
service").

In the example shown in Fig. 4, a PIN code related to
the service 0108 is defined as a PIN-code service 0128
definiticn block. Contents c¢f the PIN-code service are
stofed in a PIN-code service data block.

When the PIN-code service to the service 0108 is
effective, verification of the PIN code must be performed by
using the PIN-code service 0128 before starting the service
0108 so as to read/write information from/in its user block.
More specifically, when an encryption read/write command is
used, the PIN code for the service 0108 is verified before
mutual authentication. (A mechanism of setting the PIN-code
service to effective/ineffective will be described later.)

In the embodiment, each service memcry field allocated
to an application can be registered in an area in a desired
layer and areas can be hierarchically arranged (areas
closely related to each other can Ee registered in the same

parent area). In that case, by setting a PIN code for each




area, access can be restricted in units of areas. Fig. 5 shows a state
where areas are hierarchically arranged in the nenory space in the I1C card
50. In the exanple shown in Fig. 5 an area 1000 defined by an area 1000
definition block is registered in the area 0000 defined by the area 0000
definition block. In the exanple shown in Fig. 5, two service nmenory

fields are registered in the area 1000. A service 1108 defined by a
service 1108 definition block and a service 110B defined by a service 110B
definition block can be applied to one of the service nmenory fields. In
this way, when a plurality of different services are defined in one
service nenory field, that is called an "overlap service" in this
specification. In the overlap service, a different service is applied
accor di rgetp ancesputaPl Necodetirhcthe isawpi§ereifcerfefery field. On the

ot her hand, a service 1100 defined by a service 1100 definition block can
be applied tBighed otiherssersiaes Weedt? y2Tedd BITHe! eseFCleirPsbart up a
service set in each service nenory field so as to read/wite information
fron i narrenggseinbEBekMeOPryoGP3EE 48 8BS&cFFbEardbaYe wWiPhth8&ference to
Fig. 4, a PIN code service can be defineg f§r each aegvice. In this case,
when t heéXPIRIe0dBOYBr ¥NcE1€or PespBnaifg £8°8 9€er-UFEe®Ys®Bf FEEEi ve, the

SerVICel%%B ggfikﬁ%ggg %Roﬁitﬁé %egistered in the area 0C00 defined

by the area 0000 definition block.

In the example shown in Fig. 5, two service memory
fields are registered in the area 1000. A service 1108
defined by a service 1108 definition block and a service
110B defined by a service 110B definition block can be
applied to one of the service memory fields. In this way,
when a ﬁlurality of different services are défined in one
service memory field, that is called an "overlap service”™ in
this specification. In the overlap service, a different
service is applied accofding tc an input PIN code in the
same service memory field.

On the other hand, a service 110C defined by a service

110C definition block can be applied to the other service

memory field.

The user can sStart up a service set in each service

memory field so as to read/write information from/in its
user block. Of course, as described above with reference to
Fig. 4, a PIN code service can be defined for each service.
In this case, when the PIN-code service corresponding to a

service is effective, the service can be started up after a




23 PIN code is verified by using the PIN-code service. In order to set a
comon PIN code to a plurality of services, an area including these
services is generated, so that a conmon PIN code service can be applied to
this area. In the exanple shown in Fig. 5 the PIN-code related to the
area 1000 is defined as a PIN-code service 1020 definition block. Contents
of the PIN-code service are stored in the PINcode service data bl ock
When the PIN-code service to the area 1000 is effective (described later),
verification of the PIN code is performed by using the PIN code service
1020, and then each service in the &®a 1000 can be started up so as to
read/wite information fromin its user block. Herein, when a PIN code
service is applied to a service in the area 1000 and when the PIN-code
service piyy ebkectiisveerivakd bgatisangotha PIIN-code mwst/ibe.performed by
using the PIN-code service before reading/witing information fronmlin its
user block. As shawp b FegSa domnodn5PIR oodgquecoPENetodelseyvofe is given
to each area and service which is to be a target of verification of PIN
code. DsecRedicstsr,ataironreh PhNlcddegséheisee sArRliNesode geneiregeids msegi stered
in the IC card 50 by wusing a registration service conmand, as in ordinary
that a commen PIN-code service can be applied to this zarea.
In the example shown in Fig. 5, the PIN-code related to
the area 1000 is defined as a PIN-code service 1020
definition bleck. Contents of the PIN-code service are
stored in the PIN-code service data block.
When the PIN-code service to the area 1000 is effective
(described later), verification of the PIN ccde is performed
by using the PIN-code service 1020, and then each service In
the area 1000 can be started up so as to read/write
information from/in its user block.
Herein, when a PIN-code service is applied to a service
in the area 1000 and when the PIN-code service is effective,
verification of a PIN code must be performed by using the
PIN-code service before reading/writing informatiocn from/in
its user block.
As shown in Figs. 4 and 5, & unigue PIN-code service 1is

given to each area and service which is to be a target of

verification of PIN code.

D. Registration of PIN-code service

A PIN-code service is registered in the IC card 50 by

using a registration service command, as in ordinary




---------- - 24 - services. However, an area or service which is a target
of wverification of a PIN code nust be registered in the IC card 50 before
registering a PIN-code service. That is, when any area or service for
verification of a PIN code has not been registered, error occurs when a
PI N-code service is registered. Further, in the PINcode service, the
nunmber of PIN- code service data bl ocks, which correspond to user blocks in
ordinary services, is only one. Therefore, error occurs if a value except
1 is set to the nunber of specified gfer bl ocks by a registration service
command when a service is Il regist %ed. Fig. 6 is a flowhart show ng a
process of registering an area or service in the nenory space in the IC
card 50. First, an area is defined in the nenory space (step S1). Then, a
servi cesaerarygsfield is allocated to an application in the area by using a
regi stration service comuand, and a service applied to this service nenory
field is defithedetstep S23a ¢n theviegi shichi 0h serafget cobmand, the
nunber of user blocks in the service nmenory field is specified. Wen a
pl ur al i e raff iapplibcabifons PaNectdebausal becacgdstaredeinr ehe $fepasyd is
r epeat ed. _ .
50 before registering a PIN-code service. That is, when any
area or service for verification of a PIN code has not been
registered, error occurs when a PIN-code service is
registered.
Further, in the PIN-cecde service, the number of PIN-
code service data blocks, which correspond to user blecks in
ordinary services, is only one. Therefcre, error occurs if
a value except 1 is set to the number of specified user
blocks by a registration service command when a service is
registered.
Fig. 6 is a flowchart showing a process of registering
an area or service in the memory space in the IC card 50.
First, an area is defined in the memory space (step S51).
Then, a service memory field is allccated to an
appiication in the area by using a registration service
command, and a service applied to this service memory field
is defined (step $2). In the registration service command,
the number of user blocks in the service memory field is
specified. When a plurality of applications are to be
allocated in the area, step 52 1s repeated.

When a PIN code is to be applied to the service defined

in the area, registration of PIN-code service is performed




When a PIN code is to be applied to the service defined in the area,
registration of PIN-code service is perforned 25 by using a registration
service command of the service (step S3). Wen a comon PIN code is to be
set to all the services defined in the area, a conmon PIN-code service is
registered to the area by using a registration service command of the
service (step S4). The order of steps S3 and S4 may be reversed. Further,
when a plurality of different services are to be defined for one service
menory field, an overlap service ngg Fig. 5) is registered by using a
regi stration service comuand of the“Service (step S5). Wen a PIN code is
to be applied to the overlap service, a PIN-code service is registered by
using a registration service command of the service (step S6). In the
exanpl ebghostingnaFirggidrratsenveeeviesorcymhaetidofi shal EecHted (Atehe area
0000 of a root and the service 0108 applied thereto is registered, and
then a BBN-.code service applied to the service 0108 is registered. In the
exanpl e shown in Fig. 5 two service nenory fields are allocated in the
area 1000 undeenthecarmen 0009 ofdethe Footc M thedbbrvited®0Ho¥ and 110C

applied thereto respectively are registered. Further, another sergice 110B
defined in the area, a common PIN-code service is reglstere

.to the area by using a registration service command cf the
service (step S4).

The order of steps S3 and $4 may be reversed.

.Further, when a plurality of different services are to
be defined for one service memory field, an overlap service
{see Fig. 5) is registered by using a registration service
command ¢f the service {step S553).

When a PIN céde is to be applied to the overlap service,
a PIN-code service is registered by using a registration
service command of the service (step 56).

In the example shown in Fig. 4, a service memory field
is allocated in the area 00C0 of a root and the service 0108
applied thereto is registered, and then a PIN-code service
applied to the service 0108 is registered.

In the example shown in Fig. 5, fwo service memory
fields are allocated in the area 1000 under the area 0000 of
the rcot, and the services 1108 and 110C applied thereto
respectively are registered. Further, another service 110B
is registered as an overlap service in one of the two
service memory fields. Although not shown, when PIN ccdes

are to be applied thereto, PIN-code services are registered.




is registered as an overlap service in one of the two service nenory
fields. Although not shown, when PIN codes are to be applied thereto,

PI N-code services are registered. 26 Wen a comon PIN code is to be set
for the registered services 1108, 110B, and 110C, a conmon PI N code
service is registered for the area 1000. { E. Application of PIN code As
shown in Figs. 4 and 5, by applying PIN codes to the areas and services
registered in the nenory space in the IC card 50, access control can be
performed in units of areas or services. Also, a plurality of services
(overl ap service) can be registered‘i% one service nenory field. In this
case, by applying a PIN code to each service, a plurality of access

nmet hods can be defined for one service nenory field. Contents of

appl i catijrem of ddiendd M modeds @ sdeschicdedt ifvra thleNreadetserd ce data bl ock
of a PIN-code service definition block. Fig. 7 schematically shows the
data stgdistiures dfiddhe PIO%,cedel Sdvi,ce datendn GOR-cAsles sewviice ishe
figure, the PIN-code service data block includes a PIN code field; a
nunber - ofegimputrest rions Stoordneg fU0AI0d; a  maxi mum perm ssi bl e-errors setting
field;, a PIN code selecting field; and an access perm ssion fl ag.

E. Application of PIN code

As shown in Figs. 4 and 5, by épplying PIN ccdes to the
areas and services registered in the memory space in the IC
card 50, access control can be performed in units of areas
or services. Alsoc, a plurality of services (overlap
-service) can be registered in one service memory field. In
this case, by applying a PIN code to each service, a
plurality of access-methods can be defined for one service
memory field.

Contents of application of the PIN code are described
in a PIN-code service data bleck of a PIN-code service
definition block. Fig. 7 schematically shows the data
structure of the PIN-ccde service data block. As shewn in
the figure, the PIN-code service data bleock includes a PIN
code field; a number-of-input-errors stcring field; a
maximum-permissible-errors setting field; a PIN code
selecting field; and an access permission flag.

Only when a PIN code input by a user matches the
registered code, the access permission flag in the PIN-code
service data block of the corresponding service or area 1s

set, so that access theretc is permitted. .




Only when a PIN code input by a user matches the registered code, the
access permssion flag in the PIN-code service data bl ock of the
correspondi ng service or area is set, so that access thereto is permtted.
27 The access perm ssion flag indicates accessible/inaccessible to the
correspondi ng application or directory. Wen the access permssion flag is
set, the user can access the corresponding service or area. The access
perm ssion flag in a service or area where a PIN code is set indicates
"inaccessible” in the default state, but the flag indicates "accessible"
after verification of the PIN code~ #nd "aut henti cati on using a secret key
have been successfully done. However, if the access permssion flag is
kept effective and if the IC card 50 or the nobile terminal 10 is |ost or
stol en, the useragByssubéeniasloOssriue 10iusetof the service or area

wi t hout perm ssion or unauthorized access thereto. In order to prevent
such a prebkenpithenk€ceardbb8 toayhbaveraekpnatiion eppautemavicakly
shifting to an inaccessible state when the RF unit 51 determnes that it
cannot Heeeicverryadi dheavese Whensa peongseode iEdapnpatsethethecvedrin the
nunber- of-input-errors storing field is updated. Then, when the nunber of
i nput eenar screachéset hermagpoudipgr AESYibeecreprofs séhej ACERBS

maxi mum perm ssible-errors setting field, ,
permission flag in a service or area where a PIN code 1s set

indicates "inaccessible" in the default state, but the flag
indicates "accessible" after verification of the PIN code
and authentication using a secret key have been successfully
done. However, if the access permission flag is kept
effective and if the IC card 50 or the mobile terminal 10 is
lost or stolen, the user may suffer a loss due to use of the
service or area withou£ permission or unauthorized access
thereto. In order to prevent such a problem, the IC card 50
may have a function of automatically shifting to an
inaccessible state when the RF unit 51 determines that it
cannct receive radio waves.

When a wrong code is input, the record in the number-
of-input-errors storing field is updated. Then, when the
number of input errors reaches the maximum permissible
errors set in the maximum-permissible-errors setting field,
startup of the corresponding service or access to the
corresponding area is prohibited.

Generally, the number cf input errors should be cleared
once input is successfully done. In this way, it can be

prevented that a malicious user tries PIN codes one by cne.




startup of the corresponding service or access to the corresponding area
is prohibited. Generally, the nunber of input errors should be cleared
once input is successfully done. In this way, it can be prevented that a
“malicious user tries PIN codes one by one. 28 |[If an authorized user inputs
wrong codes by mi stake so as to reach the nunber of maxi num perm ssible
errors, an admnistrator of the I1C card 50 may cl ear the nunber-of -
input-errors storing field. In order to authenticate the admnistrator, a
secret key may be used, as will be escribed later. Fig. 8 is a flowhart
showi ng a process of controlling st up of a service or access to an area
~in accordance wwth a PIN code input by a user. Wen the user inputs a PIN
code (step Sll1), the verifying unit 53 accesses the PIN-code service data
bl ock af eachuPhbkrdede seevi capdegi nirbhoncblieskhysaiasake sdekeruabne
whet her the input PIN code matches the PIN code thereof (step S12). If the
PI N codecefhanyriePhinbedecsengktrudatarhlieskclaatchesst henPl N code i nput by
the user, the access pernission flag in the PIN-code service data block is
set, sedmhat.saceess ©6 the ¢Orcespondi mgysetvaretbe auwehersoipermtted
(step S13). _
input-errcrs storing field. In order to authenticate the
administrator, a secret key may be used, as will be
described iater.
Fig. 8 is a flowchart showing a process of controlling
startup of a service or access to an area in accordance with
a PIN code input by a user.
When the user inputs a PIN code (step S11), the
verifying unit 53 accesses the PIN-code service data block
of each PIN-code service definiticon block, so as to
determine whether the input PIN code matches the PIN code
therect (step 512).
If the PIN code of any PIN-code service data block
matches the PIN code input by the user, the access
permissicn flag in the PIN-code service data block is set,
so that access to the corresponding service or area is
permitted (step S513).
For example, a PIN code, which has been input by using
a user interface of an external apparatus (not shown)
connected to the reader/writer 101, can be transmitted to
the IC card 50 through the RF unit 51 by putting the IC card

50 over the reader/writer 101.

When an access right to an application or directory is




For exanple, a PIN code, which has been input by using a user interface of
an external apparatus (not shown) connected to the reader/witer 101, can
be transmitted to the IC card 50 through the RF unit 51 by putting the IC
card 50 over the reader/witer 101. Wen an access right to an application
or directory is 29 controlled by using a PIN code, as shown in Fig. 8,
security nmay be broken if a malicious user tries secret codes one by one
(in particular, if the PIN code consists of a small nunber of digits).
Therefore, in the enbodi nent, the nu r of maxi mum perm ssible inputs is
set in the PIN-code definition field.” Accordingly, when the nunber of
input errors reaches the maxi num the user cannot access the

correspondi ng application or directory. In this way, access can be

cont r ol lced.t rBilg ed9biys ua ihlgowe kANt codewi ng ahprocessTép-c8nt FBFREREY an
access right to a service or area in accordance with the nunber of PIN
code i npety &er orskevhéd shaadsedouspussratPLRSc686rest 8pdsa1ynet R
verifying unit 53 accesses each PIN-code service definition _block, so as
to det ecmiend ipheenEl cURa T npdt tPENPEYJECREL ERBE I SEReCPI N 8B8é1t her eof (step

S22). If the PIN code of an% PI N-code service definition | ock gatches t he
PI N cod@urmsdt oBy difé tgser hp&edpEgsgin the embodiment, the number

of maximum permissible inputs is set in the PIN-code
definition field. Accordingly, when the number of input
errors reaches the maximum, the user cannot access the
corresponding application or directory. In this way, access
can be controlled.

Fig. 9 is a flowchart showing a process of controlling
an access right to a service or area in accordance with the
number of PIN cocde input errérs.

When the user inputs a PIN code (step S21), the
verifying unit 53 accesses each PIN-code service definition
block, so as to determine whether the input PIN code matches
the PIN code therecf (step S522).

If the PIN code of any PIN-code service definition

block matches the PIN code input by the user, the access

permission flag of the PIN-code service data block 1s set,
so that access to the corresponding service or area is
permitted (step 3523).

On the other hand, if the PIN code input by the user
does not match the PIN code of any PIN-code service
definition block, the number of input errors in the PIN-code

definition field is updated (step 524). If the PIN code




perm ssion flag of the PIN-code service data block is set, so that access
to the corresponding service or areais permtted (step S23). On the other
hand, if the PIN code input by the user does not match the PIN code of any
PI N-code service definition block, the nunber of input errors in the
PIN-code definition fieldis updated (step S24). If the PIN code 30 input
by the user matches the PIN code of any PIN-code service definition block,
so that verification has been successfully done, the nunber of input
errors is cleared, that is, set at Q4 Then, in step 525, it is determ ned
whet her the updated nunber of input "errors has reached the maxi mum

perm ssible errors, which is set in the PIN-code definition field. If the
nunber of input errors has reached the maxi mum the access perm ssion flag
in the Phiutode deki nperonatibed the BaNcebed, ©5o2RKablHceess to the
corresponding service or area is prohibited_%ste . S26). In this way,

mal i ci ogsraéts definiying PLRCEodE8 ByahnvarhbifAdFioRd"@8ePS8an be cracked
down on. If the authorized user inputs wong codes b .nis%ake %O as to

. y
reach t HECREREAUM-FefANEs| B8 BFFBRE, Ofhd"PRENFRFSEFatdr “ofethd I C card 50

may clear the nunber-of- input-errors storing field. In order to
aut hent Feateipnheset at 0.

| Then, in step S$S25, it is determined whether the updated
nunmber of input errors has reached the maximum permissible
errors, which is set in the PIN-code definition field.

If the number of input errors has reached the maximum,
the access permission flag in the PIN-code definition field
is canceled, so that access to the corresponding service or
area is prohibited (step $26). In this way, malicious acts
of trying PIN ccdes by an unauthérized user can be cracked
down on.

If the authorized user inputs wrong codes by mistake so
as to reach the maximum permissible errors, the
administrator of the IC card 50 may clear the number-of-
input-errors storing field. 1In order to authenticate the

administrator, a secret key or the like may be used.

. Control of compariscn/output of PIN code

As described above, only when the PIN-code service for
a service or area is effective, verification of a PIN code
is required before starting up the corresponding service oOr
accessing the corresponding area. That is, verification of

a PIN code is not required when the PIN-code service is




adm nistrator, a secret key or the like may be used. F. Control of
conpari son/ out put of PIN code As described above, only when the PIN- code
service for a service or area is effective, verification of a PIN code is
required before starting up the corresponding service or accessing the
corresponding area. That is, verification of a PIN code is not required
when the PIN-code service is - 31 - ineffective. Hereinafter, control of
conpari son/output of PIN codes by setting effective/ineffective of a

PI N-code service will be described. Fig. 10 schematically shows a
functional structure for controllfhdﬁPrN code conparison/output in the IC
card 50. As shown in the figure, the IC card 50 includes a conmunication
unit 151 having a contactless wireless interface or the like; a data

hol di ng iwaifttet52 vor hol ding data such as val uable information; a PlIN code
“holding unit 153 for holding a PIN code for controlling access to the

dat a hol di ngHeneindsRera Pbhtcodeofonpapangsoni eulBdt for PE¥npadeng a PIN
code input through the comunication unit 151 with the PIN code_held in

t he PI Nbgodethohdi rgfenitt veg3nefindta vl ow eoRENoFodai BIB5CFol1édntrol | i ng
PIN code conparison/output in accordance with a condition for conparing
PI N codés. dascardiergly, the | C card 50 functions

Fig. 10 schematically shows a functional structure for
contrelling PIN code comparison/cutput in the IC card 50.

As shown in the figure, the IC card 50 includes a
communication unit 151 having a contactless wireless
interface or the like; a data holding unit 152 for holding
data such as valuable information; a PIN-code holding unit
153 for holding a PIN code for controlling access to the
data holding unit 152; a PIN-code cﬁmparing unit 154 for
comparing a PIN code input through the communication unit
151 with the PIN code held in the PIN-ccde holding unit 153;

" and a flow control unit 155 for contrelling PIN code
comparison/output in accordance with & condition for
comparing PIN codes. Accordingly, the IC card 50 functions
as a PIN-code identifying apparatus.

As shown in Fig. 11, data is transmitted/received in a
unit of 1 byte in the communication unit 151. In Fig. 11, a
start bit always exists at the head of l-byte data. Then,
8-bit data follows, and a stop bit exists at the end. The
length of each bit is predetermined by a transmitter and a
receiver.

Fig. 12 schematically shows the configuration of a




as a PIN-code identifying apparatus. As shown in-Fig. 11, data is
transmtted/received in a wunit of 1 byte in the communication unit 151. In
Fig. 11, a start bit always exists at the head of 1-byte data. Then,

8-bit data follows, and a stop bit exists at the end: The |length of each
bit is predetermned by a transmtter and a receiver. Fig. 12
schematically shows the configuration of a 32 packet including pieces of
1-byte data. As shown in the figure, the forward part of the packet is a
code part, and the latter part thqy%%f_is a data part (payload). Data

i ndi cating the neaning of the packet i"s described in the code part. The
data part is attached when data (nmain data) related to the code is
necessary. Fig. 13 shows a basic sequence of packet exchange between a
transm hekeandnalnddegveiecks tlie leblyodi menk, aAs ekbwnnah &pparatus 100
is the transmtter side and the IC card 50, serving as a PIN code

i dent i f ¥ilmgrappahat dsrwiesdt bertr efeicher pscet TheapaeKket pEnEl uded a command
for requiring some action fromthe transnmtter to the receiver and a

r esponséhet lansrirt pedtf comrehé decei vatat pathe (PRYASAFY t er PAS2a result  of
the action corresponding to the command. Table 1 shows comuanpds and
responseésdiseding the sspodngent. the packet is described in the

code part. The data part is attached when data (main data)
related to the code is necessary.

Fig. 13 shows a basic sequence of packet exchange
between a transmitter and a receiver. In the embodiment, an
‘external apparatus 100 is the transmitter side and the IC
card 50, serving as a PIN-code identifying apparatus, is the
receiver side.

“ The packet includes a command for.requiring some acticn
from the transmitter to the receiver and a response
transmitted from the receiver to the transmitter as a result
of the action corresponding to the command. Table 1 shows

commands and responses used in the embodimént.

[Table 1]
Command Response
(external apparatus — (identifying apparatus — M _
. e eaning
identifving apparatus) external apparatus)
Code part Data part Code part Data part
Input PIN
10h PIN code 12h OK/ERROR code
Change PIN
18h PIN code iAh CK/ERROR code
L d data
20h Read position 22h OK(%?;ROR ) Read data
Written data
30h & Written 32h OK/ERROR Write data
position




[ Tabl e 1] Command Response (external apparatus -* (identifying apparatus -*
Meani ng identifying apparatus) external apparatus) Code part Data part
Code part Data part 10h PIN code 12h OK/ERROR Input PIN code 18h PIN code
1Ah OK/ ERROR Change PIN code 20h Read position 22h OK(read data) /ERROR
Read data Witten data 30h & Witten 32h OK/ERROR Wite data position 33
Change 40h Fl ag val ue 42h OK/ ERROR effective/ ineffective Change 50h

Fl ag val ue 52h OK/ERRCR ineffective effective Change 60h Flag val ue 54h
OK/ ERRCR effective-* ineffective "Cade part | Ch" of comrand neans that a
PIN code set in the data part is inp to the IC card 50, which serves as a

Change
40h Flag value 42h OK/ERRCR effective/
' ineffective
Change
50h Fiag value 52h OK/ERRCR ineffective
—effective
Change
60h Flag value 54h OK/ERRCR effective—
ineffective

"Code part 10h" of command means that a PIN code set in
the data part is input to the IC card 50, which serves as a
PIN~code identifying apparatus. When the communication unit
151 interprets the code part, the attached data part is
transmitted to the PIN-code comparing unit 154.

-The PIN-code comparing unit 154 compares the
transmitted data part with the PIN code held in the PIN-code
holding unit 153, and outputs "match" when the both PIN
codes match. The flow contrel unit 155 has a function of
contrclling data transmission between the data holding unit
152 and the communication unit 151.

Fig. 14 shows the configuraticn of the flow control
unit 155.

An effective/ineffective flag 155A indicates whether or
not to determine whether the transmission line between the
data holding unit 152 and the communication unit 151 is
breught into a connected state or disconnected state in
accordance with comparison/output of the PIN-code comparing

unit 154.




PI N-code identifying apparatus. \Wien the communication unit 151 interprets
the code part, the attached data part is transnmtted to the Pl N code
conmparing unit 154. The PIN-code conparing unit 154 conpares the
transmtted data part with the PIN code held in the PIN-code holding unit
153, and outputs "match” when the both PIN codes match. The fl ow control
~unit 155 has a function of controlling data transm ssion between the data
hol ding unit 152 and the communication unit 151. Fig. 14 shows the
configuration of the flow control _unjt 155. An effective/ineffective flag
. 155A indi cates whether or not to determ ne whether the transm ssion |ine
between the data holding unit 152 and the communication unit 151 is
brought into a connected state or disconnected state jn accordance with
conpari son/ othput tiof %f@ﬁ¢ﬁ%F%b@@eééﬁﬁﬁ%V%gfl%%l%5%%4;5B%Gtvﬁ%ngp

effective/ineffective flag 155A is set at "1" _and is on the effective

si de, aaswi tishop tﬁeoﬁf§e§§ﬁﬁ§rﬁééﬁf 6U§B&chlaelsAP§o FRERSEhB“PI N code
conparing unit 154 outputs "match", th iS. trans t t itch
é tand Pﬁﬁp§§nﬁéﬁel |§158vn§BeéNthﬁc35NdFﬁ OWHﬁrngaHQ sésgn Flﬁesmn :
et ween t

outeen e a3 0 g 1 152 4n e, sy it g

and the switch 1 is turned ON. Accordingly, the
transmission line between the data holding unit 152 and the
communication unit 151 is brought intc a connected state, SO
that the external apparatus 100 can access the data helding
unit 152 through the communication unit 151. OCn the other
hand, when the PIN-code comparing unit 154 outputs
"mismatch", this output is transmitted to the switch 1 and
the swifch 1 is turned OFF. Accordingly, thé transmission
-line between the data holding unit 152 and the communication
unit 151 is brought into a disconnected state, soO that the
external apparatus 100 cannot access the data holding unit
152 through the communication unit 131.
on the other hand, when the effective/ineffective flag
155A is set at "0" and is on the ineffective side, the
switch 2 is on a "constantly ON" side. In this case, the
switch 1 is constantly ON regardless of comparison cutput of
the PIN-code comparing unit 154, so that the transmission
line between the data holding unit 152 and the communication
unit 151 is kept in a connected state.
Tt should be noted that a function of comparing PIN

codes can be suppressed, that is, the PIN-code service can




that the external apparatus 100 can access the data holding wunit 152

t hrough the comunication unit 151. On the other hand, when the PIN-code
conparing unit 154 outputs "msmatch", this output is transmtted to the
switch 1 and the switch 1 is turned OFF. Accordingly, the transm ssion

| i ne between the data holding unit 152 and the communication wunit 151 is
brought into a disconnected state, so that the external apparatus 100
cannot access the data holding unit 152 through the comunication unit

151. On the other hand, when the eff§%§ive/ineffective flag 155A is set at
"0" and is on the ineffective side, the switch 2 is on a "constantly ON'
side. In this case, the switch 1 is constantly ON regardl ess of conparison
output of the PIN-code conparing unit 154, so that the transmission |line
bet ween isheodatea bl diheg afificlctis2 /dnd fifhetdorminiagaflicéA wheint 151 is kept
in a connected state. It should be noted that a function of conparing PIN
codes cannmpaerdsppr eSs@dN toaesi seccetheck| Necpgdefsemeidce can 35 be voi ded by
the effective/ineffective flag 155A when conparison of PIN codes need not
be perfornedinAnnghéeEetvivee Fefdtectd Vel 89 dp IH 3Rt dIr badtmiged By a
command code 50h. The ineffective-effective flag 155B is wused for

det er M mionganderchde POR-codbs rust fbetagechetiiofehvet hbag 1558 1is

effective/ineffective flag 155A is changed from an
used feor determining whether PIN codes must be matched when

the effective/ineffective flag 155A is changed from an
ineffective state "0" to an effective state "1" by a command
code 40h, which will be described later. That is, when the
ineffective—effective flag 155B is "1", this operation is
performed. When the effective/ineffective flag 155A is "O7",
that is, PIN code comparison is ineffective, and when the
comparison.output indicates "match", a switch 3Ais turned ON
so as to permit change of the effective/ineffective flag
155A through the communication unit 151. ©On the other hand,
when the ineffective—effective flag 155B is "0", output of
a flag determining unit 155D allows the switch 3 to be
constantly ON, so as to constantly permit change of the

effective/ineffective flag 153A through the communication

unit 151.
When the ineffective—effective flag 155B is "1", that
means PIN codes must be matched when the

effective/ineffective flag 155A is changed from ineffective

to effective. ©On the other hand, when the
ineffective—effective flag 155B is "0, that means PIN

codes may not be matched when the effective/ineffective flag




ineffective state "0" to an effective state "1" by a command code 40h,

which will be described |ater. That is, when the ineffective->effective
flag 155B is "1", this operation is perfornmed. \Wen the
effective/ineffective flag 155A is "0", that is, PIN code conparison is

ineffective, and when the conparison output indicates "match", a switch 3
is turned ON so as to permt change of the effective/ineffective flag
155A through the communication unit 151. On the other hand, when the

ineffective-->effective flag 155B is § ", output of a flag determ ning
unit 155D allows the swtch 3 to be Tonstantly ON, so as to constantly

permt change of the effective/ineffective flag 155A through the

comuni cation unit 151. Wen the ineffective-*effective flag 155B is "1",
that nmEate RisN adedtesdnfstorbe nesitfeled wsher thdeodfifrect i ve/ i neffective fl ag
155A is changed fromineffective to effective. On the other hand, when the
i nef f ecti ve- 2ef Bécecveverag db68:tive 0 Lag hb SGrecars 1 Nhayorkss Iihy2 not be
mat ched when the effective/ineffective flag 36 155A is changed from

i nef f ectdowenang! efcfdsctGOre. Alcefcfdecitvassphaeféecivesf fago 155¢ chh be
changed by a conmmand code 60h. The effective-*ineffective flag 155C is

used fomsgest o Mot e Rer “eRhesd & Mmesidase Mgt keéd "drehedt WS

effectivel/ineffective flag 155A is_changed from an
the effective/ineffective flag 155A is changed from an

effective state "1" to an ineffective state "O" by a command
code 40h, which will be described later. That 1s, when the
effective—ineffective flag 155C is "1", this cperation is
performed. When the effective/ineffective flag 155A is "1",
that is, PIN code compariscn is effective, and when the
comparison output indicates "match", the switch 3 is turned
" ON so as fo permit change of the effective/ineffecfive flag
155A thrqugh the communication unit 151. On the other hand,
when the effective—>ineffective flag 155C is "0", output of
the flag determining unit 155D allows the switch 3 to be
constantly ON, so as to constantly permit change of the
effective/ineffective flag 155A through the ceommunicaticn

unit 157.

When the effective—>ineffective flag 155C is "1", that

means PIN codes must be matched when the

effective/ineffective flag 155A is changed from effective to

ineffective.  ©On the other hand, when the
effective—ineffective flag 155C is "0", that means PIN
codes may not be matched when the effective/ineffective flag

155A is changed from effective to ineffective.




effective state "1".to an ineffective state "0" by a command code 40h,

which will be described |ater. That is, when the effective->ineffective
flag 155C is "1", this operation is perfornmed. \Wen the
effective/ineffective flag 155A is "1", that is, PIN code conparison is

effective, and when the conparison output indicates "match", the switch 3
is turned ON so as to permt change of the effective/ineffective flag

155A through the comunication unit 151. On the other hand, when the
effective-->ineffective flag 1550 is 30", output of the flag determ ning
unit 155D allows the switch 3 to be <constantly ON, so as to constantly
permt change of the effective/ineffective flag 155A through the

comuni cation unit 151. Wen the effective-*ineffective flag 1550 is "1",
that means Phil cbdes-@estr beednepAsAt WhBNOE heon ef P bE+ 1Y PP 7eT¢ et i ve flag
155A is changed fromeffective to _ineffective. On the oth hand, when the
ef f ect | va@e>ieddEadtvrveneiragcisse fsagots Pﬁé?oﬁﬁﬁﬁsbﬁlﬂhéogé§gnay not be
mat ched when the effectlvellneffectlve fl§g 155A is ch ed fromeffective
to inef Pegeirpéning. unit 155D, 3y logicgd Tﬁépﬁﬁﬁﬁépaeggg?bed operation of
control ling change of

flag dEPErRtHORg l?hﬁtPUISi%éetE?CIfg\é%CIg{é ?rg‘;BlF\égsPﬂgg 5 sBerLar ed by the

cshown as in Table 2.

[Table 2]
Effective/Ineffective
1 0
Compariscn output Comparison output
Match Mismatch Match Mismatch
Ineffective il 0 0 : 1 0
—effective 0 0 0 1 1
Effective -1 1 Q Q -0
—ineffective 0 1 1 0 0

The command code 40h is used for changing the
effective/ineffective flag 155A. The flag 155A can be
changed through the communication unit 151 by the above-
described operation only when the switch 3 1s ON.

In this mechanism, when the state of a PIN code is
changed, the PIN code need not be input in order to change
the PIN code from ineffective state to effective state.
However, the PIN code need be input in order to change the
PIN code from effective state to ineffective state. In this
way, conditions of inpﬁtting a PIN code can be set in

varlcus manners.




operation, output of the flag determ ning unit 155D can be shown as in
Table 2. [Table 2] Effective/lneffective 1 0 Conparison output Conparison
output Match M smatch Match M smatch Ineffective 1 0 0 1 0 ->effective O
0011 Effective 11000 -*ineffective 01100 The command code 40h
is used for changing the effective/ineffective flag 155A. The flag 155A
can be changed through the communication unit 151 by the above- descri bed
operation only when the switch 3 is ON In this nmechanism when the state
of a PIN code is changed, the PIN_code need not be input in order to
change the PIN code fromineffective state to effective state. However
the PIN code need be input in order to change the PIN code fron1effecti§e
state to ineffective state. In this way, conditions of inputting a PIN
code can be Bétetnth@amb@wg—®®ﬁﬂéi@ed3@Pe¢@¥%@ﬂ¢h%h%b%%%ad%%%??%éd

operation, the data holding wunit 152 and the_comuni cati on _un
connect ediwhéh? and the communication unit 151 are connected whénlSl are

the switch 1 is turned ON. After that, the reader/writer
101 can read data from a predetermined position of the data
holding unit 152 by a command code 20h and write
predetermined data in the data holding unit 152 by a command
code 30h.

In order tc rewrite the PIN code which has already been
written in the PIN-code holding unit 153, a cemmand code 18h
is used. Rewritable or not rewritable can be controlled by
a switch 4.

In the example éhown in Fig. 14, the flag determining
unit 155D performs control in accordance with the state of
each of the ineffective—effective flag 155B, the
effective—ineffective flag 155C, the effective/ineffective
flag 1557, and the PIN-code comparing unit 154. That 1is,
the control condition of the switch 4 can be changed in
accordance with the state of each flag. For example, the
PIN code in the PIN-code holding unit 153 can be changed
when the ineffective—effective flag 155B is switched from
"g" to "1". Accordingly, when determination of PIN code is
made effective, a new PIN code can be set regardless of the
PIN code which has already been set. The setting can be
changed by a simple command operation, but the security

level can be increased by providing a mutual authentication




the switch 1 is turned ON. After that, the reader/witer 101 can read data
froma predeterm ned position of the data holding unit 152 by a conmand
code 20h and wite predeterm ned data in the data holding unit 152 by a
command code 30h. In order to rewite the PIN code which has already been
witten in the PIN-code holding unit 153, a conmand code 18h is used.
Rewitable or not rewitable can be controlled by a switch 4. In the
exanpl e shown in Fig. 14, the flag determning wunit 155D perforns control
in accordance with the state of eapg%pt_the ineffective effective flag
155B, the effective->ineffective flag 155C, the effective/ineffective flag
155A, and the PIN-code conparing unit 154. That is, the control condition
of the switch 4 can be changed in accordance with the state of each fl ag.
For exanplig, betigecRl Nheodemmuntiita tRoN- code hO6lLdeng Ghet 153 can be changed
when the ineffective effective flag 155B is switched from 110" to "1".
Accor di mglagerviven teet éPdi-nati on of PIN code is nade effective, a new PIN
code can be set regardless of the PIN code which has already been set. The
setting can Bé skpangbd HyIa- sPnpPed corpand-oparenedn, Shatethe S@urity

| evel can be increased by providing a_nutual authentication 39 wunit

bet ween Ith&agemiiniiéaEFBANGRAt 215 2aRdEREILY of applications

(service memory fields) are allocated, or when an access
right is controlled by using a plurality of PIN codes, the
mechanism of PIN-code comparison/cutput shown in Fig. 10 can
be applied.

Fig. 15 shows an example of the configuration of a PIN-
‘code identifying apparatus {IC card 50) including a
plurality of PIN-code holding units and PIN-code ccmparing
units. In the example Shown in Fig. 153, the data holding
unit 152 and the communication unit 151 can be connected
only when all the PIN-code comparing units 154 output
"match". Accordingly, by allocating a part of the
reader/writer 101 to which a PIN code is input to a perscnal
user and by allocating another part of the reader/writer 101
to an admiﬂistrator (for example, an administrator of the
card service), a PIN code function can be controlled at the
discretion of the administrator. For example, the function
can be set so that a PIN code must be input regardless of
user's intention.

Fig. 16 shows an example of the configuration cof a PIN-
code identifying apparatus {(IC card 50) in which a PIN code

can be set to-each memory field in the data holding unit 152.




reader/witer 101. As shown in Figs. 3 to 5, when the nenory space in the
| C card 50 is expanded and a plurality of applications (service nenory
fields) are allocated, or when an access right is controlled by using a
plurality of PIN codes, the nechanism of PIN code conparison/output shown
in Fig. 10 can be applied. Fig. 15 shows an exanple of the configuration
of a PIN- code identifying apparatus (I C card 50) including a plurality of
PI N-code hol ding units and PIN-code conparing units. In the exanple shown
in Fig. 15, the data holding wunit 152 and the communication unit 151 can
be connected only when all the PIN code conparing units 154 out put
"match". Accordingly, by allocating a part of the reader/witer 101 to
which a PIN code is input to a personal user and by allocating another
part of the TeadBifwepterconparipdanniend hf stratedesfarlexaml el bh

adm nistrator of the _card service), a PIN code function can be controlled
at the sdicsdret itbs oElefdcaghiini PELHESH. CEBPTExanpIlES BRECFAREHI OB can be
set so that a PIN code nust be input regardl ess of user's [ntention. Fig.
16 showdhgn daganpra dénat ke idorfrgarst FON 6F&SPI NBYcBaénﬁdEh%Pfyi ng

apparatys (1C card SO in uhich a LN code,  can be St 8,520, prory f1eld

through the communication unit 151 matches the PIN code of a
corresponding memory field. When the PIN codes match,
access to the corresponding memery field is permitted.

Table 3 shows an example of the configuration of the lookup

table managed in the PIN-ccde comparing unit 154.

[Table 3]
Allowable memory Allowable memory
PIN code start address end address
PIN code 1 100h 180h
PIN code 2 300h 3A0h
PIN code 3

With this configuration, a PIN code input through the
communication unit 151 is compared with each PIN code held
in the lookup table by the PIN-code comparing unit 154.
Then, access to a memory field corresponding to the matched
PIN code among the memory fields in the data holding unit
152 is permitted.

The present invention has been described in detail with
reference toc the specific embodiment. Apparently, those

skilled in the art can realize modificatiocns or




The PIN-code conparing unit 154 includes a | ookup table show ng the

rel ationshi p between nmenory fields allocated in the data holding unit 152
and PIN codes. By using this |ookup table, it can be determ ned whether a
PIN code input through the communication unit 151 matches the PIN code of
a corresponding nenory field. Wien the PIN codes match, access to the
corresponding nenory field is permtted. Table 3 shows an exanple of the
configuration of the | ookup table managed in the PIN code conparing unit
154. [Table 3] Allowable nmenmory Al lowable nmenory PIN code start address
end address PIN code 1 100h 180h PI ode 2 300h 3ACh PIN code 3 Wth
this configuration, a PIN code input through the comunication unit 151 is
conpared with each PIN code held in the |ookup table by the PIN code
conpar i mgpbuniitt ut54ns Hferrheaeréssiitend mwemboy tf idelvd acorgeSpondithg to t he
mat ched PIN code anong the nmenory fields in the data holding unit 152 is
per m t t ecd:opEhe fprtésemr dseventinmetdonbeeAhdésdisi; bédei preseaitl with
reference to the specific enbodi ment. Apparently, those skilled in the art
can realirweriddinf iicadigesdcged in the form of an example, and the

contents of this specification shcould not be interpreted in
a limited manner. The attached Claims should be referred to

in order to determine the scope of the present invention.




- 41 substitutions of the

enbodi nent without deviating fromthe scope of the present invention. That
is, the present invention is disclosed in the formof an exanple, and the
contents of this specification should not be interpreted in a limted
manner. The attached C ains should be referred to in order to determ ne
the scope of the present invention. 42 CLAIMS: 1. A data comrunication
apparatus conprising: a nenory space; A nenory area in the nenory space,
the nenory area being conprised of one or nore user blocks, each of the
user blocks storing data for providhgg a service;, two or nore service
defining blocks in the nenory space, ““each of the service defining blocks
including a service definition data and an access right data which defines
an access right to the user blocks for providing a service according to
the serviBEIMPefinition data; and a PIN-code definition block in the nenory
space for defining a PIN-code processing for verifying a PIN-code before
providing a service; wherein at |least two of the access rights of
‘respective servicg. def Lolng, 1.99KS 308l 9LuBCEERSI NG e same user bl ocks;

a memory space;

A memory area in the memory space, the memory area being
comprised of one or more user blocks, each of the user blocks
“storing data for providing a service;

two or more service defining blocks in the memcry space,
each of the service defining blocks including a service
definition data and an access right data which defines an access
right to the user blocks for providing a service according to
the service definition data; and

a PIN-code definition block in the memory space for
defining a PIN-code processing for verifying a PIN-code before
providing a service;

wherein at least two of the access rights of respective
service defining.blocks are for accessing the same user blocks:

and




and 42a wherein the PIN-code definition block conprises a PIN code

service data block for storing PIN-code data for respective access rights
to the user blocks, the PIN-code data conprising identification of a
necessity to enter a PIN-code and one or nore PIN codes for access rights
requiring a PIN-code. 2. The data commruni cati on apparatus according to
claim 1, further conprising an area definition block for defining an area
i ncluding one or nore nenory areas provided in the menory space. 3. A data
comuni cati on apparatus according to Claim 1, 2 or 3, further conprising
over |l ap-service defining neans for defining another service applied to the
nenory area which has al ready been provided by the service defining 43 -
bl ocks. 4. A data conmuni cati on apparatus according to Claim3, wherein
the PIN-code definition block defines a2®IN-code processing which verifies
a PIN code before performng another said overl apped service. 5. A nethod
for managing a nenory in a data conmunication apparatus including nenory
space, the method conprising: a nenory area defining step of defining a

menory area wWherein the PIN-code definitfion block comprises a PIN-code
service data block for storing PIN-code data for respective
access rights to the user blocks, the PIN-code data comprising

identification of a necessity to enter a PIN~-code and one or

more PIN-codes for access rights requiring a PIN-code.

2. The data communication apparatus according te claim
1, further comprising an area definition klock for defining
an area including one or more memory areas provided in the

memory space.

3. A data communication apparatus according to Claim
1, 2 or 3, further comprising overlap-service defining means
for defining another service applied to the memcry area

which has already been provided by the service defining




in the nenory space, the nenory area being conprised of one or nore user

bl ocks, each of the user blocks storing data for providing a service; a
service defining step of defining, in the nmenory space, two or nore
services defining blocks in the nenory space, each of the service defining
bl ocks including a - 43a service definition data and an access right data
which defines an access right to the user blocks for providing a service
according to the service definition data; and a PIN code defining step of
defining a PIN-code definition block in the nenory space for defining a
PIN- code processing for verifying a PIN-code before providing a service;
wherein at |l east two of the access rights of respective service defining
bl ocks are for accessing the sanme user blocks; and wherein the PIN code
definition block conprises a PIN- code service data block for storing

PI N-code data for respective access rights to the user blocks, the

PI N-code data conprising indentificatjon of a necessity to enter a

PI N-code and one or nore PIN—codes’T%P access rights requiring a PI N code.
6. A nethod according to aimb5, further conprising an area defining step

of defining an area including one or nore
blocks.

4. A data communication apparatus according to Claim 3,
wherein the PIN-code definition block defines a PIN-code
processing which verifies a PIN code before performing

another said overlapped service.

5. A method for managing a memory in a data
communication apparatus including memory space, the method
comprising:

a memory area defining step of defining a memory area
in the memory space, the memory area being comprised of
one or more user blocks, each ¢f the user blocks stering
data for providing a service;

a service defining step of defining, in the memory
space, two or more services defining blocks in the memory

space, each of the service defining blocks including a




service nenory area provided in the nmenory space. 44 7. A nethod according
to daim6, wherein, in the PIN code defining step, the PIN code
processi ng which verifies a PIN code before accessing the area is defined.
8. A nethod according to Claim5 or 6, further conprising an
over | ap-service defining step of defining another service applied to the
servi ce defining blocks which as already been provided in the service
defining step. 9. A nmethod according to Claim@8, wherein, in the PIN code
defining step, a PIN-code processing which verifies a PIN code before
perform ng said another overl apped service is defined. 10. A nethod
conprising to any one of Claim &t 9, further conprising a verification
control step of setting verification of PIN code perforned by the PIN code
processing to be effective or ineffective. DATA COVMIN CATI ON APPARATUS
AND METHOD FOR MANAG NG MEMORY I N THE SAVE ABSTRACT OF THE DI SCLOSURE A
pl uralityeofriserdéfisiaien dftianecthd an erecser vigat denwryhickel d (overl ap
service), and a plurality of access nethods, such as "only read" and
"read/ wr feéinegrensagcegs right to the user blocks for providing
a service according to the service definition data; and
a PIN-code defining step of defining a PIN-code
definition block in the memory space for defining a PIN-
code processing for verifying a PIN-code before providing
a service;
wherein at least two of the access rights of
respective service defining blocks are for accessing the
same user blocks; and
wherein the PIN-code definition block comprises a PIN-
code service data block for storing PIN-code data for
respective access rights to the user blocks, the PIN-code
data comprising indentification of a necessity to enter a

PIN-code and one or more PIN-cocdes for access rights

requiring a PIN-code.

6. A method according to Claim 5, further comprising an
area defining step of defining an area including one or more

service memory area provided in the memory space.




the service nenory field. When an overlap service is defined, a PIN code
may be set to each service. For exanple, when two services "read" and
"read/wite" can be started corresponding to a service nenory field, two
PIN codes are set. FIG5

7. A method according to Claim 6, wherein, in the PIN-
code defining step, the PIN-code processing which verifies a

PIN code before accessing the area is defined.

8. A method according to Claim 5 or 6, further
comprising an overlap-service defining step of defining
another service applied to the service defining blocks which

as already been provided in the service defining step.

9. A method according to Claim 8, wherein, in the PIN-
code defining step, a PIN-code processing which verifies a
PIN code before performing said another overlapped service is

.defined.

10. A method comprising to any one of Claims 5 to 9,
further comprising a verification control step of setting
verification of PIN code performed by the PIN-code processing

to be effective or ineffective,.




- 45 -
DATA COMMUNICATION APPARATUS AND METHOD FOR MANAGING MEMORY

IN THE SAME

ABSTRACT OF THE DISCLOSURE

A plurality of services are defined for one service
memory field (overlap service), and a plurality of access
methods, such as "only read" and "read/write", are set in
the service memory field. When an overlap service is
defined, a PIN code may be set to each service. For example,
when two services "read" and "read/write™ can be started

corresponding to a service memory field, two PIN codes are

set.

FIG. .5




