28 Nov 2006 TRANSM SSI ON OF SECURE ELECTRONI C MAI L FORVATS Field of the
I nvention This invention relates generally to conputing systens a¥doviigre
particularly, to conputing systens for the creation and transm ssion of

secure electronic mail. 5 Electronic mail (e-mail) systems will, in many
cases, include a feature to allow e-mail ,nessages to be di gltally si gned.
A di gltal signature is an encoded val ue th is included wth an e-mail

nmessage to provide a reci gl ent with i nfornatl on to confirmthat the

nmessage i s sent bif.BeANSMJ SHONOHSECIREJELEGTRONEC MAER FORMARRE hanged
during the transm ssion process. Such an email systemis considered a
secure e-m wel | - known protocol for secure e-nmail is the
Secure Ml tHe c?é(ﬁth@fﬂveﬁ;&? et Mail Extension (SSM M. Two different types
of digital S|gnature schenes are in common use in secure e-mail: opaque
and cl ear. Ahisdpagtien sdlgaagmmliysomnmpmgfstdnﬁ Sectibee garfidilhrlhas t he
nmessage content. contain nside the digital signature encoding. This
approach, dEFINARESYHEmS ?%fﬁh‘? Greationyand KESHgss SEGHE &IRCUaRE Malen encodes
bot h that signature and the nmessage content. The resulting encoded data is
then transnklet@shiasmatine-eail1Bi e ME SRR n%‘ji)éase% Sk RAE a%ﬁ{ﬁ%ttb' ﬁo%% Qe in
which a digital signature is encod ded and included with the e- nessage
as an att achasages tEFI‘-‘Péd@@ﬂag@n@@nf\e—hgltai§1gme!tureaiStaareedo®ddfai® thﬁns mclmdt:ﬂn S

unal tered s d e of an
opaque e- m\}vﬁﬁﬁ%gggélgx%?g%g% g{ )cé&ﬁ?‘@ﬁf‘t ‘Sgh Wgr%?ga{&@(’f%g“% vai | abl e
to recipi ermsssm@ﬂsaélﬁ byoinmm/seﬁa@l Lo thdd ehePRBYORY isdinBhdnpb@Hi@As @8 tOo
decode the e-mai| nessage body. In addition, since the nmessage content is
not i nedi af@PISSIPATPEast- eSuqh%%naiésnS@ﬁsis@pnad%@ eneuat efedil Siuteanad |

gat evayof 0 WMl R AP FAALCD SANP1s MKV PIRIAA0 1R0mel Py T date the
digital signature. wever, di sadvant age to opaque

si gnat ures Eﬁcnsﬁar:(lSVMIMB}m I | s that many e-nmmil applications (for exanple
Qut | ook 20001M from M cr osoft Corporation) are unable to display opaque
oo e, TR e 1R, PR RR AN S B S TecdiSh e 3RS s O 1

opaque and clear. An opaque signature is one where the secure e-mail has the message
content contained inside the digital signature encoding. This approach, defines a
15 signature for the message content and then encodes both that signature and the message

content. The resulting encoded data is then transmitted as the e-mail message body.

A clear signature is one in which a digital signature is encoded and included with the e-
mail message as an attachment. The message content is not altered and is sent in this

unaitered state in the message body of the e-mail.

20 Anadvantage of an opaque e-mail message is that the content of the message is not
available to recipients who are not provided with the appropriate information to decode
the e-mail message body. In addition, since the message content is not immediately
available, there is less of a potential for an email gateway to modify the message in some
way and, in doing so, invalidate the digital signature. However, a disadvantage to the use

25 of opaque signatures for secure e-mail is that many e-mail applications (for example
Outlook 2000™ from Microsoft Corporation) are unable to display opaque signed

messages in the message preview pane. To obtain the preview of the message, a user of



28 Nov 2006 2 such an e-mail application is required to open the emai]

t hus defeating the advantages associated with the use of a previ%?\/?"i)’i in
the e-mail application. Further, where a receiving e-nail application does
not support the protocol used to encode the e-nmil, the content of an
opaque signed e-mail nessage cannot be viewed at all. 5 W) 0031944

di scl oses a gateway connected in a |ocal area network (LAN) which

interacts with a local mail server and renote servers via a firewall and
the Internet. The % te automatically generates certificates for senders
on-t he-fly. S¥40 &1 @&BE@%‘@N%I&QU]&% toypeR e apaih thus detrating thetadugntages

avail abl e f : i . ] I 2 ¢ .

ecl prent s, T e B I R D B8 ion P e a
certifi cat excorvingi®@mahHepplisativh@nes mgsupmat tho praotd akabtocersdd the atndl, the

WO 03001326 di.scl gses an email, firewall that applied security procedures
for the tr&?{g?ﬁ@gﬁ%ﬁp%ﬂﬁ SHEE 51 m&?“&?rﬁ‘?ﬂ“”ﬁ@@?&@“@@.“ 8Fllllie firewal | enploys
signature verification processes to verify signatures in received
encrypt el emEbA0FEBEaERT0s8NE ghiBwaRLhRRIRM if @ IMSEaRY hefrAk (SRRY hinf or doi ng
so. The external servers are used to retrieve 15 data that is enployed to
encrypt andingéeqtypithedasdl medlsssage ond ramsedeved vina ireed] anddhbinterhéte The

fi 1. T, - Engi ' : | ETF f t
(PO docunbt oy o ey GRS R Sfer O Sirasiitiecke) false s MR or e
Mul t 1 pur posgariydeltifidaxdsanshaisey( &5 Mdlbleddt sondHpMlVE phaadR rusi8dd fssages

automat ed nessage transfer_agents 20 that use_cryptographic security
servi ces t hQUICBBITEeIPIE T Batavy alserasarasicrBn renyess srd pasy csitifisiateg oof

sof t warg geﬂg@ff@t@gen%aﬁm.oh%{ LhetsfQre desirable to have a mechani sm
e-mail s ﬁalll% '

for permtting secure e- are created as opaque signed to be
transmtted to allow a receiving e-mail application to display such
e-mai | s usi W§/83EH8v6 discippevancmmai bfimvlabihat lapploaideentityqfrosadotes et | 25
nmessages tq_bhe accessi i

ble, .despite, a receivjng.e-mil | i.cation not
supporti ng THE SR Ig(ieaﬂ%og?%%ggﬁsag?s'tth? @&Wgﬂﬁ&lpgg §7aU¥p| i cati on
verification processes to verify signatures in received encrypted email messages and is
arranged to use external servers for doing so. The external servers are used to retrieve
15 data that is employed to encrypt and decrypt email messages transmitted and received by

the firewall.

The Internet Engineering Task Force (IETF) Request for Comments (RFC) document

2633 discloses a method to send and receive Secure Internet Multipurpose Mail

Extensions (S/MIME) data. S/MIME can be used in automated message transfer agents
20 that use cryptographic security services that do not require human intervention such as

the signing of software generated messages.

It is therefore desirable to have a mechanism for permitting secure e-mails that are
created as opaque signed to be transmitted to allow a receiving e-mail application to
display such e-mails using a preview view or to allow the content of such e-mail

25 messages to be accessible, despite a receiving e-mail application not supporsting the

opaque signed protocol of the sending e-mail application



28 Nov 2006 3 Summary of the Invention According to an aspect of the
invention there is provided a nethod and system for the transm s& Bt 08
e-mails to provide for conversion of secure e-mail to permt a receiving
e-mai |l application to use a preview view for the e-nmail or to access the
message content 5 without decoding the digital signature. According to
anot her aspect of the invention there is provided a conputer inplenented
met hod for transmtting e-nmail, the nmethod including the follow ng steps:

sending a s %gg%rfi tIe-_ il message addressed to a recipient and

i ncl udi ng aﬁ——gbéﬁﬁé§§+%#%§9?e to an e-mail server; 10 decoding the first
e-mai | nmessageodingttben st bf HEIMRh1b PRI irsf'fa?évi&&iea ﬁl@?ltoﬁr%d ?fstérﬁ'?or fhé rst
e-mai | nmessage and to extract the digital signature of the 178t 8- nai |
nessage; gBR_RsIpohe-gladato piogivedorcamilsiomey sagee atmdihe rermitial resevivgr
the cl ear sj - age including both the extracted content of, and the
extracted d%gﬁgﬁp P 21? %ﬁoé’tgiﬁ r&c 2 8FY letvﬁge?’vi ng’é%heee-"ll?ﬁitl ot %%Sﬁéﬂe mgepage content
forwarding kool deasdisg geedgied MRhhtugssage to the recipient. According to
anot her aspect of the i1nvention there is provided the above nethod in
which the first e-mail message conforns to the S/M M standard. According
to anot her ASpEENEAP angiacy aspeshef the invrstien tkerp tsavpedead & hematioyanprembigad i n
whi ch the stemoafofiddashing. - t Qi tal signature of
the first email 20 ﬁ@ﬁ%ﬁ‘%g Ifl%gIﬁ%@%ﬁ%é@?‘gggthgngu%glﬁtsﬁ‘?pﬁi ng the obj ect
encapContent| nfo for the opaque signed e-nail nessage; copying and

del eting the é@uhegnseonsd fiest é-noih reecagColitentd wf orecipiat def inoludihg dne

extracted cont ent eand Eh.e extracted digital signature as the content and
the digital siHRACUTFEAHE I &MELS°Ened e-mai | message. 25 According to

anot her10aspecue@idiid@eifMAeIhhi® hebRGE 1 IS AhAYsded: b *&ﬁn-éé%fih]*{eecd?ﬁén@eﬁth%ur t her
including the step of determ ning whether the first e-mai| nessage neets a
set of pre- first e-mail message and to extract the digital signature of the first e-mail message;

generating a clear signed e-mail message at the e-mail server, the clear signed

message including both the extracted content of, and the extracted digital signature

of, the first e-mail message; and

15 forwarding the clear signed e-mail message to the recipient.
According to another aspect of the invention there is provided the above method in

which the first e-mail message conforms to the S/MIME standard.

According to another aspect of the invention there is provided the above method in
which the step of extracting the content of and the digital signature of the first e-mail

20 message includes the steps of:

identifying the object encapContentInfo for the opaque signed e-mail message;
copying and deleting the eContent value from encapContentlnfo; and
defining the extracted content and the extracted digital signature as the content and
the digital signature in the clear signed e-mail message.
25 According to another aspect of the invention there is provided the above method further
including the step of determining whether the first e-mail message meets a set of pre-

defined criteria for conversion to clear signed format.



defined criteria for conversion to clear signed format. 28 Nov 2006 3a
According to another aspect of the invention there is provided ar®¥y=04¢ us
for transmtting e-mail, including an e-nail server, the e-mail server

i ncluding: conputer code executable to receive an opaque signed e-mail
nmessage; conputer code executable to dgcode t he opaque signed e-nail
nmessage to extract 5 the content of the Spaque signed e-mail nessage and to
extract the digital signature of the opaque signed e-mail nessage;
conputer code for generating a clear signed e-mail nessage, the clear
signed mesSAEEIIEAP GHPHEF 45B8H of Hie laxeniwpttaere doprowided en appandus fre ext ract ed
digital si f .St e- mad | . es e, .and 10. ¢ uter code for

f orwar di ng ?ﬁ‘?“gftg‘&?g %’Fg%@%‘hgﬁﬁéfﬁ %g%é%{ggl? gege[ élﬁrs t:élc\:]fnpiinéﬁl 18 Accor di ng to
anot her aspect of the invention there is provided the above apparatus in
whi ch the firstngpeturcedesvrantblees sagscaanipayussiiedid@aidhidsddgest andar d.
Accordi ng to another aspect of the invention there is provided the above
apparatus in SRHIPCHT R %ﬁﬁ‘}alf’l@r‘og el oRagbe senshemaanessricdAtexBrctand t he

di gi tal signatike gorféntoithe chaq@PagHa éhlgﬂ%%sga%%ﬁa%lg @gg&%ﬁﬁaei i@eﬁ'des the

steps of: identifying the oObject™encapContent e opaque signed
e-mai | nmessagelgnagepyl thg opmphededret iergail hese@ent ent val ue from

encapCont ent | nf o; ng 8. Nov 2006 defini,ng the extracted content and the
extracted di gi%f) g’fp u%f %%etﬁﬁf B g %tsé‘%ﬁl_ted e%ﬂ%‘?f‘ﬁésaa‘?@ ?%lFarﬁ%‘WEture in
the clear sigmedsfremilldiiEbsRARe e:'éra%%‘efzi%@ltdﬁgof,@n@ﬂﬁté%%cté&e?gﬁt‘al of the
invention there is provided the above apparatus further including conputer

code for det eflEaiuROWHEtHare-ma8 negsaapseas] gned e-mai|  message neets a set
f -igef i i i a ¢ i I i d f t.. A t
of The Phvent SRPHEEPR OISO Bt ksl ST ER g e e el on to

use
According to another aspect of the invention there is provided the above apparatus in

which the first secure e-mail message conforms to the S/MIME standard.

According to another aspect of the invention there is provided the above apparatus in
which the computer code for extracting the content of and the digital signature of the

15 opaque signed e-mail message includes the steps of:

identifying the object encapContentInfo for the opaque signed e-mail message;

copying and deleting the eContent value from encapContentInfo; and



opaque signatures for outbound e-nmails and for a receiving e-mail
application to be able to to view the nmessage content and/or genetSie 2206
previ ew of such secure c-mails without needing to decode the associ ated
digital signature. Brief Description of the Drawings In draw ngs which
illustrate by way of exanple only a preferred enbodi nent of the invention,
15 Figure 1 is block diagram show ng aspects of the transm ssion of e-mails
in_accordance wth the preferred enbodinent. Figure 2 is a block diagram
illustrating the el enents of opaque signed and clear signed e- mail
nmessages (prior art). Figure 3 is a flowdiagramillustrating the

conversi on of opague.signed c-mails in 20 accordance with the preferred
enbodi ment . Det ai ’c?‘riﬂe‘gEFi“&th%*ﬂef‘tt rad heestestehdmiel peedtaieras dhaemydmit ment
|5 described Wit hkiRhSEBRARiL AR e HIRdar SYRLE LA MRLsEh. an. e el
application forwards c-malls"to an e-mail S Server Jor transni ssion to a
reci pi ents orAcooedieg Wi mgtler agickt @fxpt ivahiionthekhie phlvaddd Wi apsampphrahisgur e |
illustrat ese[ogg suah 25 arrangenent. Sending e-nmil application 10 uses
e-mai | servePAY 1PGUHAR APEPYIGE sleHAar determining weateqr dheopasye sigvadl p-mail
application y e 1 i .GUur.e ¢ ~etvi.ng,e-nail ., -a i cation
14 is a recing)ri&grlléterhg%C%:;a-1 %?Frgh:f C}ég{nqeggﬁg{r%gf%g@?&Oélptglgéileélégll%gﬁd E%B‘Pa%'he
preferred enbodi nent is described with reference to sending and receiving
e-mai |  applAdaniagessof the invehtiorbiecinde eresatilig foya sdnday shialllapglidatiohhe uay t
that an e-mail application 28 Noy 20Q6 i ncl udes programcode that is
execut abl e 8Pt o{;ﬁ!%@”% 18’:58}” R erls g0 for a reed visgiirpall aprlicadiopdy be able

nessageso TYPWRA) thY medfhef oHRtkht ﬁgg;rig%ﬁ&jafyﬁ #Likw%fgﬂéﬁ&cgaee—%%ﬁg wifnbiy
funCtions for creating, sending, recelving, viewng, and storing e-nmnail
messages. Subebng toodechdethe asfoerutdd dipsalrmignaalrso be provided in different
e-mai |l applications intended to be used with 5 particul ar devices. The

program code, oF A0, &5iRIk (3RRLLSALI on may be executable on a

In drawings which illustrate by way of example only a preferred embodiment of the

invention,

15 Figure | is block diagram showing aspects of the transmission of e-mails in accordance

with the preferred embodiment.

Figure 2 is a block diagram illustrating the elements of opaque signed and clear signed e-

mail messages (prior art).

Figure 3 is a flow diagram illustrating the conversion of opaque signed e-mails in

20 accordance with the preferred embodiment.

Detailed Description of the Invention

The preferred embodiment is described with reference to an e-mail system in which an e-
mail application forwards ¢c-mails to an e-mail server for transmission to a recipient or
receiving e-mail application. The block diagram of Figure | illustrates one such

25 arrangement. Sending e-mail application 10 uses e-mail server 12 to handle outbound ¢-
mails generated by e-mail application 10. In the example of Figure I, receiving e-mail

application 14 is a recipient of e-mails from sending e-mail application 10.

The preferred embodiment is described with reference to sending and receiving e-mail

applications. It will be understood by those skilled in the art that an e-mail application



personal conputer, a wreless handhel d device, or other devices that are
intended to pernit c-mails to be created or read. The exanpl e of25¥qy#86 1
shows opaque e-mail 16 being forwarded fromsending e-mail application 10
to e-mail server 12. As will be understood by those skilled in the art, e-
1o mail application 10 maybe one of many commercially avail abl e or

custom devel oped e-mai|l systems. E-mail application 10 does, however, have
t he capablllty of generating secure e-mail using an opaque S|gnature In
the exanpl e BRIUEPgRiogram cosfsabiles exapatablerie prowdeaaserarithethaabilityomearapdateby

i on 1 evel of cantesaess AR oh . BaR BT RUF RV g e T RRIUP S anc

provi des a sfomicteating,|skaditg atdedving, Qﬁe\ﬁﬂgead@éténﬁ'gadlhﬁg n@ess&%e@asu@eﬁﬂﬁtﬁ%@@ I'n
Figure 2, a generalized exanple of an opaque signed e-mail is illustrated
with e-mai| WBse§enBotse DorSKA imdifesmt aﬂmlhgapéucgtmsunt@nmi tetbicaied with

turn, contai 4 ferr e

si gnat urgt Zzﬁh?tl&ﬁééllnagcg T%éo {‘hr]l]ll%:ggure %m i éﬁbcrdg?? g’é’?ﬁ fé?ﬁ?l ag’Y% n

cl ear si gnecpeesomaj ctonh;ﬁ.lttﬂ, b ustel @t @h @RI dviteCo@Bhér IRESABRL mqytcﬁ&dﬁﬂq _
e-mai |l attachnment 31. E-mail nessage body 30 includes content 34 which is

not encoded R/ﬁr‘ﬁlﬁleﬂnﬁlﬂfetosheg?ﬁ%ﬁﬂ@ repdh the case of this clear signed e-mail,
signature 32 is encoded and is placed in e-mail attachment 31. As will be

appreci ated ﬁy leﬂﬁ-l ?é@ﬂﬁ@él% 1051(}10&}]%3”% < mdﬂq%rlr)aeltnli f@r\}/arg@d ffam n%gﬂ?aé teni .

opaque e- nai S sent ¥ T om sen mal |
found only @llcamoariOemeadadsdméﬂllzommﬂtH%-Z'uxﬁ}ef’@d)dd MSMIIWM thehown as
e-mail body 20 in Figure 2). Wen recel ved by a recipient having an e-mail

appl i cati%n, Mitharnigatoy o B@we §he ghmapy sefpactdig)lyeryadade pecustraidevélgped
processed a e nte 0 he extracted
and di spl ayg&nﬁﬂ mihgg ?%(%:Iélfvalﬁ) ggét%q] fq éoes%?@“é’? f%n @eﬁﬁ%afﬁﬂétyt gga%eé%talé’

si gnat ure 22ectiren-rhditugngrmi bpe@osiRhatie:. cthapé @M@ﬁblé @fplhareus%dquetéambhqs
application. Thus, 28 Nov 2006 6 for exanple, if an § format is used
for creatinds 8458 a8 epupll egpialed by egee] snphigateon Hai | appl | catl on does not
support S/M ME, the content of the e-nmail cannot be

Figure 2 is a block diagram that illustrates the high level elements of an e-mail message
15 having an opaque signature and provides a similar illustration for an e-mail having a
clear signature. In Figure 2, a generalized example of an opaque signed e-mail is
illustrated with e-mail message body 20 shown as containing signature 22 which, in
turn, contains content 24 within its encoding. As referred to above, signature 22 is
encoded. Also in Figure 2, a generalized example of a clear signed e-mail is illustrated
20 with e-mail message body 30 and e-mail attachment 31. E-mail message body 30
includes content 34 which is not encoded within the signature. In the case of this clear

signed e-mail, signature 32 is encoded and is placed in e-mail attachment 31.

As will be appreciated by the elements of the e-mail formats shown in Figure 2, when
opaque c-mail 16 is sent from sending e-mail application 10, the content is found only
25 in an encoded portion of the e-mail message body (shown as c-mail body 20 in Figure
2). When received by a recipient having an e-mail application, the message body of an
opaque signed secure e-mail is processed and signature 22 is decoded to allow content
24 to be extracted and displayed. If the receiving e-mail application is unable to decode

signature 22 then the e-mail cannot be displayed to the user with that application. Thus,



accessed. Further, in typical e-mail applications, there is a preview pane
that is optionally 5 displayed when lists of e-mail nessages are iNpZAjed
for a user. In such applications, it is typical for the preview pane to
nerely present the e-mail nessage content (or a portion of the content)

wi t hout decodi ng such content. Thus, when an e-nail is sent in an opaque
signed format, the nessage is not viewable in the previ ew pane of such a
receiving e-nail application. 10 According to the preferred enbodi nent,
e-mail is tr §P‘r?rflf’]§dlftaﬁrSéMéMEaWnéﬁfﬁﬁP$edsfgrvr@ﬁi.ing thhe-reaihand thseeosiming ercl udes

de,f ef bl j ‘ -mai, | -t | 28 2006 7
S aned 1 or mat rRFERHER MO ARAR ENIREL (R PR i RS ol ng - mai

appl i cation ac@ssgénerates exanple e-mail 16, in opaque signed S/M M
format. In the preferred enbodinent this e-mail is forwarded to e-nail
server 12, prior to the e-nmail being sent to receiving e-mail application
14. Accor di niPiistiA&Yprd cappibarriivpbelisndisie is plecsew paet %@hiaIintiyner e- mai |
server 12 ing COt ionafunction t onvert opaque signed .nmessages
o ol ear st onen e AL R B e B BB oL B e PSS 20 o
to decrypt tihe igpagjuer gicgnedcnpasagasesbifiredt eRALMY rri%sé’%b oBR! (beat i on

10. In the preferred enbodi nent the encoding of e-mail 16 is an S/M MEe
encodi ng andPdr e okthe sentery piidgupdrcoding sestvenntens- Thid, whes sagendibisisetioina

| i f (e-mail 18) are 1o set .out..in Lhe fl.ow di f
Fiaure o i gnaray R Bringe e FE SO R ik PSS pRCTRBR ¢ ne

message contreadiviap@-rodil ifydicdiigi.t al signature fromthe opaque signed e-

mai |, the extracted nessage content and the extracted digital signature

t hen being jnclyded in a clear signed e-mai|] nessage that e-mail server 12
sends t ot he*$QEIRE Enihe proferradhgmpodi ot b tigexndGdithrorgly ar ensiil seherf i r st
step carrie - i rQc t the e-mail, seryer is to
det er mi ne V\ﬁrelﬁlgelglh? ﬁ‘LéIQgr- I?r]g{ﬁl\éggn'éﬂg g%&éé‘fds% fglpgoaﬁglqmgi il ﬁ%%f: %@neﬁloefr.na\fﬁo £ ﬁ%arc ase
of an S/M ME nessage, this process is carried out by viewng the MM
content type of the message. If it is of type nmultipart/signed, then it is
cl ear



signed. Oherw se, a check on the Cryptographic Message Syntax (CVB)
encoding of the nessage is carried out to determine if it is sigfetpy2PAén
is done by | ooking at the 20 value of the contentlnfo Cbject ldentifier at
the start of the encoding and seeing if it indicates that the nessage is
signed. If it is signed, then it nust be opaque signed, otherwise it may
be encrypted, conpressed or sone other engodi ng mechanismused. If the
message is not opaque signed, then as shown in step 42 of Figure 3, the
message i s ripgl. t1HEs erendie ssen in BE exdreplgobEesise bt Rerdis e nvérappbchtont by

v
e-mai |l serve I ransm tit.ing the e-nmai et he reci pigent.
Al ternati vel {/O é&%{aﬁ{?%%&g%q r?g? ?'n%aélrl\%g] YeEBy W%‘LSWQ?W@% #ﬁtﬁf’ Pﬁ’ggfg eis
opaque si gneghboditnet i iail REfoPRMVBH & @alSch@r P2 QGRS %o tHAR- R BEiRGLERNI C
Message Syntax (CM5) encoding of the S/M ME nessage to decode the e-mail

nmessage. As PAefcednSd-mdbirplicattomid. | Aswrdiag td thehpasictrbderappdiopni, dtee
i nformation ! e to rmt e coding of e.28 Nov 2006 8 nail
messages f ro@qxgtigﬁ%ﬂy (g:)emnlgi‘zggrivghfij@cﬁﬁg% a 8?@%%%@@@“@50@“?%0@%%

format of tdhgncamedseidegdh @I@QQQ%&E@%@SS@GEA% @118 TBplec RIS 896 NRAR P EE Ekh o

decoded, step 46 is carried out. The conversion process identifies
encapCont entdbHf i@ dsarpt Bfe aphevcsyi maiEnessags lsentbysagdng theaipamlicatfon B). t he

-mai | ject t.h i he S//M t rd incl t
content " and PRErE L DL R b oA TAaREN L6 by W MINGS BRSSO ot ep
48 in Figur gtepk chigie@ut (L@hvENR-REPREEALe P&Tio chietgp%g}qﬂtegﬁjhgﬂ (t%ﬂ%aiH 8) are

encapContentlnfo. This is the nessage content an orm ar
message 0n et @ therfpwe dingeam etiFigheat. kigned], chamiep ohessagen indadgart  of

step 48, the Cﬁnte art isr m)veg f.rom.the CM5 encodi of the 1
message (Wi teﬁg? ?ncogiﬁgga’ﬁésﬁtg?ﬁ ’ﬁﬂﬁd’ﬁ é’fg’fe_rqlﬂéﬁé@&?@ﬁ? a@éﬂg BPRIR S’g“e‘?"“
i nformation rhar, tﬁé’@(h‘&l@ﬁﬁ%ﬁ&@()g{e chiRnf SRUhE %ﬁ@ac@\ﬁii?ﬂﬂ%@%ﬂﬂlré MeA¥Rinkhe
eContent) will formthe signature for the converted clear si gneé1 e-mai |
message. Théndladad istaegbear nignhé commMveesihgnthase-hailoeeat €2 acrdk Methvesspigat. of
type multipart/signed (the new clear signed e-mail nessage). The
i nformation A[soshg%nlilﬁ %gci%ign %%I( 400 %pg%reni%e first step carried out in the conversion
15 process at the e-mail server is to determine whether the e-mail message is opaque
signed or not. In the case of an S/MIME message, this process is carried out by viewing
the MIME content type of the message. Ifit is of type multipart/signed, then it is clear
signed. Otherwise, a check on the Cryptographic Message Syntax (CMS) encoding of
the message is carried out to determine if it is signed. Then is done by looking at the
20 value of the contentinfo Object Identifier at the start of the encoding and seeing if it
indicates that the message is signed. If it is signed, then it must be opaque signed,
otherwise it may be encrypted, compressed or some other encoding mechanism used. If
the message is not opaque signed, then as shown in step 42 of Figure 3, the message is
passed to the next part of the process otherwise carried out by e-mail server 12 in

25  transmitting the e-mail message to the recipient.

Alternatively, if the e-mail server determines that the e-mail message is opaque signed,
step 44 of the conversion is to process the Cryptographic Message Syntax (CMS)
encoding of the S/MIME message to decode the e-mail message. As indicated above,

e-mail server 12 has the appropriate information available to permit the decoding of e-



15 nmessage has been defined as described wth reference to the above steps.
Step 50 of Figure 3 involves the creation of the nmessage object ZHidev 2006
includes: a. the contents of the eContent part of the opaque signed e-nail
nmessage becones the nmessage part of the clear signed e-mail nessage (see
content 34 in the Figure 2); and 20 b. the CM5 encodi ng of the signature
(with the eContent renoved) as the other gparts of the nultipart/signed
nmessage (including signature 32 as shown in Figure 2). The result of the
above conver BirdmgseagseFom smelleaplietionill 8 aaseshdwhuding thed/ eblisifipfoemataff
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The last step in the conversion is to create a MIME message of type multipart/signed

(the new clear signed e-mail message). The information to be used to define the new

15 message has been defined as described with reference to the above steps. Step 50 of

Figure 3 involves the creation of the message object that includes:

a. the contents of the eContent part of the opaque signed e-mail message
becomes the message part of the clear signed e-mail message (see
content 34 in the Figure 2); and )

20 b. the CMS encoding of the signature (with the eContent removed ) as the
other parts of the multipart/signed message (including signature 32 as
shown in Figure 2).

The result of the above conversion process is clear e-mail 18 as shown in the example
of Figure 1. This e-mail is forwarded to receiving e-mail application 14 (as shown in
25 Figure 1). Receiving e-mail application 14 recognizes the inbound e-mail as a clear
signed format. Due to the presence of content in a non-encrypted (non-encoded)
format, the preview pane for receiving e-mail application 14 is able to be used to
display some or all of the content of clear e-mail 18. Similarly, receiving e-mail

application need not support S/MIME format for the message content to be readable. In



conversion of e-mail through other systens that operate in a manner

anal ogous to e- nmail servers. In general, e-mail generated with a%?%‘ﬁa?&ﬂ@
signed format is forwarded to a conputer systemthat includes a conversion
function that permts the e-mail to be 15 converted to a clear signed
format before being sent to the receiving e-nmail application. It will be
appreci ated that the conversion of the sefure e-nail rressages i nvol ves the
decodi ng or i,nf ormat i hat therefore t il servers

t d
in question g’eﬁ%%‘%r"lgsPeg}té’BlI)Peélgéﬂﬁ@ogg‘agﬂﬁﬁéﬂ?nqnﬁéa’%leﬂé)i“ by $lgﬁﬁon process
from bei ng asipRitiie ¢ not VR {2k Yhd Gfndnlie 1§n6mbzlda§?ﬂsﬁ o Vag%ﬁcs;m)‘?l RatTRkd

server is typically inplenented by way of an e-nmal application
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on a server conputer in exeCutabfe form € e-nmal [ server in operation
i s an appar asyseent dextribsl. capabl e of carryi ng out the operations descri bed.
In the preferred enbodi nent, the e-mail server includes program code that

executes to ~carry out conversi gn .of. the e-nmi e-nmai| .server al so
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e-mai|l server that converts c-mails as deScribed w | e associ at ed

with the sermﬁeﬁug) gcataickmappleswged that, are thengraabsotedds an bherfroe esuahsaver
conver si %n ed with the receiving e-mail
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reci pient device. Such an arrangenent is possible where t recel ving
e-mai | appl |Qﬂawr@wn@ieﬁnmb@f@mhwthﬂrrsgé.tesstmanpﬁtalcdn dexvancner antbgousri ¢-s are

routed throu an enferprise se ver that .sends e-nmuil a desktop
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the e-mail SEOHGUESFAEMAERInMAR dtddversion function that permits the e-mail to be
15 converted to a clear signed format before being sent to the receiving e-mail application.
It will be appreciated that the conversion of the secure e-mail messages involves the
decoding or decrypting of information and that therefore the e-mail servers in question
are preferably secure to prevent the e-mail conversion process from being a point of

insecurity for the e-mail system.

20 The e-mail server is typically implemented by way of an e-mail server application
comprising program code that executes on a server computer. The e-mail server
application may be delivered as a computer program product in a computer code
storage medium such as a magnetic, optical or electronic storage device. Such an e-
mail server application is typically installed on a server computer in executable form.

25 The e-mail server in operation is an apparatus that is capablc of carrying out the

operations described.

In the preferred embodiment, the e-mail server includes program code that executes to
carry out the conversion of the e-mail. The e-mail server also carries out other logging

and administrative functions for e-mail applications. It will be appreciated that



receiving e-mail application may receive opaque signed e-mail nessages. The
e-mail 10 server, if the appropriate information regarding the e vie§ 0%t
t he opaque signed e- nmil nessage is available to it, nay operate to
convert the e-mail nessage to a clear signed format. In the preferred
enbodi nent, the conversion function nmay be optionally invoked. In sone
contexts an opaque signed e-mail nmessage may be desired even where a
receiving 1 i applicati&n may not be able to access the e-mail
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recipient (14) and_ 5 conprising an opaque signature (22) to an e-nmail
server (2);scHsbdbinsgrpiveripiciaioraaiing jeepdingdhecrnodingeofghdrppaque sicved e 12) to
extract the ¢ f | /st e-nail nd tg extract the digital
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signed format.

In the preferred embodiment, the conversion function may be optionally invoked. In
some contexts an opaque signed e-mail message may be desired even where a receiving
15 e-mail application may not be able to access the e-mail content as a result. For this
reason, an administrator for the e-mail server is able to selectively determine whether
the conversion function will apply to e-mails handled by the e-mail server. A further
extension involves the administrator applying a more sophisticated filter to the
incoming e-mails to allow the e-mail server to convert opaque signed e-mails that meet
20 aset of defined criteria (for example, sender name, recipient name, sender user group,

and so forth).

Various embodiments of the present invention having been thus described in detail by
way of example, it will be apparent to those skilled in the art that variations and
modifications may be made without departing from the invention. The invention

25 includes all such variations and modifications as fall within the scope of the appended

claims.



generating a clear signed e-mail nessage (18) at the e-mail server (12),
the 10 clear signed nessage conprising both the extracted cont enid NS4L0®f,
and the extracted digital signature (32) of, the first e-nmail nessage; and
forwarding the clear signed e-nail nessage to the recipient (14). 2. The
met hod of claim1 in which the first e-maj| nessage (16) conforns to the

15 S/M ME standard. 3. The method of claith2 in which the step of
extracting the content of and the digital signature of the first e-mail
message conmpddimess the steps of: identifying (46) the object

encapContent| nfo for the opaque signed e-mail 20 nessage (16); copying and

del et | 48) th ¢ val ue f Contentlnfo: ~and  defining (50
the. ext ract ot comanpoayP iR b F ERTRORI G e gREbupafromy Mt " he

content and the, dhegbli@bingisgpature in the clear signed e-nuil nessage (18).
25 4. The nethod of any one of clainms 1 to 3 further conprising the step of
determining whet hépndifga ppquse figst gunail messapryd Orraddrgssad set rasfpigniél Hemilned
criteria for conver.sj : i ] I .. .28; Nov_. 6 12 5. An
appar at 16155 for transcgjnhl?)t FI#?E%B%E‘?‘F?ﬁ%%n%ﬁ?i(isﬁﬁggéﬁ‘%@%}?Ye’ﬁ ver (12), the
e-mai|l server conpetsingthedonpunel nosge axdewtabil eerver (18T st@ragthopaque
signed e-mail nessage (16); _.conputer code executable to decode the opaque
signed e-mail ness& ’éteétl )the §rst greail mgssegs e losHtrasithy digjlalpgnatee optgue

si gned e-nui | nessqgﬁealggﬂhgsg%ég:ract the digital signature (22) of the
opaque signed e-mail nessage; conputer code for generating a clear signed
e-mai | nessage (18genarhiengd daar sigiegredairesssge (bLrmp thiesi-mgil batvhr ¢18% the

extract,ed content 4) .of ., and the extract digital signatyre. (3 of ,
the fi r@t e-mai | né%gaag?édafﬁassﬁ%e exeld SLolm=i %ggﬁ ef’%‘iﬂ"tﬁgrc% o (}:?é) ‘?ﬁ’nén‘ahéar
signed e-mail messageactdBlightl sidtfiture (32) of, the first e-mail message; and

forwarding the clear signed e-mail message to the recipient (14).

2. The method of claim 1 in which the first e-mail message (16) conforms to the
15 S/MIME standard.

3. The method of claim 2 in which the step of extracting the content of and the digital
signature of the first e-mail message comprises the steps of:
identifying (46) the object encapContentinfo for the opaque signed e-mail
20 message (16);
copying and deleting (48) the eContent value from encapContentinfo; and
defining (50) the extracted content (34) and the extracted digital signature (32)

as the content and the digital signature in the clear signed e-mail message (18).

25 4. The method of any one of claims 1 to 3 further comprising the step of determining
whether the first e-mail message meets a set of pre-defined criteria for conversion

to clear signed format.



reci pient (14).

e-mai|l nessage (16) conforns to the S/MME standard. 15 7. The

6. The apparatus of claim5 in which the opaque secure
AR08

of claim6 in which the conputer code neans for extracting the content
(24) of and the digital signature (22) of the opaque signed e-nmil nessage
(16) inplenments the steps of. identifying{46) the object encapContentlnfo
for the opaque signed e-mail 20 nessage; copyi ng and deleting (48) the
eContent val ue from enca §0ntenthfo; anﬂ defining (50) the extracted,
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signature in themgb@q%ngﬁgﬁ@d e-mai | nmessage (18). 25 8. The apparatus of

any one of clains 5 to

further conprising conputer code neans for
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digital signature (22) of the opaque signed e-mail message;

computer code for generating a clear signed e-mail message (18), the clear
signed message comprising both the extracted content (34) of, and the
extracted digital signature (32) of], the first e-mail message; and

computer code for forwarding the clear signed e-mail message (18) to the

recipient (14).

The apparatus of claim 5 in which the opaque secure e-mail message (16)

conforms to the S/MIME standard.

The apparatus of claim 6 in which the computer code means for extracting the
content (24) of and the digital signature (22) of the opaque signed e-mail message
(16) implements the steps of:
identifying (46) the object encapContentlnfo for the opaque signed e-mail
message;
copying and deleting (48) the eContent value from encapContentInfo; and
defining (50) the extracted content and the extracted digital signature as the

content and the digital signature in the clear signed e-mail message (18).

The apparatus of any one of claims 5 to 7 further comprising computer code means
for determining whether the opaque signed e-mail message (16) meets a set of pre-

defined criteria for conversion to clear signed format.

A computer readable medium comprising computer code means for the apparatus

of any of claims 5 to 8 for implementing the method of any of claims 1 to 4.



