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" Method of error protected transmission, method of error protected reception of data and 

transmission system for transmission of data.'' 

The invention relates to a method of error protecb:d transmission of data, 

a method error protected reception of data, a transmission system for the ttansmission of 

data, a transmitting section and receiving section 1or· such a system. 

A method and system of this kind is known from the book •Enor 

S comction coding for digital communications• by G.C. CJark and J.B. Cain, Plenum Press 

New York, 1981, sections 8.S and 8.3.2. 

ne cited book describes a system which is intended to counteract 

jamming. This is achieved by a spread spectrum technique, which involves gready expanding 

the transmit spectrum relative to the data mte. The idea is that this forces the jammer to 

10 deploy his power over a much wider bandwidth than would be necessary for an unspread 

spectrum. 

The anti-jamming system modulates the information successively at 

different ftequencies. As a function of time, the frequency •hops• from one ftequency 

channel to another. To protect against jammed channels the information is encoded in an 

15 error correction code prior to modulation. In addition, the encoded information is 

interleaved: the time sequential order in which the data-items are modulated is permuted with 

IeSpeCt to the order in which they succeed each other in the error protection code. In the 

prior art technique, interleaving serves to make the anti-jamming system more robust against 

pulses that jam all frequency channels for part of the time. 

20 The described system makes very inefficient use of the frequencies 

available. This forees the jammer to deploy his power over a much wider bandwidth and is 

therefore essential for anti-jamming as described in the book by G.C. Clark and 1 .B. Cain. 

It is inter aJia an object of the invention to apply pseudo random 

2S interleaving to applications which make more efficient use of the frequencies available. 

It is a further object of the invention to provide for mu1tichanncl 

broadcasting which is robust against degmdadon due to multipath transmiaion and which 

makes efficient use of the frequencies available. 
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The invention provides for a method for error protected tmnsmission of 

data, the method comprising a basic cycle comprising the steps of 

- encoding the data into a logic succession of data-it.ems in an error conection code which is 

more robust against errors that are separate from each other in the lo&ic succession than 

S against errors that occur in a burst in the logic succession; 

- generating a signal comprising a number of simultaneously active, modulated frequency 

channels; 

- selecting for each particular dam-item a particular frequency channel having a particular 

frequency position among the frequency channels, the particular frequency position being a 

10 pseudo random function of a logic position of that particular data-item in the logic sue-

- modulating each frequency channel in dependence of at least a respective one of the data­

items, the particuJar frequency channel being modulated in dependence of at least the 

particular data-item; 

15 - transmitting the signal. 

As a result of the simultaneous transmission of information in a number of ftequency 

channels, the frequencies available are efficiently used. The invention addresses the problem 

of transmission channels that may suffer from multipath transmission rather than from 

jamming. In the case of wireless broadcasting, for example indirect transmission may occur 

20 in addition to direct transmission of electrornainetic radiation, for example due to reflection 

of the ndiation by a building. It has been found that this often leads to variations in the 

receivability of the various frequency channels. Moieover, it has been found that this 

variation is often periodic, i.e. it recurs as a function of the frequency after a number of 

channels. The :recurrent period is dependent on the n::ceiving conditions and, generally 

2S speaking, it cannot be predicted. 

The use of pseudo-nmdom interleaving prevents multipath transmission 

from causing burst errors that are so long that they cannot be corrected. 

The method according to the invention has an embodiment comprising 

writing the data-items into respective memory locations in a fust order of data-

30 items, in which first order the data-items become available during encoding; 

reading the data-items from the .rr.spective memory locations in a second order 

of data-items, in which the data-items are needed according to said pseudo-random funcd.on 

for modulating; 

the method comprising performing successive versions of said basic cycle, in 
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.each of which versions the logic succession of data-items and the signal are a respective one 

of a series of logic successions and of a series of successively tiansmitted signals, 

respectively, said writing of the data-items being performed in each particular version in a 

respective third order of the memory locations, in which the memory locations become 

S available upon reading the data-items for a diJectly preceding version of the basic cycle, 

whereby said respective third order in the particular version is permuted with Iapect to the 

.tespeCtive third order in the directly preceding version according to the pseudo-mndom 

function. Thus, interleaving is performed by writing data items into a memory and by 

subsequently reading the data items therefrom in a differmt older. New data is then written 

10 into memory locations vacated by reading befoie all other locations have been n:ad, which 

mates it possible to save memory space. For monotonously ascending address series this is 

known per se fmm US 5,151,976. 'Ibe invention, however, applies this operation to the 

writing according to a pseudo- random sequence. Despite the fact that such a pseudo-iandom 

sequence is far more complex than a monotonous series, it bas been found that notably the 

15 use of direct writing after reading with nndom sequences can be used for interleaving. 

In an embodiment of the method of the invention the memory addJeSSeS 

are selected alternately as a monotonously ascending or descending order and as the pseudo 

random function of that order. By using only two different series of addn:sscs in an 

alternating fashion, interleaving is simplified. 

20 In an embodiment of the invention, the addresses are calculated according 

to a linear congruential sequence satisfying 

Xu+ 1 = ( a "'1 + c ) mod M 

n being the position of a particular data-item in the second order, Xu being the address from 

which that particular data-item is read, M being the number of selectable memory locations, 

25 a and c being a factor and a summand for a linear congruential sequence respectively, the 

combination of the factor and the summand used being changed for each version of the basic 

cycle. 1be factor a and summand c for linear congruential sequences are such that c is a 

relative prime with respect to M, a-1 is a multiple of all primes factors of M, and a-1 is a 

multiple of 4 if m is a multiple of 4. This provides for a simple way of generating the 

30 addresses. In particular it has been found that, when all •a• used for different versions are 

such that the square of (a-1) is divisible by M, it is ensured that all orders of addresses 

which are successively required to read dam-it.em that have been written in the order of 

locations in which the preceding data-items have been read, can always be generated in 

correspondence with this formula. 
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The invention also .telated to a method of receiving data, and to a sysre 

for applying the method and its components, to which similar measures can be applied 

muratis mutandis to obWn similar advanmges. 

These and other aspects of the. invention will be apparent fmm and 

elucidated with reference to the embodiments described hereinafter. 

In the drawings: 

Fig. 1 shows a tiansmission system; 

Fig. 2 shows an embodiment of an interleaver; 

Fig. 3 shows a further embodiment of an interleaver; and 

Fig. 4 shows an embodiment of an address generator. 

shows an embodiment of the transmitting section according to the invention 

Fig. S 

Fig. 1 shows a transmission system. It comprises a cascade connection of 

1S ·successively an encoder 10. an interleaver 12, a modulator 14. a transmission channel, a 

demodulator 16, a de-interleaver 18 and a decoder 20. 

During use data is piesented to an input of the encoder 10. The encoder 

10 encodes this data in an error comction code. Any known mor correction code, for 

example a convolution code, can be used for this purpose. 'The encoded da1a is composed of, 

20 for example blocks, each of which contains a logic succession of bits. 

The decoder 20 corresponds to the encoder 10 and corrects bit errors 

incurred during transmission from the encoder 10 to the decoder 20. The error amection 

code is such that bit errors which occur distributed throughout the logic sue.Cession can be 

readily corrected. Burst errors, where a number of successive bits in the logic succasion are 

2S incoim:t, can be less readily corm:ted when they are too long. 

The modulator 14 produces a signal with a number of frequency channels 

which are simultaneously transmitted. The bits of each block are distributed among a number 

of groups. Bach group corresponds t.o a frequency channel and the infonnation of the bits in 

a group is transmitted in the corresponding frequency channel. This can be realised, for 

30 example by interpreting the bits of each group as a number, by manging these numbers in a 

series and making an FFT (fast Fourier transform) of the series. The result of the PFr is 

subsequently transmitted via the transmission channel, for example a wireless tenestrial 

broadcast channel. FFI' and transmission are repeated for successive blocks. This 

corresponds to the known OFDM (orthogonal frequency division multiplexing) technique. 



.... · .. -........ ~ 

W096124196 

The demodulator 16 conesponds to the modulator 14. The demodulator 

nceives the various fiequency channels simultaneously and ra:onstructs the groups of bits 

transmitted in a respective frequency channel. According to the OFDM technique. this is 

perfonned, for example by making an inverse FFI' of the signal received and by 

S reconstructing the numbers and hence the groups therefrom. 

The interleaver 12 serves to ensure that bits which are directly adjacent in 

the logic succession are substantially always modulated in diffemit frequency channels. The 

spacing of these channels (in terms of channels with intermediate ftequencies) is pxefaably 

larger than 7a0, so that adjacent bits will enter non-adjacent channels. 'Ibis serves to ensure 

10 that a disturbance of a single channel, or of a number of neighbouring channels, does not 

lead to burst errors in the logic succession. 

15 

The de-interleaver 18 corresponds to the interleaver 12 and perfonns the 

reverse operation, so that the logic succession is reconstructed in terms of order (i.e. except 

for bit errors) before being presented to the decoder 20. 

The interleaver 12 places every adjacent pair of bits, which succeed one 

another in the logic succession, at a respective distance, amounting to a number of channels, 

from one another. 1be respective distances have different values and it is ensured that the 

various distances occur approximately equally frequently. As a result, the system is robust to 

disturbances of the transmission channel which lead to poor ieception in a periodic system of 

20 frequency channels (in this context a periodic system is to be understood to mean a system in 

which the poor reception recurs as a function of the frequency each time after the same 

number of channels). 

All other pairs of bits which are so near to one another that a 

simultaneous error in the bits of such a pair could give rise to burst problems am also placed 

25 at a respective distance of a number of channels from one anoth~. These respective distances 

preferably also have different values and it is ensured that these different distances occur 

approximately equally fiequently. 

Fig. 2 shows an embodiment of an interleaver; this device is also suitable 

as a de.interleaver. The interleaver of Fig. 2 comprises a data input 42 which is coupled, via 

30 a multiplexer 34, to respective data inputs/outputs of a fint and a second memory 30, 32. 

The data inputs/outputs of the memories 30, 32 are also coupled, via the multiplexer 34, to 

an output 44 of the interleaver. 

The interleaver also comprises a clock input 37, coupled to clock inputs of 

a first and a second address generator 38, 40. The output of each of the address generators is 
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coupled to a further multiplexer 36. The outputs of the further multiplexer 36 are coupled to 

a respective addms input of the first and the seconcl memory 38, 40. 

During operation the interleaver is swir.ched to and fro between two 

modes. In a first mode the multiplexer 34 couples the input 42 to the data input of the first 

S memory 30 and the output 44 to the dala output of the second memory 32. Furthermore, the 

further multiplexer 36 couples the output of the first addtess generator to the address input of 

the first memory 30 and the output of the second address generator 40 to the addRss input of 

the R.COlld memory 32. In the second mode the roles of the first and the second memory 30, 

32 are reversed in comparison with the first mode. 

10 11ie first addre.u generator 38 generates a clocked first series of 

addresses. The various data items presented to the input 42 during sua:es.sive clock cycles 

are written at these adchesses. Data is read from the second memory 32 in a similar manner, 

addressed by a second series of addlcsses from the second address generator, and applied to 

the output 44. The first and the second series of adcb:ases deviate from one another, 

15 tcsuldng in interleaving. 

The first series of addresses is, for example a monotonously ascending 

series (1, 2, 3 ••. )and the second series of addresses is a pseudo-random series. for example 

a series in which a respective difference exists between each pair of directly successively 

generated addresses; these respective diffemlces have various values and it is ensured that 

20 the various values occur approximately equally frequently. The differences conespond to the 

distances between the frequency channels in which successive bits of the logic succession are 

arranged. 

The cmresponding de-interleaver has the same structure as shown in Pig. 

2, be it that the first address generator of the de-interleaver generates the same address series 

25 as the second address generator of the interleaver and vice versa. 

The pseudo-random series can be generated by assembling the addre.u 

generator 40 from a counter and a ROM, successive pseudo-random addresses being stored 

in successive locations in the ROM. Alternatively, use can be made of a known linear 

congruent series, the addresses Xa for the memoiy 32 being obtained by way of the recursion 

30 relation 

X8 + 1 = ( ax. + c ) mod M 

These addresses can be obtained by multiplication and addition, without utilizing a ROM. A 
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further alte.mative consists in the use of an LFSR (IJnear Feedback Shift Register}. 

Fig. 3 shows a further embodiment of an interleaver. This embodiment 

comprises only one .memory 56. The input and the output Of the interleaver are coupJed to a 

data input and a data output, JCSpedively, of this memory 56. The interleaver also comprises 

S a clock input SO which is coupled to an address generator S4. An output of the address 

generator 54 is coupled to an adckeu input of the memory 56. The dock input .SO is also 

coupled, via a Jead/write control unit 52, to a tad/write control input of the memory. 

The address generator 54 generates a series of addiesses during operation. 

For each address a first data item is read from the memory S6 so as to be applied to the 

10 output; subsequenQy, the read/write control circuit switches the memory to the write mode 

and a data item originating from the input is written into the memory at the same addras. 

The address generator S4 each time generates such a series of addresses. 

Bach series contains substantially the same addresses. The order in which the addresses 

succeed one another in directly successive series, however, differs each dme. For example, 

1S alternately a pseudo-random series (X1, X2, X3 ••• xn> and a normal monotonously ascending 

series (1. 2, 3 •.. N) can be taken. This results in interleaving with a substantially uniform 

distribution of the differences between suc:Cessive addresses. 

By using only two different series of addresses in an alternating fashion, 

de-interleaving is simplified (same two series, so that each time the data items are written in 

20 the de-interleaver in memory locations which correspond to the locations whercfrom they 

bave been read in the interleaver). However, this approach bas the drawback that the method 

of interleaving is often repeated, so that the transmission system becomes susceptible to 

systematic disturbances. 

Tbereforet as an attractive alternative it is possible to use more than two 

25 diffemit series and to repeat the pattern of series of addresses used only after more than two 

complete series. To this end, for broadcast applications a linear congruential sequence is 

preferably used at the receiving side in the de-interleaver, because such a sequence can be 

simply implemented. At the transmission Side, for example an interleaver comprising a ROM 

is then used, the ROM containing the inverse permutation of what the de-interleaver contains 

30 at the receiving side. Given the permutation lealised by the interleaver, this inverse 

permutation can be calculated, for example numerically. If a recurrent pattern of mutually 

diffemtt series of addresses is used in the de-interleaver, including a monotonously 

ascending series (I, 2, 3), this inverse permutation requires only a limited amount of space 

in the memory ROM. 
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Whm different address series are used, a sync.luvnization signal is 

desinble between the receiving side and the transmission side, so that the dtrinterleaver can 

start the pattern of series of addresses in the comet phase (so as to serve as the inv~ of 

the interleaver). For this purpose use is preferably made of a transmitted synchronization 

S signal which also serves to mark header infonnation for the further processing of the encOded 

symbol. 

Fig. 4 shows an embodiment of an address generator 54 for use in an 

interleaver as shown in Fig. 2 or 3. The address generator 54 comprises a iegister 60, an 

output of which is coupled to the output of the address generator and to a fint multiplicand 

10 multiplier 62. The output of the multiplier 62 is coupled to a first summand input of an adder 

64. The output of the adder 64 is coupled to an input of the register 60. 1be add1a1 

generator comprises a factor memory 63 and a summand memory 6S which are coupled, by 

way of an output, to a second multiplicand input of the multiplier 62 and to a second 

summand input of the adder 64, respectively. 

lS During operation the recist.er 60 contains the address X. for the memory. 

20 

Using the multiplier 62 and the adder 64, the next address is calculated in confonnity with 

the formula 

X.+1== (aX. + c) modM 

where Mis the length of the address series. The factor "a" and the summand •c.• arc derived 

from the factor memory 63 and the summand memory 6S, respectively. Between successive 

series the memories 63, 6S teeeive signals, whereby another factor and/or summand is 

applied to the multiplier and the adder, so that subsequently a diffaent series is generated. In 

25 one of the series, for example a•l and c=l, resulting in a monotonously ascending series. 

30 

In the other series a is then unequal to 1 and is chosen. in a manner which is known per se, 

so as to generate a pseudo-nndom sequence (c relative prime with respect to M, a-1 is a 

multiple ofp for all primes p sharing M (e.g. ifM=45=3*3*S then a-1 must be a multiple 

of both 3 and S) and a-1 is a multiple of 4 if M is a multiple of 4). 

By storing a number of different usable values of a and c, a corresponding 

number of different series of addresses can be gcnerat.ed. 

Pieferably, the •a• values are selected only such that (a-1) squared is 

divistl>le by •M• t i.e. such that (a-1) contains each prime factor of m at least half as many 

times as •M" itself (for example when M=675=3•3•3-S*S, (a-1) could be 4S•3*3*S, in 
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general large M values with several prime factors are JeqUired: of the M values of l to 20 

only M=8, 9, 12, 16, 18 qualify). It can be proven that, when only •a• values having the 

property that the square of (a-1) is divisble by M are used· for generating the addresses, any 

pseudo random permutation of the bits described by the fonnula X.+ 1 •_ (a X8 + c ) mod M 

S can be rraUnd with an •a• value that also satisfies this condition. Also it has been found that 

both the addmsses for interleaving and deinterleaving can then be mtJized with such pseudo 

random permutations in that case. Hence no address ROM is needed. It has been found that 

this is true only when the square of (a-1) is divisible by M. In this case the addresses need 

not be calc:ulated by actually caluJating the formUJa Xa+ 1 • (a X. + c ) mod M. In stead, 

10 one may use Xn+i= X.+v11 mod m; v11+1== vn+d mod m, with d=c(a-1), and v0 initjaHU'ld 

to (a-l)Xo+c. (For example, when M=100(=2*2•S•5), •a• may be chosen as 21 (a-1=4~) 

and c•l). 

When the modulus M with which the multiplier and adder operate is made 

adjustable, the interleaver/de-interleaver can be simply switched between diffemnt block 

IS lengths. 

20 

Evidently, the invention is not restricted to the embodiments given. For 

example, instead of operating with bits it is also possible to operate with larger symbols, for 

as long as the error com:ction code is capable of correcting random and isolated errors in 

these symbols better than random errors in the form of a bunt. 

Furthermore, the logic succession of bits produced by the encoder is not 

necestarily a temporal succession. Bits are •togically successive• if simultaneous errors in 

these bits can be corrected less readily than simultaneous errors in •non-logically successive• 

bits. 

The inner ftequency interleaving is a pseudo-random bit interleaving. The 

25 interleaving is on a bloct basis, i.e., the bits in each OFDM symbol ~ permuted in a fixed 

way such that bursts are randomi7.ed. However, bits of a given OFDM symbol are not mixed 

with bits originating from any other OFDM symbol. 

In a practical example, an OFDM symbol consists of N useful subcarriers, 

where N equals 6361 or 5937, that each contain 2, 4 or 6 bits of information. The task of 

30 the interleaver is to decorrelate the b~ts at the input of a Viterbi detector. 

The (de)interleaver consists of a memory (RAM) having the siz.e of 8 

times 8192 bit and an addressing unit. The addressing unit gene.rates a 16 bit address that can 

be distinguished in 3 lsb bits and 13 msb bits. The 13 msb bits determine a particular 

subcbannel, while the 3 lsb bits determine which bit from a given subchannel. Each time as 
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the RAM is addressed, the contents are iead and put forward to the downs1:Rlamdecoder and 

the next bit at the input is writt.en in the current location. At each cycle, all relevant locations 

must be addlessed. The three lsb bits periodically go through relevant states (dependent on 

the number of bits per symbol), while the 13 msb bits are generated by an algorithm 

S producing all relevant addresses in a special sequence. 

Since 6361 is prime and 5937 is divisll>le by three, the 1sb addresses can 

be generated in pairs, an algorithm is defined that works for 2 bits of infonnation per 

aubcanier and this algorithm is used 1, 2 or 3 times dependent on the number of bits per 

symbol, each time with a different fixed offset on the lsb. In this way it is assured that all 

10 bits will be addressed under all circumstances before the addressing unit will be in the same 

state. 

One way of producing a periodic interleaver would be to generate the 

consecutive addresses Xt,a, 0 :s; n < N of the 13 msb bits in the OFDM symbol at time t 

according to: 

15 Xi,11.+ 1 = xt.n + Ct mod N (1) 

20 

with xt.o = 0 Yt and GCD(er,N) = 1. The increment c, depends on the time t. For a periodic 

interleaver, we can choose 

Ci = <;.1 •Co mod N, where c., is a judiciously chosen initial increment that conesponds to 

the actually rea'lh:ed interleave depth. 

In summary, the invention xelates to a uansmiasion sy_stem, which 

comprises an encoder, an interleaver, a modulator, a transmission channel, a demodulator a 

deinterleaver and a decoder. The encoder is used for encoding a data block in an error 

correction code containing a logic succession of data items. The decoder is used for 

correcting errors in the transmission between the encoder and the decoder. The error 

25 conecdon code is more robust to errors which occur simullanc:Ously and in an isolated 

fashion in the logic succession than to errors which occur simultaneously and in the form of 

a burst therein. The modulator is used for generating a signal which comprises a number of 

ftequency channels to be transmitted simultaneously t each of the frequency channels 

corrmponding to a group which comprises at least one of the data items and is modulated in 

30 the respective channel. The transmission channel is located between the modulator and the 

demodulator. The demodulalor reconstructs the groups and applies the groups to the decoder. 

The interleaver distributes the data items between the groups and introduces a pseudo-random 

relationship between the logic succession and the distribution between the successive 

frequency channels. The de-interleaver reconstructs the logic succession from the groups 
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reconstructed by the &modulator, before presentation to the decoder. 

'Ibis transmission system can be improved when the interleaver and/or the de­

mtt:rleaver realise the distribution by way of a non-monotonous linear congruential sequence. 

1be transmission system can be further improved when the interleaver and/or 

the de-interleaver are provided with a memory for the data items and with write and mad 

means, the write means writing each time a data item in a location of the memory which has 

just been read before the read means read a da1a item from a next location of the memory, 

and in which an order of locations in which the logic succession is written differs for 

10 successive logic successions. 

A further improvement concerns a transmission system in which the orders are 

periodically recurrent with a period of at least two blocks in which one monotonously 

ascending or descending order occurs. Also the write and/or read means may comprise an 

address geneiator which is arranged to form a linear congruential sequence with a factor and 

15 a summand, and also arranged to repJace the factor and/or the summand from one block to 

another. 

Thus information can be transmitted by the following steps 

encoding the data in an error correction code 

interleaving the data according to a pseudo-nndom sequence 

20 - modulating the data in a series of frequency channels, data items which cannot 

be corrected together being manged in separate tiequency channels by 

interleaving, 

demodulating the data 

de--interleaving the data 

2S - decoding the data. 

Figure S shows an embodiment of the transmitting section according to the 

invention. The transmitting section contains a data bus 70 and a address bus 71 connecting a 

memory 72, a processor 76 and a ttansmitter 78. An encoder 74 is coupled to the data bus 

70. The encoder 74 is coupled to the addiess bus 71 via an address generation unit 7S. 

In operation, the encoder 74 receives the data block and encodes it as a 

succession of bits. Each successive bit is fed to the data bus 70, and the presence of the bit is 

signalled to the address generator 7S. The address generator 75 generates a respective 

address for each successive bit according to the pseudo random sequence. The address 

indicates both a word location in the memory 72 and a bit location within the wmd location. 
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The word location corresponds to the group to which the bit is usigned, and the bit location 

cc:maponds to the location of the bit within the group. The addrea genmtor 15 enswes that 

bits which are logically adjacent are substantially always stored in diffelent word locations. 

1he spacing of these word locations is p1efcrably larger than mo, so that logically adjacent 

bits will enter non-adjacent word locations. 

The address is applied to the data bus and the bit is stored in the memory 72 at 

a location that corresponds to the address generated for it by the address ge.neiator 75. When 

the entire data block has thus been encoded in the error protecd.ng code, and stored in the 

memory 72, the processor 76 is started. The processor 76 computes the FPT of the words 

stored in memory 72. For this purpose, it tt.ads the words each time as they are needed for 

the FFf aJgoritbm. For this pmpose a .known FFT algorithm can be used, which addresses 

the word locations of the memory 72 in a nonnal way, i.e. without requiring knowledge of 

the interleaving process. Because the bits which are logically adjacent have substantially 

always stored in different word locations, these adjacent bits are modulated in diffemlt fie­

queacy channels in the iesult of the FFT. 1bis n:sult is subsequently iad by the transmitter 

78 and transmitted via the transmission channel (not shown). 

A stxucture similar to that of figure S can be used for the receiving sectiont 

with a receiver replacing the transmitter 78 and a decoder ieplacing encoder 74. In this case 

the receiver writes words into memory 72 and the processor 76 performs an FFT on this 

words. Address generator 15 effects the pseudo random interleaving, issuing successive 

word/bit address pairs to mld out the results of the FFI' bit by bit for error correction by the 

decoder. 
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CLAIMS iiiiU 
1. A method for enor protected transmission of data, the method comprising a 

basic cycle comprising the steps of 

- encoding the data into a logic succession of data-items in an error correction code which is 

more robust against errors that are separate from each other in the logic succession than 

against errors that occur in a burst in the logic succession; 

- gcnemting a signal comprising a number of simultaneously active, modulated frequency 

channels; 

- selecting for each particular data-item a particular frequency channel having a puticu1ar 

frequency position among the frequency channels, the particular frequency position being a 

pseudo random function of a logic position of that particular data-item in the logic sue-

ceuion; 

- modulating each frequency channel in dependence of at least a respective one of the data­

items, the particular frequency channel being modulated in dependence of at least the 

particular data-item; 

- uansmitting the signal. 

2. A method according to claim 1, comprisin& 

writing the data-items into respective memory locations in a first order of data­

items, in which first order the data-items become available durinJ encoding; 

Jading the data-items from the respective memory locations in a second order 

of data-items, in which the data-items are needed according to said pseudo-random function 

for modulating; 

the method comprising perfonning successive versions of said basic cycle, in 

taeh of which versions the logic succesMon of data-items and the signal arc a respective one 

of a series of logic successions and of a series of successively transmitted signals, 

nspectively, said writing of the data-items being performed in each puticu1ar version in a 

respective thiid order of the memory locations~ in which the memory locations become 

available upon reading the data-items for a directly preceding version of the basic cycle, 

whereby said respective third order in the particular version. is permuted with iespect to the 

mpective third order in the directly preceding version acconting to the pseudo-random 

function. 

3. A method according to Claim 2, wherein said third order of memory locations 
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periodically recur each time after a period c.ontaining a number of versions of the basic 

cycle, the period containing at least two versions of the basic cycle. 

4. A method according to CJaim 3, wherdn in each period one mpectivc thiJd 

mder of locations has monotonously increasing or decreasing add1esses of memory locations. 

S. A method according to Claim 4, wherein said period is composed of exactly 

two versions of the basic cycle, the respective third order having alternately monotonously 

ascending or descending addresses of memory locations and addresses permuted according to 

the pseudo tandom function. 

6. A method according to any one of the Claims l to 5, wherein the pseudo 

random function corresponds to a non-monotonous linear congruential sequence. 

7. A method according to Claim 2, 3, 4 or S in which the addresses of the 

memory locations are calculated according to a linear congruential sequence satisfying 

X.+ 1 = ( a X. + c ) mod M 

n being the position of a particular data~item in the second order, X. being the address from 

which that particular data-item is read, M being the number of sel=table memory locations. 

a and c being a factor and a summand for a linear congruential sequence mpectively, the 

combination of the factor and the summand used being changed for each version of the basic 

cycle. 

8. A method for error protected reception of data, the method comprising a basic 

cycle comprising the .stq>s of 

- receiving a signal comprising a number of simultaneously active, modulated frequency 

channels, each having been moclulatr.d in dependence of at least one own particular data 

item; 

- demodulaUng the particular data items from the mquency channels; 

- selecting for each particular data-item a logic position in a logic succession, the logic 

position being an inverse pseudo-random function of a particular frequency position among 

the frequency channels of a particular frequency channel from which the particular data-item 

was demodulated; 

- decoding the data from the logic succession of data-items according to an error correction 

code which is more robust against errors that are separate from each other in the logic suc­

cession than against errors that occur in a burst in the logic succession. 
9. A method according to claim 8, comprising 

writing the data-items into respective memory locations in a first order of data-
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items, in which first order the data-items become available from demodulating; 

reading the data-items from the respective memory locations in a second Older 

of data-items, in which the data-items are needed according to aid pseudo-nndom function 

for decoding; 

the method comprising performing successive versions of said basic cycle. in 

each of which versions the logic succession of data-items and the signal are a respective one 

of a series of logic successions and of a series of successively transmitted signals, 

respectively, said writing of the data-items being performed in each particular version in a 

respective third order of the memory locations, in which the memory locations become 

available upon reading the data-items for a directly preceding version of the basic cycle, 

whereby said respective third order in the particular version is permuted with respect to the 

iespective third order in the directly preceding version according to the inverse pseudo­

mndom function. 

10. A method according to CJaim 9, wherein said third order of memory locations 

periodically recur each time after a period containing a number of versions of the basic 

cycle, the period containing at least two versions of the basic cycle. 

11. A method according to Claim 10, wherein in each period one impective third 

older of locations has monotonously increasing or clecreasing addresses of memory locations. 

12. A method according to Claim 11, wherein said period is composed of exactly 

two versions of the basic cycle, the respective third order having alternately monotonously 

ascending or descending adchases of memory locations and addresses permuted according to 

the inverse pseudo random function. 

13. A method aca>rding to any one of the Claims 8 to 12, wherein the pseudo 

mndom function corresponds to a non-monotonous linear congruential sequence. 

14. A method according to Claim 9, 10, 11or12 in which the addresses of the 

memory locations arc calculated according to a linear congruential sequence satisfying 

X.+1= (a X. + c) mod .M 

n being the position of a particular data-item in the second order, Xn being the address from 

which that particular data-item is read, M being the number of selectable memory locations, 

a and c being a factor and a summand for a linear congruential sequence impectively, the 

combination of the factor and the summand used being changed for each version of the basic 

cycle. 

15. A transmission system for mor protected transmission of data, the transmiuion 
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system comprising 

- a transmission channel; 1i1ii1if 
- a transmittin& section comprising 

an encoder for encoding the data into a logic succession of data-items ia an 

error comction code which is more robust against errors that arc separate from 

each othe;r in the logic su=esvon than against errors that occur in a burst in the 

logic succession; 

a signal generator for generating a signal comprising a number of 

simultaneously active, modulat.cd fn:quen.cy channels; 

selecting means for selecting for each particular data-item a particular tiequency 

channel having a particular frequency position among the frequency channels, 

the particular frequency position being a pseudo random function of a logic 

position of that particular data-item in the logic succession; 

a modulator for modulating each frequency channel in dependence of at least a 

respective one of the data-items, the particular data-item being modulated in the 

particular frequency channel; 

a ttansmitter for transmitting the qnal via the transmission channel 

- a receiving section comprising 

a reception input for receiving the signal from the ttansmission channel; 

a demodulator for demodulating the data items from the frequency channels in 

the signal; 

inverse selecting means for selecting the logic position of the particular data­

item as an inverse pseudo-random function of the particular frequency position 

of the panicular frequency channel from which the particular data-item wu 

demodulated; 

a decoder for decoding data from the logic succession of data-items according 

to the error correction code. 

16. A transmission system according to Claim IS, wherein the pseudo random 

function corresponds to a non-monotonous linear congruential sequence. 

17. A transmitting section suitable for use in a tnmsmission system according to 

Claim 15 or 16. 

18. A transmitting section according to Claim 17, for performing successive 

versions of a basic cycle, in each of which versions the logic succession of data-items and 

the signal are a respective one of a series of logic suc:cessions and of a series of successively 
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transmitted signals, respectively, the selecting means comprising 

a memory; 

write means for writing the data-items fmm the logic succession .into the 

memory 

n:ad means for reading the data-items from the memory and for applying the 

da1a-items read to the modulator, 

address genen.ting means for generating addresses for both teading and writing, 

said addresses being generated in a respective order of addresses for each particular version, 

the order in the particular version being permuted wi1h respect to the respedive order in a 

directly preceding version according to the pseudo-random function for the version, the mid 

means reading the data-items in the particular version according to the order generated for 

that particular version, the write means writing the data-items in the particular version 

according to the addresses genemted for the directly preceding version of the particular 

version. 

19. A transmitting section according to Claim 18t wherein said mspcctive order of 

addresses periodically recurs each time after a period of at least two versions of the basic 

cycle, one monotonously ascending or descending order of addresses ocx:urring in each 

period. 

20 A transmitting section according to Claim 19, said period being composed of 

aactly two versions, the respective order being alternately a monotonously ascending or 

descending order of the stage in the cycle and the pseudo random function. 

21. A receiving section suitable for use in a transmission system according to Claim 

lS. 
22. A m:eiving section according to Claim 21t for perfonning successive versions 

of a basic cycle, in each of which versions the logic succession of data-items and the signal 

~ a respective one of a series of logic successions and of a series of successively received 

signals, respectively, the seleding means comprising 

a memory; 

write means for writing the data-items received from the demodulator into the 

memory; 

read means for reading the data-items from the memory and for applying the 

data-items read to the decoder; 

addless generating means for gene.rating addresses for both reading and writing, 

said addresse.. being generat.ed in a respective order of addresses for each particular version, 
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the onter in the particular version being permut.ed with respect to the iespective ordec in a 

directly preceding version according to the inverse pseudo-random function for the version, 

the tead means reading the dala·items in the particuJar version according to the cmb 

generated for that particular version, the write means writin& the data-items in the particular 

version according to the addresses generated for the diiectly pieceding version of the 

particular version. 

23. A receiving section according to Oaim 22, when:in said respective order of 

addresses periodk:ally recurs each time after a period of at least two versions of the buie 

cycle, one monotonously ascending or descending order of addresses occmrlng in each 

period. 

24. A teceiving section according to Claim 23, said period being composed of 

exactly two versions, the respc.:ctive order being alternately a monotonously ascending or 

descending order of the stage in the cycle and the inverse pseudo random function. 
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