WO 2005/ 091743 PCT/ US2004/ 040108 | MPROVED CARGO HANDLI NG SECURI TY HANDLI NG
SYSTEM AND METHOD 5 BACKGROUND This invention relates to the processes and
systens of determning what cargo is safe to pass throu rans i prent
poi nts i ncMARPY$HPppi ng port systens, and has parti c'ﬁf?‘gp§23€ q4f'1§£ti on to
seaports because of the high volume of container cargo shipnents handl ed by
such facilities. 10 It has becone of critical inportance to the safety of
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i ncom ng and out goi ng cargo cont e processed in ports. The
destruction of the Wrld Trade Towers through the hijacking of comrerci al
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T NbonachidEsen ot Gp vt brade T wrangife Bipsinedt oo RatingRe

cont ai ner s 1pRA%h\ES oh Al /B0 hi?ﬂigﬁté‘d%@%ﬁw&‘!b‘ilhy of B vidRld Bldridrt coul d open
the containers at various points enh route to store 30 weapons or other

mat er i di5s iatfackse Iidpreatizaddhat apmoxizeedy 984 p4 theppmldisgosls nee txgugione pot ent i al
help i's to aye. SoRR0LSind HAGHRdnd Ry R n GO Rl itlds 30 fillobist Bk

and other terrorist activities, which this invention is designed to address.

Many are looking to solve this problem. Some hope to use satellites, biometrics
technology and radio-frequency identification tags, or RFID, to track containers, also use
20  computer systems designed to gather and transmit data about the goods more efficiently
than traditional paperwork. The entire chain of custody has to be reviewed, from the
factory to the store, and where potential vulnerabilities lie in the chain.
One easy example is the vulnerabilities of coffee beans in their route to the U.S.
Port workers in Brazil load containers filled with coffee beans onto ships, which bring
25  them to the port of Bayonne, N.J. Port workers there load it onto trucks operated by a
separate company. Finally, the beans end up at a Sara Lee roasting facility in Moonachie,
N.J. ,
The coffee itself isn't the risk. It's that the containers themselves that can be
tampered with, and terrorists could open the containers at various points en route to store

30  weapons or other materials in the containers.



time data via satellite to a central |ocation, including whether the

contai ners have been opened. It is currently believed that only 5% of cargo
containers arriving in the U S are 5 actually scanned for weapons and
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Processing of information alone is a big challenge due to several factors, notable

of which are the following:
Cargo documents (especially manifest data), are traditionally lacking in
information and this hampers port officials in correctly establishing the contents
20 of containers. Among the most common problems in these documents is the lack
of relevant information, the use of vague or incomplete descriptions, different
terms/names used for the same goods and the omission, whether deliberately or

not, of vital information from these documents.

Contrabands, drugs and illegal substances together with components that
25 can be used to manufacture or assemble weapons of mass destruction, are
shipped separately to avoid suspicion and detection. (An example is the
smuggling of component substances that can be used to manufacture bombs. For
example, Nitrate has traditionally been imported for use as fertilizer in farms.
However, this chemical is also used for the manufacture of bombs. Unless

30 certain business rules are defined to determine the acceptable amount of these



substances that can be considered for legal use, this multiplicity in
end-use will always be subject to abuse.) International trade presents an
i nherent problemin | anguage differences. Wile there may be accepted
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15 security conscious maritime boundaries boils down to higher consumer prices. The

tedious processes adopted early on by countries caught flatfooted by these terrorist
attacks slowed down processing of passengers and cargoes to an unacceptable

timetable.

Budget constraints. Third world economies have notoriously small
20 budgets for revenue-generating agencies like inspection services, border posts
etc. The mega-economies, by bounding themselves to create a security corridor
on the trade routes, are effectively shutting out the developing economies that
can ill-afford to acquire and implement sophisticated and expensive solutions
that can comply with their emerging security standards. There is no hard and fast
25 solution model that will apply to all economies. Any solution should therefore
scale to the needs and capacities of the country (or even the specific port) that

will implement them.

Economic Implications. The implications of not complying with the

emerging standards for maritime security can be staggering. For developing



countries whose nmain exports are agricultural, the prospect of agricultural
produce rotting away while the cargo ships wait for clearance to dock at
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BRI EF DESCRI PTI 8&%—‘%@“’5@&/@?{1&@%&% 1 is a flow diagram of the basic
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docunent at idangdréusforr il¥dgal dapadles.i Nt o the system and profiles generated for
each cargo container. Additional sources as well as "thesaurus" 25 data
checki H@ is done in a security nodule to make adjustnent to the risk profile
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i nspections perforne the cargo are adjusted in accord with the profile
devel oped as defFig. tiineflowlljagaans of the basidprecesss smpidyed in mefetredh t he security
nodul e. Addeif‘h’i 8nal feat ures are descri bed whi ch enhance use of the system
and detai | FPRIHHLS GMGINYPYONet hods appli cabl e thereto, 4 WD 2005/ 091743

PCT/ US2004/ 0401@8s. 2 is a block diagram of components of the inventive system.
15 Fig.3 is a detailed block diagram indicating how components and processes affect

each other in preferred embodiments of the invention.

SUMMARY OF THE INVENTION
This invention teaches that a systematic approach to security can yield high
20  volume cargo transshipment with some degree of security. It relies upon the ability of a
transshipment point to do gamma ray inspection of cargo containers, and provides a
framework in which such inspections can be limited to improve commercial conditions
and throughput of the port. Cargo documentation is first input into the system and
profiles generated for each cargo container, Additional sources as well as “thesaurus”
25  data checking is done in a security module to make adjustment to the risk profile
developed based on the documentation. The nature and severity of the inspections
performed on the cargo are adjusted in accord with the profile developed as determined
by a set of ‘“business rules” within the security module.
Additional features are described which enhance use of the system and detail the
30 inventive methods applicable thereto.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS. Figure 1 illustrates the
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decl arati on mﬂnﬁw&ugmssarpwe HELE (P e dpgaaars tatite PO kigsel s

di scr epancydocﬁlhenta%%metiﬂto%egyske?n, litSshb@id BY @lchdy BsHleARsbdwank Hofillcclt obabl y
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profile where high risk is at one _ ‘
20  document. Based on this initial profile, the cargo/shipment is "tagged" according to risk

levels. When the actual shipment arrives at the port, the Import/Export Declaration is
submitted to the system. The next level of evaluation is to compare the Import/Export
declaration with the e-cargo manifest previously submitted. If there is a discrepancy, the
security profile is re-evaluated and would most probably be upgraded to high risk (based
25  on defined business rules) because of this inconsistency in reporting. On the other hand,
should there be no inconsistencies between the two documents, then the inspection
method initially assigned to the shipment is carried out as indicated by the system, based
on the initial and now confirmed security profile.
The risk management module, preferably a software-enabled engine, will extract
30 the appropriate information from the documentation submitted and input in step 13 and

step 14 of the business process. It develops a scaled risk profile where high risk is at one
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and the knpad edge base. Each of the data recorded in these repositories may

be assigned nuneric values that will indicate the nature of their relevance
in relation to rinSdmpleaResting seappsts can prpgras difigeenteambingtions of iRsPPCN assi gned a

nuneric val yemls il HAMmeH iRfviduad fedlifferints. Some port/custom authorities may opt to

20  have all shipments scanned, regardless of security risks. The risk levels assigned by the

—

system will then be used to determine the degree of inspection that will have to be
applied. Other ports may opt for selective scanning and may provide fast lanes for low or
no risk shipments. Still, other ports may opt for random scanning, In some instances a
port may change its scanning activities pursuant to changes in perceived risk. In all

25  instances, any suspicious result will require manual/physical inspection of the cargo.

Risk profiles are developed based on available information in the thesaurus and

the knowledge base. Each of the data recorded in these repositoﬁes may be assigned
numeric values that will indicate the nature of their relevance in relation to risk factors.
For example, the data “Iraq” may be assigned a numeric value of 100 based on a scale of

30  1-—100 because of the current security risk potential of that country. Another example

may be the chemical substance plutonium, which is an active ingredient in the
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Mobile telephones are frequently used as
detonators for bombs. Also, shipments of these
devices are sometimes used as conduits for
smuggling smaller electronic equipment. However,
there are many legitimate importers who have

good records. Thus, a high-risk rating is assigned.

Based on this profiling, the shipment may then be evaluated using the defined

business rules. In the above example, 2 out of the 3 data or concepts derived from the

submitted documentation are high-risk, while the remaining 1 is medium risk. This

profile may be defined in the business rules as a high-risk shipment and therefore must

pass through the container inspection system.

Another example is a shipment of microchips coming into the port of Los Angeles

from Singapore shipped by a Company XYZ who has been exporting these chips to the

US regularly for the last 10 years without any untoward incidence. The system may

create the following profile for this shipment:



15 US regularly for the last 10 years w thout any untoward incidence. The
systemnmay create the followng profile for this shipnent: 7 W 2005/091743
PCT/ US2004/ 040108 Dat a/ Concept Ri sk Val ue Remarks XYZ Co 0 The conpany
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of system without leaving the inventive bounds of this description. The components include

l)

an appropriate data interface 22 to allow for electronic submission 25 of all

10 documentation to the security module. The security module will preferably be
implemented in software on a general purpose computing platform or system. This data
interface will also for communication between and among ports so that a worldwide
SAFESys solution can be implemented. The risk management tools component 23 of the
security module consists of a thesaurus module 26 which contains information regarding

15  alternative names of cargos and associated information, business rules module 27 which
describe situations in which cargos may or may not pass, a knowledge base module 28
which supports the other tools, and categorization and alerts component 29 which is a
real time knowledge base supplementing the knowledge base module.

An important feature or component of the SAFESys solution framework 21 is the

20  container inspection 24. This requires the ability to have gamma radiation scanning 31 of
cargo containers which otherwise would need to be opened. A molecular analysis of the
contents of the cargo container is available through such scanning as is well understood
in the art. Manual inspection 32 is also required to supplement the gamma radiation

scanning. Additional components including X radiation scanning, acoustic scanning,
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point is passedﬂ‘%%ﬁn?%g CIOsHd B Omamleﬁherﬁsﬁaws égf%truct ed from
i nfor mati OfetbfmAiR FhhGh@Ata BRESCHT witthel Gth&lTultB HeddR6 BE Sppbied fPREd adi ct
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per f or bed deteminewhetherorinef it iswafe and neaycdr mayeot b twansghipped tigowghythisdet er mi ne
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knowledge base 43 which may be constructed from information from external sources,

20  which may update or contradict information in the thesaurus if necessary. Additional
analysis may be performed based on this information and a decision point 3 may
determine whether the shipment should be stopped at this point. On the basis of the
knowledge obtained about the shipment to this point, a profile is created for the container
or cargo shipment being considered and at point 4 if the profile is too risky or cannot be

25  created, manual intervention may be required. In any event, the profile is recorded in the
knowledge base. Business rules 44 are applied against the profile and the information in
the manifest for this particular shipment at point 5. Either physical inspection 47 and/or
gamma ray scanning 48 is then undertaken unless the profile shows an extremely unrisky
cargo and shipper as well as other earmarks of a safe cargo transaction. An inspection

30  report 49 as well as any alerts and notices that are required are then developed based on

the output from the previous process. Any changes in the profile that need to be updated
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Thesaurus can also identify what are the other substances needed to complete the illegal
20  drug, and may even provide the probable sources of these substances. Thus, the system
can provide the authorities with a more comprehensive profile of the shipment.
Based on this profile, an initial categorization of the shipment can be made.
Business rules can be defined which when applied to the information developed form the
Thesaurus above will categorize shipments according to the profile that has been created.

25  For example, a profile can be categorized as follows:

» Passed — when the profile does not produce suspicious results.
" Conditional — when the profile produces some suspicious results but does not
meet a set criteria level for a “Fail” category.

30 * Fail - when the profile produces suspicious results.

10
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associated with the shipment will be determined with any other additional information

provided, such as the company importing the chemical or the consignee. It would make a
20  difference in the profile if the company importing the substance were a respectable
pharmaceutical firm as opposed to a situation that the consignee is somebody who has
been previously charged with possession of illegal drugs.
By creating categories and defining the criteria for each, human discretion in
determining whether a shipment is suspicious or not is greatly minimize. This allows
25  legitimate traders to move goods in and out of ports with greater ease and reduced
waiting time while making it harder for contrabands and other illegal substances to pass
through ports undetected.
Information that can be used for risk assessment may include historical data
gathered in the course of using the system, including derogatory records of shipping
30  companies, exporters, importers or forwarders. For example, an exporter who has a

consistent record of inserting undeclared goods in their containers may have each and
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determ ni ng whether a shipnment is suspicious or not is greatly m nim ze.
This allows 25 legitimate traders to nove goods in and out of ports with
greater ease and reduced waiting tinme while making it harder for contrabands
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shi pped wiithin the vicipity of Sept er 11 can be.. uspect , (k.egardl ess of
he’ goddl PuBbPeardlst otk ot repi ol B orblod Rlporiis BUERGREngfigHRA

i nf or mat i giforekioAGaBartddeethe Miforniaion Arely Failybleiviahd Bsgurudlariditie Thesaur us and
the Know edge Base and provi des a nore conprehensive source of information

for profi KoagledgaBssemdproddesamerssomprehgnuyg wuecs of infemagpn fir profjling,

shi prrentsslggﬂml&g_ initially tagged 10 according to the levels of security
that wll applied as they arrive on the port. Wile sone shipnents are
cat egori zed f oByicatggerzingoargessrvasadryn frefilas, Ishipednts oart bkimitiallg tdghedt | ane”

based d..profijli th | shi t arri t the port, th
Chat  AGve Ss0eitE & e s of Secbe et Gt ErwR et POt et R Bl nepect | on
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can produce not only an inmage of the contents of the container (as is the
case in cémeehasedrned goedmegfilingut can al so determne the nol ecul ar

conposi tions of4t he,contents. For .exanpl e, subst S at._c e used for
expl osi ves m&g’é‘mﬁf‘g aﬁpagg%lpgagnﬁaépgesoagﬁgeggﬁt, ﬁ"ﬁgel tﬁ%‘i}%ﬁ%ﬁ%gﬁ%%% Qg)? Usi ng
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between the real] bars of soap and 20 those that are nade of the honb
subst dﬁcemw-wemﬂgwsmwéu@mépwaﬁm&s of rpertentsef et er i ni ng

the chem Ggliainer (as is the case in conventional X-Ray) but can also determine the molecular
compositions of the contents. For example, substances that can be used for explosives
maybe disguised as bars of soap inside the container. Using conventional X-ray
equipment, the images may not show the difference between the real bars of soap and
20  those that are made of the bomb substance.

The Gamma Ray device on the other hand is capable‘ of determining the chemical
composition of the content and provides this information to the system. The authorities
will then have a more accurate basis for making decisions on whether to isolate and ,
conduct physical inspection of the contajners. The amount of time saved on avoiding

25 physical inspections would reduce waiting time for the shipment and increase the
capacity of the ports.

The economic implication to implementing agencies cannot be ignored. Without
proper risk analysis and security tools, each and every shipment would have to be
inspected in order to comply with US and international standards. Increased requirements

30 for resources, both human and logistical, would put financial strains on the operation of

these agencies.
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together with information generated as a result of previous physical inspections or
20  Gamma Ray scanning. Additional business rules may be defined based on local laws and
regulations.

A vital requirement to safeguard the information exchanged across the supply
chain is data security and integrity. The system is maintained and operated on secured
sites where only accredited and authorized users are allowed to access and transact. The

25  SAFESys takes full advantage of web technology to provide a common, easy-to-
understand user interface.

"The combination of Gamma Ray technology and an extensive Risk Analysis and
Management system reduces the probability of error on human judgment by providing
objective and thorough assessment of both submitted and captured information through

30  well-defined business rules. Properly implemented, the system not only increases

confidence in the security of the supply chain in the country, but it will also encourage
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20 Gamma Ray scanni ng. Additional business rules may be defined based on

| ocal laws and regulations. A vital requirenent to safeguard the

i nformati on exchanged across the supply chain is data security and
integritywolfags®yabem i s maintai ned and operated on saamestoosgidies where
only accredited and authorized users are allowed to access and transact. The
25 SAFESys takes, full advantage of webh technol ogy. to_provide a common,
easy-to- (iedefastitation by Providing f3shcasy aﬂ‘?ée]éag’llﬁ)ﬁ’rﬁ‘éq% 13go Q“P%WrRay t echnol ogy
and an exignshyeoRigk Anal ysis and Managenment system reduces the
probability of error on human judgnent by providing objective and thorough
assessnent of ©uir prefartedictbodiraend systqu strosdt! have thenfallpwingtmjonfgituize

wel | -defi ned business rules. Properly inplenmented, the systemnot only
increases confidence in the security of the supply chain in the country,

but itswll also ennoeRADathIntdfhct0Phis abidrIritidés\ W HOMPHPERS (rade
facilitation by providing fast, easy and reliable processing of shipnent for
legitimte trageeEonigERbmysionsoladyancesepienatmaniipst v igpeiiedditve t he

foll ow ng ngj or . X . ; r i: provi des
the facility fS‘Félfl‘ﬁ%&{sgﬁré’&tﬁé’l@n%’?ﬂg%%@%@%@8‘*&%@&/@% E‘es%‘%*.‘%% St P et
and i nmport | exparay alsdédelpassed fionsefiginglrompuiensystensglrenty weidgiopiahentadgoes. The
el ectroni c docunents nmay al so be passed from exi sting conputer systens

al ready bei ng PYBPEAEFASEERS BYLHIEE- or custons authorities. 10 Sone software
must include R sk Managenent judgnents. This nodule provides the capability

to evahuat e i nfor MagoMAB sdFrWire @At indludd Risk Mg Eifbs/j6lBmheatsa tThtfoddé nst
stored information_ in the Know edge Base, (generating risk assessnent based

on pre- def i ned Pryides tesapalnibity to eraugte informatign pravideddmtheonponent s of this
nodul e: 15 Pre . [ . Jncti I iZed into the
fol |l ow ng fouW%%%egkﬁ}g#%gglgﬁgﬁg%g)&%}%‘gﬁ% tgé]%gﬁwpflgp%ﬁgégréf of rel ated

i nformation t hgtnetatinglitk assesamént basdd oh phe-diefined dagitass aded, Tharfollbwingani f est s

and decl arations o .
are suL-components of this module:

15 Preferably, the risk management function is organized into the following

four components:

Thesaurus - provides a compilation of related information that can be
associated with data captured from the manifests and declarations or
from the Container Inspection module. This allows for “expanded”

20 evaluation data by providing information that may normally be
overlooked when manually reviewing the documentation. The Thesaurus
takes the information, checks it against its database for alternative names,
common mistakes in spellings, parts or components, composition, local
and foreign counterpart terms and similar information. Based on the

25 result of this cross-referencing, the information generated is used to
extract frorm the Knowledge Base all pertinent information relating to the
captured data.

Business Rules - these are standard sets of criteria that are internationally

accepted. Local laws and regulations may be added to the standard rules

14



fromthe Container Inspection nodule. This allows for "expanded" 20

eval uation data by providing information that may normally be overl ooked
when manual |y revi ewi ng the docunentation. The Thesaurus  takes é?pe

i nf or mat | W9 20840&WS it against its database for alter &‘E‘?’W"h@ﬁ@ ., conmon
m stakes in spellings, parts or conponents, conposition, local and foreign

count er par t ter'Ts. apg iR LiipdoBLAR B ge ARG k2B RSMe0l L s

cross-referencing, the | tion generated is used to extract fromthe

Know edge Base al | peemiimehow infoumation poovided| oattheyganifest/eclaratégisareed dat a.

Busi ness Rules - these a andar.d t s .of i Lerl hat .are .
internationally acE’Z%?ré’{?.g aic%&yﬁu t‘&%&/ﬁ‘ﬁﬁ‘&% %eg{ﬂfgﬁlm&ﬁﬁvt%pg’%dgﬁ to the
standard rules 14 Wo“BadEtOdialAgenREH Nz 8 /pospRil) &ssefDihfamatse
conprehensi ve coverage of assessnent. These busjiness rul es, determ ne how

i nf or mt i on provi degensratady the dhewsurys gand) thenayse GHs toxpxtract the iformetien and
eval uated. The rul e&gﬁf{d ﬁ)&g% KP&VOIeH RYS S%@e?iﬂ??ﬂbgfs t he "busi ness
red on

intelligence" requi 0 properly assSess ihforna 5 generated by the
Thesaurus, and then use this to extract the information required fromthe
Knowl edge base. (SeKnewledgd Base)- thisasvhe dojéecBars ef infartmiation slatétetodind | ecti on of

information related_taq,t tofile of the shipnment_ created through the use
of the Thesaurus. Tﬁ@%leifﬂﬁ}ﬁ %@Berg%e@{eg&moggl}@%iuﬁ? Sfrtﬁﬁﬁﬁﬁﬁff“%lﬁ er e

addi tional data mayghewklgoBisal ddfhinsaMdrrhitidnl iR WiRké sRiifichal Ankedybe t he
system as for exanple by the Internet, users may choose to access such

i nfor 8t i on when f upbtaiaed, aahif|the pepreesis lisked todle s pefor gramplaby Bigort s such
as Cat egor | zation/ Ahﬁérheﬁ: us%%?fcl’?cﬁgé tota%c%sgguéﬁw %Ryer.cooper at i ng
0 por Ically

port (SAFESys-type) systens a er S, autona or With human
intervention. Any lanalysisperdqyired. SPustidulagided reportsmich am Categordaatio@dlaxtst ri gger to

increase the security.risk lev assjgned to a container
Cat egori zati on/ Al erf“éybe H&é@&ﬁsm}dﬁg&ﬂﬁ@éc%ﬁ@w:%P%§4%%%Ysmeés, t he
systemis able to CajsRAR. &Bed Pitd, BiftbnhScal§ ©f HithMindaf iRERARIl N8Y

15 properly classified information can act as a trigger to increase the

security risk level assigned to a container.

Categorization/A lerts - based on the profiles and the business rules, the
system is able to categorize the results according to pre-defined
categories when properly classified and thus enabled to be incorporated
20 into the Knowledge Base. Levels of security checking can be linked to
these categories to identify which shipments need to undergo physical

inspections.

The system must provide for Container Inspection. Shipments flagged for
Gamma Ray inspection are normally those identified by the Risk Management module
25  as potential risks. However, the degree of risk that will warrant such an inspection will
again depend on how the business rules are defined. For some ports or during
heightened alert times or the like, it may well be that all containers, regardless of risk
potential will have to be scanned and physically inspected. At the other extreme, it
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categories when properly classified and thus enabled to be incorporated 20
into the Know edge Base. Levels of security checking can be linked to these
categories to identify which shipnments need to undergo physical

i nspect i oRg 2ddi@1ayst em nust provide for Container | nspegusonos@hs pnent s
flagged for Gamma Ray inspection are normally those identified by the Ri sk

Managenent ule 25 as. potential risks. wever, the degree of risk that
will vva_rreﬁ‘?gp é#tﬁﬁlyi}?@&wp’é’ﬁ’qﬁcﬂgoaﬂﬁ?ﬁIg@’é?fé?ﬁ’(rfoéli‘is H@RF‘_%‘HB' busi ness rul es
are def i nathndid: iPERioR AL, BrePérably! AR mAieLaRpGRAY: al ert times or the like,
it my well be that all containefs, regardless of risk potential wll have
to be scanned and physically inspected. At the other extrene, it 15 WO

2005/ 091743 PCT/ US2 8cenningo ¥en mepnbis seanmed,dhe eswltsyine feddhaglpint Bgs car go

wi |l be subjected tg.his. .l i j ) | pref erably,

three main comonen&%%%ﬁh%ﬁ%&qﬁ(&%eﬁr %ﬁ%ﬁ%mﬂl?@&éﬁlﬁ%&?@%ﬁ% results

are fed back into tbpfildbitke ipagarvasdd ombielhdvahesd manifesyand docludation.t he

previously created praofile of the ship d gn the ﬁdvanced mani f est
(Y]

t bas
and decl arati on. vigtionstorn mdwt Rvgde nﬁ‘g@ﬁﬁﬁléﬂﬂﬁé‘d’fi’_ eRetsr i gi nal
profile and the g:?#gft Pfhe SORNREARO M MICa BYPh U 8ined BRifksyR1EY defined

busi ness rul es. I?Qay scanning produces bot mages and nol ecul ar data,
enabl i ng t he syst emGaomiveRay ssatpeng prodage bethiimagesrand imdlérmlardateent s of the 10
contai ner without actual physical inspection. Even e inmportant is that
cleverly hidden conf?%ﬁﬁg‘fwﬁﬁ?’ tﬂb%*ﬁﬁ%ﬁ%@@g%?ﬁl&gﬁgﬁﬁcar%m 0?@1?nventi onal
X- Ray 107™gi ng can b;@ozﬂ@iﬁéﬂvﬂﬂ@'ﬂa&@él%?ﬁé&l ipevtigh. KveRiniore fRpaitaut Rithat
conpositions. This is especially helpful in identifying substances or even
smal | er conponents elgyelyhidgdesroatrabants habrormaldyiewapei detegtiapdhs of nmass
destruction either Vel \ ;pﬁn B |1 al so be
a deterrent to bio- tgge#ror(?ngalmﬁ%areagﬁxﬁg:tgggggtgcmat%?'lugpgtgétg@%%?u%ﬁ?wharn1 ess
can be used as weapawdecolar comssositést.r Thit is@speciatiyg helpfuttim fdedtifyigo f at al

combi nat ons.  The copl exLiY and. sRNLSLLCAL. oD B, 0LEi) fessalee! s ©

15 weapons of mass destruction either on their own or as components

thereof. This will also be a deterrent to bio-terrorism where substances
that are normally harmless can be used as weapons of mass destruction
when combined into fatal combinations. The complexity and
sophistication by which these tools of terror are being developed requires
20 a tool that is able to drill down to the lowest levels of identification in
order to detect them, no matter how they are hidden or disguised in the

containers.

Manual Inspection - should port officials require more proof to confirm
results, physical inspection of the shipment may be requested. The result
25 of this inspection will be fed back into the Risk Management module to
add to the Knowledge Base. This will allow the system to “learn” so that
the next time the same situation arises, the system will be able to deal

with it using the information acquired during the process.
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20 a tool that is able to drill down to the |owest |evels of identification
in order to detect them no matter how they are hidden or disqguised in the
cont ai ners. Manual Inspection - should port officials ir re proof to
confirm MESWIY®I™Bhysical inspection of the shipnent @H%gﬁ/“ggl&gsted. The
result 25 of this inspection will be fed back into the R sk Managenent
modul e to add to thaldfioudtifidgenBasien rehils ofithd ingpdction alededingd theRisk " | ear n'
'so that the next tinme the sa situation arjses, the systemw ||l be able
to deal with it usMiGaaREnt RPBHeRS! %m&&ﬂﬁ 9*‘é§é&i9ﬁ§%@h?%élgﬁ%rﬂfe% s. 16 WO
2( Wb/ 091743 PCTI USZ&%@%@}Q%ESV@MSE of Mefei ek BleSesulipSRofifes BifsS of the

i nspection are fed Into the Managenent nodul e and the analysis of the
profiles show si gni furdeapategoties thatgpaasspunty trsatsaalenand motificitianssambe ur e of

the resulting profiles fal.ls, under _cat.eqories.that .po ecurity. threats,
al erts%and notifi ca??nﬁfﬁgdcbé'nthﬁﬁys mg@ﬁ%"f‘&gglaes&fl‘i’ﬁémgggﬁﬁ?ﬂ%l"%%%% n these
alerts and noti fi cakidappropriarfadlions JRcbeRRIOPY aﬁh@it%éhFﬁﬁﬁ thedhigiferitaken by
authorities against the shipnent and those responsible for the shipnent.

These al erts and notid thesarpspessible for thasshipmandiolhese algdaard reidicpligpires of t he
. g j . _ Pre .
cyebam |+ ke our - SarrRd e il ddfrofls e VonbARPRE el b PR VE

interface with one another as information is passed, shared, consolidated
and conpar ed aflhddiffesant pompanante of @f invéntivp syters dike Aar SAEES¥s|systemaré on bel ow

shows,,bot h ..t he ect rani opies .of. the, manifest/degclarati.ons and the
repor 11 gdWEHE] "8@%@}13%%8&%%@?%&&#%3 Bvétetoln&?nﬂ@&ﬁ?s FRAUGIIPRSSEY t he Ri sk
Nanagenﬂntshﬁf@dilcbﬁsoii@étedéﬁ%aﬂ?ﬁ@ﬂ%ﬂ&iﬁ&m&ﬂﬁg@@_o‘fﬂﬁpﬂi&ﬁﬁurUS and the 15

Know edge Base to create profiles for the shipnents. The Business Rul es

defined in theAsfhaiusigation belayshewps beth thedegtramic sppigsiobihe t he el ectronic

mani f est : -al i t d and
eval uat ed TR ERRA ARG .0 ORI Sl B HCOL ARG AL ARORRE ERD
i ncl udi ng fedintq the Riskdanagerders modnleiféri risk deseasmért, ysinpthel hesaatns and thes

bot n1'ocal st FSetp SRR AR f Bechments. The Busifke? Ruftd Whedth T = ©V€!

Risk Management module, control how both the electronic manifest and the Container

|}

Inspection module reports are processed and evaluated.

The SAFESys system database can handle all types of data, including text, images

and scientific data. It provides web access capability and allows concurrent access to a
20  large number of users over both local area and wide area connections.

The above describes the data relationships within the system and how information
is processed using business rules and the data definitions in the Knowledge Base, from
the time the electronic manifest is received and lodged into the system, to when the actual
import or export declaration is received electronically, until the container is either

25  released or held pending further investigation.
To further illustrate how this works, we provide hypothetical examples: as in

relation to business requirements, consider the following comparison between :

30
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The above describes the data relationships within the system and how

I nformati on
t he Know edge Base,

fro

m the tine the electr

| odged i nMP ("Bt em to when the actual i

recei ved el ectronically,
pendi ng furthe
provi de hypoth

Steeda)

until the contai ner

mort or ERbFIRULERE

is either

I s processed using business rules and the data definitions in
i ved and
ration is
25 rel eased or
i nvesti gat i QargoKOorftainti#t il | ust r afargh Guntdihar #Or ks,
exanpREW frata Hong Kehgt i on t 0 Joide frvasThaileid r ement s,

hel d
we

consi der [téwpfiol | owi ng (ChrmRR iaR BahrintcRitiory 3Balvbside RODBIRARET43
PCT/ US2004/ 040108 Steps Cargo Contai ner #1 ¢argo Container #2 RTW fyom Hong
Kong Ri ce| Advrerelegtiogisd indtoag Kongphipa),000h G4 riamnayy imEhailepd.sakedaee| Ri ce
Tradi ng | ronL.G. i hi f y in Thajland, a
regul ar oégBgﬁm%%%?¥e§$&%§b%#ggggmg$%gg%in1§§%8%8%gﬁ§ggﬂggporter of rice
to the regceceres aadd Phi| Philipphes. It leavdsdtongs HQRhilfipihdspsendes elecraic an
el ectroni | odged i ntoj the Kong on Q6 June, (will stop manifest for h
shi pment dgedgpie thf_‘syst o % mall siony Saﬁﬁﬁ“%ﬁt fona supwen o dl0npt ri ¢
tons of Il SehOnfiuEh iR Pller SHHafl o 08 Fhdctefonp” dGRAHL Rohs'Pribh® REUL 0! 1O
Sept enber| "The manrtest| al so nodule. Manilalon 09 June. An indicated that
it woul d pRatelirderfaconi ¢ curpseeding tothe pemhof est g Hi0feptendtier.delmyanifesttatse Port  of
was sent tQ nila as sjpgn .as ila., all the .gar s, were. l.oaded nto the
cont ai ner| BR“8% June. Sﬁ%ﬁ@%qgﬁiﬁwﬁé“hanifeafg%ggggﬁg}ggﬁyl AFESY's
identifiefs 10 vari eti es| ¢l&roRikRBpy G'thé mbifdss | SAPpSY direvtlyitatiesPorngfor nat i on of
rice exported by Thailand to <created by from.the manifest and checks it the
Phi |l i ppi nes. One of t helsWas senttp Aanilpas s08p a3 ed Matllanst t he Thesaurus.| The
varieties|, the R18, is QﬁﬂﬂﬁgmnkﬁéQEﬁﬁB&ﬁﬁ f fom Thesaurus returns
informatijon fromentering t country 1n the Thesaurus on recent arps
snmuggl i ng| certai n quant intogbe tames en 0l Juisased on activities in Sabah, the

H —t_la Aanal
conpet es gtep G "' | Once the manifest is received, | SAFESys identifies 10 varieties

Shipment profile is { SAFESys extracts information | of rice exported by Thailand to

created by from the manifest and checks it | the Philippines. One of these

extracting related | against the Thesaurus. The varieties, the R18, is banned

information from | Thesaurus returns information | from entering the country in

the Thesaurus on recent arms smuggling certain quantities because it

based on activities in Sabah, the competes directly with local

information in the | stopover destination indicated | varieties.

manifest. in the manifest. _

Step 3 A check on the Knowledge The most recent regulations on

The profile is used | Base produced news releases the importation of R-18 rice is

to search for on the Internet about increased | available in the Department of

information in the | terrorist activities in Sabah. Agriculture website. Information

Knowledge Base. | The profile is updated using from this site is provided by the

this information. Knowledge Base. The

Knowledge Base also returned

information on Sawasdee Rice
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I nformation in the stopover destination indicated varieties.

mani f es

t. in

the manifest. Step 3 A check on the Know edge The nost recent regul ations on
The profile is used Base produced news rel eases the mFortation of R18 rice
is to sedY@POFBHTHN the Internet about increased avai PAHVEPHIHE
Department of information in the terrorist activities in Sabah. Agriculture
website. ([ nformation Know edge Base. The promJuﬂndg so;gpg@l gickshpg flromthis
site is provided by thg this information. Kmpow e % ase. The Knovvl edge
Base al so returned inflormati on on Sawasdee Ritabits g Snghipronts 0bniqe;3
PCT/ US2004/ 040108 Tradi ng Conpany, indicati Mgent Ry eiaﬁ;n adshi pment s of
rice went through inspection and passed w th gﬂt an%htlﬁst‘gJ em gt ep 4 One of
t he busi ness rul es The DA regul ation states tlpa&sedWhhomtmmyipadblgnofi lle
St I pul at UTT ull_y "Pr 4 LU 19 T UII. I UII b COTTO €S5S I S
created H‘Zy have an ?eé?fé}?"g?’rﬁ ?d’“@? R-1 g'hp;ﬁ&regglagppg%tham sd, 5
cat egori ZemhdiaRALrotiR' [\ iplhfes i ddy ERIELAIIT tnbGHaibRBISUND kAR drERECt | ons
for on thle business I ngpection. Shl pnent |from shi pmehts of the slane
conpany figkcregted mnd Hao Naitvl@emmnlteﬁertﬁmctq he safB-i¥rringusalowmedkelsdaé lal t hough
appearing any a :.'tnu dytrader” | The ul a Iegltlmate
shi pnent eﬁﬂ%?ﬁad ied'ﬁoﬂs e&'%; gaggﬁg?or ;c?résaa.glaeggspgctboggg?bl e rlisk or
| ow ri sk” @i"lﬂhélﬂmﬁess beq&ﬂgpectﬁfn Theshsiea® R || Bhiphehta bf i ameombady NI  Hao
Mah' s shi pn&gt Upon arrfival of the shipnent, |the Wen the actual arjrives,
the el ectf®HSc copy of |Yid&orldat Eategmy of t he foriposame rifppemekeathe; ves, t he
| nport declaration is D}ea%&; tdBEhrinS tShm tt ed l< fdd n4akideded agai nst
the profil e of st 4 ombdlfy o ‘BRI '
regular and legitimate shipment | shipment is categorized as a “no
is tagged as a possible risk or low risk” shipment.
because of the stopover in
Sabah.
Step 5 When Ni Hao Mah’s shipment | Upon arrival of the shipment, the
When the actual arrives, the electronic copy of | electronic copy of the Import
shipment arrives, | the import declaration is Declaration is submitted.
the Import validated against the profile of
declaration is the manifest recorded in the
electronically system.
submitted.
Step 6 Ni Hao Mah’s shipment did not | The information is validated
Any new have any deviation from the against the advance manifest. No
| information, or original manifest. The Import deviations were noted.
changes in the declaration shows that the
original manifest | container contains 10,000
will be included in | pieces of Polo brand denim
the shipment pants. It also showed that it
profile recorded in | stopped over in Sabah as
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declaration is the nmnifest
subm tt ed.

No

Step 6 Ni

recorded in the

mani f est .

The I nport devi
ori gi nal

electronically system

Hao Mah's shipnment did not The information is
val i dated Any new have any deviation fromthe agai nst
i nf or MR 208HNYB ori gi nal
changes in the declaration shows that the

%‘Eﬁﬁ%ﬁ&‘/ﬁ&% mani f est .

Wer e not ed.
mani f est cont ai ner

contains [1fle }bm W I'T Diepladieiuded 1 n pieces of Polo brand denim the

shi pment pants. |t also showed that it profijfle recorded in stopped |lover in
Sabah as [1Brofijes »ibb¢ 091743 PCT/ U820041040108H the system planned. Rrofiles
wll be [ ' L aglain if there are changes 1in the original data. Step
7 Since th%ke?gﬁ%ér?éa%%ndi stop in The containgr is cleared for Based on the
Sabah, t heifthess #athaes | Sk" rel ease within the day of its category |of the
cat egory pf ctéhe,shi Hrren was arrival. shipnent, cargoes not changed.| It
cannot be| ndBgond fatarled for cleared for reljease release to i medilately.
consi gneefg@ap 7. ST D Bl JHE HONLABRId stopiD) | SHE Eonthi RETITHAY TS
required. Cgrgo cont ai ner Garma&hRay éca0 nilﬂng. The V\nﬁﬁ‘jgge subjected to

i mages on| Bised sutheen sh , tieaffpotenialyrisk®d unyseledse athimsthoday hits scanni ng, or
cont ai ner cl ared

shipment, cargoes
can be cleared for
release to

consignee, or...

AR of the ISLLR:

€gory O
not changed. It cannot be
cleared for release

immediately.

né s%rpn?err]x %vas M

WBYg the

Step 8

Cargo container

The container is subjected to

Gamma Ray scanning. The

No scanning is required.

inspected.

container. While securing a
court order, the container was
isolated to avoid possible

contamination. When finally

will be subjected to | images on the screen showed
Gamma Ray no unusual forms on the
scanning, or container except the declared
denim pants. However, the
report on the molecular
composition of the contents of
the container indicates a high
concentration of cyanide, a
fatal poison.
Step 9 Because of this finding, a team | No physical inspection is
Cargo container of bio-terrorism experts is required.
will be opened and | called upon to physically
physically examine the contents of the
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through the nerve cells and
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vas isolated to avoid f
48 PCT/11S20041040108 o
ed that the fabric hag
pe absorbed by the skin
herve cells and paralyz
eadi ng
ions required. Based
I nspections, the entire ¢
her may be subject to

t o sudden deat h.

Step 10

Based on the result
of the inspections,
cargo containers

may be subject to

| Based on these findings, the

shipment was confiscated and
the entire crew of the ship
detained for further

investigation...

No lawful actions required.

lawful actions or
may be cleared for

release.

10

In the first example cited above (Ni Hao Mah Garments), the implications of a
security breach are quite clear. Had the shipment of the contaminated denims not beera
properly detected in time, ten thousand people or more could have died because of bio-
terrorism. The data gathered by the system will be valuable in stopping similar incidents
in the future, possibly stopping similar shipment even before it reaches the port of
destination. The involved port will also be put under surveillance, and countries that may
be adversely affected by future terror attacks that can be launched from this port may take
multi-lateral actions jointly.

On the other hand, the rice shipment was correctly categorized based on
information provided by the Knowledge Base, both factual (government regulations) and
historical (good record of Sawasdee Rice Trading Company). The faster processing of the

release of the shipment saved the importer huge amounts in storage fees, not to mention
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maybe cleared for release. In the first exanple cited above (N Hao Mah
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t housand MbINEI%BT3ore coul d have di ed because of bi oPSVVFMYE The data
gathered by the systemw || be valuable in stopping simlar incidents in

t he fut urie sPagsirdilivedfon st thciientd dbpShageduatio diediolopiddlerposure sfagdies t he
port of destination. The involved port wll also be put under surveillance,
and counti9ede nptHEY elg@gntshe adversely affected by future terror attacks that
can be | aunch thi e itq b | FQI Ry, 10
On the other ﬁg%gp%e&lﬁaégﬂ s%uio%étﬁ{ l?a\%a%n oroﬁlé%%ﬁ/&ggéhgglg% P‘S’Zi?f Sgasdgt:l on

i nf or mat i @y opab conteiders pasel apdtnextdraal et Bess sychias hiphf aert sealiritfy dolletmswant

regul atiopns) and historical ood record of Sawasdee R ce Tradi ng Conpany).
The 1 ot e bt ceperth Gotreehity BPiEn GESSPS pieorahREHBRY Likebi Hrertyor 1 o
huge anmule of in &itRé pEIE fcB®Pcan MR ichifRed Bt shiffing the\Wok RGHEIThill 4argo

PCT/ US2004/ 030108 tggesagﬁ%s reaﬁgzed fromTess incidence of g_s oi | age due
to the premniingetptorpris desirable based again er any fertens the oneratordpelsappraprigiedal d be
not ed thaﬁ%k@iﬂtooé%ﬁgiﬂ&% I{1as an option to increase the risk profile risk of
any or all contal ners Pased upon external factors, such as high alert

security bul | 4t stealdbe recdghizedithiasthe Theatihg dndalie einess tules aggbeiupdatedr even
per sopal

hunches. Likew se the security Jlevel of an_entire porf facility
can bt chbaaﬁ_ ‘&Poﬁﬁh"sll"?ﬁ“ﬁfsioiﬁ S‘_Eaﬁ“zl Hriagentainggrithat furgs upp Pm@gq“bﬁupné g?rner s at
once if dggmbRDIfR t 3 98eMiRE BUnth BT bi¥ SonlftReMRFadifiy A&6 %eﬁ@prop“ ate

to take into consideration. It should be recognized that” the Thesaurus and
t he busi ntbs sountilyes origip, the shipptasthelintehdedh asaipientpand simdarisfahationofillbesear ch of

a containg uy NS u . probl.em .shi poent .. For xanple. if a shipnent is
determ neﬁfd{:{%&?%%fagforqs %?{gw %ﬁygé‘mﬁ%a er.auﬁ]e r'J\9:r ﬂ%?@ée"agrétﬁy?&m%he country of
origin, the sliik@gike it Simild Al§checdehr FREA Blystoh, witl'hd raudlith@e powérdul idheon wi | | be
added, to the factors fromwhich risk level is deternjned for all subsequent

syst ehk. E%W%‘éf VAFIOUSROES dreipdefed weeth €k Thitap cmapacaiongipath bWeshch nor e
pover ful i vilKas gé’nﬁ’smgiQresixﬁﬁar"s%térﬂgssh&%tbé cREBHPH R Bfs d298kRRE- Thus, a

comuni cat1 ons p bet we
purpose.

These two example cases in the chart above illustrate only a few of the benefits

that can be realized through the adoption of ara integrated approach to container
20  inspections and a risk management system.

The scope of this invention is only lim ited with reference to the following claims.
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the various port's SAFESys or simlar systens should be established for this
data sharing purpose. These two exanple cases in the chart above illustrate
only a few of the benefits that can be realized through the adoption of an
i ntegrated approach to container 20 inspections and a ri sk nmanagenent

system The scope of this inventionis only limited with reference to the
followng clains. 22 CLAIMS Wat is clainmed is: 1. A nmethod for handling
cargo containers at transshipnment points with a data nanagenent system
said nethod conprising the steps of, a) receiving data input in a fornmat
acceptable to a systemfor identifying contents and tracking at |east one
particul ar container, b) automatically assigning a data profile to said at

| east one container, that includes the received data input, c)
automatically checking said received data in said data profile against a

t hesaurus- | i®W&aAIM8rd and/ or data recogni zer software program havi ng access
to nmultiple terns for at |east one of the data inputs, for expand the total
amount of information kept for containers by term nology or data matches in
sai d t hesaur u¥t% i {ameddy o recogni zer software, thereby expanding said data
profile, d) automatically checking other data sources against said profile

and determ ning eth ata in sai.d expanded data .praofile can be cross
ref erenced to‘ndat ;W'g?tholg?? Eelar“‘g'&wg???‘aﬂflﬁeés agtﬁ' e 'p"ﬁ%tlp%{mss“é‘g'ra %, and if so, adding
sai d r ef er encreansfmentsytemesid mebodicompritiegtheappatiid said data profile, e)

conparing the expangedilalgadig ih b SrrfaEcefleh RALRits HeRiyifg@itleR NETr  agai nst
predet.er m ned ‘busi ness rules; automatj cally determ ning a security risk

f) al
“level for said furt FHaFackings saEse Baieuar cBRi3s | " i n response to the conparison
of the expanded pr ob)i keomaiidally abshpgindndsth prefilesto saidlabieast oneeivthirgy) thaténciadrendi ng a
response in accordaﬁggmwghgﬁh determ ned security risk level. 2. The

met hod of claim1 wherein said response to said security risk level is one
or nore ¢) automatically checking said received data in said data profile against a thesaurus-

like word and/or data recognizer software program having access to multiple terms
for at least one of the data inputs, for expand the total amount of information kept for
containers by terminology or data matches in said thesaurus-like data recognizer
software, thereby expanding said data profile,

d) automatically checking other data sources against said profile and determining
whether data in said expanded data profile can be cross referenced to data of interest
in the other data sources, and if so, adding said reference of interest to further expand
said data profile,

¢) comparing the expanded data profile for said particular container against
predetermined business rules;

f) automatically determining 8 security tisk level for said further expanded data
profile in response to the comparison of the expanded profile with the business rules,
and

g} recommending a response in accordance with the determined security risk level.

2, The method of claim 1 wherein said response to said security risk level is one or more
of several responses including either '
, 2) a manual search inspection of said container,
b) gamma irradiation inspection processing of said container and re- evaluation of
said container's risk based on results of said irradiation inspection processing,
¢) minima) inspection of container, and

d) allowing passage through checkpoint.
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of several responses including either a) a manual search inspection of said
container, b) gamma irradiation inspection processing of said container and
re- evaluation of said container's risk based on results of said
irradiation inspection processing, c¢) mninmal inspection of container, and
d) allow ng passage through checkpoint 23 3. The nethod of claim2 wherein
sai d recommended responses are chosen based on a scaled risk profile having
a high risk side and a low risk side and wherein said step a) is reserved
for contai ners having been evaluated with a risk |level toward the high end
of the scale. 4. The nmethod of claim3 including the steps of a) receiving
data obtained froman inspection, of said container and b) determ ning an
updat ed security risk level for said container in response to the received

data fromthe ins ' . I . 3 bn.a lowrisk | eve
garners a c) ?'and_/ gﬂr%%é?&p é"sla"g%%@?ﬁ‘éﬁ%ﬁqyﬁ‘g{dﬁ"’%‘%?%?‘%?%y?“?n&%b‘&ﬁer einif a
response of #3'edrisk profilethpviyigia high wsk sifrrpndaderrisk videandyiberpin epid sepipisistved onpri ses t he

steps of a) fPdemhivesMghing 8deevhiliddAvila dskBREGH UL higheHiGakhd &k @ Suspi ci ous
ci rcunstance; and b) updating the recomrended response to b). 7. The nethod

of claim4 wherein if a response of ¢c) is initially recomended, the nethod
further conpt#i sesThemethsioemm dinciadng theggiafi ng data from an i nspection

indicating a suspi g QUSviG &ﬂﬂﬁ%ﬂ% & o 5&#&&%&%&&@ the recomended
response to a). 8. #he-ﬁ%?ho 0 cﬁhlﬁ14 ﬁheréln T I'n a response of c) is
initially recomrendkdeterniias anypdetedigeuriyy ritkdeee! fos Higsprainesin teppanseie Bhs of a)
recei ving data froméwrd daafaeeingiaciondi cati ng a suspi ci ous circunstance; and
b) updating the reconmended response to a). 9. The nethod of claim2
including the steps of a) receiving an instruction to override the risk
| evel of a cdnt ai Hemeheiobehimpabereinaipvoivievefsamaacyandigriyresppnst.ecei vi ng a new
inputted risk level.

6. The method of claim 4 wherein if a response of ¢ is initially recommended, the method

further comprises the steps of ‘

a) receiving data from an inspection indicating a suspicious circumstance; and

b) updating the recommended response to b).

7. The method of claim 4 wherein if a response of ¢) is initially recommended, the method
further comprises the steps of
a) receiving data from an inspection indicating a suspicious circumstance; and

b) updating the recommended response to a).

8. The method of claim 4 wherein if in a response of ¢} is initialfy recommended, the
method further comprises the steps of
a) receiving data from an inspection indicating a suspicious circumstance; and

b) updating the recommended response to ).

9. The method of claim 2 including the steps of
a) receiving an instruction to override the risk level of a container based upon
external factors; and

b) receiving a new inputted risk Jevel,
10. A system for handling cargo containers at transshipment points, said system

comprising:

a) a receiver for receiving input data
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10. A system for handling cargo containers at transshi pnent points, said
system conprising: a) a receiver for receiving input data 24 b) a security

nodul e for receiving input data related to a container, and ii creating a
data profile for said container, and iii determining a security risk |eve
fromthe data profile of said container; | | . The system of claim 10,

wherein the systemfurther conprises a) a thesaurus nodul e containing
instructions for expanding the scope of a data profile by recognizing words
or terms in the input data and interrogating a database to retrieve word or
term equi val ents; and b) wherein the security nodul e further contains
instructions for causing the data profile for a said container to be
expanded by the thesaurus nodul e before determning a security risk |evel.
12. The system of claim 10, wherein the systemfurther conprises a) a

know edge base nodb) esswoitgmeddefog i nstructions for receiving external data
input, and ii expanding {he g&ggﬁﬂﬁL“@mgg&@wQFQ&&&qmpy cross referencing a
data profile for a container against external sources of data in order to
find simlar relevant daffa tIfEseingtdrspefipfr pidewiggiand and b) wherein the
security nodul e further giont adeaminingdetutiq FiskQdval b the CatiptoifiRgfskihe data profile
for a said container to be e&g&gggd by the know edge base nodul e before
determ ning a security risk 1SVl 13. The system of claim 10, wherein the
system furt h&r cofhgsistem of clai) 10awhergia theisysiem furthexsemprisadul e cont ai ni ng i nstructions

for conparing a ri gK akiers bhadi ot thstRVtiohd T6r eRBfaig Iht Yeo@Bfkg fOr a said

cont ai ner agai nst predeterm ned business rules for risk evel s; |
recommendi ng a furBﬂ@Fmﬁﬁﬁgﬁggrﬂ%°'Eﬁéﬂﬂfgwﬁg '5ﬁ“ﬂﬂ¥?%§ﬁ?ts
to retrieve word or term equivalents; and
b) wherein the security module further contains instructions for causing the data
profile for a said container to be expanded by the thesaurus module before
determining a security risk level.
12. The system of claim 10, wherein the system further comprises
a) aknowledge base module containing instructions for
i receiving external data input, and
i expanding the scope of a data profile by cross referencing a data
profile for a container against external sources of data in order to
find similar relevant data that may be of interest; and
- b) wherein the securily module further contains instructions for causing the data
profile for a said container to be expanded by the knowledge base module before
determining a security risk level.
13. The system of claim 10, wherein the system further comprises
.a) abusiness rules module containing instructions for
i comparing a risk level determined by the security module for a
said container against predetermined business rufes for risk
levels;
il recommending a further processing schedule based on the results

of the comparison; and
b) wherein the security module further contains instructions for
i causing the security risk level of a said container to be compared

by business rufes module, and
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of the conparison; and b) wherein the security nodule further contains _
~instructions for causing the security risk |level of a said container to be
conpared by business rules nodule, and 25 ii reconmending a further
processi ng schedul e based on the results of the conparison 14. The system
of claim 13 wherein said recommendati on corresponds to at |east one of
several handling processes. 15. The system of claim 14 wherein said
reconmended handl i ng processes conprises on or nore selected from a) a
manual search of said container, b) gamm irradiation inspection processing
of said container and re- evaluation of said container's risk based on
results of said irradiation inspection processing, ¢) mniml inspection of
said container, and d) allowi ng free passage of a said container. 16. The
syst em of clai m 15 wherein said secu ftyware for choosing
recommendat i ons based oh a Fecoﬂinmdmé?& heypmc?f"«?S%e&'?%agsgd%nhlfre%ﬁsr sk side and a
|l ow risk side and wherein SQWGWW@Nﬁﬂlng process a) is reserved for
cont ai ners having been evaluated with a risk level toward the high end of
the risk profile scale. 17. The system of claim 16 wherein regardl ess of a
risk level of a container, said security nodule software recommends that
sai d cont ailder  iThe uidy & cltimtiDwikakrdid ragmpandad@ssirebgopds anrdesstbnead a  result of
carrying oggﬂg%ggh{g%ugépcess b), a higher risk level is devel oped for said
cont ai ner, then &i security nodul e software recomrends appl yi ng handling
process a) to said container. 18. The systemof claim 17 wherein, if a
handl i ng ptocess mmnw§aﬂﬁmmmnnmﬂedmsamdummmgugpmdmmmgm@ﬁﬁe%m%@%ﬂ@e is found
when t he hanlg_lllngt 9cess is carried out and the results received into the
dat a proflle For 1 at "contai ner, then said security nodul e software

r econmends exer0|§|ﬁgmwﬁ&mdﬂfﬂgﬁvﬁbaess b). 19. The system of claim 18

wherein if a handii glﬂmarr@amﬁrszngaAcndn@m&e@ﬁgmmwneramk SalueBéhoPi Ci OUS
circunstance is fo roce is carried out and the

results of the hil 5? '“e'ﬁ”‘rskbé’ %%"ra? : PR bgﬁlnsﬁ?t'(’"f"ﬁmsﬁ%ﬂa profile for that
cont ai ner, then sﬁlamw@bM$wwW°ﬁwdszmnmﬂ

d) allowing free passage of a said container.

16.  The system of claim 15 wherein said security module has software for choosing
recommendations based on a risk profile scale having a high risk side and a low risk side and
wherein said handling process a) is reserved for containers having been evaluated with a risk

Jevel toward the high end of the risk profile scale,

17, The system of claim 16 wherein regardfess of a risk level of a container, said security
module software recommends that said container is subject to handling process b), and if as a
result of carrying out handling pracess b), & higher risk level is developed for said container, then

said security module software recommends applyi'ng bandling process 8} to said container.

18 The system of claim 17 wherein, if & handling process ¢) is recommended, and a
suspicious circumstance is found when the handling process is carried out and the results received
into the data profile for that container, then said secutity module software recommends exercising

handling process b).

9. The system of claim 18 wherein if a handling process ¢} is recommended, and a
suspicious circumstance is found when the handling process is carried out and the resulis of the
handling process are received into the data profile for that container, then said security module

- software recommends exercising handling process a).
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sof tware reconmends exercising handling process a). 26 20. A port systemfor
handl i ng cargo contai ners at transshi pnent points that recommends and
executes particular handling processes based upon a risk profile, and
processes said cargo containers before releasing themthrough said

transshi pnment point conprising a) a systemfor handling cargo contai ners as
claimed in clains 10-19; and b) inspection facilities including one or nore

selected fromi a manual inspection crew, ii a ganma irradiation inspection
processing facility, 1iii and a secure checkpoint; , c) wherein said
security nmodule is for i receiving docunentary input data for a said
container, and ii for processing said data through one or nore of said

t hesaurus nodul e and said knowl edge base nodule, and iii for determning a
risk |l evel associated with said container; iv for processing data through

sai d business rules nodule, and v producin recopmendati on for a handling
process to b% car  PTYSteR fpr hpndling ereg copieersat § %Pﬁp‘%eﬁ FRSECEONAl. 21 The port
system of cl aidme@f@s peheﬂ&hndlmgp:dcess&mmmdatklpmﬁle,caodprr@smmli&argoo at | east one,
of several h@o%hérs%gfome%ﬁs ?%@ﬁthma%lsmdtngsﬂﬁﬁ{cﬁt Rt 2 rﬂ\ f claim 20 wherein said
handl i ng processes conp gearc sai d container, b)
gamma irradiation Phgw@w‘%hmﬁww@swﬁgew%md@%thﬁn %eK and re- eval uation
of said contalnerbp.@@ﬁ&mh@ﬁﬂﬁmmﬂmggﬁ&hkas@&m§amd irradiation, inspection
processing, c¢) mninal |nspect|on of cont ai ner, and d) allomnng passage
throlgh checkpoint. 23. A met H8H BPHREM ng cargo containers at

transshi pnment points with a dagemaimgdiateg@smeion meesstiegfpcilimi d nmet hod conpri si ng;
a) identifying and trackmng qmgﬁaﬁkgm%@&mcontalner b) receiving input data
related to said container to create a data profile; c) deternmining a risk

| evel for said conf wﬁﬂ?‘“ms‘ifﬂ“x‘%‘“dﬁé'ﬁ@hdent on the data

receiving documentary input data for a said container, and

ii for processing said data through one or more of said thesaurus
module and said knowledge base module, and

iii for determining a risk level associated with said container;
iv for processing data through said business rules module, and
v producing a recommendation for a handling process to be carried

out in accordance with said processing.

21, The port system of claim 20 wherein said recommendation corresponds to at least one

of several handling processes,

22, The port system of claim 20 wherein said handling processes comprises:
a} amanual search of said container, ‘
b) gamma irradiation inspection processing of said container and re- evaluation of
said container's risk based on results of said irradiation, inspection processing,
¢) minimal inspection of container, and
d) ailowing passage through checkpoint,

23. A method for handling cargo containers at transshipment points with a data
management system, said method comprising;

a) identifying and tracking a particular container;

b) receiving input data related to said container to create a data profile;

¢) determining a risk leve! for said container which is dependent on the data

received,
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received. 27 24. A nmethod for handling cargo containers as clained in claim
23, wherein input data relating to the container is obtained froma
plurality of sources. 25. A nmethod for handling cargo contai ners as cl ai ned
in claim23 or 24, wherein input data relating to the container is obtained
fromone or nore selected froma) cargo nmanifests for the container, and b)
custons declarations for that container. 26. A nethod for handling cargo
containers as clained in claim?25, wherein an initial risk level for the
container is determ ned by conparing the data fromthe cargo mani fests and
the data fromthe custons declaration. 27. A nethod for handling cargo
containers as clained in any of clains 23-26, including the step of
expanding the data profile for said container by cross referencing
termnology in the data profile against a thesaurus-type database for
expandi ng t terns and Jor. term nal o foynd . ipn the data profile. 28. A
met hod f or %g‘ndl i‘h“&e"‘c?%gfgtba“d@%%? Caniptaon dciapmid il 2pn‘””ﬁ’ﬁ’i} TRR e o s 23 27,
i ncl udi ng trégingto thpconthines js pltxinkd frgn 4 ealittaf uréen t he data profile by cross
referencing the data against it database of known and for historic
information resources to find links to known data which could be indicative
of potenti al¥ri skt megd forhapdling fargo qopirinesatipimer | claif 3 8T LotesT BBY s as clainmed in
claim 27 or d@Brelavgertizicontdads obamedTra ofiedr hdickledted@bomdes t he step of updating
the risk level for,sald container hased on the expanded data profile. 30. A
met hod for handl igé cargo contalners as clainmed in any of claims 23-29,
wherein the nethold fusipresiestarations for g sonieiies st ep of conparing the risk | evel of
t he contai ner against a set of predetermned rules in order to determ ne
further procgssi t be taken in,relat] t id..container. 31. A
ot hod f or Fandl P Hgeapoidine sl A Rn ks Heliilss edafigf W B DT P
met hod  f ur tifyelforthe eantiars & determined; b pomptring tiedgiafrem e paegoatifesend thrdde essi ng st eps
for said corbmitieitcho®agdaion the results of the conparison of the
container's risk level against the business rules. 28 32. A nethod for
handl i ng car%)o containers as clainmed in claim31l, wherein the selection of

27, A method for handling cargo containers as claimed in any of claims 23-26, including

the step of expanding the data profile for said container by cross referencing terminology in the

data profile against a thesaurus—type database for expanding the terms and /or terminology found

in the data profile.

28. A method for handling cargo coutainers as claimed in any of claims 23-27, including
the step of expanding the data in the data profile by cross referencing the data against a database
of known and./or historic information resources to find links to known data which could be

indicative of potential risk.

29, A method for handling cargo containers as claimed in claim 27 or 28, wherein the
method further includes the stép of updating the risk level for said container based on the
expanded data profile.

30. A method for handling cargo containers as claimed in any of claims 23-29, wherein the
method further includes the step of comparing the risk Jevel of the container against a set of
predetermined rules in order to determine further processing steps to be taken in relation to said

container.
31 A method for handling cargo containers as claimed in claim 30, wherein the method

" further includes the step of recommending further processing steps for said container based on the

results of the comparison of the container’s risk level against the business rules.
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processi ng steps that can be assigned to said container based on the cross
referenced risk level includes a) a manual search inspection of said
container, b) gamra irradiation inspection of said container, <c) cursory
i nspection of said container; and d) allow ng free passage of said
container. 33, A nethod for handling cargo containers as clainmed in claim
32, wherein the nmethod further includes the steps of a) receiving

i nspection information relating to an inspection of said container; and b)
updating the risk | evel of the container in accordance with the inspection
information; 34. A nethod for handling cargo containers as clainmed in any of
clainms 29-33, wherein the nethod further includes the step of a) conpiling
the received inspection information with the stored industry information.
35. A systemfor handling cargo containers at transshipnent points, said

system conpgi Si r}’gmeﬂﬁzfo aﬁﬁﬁﬁar!&rontzt&[sﬂﬁaﬁz@d%cﬂ&ﬁ%h@mn%seﬁ&@ﬁ@ge means for

staring instructions; processor processing i nstructions; and d)
i nstructi onsP’GP‘Eii‘”glsﬁ%@t“}a‘ifé'i ‘ieﬁﬁ‘gﬁeﬁ@ﬂﬂ‘:ﬁ'&"é@’sﬁbﬂ PrribeicropsadTit PRy eland t racking a
particul ar ciehbl@i ner; ii receiving input data related to said container to

create a data prof|I P 1 Qi risk level for said container
which is dependent %mpﬁswﬁgﬁég&muymﬁgﬁﬂm§6 A system for handling cargo

cont ai ners as cla|Heammn"ewahwmesmmwﬂe@eWhm§a|d system for  handling cargo

further conprises @ dﬁ%@"ﬁﬁ&ﬁﬁﬁaﬁﬂm&@ﬁrﬁﬁCEIVIng input data a plurality of
sources. 29 37. A.S cargo containers as clained in claim

36, wherein input Ya wm”@?ﬁ??ﬁ@??g %PH contai ner is obtained fromone or
nore selected from

33, A method for handling cargo containers as claimed in claim 32, wherein the method
further includes the steps of
a) receiving inspection information relating ta an inspection of said container; and
b} updating the risk level of the container in accordance with the inspection

information;

34.’ A method for handling cargo containers as claimed in any of claims 29-33, wherein the

method further includes the step of
a) compiling the received inspection information with the stored industry

information.

35. A system for handling carge containers at transshipment points, said system
comprising:

a) a receiver for receiving data;

b) storage means for storing instructions;

¢} a processor for processing instructions; and

d) instructions for instructing the processor in

i identifying and tracking a particular container; -
ii receiving input data celated ta said container to create a data
profile;
iii determining a risk level for said container which is dependent on
the data received.
36. A system for handling cargo containers as claimed in claim 35, wherein said system for

-handling cargo further comprises a data interface for receiving input datg a plurality of sources.
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a) cargo manifests for the container, and b) custons declarations for that
container. 38. A systemfor handling cargo containers as clained in claim
37, wherein said instructions for determning a risk level for said
container are configured for determning an initial risk level for said
contai ner by conparing said cargo manifests for said container and custons
declarations for said container. 39. A systemfor handling cargo containers
as clainmed in any of clains 35-38, wherein said systemfor handling cargo
further conprises instructions for instructing the processor in a) expanding
the data profile for said container by cross referencing termnology in the
data profile against a thesaurus-(ype database for expanding the terns and
/or termnology found in the data profile 40. A system for handling cargo
containers as clainmed in any of clains 35-39, wherein said systemfor

handl i ng car fur 1 i 1 . I r. L,ng the processor
in a) expandigﬁ thi.éysg{ﬁg&?ﬁ[ﬂgﬁﬁﬁc@%&%&g%ﬁﬁ%§g{;'g?:ér' gﬁs.%gnr'@%d%%nci ng the data
agai nst a dayeEpsdsRd gmiaiepidnobiaingd formtne primoresslecd 49 or nat i on resources to find
links to known data) culé edire®wkde doRaideeidcat i ve of potential risk. 41. A
system for handli ng, %ﬁsrt&gde%%%&; r%{af nésmegl aimed in claim39 or 40, wherein
said systemfor ha?‘n I'ng car go PPt Rer conprises instructions for
instructing the processor in a) updating the risk |level for said container

basted_ on the 383XF&Rdﬂtim%h@dtﬁ&&fﬁol:ﬁmin%géhniiyﬁ&aﬁﬁvmfﬂ{e;eiﬂaﬁ@! :j ng ca{go f
contai ners as_cl ai in _any, ai ns 35- , ein sai system for
handl i ng car &WP&%@P@B%#‘E&&‘W%‘??°ﬁté‘f"ir 8ﬁ§’h§gﬁ?£ﬁ£’rn‘f§tfrf”l?@§ Phg the processor
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40, A system for handling cargo containers as claimed in any of claims 35-39, wherein said
system for handling cargo further comprises instructions for instructing the processor in
2) expanding the data in the data profile by cross referencing the data againsta
database of known and for historic information resources to find links to known data
‘which could be indicative of potential risk.

41, A system for handling cargo containers as claimed in claim 39 or 40, wherein said
system for handling cargo further comprises instructions for instructing the processor in
a) updating the risk Jevel for said container based on the expanded data profile.

42, A system for handling cargo containers as claimed in any of claims 3541, wherein said
system for handling cargo further comprises instructions for instructing the processor in
a) comparing the risk level of the container against-a set of predetermined rules in
order to determine further processing steps to be taken in relation to said container.

43, A system for handling cargo containers as claimed in claim 42, wherein said system for

handling cargo further comprises instructions for instructing the processor in
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a) a manual search inspection of said container, b) ganma irradiation
i nspection of said container; c¢) cursory inspection of said container, and
d) allow ng free passage of said container, 45. A systemfor handling cargo
containers as clainmed in claim44, wherein systemfor handling cargo
further conprises instructions for instructing the processor in _ a)
recei ving inspection information relating to any inspection of said
container; and b) updating the risk level of the container in accordance
with the inspection information; 46. A systemfor handling cargo containers
as claimed in claim45, wherein systemfor handling cargo further conprises
instructions for-instructing the processor in a) conpiling the received
i nspection information with the stored industry information. 31

a) recommending further processing steps for said container based on the results of

the comparison.of the container’s risk level against the business rules.
4, A system for handling cargo containers as claimed in claim 43, wherein the selection of
processing steps that can be assigned to said container based on the cross referenced risk level
includes

a) a manual search inspection of said container,

b) gamma irradiation inspection of said container;

¢) cursory inspectioh of said container; and

d) atlowing free passage of said container.

45, A system for handling cargo containers as claimed in claim 44, wherein system for
handling cargo further comprises instructions for instructing the processor in
a) receiving inspection information relating to any inspection of said container; and
b) updating the risk level of the container in accordance with the inspection

information; -

46, A system for handling cargo containers as claimed in claim 43, wherein system for
handling cargo further comprises instructions for-instructing the processor in
a) compiling the received inspection information with the stored industry

information.
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