End-to-end encrypted protocol structure for Peer-to-Peer messaging

Abstract

The invention discloses System and method for protecting messages, comprising:
a. A sending and receiving clients
b. 2 pairs of always-available private and public key (transport pair and user
pair)
Where transport pair is used to generate ephemeral (temporary) transport key and all messages
are encrypted by sender with receiver’s user pair public key and ephemeral key (respecting this

order) and receiver decrypts message with ephemeral key and user private key.
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