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Name Storage position

information information

First storage server
s11 appargatus

122~ 91 First storage server
S apparatus

s11 Backup apparatus

First storage server
531 apparatus

Storage position information storing unit

FIG. 2

Name Storage position

information information

First storage server
s11 appargatus

122~ 91 First storage server
S apparatus

st1 Backup apparatus

First storage server
531 appar%tus

s21 Backup apparatus

Storage position information storing unit

FIG.3
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( Stalrt )

Y

Accept inputs of threshold k and number n of shares

/

Execute sharing processing of secret information
based on (k, n) threshold scheme

Y

Select n - k + 1 pieces of share information

/

Individually distribute share information to respective
storage server apparatuses

Y
CEnd 3
FIG. 4

Secret inf10rmation
S

Y

S1

~S2

Share information| | Share information
s11 s12

Share information
s13

FIG.5
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( Start )

Y

S~

Transmit delete request

Y

S12—

Receive delete request

Y

S13~

Read out storage position information
based on name information in
delete request

Y

S14~~

Delete all of share information and
copy information based on storage
position information

Y
End

FIG.6

}Dealer apparatus 100

~

> First storage server apparatus
120,130
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~ Name Storage position
information information
First storage server
s11 apparat%s 120
1077 s11 Backup apparatus
First storage server
521 apparatus 120
31 First storage server
S apparatus 120
First storage server
s12 apparatus 130
Storage position information storing unit

FIG.8

(st )
Y

521~ Read out storage position information
based on name information

Y >~ Dealer apparatus 100
S22~ Transmit delete request
J
\ -
S23~ Receive delete request

Y

Delete all of share information and
524~ copy information based on storage
position information

Y
End

} First storage server apparatus
120,130

FIG.9
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~300

User terminal
Storing unit  ~301
302~ Control unit Communication unit {~2303
e
/ 310
/4320
Storage server apparatus
u Storing unit 321
— Control unit 1~322
—  Communicationunit [ 1~323
—  Key management unit 1324
Encryption/decryption unit [1—325

FI1G.10
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