
1 LOCK SYSTEM AND LOCK The invention relates to lock systems and locks, for
example for use in locking doors to rooms, such as hotel rooms, and in
locking doors to safes. In the hotel field, it is common to provide a safe
in each hotel room with a lock system having a lock and an associated
control system for operating the lock when a valid code is entered into the
control system. 10 Typically, a guest can set the valid code by entering a
suitable  series  of  alphanumeric  characters.  into  a microcomputer  of
the  control  system which  then only permits actuation of the lock when
the same series of characters are subsequently reentered. In order to deal
15 with a malfunction in the control system, a power failure, or failure of
the guest to remember the code, it is usual to provide an override feature
to enable the lock to be actuated by security personnel or the like.
Typically, this override feature is provided by a 20 mechanical key. An
example of such a system is described in EP-A-0021670. Similarly, in GB
1532702 an electronically controlled lock using a magnetic strip on a card
is described with a key to override the electronic control. 25       The
override feature described above is undesirable since firstly the override
key itself may be lost, copied, or fall into unauthorised hands, and
secondly it is very difficult to change the override key. In  accordance
with  one  aspect  of  the  present 30  invention,  a  lock  system
comprises  a  lock;  a first electronic control system associated with the
lock to unlock the lock when a valid code is entered into the first
electronic control system; and a second electronic control system
independently connected to the lock and 35 adapted to unlock the lock
independently of the first electronic control system when an override code
is 



la entered into the second electronic control system wherein the lock
comprises a lock member mounted on a lock member support and movable
relatively to the lock member support  between  locked  and  unlocked
positions  upon 5  actuation of the lock by the first electronic control
system, the lock member support being movable relatively to a lock support
member to which the lock is mounted in use in response to actuation by the
second electronic control system thereby to cause the lock member to move
10 between its locked and unlocked positions. This invention deals with the
problems mentioned above by providing two independent control systems each
of which can operate the lock. Typically, an operator 15 20 25 30 35    2
control panel of the first control system will be mounted in close physical
proximity to the lock on the outside of a door or the like while an
operator control panel of the second  control  system  will  be  carried
by  security 5 personnel and only connected to the second control system
when it is necessary to implement the override feature. The invention
provides a particularly simple way of achieving the override facility and
is particularly suitable in combination with a lock system in which the 10
first control system effects normal operation of the lock 



while the second control system generates override. control signals.
Preferably, the lock override means is adapted to be mounted to the lock
support member in use so as to be 15 fixed relatively to the support
member, the lock override means having a housing, and a support element
mounted for reciprocal movement in the housing and connected to the lock
member support. In one particularly convenient arrangement, we 20 provide a
lock system in accordance with the present invention; wherein a cover
member is mounted to the support member to prevent unauthorised 25 30 35
3 access to the lock, the cover member being releasable from the support
member only when the lock is operated by the second electronic control
system. This arrangement assists in maintaining security of 5  the  lock.
In  one  example,  the  lock  may  partially protrude through the cover
member to prevent dissassembly of the cover from the support member and may
be retracted under control of the second electronic control system. The
first electronic control system preferably 10 includes processing means to
enable a valid code to be set up and then to compare subsequent codes which
are entered with the valid code and actuate, if appropriate, the lock.
Preferably,  the  second  electronic  control  system 15  comprises
processing means to enable a valid override code to be set up and then to
compare subsequent codes which are entered with the valid override code and
to 



actuate the lock,  if appropriate.   It is particularly convenient,  if
the  second  electronic  control  system 20  enables the override code to
be changed. Typically, the first and second control systems will have
substantially the same construction. This leads to cheaper construction and
ease of use. It will be appreciated that with the systems 25 according to
the invention, a mechanical key is not required to enable the lock to be
overriden.   Instead, basic lock operation and the override feature are
both achieved electronically leading to increased security. Furthermore, in
the preferred arrangements, it is 30 necessary to enter a particular
override code into the second control system to override the lock and this
cannot be derived easily by an unauthorised user of the second control
system. An  example  of  a  lock  system  according  to  the 35 invention
will now be described with reference to the accompanying drawings, in
which:-    4 Figure 1 is a perspective view of the lock system; Figure 2 is
a longitudinal section through part of the lock system shown in Figure 1;
Figure. 3 is a plan of the lock system of Figure 2; 5       Figure 4 is  a
section taken on the line A-A in Figure 3; and, Figure 5 is a block circuit
diagram of the lock control system. Figures 1 to 4 illustrate a lock 1
mounted to a door 10  2 of a safe.  The lock 1 comprises a housing 4
slidably mounted to the door by brackets 5, 6 secured to the door, for
movement in the directions indicated by an arrow 3. The housing 4 has a
cylindrical internal bore 7 in which 



is received a cylindrical locking member 8.  The locking 15 member has an
internally screw threaded bore 9 at its inner end which receives a lead
screw 10 rotatably mounted in the housing 4.  Rotation of the lead screw 10
causes the locking member 8 to move linearly within the bore 7 of the
housing 4 between a locked position shown 20 in dashed lines in Figure 1 in
which a leading end of the locking member 8 extends through an aperture
(not shown) in a wall of the safe and an unlocked position, illustrated by
solid lines in Figures 1 and 2 in which the locking member 8 is retracted
into the bore 7 out of 25 the aperture. In this position, the door 2 can be
swung on hinges (not shown) from its closed position to an open position
enabling access to the safe. The locking member 8 is actuated by an
electric motor 11 which is controlled to rotate via a worm gear 30  (not
shown) a helical gear 12 non-rotatably connected to the lead screw 10. The
motor 11 and an identical motor 13 are mounted on the housing 4.  A lock
override system 15 is mounted within a housing portion 16 of the housing 4,
the portion 35  16 having an internal bore 17.    A lead screw 18 is
mounted in the housing 16 and extends into the bore 17.    5 . One end of
the lead screw 18 has  a helical gear 19 mounted non-rotatably to it which
is coupled with a worm gear 14 rotatably driven by the motor 13. The other
end of the. lead screw 18 is received in an internally screw 5 threaded
bore 20 of a cylindrical guide member 21 non-rotatably but slidably mounted
within the bore 17. The other end of the guide member 21 is anchored to the
door 2 by the bracket 6.  The guide member 21 is fixed against rotation or
linear movement relatively to the 



10 bracket 6. Actuation of the motor 13 causes rotation of the worm gear 14
and thus rotation of the lead screw 18.   If the motor 13 is actuated with
the lock 1 in the position shown in Figure 1, this will cause the lead
screw 18 to 15 telescope into the bore 20 of the guide member 21 and thus
carry the housing portion 16 and hence the lock 1 to the right as shown in
Figure 1 relative to the door 2. This motion will withdraw the lock member
8 from the aperture in the safe wall thus unlocking the door. 20       It
will  be  seen  therefore  that  under  normal operation, the locking
member 8 can be actuated simply by suitably operating the motor 11 to cause
movement of the locking member 8 relative to the housing 4. However, in
certain circumstances, to be described below, the locking 25 member 8 can
also be actuated by causing bodily movement of the lock 1 relative to the
door 2 under the control of the motor 13. Figure 5 illustrates in schematic
form the control system.   The control system comprises a first control 30
system 23 which includes a control panel assembly 24 mounted to the outside
surface of the door 2 and a second control system 25.  The control panel
assembly 24 is thus accessible  to the operator and provides   the means by
which the operator activates the primary control system 35 23.    6 The
control panel assembly 24 is powered from the voltage regulator 26 in the
first control system 23 and is controlled by the microprocessor (CPU) 27 in
the first control system 23.  The CPU 27 is linked to the serial 5 control
logic 28 within the control panel assembly 24 via a two wire serial
interface 29. The serial control logic 



28 provides the means by which the CPU 27 can sense if any of. the keys
which comprise the keypad 30 are depressed and the output of the access key
sensor 31. 10 The access key sensor 31 senses if the access key 32 is
present in the access key receptacle 33 of the control panel assembly 24.
The CPU 27 is able to provide visible output to the operator by means of
the six digit seven segment LED 15 display  34 and  three  discrete LED
indicators  35 and audible output by means of the sounder 36. The sounder
36 is driven from a gated oscillator 3-7 which is controlled by the serial
interface logic 28.  The LED displays 34, 35 are driven in a multiplexed
manner by the 20 anode drivers 38 via the current limiting resistors 39 and
by the cathode drivers 40 under the control of the CPU 27 by means of the
serial interface logic 28. Mounted on the lock 1 is a main control circuit
board 80.  The main control circuit board 80 contains the 25 part of the
first control system 23 not contained within the control panel assembly 24
and that part of the second control system 25 which is contained within the
safe. The first control system 23 is powered from a mains transformer 41
located within the body of the safe and 30  connected by a low voltage
cable 42 to -the main control circuit  board  80.    The  low  voltage
a.c.  from  the transformer 41 is rectified by the bridge rectifier 43 and
smoothed by the main reservoir capactior 44. The main reservoir capacitor
44 provides power to 35 the motor and relay driver 45 and to the voltage
7 regulator 26 which provides  power to the other circuits which comprise
the first control system 23. The CPU 27 is connected to an optional
external read 



only memory (ROM) 46 and random access memory (RAM) 47. 5 The ROM 46 is
used for program storage for the CPU 27 and the RAM 47 is used for
supplementary data storage for the CPU 27. The CPU 27 is able to instruct
the motor and relay driver 45 to apply voltages to the motor 11 of such 10
polarity to cause it to rotate in either a clockwise or an anticlockwise
direction and thus to cause the locking member 8 to reciprocate between a
locked position and an unlocked position. The locking member 8 has an
electrically insulating 15  pin 22 radially inserted into it (Figure 2).
This pin 22 serves to prevent the locking member 8 from rotating within the
cylindrical internal bore 7 of the housing 4. The tip of the pin 22 is
metallised and serves to sense the position of the locking member 8. 20
As the locking member 8 moves within the housing 4 the pin 22 moves
parallel to the main control circuit board 80. It is separated from it by a
small ca. .25mm air gap.  The motion of the pin 22 induces changes in the
capacitive coupling between sensing tracks on the main 25 control circuit
board 80. These changes are detected by the position sensing circuitry 48.
The CPU 27 causes the motor 11 to drive the locking member 8 towards the
fully locked position until the position sensing circuitry 48 detects that
the locking 30  member 8 has reached the fully locked position.  The CPU 27
drives the locking member 8 to the fully unlocked position in a similar
manner. The. CPU 27 is connected to a calender clock circuit 49 which
enables it: to determine the time and date for 35 such purposes as
providing a time stamped event log for a    8 



security audit and to provide a clock display and an alarm clock function
for operator usage. In  the  event  of  a  loss  of  main  power  to  the
transformer 41 the calender clock circuit 49 and the RAM 5 within the CPU
27 are maintained  from a rechargeable battery 50 which is trickle charged
from the regulator 26 when mains power is available. The door closed sensor
51 indicates to the CPU 27 when the safe door is closed.   The CPU 27
drives the 10  alarm relay 52 by means of the motor and relay driver 45. In
the event of an alarm condition including the loss of mains power this
relay 52 provides an alarm indication. The CPU 27 can be linked to a
central control and monitoring computer by means of the communications 15
interface connector 53.  The CPU 27 is linked via a two wire serial
interface 54 to the microprocessor unit (MPU) 55 of the second control
system 25. On a separate part of the main control circuit board 80 is the
main control circuitry of the second control 20 system 25. The second
control system 25 is connected to two domed bolts 56, 57 which protrude
through the safe door 2 and are isolated from it by electrically insulating
washers. These domed bolts 56, 57 are hidden from view  by  the control
panel  assembly  24 but are 25 accessible from the outside of the safe. The
second control system 25 can be connected to a separate security access
processor (SAP) 58 by means of the SAP connector and cable 59 which makes
contact with the domed bolts 56, 57. The SAP 58 provides power  to the 30
second control system 25 through the domed bolts and the connector and
cable 59. -This power is fed via the SAP interface 60 to a reservoir
capacitor 61 which provides power. to the  motor driver 62 and the voltage
regulator 63. The voltage regulator 63 provides power to the other 35  



9 electronic circuits which comprise the second control system 25. The MPU
55 drives the motor 13 by means of the motor driver 62 and the position
sensing circuitry 64 in an 5  identical manner to that used by the CPU 27
to drive the motor 11.  The MPU 55 is connected to a non-volatile memory
65  which  is  used  to  store  security  code information. Built into a
briefcase the SAP 58 is based on an 10  Epson  HX-20  portable  computer
66  with  a  built  in microcassette drive 67.  The SAP 58 is able to
provide power to and communicate with the second control system 25 by means
of the second control processor (BAP) interface circuitry 68 via the SAP
connector and cable 15 59. The SAP 58 is normally left connected to the
mains supply 69 which provides power to the battery charger 70 which
trickle charges the battery 71 and trickle charges the internal battery 72
in the HX-20 66.  The battery 71 20  provides power to a regulator 73 which
can be turned on and off under control of the HX20 66 to provide power to
the second control system 25.  The SAP 58 is normally * operated with the
mains supply 69 disconnected, the HX-20 66 runs from its internal battery
'72 and the second 25 control system 25 is powered from the battery 71.
Data is transmitted to the second control system 25 by momentarily
interrupting the power feed to the SAP interface  60.   The  duration  of
this  power  feed interruption indicates the data bit transmitted. Data is
30  transmitted to the SAP by the MPU 55 modulating the load presented to
the BAP interface 68 by the SAP interface 60 during the momentary power
interruptions. The reservoir capacitor 61 maintains power to the second
control system 



25 during the momentary interruptions to the power feed. 35    12 C  L  A
I  M  S 1.   A lock system comprising a lock; a first electronic system
associated with the lock to unlock the lock when a valid code is entered
into the first electronic control 5  system;   and   a   second
electronic   control   system independently connected to the lock and
adapted to unlock the lock independently of the first electronic control
system when an override code is entered into the second electronic control
system wherein the lock comprises a 10  lock member mounted on a lock
member support and movable relatively to the lock member support between
locked and unlocked positions upon actuation of the lock by the first
electronic control system, the lock member support being movable relatively
to a lock support member to 15  which the lock is mounted in use in
response to actuation by the second electronic control system thereby to
cause the lock member to move between its locked and unlocked positions. 2.
A system according to claim 1, wherein the first and 20  second  electronic
control  systems comprise  respective electronically driven motors which
independently operate the lock. 3.   A lock system according to claim 1, or
claim 2, wherein the first electronic control system comprises an 25
electronically  reprogrammable  memory  for  storing  the valid code. 4.
A lock  system  according  to any preceding  claim, wherein the first
electronic control system comprises first processing means for comparing an
input code with a 30 preset valid code and for operating the lock if the
codes 



are the same. 5.   A lock system according to claim 4, wherein the first
electronic   control    system   comprises    an electronically
reprogrammable memory for storing a valid 35 1 1111111111111
1111111111111111 * C L M  S *    13 code, the first processing means
enabling a valid code to be stored in the memory. 6.   A  lock system
according to any  preceding claim, wherein the second electronic control
system comprises an 5  electronically reprogrammable memory for storing a
valid override code. 7.   A  lock system according  to any  preceding
claim, wherein the second electronic control system comprises second
processing means for comparing an input override 10 code with a preset
valid override code and for operating the lock if the codes are the same.
8.   A lock system according to claim  7, wherein the second   electronic
control   system   comprises   an electronically reprogrammable memory for
storing a valid 15  override code,  the second processing means enabling a
valid override code to be stored in the memory. 9.   A  lock system
according to claim  7 or claim 8, wherein the second electronic control
system comprises means for inputting an override code, the inputting means
20  being separable from the second processing means. 10.  A  lock system
according  to any  preceding claim, wherein the second electronic control
system is adapted to be mounted to the lock support member in use so as to
be fixed relatively to the support member, the second 25 electronic control
system having a housing, and a support 



element mounted for reciprocal movement in the housing and connected to the
lock member support. 11. A lock system according to any preceding claim;
wherein a cover member is mounted to the support member 30 to prevent
unauthorised access to the lock, the cover member being releasable from the
support member only when the lock is operated by the second electronic
control system. 12. A lock system according to any preceding claim, 35
wherein the lock partially protrudes through the cover member to prevent
dis-assembly of the cover member from    14 the  support  member,  the
lock  being  retractable  by movement relative to the lock support member
under control of the second electronic control system. 5 10 15 20 25 30 35
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