WO 2020/033296 PCT/US2019/045081

1/5

blockchain account into a receiver’'s blockchain account, wherein a
commitment of the remitter’'s balance is recorded with the
remitter’s biockchain account in a blockchain, a commitment of the
receiver’s balance is recorded with the receiver’s blockchain
account in the blockchain, the commitment of the remitier's
balance is calculated by using a homomorphic encryption algorithm
according to the remitter’s balance, and the commitment of the
receiver’s balance is calculated by using the homomorphic
encryption algorithm according to the receiver’s balance

Determining a transaction amount to be remitted from a remitier’s H

N/ 102

i

Obtaining a commitment of the transaction amount by using the
homomorphic encryption algorithm according to the transaction
amount

7N 104

:

Submitting to the blockchain a transaction comprising information
of the remitter’'s blockchain account, information of the receiver’s
blockchain account, and the commitment of the transaction
amount, for the commitment of the transaction amount to be
deducted from the commitment of the remitter’s balance and the
commitment of the transaction amount to be added to the
commitment of the receiver’s balance after the transaction is
impiemented by the blockchain

7N/ 106

FlG. 1



PCT/US2019/045081

WO 2020/033296

275

ORI A R E R P, :
L

111111111111111111111

.......---.-1L-”-_..l.l-..-..-..-..-..-..-”... LT T
R ol kbt st o

|||||||||||||||||||||||||
||||||||||||||||||||||||
||||||||||||||||||||

OFF-CHAIN CHANNEL

.......-n.” -

L I'Iu '

R DEVICE Z

LS
W
j
.r.L

=
i
=
e
L
)
-l
L)
L)
7

ETWORK

BLOCKCHAIN N

HICH.



WO 2020/033296

++++++++++++++++++++++++++++
+*

++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++

OFF-CHAIN CHANNEL

} 303 VERIFY {r.t.T)

304, GENERATE

7 RECEIVER SIGNATURE

MGH

AND SEND SIGNATURE

++++++++++++++++++

3/5

++++++++++++++++++

PCT/US2019/045081

BLOCKCHAIN |

NODE

~ 301 DRAFT A
; REMITTANCE

<& TRANSACTION
302. SEND {r, t, T} VIA AN

Y 305. GENFRATF RANGE

PROOF PR

T\ 306. GENERATE
o’ SIGNATURE SIGA

307, SUBMIT THE
TRANSACTION

+ + + +
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

FiG. 3

. 308. CHECK IF THE
JTRANSACTION HAS
& 3reN EXECUTED
\309. CHECK

o SIGNATURES

 \310. CHECK RANGE
o/ PROCF PR

- )311. UPDATE
& ACCOUNT BALANCES




WO 2020/033296 PCT/US2019/045081
4/5
i , 402
PROCESSOR i
b
{ INTERNAL BUS )
HHH | | fﬁﬁ
\ | -/
E‘xi Lj
406 403 ,410
MNETWORK i INTERNAL -
INTERFACE MEMORY NV
APPARATUS FOR APPARATUS FOR
IMIPLEMENTING IMIPLEMENTING
BLOCKCHAIN-BASED BLOCKCHAIN-BASED
TRANSACTIONS TRANSACTHIONS
DEVICE

FiG. 4



+ + + + + + + + + + +F + o+ F + + + + + + + + + F F o+ F + + + + + + + + + F o+ F

+ + + + + + + + +F o+ F

WO 2020/033296

L L N R I I D I L O L L R L D O D O L L L O D R O L L L

DETERMINATION UNIT
501

+ + + + + + *+ + + + + + + + + + +t +t + +t o+ttt Attt ottt ottt sttt

+
+ + + ¥+ + *F + + Ft+ t++F+ ottt ottt ottt ot

FIRST SENDING UNIT
204

L IO L I D D B L DT DL DL LR DL DL B BNE RO N B B B B

+ + + + + ++ ++ ++F+ ottt

SECOND SENDING
UNIT 505

LI B DAL B DL DL DAL DO DL DT B DL DAL DO DOL DOE DO DOE BOL BOL DAL BN

+
+ + + ¥+ + *+ + + F+ +F+F+ ottt ottt

SMGNATURE

COBTAINING UNIT 506

+ + + + + + + + + F o+ o+ +

+ 4+ + + + + F+ o+ F

+ + + + + + + +F + + F+ o+

+

+ 4+ + + + o+ F

+
+ + + + + + + + + + + + + + + + F

+++++++++++++++++++++++++++++++++

+ + + ¥ + + F F FFFFFFFEAFFFFEFEFEFE S

+ + + + + + + + + + + + + + + +
l

+ + + + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + + +

L N N L D O O L L L R D D O L D L L L D L

OBTAINING UNIT 502

+ + + + + A+ S

+ * + + + + + ++ ottt ot

FIRST GENERATION
UNIT 508

+ + + + + ++ ++ ++F+F A+ttt

2ECOND ADDITION
UNIT 509

+ * + + + + + ++ ottt ot

FIRST ADDITION UNIT
507

FiG. 5

+*

+ + + + + + F + F F FFFF

+ + F + + + F FF o FFFFFHF

+

+* + + F F F FFFFFFFEFFF

+ + + ¥ +F + F FF o FFFFFHF

+

+++++++++++++++++++++++++++++++++

+
+ + + + + + + + + + + + + + + + +

+ + + + + + + + + + F A+ o+

+ + + + + + + + + + + + + + + +

PCT/US2019/045081

APPARATUS FOR
IMIPLEMIENTING
BLOCKCHAIN-BASED
TRANSACTIONS

L L N L L L L L R L L L L R L D L L L D L

SUBNMISSION UNIT 505

+ + + + + + + + + + + + + + + +F+F A+t +F A+ttt ottt ottt ottt ottt ettt ettt ottt ottt

+ + + + + + + ++ ottt

SECOND GENERATION
UNIT 510

+* + + F ok FFFFFFEFFFEFFFEFF T

+ + + + + + + ++ ++ ottt

THIRD ADDIHION UNIT
511

+ + + + + + + + + F A+ttt

+

+ + + + + + + + + +F F + F+

+ + + + + + + + + + ++ + + + +



