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statements about what is prior art or what is not prior art.

One goal of communication systems is to ensure that messages received by intended
recipients are unaltered copies of the transmitted messages. For that reason, communication
systems often employ error detection techniques that enable a recipient to determine whether a

15  received message was altered during transmission. One technique for detecting channel-induced
message errors is based on a cyclic redundancy check (CRC) code. A CRC code typically
transforms a sequence of digital data symbols, e.g., representing a data message, to produce a
sequence of digital check symbols. The sequence of digital check symbols is transmitted with
the sequence of digital data symbols and a recipient uses the sequence of digital check symbols

20  to evaluate whether the received sequence of digital data symbols is the same sequence that was
originally transmitted.

Some systems generate such a sequence of digital check symbols and detect transmission
errors from the transmitted sequence of digital check symbols by using a feedback shift register.

For example, a binary CRC code can be implemented with a shift register that is controlled by
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' ncl u?neodtifgi%g one or more symbols therein. A start of the data packet is located in the first of the
original segments and is positioned after a first digital data symbol therein. The first method also
includes modifying a last of the original segments of the first sequence by modifying one or more
digital data symbols therein. An end of the data packet is located in the last of the original segments

15 and is located before the last digital data symbol therein. The first method also includes determining
a remainder sequence by effectively performing a polynomial division on a second sequence of
disjoint segments that are derived from the first sequence. Each segment of the second sequence
corresponds to and is derived from one of the original segments of the first sequence. The segments
of the second sequence have the length of the original segments of the first sequence. A first of the

20 derived segments of the second sequence is the modified first of the original segments. A last of the
derived segments of the second sequence is derived from the modified last of the original segments.

In some embodiments of the first method, each derived segment that does not include the

start or end of the data packet may be equal to the corresponding one of the original segments.
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met hod, the first method may further inclu Iting an e uated value of
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being 11|1cTudter1]1$as1§f[1)1§ %I()Itllo%s (C))fn tﬁe 8I1g1£1£]1 segments outside of the data packet such that said masked
portions will not contribute to the remainder determined by the polynomial division when a cyclic
redundancy check of the data packet vanishes.
In any embodiments of the first method, the first method may further include producing a
15 third sequence by performing a symbol-by-symbol subtraction of a sequence of symbols from the
first sequence such that a data packet located in the third sequence becomes a valid codeword of an
error control code that is based on a polynomial division. In some such embodiments of the above
methods, the sequence of symbols may be found from the remainder determined by the performing a
polynomial division on a second sequence.
20 In any embodiments of the first method, the first method may further include writing an
evaluated value of a cyclic redundancy check for the data packet into a specific one of the segments

of the first sequence in response to the end of the data packet being in the specific one of the

segments of the first sequence. In some such embodiments, the modifying may further include
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for the particular data packet based on the masked segment and the modified particular data packet.

10 In some embodiments of the second method, the second method may include comparing the
calculated cyclic redundancy check to zero.

In any of the embodiments of the second method, the calculating a cyclic redundancy check
may include calculating a check sequence value based at least partially on another cyclic redundancy
check transmitted with the data packet.

15 In any of the embodiments of the second method, the second method may include
identifying an end-of-packet within the specific one of the data segments.

In any of the embodiments of the second method, the second method may include inverting
one or more symbols at the start of the data packet.

In any of the embodiments of the second method, the second method may include inverting

20 one or more symbols at the end of the data packet.
Another embodiment is a system for processing a data packet located in a first sequence of

disjoint original segments. Each original segment of the first sequence has the same length. The

system includes a masking unit configured to modify one or more symbols in a first of the original
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remainder determined by the polynomial division when a cyclic redundancy check of the data packet
vanishes.

15 In any of the above embodiments of the system, the masking unit may be configured to
modify the first of the original segments by modifying symbols at the start of the data packet and
to modify the last of the original segments by modifying symbols at the end of the data packet.

BRIEF DESCRIPTION OF THE DRAWINGS

Advantages of various embodiments may become apparent upon reading the following
20 detailed description and upon reference to the drawings in which:
Figure 1A schematically illustrates a digital data communications system that uses a CRC
code for the detection of errors, e.g., errors produced by transmitting digital data packets over a

physical communication channel;



Figure 1B schematically illustrates nmethods of processing a sequence of
digital data synbols to produce a final sequence for a CRC codeword, e.g.
in the daveeumsees2cati on systemas illustrated in Fi guPETAR201BIOGBPE 2 IS a
flow diagramillustrating a nethod of decoding a sequence of digital data
5synbols, e.g., as illustrated in Figére 1B, to determ ne whet her the
transm ssion of the sequence caused an error, e.g., a method for use in the

receiver ustr ted in ure 3 is a flow
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digital data symbols, e.g., as illustrated in Figure 1B, to append a CRC
check syaholé e Brodhes efieal sequgnce for a0 doderordsng.i i thadate camsmintoatien
illustrated in Figure 1A, 10Figure 4A is a block diagramillustrating one
enbodispaer agillstaeddobgure PAg., for the transmitter illustrated in Figure
1A, wherein the encoder appends a CRC check sequence to each data packet to

be transm tH&Me 2§ JlowiBidim TRiMAAAR: Qineﬁicﬂltﬁf%l%cécﬁ@@geq%em% cﬁtargta‘ﬂﬁaths a
bl ock diagramillustrating one enbodlnent of a decoder, e. g , for the
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dat a pgm' Zsdnertor ased’on a sequen

met hods |IIustrated in Fi s 1B and 2; Fjgure 5 |l|us ates proceSS|ng of
an ex&RpIcE 2B SHAT S kaetelemg s Bb@?ff?ﬁ@l@ﬁﬁharrﬂ@ﬁen BrRUEhE et hods of Fi gur es
1B, 2, and 3, e.g., in the encoder illustrated in Figure 4A and/or the
decoder i | [Figte dtea low dFggamalluBating a methodrifgoe@lige & sicasage peRiodiimgr am
illustrating one enbodi nent of a conbi ned maski ng unit and 20parti al

r emai RefrenepPRdigita datanslymbbhiiat.glrayilletrats® th Figug. 1B, itd asene aSTrRC chéok
enbodi nents of the encoder and decoder illustrated in Figures 4A - 4B;

Fi gur efichse Mol e, d rﬁ%@@%r'dsé‘ﬁi {h@ttﬂaﬁgnftﬂaﬁﬂf%@@ét@& i éelfe ftAre conbi ned

maski ng unit and partial remai nder appending unit Il trated in Figure 6;
a‘ﬂ)d Figure 4A is a block diagram illustrating one embodiment of an encoder, e.g., for the

transmitter illustrated in Figure 1A, wherein the encoder appends a CRC check sequence to each
data packet to be transmitted, e.g., using methods of Figures 1B and 3;

Figure 4B is a block diagram illustrating one embodiment of a decoder, e.g., for the

receiver of Figure 1A, wherein the decoder evaluates whether a received data packet has an error
15 based on a CRC check sequence, ¢.g., using the methods illustrated in Figures 1B and 2;

Figure 5 illustrates processing of an example data packet by one specific embodiment of
the methods of Figures 1B, 2, and 3, e.g., in the encoder illustrated in Figure 4A and/or the
decoder illustrated in Figure 4B;

Figure 6 is a block diagram illustrating one embodiment of a combined masking unit and

20  partial remainder appending unit that may be used, e.g., in some specific embodiments of the
encoder and decoder illustrated in Figures 4A — 4B;

Figure 7 is a state diagram illustrating the operation of the combined masking unit and

partial remainder appending unit illustrated in Figure 6; and



WO 2011/ 056932PCT/ US2010/ 055391 7 Figure 8 is a block diagramillustrating
a specific enbodi nent of a backwards conputation unit that nmay be used in
sonme enboapreentseBk t he encoder illustrated in Figure 4RCTDISIA0IEDRI
DESCRI PTI ON Vari ous enbodi nents rel ate to apparatus, systens, and net hods
for use in systens that 5detect transmission errors in digital data
packet - based communi cation systens. Figure |Aillustrates one exanple of a
connunlcatlon s stem 10 that t ansnlts i nf.or ion in_di |taI data packets.
The communifeat i LhlsekAoeg Al SoRerigh "%@f‘gteniﬁfah H¢Ever 14, and a
physi cal communi cation channel 16 connecting the transmtter 12 to t he

r ecei vempa@tiom et thahmapbe peed inzoimgembgdincnts ¢fripeenagdenillpstrtediudrigus 44nd an
encoder 400A. The 10data processer 18 receives data for transm ssion and
produces therefroma streamBDETAILEDADESCRIPPHOKet s. Each digital data
packet may have, e.g., a header, a nessage portion, and a reserved portion.

The encodery #QQ8ihBSEheftsdeldR%o %ﬁﬁ&ﬁﬁ %9&’[@151@ &nld M dtR&IsI BB VR dy QRS ihans of
one or nore of the data packets prior to their transmssion to the physical

camuni, ti.on C I |nclud d er 400B and an
outpu?l%gvgnggﬁ%essor %@‘h$%ﬁd§% % ﬁgbﬂﬁéémf?mﬁu IO%S g&ggcelved dat a
packets for transm ssion errors e., based on the check sequences

t herein, aﬁégltr?\élﬁdn]ét‘%’éatﬁtst?é‘e&a%%’lﬁé?é REPRIFGIAFHOR By Seay 40 1Rt HARYRILY o t he

out put data processor 20. The out put data processor 20 may extract data

f r om tiermagwdgdigpal date packsts. tTe cdamaumeitivasysterhd ) ipwvdesfagumamittsr 2, a
error-free by the decoder 400B. The receiver 14 may be configured to signal
the t regesuet 14,.eimdbdhlyeicilecohindifdition dadmcp 86 k&inscligiund thysrhiner tegoder 400B to
have transm ssion 20errors. The physical comunication channel 16 supports

data GQuadRi §atrhoRaREtneer Jn@l%d&sr zﬁﬂﬁgﬁtt&a@a[ %I%Qesé‘&dl g henedbieuodA; Thbe

physi cal comruni cati on channel i ncl one or nore conventi onal

Pane et Bsstdf AR HEERCE W H el 10

ey b%agk%lt]sf IEqach d(ijgital data packet may have, e.g., a header, a message portion, and a reserved
portion. The encoder 400A inserts a CRC check sequence in the reserved portions of one or
more of the data packets prior to their transmission to the physical communication channel 16.
The receiver 14 includes a decoder 400B and an output data processor 20. The decoder 400B

15 checks the received data packets for transmission errors, i.¢., based on the CRC check sequences

therein, and indicates the data packets found to have an error to the output data processor 20.
The output data processor 20 may extract data from the message portions of the data packets that
were found to be error-free by the decoder 400B. The receiver 14 may be configured to signal
the transmitter 12 to re-transmit data packets found by the decoder 400B to have transmission

20 errors. The physical communication channel 16 supports data communication between the
transmitter 12 and the receiver 14. The physical communication channel 16 may include one or

more conventional optical fiber transmission lines, wireless transmission media, and/or wire

transmission media, or a combination thereof. The communication system 10 may be configured
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packets and/or overhead for other nethods of error detection and/or
correcti omp 2e11¢n56932n addition to CRC check sequence- base@edTmseeomsi3on
Figure 1B schematically illustrates nethods of processing streans of
digital data synbols in a connunicati&n systentthat use a binary CRC code
to detect data transm ssion errors 55teps of the nmet hod may be

performed i e.transmtter /or [ ¢ celv The
met hodP PW&)CPG\?@E“‘(S’B%#P&P Al t‘?P ptsgp Géﬂtéeé f"h% Y Wgﬁﬂgse%é‘émtrot al of
(a+tk+mtb) digital data synbols. The first sequence 32 is formed of

cons edlgterien guldermetisciomm, eguan addifien 9. CRAehe¢k soquensgbesrsemghodscl udes a
sequence 34 of length (k+nm) that forns the nessage and reserved portions of

a dat a packeguref Bisthenahlly Thetraessagedpof prioosssing sfraarhhddipiyal idafarsgadotsed by
a 10pol ynom al U(t), and the reserved portion is faithfully represented by

a pol ypg %Iﬂtnuﬁfctaﬂen iﬁtetnlﬂﬁhaf 1S biRAYUEIC 8o dd BRI MRESAY B aRHMibdi etk s FU gceded
by a sequence o "a" data synbols and the reserved portlon is fol l'owed by

a Sequel gggﬁf l%hocgtga bgge me in the transm tfg?% aR?/or e 1l\“lfgrejﬁ4%v er|91§kl nth he first

sequenc second sequence al t represent ed

by a pol ynom al n a first enpodi nent, the ki ng produce

15second séf(&laéwé%o%evwe%%ﬁtwgq ngfét oSS 2 dndpdesHabia PE@@éatt ce 32
that are not located in the nessage or reserved portions of the data
packetdigilahdaia sghbes.ndhe fise sondnerdiod iforered, of ichescaeisici sagmpnto dlieg@st tehathsecond
sequence 36 by perform ng the masking step of the first enbodi nent and al so

form Mhe dnascanpd sarRhlcoh séduendd 3461 [Endth i-t/8) Biht fohas Messagezepadt i on and
the "m' bits of the reserved portion in the first sequence 32. In Figure

t D&l fp%ﬂgfj?_lg ![OFQ Rh& é)%gl?é't Siifdiccatd Iﬁ&@%@?&ﬁ(ﬁt ik Yalﬁt\ful?}hfé e@gnt@('i‘b%et

|nsert|on 0 appropriate bit [ocations of the data pac

B T R S e A e

leISIOﬂ of the masked second. sequence 36 by the sequence that corresponds
to t héir@geqt&@ﬁ% thg HESSASR mpﬁl i preceded by a sequence of “a” data symbols, and the

reserved portion is followed by a sequence of “b” data symbols.
The method includes masking the first sequence 32 to produce a second sequence 36 that
is faithfully represented by a polynomial V(#). In a first embodiment, the masking produces the
15 second sequence 36 by setting to zero those bits of the first sequence 32 that are not located in
the message or reserved portions of the data packet. In an alternate second embodiment, the
masking produces the second sequence 36 by performing the masking step of the first
embodiment and also forming ones complements of the first “m” bits of the message portion and
the “m” bits of the reserved portion in the first sequence 32. In Figure 1B, the two embodiments
20 are indicated schematically by showing an insertion of “+/(#) ” under appropriate bit locations of
the data packet, i.e., to illustrate the extra masking operation of the second embodiment.
The method includes computing a value of a remainder sequence from the division of the

masked second sequence 36 by the sequence that corresponds to the CRC generator polynomial



WO 2011/ 056932PCT/ US2010/ 055391 9 t). The remainder is a sequence that is
faithfully represented by a polynomal R )v(t). At the receiver, the

conput ed wal2oa/056932he remai nder sequence is indicative @CTiuseoalssace or
presence of sone types of data transm SSI on errors in the received data
packet. In embodi nents for encoding, tthe nethod includes producing a third
sequence 38 that 5will be transmtted fromthe transmtter to the receiver.

The t equence 38 is for aci n reserved 4Q of the
data %)ké@ Evn%lm B ARpRnee atéﬁf@éth?uﬁ EheSonal b §eshromih Al Al he
enbodi nent) or a ones conpl ement of such a CRC check sequence (in the
abover@r@g@r,|tb@@|om1i>utgd valppobibpeemgindeseeyonce shHadiGRE el deskabserpgeni pecseirccones
conpl ement thereof are represented by a polynomal "F(t) + D(t)" where the
pol ynoefis@he fpey of ddtd rhndnliysisreg@r@s anths rédeevell@ataipgckal sequence in the
reserved portion in the first sequence 32 and D(t) represents the

adj ust ment 15 eRYEMaRNENBE crikBHRSthd M PREVIR FodRIIPIHd Bl 38 LRPS
illustrated in Figure 1B and notati ons therein are descrl bed in nore

lwill be trandiitgd 1’0 the fra srR o the PR ST et?ﬁr uen eSS 0 hyEServ
d%tal v\%h%% gltg %F ntan g%%rlldreered

portions, port't ons ‘are inite sequeynces of

digital s in flnlt etA 15Teal haets maybea
fini téeft%‘ll%g o PN P@rtgonf({%fﬁﬂ?r@%ra@a? E (R Gpheg ﬁ?ﬁtjgceo nfheabgkgr O s of
a fixed preselected | ength. The nessage portion is a streamof k digital
synboldssanibed figgt embodiment) are, onghé@hplemehtaiftshéhud CRG dpck senced (asthaaboyder - k
polynom al U(t) of the form U(t)=uk itk-1 +14 1-2 + ...+ tilt + t10. In

t he pdkymidod dikst nbpdinidne). pluein, E CRC cldek eeduichasortdies ta@nplemaht thasbf aron of

t he corresponding 20digital synbol in the first stream The reserved

o R G TN SORPLIARE T
F]EH H) 8{1g{%££efq8?r}vf\{éllﬁ eI r%sefrgeldt po 10n Ml tile%rs?geeqq}egge H anaanP f r%%rresentg aleynom al
adjustment sequence that causes 34 to become a codeword. Below, steps illustrated in Figure 1B
and notations therein are described in more detail.
Herein, a data packet contains disjoint message and reserved portions, wherein both of
said portions are formed by finite sequences of digital symbols in a finite symbol alphabet 4.
15 The alphabet 4 may be a finite Galois field, e.g., the mod 2 integers or strings of 1’s and 0’s of a
fixed preselected length. The message portion is a stream of & digital symbols . ; w7 ... u; uy,
which is faithfully represented as an order-k polynomial U(#) of the form:
Ut = uk_th‘l +Uk_2tk-2 + tugt Tt oug.

66 420
4

In the polynomial U(#), the power of “#” determines the temporal position of the corresponding
20 digital symbol in the first stream. The reserved portion may be located, e.g., immediately after
the message portion. Prior to encoding, the reserved portion holds a stream of m digital symbols

Jo1 fm2 - f1f0, which is faithfully represented by an order-m polynomial F(7) of the form:

F()= firl™ +fpudd™ + .+ fit + 1.



F(t) =fk.itm/ +fm2tm2 + ... +fi t + fo. WO

2011/ 056932PCT/ US2010/ 055391 10 Encoding rewites the reserved portion of

t he dat a wackatosee3seth a CRC check sequence portion of fi eed/usengobs3dnt or a
ones conpl ement thereof. The CRC check sequence has the formcmi cm2 C
co E.Am which is faithfully represent®d by a CRC check sequence pol ynoni al
of the form C(t) = cmitm/ +cm2tm2 + + 0 t + co. 5H1ﬂrst

enbodi as des ri be h res t he

corr eﬁégﬂ%%&wgt&% g desshrdoer eren e < 4ty RS H§ﬁ¢1%§§ﬁ?c rRAUEIED BHGP §F of
synmbol length n =k + m which is faithfully represented by a pol ynom al,
X( t), fxhd tngdatn’s s¢1’| aeenes gomplemegy theraofn LheRC checkspquenec basl the bwinad. Xe:b) |

hi gher-order "t" terns correspond to the digital data synbols of the
10messagecpomt'j whichis fahkfutly géfredentddtby p@R & ehedkt qhidncapdlynome ob thaebrmit
terms correspond to the digital synmbols of the CRC check sequence portion
of the digital data packe _ m-1Her e, | a eword refers to a pol ynom al
in"t" that is exactly dlgyging-b?%ﬁ %régefggqéﬁgand fi xed CRC generat or
pal ynom.al i e. mal is_divi e wi t hout. a non-zero
Pt g effﬁsdla}e&sef: & s HOGHRS FRB R Bre e B hp SPGB GInE B ey be
witten as: 15G(t) = gmm+ gmitml +gm2tm2 + ...+ git + go, where gmi
gm 2 and CGR§ @eclg@ecnleamcgmrﬁ&prré%&ﬁm@rd@f swebel lengie gehdratwhichist ynom al
G(t) is the special CRC generator pol ynom al :

faithfully represented by a polynomial, X(#), which satisfies:

X(H)=U@yt"+ C().

66 22
4

In the polynomial X(#), higher-order “#” terms correspond to the digital data symbols of the

66 22
4

10 message portion of the digital data packet itself and lower-order “#” terms correspond to the

digital symbols of the CRC check sequence portion of the digital data packet.

66 22
4

Herein, a codeword refers to a polynomial in “#” that is exactly divisible by a preselected

66 22
4

and fixed CRC generator polynomial in “¢”, 1.e., the polynomial is divisible without a non-zero
remainder. The preselected and fixed CRC generator polynomial G(f) may be written as:

15 GOy =gnt" + guit™ +@uat™ + ...+ gt + gy, where @i Gmo ... g0 €A”, g9 #0and g,, #0.
For example, a useful CRC generator polynomial G(¢) is the special CRC generator polynomial:

GEO=tP+10+ P+t 2 02 M0 ST S 2 L (1)

The special CRC generator polynomial of Equation (1) is known as the CRC-32 polynomial and
is specified by several standards, e.g., the IEEE 802.3 Ethernet standard. Various embodiments

20 of methods and apparatus described herein, may be configured to use the CRC-32 polynomial or
another polynomial as the CRC generator polynomial.

In such first embodiments, the CRC check sequence polynomial C(#) is chosen such that

Ut)f" + C(1) is divisible by the CRC generator polynomial G(z), i.e., such that U(¢)-/" + C(f) is a



Gt) =t32 +t26 +t23 +t22 + t16 + t12 + tll + t10 + t8 + t7 + t5 + t4 +
t2 + + t1. (1) The special CRC generator polynom al of Equation (1) is known
as t he CREo2R1psbsaom al and is specified by several staouarsdel/oessgr, the

| EEE 802. 3 Ethernet standard. Various enbodi nents 20of methods and
apparatus descri bed herein, may be conf i gured to use the CRC- 32 pol ynom al
or anot her polynom al as the CRC generator polynom al. In such first

enbodi nment s, eck sequ e | ynom o osen such that
U(t) . CRIGY tﬁn Pastilgr %fﬁ@aﬁ@ TR e A& Tor Bgsﬁgfn%lﬁgeﬂen%e
such that Ut).tm+ C(t) is a W 2011/056932PCT/ US2010/ 055391 11 codevvord

I n papphyaama, G(predeferedibyder R(t) of division of U(t).rby the CRC generat or
polynom al Gt) is defined by: Here, the remainder polynomal R(t)

corresponds to a digital synbol sequence r _li]tf-'?"” .. ri r0. 5Thus, the
CRC check sequence pol ynomi al nﬁ@t)galeh@mﬂe%ﬂ—%fzjmt) where the ni fl)s of
any coefficient is the additive inverse of th (floéfficient in the al gebra
A. In a binary CRC code, -R(t) = R(t), because the algebra A of a binary

CRC cofige,ithe fehRindet AThSMIAP R Bordespbiitiskd & d ifhl EahbdIReqUeRt €GeS 5, Mdylp 2.
Thus, the CRC check sequence polynom al is (t) for this al gebra.
5 Thus, the CRC check sequence polynomial may satisfy C(¢) = —R(f) where the minus of any

coefficient is the additive inverse of the coefficient in the algebra 4. In a binary CRC code, -R(?)
= R(?), because the algebra 4 of a binary CRC code is the integers modulo 2 and 1+1 = 0 for the

integers modulo 2. Thus, the CRC check sequence polynomial is R(#) for this algebra.
In a data communications system using such an implementation of a CRC code, the

10 transmitter, e.g., the transmitter illustrated in Figure 1A, sends a stream of digital data symbols.
In the stream, each transmitted digital data packet includes a separate message portion and a
CRC check sequence portion that together correspond to a codeword X(7). Each digital data
packet may also include a separate packet header and/or packet container, which are not part of
the message and CRC check sequence portions of the data packet. In response to the

15 transmission of the data packet corresponding to the codeword X(7), the receiver receives a
sequence of digital data symbols that corresponds to a polynomial Y(z), where ¥(¢) = X(¢) + E(¢).
Here, E(7) is a polynomial faithfully representing the locations and values of the errors in the
received data packet. To determine whether a transmission error has occurred, the receiver, e.g.,
the receiver 14 as illustrated in Figure 1A, evaluates a remainder of a polynomial division of ¥(7)

20 by the CRC generator polynomial G(¢). In the absence of any transmission errors, the remainder
of ¥(¢) divided by the CRC generator polynomial G(7) is a polynomial with zero coefficients, i.e.,

¥(#) 1s a codeword. In the presence of one or more transmission errors, the remainder of this



In a data comuni cations system using such an inplenentation of a CRC code,
the 10transmtter, e.g., the transmtter illustrated in Figure 1A sends a
st ream ofwoi2gittesbosdat a synbols. In the stream each tramsmiust@d/08§3git al
dat a packet includes a separate nessa?e portion and a CRC check seguence
portion that together correspond to a Todewor d X(t). Each digital data
packet may al so include a separate packet header and/or packet container,
whi ch are not . part of the nessage and CRC check s ence, portions t he
dat a SAENEE ™S [IRTY OdGREEED LEnaN FEPF RHSIRFBIIS LS Hhalid Godenar Yor
corresponding to the codeword X(t), the receiver receives a sequence of

di gi t &karplealos ypaseil sendsator pdyraspoiorda 7a app eyabsagaencythat is sueelie st of =
X(t)+ E(t). Here, E(t) is a polynomal faithfully representing the

| ocat iagéynendal\vdldogse ddss tHaa reprodusesiapdyi®niigide sl idadtacodeed@t .This, in a
determ ne whether a transm ssion error has occurred, the receiver, e.g.,

the regRiwadat%adRet! ducHIEHAIRLE dEBethBIOVE ddernBN Al MR Sshethek ﬁ{é?éoﬂ‘égonﬁfnga
pol ynom al division of Y(t) 20 by the CRC generator polynom al t). In

t a nce.of, an ransnj ssion errors, the remai nder of Y(t) divided by
tﬁg c%éggéﬁgﬁé?ﬁ%y%%¥%%§%¥a| Gt) is a polynomal with zero coefficients,

i.e., Y(t)_ is a codeword. In the presence of one or re transm ssion
errors, thdh FeRE RIBPOGINHE-8 N U9 Ba P IssE PSR O T2 Vi si on

is likely to be non-zero, i.e., an error is detectable unless E(t) is

i t sel flBacewdewondudeEonitiekaing i, “7f’omempacelamenie et ailbholddhyreomiles R6D or der

m any error sequence that is a cyclic shift of a polynom al of degree |ess
t han Ryipr diicescsacqenynand dlechEly etiiaitingsa rataimied RWY o tithe PoliBomid) davisiecei ved
dat a packet, such errors are detectable via a determ nation of whether the

corr e%@%%dﬁ%oﬁﬁ&l‘ W szra}(t)y( ﬁ03/ tﬂes_CﬁC H@ﬁﬁ@)"r Cl)olynomial (I}@%:v%ﬁ&@ '?9) epbogdjrent s,

e.g., the second enbodi nent deSCFIbe§£MAth respect to Figure 1B, encoding
i ncl udes | )

i ni,tj al, zi ng the " mory- el ements that will hold the remai nder
t) ﬁﬁtﬁkéﬁ'%ﬁ*@gh%gpggaﬁgﬁgéagﬁgﬁé?ﬁectiver eval uating a remainder R(t)
of the polynom al division of the polynomal U(t)t" + /(t).tk by the CRC

generator polynonm al Gt) ere At),=[tii)-1" #7210+ ... +t + /. TJhus, the
pol ynomi al R(t) satisfies!ﬁgxlfmgm% indefgG U (Q tm 1(t) tk(J%Xt))

In these second embodiments, the transmitted portions of a third sequence for the message and
reserved portions of the data packet are faithfully represented by a codeword X(7) that satisfies
X(t) = Uty " + C(t) where C(¢) = R(f)+ I(t) = F(¢) + D(¢). Herein, for these second embodiments

15 of CRC coding, a data packet is faithfully represented by a polynomial that is a codeword if
dividing the polynomial by the CRC generator polynomial G(z) produces an all-ones polynomial
of order “m” where the reserved portion of the data packet has length “m”. Thus, the receiver
may initialize memory elements specifically for the CRC check sequence with an all-ones
sequence and then determine whether the remainder of a polynomial division of the received

20 sequence corresponding to ¥(¢), i.e., X(¢) + E(¢), by the CRC generator polynomial G(¢) produces

an all-zeros sequence to decide whether the data packet has a transmission error. The medium



(3) In these second enbodi nents, the transmtted portions of a third
sequence for the nessage and reserved portions of the data packet are
faithful lworemrssesnt ed by a codeword X(t) that satisfi ePCKUSPOB/0E D) .t m +
C(t) where C(t) = R(t)+ At) = F(t)+ D(t). Herein, for these second

enbodi nents 150f CRC coding, a data p tket is faithfully represented by a
polynom al that is a codeword if dividing the polynomal by the CRC

generator pol ynom t) praodu n all-ones polynom al of order "ni

wher e Apgas Fg @@ﬂé\%bd%qrgh&aﬁg?ﬁgﬁa%éan&a S pisallegrt Broepure FHGdhe ¢ he
receiver may initialize menory el enments specifically for the CRC check
sequenttadailt(RGA 2 generalor polyaeiiah €67 ahdquaten (dkt er m ne whet her the renai nder
of a polynom al division of the received 20sequence corresponding to Y(t),
i.e., X(t) Fig(ty?2 a3 ilhetrERM ek 280 03000t prooedsalg dafd pacRéets thit e Hased on

al |l -zeros sequence to deci de whether the data packet has a transm ssion

error , {8k fRGhdkty YEJQOR)DREOHE Binki 5400/ @ hRr&y hdd@6 @8&Sios %H!-Oréﬁlhtll(’] Q/AC)

| ayer ih the | EEE 802.3 standard uses this alterndte procedure wt

stand 2 ner . pol ynom.al t).,.of ion. (1) . i gures 2
e R R Y e E e M A S R P U
based gn cyclic redundancy code ( ) over the binary al geb defi ned by
modul f%@?%&éﬁqﬁﬁ% 0% Adnepsags PoElrRIhT e H‘%‘Eli%%i“gme?‘ﬁ%ﬁg&é gbeégari ng
each data packet for transm ssion by evaluating a CRC check sequence for a
messageqysoed prononss compledmnathgerok &t thambssagp @ndionge.g., CROcchewkr 4eéuence or a
ones conpl enent thereof to the nessage portion, e.g., in the encoder 400A

i |l ustinatrectdiin Figugait & The afpadagpespdiongs 8 b@uehay thst drnegmpudn cea CRat
corresponds to a CRC codeword. The decodi ng nmet hod 200 i nvol ves determ ni ng

whet Nepq&ydrC §hy Bt ARPmPAGE 800 BRABIVAs dAEHRSM tm@&g%éeﬁ@easﬂasﬁcﬁa g hor by

determ ni ng whet her the data packet corresponds to

10 CRC-detectable transmission error by determining whether the data packet corresponds to a
CRC codeword, e.g., in the decoder 400B illustrated in Figure 1A. The definitions of
“codeword” have already been described with respect to the first and second embodiments of
Figure 1B.

At steps 210 and 310, the methods 200, 300 include, in a segment-by-segment manner,

15 receiving segments of a first sequence that has a digital data packet therein, e.g., the receiving
may be performed in the encoder 400A or the decoder 400B as illustrated in Figures 1A. The
first sequence is a sequence of “g” segments, wherein each segment has the same length “s”.

Each first sequence includes a message portion of the data packet, whose sequence of bits
corresponds to a polynomial U(f), and a reserved portion of the data packet, whose sequence of

20 “m” bits corresponds to a polynomial F(¢), i.e., in these methods 200, 300 of Figures 2 - 3. The
reserved portion may immediately follow the message portion of the data packet. The message
and reserved portions are typically located in the message portion of the data packet, e.g., after

the packet header. In the first sequence, “a” bits precede the sequence corresponding to U(z) " +



CRC codeword, e.g., in the decoder 400B illustrated in Figure 1A The
definitions of "codeword" have al ready been described with respect to the
first andweeeconmdesebodi nents of Figure 1B. At steps 210pramas2d0/,05i3be

met hods 200, 300 include, in a segnent-by-segnment manner, 15 receiving
segnents of a first sequence that has & digital data packet therein, e.g.
the receiving nmay be perfornmed in the encoder 400A or the decoder 400B as

illustrated .n,Fi es_1A. The first seque I,,S sequence of "q"
segmeftd; S bith Pellosn g stamence sertSpaiaiad gt Aok Phus 75 =7 £ad £ ¢ st
sequence includes a nessage portion of the data packet, whose sequence of
bits odiregponts nupbgr pbtogmemisan thg(firpt seguency, ‘isé sethy admper if bishingt soghentat a
packet, whose sequence of 20 "ni bits corresponds to a polynom al F(t),
i.e., and“’heskc nehtwds bROG, thde&juehcddagtesgmdhgto3/(7)Ttie F@ser ved portion may
i mredi ately foll ow the nessage portion of the data packet. The nessage and

reserved pedd QRSvAL& JIYRI wflobd 00t ethd H s iRy BBREIRPPIkONoAhtat Ne data
packet, e.g., after the packet header. In the first sequence, "a" bits

prece t S corr di t tni, .+ .

Dore/ baesh Bue e Rario s E 15 ey ot adhli s phe st vespicnand diflasite
corresponding to WUY(t) tni_ + E(t). Thus, .q.s=n+a+ b where "q! is the nunber
of se@ﬁéﬁﬁg lfinﬂtbcsﬁ’g ad }asﬁadg%q&%ﬂl&ezamgfés dicpibed helmetieiienet pieach SeEaent
and "n" is the nunber of bits in the sequence corresponding to U(t) tni +
F(t) . itkhoet enphgh tpadngers tft nmdseagiepodtges of ha'more thgh two gombetyiiverdaia pagksts fircom
data packet to data 5 packet due to the different possible locations of a
dat a peakdtinitic dahe stpmsit. Iegoraothepddbsliinbaietht sgossithhey be rgilghssoahatan dat a
packet. In the exanples described below, the |length of each segnent is

short ,enQugh Ihé’ssé‘%?éfr@oﬁ HEdncBESHIRPRAL L0 SorBbnRPoMREE dnl I%P nfofl@

consecutive data kets are | ocated I n the sane segnent. In sone other

odi nents, the segnment e |l onger so that rt of the ssage
P o oG fen 4G PSR p e L B8 SRS et En L he oL Vel Ny BEBRE
10subsequent data packets, and part of the nmessage portion of another data
packet°$8§ tbe i n one segnent. At steps 220 and 320, the methods 200,
300 include sequentially nmasking the "q" segnments of the first sequence as
t he segnent dtateps 22Caid/Ed), the myethodsi® Ondkinnlyderagquiortigdbr haskmenthi Hgt he
encoder 400A or the decoder 400B as illustrated in Figures 1A In a
segmeRégrhyht S SOME Mirst LETRAGEAS, thé BenitasKird gecoived UCE Sthe nHRRDE M SESURMREmEd

segnents in which i) the "a" bits preceding the sequence corresponding to
U(t) tDihetnE&del 4868 of HeQRco®RA00B as illustrated in Figures 1A. In a segment-by-segment
15 manner, the masking produces a second sequence of segments in which

i) the “a” bits preceding the sequence corresponding to U(7) £ + F(¢) are zeros, and

ii) the “b” bits following the sequence corresponding to U(7) /" + F(¢) are zeros.

In some specific embodiments, e.g., the above-described second embodiments described with
respect to Figure 1B, the masking steps 220 and 330 also involve:
20 i) inverting the leading “m” bits of the sequence corresponding to U(7) ¢ + F(¢) and/or

ii) inverting the final “m” bits of the sequence corresponding to U(z) /" + F(7).



ii) the "b" bits follow ng the sequence corresponding to U(t) tni + F(t)
are zeros. In sone specific enbodinents, e.g., the above-described second
enbodi mrerwe 20a3s693ped with respect to Figure 1B, the nmagkirngeweps9L20 and
330 also involve: 20i) inverting the |eading "ni' bits of the sequence
corresponding to U(t) tni + F(t) and/ &t ii) inverting the final "ni' bits of

the sequence corresponding to U(t) tni + F(t) . WO
2011/ 056932P US2010/ 055391 15 These speci fic enbodi nents perfo this
opt i or F$RBEE] 1ﬁ§ﬁ%@%@?@,ﬂt8d%?éér%% IOBH%‘htqQﬁﬁﬁngéfe't e AP |t i hS and

final "nt' bits of the concatenation of the nmessage and reserved portions of

t he daritialpaekhits anfdingligh” bitholdhereericgtenation efdbomgsseae arhiesciyed paginanels s

faithfully represented by a polynomal V(t) of the form 5V(t) = 0.tqs-/ +
+ ik dawdpddidet. )Intsuech embddimnehts,thE&Efdchnd séquende diBegmbitbid frithfully tepddsented( 4)

At steps 230 and 330, the nethods 200, 300 involve processing the second

sequenge, pofHoela IR FIROMRES: to the polynomal V(t), in a segnent-by-segnent

manner "t hat™ corresponds to recursively dividing the polynomal V(t) by the

gener at laynom al, st he ep 1,330 siznvol ve, cenpuji ng a
Egﬁéinder Jgéﬁgg%e'gdr?ééhoﬁﬁyﬁ t{B? tp%ﬁﬁﬁ%h@ﬁftg) b ?haﬁJFEF@OtKQ

remai nder of a diyjsi of the polynom al V(t) by the CRC generator

pol ynoni al “&etps 2l ?%%éhep%té%&ﬁg%?a %gfvgmceé%@g BerecdidieIyEser f or m a
division of V(t) by the CRC generator polynom al Gt) rather than

per f omwhiglgcaregperids ito thegolneguagdSaiger ywamenoby-sfgn)cnpmanngs thizitcarrpsokds toby t he
CRC generator polynomal Gt). At step 240, the nmethod 200 determ nes

whet hegcurdieclpdividiag tiefpdienfialr 14F) et ORCE gl eas R$and hING(z1. OTHdwepyRsSsage
and reserved portions of the data packet forma CRC codeword based on the

remai nd onmputed at .the step,230. If this portion of the fi® guence
(< derdy ROl Gahibg f TR SRuchis flta0gnd 8 by el TagRid 250,
that the data packet is transm ssion error-free. If this portion of the
fi0r st tlseguancier o5a dietsernnofiteepolgneroial BE) by dedeRO rdneratoepotghdroc] 200. Thad, udes
signaling, at 260, that the data packet has a transm ssion error.
the processing steps 230, 330 effectively perform a division of V(¢) by the CRC generator
polynomial G() rather than performing a division of the message portion U(#) of the data packet
by the CRC generator polynomial G(¥).
At step 240, the method 200 determines whether the portion of the first sequence
15 corresponding to the message and reserved portions of the data packet form a CRC codeword
based on the remainder computed at the step 230. If this portion of the first sequence is
determined to be a codeword, the method 200 includes signaling, at 250, that the data packet is
transmission error-free. If this portion of the first sequence is determined to not be a codeword,
the method 200 includes signaling, at 260, that the data packet has a transmission error.
20 At step 340, the method 300 involves adjusting the reserved portion of the data packet
such that the message and reserved portions of the data packet form a sequence corresponding to

a CRC codeword. The step 340 may involve determining a sequence corresponding to a check

sequence difference polynomial D(7) and creating a final sequence for the message and reserved



20At step 340, the nmethod 300 invol ves adjusting the reserved portion of
the data packet such that the nessage and reserved portions of the data
packet fowvomaligsesence corresponding to a CRC codewor d. PThaSsa1ep53340 nay

i nvol ve determ ni ng a seguence corresgondi ng to a check sequence difference
pol ynonial D(t) and creating a final $®quence for the nessage and reserved
WO 2011/ 056932PCT/ US2010/ 055391 16 portions of the data packet. The final

sequence. i s ithfully represented by.the | ynom al t).tm+ D(t) + F(t).
e heoisus el ecBia et Theig aa?%mg}thﬁﬁwﬂrﬁ%enfe&r%&%? PRPYMIELL £ o | ows
t hat : S5If the sequence for the conputed remai nder polynomal R(t) is an
al | - (69" sdfdlenf@)-of at least length m then F(t) = C(t), and the step 340
determnes that D(t) = 0. If instead, the conputed remai nder pol ynon al
Rv(b) (t) i 9néherubovedeseripad finoambddimeasefrbantd formsofgqpait féllowarthdtess than m
then C(t) = F(t) + D(t) where the non-zero check sequence difference

pol ynom al D(t) satisfies: 10 r [D&b%j th = 1(?930)(13 inderR (t) t) )(6)

R® (t) = remainder = remainder (5)
' G(?)

5  Ifthe sequence for the computed remainder polynomial RY’(¢) is an all-zeros sequence of at

least length m, then F(#) = C(¢), and the step 340 determines that D(z) = 0. If instead, the

computed remainder polynomial R{” (¢) is a non-zero polynomial whose length is equal to or less

than m, then C(¢) = F(¢) + D(¢) where the non-zero check sequence difference polynomial D(¢)

satisfies:

10 remainde\{%j =R (1) (6)

Then, the step 340 may effectively involve solving Equation (6) via a backwards computation to

obtain the symbol sequence for check sequence difference polynomial D(¢) from the computed

sequence for the computed remainder polynomial R (7).
The step 340 may involve backwards computing the polynomial REO) (t) from the
15 computed remainder polynomial Rsb) () by recursively solving another equation relating

remainders Rsi)(t) for different numbers “b” of trailing zeros in the sequence for the polynomial

V(t). In particular, the equations relating remainders can be rewritten in a reverse-ordered form

from the reverse-ordered generator polynomial. For example, R\ % (f) can be obtained from a

remainder involving R’ (¢) by solving the equation:



Then,

the step 340 may effectively involve solving Equation (6) via a

backwards conputation to obtain the synbol sequence for check sequence
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remainders to obtain D(¢) = R(O) (t) from the computed remainder polynomlalR( )(#). For

example, one method to perform this computation for arbitrary a range of values of “b” in a
certain range is described in more detail below in connection with Figure 8.

In the above-described second embodiments, the check sequence difference polynomial
D(¢) 1s the difference between the polynomial R(7) + /(2) and the polynomial F(#), which
corresponded to the reserved portion of the data packet in the first sequence. The polynomial
R(#) + I(t) corresponds to the ones complement of the remainder of a division of the polynomial
U(r) + I()t* =™ for the message portion of the data packet by the CRC generator polynomial

G(#). In this embodiment, the sequence for the polynomial R(7) could also be found by

backwards calculations from the sequence for the computed remainder polynomialR(Vb) (¢) based

on modified versions of Equations 6 — 8, which account for the inversions in the polynomial V(¢)
as shown in above Equation (4) for the second embodiments. A person of ordinary skill in the
art would be able to easily determine said modified equations based on the above descriptions of
Equations 4 — 8.

At step 340, the method 300 also sequentially transmits to a destination receiver a final

sequence in which the data packet has the original message portion and in which the message

ocess

in
one

n bll

h



In the above-descri bed second enbodi nents, the check sequence difference
pol ynom al 10t) is the difference between the polynomal R(t) + I(t) and
t he pol yrw@i2al1/656432, whi ch corresponded to the reservedPporus2an/08§39t he dat a
packet in the first sequence. The pol¥nonial R(t) + I(t) corresponds to the
ones conpl ement of the remainder of a Yi vi sion of the pol ynom al U(t) +
/(t).t(k- m for the nessage portion of the data packet by the CRC

gener at or pol ynoni al t this ment ce fo

Dol ynaif HsCRed porisgr rin dGRG G f?ﬁh ROt b ar o s eBab U Gt ¢ he
sequence for the conputed remai nder polynom al R(t) based on nodi fied

ver si é® Tof(fEquati ons 6 - 8, which account for the inversions in the

pol ynom al V(t) as shown in above Equation (4) for the second enbodi nents.
A person ofin dredichaw-eskibbd embodifen®r 4 “word! ds typicalty €orictbyeelSi | y det er m ne
said nodi fied equati ons based on the above descriptions of Equations 4 - 8.

20At step ?F‘ﬂ&restm aRBLB L3I0 zﬁ‘lle?l‘éoé‘,@QU@ﬂta'nél |cDéc6cfe§ﬂ§@B t@sﬂe&1@el§19$ﬁé nation
receiver a final sequence in which the data packet has the origlinal nessage

parti ich th 1/ 2010 9 and
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polynonlal Ut). (1+ t)+ F(t e. bel escrlbe enbodj ment s

“wor d'MaYse gy BFida (e ﬁ%d%%/{n@zh"d@i%&??gégu&% ailige AP 9% aetosinds AB0Her
400A and a decoder 400B, respectively. The 5encoder 400A may, e.g., perform
t he em@odlgngonmnhlodalmtaéhandmgm devBes.angl, fonmed eCodwiits A80Blinggates fap-,
performthe decodi ng nethod 200 of Figure 2. The encoder 400A and decoder

400B d@Iops, regigters, aditye ahd/onalltiligist dlhchkacaisanedAlend desdetOB, illhara@dinof
circuits including gates, flip-flops, registers, adders, and/or

mJ' ti @ﬁ%ﬁéss 44 Thie I%Q&Bgeer 4@9?&%@&1@%9&% 46(2@%1&1 biddoaty zﬁi()%dﬂlh&raﬁécgﬁ&r es 4A -

t he res ective encoder 400A and decoder 400B 111 ustrated
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Ethernet NIC or TNE, of a transceiver for_wr mnreless or optical
pac ket NHak@d t&@mﬁp@gprl@ﬂgment (TNE), e.g., an Ethemet NIC or TNE, of a transceiver for

wired, wireless, or optical packet-based communications.
As shown in Figures 4A and 4B, the encoder 400A and decoder 400B include a set of
digital data processing units. The set of digital processing units includes a segmenting unit 410;
15 a masking unit 420; a partial remainder appending unit 425; segment division units 430, 435; a
remainder processing unit 440; and one or more digital buffers 460, 462, 464, 466. The encoder
also has a backwards computation unit 470 and a check sequence adjustment unit 480. The
decoder 400B also has a check sequence verification unit 490. Various ones of the digital
processing units process the received stream of data symbols in a substantially temporally
20 sequential segment-by-segment manner in which each segment has the same length.
The segmenting unit 410 receives a stream of digital data symbols and consecutively
transmits each consecutive equal-length segment to the masking unit 420 and information on

each segment to the masking unit 420 and the partial remainder appending unit 425. The



As shown in Figures 4A and 4B, the encoder 400A and decoder 400B include a
set of digital data processing units. The set of digital processing units

i ncl udes wogegmssszng unit 410; 15a nmasking unit 420; aPparusc@b/ossomi nder
appending unit 425; segnent division units 430, 435; a renai nder processing
unit 440; and one or nore digital buff®rs 460, 462, 464, 466. The encoder
al so has a backwards conputation unit 470 and a check sequence adj ust nent
unit 480. The degﬁger 400R al so has a Geck se ence verutlcatlon uni t 490.
Var i o§SSBHELS SR8 refegics d1° HeaRed Simg T Uhitdo éé%%netntﬁeo rSBEeRR 2t r eam of
data synmbols in a substantially tenporally 20sequential segnent-by-segnent
manneouipyt dh. cfereaethdye gasket, theassenigatingwit 4 Khepitputs a sequengthel ‘Y& gARIPERENG uni t
410 receives a streamof digital data synmbols and consecutively transmts
each censatutvhyre “gfualy-vagnidh daegiekdt-tbalatayackas BungacinsdgndAOisa bytes

i nformati on on each segnent to the masking unit 420 and the parti al

remai neley i apPeichy gyt %S%@w Jtl?e nuidef 81 it ORBAZSACH HSAOKEHHoPBASw L the

segnentlng unit 410 receives the stream at |nput 401 and outputs segments

Of sal ggnsiéntg gtrenagéume%ttg ‘t')% byl% allgF&q ﬁ%%@suﬁjtgtc%l Fgga,ﬁ§ extengc.dstﬁg)roc%sl sne% 5 ntst 410

t ut a seque Selt i Ve Seg vary oM dat a
packet t o- data pgﬁr But each segnent |s S w bytes Iong i.e., s bits
wher e 1t 2rq ot 30ad-3l1gredt he number of bits in a word. In the descri ption
bel ow, the 5segnents are assuned to be byte-aligned. The results can be
easi | y ext éndeathtsogipenics scgraenimgtunittd Qitraasmaithiof orwaitidn apireppending to the For
each segnent, the segnenting unit 410 transmts information correspondi ng

t o t hgegr@eENbuthOt it Pt THerihfofhdtionlidenti fids@nd@ddatn ahddnthiphties s@andnloeat es
any data packet start and/or data packet end located in the corresponding

segment;, ;’af:ké'i‘ REWBRH ih AR c%rtg I&g er?tt 34 se t ﬁ&sae&ﬁ@ 1 diBGsiMRithe 410

out put's start-of- packet (S of the val ue and start - of - packet

B tiosing Bk b 5*%%@%%%‘[ éédé@ﬁégfnaéeitgdat sﬁ 8T hfl g

unit 410 outputs.a SOP signal. of the val ue 0 | f se gnent has a data
pac ketm%eﬁdSPf ) At ddsgiaRt ihﬁg’oﬁtlﬂptl ol dgtsRagke skt leﬁleﬁ yrsEE Kée segep)t depynal

of the value 1 and an end-of - packet index (EPlI) that identifies the
posi t inohhaf atdaén phaket spat ket scgmdnting Wit A adputeatSOR digitahef hegrakwt). dbes not
have a data packet end, the segnenting unit 410 outputs an
segment has a data packet end, the segmenting unit 410 outputs an end-of-packet (EOP) signal of
the value 1 and an end-of-packet index (EPI) that identifies the position of the data packet end in
15 the segment. If the segment does not have a data packet end, the segmenting unit 410 outputs an
EOP signal of the value 0. The segmenting unit 410 may identify and locate a data packet start
and/or a data packet end by reading a packet length identifier (PLI) in the packet header of the
data packet.
Below, consecutive words of a segment are indexed in order of transmission by numerals
20 (§ — 1) to 0 where higher index corresponds to earlier transmitted words. The SPI and EPI
signals may be represented by a vector of length “ j of binary signals (i.e., 2! <§ < 2/) that

represent each index by a binary number. The value of SPI points, e.g., to the first word for a

message portion of a data packet, i.e., the portion corresponding to the polynomial U?), and the



ECP signal of the value 0. The segnenting unit 410 may identify and | ocate
a data packet start and/or a data packet end by reading a packet |ength

i denti fi ewO@PLIV056932 t he packet header of the data packePCTRSk@w055391
consecutive words of a segnent are indexed in order of transm ssion by
numeral s 20(S - 1) to 0 where hi gher thdex corresponds to earlier
transmtted words. The SPI and EPI signals nmay be represented by a vector

of length "j" of. binar ignals (i.e., 2'-1 <§ < 2') that represent each

i ndex ng‘eé’fﬁﬂﬁ?lﬁ}mnﬁﬁfbi‘? ﬁle “i?éé %t%BFeSSWG%ﬁBE&%&G@F §CUCRES RKROR Ph &t wor d
for a nessage portion of a data packet, i.e., the portion corresponding to
t he pdpjpieskedl U(t), and the WD 2011/ 056932PCT/ US2010/ 055391 20 val ue of
EPI points, e.g., to the last word of the reserved or CRC check sequence
portion of Tacadaskinganke0 masks bitsldfacgments itga sugniendBO-se@aks niinhsr sfthsegnment s
in a segnent-by-segnment manner as the segnents are received fromthe
SegmeRtdhichtdiitetrebhdd\tdn HRGS! EII&H% thk2410Ri9THeAGTIt 413 EBRNERhYeamchis ST
sequence, i.e., having an entire data packet therein, the nmasking unit 420
produc on guen f_ecarres ing se nts...whergrn.t second
e (TSR aRNE FETENER af b AR R R AT ER Rg YR AR B
described. In such.a second sequence, . the sking unit 420 sets to_ zero
each BFONdGEEIeaes %CW@PQ@&%&%&@ ‘?’]é%r%lf“\}g%seﬁ{%? POIMENGSTOOFREPoads L0 Backet ,
i.e., sets to zero each bit before the sequence corresponding to U(t)tni +
F(t) anbneeta 11, wkich hendteady beerf deseriicgt He ssdhqusacrd sagpemespibindiasling einit
Ut)tni + F(t). Thus, the masking unit 420 sets a first "a" bits of the
first 49eqeencerd each®it @ndds of the andsauple and tesbivicd poftiodaohthicidasit paskeLigncetst 0
"0". In above-described second enbodi nents, the masking unit 420 al so

I nver s, &b cfeh biPB@i%reCtﬁéTPéc@_@EéE &ﬁre&ﬁ}ﬁldfﬂgfté oM 9 hSnaRes tdgerb 38dh bildnd t's
of the sequence corresponding to the concaténation of the nessage and

reserved portions, i.e. tpﬁ e ce, correspondi n the poly i al
Ey i seBies Lepmafina st My uar 7 a3bPSUETIRR 19 0 B PELE Wedhont of
the second sequence to the partial remainder appending unit 425. The
par ti e WishssaHerse tap et s st b4dys eheach dirg spayanralo e ndit AbRic-dsegfiksce of
length "nf so as to add the partial renminder to the sequence forned by
nmost  segmidfebadimenty, thyi maskofg walckOradso- ingerth (ng., segentplohentd)ehsBrsoivd”
sequence. Here, each partial remainder sequence is a renainder froma
di vi sib@g alythengst 0f:” bite oseig Fediieneld ¥drEdsPdhdirilt foshe concatenation of the message and
reserved portions, i.e., the sequence corresponding to the polynomial U@)f" + F().
15 The masking unit 420 sequentially outputs each segment of the second sequence to the
partial remainder appending unit 425. The partial remainder appending unit 425 shifts a partial
remainder sequence of length “m” so as to add the partial remainder to the sequence formed by
most significant “m” bits of each non-leading segment of the second sequence. Here, each
partial remainder sequence is a remainder from a division by one of the segment division units
20 430, 435 of the preceding segment of the same second sequence by the sequence corresponding

to the CRC generating polynomial G(#). Such partial remainders are fed back to the partial

remainder appending unit 425 from the remainder processing unit 440 via a line 441.



20430, 435 of the preceding segnent of the sanme second sequence by the
sequence corresponding to the CRC generating polynomal Gt). Such partial
remai nderwoana/dseszback to the partial remainder appendiPog/uspét/ 08351 f r om

t he remai nder processing unit 440 via_ a line 441. WD

2011/ 056932PCT/ US2010/ 055391 21 The s%brrent di vi sion units 430, 435 operate
on each received segnent in a sequential segnent- by segnent manner, e g.

each segne corresponding to ment of the nas nom al V . Via
the segnmentI5yCEBIHSRTSIR PRty %32)3 ﬁ§§ ARCTAE QAT TFE W%ff Wgtﬂlti/t“(?’sﬁeqﬂ% 435
output (s) a sequence of the partial renainders. Since the segnment division
uni t s saguentbysegmert mennshere-| gkl begnané gereespending to asagmeohdl thethagkadh an
appropriately shifted partial renmainder from previous segnment divisions,

t he fipohhopadltlial Viietheisagleent-ty-@gmepr didisivad, the) sepneenoflividien sagaeiso, 4 i si on
units 430, 435 by the division of the Iast segnent of the second sequence,

corr e3RRRES) 4 RqhBR T UENEEal TONhahB&sT STRE AL RehYICRIoR unks )B(Y B} rocth@t 1,
the final partlal remai nder sequence output b t he segment division unlt(s)

t Fe masg l%a%lm(% se tgltlttave{ he()g{bqlil% W%E egvt?l Silq egﬁ)a&a?fj %%fx?(}emfro%‘t \S“O(rjr:ang

enbodi nment s, the par.ti al i nder appen |ng unit 425 outputs the set of
Soge RS 1 SPHESHERGHANS SifUBHE 815! BRE TSEenPrefuFFS o litie $8BET435 and
outputs the segnents for the next second sequence to the other segnent
di vi sidonsigminits4$S¥), 4330y thendivibies of dredastisegmen of IBaweonsifseyimcs.apresonds vi si on
units 430, 435 perforns a division of each such segnent of one data

to the sequence for the remainder polynomial R” (). That is, the final partial remainder

sequence output by the segment division unit(s) 430, 435 corresponds to the remainder that

10 would be produced by dividing the masked polynomial V(z) by the CRC generator polynomial
G(1).

In some embodiments, the partial remainder appending unit 425 outputs the set of
segments of the second sequence to one segment division unit 430, 435 and outputs the segments
for the next second sequence to the other segment division unit 435, 430. In these embodiments,

15 one of the segment division units 430, 435 performs a division of each such segment of one data
packet by the CRC generating polynomial G(#), and the other segment division unit 435, 430
performs a division of each such segment for the next data packet in the stream by the CRC
generating polynomial G(¢).

In other embodiments, the partial remainder appending unit 425 selectively transmits the

20 segments to the segment division units 430, 435 based on the amount of the segment occupied by

the data packet being processed. In particular, if the segment has a data packet end, and the

current data packet has more bits therein than the next data packet, the segment of the current

data packet will be transmitted to the first segment division unit 430, and a shortened segment



packet by the CRC generating polynomal Gt), and the other segnent
division unit 435, 430 perforns a division of each such segnent for the
next dat awpaokietsed3a t he stream by the CRC generating polpgmarseaio/osx3®). | n

ot her enbodi nents, the partial remainder appending unit 425 selectively
transmts the 20segnents to the segneﬁ% di vision units 430, 435 based on

t he anount of t he segnent occupied by the data packet being processed. In
parti cul ar e segnent._has a da cket end, the current data
packethd§ ﬂ??o‘i‘eé‘t gﬁ‘tﬁga%qi‘?é%‘ E {rﬁ%ﬁml{t?@toﬁg%ec&& éeﬁﬁéf‘é]ﬁg’cml?lh%n% nt of the
current data packet wll be transmtted to the first segnent division unit
430, &Nberavisshdrtheenrens dygapacket i Roenbiosbastrorkiukronakos dpaegmenticg t he
next data packet will be transmitted to the second segment division unit
435. @chata seeket willtbearanwmitesdtto dat farspghkeht diasionawer430i 418l 4 dtentchdie next

data packet, the segnment of the next data packet will be transmtted to the

first i,ﬁggfﬁ Rhvidh YicSleRRidde} bf S Curr@dda@ pabl@erttvﬁn 86 12REARRY [hd¥isB@nlihe

remai n of the current data packet will be transmtted to the second
5seg L S 435. The renalnder processing unit 440 routes
%? n% I%&%d“uﬂgnPﬁg4§enalnder pol ynom al kb)v(t) to output 442 for further

proceSS|ng The further processin e perfor ck sequence
verificati Jrli‘elﬁﬁ’fl%m%@r%‘ieswg pRig4 ‘ﬂ)@fﬂl’@ﬁﬁ Se&&}ﬁ‘}f&tfgf&‘ﬁﬁelﬁﬁp erzP’f" mopl each
data p ﬁ%gket t he remai nder processing unit 440 selects the sequence for the
r emai iden?) podytnairm4gl fon OkthpypropessimgmTbn durtfer phasessengmmay belperifeined byrthe s 430,
435 based on the SOP, SPI, EOP, and EPI information for the correspondi ng

dat a packekqusc atrifadyn ) bebly tHeltackweirds elaputpli @C@E64 Ty Rutichchddda al so
feeds partial remainders fromthe segnment division units 430, 435 back to

the panplicliné Fe'i‘i?dn‘[ﬂ@? rcﬁ@&%@qlmw‘s'elecﬁ%ﬁe sd ﬂeﬁé&%@t@@‘f&nﬁﬁ&é‘rrﬁoﬂﬁgnﬁﬁcO”d
enbodi ment’s, speC| situation occurs qn he end
10 R® #(t) from one of the segment division units 430, 435 based on the SOP, SPI, EOP, and EPI
information for the corresponding data packet. As already described, the remainder processing
unit 440 also feeds partial remainders from the segment division units 430, 435 back to the
partial remainder appending unit 425.
In the above-described second embodiments, a special situation occurs when the end of
15 the reserved portion of a data packet is located near the start of the last segment of the second
sequence. In such situations, the remainder processing unit 440 may be configured to add a
correction term to the partial remainder evaluated by one of the segment division units 430, 435
for the last segment of the second sequence. More specifically, the correction term compensates
for the one or more bytes that should have been inverted but were not inverted in the next-to-last
20 segment of the second sequence when the corresponding partial remainder was computed. The
correction term is the remainder that results from dividing the appropriately shifted missed ones

sequence of the next-to-last segment by the CRC generator polynomial G(#). A person of

ordinary skill in the art would be able to readily fabricate a look up table or combinatorial circuit



15t he reserved portion of a data packet is |ocated near the start of the

| ast segnent of the second sequence. In such situations, the renmainder
processi ‘younios498@ nay be configured to add a correcti @eaTiuS2OMONSS3Phe
partial remai nder eval uated by one of the segnent division units 430, 435
for the | ast segnent of the second seaﬁence. More specifically, the
correction termconpensates for the one or nore bytes that should have been
inverted but were not inverted.in xt-to-I| ast, 20segnment. of the second
sequentd (RRTEmatKer @8??8@%&%4%8 wﬁcr PeufDif kiR apPIyALS feylermpp
correction termis the remainder that results fromdividing the

appr opldsesedcial stpatioas i ssed ones sequence of the next-to-last segnent by
the CRC generator polynomal t). A person of ordinary skill in the art
woul d be albh eorheembadiivleyitsf(adtrillgatae: dain IFoglcedpA t-alid) ethe patiaitennaddes i al circuit
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situations. 1n sonme enbodinments (not illustrated in Figures 4A - 4B), the
partial r i nder ..appendin it 425 i.s.absen d sking uni.t 420
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of the segnent division units 430, 435. Then, the remainder praocessing unit
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segnent division unit(s) 430, 435 of the |ast segnent of the second
sequendoasiby unite) 48k déhobthedast esgromd b e tsecondec@RAcgbntheatqurgcpol ynoni al
Gt). In particular, the nodification involves adding a correction conputed
f rom tcbeegpandinglto ther@RO decsating paynuinsihloGg). Oin pakecu@) the @fods@oenis obfes 10t he
second sequence by the segnent division units 430, 435. The adj ustnent
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partial remainder so that the remainder processing unit 440 will still output at the port 442 a
remainder sequence corresponding to the remainder polynomial R” (1) , i.e., the remainder
obtained by dividing the masked second sequence V(z) by the CRC generator polynomial G(2).
In the masked second sequence, there may be trailing fixed digital data symbols that are
15 not part of the corresponding data packet, e.g., entries corresponding to trailing “0”’s of the
polynomial ¥(#). As already discussed, the remainder sequence for the polynomial R” (1), as
calculated from the masked sequence for the masked polynomial V(z), may not correspond to the
CRC remainder polynomial C(7) for the data packet itself. Thus, for some of the data packets,
the backwards computation unit 470 may perform a backwards calculation of the correct CRC
20 remainder sequence for the CRC remainder polynomial R(7) or a difference sequence for the
check sequence difference polynomial D(?), e.g., as discussed above. In the backwards

computation unit 470, these calculations are based on the length “m” remainder polynomial

R™ (1), which are received from the output port 442 of the remainder processing unit 440. Such



In the masked second sequence, there may be trailing fixed digital data
synbol s that are 15not part of the correspondi ng data packet, e.g., entries
correspomiiprgittosed3eai | i ng "0"s of the polynom al V(t). ARETAIS2@EaMY5391

di scussed, the remai nder sequence for the polynomal R )v(t), as calcul ated
fromthe masked sequence for the nmaskét pol ynom al V(t), may not correspond
to the CRC renuai nder pol ynom al C(t) for the data packet itself. Thus, for

sone of the data packets, the rds c tat upi.t 470 may pe form a
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remai nder polynomal R(t) or a difference sequence for the check sequence
di f f eseqisacHOr Yiidrasalremt Jescrebay, 1.¢.a8s Idiosauisera thealtlol end ERI sigaalp sskivad 8%
conputation unit 470, these cal cul ations are based on the | ength "ni

remai nigeachehyds @omplitakiby ugit ¥70 whindimeatts. r ecei ved fromthe out put port 442
of the remainder processing unit 440. Such WO 2011/056932PCT/ US2010/ 055391

24 backwar %t&%n@éﬁ&ﬂb@ﬂsthéfbﬁc@a‘%@s QASKAaRR &n'i‘t%?‘@%‘{ﬁhtsf ihXeRd gk of the
"b" trailing zeros in the sequence for V(t), as al ready described, i.e., as

kr!iovm E%l%%q] t%%? th i égmallzllf:l)lderSI n%lnicial er eoliglgg\dl?f%ﬁenpg é]élg &il% HFA utati On

rom I'ine enco 1S conpu ation unit
470 out put s CRC check uence r t he renalnder ynom al R(t)
or théefa%efl?f‘eﬁtllgﬁeﬁfengeaﬁéﬂeewf ] f%@eéh eeewggestmeﬁf w&ﬁ%@vempﬁ%ﬁ% (t)
to the check sequence adjustnent unit 480 via output port 472. In the
encoddi’2400A, the check sequence adjustnment unit 480 inserts the backwards

cal cul at ed check sequence R(t) into the reserved portion of the
cor r espondilmthetbataddp d08AT tht ehddpcgeinee adjutthrAshiat #8)0inkdrtsthe Baguande for

transm ssion to the physical comunication channel. In the transforned
First ;SRAURAGRecH &ﬁu&% LR%B Gifto R re%é’r@ed‘%o?ﬁ@ﬂ Bf %QQOHQ%?EHI%% dRQIJakbRAge Of the
dat a packet is faithful repr esent ed t he pol yno (t)t" + F(t) +

0 S e BTSSR R L DSR2,
at OUtIIE) E[Jﬁe tpa%rs%ortigc% ﬁrslt:gerqugggeh thdeastec?ue%%g lfoe}ttfle Itngsesageh gl?dkregeerggc? I?OI'?IOHS of the data
packet is faithfully represented by the polynomial U(z)-¢" + F(t) + D() rather than by the input
sequence which was faithfully represented by the polynomial U(z)-¢" + F(z). The transformed
first sequence is outputted at output port 482. For each data packet, the check sequence
15 adjustment unit 480 receives the sequence for the polynomial R(7) or D(¢) from the output port
472 of the backwards computation unit 470.
The check sequence adjustment unit 480 and the backwards computation unit 470 receive
segments of the data packet at appropriate times via data line 469. The data line includes buffers
460, 466 that provide delays of appropriate length. The check sequence adjustment unit 480,
20  backwards computation unite 470, and the remainder processing unit 440 receive EOP, EPI,

SOP, SPI signals for data packets at appropriate times via data line 469. The control line 465

includes buffers 462, 464 that provide delays of appropriate length.



15adj ustment unit 480 receives the sequence for the polynomal R(t) or D(t)
fromthe output port 472 of the backwards conputation unit 470. The
check sequeros/may3ast nent unit 480 and the backwards comrputistélonsisait 470
recei ve segnents of the data packet at_appropriate tines via data |ine 469.
The data line includes buffers 460, 46% that provi de del ays of appropriate
| ength. The check sequence adjustnent unit 480, 20 backwards conputation
unite 470, and the r i nder ocessing unit. 440 receive EOP, EPl., SOP, SP
signals for® g’é’tJ&C%‘?% %@&é ‘g‘f‘ Cla%%rsswa? gerf iGFHen \‘}P’é“g(if"étp}lﬁs r’i‘ep"%gl. sigiife at
control line 465 includes buffers 462, 464 that provide del ays of

appr optipat 491 dpindicateyywhethen 2 066GBORETE WS2@acdico B53@Hewsrd. nlherbicgecoder

400B, the check sequence verification unit 490 outputs a control signal at
out putseqiacd hatficatich ceit €30 wheitiats the egdlue eSpherdhng sikatabtoickgputied based on
codeword. The check sequence verification unit 490 determ nes the val ue of

the cofd foph oFkigN@budiRe B& tHé‘%)&%érﬁfM Resed o id Rl Qf MAfthd RéapRAHENce for
the polynom al R(b)v(t) that is received fromthe renmai nder 5processing

it 440, I.f th | ial R i l] - . ial of | h
o e ERE IR R b e MeBor pEFhaRePOLERaT 2ha s grar

indicating that the_correspondi ng data packet i s transn ssjon error-free.
But i#qurﬁ@qmcg‘z NERTCAtioRUB) 6‘?8 it ?lé(r%‘fmlésr 2 5gna) Mﬁ%}ngglﬂantfé%qwsmﬁctm& he
check sequence verification unit 490 typically outputs a signal indicating
that thie reckatéspandiissipnoata-firec Batt, ifths pohynostal| vzgrg) igpngher podyfonbal ©f | y
summarize, in the encoder 400A, the masking unit 420 transforns a first
sequenagtiofms eEres séquentd weifRegoremii 490 typichll¢dGpuitaGighas Rdandng dqueice of
masked segnments that correspond to the masked pol ynom al V(t), e.g.

Equat%ggeﬁ%é?nggmh BN Q98EnAMbn dhg. segnent division units 430, 435 and

t he renai rocessing unit 440 together generate a sequence of segnents

cor respondi tg the remai.nder pol wal, e(t €. d. »ynaccor di ng .t

B ot on Toay ety tpl TR A B PPN ook s e B ROENT 2 fher i nes
the CRC check_ sequence adjustnent polynomal D(t) or the CRC renainder

pol y n@eg@pcqq&fis,agmp@tquoﬁbthpéﬁ@p%@,g unit’410 into a second sequence of masked segments

that correspond to the masked polynomial ¥(#), e.g., Equation (5). In the encoder 400A, the

segment division units 430, 435 and the remainder processing unit 440 together generate a
sequence of segments corresponding to the remainder polynomial R (¢), e.g., according to

15 Equation (6). The backwards computation unit 470 effectively determines the CRC check

sequence adjustment polynomial D(¢) or the CRC remainder polynomial R(z?) from the remainder
polynomial R{”(¢), e.g., based on Equation (9), and the sequence for this polynomial may be

used further in the check sequence adjustment unit 480.
In alternate embodiments, other digital devices may replace the combination of the
20 masking unit 420, partial remainder appending unit 425, segment division units 430, 435, and
remainder processing unit 440. For instance, if a segment contains parts of at most one data
packet, it may not be necessary to have either two segment division units 435, 430 and/or the

remainder processing unit 440.



polynom al e)(t), e.g., based on Equation (9), and the sequence for this
pol ynom al may be used further in the check sequence adjustnent unit 480.

I n al ter sibeoanisesznent s, other digital devices may replPatasée/063abi nati on
of the 20 masking unit 420, partial remainder appending unit 425, segment
di vision units 430, 435, and renainde?6processing unit 440. For instance,

if a segnent contains parts of at nobst one data packet, it may not be
necessary to hav ither two segne di vision units 435, .430 and/or the

r emai nder pﬁfstf@é“sfﬁﬁeﬁ@i’wﬁ’ f’nﬁ%m"%\&%i@%g@@%tﬁ E@FF%S% gir@}“o@%é@ti’ sygiems As
descri bed above, one or nore of the enbodi nents described herein relate to
syst ews msthogs forgacrting g emér ehack gequemrdos hdet pekpiend eritipg tae gracrigshck et

and witing the generated CRC sequence or a ones conplenment thereof into

t he d&RC pagkede qrra ks tanplemesithsisbDinto thx daalpaciodt pHegerinskHivioassi ng and

O her Exanpl e Enbodi nents 5Figure 5 illustrates the processing of an

exanpl e data pagk@in Vi 6 SQRnEPROMIIRME RhetDENBNCLABEIARAA of Figure 4A

The data packet Ts Tocated in a first sequence 510 of digital data synbols
that is foryaed. of f on ut.i y LS| oin l ] ength n 22,
528, 526, & B BRORRE M E Bral e bap BRRL LB TR TR
masked segnments 570. and conputi a CRC check sequence 580 from.the second
mas keahes%ﬁgg%‘é?o folddgiite Afs eckEypacktas E’F%té%é%‘? &L sayeneq 110kl Gl e i n
relation to Figure 6, which is block diagramof an exanple of the masking
uni t 40balsthat refopaed plfour earataidioe, digpendiang lemgth sep2Eents 522, G, 62428The
masking unit 420 the partial remainder appending unit 425 are operated
based Thw paodekding @chidad gendBting A8 eddnMequdd0e shmwskeld Redrh@its 7(Fand donfpugiipa 5,
the first sequence 510 of four segnents 522, 524, 526, 528 includes the

data togagkgek ’seci\ﬁing@S R0 (HESBHEIRAN O eRdé 0 PRI nRNIE TRINE dhP ROk E RO 16
for the CRC check sequence. The first and fourth Segnents 522, 528 have

tiong.512 18.that. d ot bel ong tq the.data packet. . t he.data and
PRLGr S8 o3 iFsrBE ARl PEhr R o ek k ekeufa AR Ehpole ofure iR AT ng
processin% the segnenting unit 410, the masking unit 420, the partial
r enai HOEAZ8 3pdHGiNsg Ak Fepamges appeeingsyiettd fiRigwr dA- uheraaskmg unazi20 thee
remai nder processing
partial remainder appending unit 425 are operated based on a finite state machine (FSM) 700

shown in Figure 7.
In Figure 5, the first sequence 510 of four segments 522, 524, 526, 528 includes the data
15 packet, which has a message portion 514 and a reserved portion 516 for the CRC check
sequence. The first and fourth segments 522, 528 have portions 512, 518 that do not belong to
the data packet, i.c., the data and reserved portions 514, 516 of the data packet.
Figure 5 illustrating processing the segmenting unit 410, the masking unit 420, the partial
remainder appending unit 425, the segment division units 430, 435, the remainder processing
20 unit 440, and the backwards computation unit 470 of Figure 4A. The segmenting unit 410
sequentially outputs the segments 522, 524, 526, 528 of the first sequence 510 and information
defining positions of ends and starts of data packets therein to the masking unit 420. The

masking unit 420 sequentially transforms the segments 522, 524, 526, 528 of the first sequence



20uni t 440, and the backwards conputation unit 470 of Figure 4A. The
segnenting unit 410 sequentially outputs the segnents 522, 524, 526, 528 of
the firstweequases2510 and i nformation defining positiorsTafS2@nass3and
starts of data packets therein to the masking unit 420. The nmasking unit
420 sequentially transfornms the segneAts 522, 524, 526, 528 of the first
sequence WD 2011/ 056932PCT/ US2010/ 055391 27 510 i nto nmasked segnents

536, 5 .556, 556 of th nd s ence 570. The transform ng.invol ves
maski goinﬁpmaa edasr‘?émFPﬁgpggg&t%éng&g‘iéﬁe BYENGFeQURREG st dtssREBG1 0,

which are not in the data packet, to zero, i.e., 6 bytes each, and may
i ncl udevobyregngskipgrpitinkpndHenas persionsiprble 5 18I theifirbleseqeange Hlhavhighyarggiob t he
data packet, i.e., 4 bytes each in the exanple (inversion of a byte is

5i ndi clat @da packat, s, i.cTtebypayr dackaland e inclede ampambirtige thdishmd 2bmaelds
internediate or partial remainders 538, 548, 558 fromearlier polynom al

di vi si;ang| 24 fAAebY18A6H Y dSEPIBM S .2 2Dyt&%Ach REBe ckarfiple (InVeRRUME ALy )i Si on
units 430, 435, to nost significant bytes of the non-I|eading segnéents 524,

526, SRfealPh oy BISTRAdLIERLS L. BALLLAL LTk DYRrS B30, 245,088 are fed

back to ng uni remarnder processi ng un or via

the segnent diyjsion unit(s) 10430, 435. Each segnent. division unit 430,
435 dINTHBLTS SEh %gs@d%r%ﬁﬁ%ﬁf P@l%?m@iéwl%%,ofé@el,eaém%.Se,gn@ﬁnfsré?én 5%1)pended
partial remainder for the non-leading masked segnments 524, 526, 528, by a
sequenee, isorin eggroend idngsiomunitsed 30RE3 J émeoatt Sigrg lipait Yrissro fithe Bpn)leading eby
produci ng the partial remainders 538, 548, 558, 568. The remai nder

pr ocessgmehtaf4, 5465 28utipuiich dnfitedirasits, Skgpaniil rembaideds 508 56858 wleifedback
corresponds to the remai nder polynomal R)v(t) to the backwards

15compy ’éh%tdla%ﬂidégig%t 0Qia %e@ﬁﬁﬁ%r%ﬁgﬁ%k ko Qf‘vig Mhd se K@nﬁ&%i&n‘%ﬁit@ e CRC

check sequence correspondi ng to remal nder pol ynom al R(t) “or

1o one- e R SRR UEREG GL  EERSS Rt MGl Do Y SRECBF ¢

enbodi nents of the masking unit 420, the partial remainder_ appending unit
425, dfid “Mithansaprider partieb mainder dor thapen-leadingmasked segancais 5-244&6, 20%eP¥rring
to Figure 6, the segnmenting unit 410 transmits segnents of length s, i.e.,
Sw or asequence corresponding to the CRC generating polynomial G(#) thereby producing the partial

remainders 538, 548, 558, 568. The remainder processing unit 440 outputs the last segment’s
remainder 568, which corresponds to the remainder polynomial R® #(t) to the backwards

15 computation unit 470. The backwards computation unit 470 computes the CRC check sequence
580 corresponding to the CRC remainder polynomial R(#) or the CRC difference sequence
corresponding to the difference polynomial D(#) from the last segment remainder 568.

Figures 6 and 8 illustrate specific embodiments of the masking unit 420, the partial

remainder appending unit 425, and the backwards computation unit 470 of Figures 4A - 4B.

20 Referring to Figure 6, the segmenting unit 410 transmits segments of length s, i.e., Sw or
20 bytes in Figure 5, to masking modules 620, 630, 640 of the masking unit 420. The masking
unit 420 may also include a mask generation module 610 that receives information about

positions of ending and starting segment indices of data packets.



20 bytes in Figure 5, to masking nodul es 620, 630, 640 of the nmasking unit

420. The masking unit 420 nmay al so include a mask generation nodul e 610

t hat recewoesilesésemat i on about positions of endi ng andPpsrarstémngssegnent

i ndi ces of data packets. WD 2011/056932PCT/ US2010/ 055391 28 The mask
generation nodule 610 interprets this 2§ nf ormati on according to the exanple

finite state machine (FSM 700 that is |IIustrated in Figure 7. At

initializatjion, the FSMis %g tﬂg NI T/ | ate.710. The FSNIrenalns in
the NI T/ DUECSyas ée%%atil%%‘o e PG IHIREStS, kf 19 “EP@%OIb‘I‘CC%@ga‘Pé © grample
| ater received (SOP, pair indicates that SOP=1 and EOP = 0, the 5

cor r ednoadiatigme SMDa Oath@tlarltusmteé1@Engarep7ac&bmltlaélz§1on thed” D gmisrihe 522
of Figure 5. The FSM changes to the Packet-Begin (PB) state 720 if the data
packetiINUDESLBatatal K0 TiaviESM meramds of tha INEL/EDIpRstietas lengas, thaseckived egluensdf 522
of Figure 5. The FSM changes to the Packet-Full (PF) state 760 if the

segmerforals 0o ag aafeeRdei9fd ?ﬁj}a HDKAALn indlicRes thaf SGRP] mdlEOPR: §,hg. PB state
720, the masking unit 420 of Figure 6 sets any initial part of the segnent

t hat { zer 1 Y

i st e RuEE Pt e F hAuRTR b e B ARRRANITES B SETBEFSMET 1o
perfor ese transforna ene on nodul.e 610 produ

masks © H%{(ggy g e ﬁ’aa@tﬁ%ws@gﬂaﬁe@%gﬁwm@%@ek? g5 Ui A0 gpe %smé@f é‘i‘%nal

I f the values of SOP and EOP are zero in the next segnent, e.g., the
segnemack8R4. of asin gegract® 522 hEFE8M T higESMidhangss (Peektacketodl @F) Fe ¥0at e
730. The first tinme that the FSMis in the PMstate, the encoder determ nes

15whetif@e sé¢digend alsa hpasketd stdald eakéd i.¢.h¢ BOT= of 1t e ARsthtcSRgNABmasking hat
any remai nder of the mask X(s) for the previous segnent is fed to masking

uni t GAQ 460 of PURIKL 6 Gl 24 M{?c[a@' a®bf ﬁh'é%e%&jéﬂt%t 1§@££§B@Bf (h@tda%Eke(t e&mh YRrol)

mnrds are to be |nverte as specified Xp('s) herw se, the PM state

d h
KB & Sehien ORI RS FEA LR P AL ethﬁ F n?ﬁ% o Midere S8 O

packet is located in a segnent 20The FSMremains in PNIs&pte %0 unti |
t he va&FTfempthesrmansforryEens, dreymasky gepﬁr@tl9lanwéulﬁf61§®wq%e%ma$lﬂs Marand X hdo Fsm
changes to the Packet-End (PE) state 740 in response to EOP changing to 1.
For t heviferss delencddgy, the heservad kalye né thatSPd sigmald UK ghe6abicp 06 808 ead tBAP masks
1\4(E) and X(E), which are fed to the masking nodule 620 to set the portion
of theeRag MR MexOighich€ eQf., the segment 524 of Figure 5, the FSM changes to the Packet-

Middle (PM) state 730. The first time that the FSM is in the PM state, the encoder determines
15 whether the data packet started at the end of the last segment so that any remainder of the mask

X® for the previous segment is fed to masking unit 620 to invert first words of the current

segment (at most ((m/w)-1) words are to be inverted as specified by Xp(s)). Otherwise, the PM

state typically does not perform masking of segments. The FSM 700 will remain in state PM

730 until the value of EOP changes to 1 to indicate that an end of packet is located in a segment.
20 The FSM remains in the PM state 730 until the value of EOP changes to 1. If the value of

SOP is still zero, the FSM changes to the Packet-End (PE) state 740 in response to EOP

changing to 1. For the PE state 740, the mask generation module 610 produces two masks M®

and X, which are fed to the masking module 620 to set the portion of the segment outside of



WO 2011/ 056932PCT/ US2010/ 055391 29 the data packet to zero and to bit-w se
invert a portion of length mat the end of the data packet. If the val ue of
SOP chang®e 2bu/iFewkong with EOP, the segnent contai ns tireTAsdo10f533be dat a
packet being processed and the start of the next data packet. Such val ues
of EOP and SOP cause the FSMto chang@’to t he Packet-Double (PD) state 750
in which both segnent division units 5430, 435 are used. In the PD
state 750, there are t rocessing cases. In the first ¢ , .the segnent
oo aitedie B 617ttt AV ISR ERET eehvgtor o P ar i AR g Pasleht i on

of the next data packet in the segnent. In this case, the end portion of

t he daftepakret SOP hapgesde éaling wiHeEQRsE segmed gpetaime thd sdeofithe ddte PE state
740 and the segment division unit 430 uses the nmasks ME) and X. In this
10caseackehbeiag ardcessgd poad theamrodf thé et eatadatiect pSaktetalusshif@Ohas] $@Bsadshan H
words, is processed in parallel in the masking nodul e 640 and the segnent

di Vi SHRNFSNAIth chsRe th HR:-PackSIPEHIOE@ D 488350 i WRich be@bembhiliPkioh hgitgasks
M's) and X(s) ina simlar fashion as in the PB state %20. In the second
case, e,segnent, has an end portion of a data packet that is shorter than
t%i sﬁggfgﬁﬁg P%ﬁ"of t he next data packet in the segnent. In this case, the
end of the _data packet, which has | ess. 15than H words, is processed in the
maski ng modi e T30y heresi e MM PragPping @iesurl thedast qree-ibe tasacpt hasn
significant bits of the two masks I\ 4(E) and X(E) simlarly to the PE

st at e efidQortion of hidetagraskst thayes longartthangthp stattiportierf oftthengrd Wadaekgpac st | s
processed, simlarly to the PB state 720, in the nmasking nodul e 620 and the
segneRégraént] $i s ¢49¢,thd S prsiiogof the dhapadies kspriayedaindhXmaskinginoyduleiel0t he
FSM 700 is in the INNT/IDLE state 710 or the PE state 740 and the val ues
200f  §EPiand PEQRaR oL _af?(?fh%rg@ Iillenthii.'\%Si6§M1& h@@g,?e% thOmh{i& NP §iak® TR%his! n the

PF state 760, the entire packet is contained In one segnent. In this case,

1, STy O R O R R PRI 3l
by t h%arsa(ﬁglrri?lr‘:ltle gllagllélggl glr(])dllflgi6t40ﬁ1?1)c(l) the segment division unit 435, i.e., using the  least
significant bits of the masks M® and X in a similar fashion as in the PB state 720. In the
second case, the segment has an end portion of a data packet that is shorter than the start portion
of the next data packet in the segment. In this case, the end of the data packet, which has less
15 than H words, is processed in the masking module 630 and the segment division unit 435 using
the H most significant bits of the two masks M® and X® similarly to the PE state 740. In this
case, the starting portion of the new data packet is processed, similarly to the PB state 720, in the
masking module 620 and the segment division unit 430 using the two masks M® and X,
Finally, if the FSM 700 is in the INIT/IDLE state 710 or the PE state 740 and the values
20 of SOP and EOP both become 1, the FSM changes to the PF state 760. In the PF state 760, the
entire packet is contained in one segment. In this case, the segment is modified in the masking

module 620 by application of the four masks M®, X® M®, and X®, and the CRC remainder is

determined by the segment division unit 430.



WO 2011/ 056932PCT/ US2010/ 055391 30 The FSM 700 may i ncl ude

si mul t aneously checking the validity of information related to start(s) of
packet s amo/2orvspaes) of packets. For exanple, in the PRCIBe@0/NSBI1t he FSM
may send an error nessage if SOP becones 1, and the FSM may then return to
the INIT/IDLE state 710. The FSM may Phcl ude performing ot her checks of the
validity of ranges of the SPI and EPI 55| gnaI S. For exanple, in the PD

state 750, th nd SPI nd| .hat t e di stance

et veen t haEgsRbfof W@yerahads ned ?mt‘ R Rig enttésare Hiddo
packet is equal to or @(ger than a_pr edefl ned i nt er-packet | engt h.

Fi gur tagi(9)[o nsctheataeﬂd/%nﬁ ) efericketef Ferrpxampbk imidie §oh statet 739nt 3§10 and

t he maski ng nodul es 620, 630, and 640. Wen SOP = 1, the mask generation
nodul geralléh gracesses if ROP BRtonésl, gndlhe FSNImesahén regurh hethetianlT/IDLEpatk et
index is, to generate a binary nmask M conponents have indices from (S - 1)

to O, 7'10 €The QM £ayp %ﬂld@ﬁ)e%f@nﬁ\ﬁ@ lotser cHORs ePIRIARMS otWahﬁbs' dr Q'Hté?ﬁsl dndIEagr
than is are zero, and the conponents with |nd| ces snaller than or equal to

h
| & ar %1 %nﬁ F hgxa %e i EtaPeWS%D%%lE%’Iglg S En?g ﬁf%ﬁ(i] %dlcapeatflyt thr%:Sk )0).

whi ch gircat I'ch mor are to be |nver Inary )0),
conponents IS to re one, 1band th oth .conponent s
are z&ANCe peipjegn ﬁ?erﬁ% of tfte)rgaéa @acﬁtt?éldéﬁﬁbtﬂt@ﬁ% 0? & ne&t)deataopa(c Lis equea B0 oy w
1)) of the binary mask )0), which correspond to the next segnment, are also
one. Thiargudhan M@ﬁefawdlmespa@ﬁ‘egmlsmgthbut ed to the maski ng nodul es 620,
630, and 640, and used selectively in a nmanner dependent on the state of

the FSM 70Figura 6 digstraieh egibo@inicntsaiskd mgskigpiaresioaasdhiuts @it ald tHatasiaygbol
of the first sequence that 20 is outside the data packet replace with zero

and i nyefiieR 6266H0N g PEUD. FWREH S@PQJ f %e Hﬁ&l@%éﬁé%%h%c%ﬂém ﬁ@&%s&%@ﬁé@f’l The

zer o-val ued corrponents of the nas ntify portions ‘of the segnent,
ch are not in.th and the uni t:val ued rpopents of the

ﬁ;dsk RESL [ RERENYE @ﬁ a“ of tpa% méitext’Sh §FEE a@&‘u@n‘%%*ﬁh.‘@‘ﬁ“&r ein the

dat a packet. A word of a f| st seguence may

2011/ 65E0eBPETHAYSIiersdEsR 6y dit%‘éu@etcwawn@@e g 5 wasde Bhe qostmongiie Wahged

by processing the word with w AND gates controlled by a correspondi ng

conpomahtesdirght thif isaare sarpoamdrihe ofmpdrentyasih ivdecosmalhe thNDrgguado is are

one. The mask generation module 610 generates the binary mask X®, which indicates which
words are to be inverted. In the binary mask X(S), components is to max(is — m/w + 1, 0) are one,
15 and the other components are zero. If (is— m/w + 1) <0, the components (S — 1) to (S — (is —
m/w + 1)) of the binary mask X®, which correspond to the next segment, are also one. The
masks M® and X® are distributed to the masking modules 620, 630, and 640, and used
selectively in a manner dependent on the state of the FSM 700.
In one embodiment, masking replaces each digital data symbol of the first sequence that
20 is outside the data packet replace with zero and inverts leading and final digital data symbols of
the data packet. The zero-valued components of the mask M® identify portions of the segment,
which are not in the data packet, and the unit-valued components of the mask M® identify the

portions of the first sequence, which are in the data packet. A word of a first sequence may be



repl aces the corresponding word by zero, and if the conponent of the mask
M's) is one, the AND gates do not change the corresponding word. Simlarly,
t he unit-wealzaadseseponent s of the mask 5X(s) identify pecriusesoosssvhe
segnent to be inverted. A word of a first sequence is selectively set to
inverted or |eft unchanged by such prébessing with w XOR gates controlled
by a correspondi ng conponent of X |f a conponent of the mask X(s) is one,

the X ate repl aces e correspondi ng.word by a.ones jnverse, apnd if the
corrpogéﬁ sl 1P ghie R E@?@ﬁnc A2y PregiesiBEIRC G VaBES ANS X0 Osrkby
correspondi ng word. 10In E&g re 5, the segment 522 of |ength 20

( byt eg/opgesondmgcemponsiv o i Hgp eampongolthe mas eacromhd ADcgatésng t hat
six bytes precede the start of the packet. For that reason, the mask

gener agplases taciore sfohdingepbddyszetd)and ifrthé cahporeyt ehbdynagleMI is difeether'sKD
generation nodul e al so causes bytes 7-10 of the segnment to be inverted.
Ref er g!aiég db %pfélﬁﬁg@th@ 1co¥rl9§30ﬁ@i'ﬁ§ Rl Qmiafly 8BS khiGaRed cBapbicals Jrendmader
appending units 15420, 425 nmay restart the renmainder calculation in

I €SPORSS . detectin tart. of, a new dat a et in K . ration
ool & e ROPEBLART e Rt R peln D 2 R oBEGH b B BRE BSEHELRG e
mul tipl exers that select between a fed back remainder and a zero input as
the. f RIMaRRI PORHHORAMEC YRS MTHEOGAH 6 YR SR gatespentroled Bd i pl exer
selects the zero input to restart t he pol ynom al gﬁvisions for eval uating
the sequespoadingcompenaneafXnddlf apompaaemt af thetgsk)X™ 20/, therXQB gatpaicplates
Figures 4A, 4B, 5 and 6, the partial renainder appendi ng and renai nder

pr ocesisd qugresporidsnghRord H4Dommymenebhel if peadoasoatnttdiehaansk Xk agrosignent s
546, 556, 566 of the second sequence 570 by appendi ng previously conputed

parti %Oggg@id@ggﬁa Adee tﬁgflgerrr%g &ndifo Wagl Most  si gnivc;)i cant parts thereof. The

cal cul ati on of each partia I nder 538, 548,

Hhked sognbrtarsSee st suiafy T8 DURHT B S h iRl SRERAET, 2

CRC generator'pQIynoniaI'G%t), in the se&nent di vision units 430, 435. In
this WHPrMatis ipdiskingghetsix byisppreesds thastar of theargksiaEpr higheanngicamsk 425,
and the renmai nder processing unit 440 support the cal culation of the
r emai rgdegratigr mpfde péPredptates the first six bytes by zeros. The mask generation module also
causes bytes 7-10 of the segment to be inverted.
Referring to Figure 6, the combination of masking and partial remainder appending units
15 420, 425 may restart the remainder calculation in response to detecting a start of a new data
packet in mask generation module 610. More specifically, the masking modules 620 and 630
may have multiplexers that select between a fed back remainder and a zero input as the fed back

remainder. When the value of SOP is one, the multiplexer selects the zero input to restart the

polynomial divisions for evaluating the sequence for the remainder polynomial R (¢).

20 Referring again to Figures 4A, 4B, 5 and 6, the partial remainder appending and
remainder processing units 425, 440 may enable updates of the non-leading segments 546, 556,
566 of the second sequence 570 by appending previously computed partial remainders 538, 548,

558 to the most significant parts thereof. The calculation of each partial remainder 538, 548,



5polynomal R )v(t) when a data packet stretches across a plurality of
segnents via iterative calculations on the individual segnents 536, 546,
556, 566.wW0 201105632 exanpl e, the remainder is conputed PCENSLINMAFIBEII N t he
exanple of Figure 5 as follows. In the first iteration, the FSM 700 enters
the PB state 720 and fornms and applle§ the M 532 and the X(s) mask 534 to

t he segnent 522 of the first sequence to obtain the first masked 10segnent
536 of uence, 57 Then, masked_se t 5 S processed
in the’ éeﬁ%mo TSHbie ek Bedrst 16 ﬁewt%?%ﬁsg‘@éééq% Sehiter 538,
In the next iteration, the FSM 700 enters the PMstate 730, and the masking
uni t 4P0saraReEnehe.gdhe CREgganariG Do pontidlfel), dndic gegreeradadsiomunited¥0s f or
the given FSM state to formthe second segnent 546, thereby form ng the
second3segmhix way, thidweaskégomdt 43 deneetid tenaihbe apacidiad uiesd, adéthe538 is fed
back to the 15partial remai nder appending unit 425 and is added to the nost

si gni fréBANGcrRRbdesQhg LE 406 ¥lppe R IR R4 fon cﬁﬂﬁ@fen&’éﬂiﬂd&hf&hﬁe REQMRRE division
unit 430 processes %he resul ?lng segnent to eternlne the next parti al

L A e R R e
second seguence 570 jn . unit 420. The parti al renalnder 548 is fed back to
the p&rrEhonsplg V%b%éﬁﬂpﬁﬁsaﬂ$t4%0%555@%d is added to the nost
significant part of the next segnent 556, after which the segnent division
unit 430 pFotesseye ttherangguder isgpnyrigpdeterativelydiettbe pianeple heFigesctS paliollowk.
remai nder 558. In the last iteration, the FSM 700 changes to the PE state

740 ang tHecfirsEitauntbrapiel HSS 700enteks th¢ BB sens k20621 ads titapi(is) thieadR mewk to t he
segnent 528 of the first sequence to formthe |ast segnent 566 WO

2011/ @5@%§@M<w§3&%9/3ﬁ5§§1%%eg\gerﬁf52§%@t&%@%gﬁé&@%Sﬁaﬁﬂﬁe fildt nAdEidt 1 on,

the partial remainder 558 is back to the partial renmainder appendlng

t 425 an dded t.o the nj.fica art he next ment 566,
R er S aRSahar BEGR M bR ST A s R b Beleas élsrpé%%ﬁ%edag%gegnem
to deternlne the next partial repainder 568 whi ch woul d be pr.oduced by
di vi diSPENEHEIHSK Bt é%‘g&fd?t%lé(ﬁ%fﬁ@bp%’?@ rswm@ﬁré%@Rén@l%watt@@t%ﬁ%BﬁMm
Gt). The above procedure enabl es the segnment division units 430, 435
to coﬂﬁﬁbmbmhbeBhfmmaw3ﬁsndnhdamsd5§8nﬁHﬂ@mkaﬁ$pn5@86@M@MH€49amqnmamhion
regardl ess of the location of the start of a data packet in the segment 522

of thechdra®t theefURNEE thdBived RSM @AM R tRE Q%OAE kéindanb 46,44 cBRformife Si gnal
information to determ ne whether an end of the packet is in a segnent

ther ely, debgf @gﬂeﬂgof]tﬂg\’&%toﬂ@ Eecﬁleﬁ&r@'omﬂﬁé pﬁﬂ%@egaﬁlﬂepﬁﬂg Yod back to the

15 partial remainder appending unit 425 and is added to the most significant part of the next
segment 546, after which the segment division unit 430 processes the resulting segment to
determine the next partial remainder 548. In the next iteration, the FSM 700 enters the PM state
730, and the segment 526 is processed to obtain the third segment 556 of the second sequence
570 in unit 420. The partial remainder 548 is fed back to the partial remainder appending unit

20 425 and is added to the most significant part of the next segment 556, after which the segment
division unit 430 processes the resulting segment to determine the next partial remainder 558. In
the last iteration, the FSM 700 changes to the PE state 740 and forms and applies the M™ mask

562 and the X® mask 564 to the segment 528 of the first sequence to form the last segment 566



The mask generation nodule 610 may generate a bit |evel inversion mask X',
which may al so be transmtted to one or nore of the masking nodul es 620,
630, 640.w@2bitosksseel inversion signal may be used to i reTrusearowhBsImMaski ng
nodul es 620, 630, and 640 to performinversions of their respective
portions of the (mw nost significan?3mords of the segnent on a 15bit

l evel, if the check sequence segnent contained in the packet spans two

segnment.s. For exanple,_in an.enbodi ment. where t | ast, (m w), words of the
data ﬁiiﬁ@ CopSeqEnsE 57 B AL bt PRByBieT et g?e%ﬁife%%ffﬁgt ed to
account for an end-of-packet in the first ((mw-1) words of the segnment.
Thi s Bémaipgsraippenshieg wiibhls anddppildsddd thramasisindiranbparnefrthe nextgsgmedt>oehoul d
have been inverted were not inverted, because the words were processed with
a 20prév whish slegieenicnt dbisiod unitet 30 preceksesitlgnaekdting ecgatvamo dscrbgndaide aoxupl ed
to all masking nodul es 620, 630, 640, and as having wwdth S, (S-H), and H,

" espeghhiielamaihdir 354 87K &0BRRALITRILS by 3NTEin@ thd Mo TBSKS sERKnbESTOUP! e
W n

only to those nasking nodul es that fall i e nunber of words to be
i nverted. 2011 2PCT/ UJS2010/ 055391 34 The S-word maski ng
nghul%yg%%?ﬁgkﬁgPﬁég%ggéfn&%r and H-word maski ng nodul es 630 and 640 may

i nclude mul tiple banks, of A ates and, .nultiple banks of XOR gates. The
banks of | ANBed ﬂVW%‘&fee%llagI@ﬁgﬁ KRR dpigong! 63034@9@@ CORIBWF MY Riwal
addition of the partial renmainder fromline 441 to the segnent of the
secondemaigdenal, SHReSIankd of thxerng fashonaegundlesssifhelositom dithostert of a detre of
the incomng bits to the maski ng nodul es 620, 630, and 640, and the banks

of XOBagkat asthevadihent 50 of e dltstGbq@vet §1Mmi Thd denfindet P ceRIngnMitda0dhayodset he
portion of the data segnent 412 entering the masking nodules. In alternate

SIS e o gy e Al s ey g Lass LB o
10 whether a remainder should be output.

The mask generation module 610 may generate a bit level inversion mask X®, which
may also be transmitted to one or more of the masking modules 620, 630, 640. A bit level
inversion signal may be used to instruct the masking modules 620, 630, and 640 to perform
inversions of their respective portions of the (m/w) most significant words of the segment on a

15 bit level, if the check sequence segment contained in the packet spans two segments.

For example, in an embodiment where the last (m/w) words of the data packet are to be
inverted, bit level inversions may be employed to account for an end-of-packet in the first
((m/w)-1) words of the segment. This bit level inversion is employed because one or more words
that should have been inverted were not inverted, because the words were processed with a

20  previous segment. While the / mask signals are shown as being coupled to all masking modules
620, 630, 640, and as having width §, (S-H), and H, respectively, in alternate embodiments, some

of the / masks may be coupled only to those masking modules that fall within the number of

words to be inverted.



10As descri bed above, the masking unit 420 may mask words of a data segnent
by setting words of the segnent that do not belong to the packet to zero
and or nmeWwoOaneE56932ert one or nore words at the start amdrars2ateessead of the
data packet. Referring to Figure 5, the processing begins by receiving a
segnent of the first sequence. Next, fhe nask generation nodul e 610
det er m nes whet her a new packet starts within the 15received segnment based
on the inf i 0 n1out rt the s unit 410 t he
current ot 08 Jg¥0 ehds 628 i s rron P e skiRe rodges 88 ar
in the segnent, e.g., ment 522, the masking generation nDduIe 610 may

pr oduced %mavemlm}%sm pldtansy o b aN Prasissdne g iHEe Sl SOR thien dlcdunls
packet and/or to invert the first mw words of the new data packet. In

Fi gur of AN &1el sORhted furichien nemiatl Rt aorda ek tnaskingtand hédidew efithb phytiae 1 n
segnent 522 and, 20t he maski ng generation nodul e 610 produces mask vector

Mand Iraﬂﬁﬁ§érqun€rﬁﬁé<4¥pfbttﬁé égn%)nt 5§&ets@cdﬁa%lsq&ela@e fTﬁe%aIﬁcldfx\MK gaednabhie
segnent 522 and invert words 7-10 in maski ng nodul e 620.

%1 1 QI?er?&O Pqéngac{r%% %EE&% 1n%c%§1n|%%1ti{}) thb glcagﬁmgﬁoduga”%gb,l é%%e%gp 840 gcY 2

start 0 I'ng gener I'on o det &Y m Nes
whet her an end of the data pack ment |nd|cat state
PV 730R ROl dR éatF%eIH‘BF © IgKereing ngsv @“2&? ahg ZBREEVTd)  Hh Rarioa gqve%ﬂt

segnment, the masking unit 620 will not mask or invert bytes of the segnent.
| f, hoogwent 412 hetedag thepnaskatg Bobdes. dndltematelranbodueénie dihse tpgendevicese mask
generation nodule 610 determ nes whether the end of the packet falls within
t he fiahdlor §thlctdredman kgtacefthd benks €0 ABIN gafd3mndtoabenks4d xRl gRE} ®irailec 5o .
masking functions.
10 As described above, the masking unit 420 may mask words of a data segment by setting
words of the segment that do not belong to the packet to zero and or may ones invert one or more
words at the start and/or the end of the data packet.
Referring to Figure 5, the processing begins by receiving a segment of the first sequence.
Next, the mask generation module 610 determines whether a new packet starts within the
15 received segment based on the information from output port 414 of the segmenting unit 410 and
the current state of the finite state machine 700. If a new packet does start in the segment, e.g.,
segment 522, the masking generation module 610 may produce mask vectors to set bytes
preceding the start of the new data packet and/or to invert the first m/w words of the new data
packet. In Figure 5, the start of the new data packet is at the seventh byte in segment 522 and,
20  the masking generation module 610 produces mask vector M® 534 and inversion mask vector

X® 536 to mask the first six words of the segment 522 and invert words 710 in masking

module 620.



If the end of the data packet is in the first (mw)-1 words of the segnent,
the masking unit 420 may mask the words followi ng the end of the packet by
setting swpRIWIsEs2t o zero and/ or may invert the |ast (®CmWUS20MS330f t he
data packet. In one enbodi nent, the masking unit 420 10masks words
followi ng the end of the data packet W th mask ME) and inverts the |ast
(mw) words of the data packet with mask X If the end of the data

packet does.fall within the firs mw) -1 wrds of the data segnent, then
e or o 3 o reseN P ERtT o i vt S 05 e defrar RS, B By to’ 1 e
802.3 or other suitabl e standards, may have been previously processed

wi t hogengraticsy mpdire obe detaseinehwhether apfendsif ke diga pagseicik én thgisegmaitt, asccur in a
segnent containing the one or nore words that should have been inverted.

Thus, indicdthiebestatc®M t78@. Hahere pawdtah cad ofithe datat packettihm the egtivedbygmehtwor ds
of the segnent 412 (e.g., in the PE state 740 and the PD state 750), the

maski g MAdKingd et SERKE1 ¥R hdRk b idvemibyesoittheaREmeit, TR oR_Gdethe dRRIREKINY tO
Figures 4A - 4B, the renai nder processing unit 440 may cal cul ate 't he

2Qr emainder. for the |ast s nt _havi ng..part .of e ackegt therein. In
a1 S fuifi 08P SRR M B3B8 a8 O 2R RS R R I a0
wi Il calculate the remainder for the la segnent _in the manner al ready
descr i€ Q@.Paﬂfet\ﬁﬁﬂrﬂ W%@Iqil&pﬁlféh{w@-d e Of e RpanTRIBE gkt 70radddd Rl B 240
feeds back partial renainders, the remai nder cal cul ated by the segnent

di vi si on udf the cibopthe HaGgERR RO tSAGL (/05538 0rd8 6 f #i3egwent; He maskingdmita
segnent is the remainder for the entire data packet as well as the zeros

t hat Hephagandktieswbalslfornewigg tiecrend tif picket tadeaiingaakiewordd ezdre aid/oder
processing unit 440 produces such a renai nder whenever the end of a packet

has been ihearhedast (hhREriSoBhE A8k Qél%.eﬁ?&{égen&{ﬂ}dﬁmé‘t{’c,othgﬂﬁékiﬂghnft@f?@ back
th Sroce55| t he

partial “remai nders, e renmai nder ng unit 440 determ nes
emai_nder %& m.al at i 4 nultjplied g étsh, after i.ch the
ECToRES BRIARE P sl Bl Bih FE Nt ah oo Blogit &0t "ot ¢ ne
segnent division unit 430 to formthe sequence for the remainder polynom al
R ) v( tordy of the datppackehpvath mask X he nmasking unit 420 selects either segment
division unit 430, 435 to determi ne the remainder of the |ast packet, and
t he remai ndéthe pndobsidaty nankdt dédOfallelidun thet firet (@utvpltwafls el thhdatasegmenit
division unit 430, 435 to deternmne the 10sequence for the remainder
pol yneenadneBr hitlré bytes, which are inverted if processing is according to IEEE 802.3 or other
suitable standards, may have been previously processed without inversion, because the end of
15 the data packet did not occur in a segment containing the one or more words that should have
been inverted. Thus, if the end of the data packet occurs within the first (m/w)-1 words of the
segment 412 (e.g., in the PE state 740 and the PD state 750), the masking unit 420 masks words
following the end of the packet.
Referring to Figures 4A — 4B, the remainder processing unit 440 may calculate the
20  remainder for the last segment having part of the data packet therein. In particular, in the PE and
PF states 740, 760, the segment division unit 430 will calculate the remainder for the last

segment in the manner already described. It will be appreciated that if the remainder processing

unit 440 feeds back partial remainders, the remainder calculated by the segment division unit



The remai nder polynomal R )v(t) calculated fromthe masked pol ynom al

V(t), which has extra zeros following the end of the data packet, may

di ffer frem2ohes@RC check sequence polynom al R(t) for rhe/usata/opsseket

al one. Referring to Figure 8, the backmards conputation unit 470 is
configured to backwards 15conpute the 3TRC check sequence polynom al R(t)
fromthe renmai nder polynomal R )v(t) by renoving the effects of the
tra|I| t he maske ol More specifjca

backvd? éoré[%ﬁ%ﬁf G4 St  hey b eaégéh%l&ﬁfra AaRiPAGKGAS Wg ot TS at i on
nmodul es 820-0, 820-1, ..., 820- 8 wherei n each conputati on nodul es

820- 0 rergaw-bytes follow@gahq gndigf thedate nmkgu r Biep regnadsliee pogessinghvat 44Aerodiges nder
woul d have been if the segnent containing the end of 20 the data packet
had beath shaidieter bjheaeveathicicndlofin packeuhis tspe eédchad 1byic candinddr pso@dhg f r om

| i ne 445. For exanpl e, the backwards conputation nodule 820-0 is configured

to calghlsabovdvait fééﬂ%a%ﬁapféﬁlaﬁﬁﬁ%eﬂfé@eﬁlﬁﬁﬁem%éisﬁg‘ﬁﬁn kee 'Elet'ef‘mitnl@@the
polynonla di vi si on had st opped one yte before th e end of the segnent.

171 SubbgdtpIREHIY gﬁ%%%%‘}%ﬁw?% By SRt R ERRL e Rum

have been if the p n di vi si on had stopped 2 by efo e the end of
the s&ynepiputationis adged(ff? o pPH LIS ERERITISSiEB h‘BHt“ég o fpriiine SAHENGTay
include p serially concatenated backward conputati on nodul es, each such
nmodul o the camdindpupelynpmidd r tisthe A sibtgt780 2the bysleing BhivH20 sgedtneithoval ues
of "q" satisfying 0 < g <p. By selecting a conbination of the
backwaegtert divdsib@tihio A3 0eId8 i@ 8ct820ind theG@raihder of. the 8R0pack; dd tht hendiaddewar ds
conputation unit 470 can selectively backwards cal cul ate the CRC check
SCqUEnEERH Y AATLA slcldint baFF fEjiHErRARA! 1RRIHA elo B3 {dolerffc BEY
val ue of b between zero and ﬁe specifically, in the enbodi nent

trated Fi the b 10 t at t 470 | ud
ol 2 PERl s ool ey %Oléé%n%m”’%f“ - 830- kgnli‘“'m. ch o'pQFat‘eef 0

activate or bypass sel ect ed bagkwards calculatlon nmpdul es 820-0, 820-1,
820- ( Jheyeraiady rofyneRBaldtim(@roatcnitadfrere thegmaked pplyRgmiy) v é4. “Whisked t o
zero, i.e., b. Here, the backwards cal cul ati on nodul e 820-k is a hardware

devi céas wﬁtaezmﬂﬁOHgWExgum ehof{thy détepadket; nadky. differ fremah@C&C ¢hieck baspubacst 7
bytes of segnent 528 are nmasked to zero, the packet's CRC 15 remai nder or

CRC c@egmo&ﬂﬂwﬁy@@%B@HMﬁ@auaﬁaﬁ%&) 580 i s backwards conputed 7 bytes. That
is, the signal at |ine 445 indicates the binary nunber "00111". Thus, the

mul t pl exegk%féﬁﬁ% %ﬁx%yé%tl glée bagﬁ\a@t%lg 3m§9{af1§§19§9g‘7@g &ﬁﬁg@g&‘f@b&gwahds

calculatin S wou be activ

kwar ds c t|o nodul es ds cal cul ng 8 b d 16

o0t es cBaNE BECBFLeR HeE ot %3%’6% ™ el Rl For By
bytes. 20The above backmards comput ation of the remai nder R(t) _is feaS|bIe
bec au §@n9\§pg)§16§tffepﬁé)f the trailing zeros in the masked polynomial V(#). More specifically, the

backwards computation unit 470 includes a plurality of backward computation modules §20-0,

820-1, ..., 820-(p-1), wherein each computation modules 820-0, 820-1, ..., 820-(p-1) is

configured to calculate what the remainder would have been if the segment containing the end of
20 the data packet had been shorter by a particular amount specified by control signal from line 445.

For example, the backwards computation module 820-0 is configured to calculate what the CRC

check sequence that would have been if the polynomial division had stopped one byte before the

end of the segment. Generally, the backwards computation module 820-k is configured to



end of the final masked segnent determnistically affect the eval uation of
a remai nder. For that reason, the actual CRC check sequence can be found
from t he worrputsa3eermai nder pol ynom al kb)v(t) and the IlPotatszan/06§39t he end
of the data packet. Moreover, the backwards conputation unit WD

2011/ 056932PCT/ US2010/ 055391 38 470 cah enabl e the segment division units
430, 435 to performrenai nder cal culations in the sanme fashion regardl ess
of the | ocation of the end of t data packet. The.segnment djvisiaon,units
430, #3suigiconaldhechegky seneaor ol H@%%Qﬁeﬁ&ﬁtﬁsaab{rﬂom@i3?%81%5%%9@6 i ch may
i nprove the efficiency and/or decreasing the size and fabrication cost of
t he ehytsddefonptha cad oFthgisegman. with 5respect to alternative CRC encoders
that would require nore parallel or serial division units to determ ne the
desi red renBhaitlestrated backwikekeomipotitiaganin 470 nfay gurledegAscratly @ ondassdkivar d
conput ati on of a sequence for the CRC renai nder polynomal R(t), the

backwahglay £ FBMbahiONmeBlks, £46h QlthRRIRs CRHiGRESto BRRWEISRaRlIatENHsM OF
a sequence of length mfor the previously described difference pol ynom al

5&%? t’éﬁ th Vgﬂéﬁﬁgsegﬁﬁgﬁﬁ%ﬁggngnt adj ustment unit 480 via output port

ackwar ds cgnpu n-uhi ¥ 470 al so outputs information on the

position of the reserved portion of the data packet to the check s ence
segment ad ﬁys%eﬁéﬂflg e.ﬁ?@gwebowﬁthsgﬁwa%qaﬁcuaafwn m@ﬁ%rﬁé@w, ?é@- encE2d-

adj ustment unit 480 uses the position information to identify the reserved
port i dprldfthe backdiatds qoapikitstion mnit HE0 ern splevdil cly ek warde eatvdatetieCRE] cigcl i ne
469 and to produce at the output port 482 15a data streamin which the

r eser veghcpas pélomorihl Ripfroarthespenticngolgadmiap ke fdrasy tvhkee ORE behvagk zero
sequence therein. Lastly, such CRC check sequence appended data

packetsg 6an; biokd GREMchlFn IHARMBJAEOH iRiraRAN FRde § An@b&RRIMN cati ons

channel via a varirety of" suitable transmtters and transm ssi on protocols

(5 SR ZOTBLFLRREF) RS e RS e 0Unen
4008 %];)erate to activate or bypass selected backwards calculation modules 820-0, 820-1, ..., 820-(p-1)
based on the sum of the number of trailing bytes masked to zero, i.e., b. Here, the backwards
calculation module 820-k is a hardware device implementing Equation (7) for & = 28,
For example, if the last 7 bytes of segment 528 are masked to zero, the packet’s CRC
15 remainder or CRC check sequence polynomial R(z) 580 is backwards computed 7 bytes. That is,
the signal at line 445 indicates the binary number “00111”. Thus, the multiplexers 830-0, 830-1,
..., 830-2 corresponding to backwards calculating 1 byte, 2 bytes, and 4 bytes would be activated,
and the backwards calculation modules for backwards calculating 8 bytes and 16 bytes would be
bypassed to produce a total backwards calculation of 7 bytes.
20 The above backwards computation of the remainder R(?) is feasible because zeros at the
end of the final masked segment deterministically affect the evaluation of a remainder. For that
reason, the actual CRC check sequence can be found from the computed remainder polynomial

R™ (1) and the location of the end of the data packet. Moreover, the backwards computation unit



Figure 4B to calculate a CRC remai nder for the data packet for use in

i dentifying errors that nay have occurred during transm ssion. If the
recei ved weatalp@edet is not found to be a CRC WO PCT/US2010/055391
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| ehat espga%)r itgmer{'tgve CRC encoders that would require more parallel or serial division units to
determine the desired remainder.

Referring again to Figure 4A, after backward computation of a sequence for the CRC
remainder polynomial R(%), the backwards computation unit 470 outputs a CRC check sequence
of length m or a sequence of length m for the previously described difference polynomial D(z) to

10 the check sequence segment adjustment unit 480 via output port 472. The backwards
computation unit 470 also outputs information on the position of the reserved portion of the data
packet to the check sequence segment adjustment unit 480 via output port 474. The check
sequence adjustment unit 480 uses the position information to identify the reserved portion of the
data packet in the original data stream on the delay line 469 and to produce at the output port 482

15 a data stream in which the reserved portion of the corresponding data packet has the CRC check
sequence therein.

Lastly, such CRC check sequence appended data packets can be transmitted from the
output port 482 to a communications channel via a variety of suitable transmitters and
transmission protocols (e.g., Ethernet, Gigabit Ethernet, or Evolution Voice/Data Only).

20 When the data packet reaches its destination, the receiver may use the decoder 400B of

Figure 4B to calculate a CRC remainder for the data packet for use in identifying errors that may

have occurred during transmission. If the received data packet is not found to be a CRC
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CLAIMS

1. A method of processing a sequence of disjoint data

segments of equal length, the sequence including a particular data packet, comprising:
forming a masked data segment of the length by masking a portion of one of the data
segments, a portion of the particular data packet being in the one of the data segments and
being outside of the masked portion, the start of the particular data packet being in the one
of the data segments and being mis-aligned with a start of the one of the data segments;
forming a modified segment of the length by modifying a start or end of the

particular data packet; and

calculating a cyclic redundancy check for the particular data packet by

performing a calculation with the masked segment and the modified segment.

2. The method of claim 1, comprising comparing the calculated cyclic
redundancy check to zero.

3. The method of claim 2, wherein the calculating a cyclic redundancy
check comprises calculating a check sequence value based at least partially on another
cyclic redundancy check transmitted with the data packet.

4. The method of claim 1, comprising inverting one or more symbols at the start of the data
packet.

5. The method of ¢laim 1, comprising inverting one or more symbols at the end of the data
packet.

6. A system for processing a data packet located in a first sequence of

disjoint original segments, each original segment of the first sequence having the same
length, comprising:

a masking unit configured to modify one or more symbols in a first of the original
segments of the first sequence where a start of the data packet is in the first of the original
segments and is after a first symbol therein, the masking unit being configured to modify
one or more symbols in a last of the original segments of the first sequence where an end of
the data packet is located in the last of the original segments and is before a last symbol
therein; and

cyclic redundancy check calculation unit configured to determine a remainder by
performing a polynomial division on a second sequence of disjoint consecutive segments,
each segment of the second sequence corresponding to and being derived from one of the
original segments, the segments of the second sequence having the length of the original
segments, the first of the derived segments of the second sequence being the modified first
of the original segments, the last of the derived segments of the second sequence being the
modified last of the original segments.
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7. The system of claim 6, wherein the masking unit is configured to

mask portions of the original segments outside of the data packet such that said portions will
not contribute to the remainder determined by the polynomial division when a cyclic
redundancy check of the data packet vanishes.

8. The system of claim 7, wherein the masking unit is configured to

meodify the first of the original segments by modifying symbols at the start of the data
packet and to modify the last of the original segments by modifying symbols at the end of
the data packet. '

9. The method of claim 1, wherein the modifying includes modifying the start of the particular
data packet.

10. The method of claim 1, further comprising forming

another masked data segment of the length by masking an end portion of another of the data
segments, an end of the particular data packet being in the another of the data segments and
being outside of the masked end portion thereof.

11. The method of claim 10, wherein the end of the particular data packet is mis-aligned with an
end of the another of the data segments.

12. The method of claim 11, wherein the calculating a cyclic redundancy check includes
performing a calculation on the another masked data segment.

13. The method of claim 9, wherein the modifying includes modifying the end of the particular
data packet.

14. The method of claim 1, wherein the modifying includes modifying the end of the particular
data packet.





