18 JUL 2009 WD 02/054226 PCT/ USOL/ 50508 SECURI TY ON HARDMAEE LOOPS
BACKGROUND I n designing a progranmabl e processor, such as a BgnﬂaMESignal
processi ng (ig3) tem processing speed 5 and power consu form
tradeoffs. Cbnvéﬁ??%nal processors include a variety of harggtﬁg&ﬁggg ned
to increase the speed at which software instructions are executed. The
addi ti onal hardware, however, typically increases the power consunption of
the processor. 10 A "h ! ' S a

pr ogr ammabl e processor §ﬂm3ﬂe wl mm fﬁ&ﬁ&t ed hardware
designed to expedite the execution of software instructions within a |oop
construct. Hardware |oops may reducg_the nunber of clock cycles used to
execute 15 a software | oop by cachi QUNR,ctions in Iocal regi sters,
t hereby reducing the need to fetch the sane instruction froma nenory
device or instrudn cdesianhing a .prodeimbld RSocdBEsMAr£,4100ps 4 ntroduce

several challenges. These 20 challenges include avoi di ng penalties such as

setup penaldiig@sr gmgﬁgj1ﬂgggg 4 gygggﬁle§iééggé5§bt§5%e&oss of

performance (usually an increase in proceSS|
5 and power consumption may form tradeoffs. Conventional

processors include a variety of hardware designed to
increase the speed at which software instructions are
executed. The additional hardware, however, typically
increases the power consumption of the processor.

10 A “hardware loop” may increase the speed of a
programmable processor. This may be implemented using
dedicated hardware designed to expedite the execution of
software instructions within.a loop construct. Hardware
loops may reduce the number of clock cycles used to execute

15 a software loop by caching the instructions in local
registers, thereby reducing the need to fetch the same
instruction from a memory device or instruction cache a
‘number of times.

Hardware loops introduce several challenges. These

20 challenges include avoiding penalties such as setup |

penalties or branch penalties. Setup penalties include the

loss of performance (usually an increase in processing
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1 *@&00002* 28JUL20 tine) associated with setting up a hardware | oop.
Simlarly, branch penalties are the | oss of performance (again, nggglm an
increase in processing tine) associated wth a branch. 5 Accou& nhg to one
aspect of this invention, there is provided a nmethod conprising: operating
a processor in at least first and second operating nodes; and disabling a
har dware | oop operation associated with 10 the processor upon exiting said
first operating node; wherein operating a processor in at least first and
second operating nodes includes operating in a first node being a user

nmode. Aceond) ngskocaapelewishpeettdhgt ipsai hxeawhes, 1bBpre 15 is provi ded
a nethod conprising: operating a processor in at least first and second

oper ati ngi Apgs1ydi BARhEAJpanhat duAr 8rbOPReOPBEAL b8Npassaehahed With the
processor upon exiting said first operating node; 20 initializing the

Pf‘; g;"’a:rg éé?&?n?pﬁéééii’? LA 1AErELES! 1APHoceHEL RS E MlefNaE¥bE LERE the
with a branch.
5 According to one aspect of this invention, there is
provided a method comprising:
operating a processor in at least first and second
operating modes; and
disabling a hardware loop operation associated with
10 the processor upon exiting said first operating mode;
wherein operating a processor in at least first and
gsecond operating modes includes operating in a first mode
being a user mode.
According to another aspect of this invention, there
15 1s provided a method comprising:
operating a processor in at least first and second
operating modes;
disabling a hardware loop operation associated with
the processor upon exiting said first operating mode;

20 initializing the hardware loop operation in the first mode;

detecting an exit from the first mode;



2 2 8 JUL 205 |l oading an evenly aligned top instruction address in a first
regi ster; and | oading an evenly aligned bottominstruction address in a
second register, 5 wherein said disabling the hardware | oop oper 8idt 2005
conprises setting a least significant bit of the bottom instruction
address in the second register to one. According to another aspect of this
invention, there 1is provided a nethod conprising: 10 operating a processor
in at least first and second operating nodes; disabling a hardware | oop
operation associated with the processor upon exiting said first operating
node; initialéddiggthe BaedvgrelignadopepaihebriiBribe hbasksdSifAvgde;
detecting an exit fromthe first node; |oading an evenly aligned top
instruct fopgaddeesstéR; aanfi rst register; and |oading an evenly aligned
bottominstruction address 20 in a second register, 2a 28 JUL 10%

loading an evenly aligned bottom instruction address
in a second register,

5 wherein said disabling the hardware loop operation
comprises setting a least significant bit of the bottom
instruction address in the second register to one.

According to another aspect of this invention, there
is provided a method comprising:

10 operating a procegsor in at least first and second
operating modes;

disabling a hardware loop operation associated with
the processor upon exiting said first operating mode;
initializing the hardware loop operation in the first

15 mode;

detecting an exit from the first mode;

loading an evenly aligned top instruction address in a
first register; and

loading an evenly aligned bottom instruction address

20 in a second register,

2a



wherein | oading an evenly aligned top instruction address includes |oading
an evenly aligned byte address, and wherein |oading an evenly aligned
bottominstruction 5 address includes |oading an evenly ali gnel&))wb 2005
address. According to another aspect of this invention, there is provided
a nmethod conprising: operating a processor in at least first and second
operating nodes; 10 disabling a hardware | oop operation associated with

t he processor upon exiting said first operating node; enabling a hardware
| oop operation upon entering the first operating node; |oading an evenly
al i gned top iwséretni bnadildgess evenlyl8ligned tegi shetyutbading an evenly
aligned bottominstruction address in a second register; detecting entry

i nto theaddressoperdtdeg hod@ingndn eeéhipgadigredtbgtgnafideans, bit of the
bottom 20 instruction address in the second register to zero. According to
anot her ggsgect of this invention, there 1is provided a nmethod conprising:
2b 2 8 JUL M

wherein loading an evenly aligned bottom instruction
5 address includes loading an evenly aligned byte address.
According to another aspect of this invention, there
is provided a method comprising:
operating a processor in at least first and second
operating modes;
10 disabling a hardware loop operation associated with
the processor upon exiting said first operating mode;
enabling a hardware loop operation upon entering the
first operating mode;
loading an evenly aligned top instruction address in a
15 first register;
loading an evenly aligned bottom instruction address
in a second register;
detecting entry into the first operating mode; and
getting a least significant bit of the bottom
20 instruction address in the second register to zero.
According to another aspect of this invention, there

is provided a method comprising:

2b



operating a processor in at least first and second operating nodes;

di sabling a hardware | oop operation associated with the processerg Wiorxns
exiting said first operating node; and 5 enabling a hardware | oop
operation upon entering the first operating node, wherein the top and
bottominstructi on addresses conprise evenly aligned byte addresses.
According to another aspect of this invention, there 10 is provided an
article having a machi ne-readabl e nedi um conpri sing nmachi ne-execut abl e
instructions for providing security in a processor, the instructions
causi ng a nactpeeat ng opepadeebberpincassbeasn Atrbeashdf sesbndnd second
15 operating nodes; and di sable a hardware | oop operation upon exiting the
first opgpetavn edherein the first node is a user node. According to
anot her aspect of this invention, there 20 is provided an article having a

machi ne- reada@igam%ﬁﬁgna HQHB%&:?&”Qoaﬁc%éﬁaﬁ@ﬁUéé@b&h@é&rHQEhC’”S for
providing 2c 28 JUL 5 security in a processor, the instructions causing a

machi ne the processor upon exiting said first operating mode; and

5 enabling a hardware loop operation upon entering the
first operating mode,
wherein the top and bottom instruction addresses
comprise evenly aligned byte addresses.
According to another aspect of this invention, there
10 is provided an article having a machine-readable medium
comprising machine-executable instructions for providing
gsecurity in a processor, the instructions causing a machine
to:
operate the processor in at least first and second
15 operating modes; and
digable a hardware loop operation upon exiting the
first operating mode,
wherein the first mode is a user mode.
According to another aspect of this invention, there
20 1is provided an article having a machine-readable medium

comprising machine-executable instructions for providing

2c



to: operate the processor in at least first and second operating nodes; 5
di sabl e a hardware | oop operation upon exiting the first operatbgqﬂggde'
initialize the hardware | oop operation in the first node; detect®dn 05
fromthe first node; 10 load an evenly aligned top instruction address in a
first register; and load an evenly aligned bottominstruction address in a
second register, wherein the instructions that cause the machine to 15

di sabl e the hardware | oop operation conprise instructions that cause the
machine to set a least significant bit of the bottominstruction address
in the secounditeglsterptocesner, Acher ilhsigriot fows heauaspgch whchhns
invention, there 20 is provided an article having a machi ne-readabl e

medi um cegpri si ng machi ne- execut abl e instructions for providing 2d 18 JUL M
security in a processor, the instructions causing a nmachine to:

operate the processor in at least first and second
operating modes;
5 disable a hardware loop operation upon exiting the
first operating mode;
initialize the hardware loop operation in the first
mode;
detect an exit from the first mode;
10 load an evenly aligned top instruction address in a
first register; and
load an evenly aligned bottom instruction address in a
second register,
wherein the instructions that cause the machine to
15 disable the hardware loop operation comprise instructions
that cause the machine to set a least significant bit of
the bottom instruction address in the second register to
one.
According to another aspect of this invention, there
20 is provided an article having a machine-readable medium

comprising machine-executable instructions for providing
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operate the processor in at least first and second operating nodes; 5

di sabl e a hardware | oop operation upon exiting a first operating de
initialize the hardware | oop operation in the first node; detect ULt 2005
fromthe first node; 10 load an evenly aligned top instruction address in a
first register; and load an evenly aligned bottominstruction address in a
second register, wherein the top and bottominstruction addresses 15
conprise evenly aligned byte addresses. According to another aspect of this
invention, there is provided an article having a nmachi ne-readabl e nedi um
conpri si gcuBLthy nkn ex eghdabs eor nsthecinsnsudoiops ovads gy senachiyein a
processor, the instructions causing a machine 20 to: operate the processor
in at legst first and second operating nodes; 2e 2 8 JUL disable a hardware
| oop operation upon exiting the first operating node;

operate the processor in at least first and second
operating modes;

5 disable a hardware loop operation upon exiting a first
operating mode;

initialize the hardware loop operation in the first
mode;

detect an exit from the first mode;

10 load an evenly aligned top instruction address in a
first register; and

load an evenly aligned bottom instruction address in a
second register,

wherein the top and bottom instruction addresses

15 comprise evenly aligned byte addresses.

According to another aspect of this invention, there
is provided an article having a machine-readable medium
comprising machine-executable instructions for providing
security in a processor, the instructions causing a machine

20 to:
operate the processor in at least first and second

operating modes;
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enabl e a hardware | oop operation upon entering the first operating node; 5
| oad an evenly aligned top instruction address in a first registgg; o

an evenly aligned bottominstruction address in a second register; et%
entry into the first operating node; and 10 set a |east significant bit of
the bottominstruction address in the second register to zero. According
to anot her aspect of this invention, there is provided an article having a
machi ne-readabl e medi um conprising machi ne-executabl e instructions for
provi ding 15 security in a processor, the instructions causing a nmachine
to: operate tdessDeesshardwaret leastoperstiandusenoaritopgrheng nodes

di sabl e a hardware | oop operation upon exiting the 20 first operating

node; ang; pgabhse faiBhgWab8e L 0Op operation upon entering the first
operating node, 2f 2 8 JUL 2006 wherein the top and bottom instruction

addresses  cogpri$€ &VEM-dwalsIDE8p PYpEr2HIERSEESn entering the

first operating mode;
5 load an evenly aligned top instruction address in a
first register;

load an evenly aligned bottom instruction address in a
second register;

detect entry into the first operating mode; and

10 gset a least significant bit of the bottom instruction
address in the second register to zero.

According to another aspect of this invention, there
is provided an article having a machine-readable medium
comprising machine-executable instructions for providing

15 sgecurity in a processor, the instructions causing a machine
to:

operate the processor in at least first and second
operating modes;

disable a hardware loop coperation upon exiting the

20 first operating mode; and
enable a hardware loop operation upon entering the

first operating mode,
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According to another aspect of this invention, there 1is provided a
processor conprising: 5 a first register to store an address of t
instruction in a hardware | oop; a second register to store an adgpegg'gysa
bottom instruction in the hardware | oop; a hardware | oop controller
coupled to the first and 10 second registers, said controller operative to
performthe hardware | oop operation; and a node detector operative to

di sabl e the hardware | oop controller in response to the processor exiting
a first operating node, 15 wherein the first operating node is a user

nmode.  Accor ditngrd in atrloé heop aspécboofomhisst ventdonaddheseesi s provi ded a
processor conprising: a first register to store an address of a top

I nstructé@mprisd daeareligepd BPta sédpedseegi ster to store an address of
a bottom instruction in the hardware loop; 2g 2 8 JUL M a hardware | oop

control ler coupl&aifgths fhbeheANEspsEONE £RULSIRVENL 88 €REEEO! | er
operative to performihe hardware |oop operation; and
is provided a processor comprising:
5 a first register to store an address of a top
instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
a hardware loop controller coupled to the first and
10 second registers, said controller operative to perform the
hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operaﬁing mode,
15 wherein the first operating mode is a user mode.
According to another aspect of this invention, there
ig provided a processor comprising:
a first register to store an address of a top
instruction in a hardware loop;

20 a second register to store an address of a bottom

instruction in the hardware loop;
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a node detector operative to disable the hardware loop 5 controller in
response to the processor exiting a first operating node, whereirgghg
address of the bottominstruction is evenly aligned, and wherein t%e foﬂps
and bottominstruction addresses 10 conprise evenly aligned byte
addresses. According to another aspect of this invention, there is
provided a processor conprising: a first register to store an address of a
top instruction in a hardware |oop; 15 a second register to store an
address of a bottom instruction in the hardware | oop; a hardware | oop
control |l er coaph&edvard heodprasdnendllsecomdpledi sdetse Sardtcandrol | er
operative to performthe hardware |oop operation; and 20 a node detector

oper at i Vgetdndi S8kl 8c&he, has dwesent Pl e£08bE DAL Vel ol pepoOsR thet he
processor exiting a first operating node, 2h 28 JUL 2M5 wherein the

address pf  5he, Dol Lo LPSLAHELAONahG evenly aligned, and wherein the node
controller 1's operative to set a

a mode detector operative to disable the hardware loop
5 controller in response to the processor exiting a first
operating mode,

wherein the address of the bottom instruction is
evenly aligned, and

wherein the top and bottom instruction addresses

10 comprise evenly aligned byte addresses.

According to another aspect of this invention, there
is provided a processor comprising:

a first register to store an address of a top
instruction in a hardware loop;

15 a second register to store an address of a bottom
instruction in the hardware loop;

a hardware loop controller coupled to the first and
second registers, said controller operative to perform the
hardware loop operation; and

20 a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first

operating mode,
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| east significant bit of the address in the second register 5 to one in
response to the processor exiting the first node. According to another
aspect of this invention, there is provided a processor conpri strgggu;_am
first register to store an address of a top instruction in a hardware

| oop; 10 a second register to store an address of a bottom instruction in
the hardware | oop; a hardware | oop controller coupled to the first and
second registers, said controller operative to performthe hardware | oop
operation; and 15 a node detector operative to disable the hardware | oop
control |l er i nwhespimsehs oaddeeps ocessie battomgiastirustionpesati ng node,
wherein the address of the bottominstruction is evenly aligned, and 20

wher ei n é@@nppdglggﬁ@dpléﬁd is operative to set a |east significant bit of
the address in the second register 2i 2 8 JUL 2005 to zero in response to

the processor el h ngnd hiﬁoééréénE‘PQflef‘CerQbé‘EaEPvé‘”%h§éta§p‘30t of this

invention, there 1s provided a system conprising:
least significant bit of the address in the second register

5 to one in response to the processor exiting the first mode.

According to another aspect of this invention, there
is provided a processor comprising:

a first register to store an address of a top
instruction in a hardware loop;

10 a second register to store an address of a bottom
instruction in the hardware loop;

a hardware loop controller coupled to the first and
second registers, said controller operative to perform the
hardware loop operation; and

15 a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,

wherein the address of the bottom instruction is
evenly aligned, and

20 wherein the mode controller is operative to set a

least significant bit of the address in the second register
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5 a static random address nenory; and a processor coupled to the static
random access nenory, said processor conprising: a first regi séeé E wre
an address of a top instruction in a hardware | oop; 10 a secon é@ S

to store an address of a bottom instruction in the hardware | oop; a

har dware | oop controller coupled to the first and second registers, said
controller operative to performthe hardware | oop operation; and 15 a node
detector operative to disable the hardware |loop controller in response to
the processor exiting a first operating node, wherein the first operating
node i S Bouseronmeresponse dtagthe pnotdesoaspeceérdhgt bhe fhyenti on, there
20 is provided a systemconprising: a static random address nenory; and 2j

] -8 JULn@@85 a processor coupled to the static random access nenory, said
processor conprising: a first register to store an address of a top

instruction ifc@oR@AYeES LAGPher RsSEEONIr' €M1 St BhvERL SLRT ecRBraddr ess of
a bottom
is provided a system comprising:
5 a static random address memory; and

a processgor coupled to the static random access
memory, said processor comprising:

a first register to store an address of a top
instruction in a hardware loop;

10 a second register to store an address of a bottom
instruction in the hardware loop;

a hardware loop controller coupled to the first and
second registers, said controller operative to perform the
hardware loop operation; and

15 a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,

wherein the first operating mode is a user mode.

According to another aspect of this invention, there

20 is provided a system comprising:

a static random address memory; and



instruction in the hardware | oop; a hardware | oop controller coupled to the
first and second registers, said controller operative to perforgmqt U@L 2005
har dwar e | oop operation; and 10 a node detector operative to disable the
hardware | oop controller in response to the processor exiting a first
operating node, wherein the address of the bottominstruction is evenly
aligned, and 15 wherein the top and bottominstructi on addresses conprise
evenly aligned byte addresses. According to another aspect of this
invention, there is provided a systemconprising: a static random address
menory; and 24 prPcesessototplpdetiot bhe het st it i candodoaraesess nenory,
sai d processor conprising: 2k 2 8 JUL 200% a first register to store an

addr ess Qimdr{ OPsaldShFoesso8ri BomphasdMgr e | oop; a second register to
store an address of a bottom instruction in the hardware |oop; 5 a

e or CPaCEHE! 500D, B0, heokbeal dakrehd opsgondpre0lsters, saic
instruction in a hardware loop;
5 ' a second register to store an address of a bottom
ingtruction in the hardware loop;

a hardware loop controller coupled to the first and
gsecond registers, said controller operative to perform the
hardware loop operation; and

10 a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,

wherein the address of the bottom instruction is
evenly aligned, and

15 wherein the top and bottom instruction addresses
comprise evenly aligned byte addresses.

According to another aspect of this invention, there
is provided a system comprising:

a static random address memory; and

20 a processor coupled to the static random access

memory, said processor comprising:
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har dwar e | oop operation; and a node detector operative to disable the
hardware | oop controller in response to the processor exiting a f:’gsJUle
operating node, wherein the address of the bottominstruction is ‘evenly

al i gned, and wherein the node controller is operative to set a |east
significant bit of the address in the second register 15 to one in
response to the processor exiting the first node. According to another
aspect of this invention, there is provided a systemconprising: a static
random address nenory; and a processor coupled to the static random access
20 nenory, saaidfjrotcessgtsconptod Sstigre aahi sddreegi sfea topstore an address
of atop instruction in a hardware |oop; 21 18 JUL 2M5' a second register

t 0 st or eimd:Adsk S5 D @.b@f@ﬁ@}eipééapction in the hardware | oop; a
har dware | oop controller coupled to the first and second registers, said

control | er operaliyggtPedesfoF M e ore ok d Oogeégogfog%é&wﬂ: and a node

detector operative to diSable the hardware

instruction in the hardware loop;

5 a hardware loop controller coupled to the first and
second registers, said controller operative to perform the
hardware loop operation; and

a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first

10 operating mode,

wherein the address of the bottom instruction is
evenly aligned, and

wherein the mode controller is operative to set a
least significant bit of the address in the second register

15 to one in response to the processor exiting the first mode.

According to another aspect of this invention, there
is provided a system comprising:
a static random address memory; and
a processor coupled to the static random access
20 memory, said processor comprising:
a first register to store an address of a top

instruction in a hardware loop;

21



controller in response to the processor exiting a first operating node,
wherein the address of the bottominstructionis 10 evenly aliqggd La?*h
wherein the node controller is operative to set a |east signifi ﬁp b of
the address in the second register to zero in response to the processor
entering the first node. 15 BRI EF DESCRI PTION OF DRAWNGS Figure 1 is a

bl ock diagramillustrating an exanple of a pipelined progranmble
processor according to an enbodi ment of the invention. Figure 2 is a bl ock
diagramillustrating an exanple 20 execution pipeline for the progranmabl e
processor in aasecrgdncegistaranoeabode nent adfirébe pf esehbttomenti on. 2m 2
8 JUL 2( Figure 3 is block diagramillustrating hardware | oop control

ar chi t ecingeracebsdi g tle anaedbade nBsdp; Figure 4 is a flow diagram
illustrating an operation for providing security on a hardware | oop

accordi ng t0 AMhaBdRaPedi 5BPt colit BYL BeP ESuB1Oh0CK Ghagfapsef aqnbile
video unit including a processor according to an enbodi nent.
second registers, said controller operative to perform the
5 hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,
wherein the address of the bottom instruction is
10 evenly aligned, and
wherein the mode controller is operative to set a
least significant bit of the address in the second register

to zero in response to the processor entering the first

mode.

15 BRIEF DESCRIPTION OF DRAWINGS

Figure 1 is a block diagram illustrating an example of
a pipelined programmable processor according to an
embodiment of the invention.
Figure 2 is a block diagram illustrating an example
20 execution pipeline for the programmable processor in

accordance with an embodiment of the present invention.
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2n WD 02/ 054226 DETAI LED DESCRI PTI ON 28 PCT/ USO01/ 50508 Figure 1 is a

bl ock diagramillustrating a programuabl e processor 100 arranged ti
support hardware | oops and security on hardware | oop operations w ﬁoﬂﬂ.aus
significantly increasing power consunption. The processor 100 may be
operable in a supervisor node and in a user node. The processor 100 may
operate in the supervisor node when used by a supervisor program such as
an operating system The processor 100 may operate in the 10 user node
when used by a user program such as an application. In the supervisor
node, the proEéggve 3100snbyohkvdiageamnaihlpstyvatiggshaFfleaeepibypl eges may
i nclude the use of certain instructions, access to certain resources,
e.g., 15coegrsieaschhvdcenrendedoréafdgWebt gnaseBsdimentenory. These

privil eges may enabl e the supervisor programto control the overall state

of the systenrif@reexaipl &, £D¥wPELhGPEmt DE1uSYSLEMEOanSbEERAL 1 WRI tiNg O
architectural registers and performng read/wite Operations to nenory

| ocat i ongoHsgr-?P3{ R ¥é&@£i§¥56ﬁn5OH§£§&£9Q3100p according to an

5 embodiment.
Figure 5 is a block diagram of a mobile video unit

including a processor according to an embodiment.
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In the user node, the processor 100 may not have such privileges. This
restriction nmay be provided as a security 3 WO 02/ 054226 JULO5

PCTI USOL/ 50508 neasure, preventing the user program from acd Q:Ie’Hi-am or

i nt enti onalW9 02M88422&nci ng system I evel operations. For exanPCEUSE/50508
mal i ci ous user program such as a virus, could corrupt or delete operating
systemfiles or otherwise 5 disable the systemw th the appropriate access
privileges. The processor 100 nay use hardware | oops in the user node. An
i npl ementation of a hardware |BF Bt DESGREIPHEON de a user program a
backdoor into the supervisor node, thereby creating a security hazard. In

an enbodi nent, t har re.l eration..ncludes a security feature,
which may be ingﬁggr%%ﬁt gdq}gﬁahgrlg)\j\%gcr éﬁeﬁgﬁan} et i i NS &urity” hazard.
In order to suggort Eirdmare | oops,. the processor 100 nmay support a | oop
setup i nst rEEPPORATPARE S REOCESS2Es 100e 2r 8 el ke Suppart hiarswame y and
exit conditions for the loop. Entry and exit conditions nmay be defined by
| oop condi +PBRE: 2aREpSepyrish Qhd hasdiareThe oroprsyradiitonen widdfoutes t he
first instruction (or top) of a |oop. The
5 significantly increasing power consumption.

The processor 100 may be operable in a supervisor mode
and in a user mode. The processor 100 may operate in the
supervisor mode when used by a supervisor program such as
an operating system. The processor 100 may operate in the

10 user mode when used by a user program such as an
application.

In the supervisor mode, the processor 100 may have
certain privileges. These privileges may include the use
of certain instructions, access to certain resources, e.g.,

15 registers, and extended read/wfite access to memory. These
privileges may enable the supervisor program to control the
overall state of the system, for example, by putting the
system to “sleep”, writing to architectural registers and
performing read/write operations to memory locations used

20 for vital system operations.

In the user mode, the processor 100 may not have such

privileges. This restriction may be provided as a security



bottom condition defines the last instruction (or bottom 20 of a |oop. The
count condition defines the nunber of iterations of the lo 2005

i nstructi oyyd gh/dsidsPr 09r am code bei ng executed by the proc§FB 0 may
have an assoc?%te instruction 4 2 8 JUL 2005 WD 02/05422 §§ﬁﬂﬂﬁﬁ%ﬂm

PCT/ USO01/ 50508 address, or program count (PC), which points to that

I nstruction's Iocation in menory. In an enbodi nent, instructions may be
aligned at mReeymraddrassasnt f EXaNps S t ; es _nay be
two bytes (16- b|t) or four é?twﬁes (%5 %£Q§raﬁd££ r%ggéﬁggégﬁiXaor

executed s cur ch_as taken branch or an
i nterrupt, q?h J%%%ééﬁpt he progran§ &%ﬁ ?%VB aﬂ%ﬁr?glanalffEPEnt

| ocation. Thus bsent change in ramflow, the PC of 10 a subsequent
|nstruct|oﬁ§a§¢9ﬁ@ &ﬁgéf rﬂﬁ%gbg QUEMR, $WER @8t #oHlErHSy heould

I nstruction address space For exanple, if the PC of the current

i nstruct i ofFGFURFORY idel et Ry Wgaﬁﬂstﬁﬂ fihbes ueri ohheswibebits (two
bytes) w de, the PC of the subsequent instruction would be 2004. 15 Entry
of a ha5dw@¢§dhig3ﬁhg/axanﬂmeﬂithetmérappﬁbppiaﬂatabcésé pepviméghsiay

occur when the PCis pointing to
The processor 100 may use hardware loops in the user
mode. An implementation of a hafdware loop operation may
provide a user program a backdoor into the supervisor mode,
thereby creating a security hazard. In an eﬁbodiment, the
10 hardware loop operation includes a security feature, which
may be implemented in hardware that removes this security
hazard.
In order to support hardware loops, the processor 100
may support a loop setup instruction that initializes the
16 hardware by setting entry and exit conditions for the loop.
Entry and exit conditions may be defined by loop
conditions: top, bottom and count. The top condition
defines the first instruction (or top) of a loop. The
bottom condition defines the last instruction (or bottom)
20 of a loop. The count condition defines the number of
iterations of the loop.
An instruction in the program code being executed by

the processor 100 may have an associated instruction



the top instruction of a loop. Exit of a hardware |oop may occur at the

| ast "bottom match." A bottom nmatch nmay occur when the PC imeo‘juﬂt' to
t he bottowub9§b;gﬁﬁgon of a 20 loop. By initializing the cou at the first
top match an 3ecrenenting the count at each bottom mat ch, P¢HESHA R ar e
may keep track of when it has encountered the last bottom5 2 8 JUL 2405
WO 02/ 054226 PCT/USO1 /50508 match. In this manner, the | oop conditions

top, bottomghdesSOURL DBY, %i e ry % exi t, on%iti ng of a

har dwar e | oop. Tﬁe'procggéggg 088%%3 #%gﬁdd@%g hbiﬁ%fﬁ'%) QIﬁi pi peline
102 and the I ?.unit 04. . The control unit. 104 may control the flow of
instruction%ﬁgﬁ%Pg 188 & 1PRR5EER EReMEFEEYi nd™MER @MPodmendiock cycl e.
For exanpl g, during the processing of an instruction, the control unit
104 may di r EREEFHECHRNSofeYeBRpBhEATEd0R L I8FeT0 asidraisises t & ate codan e,
instruction and correctly perform the correspondi ng operation including,
for exanpl ether inphguctienr addrressbackayo beermoy byitest r(lét-bdty may feuir

| oaded into a first stage of the pipeline 102 and processed through
subsequént kytgss.(32-bit) wide.

Program code may be executed sequentially unless an
event occurs, such as a taken branch or an interrupt, that
causes the program counter to branch to a different
location. Thus, absent a change in program flow, the PC of

10 a subsequent instruction is the address of the subsequent
instruction in the instruction address space. For example,
if the PC of the current instruction is 2002 (in
hexadecimal) and the instruction is 16-bits (two bytes)
wide, the PC of the subsequent instruction would be 2004.

15 Entry of a hardware loop may occur at the first “top
match.” A top match may occur when the PC is pointing to
the top instruction of a loop. Exit of a hardware loop may
occur at the last “bottom match.” A bottom match may occur
when the PC is pointing to the bottom instruction of a

20 loop.

By initializing the count at the first top match and

decrementing the count at each bottom match, the hardware

may keep track of when it has encountered the last bottom



15 stage may process concurrently with the other stages. Data may pass

between the stages in the pipeline 102 during a cycle of thﬁ %8 The
resul ts of vagobpshbigiction may energe at the end of the pi pe+(16%§5% ﬁ(isn
rapi d succession. The control unit 104 may include hardware t 20
108 that, as described below, may facilitate fast hardware | oops w thout
significantly increasing power consunption of the processor 100. 6 WO

02/ 054226 Zn:cHll 2M tlEQ__'ﬂi&cﬁﬂé45;95@ﬁeFh.ﬁ!:!ﬁecgn}:iitiloglgg(\tﬁggi rt%rg& &7 ages

illustrating an exanple pipeline 200. The pipeline Uil e
cllock cyel ST Bt FEESh Re bnREy, BB s e o8aamians 2 Mot r uct fon
cont i nue. ASHTEHRZE 1 ne duri ng subsequent cl ock eyl es. Another
instruction may enter the |IF stage 202 after a previous instruction has
exi t ed. Thus,t3ﬁﬂQxHq%F%ﬁﬁﬁﬁe¥080mﬁMsin9bud©naenesesuthenlEhstage 202
during a subsequent clock cycle and then continues down the pipeline
during Ssulpsipidme clG langctles. cGhbibartyitatidti ovAk control unit
104 may control the flow of instructions and/or data
through the pipeline 102 during a clock cycle. For
example, during the processing of an instruction, the
control unit 104 may direct the various components of the
10 pipeline to decode the instruction and correctly perform
the corresponding operation including, for example, writing
the results back to memory.
Instructions may be loaded into a first stage of the
pipeline 102 and processed through subsequent stages. A
16 stage may process concurrently with the other stages. Data
may pass between the stages in the pipeline 102 during a
cycle of the system. The results of an instruction may
~emerge at the end of the pipeline 102 in rapid succession.
The control unit 104 may include hardware loop unit
20 108 that, as described below, may facilitate fast hardware

loops without significantly increasing power consumption of

the processor 100.



I nstructions enter the | F stage 202 during subsequent clock cycles
respectively. The nunber of stages in the pipeline 15 may def'ge Lhﬁnfunber
of instruct Qe dshas the pipeline my service sinmultaneously. yi

different stages of the pipeline may operate as follows. |nEtTHVHRS nay
be fetched during the IF stage 202 by a fetch unit 204 and decoded from

I nstruction 20 registers 206 during a decode (DEC) stage 208. During an

address cal cul at iFgR Ak stage 1A Y t fg“ﬂ. nerators 212
cal cul ate any rrermr@y addr ésses usg'a{ g%a%er orlﬁis'ltﬁh%er%plé‘rgaﬁnorﬁxa?‘é}g
02/ 054226 2 g RCTI C]/505g§ Dur,j t he execution stages (EX 1 to
EX n) 214 aR pg%‘é‘g &08cut A% FHRe lé‘fzzél;bgh?ﬂ“}’rﬁl}%ﬁ StAasFe Ghated
oper ati ons suchfas“ f.or exa Ie,,addggg or multiplying two nunbers.
Execution ulir¥stRgyld&ats & L pEd mdrtdirdree 115 trmctieniodvinigg fe
operations including, for exanple, one or nmore arithnetic logic units
(ALUs), f|8APPAG- péostk @Yicde. (HRUPipeidnear208l, s finetsuck ivar imedyy Of
data nmay be applied to the execution wunits such as the addresses generated
by data %ddeessr the instruction fetch (IF) stage 202 during a first
clock cycle. The instruction may then continue down the
pipeline during subsequent clock cycles. Another
instruction may enter the IF stage 202 after a previous
instruction has exited. Thus, typically another
10 instruction enters the IF stage 202 during a subsequent
clock cycle and then continues down the pipeline during
subsequent clock cycles. Similarly, additional
instructions enter the IF stage 202.during subsequent clock
cycles respectively. The number of stages in the pipeline
16 may define the number of instructions that the pipeline may
service simultaneously.
The different stages of the pipeline may operate as
~follows. Instructions may be fetched during the IF stage
202 by a fetch unit 204 and decoded from instruction
20 registers 206 during a decode (DEC) stage 208. During an
address calculation (AC) stage 210, data address generators

212 may calculate any memory addresses used to perform the

operation.



10 generators, data retrieved fromnenory or data retrieved fromdata
registers. During a wite back stage (WB) 230, the results qpﬁupemuyitten
T

: . e
to a menorywoapakigp or data registers external to the pipe or_to data
registers in the pipeline such as architectural registers 2 é /%{;Wésofgs

stages of pipeline 200 may include one or nore storage circuits, such as a
flip-flop, for storing data. Figure 3 is a block diagramof the | oop unit

108 of Figure lpufhgghapdwake uRi 8 ('Y qi - T
regi ster 302, a ]iOOP?BOTg regFE?g?n3§§%gé%d(gg Etﬁgiggﬁjﬁrééﬁgﬁﬁ} 306, and

a | oop cont up)j The ,har re_l.o uni.it may Jnitialize a | oop by

| oadi ng theéé)gﬂd?%égégso{lhgg%g% Po2 Fask ?gﬂ BRYt ﬁ&%fg%ﬁl ISP 1ecoP- ToP
regi ster 302, the, address. of th% bottominstruction in the 8 28JUL2005 WO
02/ 054226 PRFIREICORE0EBER| 88p LRTt REAMOLP, Bafdinggiost EMlZdplydmg Avespunt

I ndicating the nunber of tinmes the loop is to be conpleted in the

LOOP_CNT rR¥ness - 30BxeFHELPBOpnibAt MBY gantadmy speriarld zechdarawas i n
the LOOP_TOP register 302 and the LOOP BOT 5 register 304 to the current
PC. Upors defectpegfarmbpg thechpetrheibnspinedtutiahgyniformexakegie) arkar dware
| oop operation. Wien a bottom match occurs, the | oop control
or more arithmetic logic units (ALUs), floating-point units
(FPU) and barrel shifters.
A variety of data may be applied to the execution
units such as the addresses generated by data address
10 generators, data retrieved from memory or data retrieved
from data registers. During a write back stage (WB) 230,
the results may be written to a memory location or data
registers external to the pipeline or to data registers ih
the pipeline such as architectural registers 232. The
15 stages of pipeline 200 may include one or more storage
circuits, such as é flip-flop, for storing data.
Figure 3 is a block diagram of the loop unit 108 of
Figure 1. The hardware loop unit 108 may include a
LOOP_TOP register 302, a LOOP_BOT register 304, and
20 LOOP_CNT register 306, and a loop control unit 312. The
hardware loop unit may initialize a loop by loading the

address of the top instruction of the loop in the LOOP_TOP

register 302, the addresé of the bottom instruction in the



unit 312 may decrenent the value in the LOOP_CNT register 306 and branch
the PC back to the address of the top 10 instruction. The har ﬁqgﬁbQQﬁp may
operate in Wbeozmsf?ﬁ%i ne until the exit condition of the |oo a

satisfied ,e.q., & bottommatch with count equal to zero. AP&EZE$P1/§q508
hazard may exist if the user program obtains an address of an instruction
I n the supervisor 15 program address space, for exanple, an instruction

address in even e Figure 1). The, EVI ma
i ncl ude theltagrpg\eil(?1 tgc?\c‘fr %??Pfé?qje\%e Sst)eerr\%i?égoelf'r d'%t‘{ r?escgourﬁ/eh’?@l%ﬁmﬁcl ude

excepti onal nditions that, cau a. break in programflow Events such as
|/ O device Eégi HPE’#’P&pPS, %ﬁF‘?él ?Cglﬁeolmrd@ te b P lnieheie the

mal functions, etc.. nmay be handled in the processor 100 by a correspondi ng
event servi BBOPoGNTNECINAERTA 394t | ENearlocm aren tordunsyi tt hea promesses 100
may | ook up the appropriate 9 2 8 JUL 2005 WO 02/ 054226 PCTI USO 1/50508
target addrtbe veduelelisvtéhe IO0B TOR medgimtdo30haindEvwy Looe tier EVT 120
and branch the PCto the event service routine to handle the evéent. Wen

the processpegiBBers80¢i ¢esthe eveilent PENt Wpor R GG SPredPpde and
gains 5 the corresponding privileges. After the event is handl ed,
match, the loop control unit may begin a hardware loop
operationf When a bottom match occurs, the loop control
unit 312 may decrement the value in the LOOP_CNT register
306 and branch the PC back to the address of the top
10 instruction. The hardware loop may operate in the pipeline
until the exit condition of the loop has been satisfied
r€.9., a bottom match with count equal to zero.
A security hazard may exist if the user program
obtains an address of an instruction in the supervisor
18 program address space, for example, an instruction address
in an event vector table (EVT) 120 (Figure 1). The EVT may
include the target address for event service routines.
Events may include exceptional conditions that cause a
break in program flow. Events such as I/0 device
20 interrupts, misaligned memory accesses, hardware
malfunctions, etc., may be handled in the processor 100 by

a corresponding event service routine. When a particular

event occurs, the processor 100 may look up the appropriate



the processor 100 may return to the user node and continue the interrupted
program flow. A user programthat acquired the a target addrqu‘hm zﬁ@e EVT

120, for exaopbess2bor an event service routine for 1o handl | n
|/ O device interrupt, could | oad the LOOP_BOT register 304 %ﬁﬁﬁgp%@gmo

address of an event service routine and |load the LOOP-TOP register 302 with
the address of an instruction in the user program address space. Consi der

a situationtapgeli ekidres SR WO levefle é;egrv.ifée lP&@EJgr?e ﬁ%c))(ggé% eceiF\rrTgrlmt

addresses 1000 to 2000 and the user code 1s [ocated

addresses 19,000t @ qggp. i a ,.the target address for the
event service rout ivﬁg or at%delﬁrlﬁgc}e\%egpé(ﬁtte rﬁb? ?‘ger?‘hs?‘?{lﬂq%n addr ess
1004 and th er. _praogram J.oa 1004 into _the LOOP BOT 20 register and

| oads 10, oogm:fﬁ%;‘et ke hﬁ@é:‘&fr%%er &Yedter . WhRth theaRrqgessrwi k0 i nt er r upt

occurs, the supervisor program checks the EVT 120 and branches the PCto
i nstructi onsﬁﬁ‘gﬁ'?esTﬁF’s eV&hdes & Boteda e fsuper visspomsed caridiegdits om 10
28 JUL?, 1 WD 02/054226 PCT/USO1 /50508 natch, the hardware |oop unit 108
causes the He=t gorrgpbosiding privdA eges.he Aftsdty utd avarkiras hdnuide,
LOOP- TOP regi ster 302, 10,200, which resides in the user
the processor 100 may return to the user mode and continue
the interrupted program flow.
A user program that acquired the a target address in
the EVT 120, for example, for an event service routine for
10 handling a common I/O device interrupt, could load the
LOOP_BOT register 304 with the address of an event service
routine and load the LOOP_TOP register 302 with the address
of an instruction in the user program address space.
Copsider a situation in which the supervisor code is
15 located at hexadecimal addresses 1000 to 2000 and the user
code is located at hexadecimal addresses 10,000 to 20, 000.
In this example, the target address for the event service
routine for the I/O device interrupt is instruction address
1004 and the user program loads 1004 into the LOOP_BOT
20 régister and loads 10,000 into the LOOP_TOP register. When
that I/0 device interrupt occurs, the supervisor program

checks the EVT 120 and branches the PC to instruction 1004.

This causes a bottom match. 1In response to the bottom

10



-

code address space. Wien the PC branches to the 5 instruction in the user
code, the user programgains control of the processor. Fbme?qg,u
processor 108 ohR¥s26 EMRI N in the supervisor node. Hence the ie?‘ﬂ%r am
acquires supervisory privileges it is usually denied. A mal T/ H3Y/0808,

program coul d use those privileges to 10 disrupt or disable the system
Figure 4 is a flowhart of an operation 400 according to an enbodi nent.

The fol | owi mgt &g CEhBt haRdiva rang oop™indic f gy ggRNtjng fhe operation
400. In other eﬁbodinents, glocﬁgﬁnay bgﬁgﬁigﬁééggr%gng§$gﬁh ina 15

di fferent ; h i i nmode detector 320 y be coupled
to the Lodgﬁg%;cfgb s?£?n§84E°$§é%n388%55F§&98ra §SFay-Tdét€ct when t he

processor | user, de_in l.ock 402. Wen the processor 100 exits

t he userlézééﬁ;iQSZEeﬁﬁaggﬁegggt0203590nayhééb Frréidessinsityei viseant bit
(LSB) of the instruction address in the LOOP_BOT register to one in block
404." 11 2 £t 2¢d5eHP OPROS4228hPETLSORC/ BEBOghSIsNte tthe i nstruction

addresses are aligned on even addresses, the |oop control unit 310 shoul d
not encduntigrstruction in the user code, the user program gains

control of the processor. However, the processor 100 may
remain in the supervisor mode. Hence the user program
acquires supervisory privileges it is usually denied. A
malicious user program could use those privileges to

10 disrupt or disable the system.

Figure 4 is a flowchart of an operation 400 according
to an embodiment. The following description is one
embodiment of implementing the operation 400. 1In other
embodiments, blocks may be skipped or performed in a

16 different order.

As shown in Figure 3, a mode detector 320 may be
coupled to the LOOP_BOT register 304. The mode detector
320 may detect when the processor exits the user mode in
block 402. When the processor 100 exits the user mode, the

20 mode detector 320 may set the least significant bit (LSB)
of the instruction address in the LOOP_BOT register to one

in block 404.

11



an odd address; the LSB should al ways be zero. Hence, a bottom match
shoul d not occur when the processor is in the 5 supervisor Qﬁﬁder

t he exanpl ewg p@43bove. The user program | oads instruction ﬁ%sﬁss 004
(binary - "0000 0011 1110 1100") in the LOOP_BOT register 3 15008 yser
node. Wien the processor exits the user node, the node detector 320 sets
the LSB of the address to one, and the 10 value in the LOOP_BOT register

becones 1005 ("Q@ﬂ@c@oﬁﬁellﬁgt%ﬁg%lbn 24Rze saldls d?ﬁ:%Hﬁég%ﬂ%§>erE§es

shoul d be evenly aligned, if the PC does encounter an PSSt n the

program {1 olidse DhOEK 445, mtsghero?&%a%n QB s Fhad sxception in

bl ock 408. In an enbodi nen e exceptlon

bottom mat c Thus ven h bo to ch occurred, the processor 100
br anches gh JP&' v%%f gﬁfw gﬁg 6‘%13 g]Fl ﬁé:h’&lysnéec Fr’éeré%(-ceﬂ'iqrtﬁﬁr rat her
t han branc to the address in the LOOP TOP 20 register 302, thereby

avoi ding t QRWNW??Chaiﬁpﬁ d pRéEnockEIprbeasshe pamRes O Hes ugerthmde i n
bl ock 410, the node detector 320 may set the LSB of the value in 12 2 8
JUL 2008 \EMDEYOBIODGMEds . USOensAitBies08hehexbOPR eBGE veregitsivay. 3@thdack to
zero in block 412,
user program loads instruction address 1004 (binary - “0000
0011 1110 1100”) in the LOOP_BOT register 304 in the user
mode. When the processor exits the user mode, the mode
detector 320 sets the LSB of the address to one, and the
10 value in the LOOP_BOT register becomes 1005 (20000 0011
1110 11017).
Since all instruction addresses should be evenly
aligned, if the PC does encounter an odd address in the
program flow in block 406, the processor 100 may take an
16 exception in block 408. In an embodiment, the exception
has a higher priority than a bottom match. Thus, even
though a bottom match occurred, the processor 100 branches
to the event serxvice routine for handling the exception
rather than branching to the address in the LOOé_TOP
20 register 302, thereby avoiding the security hazard.

When the processor reenters the user mode in block

410, the mode detector 320 may set the LSB of the value in

12



t hereby re-enabling the hardware | oop architecture. Such a processor 100 is
contenplated for use in video cantorders, teleconferencing, '

d
cards, and ky@baéxyfinition Television (HDTV)., In addition fiﬁ’élﬁa&ﬁessor
100 is also contenplated for use in connection with other t ¢ f éf &
utilizing digital signal processing such as voice processing used in
nobi | e tel ephony, speech recognition, and other applications. 10 For

examl e, Fi ghee Lokl ottt ra:ad Sadiien Asd o6 30 dpcluding a

processor 100 according to an enbodi nent. ice 500 may

be a hand-he vi.ce [ | SRl ays video i,nages produced from an encoded
vi deo signalhgggg'vg froﬁﬁgﬁggn §hna§§ﬁ?§ﬁ %? |gﬁ%§91 RH%ﬁx)storage
medi um 504, e.g. .a.di_gital video._disc (DVD) or. a nenory card. The

processor 100 may E8nuRTOSES A% HU0 1S Qea teRdaF sshEoiiss imayvisten e

I nstructions and data for the processor operations, and other devices, for
exanpl e, aR3BRAKASHS, ZeleFonfes@nging, 10 vigese candser gndddsgnr, a -
digital signal processor (DSP), a mcroprocessor controlling a slave DSP,
or a protesdefinithoan Teleris ioncr(GiTH0essdn/ BEEL tadrceh)i tird WirvceBdr
processor 100 may performvarious 13 2 8 JUL 2005
100 is also contemplated for use in connection with other
technologies utilizing digital signal processing such as
voice processing used in mobile telephony, speech
recognition, and other applications.
10 For example, Figure 5 illustrates a mobile video
device 500 including a processor 100 according to an
embodiment. The mobile video device 500 may be a hand-held
device which displays video images produced from an eﬁcoded
video signal received from an antenna 502 or a digital
15 video storage medium 504, e.g., a digital video disc (DVD)
or a memory card. The processor 100 may communicate with a
cache memory 506, which may store instructions and data for
the processor operations, and other devices, for example,
an SRAM 508.
20 The processor 100 may be a microprocessor, a digital
signal processor (DSP), a microprocessor controlling a

slave DSP, or a processor with an hybrid microprocessor/DSP

architecture. The processor 100 may perform various

13



WD 02/ 054226 PCTI USO1 /50508 operations on the encoded video signal,

i ncluding, for exanple, analog.-to-digital conversion, denp@y Qui omes
filtering, wi@bzossezovery, and decodi ng. The processor 100 qﬁy%ggﬁgﬂﬁmthe
conpressed digital video signal according to 5 one of various drgital video
conpressi on standards such as the MPEG fam |y of standards and the H. 263
standard. The decoded video signal may then be input to a display driver

510 to prodserd ficons de® tHBIEnBBdaddvsRLEY sPdRa1A RN, eFRqdi nent s of
the inventi on have been 10 descri bed. Never?hél gsé, It \;ﬁﬁlﬁgﬁe@tﬁ’%ger st ood

t hat varioqéxaﬁgmgjigﬁéigﬁstgg%%ggtg&dgoﬂ%%gggggzgggﬁghggaknon1the spirit

and scope of the 1nventi rngly, o Tent S -~aré within the
scope of t f i ng.clains, 14 2 8 U, 2005 CLAING: 1. A nethaod
conprisinggﬁ%ﬂg%%ﬁﬁ%bq%é%?bﬁ%ggg?th 3Péléﬁg?8+993t Eﬁﬁ PECGRES 8t i ng
nodes; and 5 di abh%ng a hardware Ioog,operation associated with the
processor dFBh EIHgRaI GOPPFeEseperigihal nbdidec RAsrailn assordingg to
processor in at least first and second operating nodes includes operating
in a fiPst Rl various digital video compression standards such as

the MPEG-family of standards and the H.263 standard. The

decoded video signal may then be input to a display driver

510 to produce the video image on a display 512.

A number of embodiments of the invention have been
10 described. Nevertheless, it will be understood that various
modifications may be made without departing from the spirit

and scope of the invention. Accordingly, other embodiments

are within the scope of the following claims.

14



being a user node. 10 2. The nethod of claim1l, wherein operating a
processor in at least first and second operating nodes includes operating
in a second node being a supervisor node. 15 3. The nethod of cl QigWOL 208
further conprising: initializing the hardware |oop operation in the first
node; and detecting an exit fromthe first node. 20 4. The method of claim
3, wherein said initializing the hardware | oop operation conprises:

| oadi ng an evenly aligned top instruction address in a first register; and
15 2 8 JULCRB3HS|:0adi ng an evenly aligned bottominstruction address in a
second register. 5. A nmethod conprising: 5 operating a processor in at

| east firstl.andaseechdd epampatiisigigyodes; di sabling a hardware | oop
operation associated with the processor upon exiting said first operating
mode; initialig E‘a}attli%.gh%r?)Wc%sls%ﬁlplﬁhp%ﬁ:atl'e%%t' FitRe bl ldile 10
detecting an exit fromthe first node;

operating modes; and
5 disabling a hardware loop operation associated with
the processor upon exiting said first operating mode;
wherein operating a processor in at least first and

second operating modes includes operating in a first mode

being a user mode.

10
2. The method of claim 1, wherein operating a processor
in at least first and second operating modes includes
operating in a second mode being a supervisor mode.
15 3. The method of claim 1, further comprising:
initializing the hardware loop operation in the first
mode; and
detecting an exit from the first mode.
20 4. The method of claim 3, wherein said initializing the

hardware loop operation comprises:
loading an evenly aligned top instruction address in a

first register; and

15



| oadi ng an evenly aligned top instruction address in a first register; and
| oadi ng an evenly aligned bottominstruction address in a second register,
15 wherein said disabling the hardware | oop operation conprises &gtLNIR
| east significant bit of the bottom instruction address in the second
register to one. 6. A nmethod conprising: 20 operating a processor in at

| east first and second operating nodes; disabling a hardware | oop
operation associated with the processor upon exiting said first operating
nmode; 16 2 8 JULl@DSY rint icarardiyngldmndrh rmviaran | ooy mperisdn crddreddie fir st
node; detecting an exit fromthe first node; |oading an evenly aligned top
i nstructi onrmddreegsoridh registfdr st regi ster; and | oading an evenly aligned
bottominstruction address in a second register, wherein | oading an evenly
aligned top instruction address includes |oading an evenly aligned byte
address, 10 and

5. A method comprising:
5 operating a processor in at least first and second
operating modes;
disabling a hardware loop operation associated with
the processor upon exiting said first operating mode;
initializing the hardware loop operation in the first mode;
10 detecting an exit from the first mode;
loading an evenly aligned top instruction address in a
firgst register; and
loading an evenly aligned bottom instruction address
in a second register,
15 wherein said disabling the hardware loop operation
comprises setting a least significant bit of the bottom

instruction address in the second register to one.

6. A method comprising:
20 operating a processor in at least first and second
operating modes;
disabling a hardware loop operation associated with

the processor upon exiting said first operating mode;

16



wherein | oading an evenly aligned bottominstruction address includes

| oadi ng an evenly aligned byte address. 7. The nethod of claim1l, further
conprising: 15 enabling a hardware | oop operation upon entering @8 JUt |20
operating node. 8. A nethod conprising: operating a processor in at |east
first and second 20 operating nodes; disabling a hardware | oop operation
associated with the processor upon exiting said first operating node; 17 2
8 JUL 2005 enabling a hardware | oop operation upon entering the first
oper ati ng node; ingddialg zimae v \hagdwarel kagp iopsnaicidroriraddreskitat a
register; 5 loading an evenly aligned bottominstruction address in
a second rewmds;er; detecting entry into the first operating node; and
‘setting a least significant bit of the bottom instruction address in the

second regi ster de? e2@ihg Hh BxiA WG HROMIMS RBdeoperating a processor
| east first and second

first

in at

5

10

15

20

loading an evenly aligned top instruction address in a
first register; and

loading an evenly aligned bottom instruction address
in a second register,

wherein loading an evenly aligned top instruction
address includes loading an evenly aligned byte address,
and

wherein loading an evenly aligned bottom instruction

address includes loading an evenly aligned byte address.

7. The method of claim 1, further comprising:
enabling a hardware loop operation upon entering the

first operating mode.

8. A method comprising:

operating a processor in at least first and second
operating modes;

disabling a hardware loop operation associated with

the processor upon exiting said first operating mode;

17



operating nodes; disabling a hardware |oop operation associated with
the processor upon exiting said first operating node; and enabling a

har dwar e | oop operation upon entering the

the top and bottominstructi on addresses conprise evenly allgned byt e

addr esses.

20 10. An article having a machi ne-readabl e nedi um conpri si

machi ne- execut abl e instructions for providing security in a processor,
instructions causing a machine to: 18 2 8 JUL 2005 operate the processor in
at least first &% ¢ hegslwatend aarieperatdall sulsine enterideartihd oo
operation upon exiting the first operating node, 5 wherein the first node
fodet DberBiang tmnagdeg of claim 10, wherein the second node is a

is a user
super vi sor

node. 10 12. The article of claim 10, further conprising

instructions thabacause atrh%vmgry RE ilgdied MidY AlnsAGudie 1A esd Q9P a

operation

10

15

20

in the first node; and
first register;

loading an evenly aligned bottom instruction address
in a second register;

detecting entry into the first operating mode; and

setting a least significant bit of the bottom

instruction address in the second register to zero.

9. A method comprising:

operating a processor in at least first and second
operating modes;

disabling a hardware loop operation associated with
the processor upon exiting said first operating mode; and

enabling a hardware loop operation upon entering the
first operating mode,

wherein the top and bottom instruction addresses

comprise evenly aligned byte addresses.

10. An article having a machine-readable medium comprising
machine-executable instructions for providing security in a

processor, the instructions causing a machine to:

18

15

ng

p

first operating nodeg g\)gL xms

t he



detect an exit fromthe first node. 15 13. The article of claim 12, wherein
the instructions that cause the machine to initialize the hardware | oop
operation conprise instructions causing the nachine to: load a gwﬂﬂjé%m
aligned top instruction address in a 20 first register; and | od |y
aligned bottominstruction address in a second register. 19 2 8 JUL 2 0
14. An article having a nmachi ne-readabl e nmedi um conpri sing
machi ne- execut abl e i nstructions for providing security in a processor, the
i nstructi ons cawperpte rdchimedassapamtas tleagir diesgorand ssdcdrehst first
and second 5 operating nodes; disable a hardware | oop operation upon
exiting thepedratitncopeidais ;narde; initialize the hardware | oop operation
inthe first node; 10 detect an exit fromthe first node; |oad an evenly

al i gned top i nsigiuabien AMHRRA I 1%05 Idper 8PS tion A JQaf B evenly
aligned bottominstruction address in
first operating mode,

5 wherein the first mode is a user mode.

11. The article of claim 10, wherein the second mode is a

supervisor mode.

10 12. The article of claim 10, further comprising
instructions that cause the machine to:
initialize the hardware loop operation in the first
mode; and
detect an exit from the first mode.
15
13. The article of claim 12, wherein the instructions that
cause the machine to initialize the hardware loop operation
comprise instructions causing the machine to:
load an evenly aligned top instruction address in a
20 first register; and
load an evenly aligned bottom instruction address in a

second register.

19



second register, 15 wherein the instructions that cause the machine to
di sabl e the hardware | oop operation conprise instructions that cause the
machine to set a least significant bit of the bottominstruction address
in the second register to one. 20 15. An article having a nmachp raemr,e%bl e
medi um conprising machi ne-executable instructions for providing secu
in a processor, the instructions causing a machine to: 20 2 8 JUL M
operate the processor in at least first and second operating nodes;
di sabl e a Hér-dwdre aArdds lepdiaatingn aupwehexie-inepdatflia stedioperainmg siode; 5
initialize the hardware |oop operation in the first node; detect an exit
fromthe fimesthimedexdmamhide evertdyucd iqreddropriasidite) iaeuaddness ian a
first register; and 10 load an evenly aligned bottominstruction address in
a second R@ddsNor , WMieleiihdtadiaR N G RRHRME ReldHiGld @ addr esses
operate the processor in at least first and second
5 operating modes;
disable a hardware loop operation upon exiting the
first operating mode;
initialize the hardware loop operation in the first
mode;
10 detect an exit from the first mode;
load an evenly aligned top instruction address in a
first register; and
load an evenly aligned bottom instruction address in a
second register,
15 wherein the instructions that cause the machine to
disable the hardware loop operation comprise instructions
that cause the machine to set a least significant bit of
the bottom instruction address in the second register to
one.
20
15. An article having a machine-readable medium comprising

machine-executable instructions for providing security in a

processor, the instructions causing a machine to:

20



conprise evenly aligned byte addresses. 15 16. The article of claim 10,
further conprising instructions that cause the machine to: enable a

har dwar e | oop operation upon entering the first operating node. 20 17. An
article having a machi ne-readabl e medi um conprising nmachi ne- ex@guiitbIns
instructions for providing security in a processor, the instructions
causing a nmachine to: 21 2 8 JUL MS operate the processor in at |east first
and second operating nodes; disable a hardware | oop operation upon exiting
the first oper&darpbeddie Provgdson Irmratwaread todpl wperatd areagroh ent eri ng
the first operating node; |oad an evenly aligned top instruction address
in a firstopegmitsirey mddesed; an evenly aligned bottominstruction address in
a 10 second register; detect entry into the first operating node; and set

a least significanadlid fhdrthdal IKBY YAt upsidrass idy ther sagond
register to zero. 15 18. An article having a machine-readabl e medi um
conpri st Ng opperating mode;
5 initialize the hardware loop operation in the first
mode;
detect an exit from the first mode;
load an evenly aligned top instruction address in a
first register; and
10 load an evenly aligned bottom instruction address in a
second register,

wherein the top and bottom instruction addresses

comprise evenly aligned byte addresses.

15 16. The article of claim 10, further comprising
instructions that cause the machine to:
enable a hardware loop operation upon entering the

first operating mode.
20 17. An article having a machine-readable medium comprising

machine-executable instructions for providing security in a

processor, the instructions causing a machine to:

21



machi ne- execut abl e instructions for providing security in a processor, the
instructions causing a machine to: operate the processor in at |east first
and second operating nodes; 20 disable a hardware | oop operati ogwpﬁg
exiting the first operating node; and enable a hardware | oop op€ra 4"5
upon entering the first operating node, 22 2 8 JUL 2 6 wherein the top
and bottominstruction addresses conprise evenly aligned byte addresses.

19. A processor conprising: 5 a first register to store an address of a top
instruction in ®oeHahfartde qumcessBrdm atedisstsr fiiorstt ared aseanidd ess of a
bottom instruction in the hardware | oop; a hardware | oop controller
coupl ed t o ddeeratingt nemiks ;10 second registers, said controller operative to
performthe hardware | oop operation; and a node detector operative to

di sabl e the har dsaa1ledep hr@ivdrd |15od f;fe&%t%%ﬁd gort & QeesaM exiting
a first operating node, 15 wherein the first operating node 1s a user
node. first operating mode;
5 enable a hardware loop operation upon entering the
first operating mode;
load an evenly aligned top instruction address in a
first register;
load an evenly aligned bottom instruction address in a
10 second register;
detect entry into the first operating mode; and

set a least significant bit of the bottom instruction

address in the second register to zero.

15 18. An article having a machine-readable medium comprising
machine-executable instructions for providing security in a
processor, the instructions causing a machine to:

operate the processor in at least first and second
operating modes;

20 disable a hardware loop operation upon exiting the
first operating mode; and

enable a hardware loop operation upon entering the

first operating mode,

22



20. The processor of claim 19, wherein the processor is further operable in
a supervisor node. 20 21. The processor of claim 19, wherein the node
detector is operative to enable the hardware [oop controller inggreqp e
the processor entering the first operating node. 23 2 8 JUL 2195 32. The
processor of claim19, wherein the address of the bottominstruction is
evenly aligned. 23. A processor conprising: 5 a first register to store an
address of a top instruction in a hardware | oop; a second register to
store an addr eswhsfredrbdthiteorhop restd dnttiteom iimsthardidrawarddtemges a har dwar e
| oop controller coupled to the first and 10 second registers, said
control | er capeyratdey evenlperdlargnddeytemratidresdexop operation; and a node
detector operative to disable the hardware |loop <controller in response to
the processor exiting a first operating node, 15 wherein the address of
the bottominstruction is evenly aligned, and wherein the top and bottom

instructi oq@_dd@\eﬁ%sces%garé&@pﬁv§mé@ al i gned byte addresses.
5 a first register to store an address of a top
instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
a hardware loop controller coupled to the first and
10 second registers, said controller operative to perform the
hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,

15 wherein the first operating mode is a user mode.

20. The processor of claim 19, wherein the processor is

further operable in a supervisor mode.
20 21. The processor of claim 19, wherein the mode detector

is operative to enable the hardware loop controller in

response the procegsor entering the first operating mode.

23



20 24. A processor conprising: a first register to store an address of a
top instruction in a hardware |oop; 24 18 JUL 2Mb a second register to
store an address of a bottom instruction in the hardware | oop; aégﬁnﬂ@aaﬁﬁ
| oop controller coupled to the first and second registers, said t7°ol
operative to performthe 5 hardware |oop operation; and a node detector
operative to disable the hardware |oop <controller in response to the
processor exiting a first operating node, wherein the address of the
bot t om i nst22uct iThe irockEsvemy clldaigndd,, adendiar dilre tarddresie abrithel | er
is operative to set a least significant bit of the address in the second
regi ster totn iihgRsismn ties tderqinocasisprecexi ting the first node. 15
25. A processor conprising: a first register to store an address of a top
instruction in a hardware | oop; a second register to store an address of a
bottom instruction in the hardware | oop; 20 a hardware | oop controller

coupled to 2t3h.e fal rp%:tocaé’é%or comprising:
5 a first register to store an address of a top
instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
a hardware loop controller coupled to the first and
10 second registers, said controller operative to perform the
hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,
15 wherein the address of the bottom instruction is
evenly aligned, and
wherein the top and bottom instruction addresses

comprise evenly aligned byte addresses.
20 24. A processor comprising:

a first register to store an address of a top

instruction in a hardware loop;
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second registers, said controller operative to performthe hardware | oop
operation; and 25 2 8 JUL 2005 a node detector operative to disable the
hardware | oop controller in response to the processor exiting aggrgf.
operating node, wherein the address of the bottominstruction is 5 evenly
al i gned, and wherein the node controller is operative to set a |east
significant bit of the address in the second register to zero in response
to the processor entering the first node. 10 26. A systemconprising: a
static random addrsseonemagistan to mtovessor acblydssl ab & Hotstat i ¢ random
access nenory, said processor conprising: 15 a first register to store an
address of imstomctirst rincttilen Hardwdysy dwsope | oop; a second regi ster to
store an address of a bottom instruction in the hardware | oop; a hardware

| oop controller £ou@EhAO i fdoritirandr 2B 3ACNE d adiStEl St SHE
controller operative to performthe
second registers, said controller operative to perform the
5 hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,
wherein the address of the bottom instruction is
10 evenly aligned, and
wherein the mode controller is operative to set a

least significant bit of the address in the second register

to one in response to the processor exiting the first mode.

15 25. A processor comprising:
a first register to store an address of a top
instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
20 a hardware loop controller coupled to the first and
second registers, said controller operative to perform the

hardware loop operation; and

25



har dwar e | oop operation; and 26 2 8 JUL 2005 a node detector operative to
di sabl e the hardware |l oop controller in response to the processor exiting
a first operating node, wherein the first operating node is a usgs Judems 5
27. The processor of claim26, wherein the processor is further operable in
a supervi sor node. 28. The processor of claim 26, wherein the node detector
10 is operative to enable the hardware | oop controller in response the
processor entering the first operating node. 29. The system of claim 26,
wherei n the addres®ds detedimnt omerstivetiomisiEheihe ddagheire o&DH. A
system conprising: a static random address nenory; and a processor coupled
to the statdontrlde? adreSspdi®ras e brRICHREHOeEHd d NBirad0 a first
register to store an address of a top instruction in a hardware | oop; a
second regicdeatihS e ,an address of a bottom instruction in the

har dwar e | oop;

wherein the address of the bottom instruction is
5 evenly aligned, and
wherein the mode controller is operative to set a
least significant bit of the address in the second register

to zero in response to the processor entering the first

mode.
10
26. A system comprising:
a static random address memory; and
a processor coupled to the static random access
memory, said processor comprising:
15 a first register to store an address of a top

instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
a hardware loop controller coupled to the first and
20 second registers, said controller operative to perform the

hardware loop operation; and
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27 2 8 JUL 2Z5 a hardware | oop controller coupled to the first and second
regi sters, said controller operative to performthe hardware | oop
operation; and a node detector operative to disable the hardware2lodpl. 200§
controller in response to the processor exiting a first operating node,
wherein the address of the bottominstruction is evenly aligned, and
wherein the top and bottominstruction addresses 10 conprise evenly

al i gned byte addresses. 31. A systemconprising: a static random address
menory; and a préodeskprdei@piian] arenatal v d§1a o irsaddlen e dwardwasrerslmmy,

sai d processor conprising: a first register to store an address of a top

i nstructi orcantm Hardviar erd qupsea teddred gegledsrr texistioie anf ackl ess of a
bottom instruction in the hardware | oop; 20 a hardware | oop controller
coupl ed to dgwaddins nsdk, second registers, said controller operative to
performthe hardware | oop operation; and 28

wherein the first operating mode is a user mode.

27. The processor of claim 26, wherein the processor is

further operable in a supervisor mode.

28. The processor of claim 26, wherein the mode detector
10 is operative to enable the hardware loop controller in

response the processor entering the first operating mode.

29. The system of claim 26, wherein the address of the

bottom instruction is evenly aligned.

15
30. A system comprising:
a static random address memory; and
a processor coupled to the static random access
memory, said processor comprising:
20 a first register to store an address of a top

instruction in a hardware loop;
a second register to store an address of a bottom

instruction in the hardware loop;

27



2 8 JUL 205 a node detector operative to disable the hardware | oop
controller in response to the processor exiting a first operati qgﬂg _
wherein the address of the bottominstructionis 5 evenly aligngg§ 2005
wherein the node controller is operative to set a |least significant bit of
the address in the second register to one in response to the processor
exiting the first node. 10 32. A systemconprising: a static random address
menory; and a processor coupled to the static random access nenory, said
processor conprissineg:dvarfa ristop emprstmyl ey stonpe egh taldites sfifsta argp 15
instruction in a hardware | oop; a second register to store an address of a
bottom i nHdderid aedistdres hasadwhrerdnaen]l exr hapedwerierd aap oo | tdie
coupled to the first and second registers, said controller operative to

perform t he,,2Qha dwale diamoRat atde; and a node detector operative to
di sabl e the hardware | oop  controller in response to the processor exiting
a first Opera“é“%dggkaeég%tor operative to disable the hardware loop
5 controller in response to the processor exiting a first
operating mode,
wherein the address of the bottom instruction is
evenly aligned, and

wherein the top and bottom instruction addresses

10 comprise evenly aligned byte addresses.

31. A system comprising:
a static random address memory; and
a processor coupled to the static random access
15 memory, said processor comprising:
a first register to store an address of a top
instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
20 a hardware loop controller coupled to the first and
gsecond registers, said controller operative to perform the

hardware loop operation; and
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2 8 JUL 2005 wherein the address of the bottominstruction is evenly
aligned, and wherein the node controller is operative to set a l&ﬂft
significant bit of the address in the second register 5 to zero i JUL 2085
response to the processor entering the first node. 33. The net hod of
clainms 5, 6, 8, 9, 14, 15, 17, 18, 23 to 25, or 30 to 32 wherein the first
node is a user node. 30

a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first
operating mode,

wherein the address of the bottom instruction is

5 evenly aligned, and

wherein the mode controller is operative to set a

least significant bit of the address in the second register

to one in response to the processor exiting the first mode.

10 32. A system comprising:
a static random address memory; and
a processor coupled to the static random access
memory, said processor comprising:
a first register to store an address of a top
15 instruction in a hardware loop;
a second register to store an address of a bottom
instruction in the hardware loop;
a hardware loop controller coupled to the first and
second registers, said controller operative to perform the
20 hardware loop operation; and
a mode detector operative to disable the hardware loop
controller in response to the processor exiting a first

operating mode,

29



28 JUuL 2005

wherein the address of the bottom instruction is
evenly aligned, and

wherein the mode controller is operative to set a
least significant bit of the address in the second register
to zero in response to the processor entering the first

mode.

33. The method of claims 5, 6, 8, 9, 14, 15, 17, 18, 23 to

25, or 30 to 32 wherein the first mode is a user mcde.

30



