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Onboarding process

/—301a

Download and install merchant app on the merchant]

terminal

l /— 301b
4 ™
Merchant completes a registration process
. J
l Va 301c
e A
Merchant app sends information and GUID to
transaction server
. J
l Va 301d
Merchant optionally sends additional identifying
information to transaction server
l /— 301e
[Transaction server generates a random code S—RCJ
l Ve 301f
Transaction server sends S-RC to merchant terminal
or associated merchant device
l /— 301g
(" Merchant app generates a statistically unique
random number MA-RAND1, combines with S-RC
\ and sends to the transaction server
301h
v /[
-
Merchant app securely deletes S-RC J
.

Fig. 4
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First secure monitored session 303a

N

Creating a second statistically unique random
number MA-RAND2 at the merchant app

I

Generating a session key MA-SESSION-KEY

303b

J\k

303c

A 4

J\L

Calculating a key check value KCV

303d

\\

\ 4

4 h
Sending (MA-RAND1 XOR MA-RAND2) and KCV
From the merchant app to the transaction server

\.

303e

\\\

\ 4
(Calculating the session key MA-SESSION-KEY at

the transaction server and verifying the key check
value KCV

l Vs 303f

(" Generating white box cryptography tables at the

—

\_ merchant terminal

I }— 303g

(Decrypting the white box cryptography tables using)
MA-SESSION-KEY and replacing the current white
box cryptography tables with the new decrypted

\ tables

-~ — 303h
v (

-
Replace MA-RAND1 with MA-RAND2 or vice-
versa

\. J

l Ve 303
e h

Repeat steps 303f to 303h

\ J

Fig. 5



WO 2022/213150

310
\

6/6

Second secure monitored session

-
Creating a statistically uniqgue random number CA-
RAND1 at the Customer app

:

4 '
Generating a session key CA-SESSION-KEY at the
customer app

;

-
Calculating a second key check value KCV2 at the
customer app

:

( Calculating a session key CA-SESSION-KEY at the )
transaction server and verifying the key check value

\.

.

N

\\

\k J\\

L KCv2

(  Generating white box cryptography tables at the )
transaction server and transmitting these to the
\ customer device

:

( Replace transaction identifier TRANS-ID with CA-
RAND and TIMESTAMP1 with a second transaction

timestamp TIMESTAMP2

:

(" Decrypting the white box cryptography tables using )
CA-SESSION-KEY and replacing the current white
box cryptography tables with the new decrypted

\

)\\ \\

\\

\. tables p

- >
Replace transaction identifier TRANS-ID with CA-
RAND and TIMESTAMP1 with a second transaction

L timestamp TIMESTAMP2

(
Repeating steps 310f to 310h at predetermined time

dntervals during the second secure monitored session)

Fig. 6
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