WD 02/ 23268 PCT/ AU00/ 01094 -1 A CAMERA EXCHANGE SYSTEM AND METHOD Field
of the Invention This invention relates to a recycl able, one-tine use,
print onwenrnzdss di gital canera. Mre particularly, the Pavambé/onos el at es
to a canmera exchange systemand to a nethod of 5 exchangi ng caneras of the
type described. Background to the Invention One-tine use caneras, mnaking
use of conventional photographic film are becomi ng increasingly popul ar.
A custoner purchases the canera, exposesS the filmin the camera and 10
returns the entire canmera to a processing centre to have the exposed film
processed. As far i n h Ty @k 1 that
sense, a di spos&@%ﬁmwgg&swﬁwﬁréﬁMTH@rem)ved
fromthe canmera in darkroomconditions and is processed. The canera casing
and remaining parts are, where possible, recycled. W have al so proposed
the use ofpiPid dHthOfnveagigno! ogy in a digital canera for nore 15 upnarket
caneras and, intns regard, reference is made to our co-pending US
application nUixnvédion18a8 & rdcydlalla) gnedtine 199 frianech derband, digittiDiagieral
instant printing.c rg wth . i e processing .capability” (Docket . Number
ARTOL), 1 HAOGPISHA Do fhe Ry o TR tien i P4tk FoCARED DSk ORIRERAL B
refergnce. gr%gp&ﬁ%fr AR RoPaoRAs&d 1 n 09/113,060 is, as indicated,
directed éctXl'?%g I g eras 20 eﬁg of the market to conpete with existing
digital caneras. W have al so proposed, in our co-pending US application
nunber 09/113,102 filed July 10, 1998 and entitled "A | ow cost di sposable
di gi tal i Fs3SAgroWq o e nyeidon, (Docket  Nunber 1ROL), the contents of
whi ch are al so sipaghl (&AlbriGAERBNAL SRR dhaPYndiEaH IR0 i, arf bbAIGES!
one-time use digi tg{*1 canera. 25 \R%I e ?tcc{hs Igdecfﬁlaeéeé %lﬁgt lftﬁﬁln’s | ow- colsg
caner a, orineressimginpopdarofA custaheegradiiages the nameraj @dpoveal the filml urethe eatba aadgh
quality and instant printing of imges which can be obtained, a _canera
exch¥hge srymaﬁa}rﬁéﬁ%@ 18 pPTRGRYRHPIAC haw @ﬁ&iipqsﬁg f@a_r%?c&si?fl- g@rf?r _
co- pendi n%s%l?@%}dsfo%ér(w%&fd%@fl, tﬁgééxﬁéa@%@%Pse%?é{%%ﬁao‘s&l@&érﬁ&a)’% fheeXi sting
di sposabl e, phot ographic fil'm caneras.

processing centre, the film is removed from the camera in darkroom conditions and is

processed. The camera casing and remaining parts are, where possible, recycled.
We have also proposed the use of printing technology in a digital camera for more

15 upmarket cameras and, in this regard, reference is made to our co-pending US application
number 09/113,060 filed July 10, 1998 and entitled "Digital instant printing camera with
image processing capability" (Docket Number ARTO1), the contents of which are
specifically incorporated herein by reference.

The type of camera proposed in 09/113,060 is, as indicated, directed at the higher

20 end of the market to compete with existing digital cameras.

We have also proposed, in our co-pending US application number 09/113,102 filed
July 10, 1998 and entitled "A low cost disposable digital instant printing camera" (Docket
Number IR01), the contents of which are also specifically incorporated herein by reference,
a low cost, one-time use digital camera.

25 While it is believed that this low-cost camera, on its own, is of considerable
commercial value, due to the high quality and instant printing of images which can be
obtained, a camera exchange system and method are contemplated so that the camera of our
co-pending application number 09/113,102 can compete in price with existing disposable,

photographic film cameras.
30



WO 02/ 23268 PCT/ AUO0/ 01094 -2- Sunmary of the Invention According to a
first aspect of the invention, there is provided a canera exchange system
whi ch i novades32e8 pl ural ity of one-tinme use digital canmeraBCT/AazohoOMTEr Q
including an authentication 5 means; and at |east one refurbishing station
for refurbishing used, returned caneras by replenishing consumabl es of
each of said returned caneras, the auth%ptlcatlon means of each canera

aut henti cati ng whether or not said at | éast one refurbishing station is

aut horised to effect refurbishing of said canmera. 10 Each canera may retai

at a priCSuHﬁné?%ﬂ?ﬁ@ﬁﬁ%dﬁ@hts’ each canmera costing approximtely Y
currency @anl e where Y is less than 0.5X. In this

speci fication Ah«mrdiagm) 4 dstraspeey ofithie ifiveh o, dhdre isprdeidsd @ oamers ekiSfithge | |

AUS$I Japanese Yen Italian Lirel 000, or the like. The system may

i ncl ude afys@R déegiectlon depot where a user can return a used 15
one of the ca hi ns
oper at ed by ang ﬁ?}adgtgéggl}éeﬁﬁq or rgﬂ%&\aﬁiﬁgﬁsﬁghése%agﬁ%@?%%??@%}e@%&gbﬂ

| easts onenwahd;@nfli on depot, each station being able to be authenticated by

said used canera, to replenish the consunmabl es of said_ used canera to
enabl e a ref ur ¥ilsasbaneishubihing stiop dorrsfpbighing ussh Feiwagd cameras byand t he
cost to s r its.
The. ref undig i BEbUEEECe! S0P a0 el BIEkE, o A AR WP Bax
The Consueﬁdhl(ﬁmevm:iuﬁhblﬂﬂbetlﬂge@hﬁher&ﬂ@xdtiwd/aﬂ 25335 uderdﬁnklshmgatmphys of paper
and batteries of the power supply. Also, at the tinme that the canera is

r ef ur bi shéﬂthoﬂﬁeéit@@ffé?tfémblf'@n&ﬁ%%%%ved and recycled. Al the

i nternal conpopents o C ch may 25
be :alnserted m?%ﬁlla ne\%\%&?ggé; ng@c&oﬁ%&’@@fe&% rep eegﬁhs mSAéo Yi?%

consunabl approrihdi€lsat ¢urfeicy Qﬁltéitoﬂhﬁmlﬂa’omrewhﬂfeﬁ‘f iolesd thén 03X A thid Sl eeve is
pl aced about the re-cased canera. A selling price of either one of a new

and a ref §Psifigetien gheterma "Byrenpeunih g faee wdsEstoafeasdéSHp fi orlhtlapgnese 5X. |t

LGgp;;saqgglé@a&hm{Eﬁeﬁxbe&ﬂhghkgr refund rate of approximately 90% of the

The system may include at least one collection depot where a user can return a used
15 one of the cameras for a refund and a plurality of refurbishing stations operated by a
manufacturer for receiving the used cameras from said at least one collection depot, each
station being able to be authenticated by said used camera, to replenish the consumables of
said used camera to enable a refurbished camera to be re-sold at X currency units, and the
cost to said manufacture to refurbish the camera being Z currency units. The refund may be
20  approximately 0.25X and Z may be approximately 0.03X.
The consumables which are replenished may include ink, a supply of paper and
batteries of the power supply.
Also, at the time that the camera is refurbished, its outer casing may be removed and
recycled. All the internal components of the camera are supported on a chassis which may
25 be inserted into a new, recycled casing after replenishing of the consumables and resetting
of a picture counter of the camera. A sleeve is placed about the re-cased camera.
A selling price of either one of a new and a refurbished camera by the manufacturer
may be approximately 0.5X.
It is envisaged that, for a return for refund rate of approximately 90% of the cameras,

30 a total gross margin as a percentage of sales exceeding 75% is achievable.



30 a total gross margin as a percentage of sales exceeding 75%is

achi evabl e. WD 02/ 23268 PCT/ AUOO/ 01094 -3 To ensure that the | ow cost
cameras owopyE2R6sM t h di sposabl e photographic film cameraBCT/Avc@6eM94 0 t he
user of each photo processed by the canera maybe |l ess than 0.05X if the
user returns a used canera for refund. According to a second aspect of the
invention, there is provided a nethod of, 5 exchangi ng canmeras which

i ncludes the steps of: providing a plurality of one-time use digital
caneras, each canmera contai ning consunmables which are consuned by use of

the canera; repebyuRIhaLHE rl&ﬁ@ st'$aflras %(6)‘&?%2 %lrﬁ%lsglﬂggﬁ%tg%gﬂmleﬁhn

repl eni shnent of the consunab es to pr and 10
aut hent i catmergs, awost teadlehusef ofedcH phetotpm@dsadamhasameﬂaamﬁberlm‘suhm G.bFXdf
station at; which said canera |s refurbished is authorised to effect

ref ur bi shillfgiseh reinse psedermerariQEsfiithod nay i ncl ude rendering a canera

r ef ur bi shed by Furt her,
the et hod. ey Rt 2888 depce erc%“‘lp e, T N 0
detemnlneexﬂmh@ﬁgbﬁﬁuﬁbm&hmdndamaﬁhes&p@@@rat|ve The test routine for 15
testing a refurbished canera nay. autonatlcally test that the canmera is
operative. ThEOHSMERPIEAJLY AEPIFIEmS 859 figHaleanisrasapash sameraLop@IANg prl ce of

appr oxi MaLGl o féHWh?JixfCa}fe?&shﬁi mﬂ%&%@qﬁ%%&ne&os“ ng approxi mtely Y

currency units o man ure IS 1'ess than 0.5X; refunding an

anount for therecéitingietained, ueddaten® tébe ffidtbRled B tiplirddhinitgit 806 r et ur ned,
used canera at a cost to a refurbisher of Z currency units. The nethod may
i ncl ude r pnfyEIahlys Emprawisienefuptishedsaerasaandl y 0. 25X for the return of a

used canera_ang & fRube SpLoX pm&ﬂ&@#ggﬁm IS LAY LG, Jnilde

supplying refu meras to a retarl ér at 'a cos pr oxI
0. 5X cur r e4i@ ¥anbratiSrefibisWél B2Bid21e8d fokiott RPIBLARE of sdid cBineRf Description

of the Draw ngs
The method may include rendering a camera refurbished by an unauthorised
refurbishing station inoperative. Further, the method may include carrying out a test routine
after refurbishing to determine if the refurbished camera is operative. The test routine for
15 testing a refurbished camera may. automatically test that the camera is operative.
The method may include
selling each camera at a retail price of approximately X currency units, each camera
costing approximately Y currency units to manufacture where Y is less than 0.5X;
refunding an amount for the return of a used camera; and
20 refurbishing each returned, used camera at a cost to a refurbisher of Z currency units.
The method may include refunding an amount of approximately 0.25X for the return
of a used camera and Z may be approximately 0.03X.
The method may then include supplying refurbished cameras to a retailer at a cost of

approximately 0.5X currency units.

25



The invention is now described by way of exanple with reference to the
acconpanyi ng drawi ngs in which: Figure 1 shows a flow chart of a canera
exchange w@ 82/23268 and net hod of 5 exchangi ng caneras, in BCT/AUNENMO2: Wit h
the invention; Figure 2 shows a three dinensional view of the type of
canera to be exchanged; Figure 3 shows a three dinensional, exploded view
of an ink cartridge assenbly of the cangra of Figure 2; Figure 4 shows a
t hree di nensional, exploded view of the Insertion of a supply of 10 print
medi a and a power supply in the canmera during refurbishing thereof; Figure
5 shows t Beief ®esadstion vf thle Dradiagsi s of the canera after installation of
the supply of print nedia and power supply; Figure 6 shows a three
di nensi onal vi Eb¢ Byentin lﬁﬁg‘é’r@@?beéﬁ)ya‘f%ﬂ@%/eéﬁnp ifthigigsenae tothe t he caner a;
15 Figure J: I jon of the re-assenbled chassis in a front
9 aZcogl@f&ﬁ%ing gfaxﬁpﬁgé A Ak,

shell of acC _ carerd; Figure 8 shows the nounting of a rear
shel| of the cRigindl sHowsQ A6 charPot a Edi@drh exchiahgdiéyateth, lahdl HettodlgFs a single
aut hentication chip data protocol; and Figure 10 illustrates a dual

aut hént i c gx¢hengingicpmergs.dn geesrdawk withabe meenii9nsd Descri ption of the Draw ngs

Referring initgally, to Fi f .the draw fl hart of
exchange® syst S SRms e mEsionthyRe A Ba Bt panifin fofY Prcfenfdng s
desi gnat ed gengfgatd YsHdwstd WBreediBiENME SRPITREEYichCof ahBk 6ATRI akdtnfbiyest | On

is a low cost, recyclable, one-tinme use, print 25 on demand, digital
canera 12themiamgracoiBigensd; wi || be described in greater detail below. In the

exchange system old.caneras are collected,., as. shg at step.14 a

col l ection d:g‘]&‘%e. BV G tﬁre@i#@pasg@na?,;xn]g)gﬁfvgwcgﬁ@? Hlseﬁf’a ﬂfﬁggppg%glﬁ used
by aouser pﬁﬁt&@&&aﬁda?bﬁéﬁi@bf?iﬁ% CHAERE HuPhe RIFGHISARS théeoft Ndi cated, the
canera 12 is a digital, instant printing _30g camera. Typically, the canera
12 has a suppl Figofe Jpshiomts theth-assarBblyoif g whassis)offtloy casmesnb bitergnandiatioh 28 268

PCT/ AUOO/ (s)l}p%?}éf of ﬁr15nt media and power supply;

Figure 6 shows a three dimensional view of the insertion of a platen forming part of
the camera;
15 Figure 7 shows the installation of the re-assembled chassis in a front shell of a casing
of the camera,;
Figure 8 shows the mounting of a rear shell of the casing on to the front shell,
Figure 9 illustrates a single authentication chip data protocol; and
Figure 10 illustrates a dual authentication chip data protocol.
20

Detailed Description of the Drawings

Referring initially to Figure 1 of the drawings, a flow chart of a camera exchange
system or a method of exchanging cameras is illustrated and is designated generally by the
reference numeral 10. The camera in question is a low cost, recyclable, one-time use, print

25 on demand, digital camera 12 (Figure 2) and will be described in greater detail below.

In the exchange system, old cameras are collected, as shown at step 14 at collection
depots.

By "old cameras" is meant a camera which has been used by a user to take a
predetermined number of pictures. As indicated, the camera 12 is a digital, instant printing

30 camera. Typically, the camera 12 has a supply of print media 16 (Figure 4) for enabling



twenty-five pictures to be printed. For ease of reference, and in
accordance with conventional canera technol ogy, these pictures will be

ref erred woozss2exposures. I n accordance with the canera erRChangeowyst em of
the invention, a canera 12, when new has a manufacturing cost of Y
currency units. For ease of explanation, the currency 5 unit used in this
description will be the US dollar. At present rates, the manufacturing cost
of the canera is estimated to be slightly |Iess than $10.00 and, nore
particularly, in the region of about $9.50. Specifically, a costing

anal ysi s twesepfive phaires ebepintéd CFairdasidofaeftencsf andus Bocdrdu@oBivathi S i n the
regi on of $9.48. New caneras are supplied to retailers by the manufacturer

at a cost C%ﬂweabﬁmé Lamgradpghnolagygtheseqictytss tril bereferred taasexposurdse
manuf actur e r, hpaccgl%igﬁge Wl?lfl t e\%n%%m?(rcﬁ evgy%tl?lgl offé}?ef lg%fg 10@{)% ?’c{l‘]a? é%gg@%}

0.5% Al so, the canera Isre

Wien the gawehga ir&nufa@ﬁlrfﬂg%astltﬁ“&dcuﬁéﬁ@y Qhits. Worea@LorfeapRhatioh? tHeTuf@hsy ned to
the collection depot where a refund of $5.00 is nmade to t he person

r et ubni ng unth gseskipdhi degesiption agll be the U daldar. gitipreseniratehghd Manulasiunpg cost

$15. 00. FqQr..a t fiv re.c he .cost to.the consuner for
each phot g%}he cg\?,\l%fah]ée%t %‘Fgg?g%% gg‘gy?efﬁ l?néﬁf}a?bégda?’ﬂ%’@ﬁ E’EI(YP‘)P B the
present  casgiobf Moud§y§o. osmlﬁdauyr&&Quﬂ@%ﬂysmlé%myﬁbme %ﬁﬁfh\éﬁﬂﬁlg%&' film
canera. Due to the cost of the camera to the consuner, factoring in the

ref und, aﬁﬂSUeChélC@malsp@thep‘n@tpoofﬂih&?consurrer effectlvely, obtains a

digital, i nst a printin 20 si.m a to that o

di sposabl e, on]grte‘fvlcﬁ’élef?gggec nﬁﬁ(ﬁoorﬁgiﬁeﬁ% ﬁﬁ% @C%‘F& af fg08t BE?pPS‘PXIE]&W

| Mg Or $XPO6 HE thabihelrBRrtiddtht ﬁianﬁﬁeﬁf& thaedpecif delaARIR, RNII6L ofifec bRARL Of
the conventional canera. It wll, course, be appr eciated that due to

the fact phahoutAé%sanera 12 is a di gl t al carrera is not necessary for
th anera 12 be returned f n 25 incentive
heeds to be giégsﬁ s oo 1§ detel e dpe et %&5 b2 B‘& Pég}(ffﬂidmﬁ%ﬁ}?é’wg‘ }2f und.
It is fel hadhhusshond sladdubdd &%%@fs%etﬂﬁfed@@%ﬂ%@oll%&ﬁneée Btr‘wﬁg}g a?@fﬁﬁﬂ as,

it is still likely that <children or |ow incone nenbers of the community
woul d ret af B5. Oﬁ@maiﬁeﬂoahepersmlbtealrmnglﬂ@ canefrainds aWeelt, thhactysed tedera 12 i s

returned, the ca 2 s refurhi shed and repl hed. 0 The refurbished
cameta is ?I?asuﬁlﬁ’é’ggr‘t}gé)]o @AY E‘i‘tﬁg‘JH 3 CEPIHE Gamicat fg the qasbto BFRPSURSE ETcost to
the manuf agdiRlo Rior e dffl@t' SO, AHESERARSs dndst el 2 12¥Resent cost of a
developed, printed photo taken using a conventional film camera.
Due to the cost of the camera to the consumer, factoring in the refund, and the cost
per photo, the consumer, effectively, obtains a digital, instant printing camera at a price
20 similar to that of a disposable, one-time use conventional film camera and the cost of each
image or exposure of the digital camera 12 is of the same order as that of the conventional
camera.
It will, of course, be appreciated that due to the fact that the camera 12 is a digital
camera, it is not necessary for the camera 12 to be returned for processing. Accordingly, an
25 incentive needs to be given for the used cameras 12 to be returned; hence the refund. It is
felt that, should adult consumers not bother to return the cameras, it is still likely that
children or low income members of the community would return the cameras to obtain the
refund.
When the used camera 12 is returned, the camera 12 is refurbished and replenished.
30 The refurbished camera is re-packaged and returned to the retailer.

The approximate cost to the manufacturer of refurbishing a camera 12 is as follows:-
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Transport
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The manufacturer supplies such a refurbished camera to the retailer at a similar wholesale

cost to a new camera, i.e. US$10.00 so that the gross margin to the manufacturer on refill is

of the

order of US$9.33.

Further, it is envisaged that, in due course, the ratio of used cameras which are

recycled and returned into the market to new cameras will be of the order of 9:1 assuming

an estimated camera return-for-refund rate of 90%. Should this figure be obtained, it is

estimated that the total gross margin as a percentage of sales which the manufacturer will

achieve will be in the order of 77%.

10

Due to this rate of return, the business model can weather significant retail price

pressure and maintain profitability.

lower

15

An interesting conclusion is that digital printing cameras can be provided having a

retail price than non—pﬁnting digital cameras.

With reference to Figures 2 to 8 of the drawings, a brief description of the

refurbishing of the camera will be described following the steps of Figure 1.

The camera 12 has a casing 18 made up of a front shell 20 and a rear shell or lid 22.

The casing 18 has a coated paper sleeve 24 covering a major part thereof. Further, in a



The casing 18 has a coated paper sleeve 24 covering a major part thereof.
Further, in a WD 02/23268 PCT/ AU0O0/ 01094 -7 conventional fashion, the
canmera lavoay2xne%i ewf i nder 26, an imaging | ens 28 and an pPCEAposwgd taki ng
button 30. In the recycling of the canera 12, the casing 18 is renoved
(step 32 in Figure 1). As illustrated at 34 in Figure 1, the shells 20 and
22 of the casing 18 are sent for recycli-ng and 5 are renol ded, as
illustrated at 36 to formnew shells 20 and 22 of the casing 18 for another
canera. Once the casing 18 has been renpbved, a chassis 38 of the canera is
exposed. ddreventibras fiskiodSthe @amkrs] 2dlds alvidvefimddr 26 oapiagitieSeny 28 4ifl ;maner a. For
a nore detailed description of these conponents, reference is made to our
co- pendi ngFX0SsHpplekiagtugan dlnber 09/ 113,102 10 referred to above. The

supply of pri tH%?éc%clh% |5nd Dok 3§ 15 q{lg})%)sl;lfglg glrgm8{r%(g@%&§2ti§ ;%F@irr/ee f)arAs' ed

on a former 4 e appreciated once

exposur esilhaugtelaesy MEguredl, the shbidd 20Mid 27 66BE Badinp 1h&reds@docRbRliaghadi S
the former 40. An end nenber 42 of the chassis is renoved to enabFe t he

formér 40aregemeldedpsvbustratasdeat 86 torfyrmuvhehelle 201aad 22 of i casing 48 ferpaotisr
canmera 12 therein to render the canera 12 conpact. Accordingly, when the
end menbef™42? of the chassis 38 has been renoved, access can be gained to
the used batteph@sthdbasihy EOhA Keen FEROWRACH clsik B8 DI tiRAahREd BexpdiRAC Fhe ONCE
the end nmenber 42 has been renoved and the former 40 and batteries 44 of
the ol d celrassia 38 2atigy ell baiemal eanapandnts f hewaprersit Foredhereslgpled dawrighion of

batteries_ 44. 20 are, | oaded on t he chassi,s and. are retai i
st £1 on Bt s adistis Rt dS moe b S SO3RBRe S SittisRi b 085 d02 e
chasgl s 3&fetdRPelabsvéen i nk cartridge 48 thereon. An expl oded view of the

ink cartridge 48 is shown in greater detail in Figure 3 of the draw ngs.
The ink cartri Hesupaly of prinpmediackiris ithegormnhf & tolbalrqoiated paher garriadtonteead chi p

52. The print ag chip 52 is jet 25 L.et is a trade mark of

S ver br oERTE AT A s PR HE R Y o TR ORE G B b Bt o
or pagew @fapwill tMail BRGhe OEH Rnhedh 32 RNBe KdrARr b, Anldn@BndbeP b BE HEMAL&As is
passing beneath the print head chip 52, in use. The cartridge 48 further

i ncl udes emoiedrto ambbethe FdrmvdridOho batansoviedt Ahe encard heuseSbatteries 44 for the

15 camera 12 therein to render the camera 12 compact. Accordingly, when the end member 42

of the chassis 38 has been removed, access can be gained to the used batteries 44 which are
replaced by fresh batteries.
Hence, once the end member 42 has been removed and the former 40 and batteries
44 of the old camera 12 have been removed, a new print media supply 16 and batteries 44
20 are loaded on to the chassis 38 and are retained in position by the end member 42. This is
shown at step 46 in Figure 1.
The chassis 38 supports an ink cartridge 48 thereon. An exploded view of the ink
cartridge 48 is shown in greater detail in Figure 3 of the drawings. The ink cartridge has a
lower carrier 50 which carries the print head chip 52. The print head chip 52 is a Memj et
25 (Memjet is a trade mark of Silverbrook Research Pty Limited). The print head chip 52 is a
photowidth or pagewidth print head and prints one line at a time on print media passing
beneath the print head chip 52, in use.
The cartridge 48 further includes a cover member 54 which mates with the carrier 50
to define three chambers 56, 58 and 60. Each chamber 56, 58 and 60 carries a different
30 color ink therein so that full color printing can be achieved by the print head chip 52. Each



to define three chanbers 56, 58 and 60. Each chanber 56, 58 and 60 carries
a different 30 color ink therein so that full color printing can be

achi eved g ov/k26%pri nt head chip 52. Each WD 02/23268 PCT/ MUDAUOLOOH -8
chanber 56, 58 and 60 houses a danping neans in the formof a sponge 62, 64
and 66, respectively, therein for danping novenent of ink within the
chanbers 56, 58 and 60. An end wall 68 gf_the carrier 50 has |abyrinthine
openings 70 defined therein. These openings 70 are exposed by renoval of a
seal 72 when it is desired to refill the chanbers 5 56, 58 and 60.
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The plug 74 has three prongs 76. Each prong 76 closes off an inlet port to
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has the authentication program contained therein which authenticates that
t he 20 retwedicsticropesings ¥dn is authorised (step 84 in Figure 1). Should the

hip 82 determ t .t ef ur.hi shi tatiop.is.unaut horised, the chi
55 Penders t no heriasibe slkrarobs Hsbtv Rer b Te tErihiat ofte f8himazge < "
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menory. The flash nenmory is used to store a 1 it authentication ‘code.
This 25 provi Gescastlgbresansusg as shown tralfigetedr efghe difawtings, mubhdénetasted by then code

in ROM as rever.s ngi.neeri ng.can pe nmade .essentially inpossible. The fl ash
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| Mpossi bl §1dsPirkxdrt-BRY, HE chberd GoRMeA % BisBREhat it has been replenished by an

authorised refilling station to ensure that a camera of the required quality is put on to the

market. The camera includes an image processing chip 82. Part of the image processing
chip 82 has the authentication program contained therein which authenticates that the
20 refurbishing station is authorised (step 84 in Figure 1). Should the chip 82 determine that
the refurbishing station is unauthorised, the chip 82 renders the refurbished camera
inoperative.
The part of the image processing chip 82 which includes the authentication program
is a flash memory. The flash memory is used to store a 128 bit authentication code. This
25 provides higher security than storage of the authentication code in ROM as reverse
engineering can be made essentially impossible. The flash memory is completely covered
by third level metal, making the data almost impossible to extract using scanning probe
microscopes or electron beams. The authentication code is stored in the chip when
manufactured. At least two other flash bits are required for the authentication process: a bit
30 which locks out re-programming of the authentication code and a bit which indicates that

the camera has been refilled by an authenticated refill station.
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aut hentication code and a bit which indicates that the canmera has been
refilled by an authenticated refill station. WO 02/23268 PCT/ AU00/ 01094 -9
This data are used by a central processigyg unit of the chip 82 to effect
encrypted authentication of the refill station. The authentication station
communi cates with the chip 82 via a standard joint test action group
(JTAG i nterf afhis ditaiase nsvddryfaaeatral Focdssing uoi ofigad chiyr 82 esfieetSdncngtgdout i ne.
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Preventi o sed by cellul ar phones are exanpl es where design

secrecy causedikiiengy/sdnednaie tetptoMbmtdTauestidatihy cohibRe GV &icslYPLHes
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behaviors in this new way. For all protocols, the security of the schene
relies onmethodghaitis kesyet, 1btingos e beme-brew srouiityhmethod that has it beocsshginizddy on
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secrecy caused the vulnerability of the security. Both security systems were broken by
conventional means that would have been detected if the companies had followed an open
design process. The solution is to provide authentication by means that have withstood the
20 scrutiny of experts. A number of protocols that can be used for consumables authentication.
We only use security methods that are publicly described, using known behaviors in this
new way. For all protocols, the security of the scheme relies on a secret key, not a secret
algorithm. All the protocols rely on a time-variant challenge (i.e. the challenge is different
each time), where the response depends on the challenge and the secret. The challenge
25 involves a random number so that any observer will not be able to gather useful information
about a subsequent identification. Two protocols are presented for each of Presence Only
Authentication and Consumable Lifetime Authentication. Although the protocols differ in
the number of Authentication Chips required for the authentication process, in all cases the

System authenticates the consumable. Certain protocols will work with either one or two

30 chips, while other protocols only work with two chips. Whether one chip or two



about a subsequent identification. Two protocols are presented for each of
Presence Only Authentication and Consunabl e Lifetine Authentication.
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required for the authentication process, in all cases the System

aut henti cates the consunable. Certain protocols will work with either one
or two 30 chips, while other protocols.esly work with two chi ps. Wet her
one chip or two WO 02/ 23268 PCT/ AUO0/ 01094 -10 Authentication Chips are
used the Systemis still responsible for making the authentication
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protocols enti cs ps are require 10. A
si ngoe chegnsideref ithieptict Thadat@lop danibe se@SRIFIS! | B sifplle $Hip wirenticdtidn SYyst em
(referred to as System) that it is authentic. As part of the

aut hent i cBioteselsp Ppeemsan By §Qf§fﬁfﬁd!@ééw%r§@f efcombinatien egbotault Frdmpiotantiton Chi p
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In other protocols, two Authentication Chips are required as shown in Fig. 10. A single chip

(referred to as ChipA) is responsible for proving to a system (referred to as System) that it
1s authentic. As part of the authentication process, System makes use of a trusted
Authentication Chip (referred to as ChipT). In double chip authentication protocols,

20 System can be software, hardware or a combination of both. However ChipT must be a
physical Authentication Chip. In some protocols ChipT and ChipA have the same internal
structure, while in others ChipT and ChipA have different internal structures.

Presence Only Authentication (Insecure State Data)

For this level of consumable authentication we are only concerned about validating the

25 ‘presence of the Authentication chip 53. Although the Authentication Chip can contain state
information, the transmission of that state information would not be considered secure.
Two protocols are presented. Protocol 1 requires 2 Authentication Chips, while Protocol 2
can be implemented using either 1 or 2 Authentication Chips.
Protocol 1

30 Protocol 1 is a double chip protocol (two Authentication Chips are required). Each

Authentication Chip contains the following values:



25 presence of the Authentication chip 53. Al though the Authentication Chip
can contain state information, the transm ssion of that state information
woul d notwde2/zxansi dered secure. Two protocol s are presenP€biAURVaocol 1
requires 2 Authentication Chips, while Protocol 2 can be inplenented using
either 1 or 2 Authentication Chips. Protocol 1 30 Protocol | is a double
chip protocol (two Authentication Chips,pre required). Each Authentication
Chip contains the follow ng val ues: WD 02/23268 PCT/ AU0O0/ 01094 -11- K Key
for FK[X]. Must be secret. R Current random nunber. Does riot have to be
secret, but KuKeyhe FrECHaduswbé seceet. different initial value for each chip

i nstance. Changes with each invocation of the Random function. 5 Each
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The protocol | Ragdorh @ldcds: 10 System requests Randorr[] from Chi pT; ChipT
returns Rto System Systemrequests F[R] fromboth ChipT and Chi pA;  ChipT
ret umsns FE‘«F‘EIR]\uﬁlQHWQp@@hlmI}Mm&EdﬁH@VEA[IQIC&IcﬁHW@n%m 15 System conpar es

FKT[ R th EKT If t u AIS considered valid. If
notF lth\(,a\lln ib"é“l“i”% %@%ﬁ‘@ ‘fvﬁg‘gﬁ E]Hdto mcfﬁ? fow can be seen in Fig.
169. The Sysgp doeretiflks ﬂkqemgﬂ@ga%ﬁwa y (IRGRATES X bdse fgerely

check that the responses from Chi pA an I'pT are’the sane. The stem
t heref ore doessewottkeeBuire the key. The security of Protocol 1 lies in two
pl aces: 3hThetse§ur| rJfénof FIX]. Only Authentication chips contain the

secret key,*8F W&t can produce an F[X] froman X that natches
t he 46l X] ger@sé}ﬁ@q@ét@&lﬁgﬁt]e@om@ﬁﬁﬁpnt ication chip 53 (Chi pT) nust be
authentic. ChipT returns R to System;
System requests F[R] from both ChipT and ChipA;
ChipT returns Fxr{R] to System;
ChipA returns Fxa[R] to System;
15 System compares Fxr[R] with Fga[R]. If they are equal, then ChipA is considered valid. If

not, then ChipA is considered invalid.
The data flow can be seen in Fig. 169. The System does not have to comprehend Fg[R]
messages. It must merely check that the responses from ChipA and ChipT are the same. The
System therefore does not require the key. The security of Protocol 1 lies in two places:
20 The security of F[X]. Only Authentication chips contain the secret key, so anything that
can produce an F[X] from an X that matches the F[X] generated by a trusted
Authentication chip 53 (ChipT) must be authentic.
The domain of R generated by all Authentication chips must be large and non-
deterministic. If the domain of R generated by all Authentication chips is small, then
25 there is no need for a clone manufacturer to crack the key. Instead, the clone
manufacturer could incorporate a ROM in their chip that had a record of all of the
responses from a genuine chip to the codes sent by the system. The Random function
does not strictly have to be in the Authentication Chip, since System can potentially
generate the same random number sequence. However it simplifies the design of
30 System and ensures the security of the random number generator will be the same for

all implementations that use the Authentication Chip, reducing possible error in
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asymmetric (public key) algorithm. A minimum of 128 bits can provide appropriate

security if F[X] is a symmetric cryptographic function.

15 However there are problems with this protocol:

It is susceptible to chosen text attack. An attacker can plug the chip into their own system,
generate chosen Rs, and observe the output. In order to find the key, an attacker can
also search for an R that will generate a specific F[M] since multiple Authentication
chips can be tested in parallel.

20 Depending on the one-way function chosen, key generation can be complicated. The
method of selecting a good key depends on the algorithm being used. Certain keys are
weak for a given algorithm.

The choice of the keyed one-way functions itself is non-trivial. Some require licensing due
to patent protection.

25 A man-in-the middle could take action on a plaintext message M before passing it on to
ChipA — it would be preferable if the man-in-the-middle did not see M until after ChipA
had seen it. It would be even more preferable if a man-in-the-middle didn’t see M at all.

If F is symmetric encryption, because of the key size needed for adequate security, the chips
could not be exported from the USA since they could be used as strong encryption devices.

30 If Protocol 1 is implemented with F as an asymmetric encryption algorithm, there is no

advantage over the symmetric case — the keys needs to be longer and the encryption
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the counter 96 is reset as shown at step 98 in Figure 1 of the draw ngs.
Due to thg‘edﬁot}meé% bsrrﬁﬁ"é%igh?@‘”bﬁft SFeﬁ’ﬁéég%é%ﬁ%éd’ f e drpingprage sensor 28 of
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sl eeve 24suchhgiveddingeVspecial sperting events, or the like. This modification of the standard

image is effected by the image processing chip 82. Such special types of cameras are
identifiable as such by means of an appropriately marked sleeve 24. When, however, the
cameras are refurbished, the image processing chip 82 is reset to a standard type as shown
20 at step 100 by the refurbishing station.
The refurbishing and replenishing of the camera is then completed and the final step
involves the insertion of the new chassis 38, with its components, into a new front cover 20
of the casing 12 and the attachment of a rear cover or lid 22. The lid 22 clips to the front
cover 20 and is also bonded thereto so that should an attempt be made to open the casing
25 18, this will result in the destruction of the casing 18.
A new sleeve 24 is applied to the casing 18. The sleeve 24 is held in position by a
slot surround 102.
The steps of attaching a new case 18 and applying the label or sleeve 24 are shown at
104 and 106, respectively, in Figure 1 of the drawings.
30 The refurbished camera 12 is packed (step 108 in Figure 1) and shipped (step 110 in
Figure 1) to retailers.
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at | east one refurbishing station for refurbishing used, returned caneras
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aut hent i a0 bpeB26kans of each canera aut henticating whet hreT/AvomemIsai d at

| east one refurbishing station is authorised to effect refurbishing of
said canera. 10 2. The systemof claim1l in which each canera retails at a
price of X currency, each canera costi.pg-approximtely Y currency units to
manuf acture, where Y is less than 0.5X. 3. The system of claim2 which

i ncludes 15 at | east one collection depot where a user can return a used
one of th&VE&TAIdE for a refund; and a plurality of refurbishing stations
operated by a manufacturer for receiving the used caneras fromsaid at

| east one col |l ection depot, each station being able to be authenticated by

sai d used cane i . | es of said used canera to
enabl e a 50 re%ﬁ%g%%ﬁ%§8%§%g§§@®gﬁg§9?%ﬂg% d at X currency units, and the
cost to said naPmiraaﬁy of 6tic-tide uk&ldigitil shméras eae®inderd Blch@line SLuutiRRCi¥atioh t S.

4. The systemof claim3 in which the refund is approximtely 0.25X. 25 5.
The $yst ef8Rs;@ndin8 in which Z is approxi mately 0.03X. 6. The system of

claiml in whi | li-ng. price.of either. one of new.and a , refurbished
camera by the %1%%% §1§€f Trers ggggaéﬁgi?rﬁggﬁvﬁﬁgg%d, gﬁu@?d?ﬂ@ﬂg%}’ emof claim
1 in whi clepldridhife ¢stiAbIEOS 26k WNchid ddt@med cARBRO thdRitBticARIR BbanstoTe
caneras, a total gross margin as a percentage of sales exceeding 75%i s

achi eved. cb @uepgasemicivgghetharognot said aigleastvae tafartbishingfstaioaiisn 1 i n whi ch
a cost to_the.user each .phot o.processed by the canmera is |less than
0.05X if ?ﬁtgoﬂ%egﬁoregg?ﬁrrﬁ@h%{aﬂg%af a(ﬁ%%er?‘or refund. 5 9. A method of
exchgngi ng caneras which includes the steps of: providing a plurality of

one-tine, use digital caneras, each canera containing consunables which
are consuded byhesystest of dleint b rewhichcadesanarg rateisat agdice a§ Eduoanes;, aacht o be

refurbished b rgtﬁ'[gﬁem shnent consgmabl e,%célgef%&l%%% ?Esal:?g{tgél?b?)%:? R
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omar os. " S o SR IRREREY chiEnca SRR T han

refurbishing station at which

3. The system of claim 2 which includes
15 at least one collection depot where a user can return a used one of the cameras for a
refund; and

a plurality of refurbishing stations operated by a manufacturer for receiving the used
cameras from said at least one collection depot, each station being able to be authenticated
by said used camera, to replenish the consumables of said used camera to enable a
20 refurbished camera to be re-sold at X currency units, and the cost to said manufacturer to

refurbish the camera being Z currency units.

4, The system of claim 3 in which the refund is approximately 0.25X.

25 5. The system of claim3 in which Z is approximately 0.03X.

6. The system of claim 1 in which a selling price of either one of a new and a

refurbished camera by the manufacturer is approximately 0.5X.

30 7. The system of claim 1 in which, for a return for refund rate of approximately 90% of

the cameras, a total gross margin as a percentage of sales exceeding 75% is achieved.



said camera is refurbished is authorised to effect refurbishing of said
canera. 10. The nethod of claim9 which includes rendering a canera

ref ur bi svedoby32es; unaut hori sed refurbishing station i nopP€BAUVE1045 |t .
The net hod of claim 10 which includes carrying out a test routine after
refurbishing to determine if the refurbished canera is operative. 12. The
met hod of claim9 which includes 20 sel.hgng each canera at a retail price
of approximately X currency units, each canera costing approximtely Y
currency units to manufacture where Y is less than 0.5X; refunding an
anount for the return of a used canera; and refurbishing each returned,

used carrera at cost to a refurbisher of Z currency units. 25 13, The
met hod of ¢l ai ﬁﬁ%ﬁ)’%ﬁf} eﬁc T | iy @@f%ﬁmoﬁbeawraﬁm Phefo papgsesdibvdhe | v

0. 25X for g . claim 12 in which
Z is appr o%gn%tlg egggl_ag @%gﬁ%S ﬁse JA\& F%eal rﬁchfg({ whi ch i ncl udes
suppl yi ng refurbi shed caneras to a r et ailer at a cost of approximtely
0.5X currency unit
5 9. A method of exchanging cameras which includes the steps of:
providing a plurality of one-time, use digital cameras, each camera containing
consumables which are consumed by use of the camera;
receiving returned, used cameras to be refurbished by replenishment of the
consumables to provide refurbished cameras; and

10 authenticating, via each of said returned cameras, that a refurbishing station at which

said camera is refurbished is authorised to effect refurbishing of said camera.

10.  The method of claim 9 which includes rendering a camera refurbished by an

unauthorised refurbishing station inoperative.

15
11.  The method of claim 10 which includes carrying out a test routine after refurbishing
to determine if the refurbished camera is operative. ‘
12.  The method of claim 9 which includes
20 selling each camera at a retail price of approximately X currency units, each camera
costing approximately Y currency units to manufacture where Y is less than 0.5X;
refunding an amount for the return of a used camera; and
refurbishing each returned, used camera at a cost to a refurbisher of Z currency units.
25 13.  The method of claim 12 which includes refunding an amount of approximately
0.25X for the return of a used camera.
14.  The method of claim 12 in which Z is approkimately 0.03X.
30 15.  The method of claim 12 which includes supplying refurbished cameras to a retailer

at a cost of approximately 0.5X currency units.



