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I; Initiator
R: Responder
A: Attacker

Let pbe alarge prime number and ga generator of the multiplicative group F: .
Initially I picksx, A picksm, and R picksy, all integers uniformly selected from the

interval [1, p~1)

1. I — A(R): HDRy, SAy g7, Ni (Note: A(R) denotes A receiving message intended
for R)

2. A() — R: HDRy, SA; g7, Nr (Note: A(J) denotes a message from A but is
assumed by the recipient R to be from I)

3. R — A(l): HDRg, SAr, g}, Nr

A(R) — I HDRg, SAg, g;, Nr

I — A(R): HDR;, SK{ID;, Certr, AUTH, SAZj, ..., other fields to create child SAs}

A(l) — R: HDR,, SK{ID;, Certs, AUTH, SAZ;r ..., other fields to create child SAs}

R — A(): HDRg, SK{IDg, Certr, Sigr, AUTH, SAZ2g, ..., other fields to create

child SAs}

8. A(R) — I HDRg, SK{IDg, Certr, Sigr, AUTH, SA2g, ..., other fields to create
child SAs}

s o ok

Fig. 6
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Deployed
Neighboring eNB(s)

I;elf configuring eNB I I EPC/aGW

In operational mode

In operational mode

Perform eNB network authentication with the primary
operator’s serving aGW
 §

. Powering up X2 Interfaces
»[nitiate X2 interface synchronization
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¥
£
H
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X2C Handhsgke and neighboring eNBs enquiry

2
oNB Probe (aNB-id, PLMNA, ...) L 620

eNB Assert (eNB-id, PLMN-1d, .-}

-

E-UTRAN Parameter Request
{Neighboring cell info, ...)

E-UTRAN Parameter Response

2 Paramolors 107 mtoracung wi an
neighbroing calls}

R T Ty P Y T e T
8 Inter-eNB aughentication and security key agreemeft
Alt-1: UsellPsec SA with Node level integrity pro:tection added

IPsec_init SA_Req :
1 SA;, g, Ny, {HOR;, SA1, 91 Ny )

IPsec_init SA_Res|

600

r Subsequent IPsec procedures

I
Alt-2: Direct E-NB Authentication & Key A iation
‘W Security Operation Check Requeét
(C', RAND, Gx.1..) <
eNB Security Operation Check Resp nse
(RES, Gz, --) :
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E-NB Operation Parameter Exchange

‘gNB Parameter Exchange Request / 610

{CelHd, BW, ...}
eNB Parameter Exchange Resggsg
{CelHd, BW, ...} ]
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