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METHOD OF ERROR RECOVERY IN A DATA COMMUNICATION SYSTEM

Technical Field of the Invention

This invention relates to the field of data communication and more
particularly to a method for recovering from errors occurring during

transmission of data between nodes in a digital system.

Backzround_of the Invention

Data communication systems and the elements making up data communication
systems involve the electronic transmission of data over a link from one
node (e.g computer or terminai) of the system to ancther. To enéﬁre
communication in an orderly fasi.ion over the data link, a uniform metho:l
of sending and receiving information is required. This uniformity is
achieved by means of & protocol (set of rules) used for the management.
of a data link in the communication system. Protocols are used to
perform such functions as establishing the conversation between two
nodes in the communication system, identifying the sender and receiver,
acknowledging received information and node initialisation. The exact
procedure and function performed depends on the protocol used. Data link
protocols may be classified in two categories; bit oriented protocols

(BOP) and byte oriented protocols.

Prior bit oriented protocols include the Synchronous Data Link Control
" (SDLC) protocol which was introduced by IBM in 1973 and the High Level
Data Link Control (HDLG) protocol. All communications in a BOP system
are in the form of frames of uniform format which comprise a number of
fields each having a definite location and precise mesning. In HDLC 5
frame commonly starts with an eight bit flag sequence which is followed
by ADDRESS and CONTROL fields after which may follow an INFORMATION
field (depending on the function of the frame). The INFORMATION field is
followed by a FRAME CHECK SEQUENCE field and the end of the frame is

delimited by another flag sequence. The Address and Control fields in
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transmi ssion of data between nodes in a digital system Backgr ound of
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comuni cation systens involve the electronic transm ssion of data over _a
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oriented protocols:
octets, up to a predefined limit. The FCS field commonly comprises a

pair of octets.

In HDLC, the CONTROL field defines the function of the frame. There are
three basic types: Information, Supervisory and Unnumbered which are
referred to as I-frames, S-frames and U-frames. The I-frame is used to
provide for information transfer across the link and contains an
INFORMATION field. The S-frame is used to perform supervisory functions
on the link and may be used to acknowledge I-frames, or to request

retransmission of frames. The U-frame is used particularly in error

recovery.

HDLC is often employed in systems wherein data communication is over
relatively long distances where there will be a number of data frames on
the link at any one time. The method of acknowledgement that data has
been received has to be capsable of detecting the incorrect transmission
of any one of these data frames. An implied acknowledgement technique is
used which enables frame acknowledgement information to be included
within an I-frame. This is accomplished by assigning identification
numbers, called sequence numbers, to received and transmitted frames.
These numbers contain information pertaining to the number of frames
transmitted and received by the individual node. By checking these
numbers, the node can compare the number of received frames with the
number of transmitted frames and take the appropriate error recovery
action if a discrepancy exists. Although the packet sequence numbers
used in the described implied acknowledgment technique may be included
within an I-frame, if information frames are not being sent by the node
réceiving the data frame to be acknowledged, then it is necessary to
include the sequence number information in a separate S-frame. Details
of one subset of HDLC can be found in 'X25 explained' by R J Deasington.

published by Ellis Horwood Limited.
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starts wi-th an eight bit flag sequence which is foll owed by ADDRESS and
CONTROL fields after which nmay follow an | NFORVATION field (dependi-ng on

the functi orVQP/IHBE frame) .

The | NFORVATION field is foPCyGaB2I/@9957a FRAME

CHEEK SEQUENCE field and the end of the frame is delimted by another flag
sequence. The Address and Control fiefds in

Errors occurring during data transmission between nodes are corrected in
different ways depending on the type of error detected. If the receiver
receives a frame which is out of sequence, an S-frame with a reject
(REJ) control field is sent by the receiver to the transmitter. This
requests retransmission of I-frames starting at the one after the last
frame that was correctly received. If an error is detected which cannot
be recovered by the retransmission of identical frames then the node
detecting the error sends a U-frame which includes a copy of the control
field of the frame which has been rejected and an indication of the type

of error encountered.

In bit oriented protocols, it is not necessary to operate in a send and
hold mode whereby the trahémitting node has to wait for acknowledgement
that a frame has been received before transmitting & subsequent frame.
Thus Bit oriented protocols are operable in full duplex mode (two way
simultaneous communication). BOP systems may of course be operated in
half duplex mode (two way alternate communication) though in half duplex

mode, the advantages inherent in the protocol are not used.

One type of byte oriented protocol is BISYNC, in which information is
transmitted in blocks consisting of one or two sync characters, an
address, control characters, an information field and an error checking
code. Special block control characters are used to manage the flow of
information over the link. In BISYNC it is necessary to ensure that the
information field does not contain a bit sequence which corresponds to
one of the control characters otherwise that bit sequence will be
incorrectly interpreted by the system as a control character. BISYNC is
an example of a send and hola protocol in which the transmitting node
has to receive acknowledgement of a first block of data before it can
begin sending a second block. Accordingly, BISYNC in its basic form is

not able to operate in full duplex mode.
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2 HDLC each conprise a single octet of bits. The information field may
contain a variable nunber of bits, in the formof an integral nunber of
octets, up to a predefined linmt. The FCS field conmmonly conprises a pair
of octets. In HOLC, the CONTROL field defines the § Hen—of ST e Ariane.
There are three basic types: Information, Supervisor TaldeHlﬁElTuﬁﬁng@:& hi ch
are referred to as I-franmes, S-franes and U-franes. The | - RERUABED s usell to
provi de for wafearwsesi on transfer across the |ink and'eowc@igivrensy

| NFORVATION field. The S-frane is used to perform supervisory functions on
the*{ink and may be used to acknow edge |-frames, or to request

retransm ssion of franes. The U-frame is used particularly in error

recovery. HDLC is often enployed in systens wherein data communication is
over relativel JisEigpyredifcthadarentitRore there will be a nunber of data franes
on :

The invention provides, in one aspect, an error recovery method for use
in a data communication systéh—éf the kind comprising two nodes
connected by a serial link, data being transferred between the nodes in
packets of a predefined format, in which method, each node monitors the
system for errors and, if an error is detected, by one node, it sends a
message to the other node, the message including a sequence number
indicative of the last packet received by said one node and on receipt
of said message the other node sends a message to said one node
including a sequence number indicative of the last packet received by
that node, each ndoe determining from the message from the other node
the number of packets, if any, that were not correctly received by the

other node and retransmitting t!le missing packets.

In a preferred method, when the first node detects an error it emters a
link check state and invokes a link error recovery procedure (ERF) which
causes the first node to build a link status byte indicating the type of
error detected and to send the link status byte to the second node and
wherein the second node on receipt of the link status byte identifies if
the indicated error is of the type which may be recovered by
retransmission of one or more packets of data and if so the second node

transmits said packets to the first node.

Thus in the error recovery method of the present invention, the error
recovery actions are symmetric in that each node is made aware of the
other node's status during the Link Error Recovery procedure. Exchange
of this status between the nodes. identifies which packets have to be

re-transmitted.

It is necessary at this stage to clarify the meaning of the various
terms used in the present invention and their relation to the
terminology employed in-éhe description of the prior art. The term
'packet’ as used in the present invention is essentially equivalent to

the term ’frame' as used in the prior art description of the HDLC
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the link at any one tine. The rret hod of acknowl edgerrent that data has been
received has to be capable of detecting the incorrect transm ssion of any
one of these data franes. An inplied acknow edgenent teghn s_used

whi ch enabl es frame acknow edgenent information to be i IHhSd&HIEEM HRS
|-frame. This is acconplished by assigning identificatijon nurmfp
sequence. nunbers, to received and transmtted franes. ESE

i nformation pgbi/gised Ng to the nunber of frames transmtied 511%05 ei ved by
t he i ndi vi dual node. By checking these nunbers, the node Can con%gre t he
nunber of received frames with ths nugber of transmitted frames and take
the appropriate error recovery action if a discrepancy exists. A though the
packet sequence nunbers used in the described inplied acknow edgment

t echni que may Pirsodopclyddditignt Hientean 'fape avred infthp presenmiivertity &hes are not
bei ng sent Dby eidactinnigeeqn B@BEnY i tagchk ernd &dc@et!' r @nesetl Gn e dedenimsiadged, then it
I S necessary ygcl ncl ude the sequence nunber information in a separate
S-frane. Details of one subset of HDLC can be found in 'X25 explained by R
J Deasington, published by Ellis Horwood Limted.

The recovery of many types of error is transparent to the application.

In the case of a link error i.e. when a packet sent by a node is not
received correctly by the receiving node and is therefore not
acknowledged by the receiving node, the data remains in a transmit
buffer in the transmitting node and is available for re-transmission.
However if the detected error is of a type, e.g. hardware error, which
is probably not recoverable by packet retransmission, then the
application which is communicating via the link is alerted. The

application then takes the necessary action to recover from the error.

According to another aspect of the invention, there is provided a data
communication system including two nodes connected by a serial link over
which data is transferred between the nodes in packets of a predefined
format, error detection means in each node for detecting errors in the
system, and transmission error recovery means in at least one node
responsive either to detection of an error by the error detection means
of that node to cause that node to send an error message to the other
node including a sequence number indicative of the last packet received
by said at least one node, or to receipt of an error message from the
other node to cause said at least one node to send its error message to
the other node, each node being arranged to determine from the error
message from the other node the number of packets, if any, that were not

correctly received by the other node and to retransmit the missing

packets.

The ERP used in the present invention can be implemented in software, or

being systematic, in hardware if performance is critical.

A preferred embodiment of the invention will now be described by way cf

example only with reference to the accompanying drawings.
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3 Errors occurring during data transm ssion between nodes are corrected
in different ways depending on the type of error detected. If the receiver
receives a frame which is out of sequence, an S-frane with a reject (REJ])
control field is sent by the receiver to the transmttjers ' ests
retransm ssion of I-franmes starting at the one after th@“ﬁa%‘tEEffrmgaBEg@
was correctly received. If an error is detected which |[cannoREpsgEgcoOver
by the retransm ssion of identical franes then the node detecttrg—thke—aclfror
sends a U frame Wh#%HW8Bncl udes a copy of the control field ROT/GBw/oH25aME

whi ch™ has been rejected and an i ndi cation6 of the-type of error encountered.

Brief Description of the Drawings

. Figure 1 shows & schematic diagram of the main components of a node to

node data link configuration according to the present invention;

Figures 2a and 2b are schematic diagrams showing the components of

figure 1 in detail;

Figures 3a and 3b are state diagrams for the transmitter packet and

control- FSMs as employed in the present invention;

Figures 4a and 4b are state diagrams showing the state transitions of

the receiver packet and control FSMs as used in one embodiment of the

present invention;

Figure 5 shows the format of a data packet by means of which data is

transmitted;

Figure 6 shows the format of the link status byte employed in the

present invention;

Figure 7 is a flow diagram showing the steps involved in recovering from

a corrupted ACK response;

Figure 8 shows the link hardware connected via a microprocessor to a

data buffer.

Detailed Description of the Invention

A glossary of terms used in the following description can be found in

attached Table I.

Figure 1 shows two nocdes (node 1 and node 2) each of which has an

associated inbound 7 and outbound 5 link. Each link controls the
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In b|t oriented protocols, it is not necessary to operate in,a send and
hol d node whereby the transmitting node has toweit
that a frane has been received before transmtti
Bit oriented protocols are operable in full duj
si mul t aneous comuni cation). BOP systens may of course P ed in half
dupl ex node (two way aI ternate communi cation) though in half duplex node,

t he advant ages in F: e in the protocol are not used. One type of "byte
oriented prot BOSH! é’ BISYNC, in which information is traﬁ%“‘t’%@@?zﬁh bl ocks
consi’sting of one or two sync characters, an address, control characters,
aninformation field and an error checHi ng code. Special bl ock control
characters are used to nanage the flow of information over the link. In
BISYNC it is nagassatinld RBSYE @ftdaed td4 Bey rhomhaBbibef ingdd weeso not
contain a bit SEGUENGEINLEBEIE SIRORES A QNE1LTLN LS. GANLE Ahnshar act er s
ot herwi se that bit uence rrect I nterpreted the system
as a control ci‘i’é?kﬁf:tbe e“BPSW@f’“té"e h gﬁcgrﬁ?f‘eeto%f%”sf’éﬁdsséﬁ’cftﬁ F’cf]’prot ocol in
whi ch the trandhid pdckef troths teaisten 1t deofid® wekvbvwhedrfermsptorofeadisdd r st bl ock
of data before fbt tiafrabegésios endedagptacseaans iack. Accordingly, BISYNC in
its basic formis not able to operate in full duplex node.

Data is transmitted between the nodes in the form of packets of a
predefined format. The control of the flow of the data packets is
managed by means of control frames. Details of the data packets and

control frames will now be described.

There are two basic types of frame employed: DATA frames and PROTOCOL
frames. In the embodiment described herein there are 256 data frames
and 4 protocol frames. The protocol frames are used to delimit packets

and to provide flow control.

Figure 5 shows the packet format which is used for the transmission of
data over the link. A packet consists of a sequence of at least & data
frames that is delimited at both ends by a FLAG frame (described

below). A packet is divided into a sequence of 3 or 4 fields as follows:

Control field. (1 frame, always present.)

Address field.- (1 frame, always present.) _
Data field. (Variable length, optionally present.)
CRC field. (2 frames, always present.)

The shortest possible packet, with no data field, contains & data
frames. If a node receives a packet containing less than 4 frames then

it will indicate a protocol error.

CONTROL FIELD : The control field is the first data frame following a
FLAG. When received by the receiving node and after decoding (more
detail of which is given later), the resulting byte is interpreted as

follows:

This Sheet Has Been Replaced

A ARE



SUMVARY OF THE | NVENTI ON It is an object of the present invention to
anel iorate one or nore di sadvantages of the pri oy Asecefding to
one aspect of the present invention there is prowTdﬂé%i SHEEE HASr BERNegovery
met hod for use in a data comruni cation system of |t he KRBRLAC&DPpri si fig two
nodes connected by a serial |ink, data being transterred perweemTthe nodes
I n packets of a predefined format, in which nethod, each node nonitors the.
systemfor erropngoeanggezif an error is detected by one nodg,..j S a
message to the connected node, the nessage ?cr/hﬁgﬁ(%%j;
w 8

Link Total

User defined ! ) }
| reset | reset | number

Packet sequence |
¢
]

Bit: 0 3 4 5 6 7

User Defined: these are spare bits and may be used for any purpose

that the using system requires.

Link Reset & Total Reset: These bits are used in the error recovery
procedufe which is associated with the communication method described
herein. Some details of the error recovery procedure are described in
the present application but morc specific deteil of the associated error
recovery procedure can be found in a concurrently filed application
entitled 'Method of Error Recovery' filed in the same name as the

present application.

Packet Sequence No: These 2 bits are used to protect against lost
or duplicate packets. They are incremented modulc 4 by the transmitter

in each successive packet and checked by the receiver.

ADDRESS FIELD : This is a single data frame that immediately follows
the control field. It normally contains the encoded destination address

of the packet within the remote node.

DATA FIELD: The data field is optional. If present it consists of a
variable number of data frames that follow the address field. The
content of the data field is controlled entirely by the application and
it is of no relevance to the architecture of the link. The maximum
length of the data field is implementation dependent and it depends on
(i) the size of the available packet buffers, (ii) the sustained data
rate that is required and (iii) the acceptable error rate given the

system environment and the defined CRC polynomial.
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i ncl udi ng a packet sequence nunber indicative of the |ast packet received
by said one node, the nethod being characterised in that: oh receipt of
sai d nessage the connected node sends a nessage to said one node i ncl uding
a sequence nunber indicative of the |ast packet peceived by the connected
node, each node determ ning fromthe nmessage rec WMQﬁSﬁEHﬂHh§q§@§ er node
t he nunber of packets, if any, that were not corr Ctlylﬂﬁﬁﬁﬁ e t he

ot her node and retransmtting the m ssing packet st c dinglto
another aspe®OBfl%e present invention there is provi dedrapdntms?

comuni cation systemincluding two nodes connected by a serial |ink over
which data is transferred between thé@ nodes in packets of a predefined
format, error detection nmeans in each node for detecting errors in the
system and trapsThsShedtheft Hay MEROMSENL: AR Sctlibhsdle,. :EASLI QNG NOdeE
responsive to %he etectio of an errar by the error detection nmeans of

the data must be an even number

implementation, if a node receives a packet with an incorrect length for

the data field then it rejects the packet.

CRC FIELD : The CRC field consists of 2 data frames that immediately
precede the trailihg FLAG. It is used to check the control, address and
data fields. The destination does not regard any of the fields as valid
until the CRC field has been received and checked by the receiver.

For each packet of data, the CRC field is calculated by the outbound GRC
generator, in & 16 bit register, using the following polynomial:

x4 x5 4 x2 4

The CRC register is preset to all ones at the start of each packet.

The inbound CRC accumulator in the inbound serial link decodes the CRC
field and checks it using the same polynomial as described above. The
CRC register is preset to all ones at the start of each packet and
accumulated over the control, address and data fields. At the end of
accumulation, provided that the iqcoming packet was received without

error, the CRC register in the inbound accumulator should contain all

Zeros.

One type of protocol frame defined in the communication method of the
present invention is a FLAG frame which is used to delimit a packet. The
transition from a FLAG frame to a data frame marks the start of packet,
and the transition from & data frame to a FLAG frame marks the end of a
packet. These will be referred to later in the description as the

leading FLAG and the trailing FLAG respectively.

To minimise overheads a trailing FLAG can also be the leading FLAG of

the next packet. Thus consecutive packets are separated by a minimum of
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said at |east one node to send an error nessage to the connected node, the
nmessage including a packet sequence nunber indicative of the |ast packet

received by said at | east one node; the systemb an;@pgfﬁgﬁfrép hin that
Lve o1

the transmi ssion error recovery neans is further|resp
nmessage fromthe connected node to ca sard

of an error

el recei pt
| east| one

ACE

node to send said error nessage to the connected node, each node being
arranged to determ ne froma received error nmessage the nunber of packets,

i f any, that

W /M8 correctly received by the other nod€T#aBd1/oazsy

rettansmit the m ssing packets. ' According to still another aspect of

t he present

invention there is providedl®ata processing apparatus

connectabl e for data conmunication with a data processing device

one FLAG. The bit pattern for the FLAG frame has been chosen such that
it does not occur at any bit position in an arbitrary sequence of any
other valid frames. An example bit pattern for this and other types of
protocol frame is described below. The FLAG frame also serves the
additional purpose of providing frame synchronisation. In addition, FLAG
frames are sent when the link is idle in order to maintain

synchronisation at the receiving end of the link.

The communication method and system of the present invention provide the
means for transmitting data in the form of the above described packets
from a source to a destination node. To implement the necessary flow

control, the destination sends the source two responses for each packet:
ACKNOWLEDGEMENT A pair of consecutive ACK protocol frames
RECEIVER READY A pair of consecutive RR protocol frames.

The control frames are preferably used in pairs to protect the
responses from being manufactured by transmission errors. A node only
acts on a8 response when it has received both frames of the pair without

any other intervening frames.

In full duplex operation & node may wish to send a response for a
received packet whilst it is in the middle of transmitting another
packet. In this.case the transmitter gives priority to the response and
interleaves it within the packet. This scheme minimises latency and it
allows the maximum link thoughput to be achieved with only 2 packet

buffers in each transmitter and each receiver.

Since responses consist of control frames the receiver can easily
separate them from the data frames that make up a packet. The CRC field

for a packet does NOT include any interleaved response frames.

ACKNOWLEDGEMENTS *: The communication method of the present invention
requires a node to acknowledge every valid received packet. A packet is
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5 by neans of a serial data |link, the apparatus conprising: data
‘t;agsnissioE neaﬂs for transnlttlng data over the serial Iink in the form
o] ata packets having a predeterm ned formats—ett nmeans for:
detecting transm ssion errors across the serlérﬂﬂ$(%th§ﬂ$F?ran m ssi on
error recovery nmeans operable in response to tie defﬁ&ﬂﬂ&@ of

transm ssion error by the error detection neans—tT0 generate an error
nmessage for transm ssion onto the serial |link, the error nmessage including
a packet sequence nunber indicative of the- Iast packet received by the
appar at us; YAE2AM3Ar at us being characterised in that PREGBPHABH ssion
error recovery neans is further operable, in response to the receipt of an
error nessage froma connected device to generate an error nessage for
transm ssion onto the serial link, the error nessage including a packet
sequence num@@fid if it does not contain any of the 'receiver errors' listed in the

link status byte. The destination transmits an ACK response when it

receives a valid packet. When the source receives the ACK response, the
portion of the outbound data buffer which contained the information

making up the acknowledged packet may be cleared ready for the input of

new data to be transmitted.

Each node has two associated conditions, 'waiting for ACK' and 'ACK
pending'. How these conditions control acknowledgements is next

described with reference to figure 4:

1. When a node enters the 'ready' state (the possible states of the

link are described in more detail below) it clears 'waiting for ACK' an:l

'ACK pending'.

2. A node sets 'waiting for ACK' 2 frame periods after it finishes
transmitting the trailing FLAG of any packet. A node resets 'waiting
for ACK' when it receives an ACK response. The corresponding outbound

packet buffer may then be deallocated and filled by another packet.

1f a node does not receive thn first ACK of the response within a
predefined time (e.g. 10 micro seconds) after setting 'waiting for

ACK' for a packet then it recognises an ACK time out.

If a node is still 'waiting for ACK' when it finishes transmitting the
CRC field of the next packet then it does not transmit the trailing
FLAG. Instead it sends NUL frames untii either the ACK response is
received or an ACK time out occurs. If an ACK time out does occur in
this state then the node must send an illegal frame followed by

FLAG's. The illegal frame aborts the packet and ensures that it is

rejected by the remote node.

This protocol guarantees that the transmitter can always associate each
ACK response unambiguously with the corresponding packet independently

of propagation delays, the transmission speed and the packet length.
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i ndicative of the |ast packet recei ved by the apparans, t he épparatus

being arranged to determne, froma received error nessage,

‘t he nunber

of

DESCRI PTI ON

packets to be retransmtted over the serial link

OF THE PREFERRED EMBODI MENT( S) A preferred emboliTARNELEET

t he acconpanyi ng draw ngs.

|
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If a node receives an ACK control frame when it is not 'waiting for

ACK', or it receives only a single ACK frame, then it recognises a

protocol error.

3. A node sets 'ACK pending' immediately when it receives the

trailing FLAG of a valid packet when the node is in the 'ready' state.

4. When 'ACK pending' is set the node must transmit an ACK response as

soon as possible. However if an RR response is in progress then it must

be completed first. 'ACK pending' is reset when the ACK response has

been transmitted.

PACING

Pacing ensures that the transmitter does not overrun the available

buffers in the receiver. The unit of pacing is a packet. The method of

communication of the present invention requires a receiver to have only

one buffer, although at least 2 buffers are generally required to

achieve continuous (full duplex) operation of the link.

Each node has two conditions that control pacing, 'waiting for RR' and

'RR pending':

1. When a node enters the 'ready' state it sets 'waiting for RR' and

'RR pending'. Consequently it will send an RR response immediately and

it will not send any packets until it receives an RR respdnse.

2. A node may only start to send a packet when either of the

following conditions is satisfied:

o The node.is in the 'ready' state and it is not 'waiting for

RR'.

o The node is in the 'check' state and the packet control field will

specify Link Reset or Total Reset.
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Brief Description of the Drawings Figure 1 shows a schematic di agram of
‘the main conponents of a node to node data Iink configuration according to

t he present invention; Figures 2a and 2b are show ng
the components of figure 1 in detail: Fi gurgdHiS SHEET HASaBEENS] at e
diagrans for the transmtter packet and contrql FSMRERIACEDP! oyefl in the
present invention; Figures 4a and 4b are sta | rhg the state
transitions of the receiver packet and control FSHs as used in one
embodi ment  ofyd $HAoss3 PCT/GB91/00257
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'Waiting for RR' is set when a node transmits the con trol field of

any packet and reset when it receives an RR response.

3. When all of the following conditions are satisfied a node

transmits an RR response immediately after the cur rent frame:
o The node is in the 'ready' state and 'RR pending' is set.

o At 'least one inbound buffer is available to receive a packet in

addition to the packet currently being received, if any.

o The node is not currently transmitting an ACK response and 'ACK

pending' is not set.

'RR pending' is set when a node receives the control field of any

packet, including invalid packets. It is reset when the node trensmits

an RR response.

PACKET SEQUENCE NUMBERS are emp'oyed to protect against packets being
lost or duplicated by a transmission error. For example, if a FLAG is
corrupted then two packets may be merged into one. A packet could be
duplicated if a transmission error corrupts an ACK response. To guard
against this the Link ERP needs to know whether the corresponding packet:

has actually been received by the destination.

The control field of each packet contains a 2 bit Packet Se quence

Number (PSN). In normal operation the PSN increments modulc & in each

successive packet.

Each node maintains & 2 bit Transmit Sequence Number (TSN) and it copies
this into the PSN of each packet sent. The TSN is reset to '00'B in the
'disabled' state and it is incremented modulo 4 for each packet

transmitted, regardless of any response received.
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_present invention;, Fi gure 5 shows the format of a data packet by neans of
‘which data is transmtted; Figure 6 shows the foroat of th st at us
byte enployed in the present invention; Fi gur e {7THIS SHEET WS BBEY am

showi ng the steps involved in recovering froma dorrupRep At response;
Figure 8 shows the |ink hardware connected via a a data
buf fer. Detail ed Description of the Invention
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Each node also maintains a 2 bit Receive Sequence Number (RSN). This is
reset to '00'B in the 'disabled state' and it is incremented modulo 4
only when the receiver accepts a packet, ie. when it returns an ACK
response. However the RSN must not be incremented by Link Resets. When na

packet is received the hardware checks the PSN against the RSN as

follows:

o If PSN = RSN then the sequence is correct and the receiver has
received the packet it was expecting. Providing that there is no other

error then the packet is accepted and an ACK response is returned.

o If PSN is not equal to RSN and the packet does not specify Link
Reset or Total Reset then one or more packets have been lost. The

" current packet is not acknowledged and the node recognises a sequence

error.

NB. The receiver ignores the PSN in a Link Reset or Total Reset packet:

NUL FRAMES

The node transmitter is permitted to insert NUL protocol frames within a
packet anywhere after the first data frame. The receiver ignores NUL
frames by discarding them. NUL frames are not included ih the
calculation of.the CRC field. This facility is useful in the following

cases:

(i) If the transmitter has started to send a packet but the data

needed to complete the packet is temporarily una vailable.

(ii) If the transmitter is still waiting for an ACK response when it is

ready to send the trailing FLAG of the next packet.

In order to guarantee frame synchronisation NUL's are not permitted

when the link is idle. If the receiver detects a NUL frame and it has
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A gl ossary of terns used in the fol | ow ng descrlptlon can be found in
‘attached Table I. Figure 1 shows two nodes ._n.od.e)_.a.n.d__n.o.d.e._Z).keach of
whi ch has an associ ated i nbound 7 and out boungTElS SHEET BAShBRENNK control s
the REPLACED -
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not decoded a data frame since it received the last FLAG then it

indicates a protocol error.

Packets may be aborted if a nod- detects an internal hardware error
while it is transmitting a packet. This is achieved by inserting an

illegal frame anywhere before the trailing FLAG.

Each node must provide at least one buffer for received packets. The
buffer must be large enough to accommodate the longest packet that is
defined. The buffer is needed to allow the CRC field to be verified
before the receiver transfers the data field to the application or acts
on the control and address fields. Since the unit of pacing is =&

packet the buffer is also necessary to prevent overruns.

The source node must retain each packet until it receives the
corresponding ACK response. If there is no ACK then the Link ERF may

have to retransmit the last one or two packets.

To achieve continuous communication at the full bandwidth of the link it
is generally necessary for each node to have a pair of transmit
buffers and a pair of receive buffers. This provides 'A/B' buffering.
One buffer of each pair is filled/emptied by the link while the other is
emptied/filled by the application.

BUFFER MANAGEMENT

The transmit buffers must be carefully managed to allow correct
recovery after an error. It may be necessary to retransmit or discard
the last one or two packets that were transmitted just before an error.
The link hardware must maintain sufficient status to identify the
buffers containing these packets and the order in which they were
transmitted. If there are N transmit buffers and the transmitter always
accesses them in a cyclic sequence then the following two pointers

provide sufficient informatio.:
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transm ssion or receipt of data to and fromthe connected node. Data to be
transmtted or that has been received is held in outbound and i nbound
packet buffers 11 respectively. Each packet buffer has associated with it a
packet status register 14 in which some of the i ed for the
transm ssion or receipt of data is held. Dat a .ﬁ@ﬁﬂﬂﬂ%g%\\a ween t he
nodes in the formof packets of a predefined format. PERLAGGRt r ol of the
flow of the data packets is managed by nmeans of control frames. Details of
the data packet™O&itontrol frames will now be descri bed.PCI/Gisetoasar e two
basi‘t types of frame enpl oyed: DATA franmes and PROTOCOL franmes. In the.
enbodi nent described herein there are 2% data frames and 4 protocol

frames. The protocol frames are used to delimt packets and to provide flow

control . Fi gurﬁ%AﬁSM?F?UﬁTﬂRhe 'ﬂégkﬁ&niso‘:m% M}lf&htﬂa% 1U5t%d:>ef QandhbiG ed

transm ssion of data OX A mpelé \ 2 t(:1%)@5 S 1s1an E@ sequence of at
| east & data fral&¥ th sicfeT Mt 8 BhdsTAY # FLAC  rame
(descr| bed transmitted.

RETRY POINTER This points to the next buffer to be acknowledged.

It is incremented modulo "N each time an ACK response is received
while ‘'waiting for ACK' is set. Noxmally it will follow the

transmit pointer closely but when an error occurs it may lag by up to 2.

LINK AVAILABILITY

.The link hardware in each node can be in one of four avail ability

states:

o DISABLED. This is the power on state before the link is made

operational.

o ENABLED. This is & transient state on the way to making the link

operational.

o READY. This is the state for normal transmission and reception

of packets.

o CHECK. This state is entered when an error is detected. The link

is not operat10na1 unt11 the Jlnk ERP success fully returns the hardware

to the 'ready' state.

The current state may be inspected and changed by the node processor
to determine the state of the link and to enable and disable it. The

hardware state may also change automat ically when certain events occur.

DISABLED STATE
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beloﬁb. A packet is divfded into a sequénce'of 3 or 4 fields as follows:
Control field. (1 frame, always present.) Address field. (1 frane, always

present.) Data field. (Variable |ength, optionailyp Yo CRC field. (2
frames, always present.)  The shortest possiljl €'"'Batkefl, HAG BEEMG dat a
field, contains 4 data frames. |f a node receilves aRpRiglggn cont i ning | ess
than 4 frames then it wll indicate a protocol error. COMNFRE! FI ELD : The

control field is the first data frame follow ng a FLAG Wen received by

the receivin fand after decoding (nore detail of i ven
| at &), the 882 i ting byte is interpreted as foll ows: "Bt Gubiionths
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in this state the transmitter outputs all zeros and the re ceiver only
responds to a Total Reset. The 'disabled’ state is entered
automatically after a Local Reset is performed or when a packet
specifying Total Reset is received in any of the other states. It is

also selected explicitly during the Link ERP.

To guarantee recognition by the remote node, the minimum du ration of

the 'disabled' state is 5 frame periods.

ENABLED STATE

When & node is ready to begin communications the node processor
will first check that the line driver and receiver are not indicating a
line fault. It can then explicitly change the hardware state to
'enabled’. In this state the transmitter outputs FLAG's and the receiver
listens for a FLAG. When a FLAG is detected the link hardware
automatically enters the 'ready' state. The node processor may need to

poll to detect this transition or the hardware may provide an interrupt.

READY STATE
This is the state for normal communication.

In order to allow the remote node sufficient time to acquire byte
synchronisation, when a node first becomes 'ready' it must transmit

at least 5 FLAG's before sending any other frames.

When a node first becomes 'ready' the transmitter will send an BRR
response when at least 1 inbound packet buffer is available.

Similarly it will not send any packets until it has received an RR

response.

CHECK STATE

This Sheet Has Been Replaced

A




g o User defined Link Total
Packet sequence : reset reset nunber

% Bit: O 3 4 5 6 7

User Defined: these are spare bits and nmayTihe Ssed RS BEAM |pur pose
REPLACED

~
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This state is entered auntomagtically when the hardware detects an error
or it receives a packet specifying Link Reset, The link is then
inoperable until the Link ERP successfully returns the hardware to the

'ready' state. The TRANSITION to the 'check' state invokes the Link
ERP.

When the hardware enters the 'check' state the transmitter stops sending
data packets after completing the current packet, if any. The

transmitter then sends FLAG's continuously, except in the following

cases:
o If the receiver instructs it to send a response.

o If the node processor instructs it to send & Link Reset or a Total

Reset.

The receiver discards any incoming packets, except if they specify Link
Reset or Total Reset. The receiver also discards RR responses but ACK

responses are accepted and actioned.

In the 'check' state the application suspends filling the transmit

buffers and emptying the receive buffers. This is to avoid transferring

a bad received packet to memory.

WRAP MODE

Independently of the above states a node may be able to operate its
link hardware in the 'wrap' mode. This is useful to perform a power on
self test (POST) of the local hardware. In the 'wrap' mode the
transmitter output is internally connected to the receiver input.
This allows half duplex communication using the normal protocol
except that packets and their responses share the same line. The link

hardware can be fully tested without needing a remote node.
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;hat%the usi ng systemrequires. Link Reset & Total Reset: These bits
are used in the error recovery procedure which[i5; lated wth the
f‘@ SHEET

coimuni cati on nethod descri bed herein. Some de SeggRr] recovery
procedure are described in the present applicafion UiEtPLnﬁ‘D% spedific detail
of the associated error recovery procedure can be 10 currently

filed application entitled ' Method of Error Recovery' filed in the sane
nane as the present application. . Packet Sequence No: These 2 bits
are used to‘pﬁgkgﬁﬁ3against | ost or duplicate packets. Thgy are incremnented
modiui'o 4 by e transmtter in each successive packet aﬁﬁT6W%BWBﬁ7by t he
receiver. ADDRESS FIELD : This is & single data frane that imrediately
follows the control field. It normally contains the encoded destination

address of the packet within the renote node.
During the 'wrap' mode the out bound line is held at logic zero and

the in bound line is ignored.

The 'wrap' mode should be selected with care at any time af ter the
POST's since in some configurations if the node processor hangs it

may then be impossible to reset it.

BEGINNING COMMUNICATION

The link hardware is in the 'disabled' state at power on. When a node
processor wishes to begin communications it must take the following

steps:

1. Check that the line interface circuits are not indicat ing a line
fault. This would indicate that the remote node is not operational

or that the cable is discon nected.

2. Put the 1link hardware inio the 'enabled' state. This will cause

the transmitter to start sending FLAG's.

3. VWhen FLAG's are received from the remote node the link hardware

will automatically change to the 'ready' state.

4. When an RR response is received from the remote node the transmitter

resets 'waiting for RR'.

5. A packet can now be transmitted provided that at least 5 FLAG's have

been sent since entering the 'ready' state.
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DATA FIELD The data fieldis optlonal | f pfesént it consists of a

variabl e nunber of data franes that follow the—aderess—

of the data field is controlled entirely by thdHipSHECRHASNBEEN

rel evance to the architecture of the link. Th¢ maxi RERDACEBRIgth o
€ sl ze of the

field is inplenmentati on dependent and it deper
avai |l abl e packet buffers, (ii) the sustained data rate that

he cont ent
it is of no
t he data

Is required and

(iii) the acceptable error rate given the system environnent and the

defiggd CRC pol ywomubadss3

- 20

ENDING COMMUNICATION

Since the link has to be gquiesced first the method of ending

PCT/GB91/00257

communication must be determined by the application. The following

example is only intended to illustrate the steps that are necessary:

1. The node that wants to cease communications waits until the remote

node has responded to all of its outstanding requests.

a message requesting to shut down the link.

It then sends

2. The remote node waits until the local node has responded to all of

its out standing requests and then it returns a message acknowledging

shut down.
3. Both nodes then disable their link hardware.
PHYSICAL MEDIUM

MODULATION

Data is transmitted as a base band digital signal using the NRZI method.

A 'l' bit is signalled by inverting the state of the 1line.

'0' bit the state of the line is un changed.

CLOCKING The Serial Link operates svnchronously. The

For a

receiver must

extract a suitable clock from the transitions in the transmitted data.

ENCODING

Synchronous clocking restricts the bit patterns that the transmitter can

use since it is undesirable to have long sequences of zeros.

Hence an

encoding algorithm is required to convert the arbitrary data that one

may wish to send into patterns suitable for transmission.
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9 Some i npl ement ati ons hay have furt her restrictions,-eg. the length of

the data field must be an even nunber of franes.
i f-a node receives a packet with an incorr
then it rejects the packet. CRC FI ELD

data franes t
the control,

of the flelds
t he receiver M

out bound CRC
pol-ynom al :

'npl enent ati on,
data field
ists of 2
hat i mredi ately precede the tr I's used to check
address and data fields. The déstination does not regard any
%3 §%|Id until the CRC field has been received and checked by

23 each packet of data, the CRC field iFCT{GHIYM28 ed by t he
generator, in a 16 bit re I ster. using the follow ng

Xerr]6 + Xerr] + X[ rr] + 1 .

PR

The serial link as described in the present application uses a 4B/5B

code which guarantees that there will never be more than 3 consecutive

zeros in the transmitted data stream.

The transmitter encodes every 4 input data bits into one of the 16 5
bit 'data symbols' shown in Figure id 'symbols' unknown . The 5
'control symbols' may also be used freely for link control functions.
Some of the 11 'restricted symbols' may also be used if care is taken

to avoid violating the clocking requirements.

DATA FRAMEs

The following conventions are used in this description:

The bits in an unencoded byte are numbered O to 7 from left to right.

The bits in an encoded frame are designated a, b, ¢, d, e, f, g, h, j.

k. Bit 'a' is transmitted on the line first.
A 10 bit data frame is constructed by encoding each hexadecimal

digit of the data to be transmitted according to the 4B/5B code. Bits
0 3 are encoded first, followed by bits 4 7. Thus, '23'x would be

encoded as:
Bit: abcdefghijk

'23'x: 1010010101

PROTOCOL FRAMES
Protocol frames are constructed from a combination of 2 sym bols, at

least one of which is a control symbol. This guar antees that a

protocol frame can always be distinguished from a data frame.

This Sheet Has Been Repl

T




The CRC register is preset to all ones at the start of each packet. The

I nbound CRC accunul ator in the inbound serial |link decodes the CRC field
and checks it using the sane pol ynom al as desgcrihed..above~—3 CRC
register~is preset to all ones at the start o meﬁa&ms BREN dccunul at ed
over the control, address and data fields. At lthe emdppfCE®ccunuljati on,
provi ded that the incom ng packet was recei vedwthoett ; e CRC

regi ster in the inbound accunul ator should contain all zeros. One type of
protocol frame d®Di%R@EBIBN t he comruni cati on nmet hod of the ppesepdisegazenti on
Is a¥FLAG frane which is used to delimt a packet. The transition froma
FLAG frame to a data frane nmarks the star?2 of packet, and the transition
froma data frane to a FLAG franme nmarks the end of a packet. These will be
referred to later jn the_descriptian.a | i th iling
FLAG respecti vel y.llmt“f%Ierfﬁaﬂ?srnghs?g Cax{c}é?rhgac s(;%l t%r%g?ﬁggpﬁg%ié%ﬁ%@egapﬁogelcg%gbe t he
| eadi ng FLAG of t h&saifekmoifacRete lﬂfuss%‘c?n?éﬁﬁillis\’/"é“bsdgféfrs 5PB d8%par at ed by

a m ni num of symbols by at least ome bit, such a frame will differ from a data frame

by at least 2 bits. The availabilit} of 5 control symbols provides for

up to 25 such protocol frames.

Some frames can be constructed from one control and one retricted
symbol that still meet the clocking requirement of no more than 3
consecutive zeroces. One such frame is used for the FLAG. This
particular frame has been chosen because it does not occur in any phase
of all possible combinations of data and control symbols. Therefore it
permits the receiver to acquire and verify frame synchronisation. The

FLAG frame also contains relatively few transitions to minimise RFI

when the link is idle.

Only the following 4 protocol frames dre defined:

Bit: abcdefghijk

FLAG: 1000100100

ACK: 0110101101

RR: 1111111111

NUL: 1100111001

ILLEGAL FRAMES : A 10 bit frame results in 1024 possible bit patiterns.
Since 256 of these patterns are data frames and 4 are protocol
frames, this leaves 764 patterns that are undefined. If a node
receives any undefined frame while it is in the 'ready' state then it
indicates an 'illegal frame' error. The illegal frame '0000000000'B is

of special interest. - If it is occurs consistently then it indicates

that the remote node is in the 'disabled state'. Therefore the

This Sheet Has Been Re

T



10 one FLAG The bit pattern for the FLAG frame has been chosen such that
It does not occur at any bjt position in an arbitrary sequence of any other
valid frames. An exanple bit pattern for this andH® iSerrt YRRS &I% r ot ocol
frame is described below. The FLAG frame also s rvesré,{ﬁA@ggi? Al  pur pose
of providing frame synchronisation. In addition~—F-AGS
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receiver provides a 'no frames' indication to allow the Link ERP to

detect this condition.

The transmission and receipt of a packet of data will next be described

with reference to Figures 2, 3 and 5.

Fig 8 shows the components of one node of Figure 1 connected via DMA and
1/0 buses to a microprocessor 10 which is in turn connected to a data
buffer 12. The microprocessor contains the logic to address and control
the data buffer. The microprocessor also includes a DMA FSM which
controls the transfer of data from the Data buffer into the packet
buffers of the link hardware. Details of the DMA transfer are not
relevant to the present application and are therefore not described. In
other systems employing the present invention other means may be .
provided for transferring data for transmission into the packet buffers.
In the described system, all data entering and leaving the link passes
through the data buffer. The packet buffers are fille& by data which
arrives on the links or in the described implementation by DMA which
fetches data from the data buffer. The I/0 Bus connecting the I/0
interface to the microprocessor is used by the microprocessor to access
a series of external registers implemented in the link logic. In
addition the microprocessor can build message packets which are
different to the data packets in that they include message information
in the data field. The message packets are held in the outbound link
message buffer from where they are transmitted in a similar manner to
normal data packets. Message packets are used for commands, Status and

for initiating data transfers.

Figures 2a and 2b are interconnected and show the main components of the
inbound and outbound links with associated packet buffer RAM 20 and
packet status RAM 30. The A/B packet buffers for the inbound and
outbound links are contained in the packet buffer RAM and the packet
status registers associated with each of the A/B buffers are contained
in the packet status RAM. The packet status registers keep a count of
the ‘number of data bytes stored in the packet buffer and contain address
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frames are sent when the link is idle in order to maintain synchronisation
‘at the receiving end of the |ink. The communi cati on net hod and system of
t he present invention provide the nmeans for trapsfréts deffithe form
of the above described packets froma source to} aHdeStHatl n?’ﬂlzr@ e. To

i npl ement the necessary flow control, the destihati onrRERMABED t he urce two
responses for each packet: ACKNOW.EDGEMENT A—pair of consecutive
ACK protocol franes RECEI VER READY A pair of consecutive RR protocol
franes. The con¥@8/1089% anes are preferably used in pairs tecpesdifRist he
respénses from bei ng manufactured by transm ssion errors. A node only acts
on a response when it has received both fr¥dnes of the pair wi thout any

ot her intervening franes. In full duplex operation a node may wi sh to

send a r esponse fOrin?m:mm:ion. Each of the outbound and inbound packet buffers requires a

corresponding packet status register (PSR). The packet status registers

are 16 bits wide and each contains two fields:

(i) An 8 bit destination field: For outbound packets this contains a
value which will be copied into the address field of the outgoing packet
when the corresponding packet buffer contents are transmitted by the
link. This value may be automatically loadéd_g§ hardware when the packet
is being fetched into the packet buffer, in preparation for
transmission. For inbound packeis, this field contains an address
extracted from the address field of the incoming packet. This value is
written into the PSR by the inbound link FSM, and its value is used to

determine the packet's subsequent routing.

(ii) An 8 Bit Byte Count field: For outbound packets this contains a
value which indicates the number of bytes which have been placed in the
corresponding packet buffer. When the link transmits the packet, this
value has to be copied into & byte counter (part of the link hardware)
which is decremented as each data byte is sent. The value in the PSR is
preserved in case the packet has to be transmitted due to an error
during link transmission. For inbound packets, this field contains a
value which indicates the number of data bytes which were received in

the incoming packet (excluding the two CRC bytes).

Figs 3a and 3b show the various states and the transitions between
states of the outbound (Tx) FSMs. As described previously there are two
FSMs, one being a packet FSM (Fig 3a) which controls the transmission of
packets and the other being a control FSM (Fig 3b) which controls the
transmission of ACK and RR responses. The transmission of a packet of
data under the control of the Tx FSM will be described with reference to

Figures 2a and 2b which show in block diagrammatical form the Tx FSH and

connected hardware.

The outbound packet status arbitration logic 52 continuously monitors

the outbound packet status bits associated with each packet buffer to
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recel ved packet whilst it is in the niddle of tr packet .
In this case the transmtter gives priority tot AR eHAS\BEERtler | eaves
it-within the packet. This schenme mnimses |atency an®EPLAGHD ows tjhe
maxi mum |i nk t houghput to be achieved with only 2 packet—buffers-+aA each
transmtter and each receiver. Si nce responses consist of control franes
the receiver can easily separate themfromthe data frames that nmake up a
packet. The ﬁgﬁiosgi eld for a packet -does NOT include any interl eaved
response f r Q¥ ACKNOW.EDGEMENTS : The communi cat i oRCHEBRGW2HT t he
present invention requires a node tomgcknomﬁedge every valid received

packet. A packet is

determine if there is any data in the buffer which is ready to be
transmitted. If so, the Tx packat FSM is notified by a pulse on line
110. At the same time arbitration logic 52 pulses line 120 which causes
the byte counter 58 to load the value stored in the 8 bit count field in
the packet status register associated with the packet buffer containing
the data to be sent. The byte counter therefore contains a value
corresbonding to the number of data bytes to be transmitted in that
particular packet. During packet transmission, the counter is
decremented as each byte is transferred from the data packet buffer. A

pulse is put onto line 122 when the counter decrements to zero.

When the packet'FSM receives the signal over line 110, it sets low the
FLAG line between the Tx FSM and the encoder 82 which stops the encoder
transmitting FLAG frames. The packet FSM then presents a request for
control information on line 101 (fig 2a and b). It will be remembered
that the control field of a data packet contains 8 bits. For a normal
data packet (ie not link or total reset packet), the first six bits of
the control field are set to 0. These 6 bits are obtained from a control
field register 54, the signal on 101 causing MUX 56 to pass the six bits
which are sent out on 104 connecting mux 56 with mux 66. The last two
bits of the control byte which contain the packet sequence number
information are obtained from TSN register.70 an added to the 6 bits
from the control field register. The Transmit sequence number held in
the TSN register is incremented for each packet transmitted and

specifically when the packet FSM enters the ‘send control state’.

When the packet FSM enters the 'send address' state, the require address
line 102 is pulsed which causes mux 56 to pass the 8 bits of address
information contained in the destination field of the associated packet
status register. The address information is then passed onto line 104.
Because of the exclusive nature of mux 56 only one of the control,
address and data lines may be set at any one time and accordingly only

control, address or data bytes -re present on line 104 at any one time.
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11 valid
i nk status byte.

It does not contaln any of the receiver errors' |isted

The destination transmts a response when it
receives a valid packet. Wen the source recef VHIS She se,
portion of the-outbound data buffer which con alneq%¥5 [
up the acknow edged packet nmay be cl eared reatly—e+

to be transnitted Each node has two aSSOCIated conditions, "waiti

ACK' and ' ACK pendin

How t hese conditions control acknow edgenent

ih t he

t he
maki ng

i on
l‘tgctiout f new data
i ng for

S is

next descri bed \M’Q??”%é?-"er ence to figure 4: 1. \Wen a noB/GBMA0ZTt he

' ready’

state (the possible states of th&;

The packet FSM then passes from the 'send address state' and checks
whether the byte counter is set to zero. If so there is no data to be
transmitted in the packet data field and the FSH passes onto the 'send
CRC1,2' state. If line 122 does not indicate that byte counter is set to
zero then there is data to be transmitted and the FSM enters the 'Send
data state'. The require data line 103 which causes mux to pass a data
byte from the packet buffer over lines 203 and 104, Each time a require

data signal is sent the byte counter is decremented modulo 4.

A transmitted data packet also contains a CRC field which consists of
two data frames. The CRC field is calculated in two 8 bit CRC registers
in outbound CRC generator 68. Both registers are preset to all-ones at
the start of each packet, more specifically when when the Tx packet FSM
enters the 'send control' state. The CRC is then accumulated over the
control, address and data fields by the registers in the outbound CRC
generator 68. When the last byte of data contained in the packet buffer
is sent (when the byte counter 58 has decremented to 0) the FSM enters
the 'send CRC1,2' state in which the two CRC registers are encoded by
the encoder into 10 bit frames (CRC1 and CRC2) and transmitted. When
CRC1 and CRC2 have been sent the FSM sets ACK TIMER 72 running. If a
pair of ACK frames for a previous data packet have not been received by
the inbound link then the FSM sets the NUL line between the FSM and the
encoder high thereby causing the encoder to send out NUL frames. When
ACK frame is received before an ACK time oﬁf Bcéurs; the transmission of
NUL frames is étopped and the F*M sets the FLAG line high which causes a
FLAG frame, defining the end of the packet, to be sent. The whole packet
sending process is repeated if there is more data waiting to be sent,

otherwise the FSM causes FLAG frames to be sent continuously.

After the control, address, data and CRC fields have been encoded, the
packet passes through serialiser and is transmitted along the outbound

twisted pair by driver 86.
At any time during the transmission of a data packet, it may be

necessary to send out a pair of response frames either RR or ACK.

This Sheet Has Been R,

LTI



link are described in nore detail below it clears 'waiti ng for ACK anti

* ' ACK pendi ng'. 2. A node sets "waiting for 2-fr-ame—pert+qds after it
finishes transmtting the trailing FLAG of anm&@égﬂ W\fﬁ]ﬁéNresef{s
‘waiting for ACK' when it receives an ACK response.REPhACEDr r esgondi ng

out bound packet buffer may then be deall ocated and TTTT€d 1Y ot her

packet . | f a node does not receive the first ACK of the response within a
pr edef i ned igs,{(ﬁ%g. 10 micro seconds) after setting 'waiting for- ACK for
a packet t hel |% recogni ses an ACK tinme out. | f a nodBCH/EBHYMLY7 ' wai ti ng

for<:ACK' when it finishes transm’tti% the CRC field of the next packet
then it does not transmt the traili g FLAG Instead it sends NUL franes
until either the ACK response is received or an ACK tinme out occurs. If an
ACK tinme out UBesioGeUb! iréspbises hed at@rithenet bie nadeisist osend an ill egal

frame fol |l oweghchat FLAGS necthrs kb §9&)iad ERTRADQL S L NE: REGKEL AN ensures

that it is reLrezig:;[m?s(:Isicprx §et1] ing %HEI? o?%ger'esponses is controlled by the Tx

control FSM which is normally in idle mode while data packets are being
transmitted. When the control FSM receives a signal from the Rx FSM over
line 107 or 108, the Tx packet FSM is interrupted and the control FSM
started. Depending on whether the response required was an ACK or RR,
the control FSM sets high the RR or ACK line between the Tx FSM and the
encoder which then sends out a pair of 10 bit ACK or RR frames. When
this is done, the control FSM reenters the idle state and the packet FSi

resumes transmission of the part processed data packet.

Next will be described the operation of the Rx FSMs in receiving packets
of data and response frames (RR and ACK) sent by a transmitter at the
other end of the serial link. Figs 4a and 4b show the states of the two
Rx FSMs (packet and control) and Figures 2a and 2b show the FSMs and
connected components. Referring to Fig 4a, the Rx packet FSM is normally
sitting in the idle state and receiving pulses along line 140 from
deserialiser 94 indicating the receipt of FLAG frames. As noted before
FLAG frames are sent continuously when no data packets are sent in order
to maintain synchronisation at the receiver. The Tx packet FSM only
'wakes up' when it receives something other than a FLAG frame. When a.
data frame (ie control, address or data frame) is detected by the
inbound 4/5 decoder 92, the data line between the decoder and the Rx
packet FSM is pulsed which causes it to enter the 'réceived control
state'. The FSM pulses line 152 which resets byte counter 64.  Counter
64 is actually reset at -2, in order to compensate for the two GRC
frames expected at the end of the packet. The pulse on line 152 also
resets write pointer 62. CRC accumulator is also preset when the FSM
enters the received cntrl frame state.The 'cntrl here' line out of the
Rx FSM is pulsed. This tells the external logic that the data to be
presented on 'rx_data' 8 bit bus is the control frame that has just been
received. The control frame is gated by 53 and the information held in
register 55 for access by the external logic. After the control frame

has been received, normally a second dats frame is expected. However, it
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Thi s protocol guarantees that the transmtter can almays associ ate each ACK
. response unanbi guously with the correspondin Lhde endently of

propagati on del ays, the transm ssion speed a | h.
12 If a node receives an ACK control fra vai ting for
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can happen that the next frame received is a FLAG detected by the
deserialiser. This can occur if the control frame that was supposedly
received was caused by a fault on the incoming line. If a FLAG is
received, the FSM indicates a protocol error. If the next frame is a
data frame the data line between decoder and FSM is pulsed once agaih
which causes the FSM to enter the 'received address' frame state. The
FSM then pulses the 'addr here' line 146. This tells logic outside the
-link that the data on 8 bit bus 150 is an address frame. The address
frame is gated by 57 and the byte making up the address frame is held
temporarily in register 59. The external logic looks at the address and

decides whether the address is valid. If not a pkt reject error is

Indicated.

After the address byte has been received, the next frame will be either
a data byte or a CRC byte, depending on whether there is a data field in
the packet. The FSM enters the 'received data/crc state'. At this stage
data and CRC frames are indistinguishable from one another. The FSH
pulses line 148 indicating the presence of a data frame. Byte counter
and write pointer are incremented and the data frame is transferred into
the packet buffer. As data frames are received, the packet FSM goes
round the receive data frame loop, each time a frame is received the
byte counter and write pointer are incremented. As each frame is
received (including control and address frames) inbound CRC accumulator
95 accumulates CRC over the incoming frames. When all data frames have
been received, & FLAG is detected by the deserialiser. This causes the
Rx FSM to reenter the idle state until the next data packet begins to
come in. When the 'received data' state of the FSM is exited on receipt
of the end FLAG, the FSM pulses lines 154 indicating the last byte has
been received. In addition if the packet has been received without
protocol, CRC or other errors then the FSM pulses line 156. If no errors
have been detected and the CRC checksum is correct, then the Rx FSM
pulses line 107 which freezes the Tx packet FSM if in the middle of
transmitting a packet and causes the Tx control FSM to send out a pair
of ACK frames as described above. The RSN in register is also
incremented. When 154 and 156 are pulsed, the count stored in byte
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ACK', or it receives only a single ACK frame, then it recognises a

protocqgl error. 3. A node sets 'ACK pending' inmediately when it
receives the trailing FLAG of a valid packet when the node is in the
'ready’' state. 4. Wen ' ACK pending' is node nust transmit an
ACK response as soon as possible. However ifnﬂﬁlsﬁggr S in progress
then it nust be conpleted first. 'ACK penging' ggpr, the ACK
respol e has been transmtted. PACI NG ' es that the

transmtter WO8Y1WH overrun the available buffers in phgcEaAgRivser. The
uni t¥of pacing is a packet. The method of communication of the present

i nvention requires a receiver to havezonly one buffer, although at |east 2
buffers are generally required to achieve continuous (full duplex)

oper ation of tll%ntek'l% is copied into the packet status register associated with the
packet buffer into which the data has been written. The address held in
register 59 is also copied in the destination field of the status
register. After the address and count fields of the register have been
written the i/b packet full bit is set by a pulse on line 158 which
indicates to the externsl logic (ie the logic that uses the data that
has been received) that a packet has been correctly received and is
ready for access. If during receipt of a packet, an illegal frame is
detected by the decoder, the portion of the packet received up to that

point is discarded.

As described prev1ously during full duplex operation of the link a
response frame (RR or ACK) may be interleaved within a data packet.
Accordingly when a packet is being received as described above, the
decoder may detect a pair of ACK or RR frames. The Rx control FSM which
is normally idling is started. When a RR frame is detected, the control
FSM enters the 'rx RR1' state. If a second RR frame is detected (as
should be the case) the FSM enters the 'Rx RR2' state. The FSM then
indicates that a valid RR response has been received and this causes
. line 160 to be pulsed thereby indicating to the packet arbitration logic
52 that the remote node is ready to receive more data. The arbitration
logic knows if there is data in the buffer to be transmitted and if so
it begins backet transmission as described above. If the Rx control FSM
receives a pair of ACK frames, then it causes line 162 to be pulsed. The
arbitration logic indicates to the history log that a valid ACK response
has been received. The history log knows what packets are outstanding
that require ecknowledgment. The Tx'packet buffer containing the

acknowledged packet can then be cleared ready for more data.

ERROR RECOVERY PROCEDURE (ERP)

The architecture of the serial ‘ink defines the method to recover
TRANSMISSION errors at the packet level. Recovery is performed by a

self-contained Link ERP using the existing transmit packet buffers.

This has the following benefits:
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Each node has two conditions that control pacing, 'waiting for RR and

¥

.IRR

S

e inmediately

2.

pendi ng. : 1. When a node enters the 'ready' state it sets 'waiting for
RR and 'RR pending'. Consequently it wll ‘,g

and'" it will not send any packets until it IZ{ i Ve TaHASRBEENdponse.

A node may only start to send a packet when therREBf.AG&”De f ol{l owi ng
conditions IS satisfied' o The node is inthe "ready st and it

not

contyol field vm‘YQ”é‘ﬂ%%"u fy Link Reset or Total Reset. PCT/GB91/00257
. 30
o The application software is simplified since recovery is
transparent.
o There is no need to terminate any operations when an error
occurs.

"waiting for

o The node is in the 'check' state-and the packet

o There is no uncertainty about the state of the remote node.
o The compatibility of different implementations is enhanced.

Note that HARDWARE ERRORS, such as parity checks, may not be recoverable
at the packet level. Data may have been lost or unknown state changes
may have occurred. In this case the application must still perform the
recovery. The operations in progress are terminated and repeated by a
higher level in the using system. This is an acceptable solution since

hardware errors are much less frequent than transmission errors.
The basic principles of the method of error recovery are as follows:
* In normal operation (as described in detail sbove) the transmitter

does not reuse a packet buffer until it has received an ACK response.

This indicates that the packet has been received correctly by the

‘destination node. Therefore when an error occurs the affected packet(s)

are still available for retransmission (because a node can begin sending
a second packet before receiving the acknowledgment for the first there

may be at most two packets that require retransmission).

2. When an error is detected both nodes enter the 'check' state,

- invoke the Link ERP and exchange status by means of Link Resets.

3. Recovery is performed separately for each line. Each node is
responsible for recovering packets that were lost on its out-bound line.
Because the transmitter is allowed to start sending another packet

before it receives an ACK response, up to 2 packets may need to be

retransmitted.
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13  "Waiting for RR is set when a node transmits the con trol field of

any packet and reset when it receives an RR re “M Il of the
following conditions are satisfied a node tran QEJRNASe&Eﬁmmse
i mredi ately after the cur rent frame: REPLACED
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4. Before restarting communication the Link ERP forces the hardware

into the 'disabled' state so that both nodes are in compatible states.

5. The link protocol and ERP are designed to minimise the chances of
losing or duplicating any packets when an error occurs. However the
application should protect itself against these events wherever
possible. For example, the byte count can be checked for zero at the end

of a data transfer and time-outs can be used to detect lost message

packets.

LINK ERRORS

Except where explicitly stated the following errors are only indicated
when the link hardware is in the 'ready' state prior to the error. In
all cases the hardware will enter the 'check' state and interrupt the
node processor. Except fér resets no further packets are accepted or
acknowledged until the hardware returns to the 'ready' state. Errors are

generally ignored if the hardware is not in the 'ready' state.

ACK TIME-OUT : this is indicated when the source does not receive an
ACK response within the specified time of sending the trailing FLAG of a
packet other than a Total Reset. The affected packet remains in

the transmit buffer for possible retransmission by the Link ERP.

ILLEGAL FRAME : this error is indicated if the receiver decodes a

frame which is not one of the 4 protocol frames or one of the 256 data

frames.

PROTOCOL ERROR : this error is indicated when a node receives an

invalid or unexpected sequence of frames as listed here:

1. A short packet with less than 4 data frames between 2 FLAG's.

This may be caused by noise corrupting or ménufacturing a FLAG.
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o ‘'The node is in the 'ready’ state and 'RR pending' is set. o] At

-l east one inbound buffer is available to receive a packet . in addition
to the packet currently being received, if any. o] The node is not
currently transmtting an ACK response and [siRivs ot set. "RR
pending’ is set when a node receives the co Ib §fBE£N packet,
including invalid packets. It is reset when|the MiféA€kDansmitfs an RR
response. PAGKE 92/5i863JENCE NUVBERS are enpl oyed to pr

packets being lost or duplicated by a transm ssiyon errgr. Foragggdrlr{)blﬁies,-] if a
FLAG is corrupted then two packets nmay besperged into one. A packet could
be duplicated if a transm ssion error corrupts an ACK response. To guard

2. A node receives a control field that does not specify & reset and

no buffer is available, ie. when 'RR pending' is set.

3. An unexpected ACK response, ie. when ‘waiting for ACK' is reset.

4. An isolated ACK frame. If an ACK respomse is corrupted the

transmitter will also detect an ACK time-out.

5. An isolated RR frame.

6. A NUL frame with no intervening data frame since the last FLAG.

One half of the link will hang if an RR response is lost withoutf any
errors being detected, eg. if the RR's are changed to FLAG's while
the link is idle. This is extremely unlikely and therefore no recovery

is provided at the link level. Instead the application should provide

a8 time-out for the operation in progress.

CRC ERROR: this error is indicated when a received packet has bad CTRC

and none of the errors above occurred.

SEQUENCE ERROR: this error is indicated when a received packet has PSN
not equal to RSN, none of the errors above occurred and the packet

does not. specify a reset. A previous packet has probably been lost.

PACKET REJECT : this error is indicated when a packét is received

correctly with none of the errors above but the packet is unacceptable

for any of the following reasons:

1. The packet is too long to fit in the available buffers. Note that
the receiver must continue to accumulate the CRC after the buffer has

overflowed in order to verify that there hasn't been a transmission

error, eg. & corrupted FLAG.

This Sheet Has Been Replaced

(I




agalnst this the Link ERP needs to know whet her_t he correspondlng packet

has actual |y been received by the destination THISTRE:

packet contains a 2 bit Packet Se quence Nu r (P i operation
the BSN i ncrements nodulo 4 in each successi ode
maintains a 2 bit Transmt Sequence Nunber (TSN) and i1t this into

the PSN of each packet sent. The TSN is reset to "00'B in the 'disabled
state and it is increnented nodulo 4 for each packet transmtted,
regardl ess HO%HE%Pesponse recei ved. PCI/GB91/00257
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2. The packet length is otherwise unacceptable to the implementatiocn,

eg. odd when it must be even.

3. The user-defined bits in the control field are not acceptable to

the implementation.

4. The address field specifies a destination that is currently

invalid or not implemented and the control field does not specify a

reset.

Errors in this class are due to programming, synchronisation or
compatibility problems. The Link ERP does mnot retry them.
Instead the application will be alerted via an ERP exit so that it can

retry or terminate the operations in progress.

LINE FAULT: this error is indicated when the line driver or line
receiver detects an invalid voltage and the link hardware is not in the

'disabled' state. The cable may be open or short circuit or the remote

node may be powered off.

HARDWARE ERROR: this error is indicated when a node detects an internal
hardware error, eg. a parity check. The Link ERP will not retry errors
in this class. Instead the application will be alerted via an ERP exit

so that it can retry or terminate the operations in progress.

LINK STATUS BYTE
During error recovery the Link ERP in each node builds a Link Status
Byte and sends it to the other node in the address field of a Link Reset

packet. Fig. 9 shows the format of the link status byte.

H/W ERROR When '1', this bit indicates that the node

detected an internal hardware error.

LINE ‘' FAULT When '1', this bit indicates that the node
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14 ° Each node also nalntalns a 2 bit Recelve Sequence Number (RSN). This

“is reset to

foll ows:
receiver

However the

"O0OBin the 'disabled state'
only when the receiver accepts a packet,
response.

[err] packet is received the hardware chec

I S

RSN must not be incr

i ncrenment ed nodul o 4

an ACK
sets. Wen
t§ the RSN as

0 If PSN = RSN then the sequence is correct and the
t he packet it-was expecting. Providing that there is

has recei ved

no ot her error
o Af PSN is“mf{l?‘@&%

or Tot al

ACK T/0

RECEIVER

he packet is accepted and an ACK re

1Jof2sh €t ur ned.

to RSN and the packet does not specify Link Reset
Reset then one or nore packetgmhave been lost. The

detected a line fault on either the in-bound or
the out-bound pair. It is provided for
information only and it is not referenced by the

Link ERP in the destination node.

When '1', this bit indicates that the
transmitter timed-out while waiting for an ACK
response. It is provided for information only
and it is not referenced by the Link ERP in the

destination node.

ERRORS This field contains a 3-bit code

the first error detected by the receiver:

000 No error
001 Illegal frame
010 Protocol error
011 CRC error
100 Sequence error

101 Packet reject

to identify

When two or more errors occur simultaneously the lowest number is

reported.

RSN

This is the receive sequence number for the last
packet that was acknowledged by the node,
excluding Link Resets. It is needed by the Link

ERP in the remote node.

How the link status byte is compiled when an error is detected is

described in detail below.

Error recovery is symmetrical for both nodes.

nodes will enter the 'check' state and invoke the Link ERP.

When an error occurs both

It is

expected that the Link ERP will normally be implemented in software
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current packet is not acknow edged and the node recogni ses a sequence
.error. NB. The receiver ignores the PSN in.a.Link-Reset—g ‘ otal Reset
packet - NUL FRAMES The node transnitter| Ti4spsuhilt iy E*Fé\i nsert NUL
protocol frames within a packet anywhere aftfer thegPihAGED data] frame. The
receiver ignores NUL franmes by discarding th nes are not included
in the calculation of the CRC field. This facility is useful in the

fol |l owi ng (i) If the transmtter has started acket but
t he data neeg@g%/tl%s”corrpl ete the packet is tenporarily u%gr@gl %02772. (i)
If the transmitter is still waiti ng_f% an ACK response when it is

running on the node processor. However the functions could conceivably

be performed by a hardware FSM if performance is critical.

If the ERP determines that a transmission error occurred then it
attempts to recover the error itself. If recovery is successful the

Link ERP terminates and the application continues unaware of the

error.

The ERP cannot recover some errors transparently, eg. hardware errors
or permanent line faults. In these cases the ERP exits to the
applicatioﬁ, which should then perform a reset and abort the operations
in progress. The ERP is carefully designed so that both nodes always

recognise- an unrecoverable error and remain synchronised.

Note that the time intervals included in this description are for

illustrative purposes only, in practice they are dependent on the

application and implementation.

The first (or only) node that detects the error enters the 'check' state

and” invokes its Link ERP. The Link ERP functions as follows:

1. The ERP waits until the transmitter has finished sending the current

packet, if any.

2. The ERP then builds the Link Status Byte by reference to the

hardware.

3. 1f the line driver or receiver have detected a line fault then the
ERP tries to reset the error. If this fails then the application is

alerted via an ERP exit ('Permanent line fault').

4. The ERP checks whether the receiver has indicated a 'no frames'
error. If so, the remote node may have powered off or it may have

entered the 'disabled' state. The application is alerted via an ERP exit

('Remote node disabled').
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ready to send the trailing FLAG of the next packet.
“franme synchroni sation NUL's are not permtted mhen the link is idle.

recei ver detects a NUL frane and it. has
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5. The ERP saves the local TSN which is held in TSN register 70 for use

later.

6. The ERP instructs the transmitter to send a Link Reset packet
containing the local Link Status Byte to the remote node. The remote
node should now enter the 'check' state, if it has not already done so.
Eitber way it will invoke its Link ERP and return a Link Reset

containing the remote Link Status Byte.

7. The ERP waits to receive an acknowledgement to the Link Reset that
it sent. It alsc waits to receive a Link Reset from the remote node.

If an ACK time-out occurs, or no Link Reset has been received after 1
ms, then the ERP sends another Link Reset. If an ACK time-out occurs, or
no Link Reset has been received after a further 1 ms, then the

application is alerted via an ERP exit ('Link Reset failed').

8. The implementation must protect against the ERP looping if there is
a permanent error. Since both nodes are always involved in error
recovery it is sufficient if only one node provides this protection, eg.
the upper node in & hierarchical system. The following is an example of
one method that can be used. Each invocation of the ERP increments a
retry counter that is reset to zero periodically by a timer. If the
number of retries in one period of the timer exceeds some maximum value
then the ERP waits 10 ms to ensure the remote node recognises that
retry is being aborted. The application’is then alerted via an ERP exit
('Retry limit exceeded'). This scheme also protects agaihst excessive

use of the ERP in the event of severe external noise.

9. If either node has detected a hardware error then the application
is alerted via an ERP exit ('Hardware error'). The ERP exit also

indicates the node that detected the error. {Local node, remote node or

both.)

10. If ejther node has indicated 'packet reject' then further

communication may be meaningless. The application is alerted via an

PCT/GB91/00257
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hen it indicates

not decoded a data frane since it received t

a protocol error. Packets may be aborted THE mqgﬁ HﬁSQ§€§1an I nterna
hardware error while it is transmtting a pgac etREFAﬁEUS achli eved by
inserting an illegal frame anywhere before Each node

must provide at |east one buffer for received packets. The buffer nust be
| arge enough to accommodate the | ongest packet that is defined. The buffer
is needed to allowthe CRC field to -be verified before the receiver .

transfers the daga field to the application or acts on Dhdogy and
gk CE cRlM

address fiel d¥0%! the unit of pacing is a packet the I's al so
necessary to prevent overruns. The source node nmust retain each packet
until it receives the corresponding ABK response. If there is no ACK then
the Link ERE may have to retransmt the last one or two packets. =~ To
achi eve conti NURESxGOMPdXe€ atjeoiedat. tThe EkruktitbanebM ftifrands tdhe nbdenk it

that detected the error. (Local node, remote node or both.)

11. Otherwise the ERP calculates the number of packets that have been

sent but not acknowledged,
Q = (Transmit_pointer - Retry_pointer) modulo N

where N is the number of transmit buffers that are provided. Q should
be Oor 1l backets. The ERP also calculates the number of packets that

have been transmitted but not received,
= (Saved_local_TSN - Remote_RSN) modulo &
P should be less than or equal to Q.

If either of these checks fails the ERP waits 10 ms to ensure that the
remote node recognises an unrecoverable error. The application is then

alerted via an ERP exit ('Invalid retry status’).

12. Otherwise the ERP arranges to resend the lost packets by subtracting

P from its transmit pointer, modulo N.

13. Those out-bound buffers that do not need to be retransmitted must

now be discarded using the following algorithm:

Do while Retry_pointer # Transmit_pointer;
Deallocate buffer at Retry_ pointer;
Increment Retry_pointer modulo N;

End;

14. If the node has received a packet containing any of the 'receiver
errors' in the Link Status Byte then it must be discarded. The
appropriate in-bound buffer may be deallocated automatically by the

receiver hardware or the ERP may have to do it explicitly. Otherwise

.
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.is generally neéessary for each node to have a pair of transnit buffers
"and a pair of receive buffers. This provides 'A/B buffering. One buffer

of each pair is filled/ enptied by the H-ak—white-the—ether is
enptied/filled by the application. RURSERH NN NAERAT The transmit
buf fers nust be carefully managed to a} | ow RBPLACED recdvery after an
error. It may be necessary to retransm T oOr dfscard—tte | ast one or two

packets that were transmtted just before an error. The |ink hardware mnust
mai ntai n sufficiygydyméatus to identify the buffers contai nipagrdpegsespacket s
and:-t he order in which they were transmtted. If there are N transmt
buffers and the transmtter always accesggs themin a cyclic sequence then
the followi ng two pointers provide sufficlient information:

the ERP does not need to deal with the in-bound buffers. If any are
full they will be emptied by the application.

15. The ERP disables the link and resets all of the latches for

hardware errors, ACK time-out and receiver errors.

16. The ERP waits until the remote node enters the 'disabled' state,
as indicated by the 'no frames' signal from the receiver. This is
required to synchronise the two Link ERP's and prevent the transmitter

sending an RR response while the remote node is still in the 'check'

state.

If the receiver does not indicate 'no frames' within 1 ms the
application is alerted via an ERP exit ('Time-out waiting for disahled

state'). The remote node may have detected an unrecoverable link

error.
17. Otherwise the ERP enables the link.

18. The ERP waits for the link to become 'ready'. This indicates that
the remote node has completed its recovery. In a hierarchical system the
lower node may wait indefinitely for the 'ready’ state. Alternatively a
time-out can be provided as follows. If the link does not become
'ready' within 1 ms the application is alerted via an ERP exit
('Time-out waiting for ready state'). This may indicate that the remote

node has powered off or encountered a Type 1 error.

19. Otherwise the ERP terminates successfully.

After each node becomes 'ready' it will send an RR response to the
other when it .has at least 1 in-bound buffer available. This will

reset 'waiting for RR' and allow transmission of any pending packets.

Fig 7 illustrates one example of the operation of the Link ERP. The

local node sends 2 packets back-to-back. The remote node receives ther

This Sheet Has Been Rep

T




16 ~ TRANSMT PONTER  This points to the buffer that is to be

‘transmitted next. It is increnment
is transmtted. RETRY PO NTER
acknow edged. It is increnmented nod

i

received while 'waiting for ACK' Is sel. Normai+ it wll

the transmt pointer closely but wh
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correctly but the ACK response for the first packet is corrupted. The
local node then detects an illegal frame. No packets need to be
retransmitted since only the ACK response was lost. To illustrate the
operation of the transmit pointer (TP) and the retry pointer (RP) it is
assumed that the local node has 4 transmit buffers. The remote node has

2 receive buffers. P and Q values are those calcuated according to the

equations given earlier.

The detection of errors and the resultant compilation and transmission
of a link reset packet including link status byte will now be described

in greater detail with refernce to Figs 2a and 2b.

When an error is detected by the outbound link during packet
transmission or by the inbound link during packet reception, an error
line is pulsed (e.g. line 141 exiting the receiver indicating a receiver
line fault or line 161 exiting the Rx FSM indicating a pkt reject
erior). The pulse causes the appropriate bit in one of two registers
associated with the link hardware to be set. These two registers are
the Link Error Register and Link H/W error register. The Link error
register is an 8 bit register which is used to indicate most of the
detectable errors i.e. illegal frame, protocol error, CRC error, packet
reject, ACK time out, no frames and line fault. The Link hardware error
register indicates the type of hardware error detected. A third
register shown in Fig 9 is the Link Status Register. Two bits of this
register indicate fhe value of the transmit sequence number (TSN) which
is maintained in the TSN register 70 of the outbound 1link. Tﬁe value is
incremented for every packet sent. The value of the TSN is used during
error recovery (as described above) in the process of calculating how
many packets need to be retransmitted. A further two bits of the Link
status register indicate the value of the receive sequence number (RSN)
which is maintained by the RSN register 93 of the inbound link. This
value is incremented for every packet received (ie for every ACK

response sent). This value is frozen when the link enters the check

state when an error is detected.

dut-e--N-each-tine a trailing FLAG
iSEBDiiiGsBEDI | he next buffer to be
| o N BERUACEDme an| ACK response is

fol | ow

en an error occurs it may lag by up to

This Sheet Has Been Replaced




LINK AVAILABILITY The link hardware in each node can be in one of four
“avail ability states: o DISABLED. This is the power on state before the

li'nk i s nmade operational . o ENABLE
way to making the |ink operational.

transm ssion and reception o
entered when an error is detected. Th

nor nal

is a tran5|ent state on the
s the state for
ECK. This state is
ot opgerational until the

Li nk ERP success fully returns the hardware

-

WO 92/10893 PCT/GB91/00257
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The Link ERP invoked on detection of an error compiles the link status
byte with reference to these three registers. The link ERP is controlled
by the microprocessor of Fig 8. Each of the bits of the Link Status Byte
is copied from one of the three above described registers. A receiver
error (illegal frame, protocol error, sequence error, crc error or

packet reject error is indicated in the link status byte by the three

"bit code described above.

The link status byte so compiled is loaded by the microprocessor into
the destination field of the packet status register associated with the
outbound link message buffer. The count field of the PSR is set at zero.
Line 204 in Fig 2a is pulsed to indicate that a reset packet is ready to
be sent. The link reset packet is then transmitted by the outbound link
hardware in substantially the same way as a data packet, as is described

in detail above. However, the control frame requested by the Tx packet

. FSM is obtained from line 204 and has the appropriate bit set to

indicate either a link reset or a total reset. The address field is
obtained in the normal way from the destination field of the packet
status register which in the case of link resets contains the compiled
link status byte. There are no bytes of data in the message buffer so
the Tx FSM completes the packet with the two CRC bytes and trailing end
flag. Thus using the method described above, little extra logic in the
link hardware is required in order to transmit the link reset packet

which is transmitted in the same way as a normal data packet.

When the link reset packet is correctly received by the inbound link of
the remote node, it is acknowledged in the same wey as a normal packet,
The address field comprising the link status byte is loaded into the
packet status register of the inbound packet buffer ready for access by
the link ERP. The control field indicating that the packet is a reset
packet is held in latch 59 where it is accessed by external logic. When
the reset backet has been received, the Link ERP in the remote node is
invoked which causes a link status byte to be compiled and transmitted

in the same way as already described.

heet Has Been Replaced
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to The 'ready' state. The current state may be inspected and changed by
~the node processor to determne the state of the link and to enable and
disable it. The hardware state nay al hange aut omat ically when certain
events occur. Dl SABLED. STATE
- PCT/ GB91/ 00257

WO 92/10893 ' PCT/GB91/00257

4]

Each node then looks at the error information contained in the link
reset packet that it receives. The way the node acts in response to each
type of error depends on the system connected to the node. As described
previously if a hardware error or packet reject error is detected the
ERP does not attempt to recover the error by retransmission of packets.
Instead it alerts the application by means of an ERP exit. Otherwise the
ERP calculates the number of packets that have been sent but not
acknowledged. The History log 51 contains this information. The ERP also
caculates the number of packeis that have been transmitted but not
received. This value is obtainea by subtracting the RSN value contained
in the link status byte from the TSN value in the local node which was
frozen when the node entered the link check state. The node thus knows
how many packets need to be retransmitted. As described previously, the

node discards those packets which were received by the remote node.

This Sheet Has Been Replaced




17 ~ In this state the transmtter outputs all zeros and the re ceiver
‘only responds to a Total Reset. The 'disabled state is entered
automatically after a Local Reset is perforned or when a packet

speci fying Total Reset is received in f _the other states. It is al so
selected explicitly during the Link ERR. i recogni tion by
the renote node, the m ninmumdu ration {of ' state is 5 frane

peri ods. ENABLED STATE When- a {5k, gi n comruni cati ons
the node procesgeyor/ois! | first check that the |ine driver pefdBbOeREVer are
not=-i ndi cating a litne fault. It can then explicitly change the hardware
state to ‘enabled' . In this state the §gansmtter outputs FLAG s and the
receiver listens for a FLAG Wwen a FLAG is detected the |ink hardware
automatically enters the 'ready’ state. The node processor may need to

TABLE 1

APPLICATION A software process that is communicating via

the link.

NODE One of the two ends of a serial link.

SOURCE The node that originates a particular packet.

DESTINATION The node that receives the packet.

LINE A physical connection between a transmitter and a receiver.

TRANSMITTER, TX The logic that drives the out-bound line.

RECEIVER, RX The logic that decodes the signal on the

in-bound line.
FRAME A sequence of 10 encoded bits that represents a data byte or a

protocol function.
PACKET A sequence of 4 or more data frames delimited by FLAG frames.

FIELD A group of related data frames in a packet, eg. the CRC field.
RESPONSE A pair of ACK or RR frames that is sent in reply to a received
packet.

CRC Cyclic redundancy check

ERP Error recovery procedure

FSM Finite state machine

NRZI Non return to zero inverted

POR Power on reset

POST Power on self test

RFI Radio frequency interference .

LINK STATUS BYTE A byte of status information which is exchanged

between nodes during execution of the link ERP.
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pol I¥
‘READY STATE

to detect this transition or the hardware may provide an interrupt.

This is the state for n | connunlcatlon In order to

al'l ow the renote node sufficient time t EH)[QHE%, nchroni sation,
{

when a node first beconmes 'ready' it nugt trags _
bef ore sending any ot her franes. Wh E éﬂﬁQE

8N ¢ast 5 FLAG s
Pst befones "ready' the

n

transmtter wll send an RR response when at | east 'mbound packet

buffer is av

recei ved an

e
2

@é}ﬁ Simlarly it-will not send any pg&b&gﬁﬂﬂg5il it has

response CHECK STATE
43

Claims

1. An error recovery method for use in a data communication system of
the kind comprising two nodes connected by a serial link, data being

transferred between the nodes in packets of a predefined format, in

which method,

each node monitors the system for errors and, if an error is
detected, by one node, it sends a message to the other node, the message
including ; sequence number indicative of the last packet received by
said one node and on receipt of said message the other node sends a
message to said one node including a sequence number indicative of the
last packet received by that node, each node determining from the
message from the other node the number of packets, if any, that were not

correctly received by the other node and retransmitting the missing

packets.

2. A method as claimed in claim 1 in which each node sends an
acknowledgement message to the other node upon receipt of a packet, and
eech node, if an error is detected additionally calculates the number of
packets it has sent which have not been acknowledged, compares this
number with number of packets to be retransmitted and discards any

surplus packets.

3. A method as claimed in claim 1 or claim 2 in which retransmission

is not attempted upon the detection of certain predetermined errors.

4, A method as claimed in any preceding claim in which said packets
comprise a plurality of predefined fields, each field consisting of one
or more multibit data frames, the flow of data packets being controlled
by means of multiple bit control frames distinguishable from the date

frames, the control frames being transmissible independently of the data

R

packets.
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REPACEMENT SHEET | 18 'This stateis
"entered automatically when the hardware de an error or it receives a

packet ‘specifying Link Reset. The link is {H&ig IS PET il the Link
ERP successfully returns the hardware to the 'r 'PabEN [The TRANSI TI ON

to the 'check' state invokes the Link ERP. ACED

WO 92/10893 .. PCT/GB91/00257
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5. A method as claimed in claim 4 as dependent on claim 2 in which the

acknowledgement message is one of the control frames.
6. A data communication system including

two nodes connected by a serial link over which data is transferred

between the nodes in packets of a predefined format,

error detection means in each node for detecting errors in the

system,

and transmission error recovery means in at least one node
responsive either to detection of an error by the error detection méans
of that node to cause that node to send an error message to the other
node -including & sequence number indicative of the last packet received
by said at least one node, or to receipt of an error message from the
other node to cause said at lea-t one node to send its error message to

the other node,

each node being arranged to determine from the error message from
the other node the number of packets, if any, that were not correctly

received by the other node and to retransmit the missing packets.

7. A system as claimed in claim 6 in which each node includes multiple

packet buffers for storing packets to be transmitted over the link of

received on the link.

8. A system as claimed in claim 7 in which each node including means
for transmitting an acknowledgement message to the other node upon

receipt of a packet,

transmit pointer means for indicating from which packet buffer the

LT

last packet was transmitted, and
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‘Wien the hardware enters the 'check' state the transmtter stops sendi ng
‘dat a packets after conpleting the current packet, if any. The transmitter
then sénds FLAG s continuously, except in the foH-ew-hg—cases: o} If the
receiver instructs it to send a response. o | IHfS tSHéEII’IM§ Ridicessor
instructs it to send a Link Reset or a Total Reset.REPLEDEDTr eceijer

di scards. any i ncom ng packets, exceptiif they speciTy Limk—Reset! or Tot al
Reset. The receiver also discards RR responses but ACK responses are

accept ed andyaei/ieed. In the "check' state the appliga&gyisoassspends
fil1-ing the transmt buffers and enptying the receive buffers. This is to
avoid transferring a bad received paciget to menory.

acknowledgement pointer means for indicating from which packet

buffer the last packet to have been acknowledged was transmitted.
9. A system as claimed in claim 8 including means for calculating from
the transmit pointer means, the number of packets sent which have not

been acknowledged,

and means for comparing this number with the number of packets to

be retransmitted, -

thereby to identify packet buffers containing packets not required

to be retransmjtted.

0O g
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WRKP NCDE Independently of the above states a node nay be able to operate
i1ts.link hardware in the 'wap' node. This is useful to performa power on
self test (POST) of the local hardware. In the "wrap' node the transmtter
output is internally connected to the receiver input. This allows half
dupl ex communi cation using the nornmal pgotocol except that packets and
their responses share the sane line. The |ink hardware can be fully tested
wi t hout needi ng a renote node.

THIS SHEET HAS BEEN
REPLACED

ABSTRACT
METHOD OF ERROR RECOVERY IN A DATA COMMUNICATION SYSTEM
Described is a method of error recovery in a data communication system of the kind

comprising two nodes connected by a serial link and wherein data is transmitted between the
nodes in the form of packets of a predefined format. Each node receives data over an inbound
line and transmits data over an outbound line. When an error is detected, both notes enter a
link check state, invoke a Link Error Recovery Procedure (ERP) and exchange status by
means of Link Resets. Error recovery is performed separately for each line. Each node is
responsible for recovering packets that were lost on its outbound li:ne. In normal operation of
the link, the transmitter does not reuse a packet buffer until it has feceived a response from the
connected node indicating that the packet was correctly received. Therefore, when an error

occurs, the affected packets are still available for retransmission.
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.1 During the "wap' node the out bound line is held at |ogic zero and
the in bound line is ignored. The 'wrap' node should be séelected with
care at any tine af ter the POST's since in s onfigurations if the node
processor hangs it may then be inpossible to [&8&t SHEET HASBEGWNNI NG

COMMUNI CATION  The link hardware is in the 'Hi sablpggpjsstpte at] pover on.
When a node processor w shes to begln comruni ke the

foll owi ng s :
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.hode has responded to all of its 0utstanding requeétsf | Lt'fheh sends a

nmessage requesting to shut down the |ink. 2. The renote node waits until
the I ocal node has responded to all of its out standing requests and then
it returns a nessage acknow edgi ng shut down. 3. Both nodes then disable

their |ink hardware. PHYSI CAL MEDI UM  MODULATION Data is transmtted
as a base band digital signal using the NRZI nmethod. A 'l bit is signalled
by inverting the state of the |Iine. For a '0" bit _the state of the

line is un WAAHEEE3 _ PCI/GB91/00257
4/8
POR / ERP
[SEND FLAG]
N
E Y
[ SEND CONTROL |
v
[SEND ADDRESS |
FIG. 3A
-I'iiil’ Y E—
N
[ SEND DATA |
L1
-
[ SEND CRC1.2 |
START ACK |=
TIMER—"_
SEND NUL
| SEND ILLEGAL
IDLE
ACK 1 |—={ ACK 2 |—=t
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.CLOCKI NG The Serial Link operates synchron The receiver mnust
extract a suitable clock fromthe transitiong THS tdEet RS H d data.
ENCODI NG  Synchronous clocking restricts the bit ﬁﬂﬂ? Eﬁ t he
transmtter can use since it is undesirable equehces of
zeros. Hence an encoding algorithmis required to convert the arbitrary
data that one may wish to send into patterns suitable for transm ssion

18 NOV 1996
WO 92/10893 PCT/GB91/00257

5/8
POR/ERP
SEND RR
[IDLE ]
‘ RECEIVE DATA FRAME
[ RECEIVED CONTROL |
RECEIVE RECEIVE FLAG
DATA
FRAME (PROTOCOL ERROR)
3
{ RECEIVED ADDRESS]
RECEIVE RECEIVE FLAG _
DATA FRAME {PROTOCOL ERROR)
y
[ RECEIVED DATA /CRC |
RECEIVE L ¢ RECEIVE FLAG
DATA FRAME

4
[rx RR2 | | rx ACK?]

(VALID (VALID
RR) | ACK)

M heet Has Been Replaced -

T



.21 The serial link as described in the present application uses a 4B/ 5B
code- whi ch guarantees that there will never an_3 consecutive
zeros in the transmtted data stream The terr}hSrﬁHEEErH;gng every 4

i nput data bits into one of the 16 5 bit 'dafa synpgi,_sAC ho n Fi gure
Id 'synbols' unknown . The 5 '"control Sy! sed freely
for link control functions. Sonme of the 11 'restricted synbols' nay also
be used if care is taken to avoid violating the clocking requirenents.
DATA FRAMESYO 92TH89X ol | owi ng conventions are used in thRG/GR3HHISPt | on:

6/8
|1' FRAMEl
FLAGiCONTROL ADDRESS | DATA | .... | crc | CRC | FLAG
'CONTROL'ADDRESSL DATA FIELD | . CRC FIELD
FIELD | FIELD ' (OPTIONAL) !
PACKET
FIG. 5

H/W | LINE | Ack RECEIVER -
ERROR [FAULT | T/0 ERROR -
BIT: 0 1 V4 3 5 6 7
FIG. 6
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ﬁfhevbits I n an unencoded byte are nuhbered 0 to 7 fromleft to right.

The

k. Bit

. . ; £ h J
bits in an encoded frane are designhated & sy « R { PR
al i ' he |i first §HE 1ﬂﬁ§Nt i s constructed
a' is transmtted on t e |ne_ ! . i q g
by encodi ng each hexadecimal digit of the ata ransiitted according
to the 4B/5B code. Bits O 3 are encoded first, follomed by bIFS § 7. 0
Thus, '23'x woul d be encoded as: Bit: abcdef ghj k 23" x: 1
10010101 PROTOCOL FRAMES
WO 92/10893 PCT/GB91/00257
718
LOCAL HNODE 078 LINE I/B LINE REMOTE NODE
—— <
TF=0, RP=0 TP=0, RP=0
TSN=0, RSN=0 TSN=0, RSN=0
Tx packet 0 Packet 0
: RR response Tx RR responsa
”
TSN=1, TP=] n RSN=1
Tx packet 1 Packet 1 Illegal frame Tx ACK response
Illegal frame L RR responss Tx RR response
ACK time—out d
Enter check state "
TSN=2, TP=2 " RSN=2
ACK response Tx ACK response
Invoke Link ERP
Hait for Tx complete
Assemble LSB
Tx Link Reset Link Reset
Hait to Rx Link Reset RR rezponse Tx RR response
n ACK response Tx ACK response
n Enter check state
" Invoke Link ERP
" Hait for Tx complete
n Assemble LSB
" Link reset Tx Link Reset
Tx RR response RR response Q=0, P=0, TP=D
Tx ACK response ACK response Discard 0 packets
QR=2, P=0, TP=2 RP=0
Discard 2 packets
RP=2
Enter disabled state Zeros Zeros Enter disabled state
RSN=TSN=0 " n RSKR=TSN=0
Hait for no Rx frames : -: Hait for no Rx frames
Enter enabled state Enter enabled state
Hait to Rx FLAG Hait to Rx FLAG
Enter ready state Enter ready state
Tx packet 2 Packet 2 '
: RR response Tx RR response
n .
TSN=1, TP=3 " RSN=1
RP=3 ACK response Tx ACK response
This
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Protocol frames are constfdcted froma conbinatfon of 2 sym bols at | east

one of which is a control

synbol . This guar antees that a protocol frane

can al ways be distinguished froma data frane.
22 Protocol franmes that contain 2 control synbols provide added

protection agai nst noise on the |ine.

Since control synbols differ from

data synbols by at |east one bit, such a frane will differ froma data
frame WO 92/10893 PCT/GB91/00257
8/8
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by at least 2 bits. The availability of 5 control synbols provides for up
to 25 such protocol franes. Sone frames can be constrycted from-ene
control and one retricted synbol that still neet the cl IﬂapgAmBﬁﬁNTr§H5H

of no nore than 3 consecutive zeroes. One such frane is for—thé FLAG
This particular frame has been chosen because it does no :)ccué
phase of all possible conbinations of data and control s rraol1s queﬁq%or
it permts the receiver to acquire and verify frame syn¢h
FLAG frame al so contains relatively few transitions to mjni m se RFI when
the link is idle. Only the followingt 4 protocol franes la~e—gdef+ed:
Bit: abcdef ghj k FLAG 1000100100

METHOD OF ERROR RECOVERY IN A DATA COMMUNICATION SYSTEM

Technical Field of the Invention

This invention relates to the field of data communication and more
particularly to a method for recovering from errors occurring during

transmission of data between nodes in a digital system.

Background of the Invention

-

el

Data communication systems and the elements making up data communication
systems involve the electronic transmission of data over a link from one
node (e.g computer or terminai) of the system to another. To ensure
communication in an orderly fasi.ion over the data link, a uniform metho:l
of sending and receiving information is required. This uniformity is
achieved by means of a protogol (set of rules) used for the management:
of a data link in the communication system. Protocols are used to
perform such functions as establishing the conversation between two
nodes in the communication system, identifying the sender and receiver,
acknowledging received information and node initialisation. The exact
procedure and function performed depends on the protocol used. Data link
protocols may be classified in two categories; bit oriented protocols

P

(BOP) and byte oriented protocols. &
Prior bit oriented protocols include the Synchronous Data Link Control
(SDLC) protocol which was introduced by IBM in 1973 and the High Level
Data Link Control (HDLC) protocol. All communications in a BOP system
are in the form of frames of uniform format which comprise a number of
fields each having a definite location and precise meaning. In HDLC a
frame commonly starts with an eight bit flag sequence which is followed
by ADDRESS and CONTROL fields after which may follow an INFORMATI1OH
field (depending on the function of the frame). The INFORMATION field is
followed by a FRAME CHECK SEQUENCE field and the end of the frame is
delimited by another flag sequence. The Address and Control fields in




ACK: 01101

100 T11001

01101 RR: 1111111111 NUL

| LLEGAL FRAMES : A 10 bit frane

possible bit patterns. Since 256 of these patterns a eREHﬂ&WNW§ﬁé§“§ﬁ

are protocol frames, this |l eaves 764 patterns that ane {undéefi ned.

receives any undefined frame while it is in the 'reaqy’
I ndicates an 'illegal frame' error. The illegal fra Ooggbggghggg

special interest. i
the renpte node is in the 'disabled state'. Therefore t he

ndi.e
TroT \,OI.L Co

If it 1is occurs consistently thegn

11

d

alnode

ifs | of
' hat

2

HDLC each comprise a single octet of bits. The information field may
contain a variable number of bits, in the form of an integral number of
octets, up to a predefined limit. The FCS field commonly comprises a

pair of octets.

In HDLC, the CONTROL field defines the function of the frame. There are
three basic types: Information, Supervisory and Unnumbered which are
referred to as I-frames, S-frames and U-frames. The I-frame is used to
provide for information transfer across the link and contains{hn
INFORMATION field. The S-frame is used to perform superv1sorj%functions
on the link and may be used to acknowledge I-frames, or to request

retransmission of frames. The U-frame is used partlcularly in error

recovery.

HDLC is often employed in systems wherein data communication is over
relatively'long distances where there will be a number of data frames on
the link at any one time. The method of acknowledgement that data has
been received has to be capable of detecting the incorrect transmission
of any one of these data frames. An implied acknowledgement technique is
used which enables frame acknowledgement information to be included
within an I-frame. This is accomplished by assigning identification
numbers, called sequence numbers, to received and transmitted frames.
These numbers contain information pertaining to the number of frames
transmitted and received by the individual node. By checking %hese
numbers, the node can compare the number of received frames with the
number of transmitted frames and take the appropriate error recovery
action if a discrepancy exists. Although the packet sequence numbers
used in the described implied acknowledgment technique may be included
within an I-frame, if information frames are not being sent by the node
receiving the data frame to be acknowledged, then it is necessary to
include the sequence number information in a separate S-frame. Details
of one subset of HDLC can be found in 'X25 explained' by R J Deasington,
published by Ellis Horwood Limited.



23. receiver provides a 'no franes' indication to allow the Link
detect this condition. The transm ssion and recei pt of a packet
wi Il next be described with reference to Figures 2, 3 and 5. F

t he conponents of one node of Figure 1 connecte
m croprocessor 10 which is in turn connected to
m cr oprocessor contains the logic to address an
The m croprocessor also includes a DVA FSM whi ¢
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of data
g 8 shows
pbuses to a
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buffer.

Errors occurring during data transmission between nodes ére corrected in
different ways depending on the type of error detected. If the receiver
receives a frame which is out of sequence, an S-frame with a reject
(REJ) control field is sent by the receiver to the transmitter. This
requests retransmission of I-frames starting at the one after the last
frame that was correctly received. If an error is detected which cannot
be recovered by the retransmission of identical frames then the node

detecting the error sends a U-frame which includes a copy of ‘the control

field of the frame which has been rejected and an indication of tgg.type :

of error encountered.

In bit ofiented protocols, it is not necessary to éperafe in a send and
hold mode whereby the transmitting node has to wait for acknowledgement
that a frame has been received before transmitting a subsequent frame.
Thus Bit oriented protocols are operable in full duplex mode (two way
simultaneous communication). BOP systems may of course be operated in
half dqplex mode (two way alternate communication) though in half duplex

mode, the advantages inherent in the protocol are not used.

One type of byte oriented protocol is BISYNC, in which information is
transmitted in blocks consisting of one or two sync characters, an
address, control characters, an information field and an error checking
code. Special block control characters are used to manage the flow of
information over the link. In BISYNC it is necessary to ensure thé;_iﬂe
information field does not contain a bit sequence which corresponas to
one of the control characters otherwise that bit sequence will be
incorrectly interpreted by the system as a control character. BISYNG is
an example of a send and hold protocol in which the transmitting node
has to receive acknowledgement of a first block of data before it can
begin sending a second block. Accordingly, BISYNC in its basic form is

not able to operate in full duplex mode.



controls the transfer of data fromthe Data buffer into the packet buffers
of the'link hardware. Details of the DVA transfer are not relevant to the

present appli catl enga%li;ge tgrefore not described. In other systens
enpl oying the pre ot her nmeans nmay be provided for
transferring data ﬁl [HHM on into the packet buffers. In t he
descri bed system | ng and | eaving the |ink

data buffer. The packet buffers are filled by data which &

links or in the described inplenentation by DVA which fe}ches

data buffer. The 1/0O Bus connecting the I/Ointerface to e mcroprocessor
I's used by the m'croprocessor to access a series of external registers

i npl ement ed i Lhe |.in addi tion the m croprocessor can build
nmessage packe{~b sz U 4%k tior;kt to the data packets in that they

I ncl ude nmessage information in the data field. The nessage packets are held

i n the out bouride|inveat iraseratidehufs ere f3Peth: VileFrEon FRSpVeRY arethodrfsnivbted in a
sim | ar mannerint ® divar deahundedt fonpaaket ot tivekisagemgrackeitso aseesused for

conmands, st até&ﬁne@m éyoa shf¥al 1134, n&td%tﬁ\gttrrm§ér‘%é§betwegx| Gi4N R3e’d and 2b are

|nterconnected npon nts |nb und and ut bound
links with assp(?a\feéf@ %WE fti'r;%ug| & g"dt C t(’at'"’st e 30. The

Al B packet bufsyeyes ﬁ°6r°r¥°ﬁé ﬁ“ﬁ’béﬁﬁa %‘Fﬂi ’Gu‘ieﬁfﬁfﬁ‘ﬂ 'P31 isndPe iESAt%ihed in the
packet buffer dedddgand thhetipaoiodé, the message including a sequence number

indicative of the last packet received by said one node and on regeipt

of said message the other node sends a message to said one node j%

including a sequence number indicative of the last packet rece1ved‘by
that node, each ndoe determining from the message from the other node
the number of packets, if any, that were not correctly received by the

other node and retransmitting the missing packets.

In a preferred method, when the first node detects an error it enters a
link check state and invokes a link error recovery procedure (ERF) which
causes the first node to build a link status byte indicating the type of
error detected and to send the link status byte to the second node and
wherein the second node on receipt of the link status byte identifies if
the indicated error is of the type which may be recovered by
retransmission of one or more packets of data and if so the second node

transmits said packets to the first node.

-

Thus in the error recovery method of the present invention, the error
recovery actions are symmetric in that each node is made aware of the
other node's status during the Link Error Recovery procedure. Exchangn
of this status between the nodes. identifies which packets have to be

re-transmitted.

It is necessary at this stage to clarify the meaning of the various
terms used in the present invention and their relation to the
terminology employed in the description of the prior art. The term
'packet’ as used in the present invention is essentially equivalent ta

the term 'frame' as used in the prior art description of the HDL(
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status registers associated with each of the A/B buffers are contained in
the packet status RAM The packet status registers keep a count of the
nunber of data bytes stored in the packet buffer and contain address

24

i nf or mat i on. THsBkket His BebiRepladebound and i nbound packet. buffers. reguites
a correspondi ng pa ister (PSR). The packet] HHRtIHEET dtfiSs BERG
are 16 bits wde a s two fields: REPLACED

protocol. In addition the term 'frame' used in the present invention is
essentially equivalent to the term 'octet' as used in the description of

HDLC.

The recovery of many types of error is transparent to the application.
In the case of a link error i.e. when a packet sent by & node is not
received correctly by the receiving node and is therefore not
acknowledged by the receiving node, the data remains in a transmit
buffer in the transmitting node and is available for re-transmissﬁ?ﬁ.

However if the detected error is of a type, e.g. hardware error,ugiigh

S

"

is probably not recoverable by packet retransmission, then the

application which is communicating via the link is alerted. The

‘application then takes the necessary action to recover from the error.

According to another aspect of the invention, there is provided a data
communication system including two nodes connected by a serial link over
which data {s transferred between the nodes in packets of a predefined
format, error detection means in each node for detecting errors in the
system, and transmission error recovery means in a£ least one node
responsive either to detection of an error by the error detection means
of that node to cause that node to send an error message to the other
node including a sequence number indicative of the last packet received
by said at least one node, or to receipt of an error message from the
other node to cause said at least one node to send its error messdée to
the other node, each node being arranged to determine from the errér
message from the other node the number of packets, if any, that were not
correctly received by the other node and to retransmit the missing

packets.

The ERP used in the present invention can be implemented in software, or

being systematic, in hardware if performance is critical.

A preferred embodiment of the invention will now be described by way cf

example only with reference to the accompanying drawings.
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(i) An 8 bit destination field: For outbound packets this contains a val ue
which will be copied into the address field of the outgoing packet when the
correspondi ng packet buffer contents are transmitted by the Iink. This

val ue may be automatically | oaded by hardware when the packet is being
fetched into the packet buffer, in preparation for transm ssion. For

i nbound packets, this field contains an address extracted

field of the incom ng packet. This value is witten into (ﬁﬁﬁg@gﬂﬁg@fﬁ@@?ﬁ
i nbound link FSM and its value is used to determ ne the pagket's -
subsequent routing. (ii) An 8 Bit Byte @ount field: For}|optdodiMDVa296et
this contains a value which indicates the nunber of bytes{whi ch have been

pl aced in the correspondi ng packet buffer. Wien the link yransmts the
packet, this vaIuéﬂﬁgééﬁﬁﬁaégbB%ﬁgﬂgFﬁPﬁia byte counter (part _of the link
har dware) which is decrenented as each data byte is sent. The value in the
PSR i s preserved Fipu€aseshbidsca paikeedtic hiasgrb obehd haimSeinpdnedts difea haieaty err or
during I'ink transgissd.R 1:di0lonk (Ha04406h RREKEES to kM $rkbf! dveRBy2I NS a val ue
whi ch indicates the nunber of data bytes which were received in the

i ncom ng packet (excluding the two CRC bytes).
Figures 2a and 2b are schematic diagrams showing the components of

figure 1 in detail;
Figures 3a and 3b are state diagrams for the transmitter packet and

control FSMs as employed in the present invention;

L
_;;-'-l’. 'J."'

Figures 4a and 4b are state diagrams showing the state transitions of
the receiver packet and control FSMs as used in one embodiment of the

present invention;

Figure 5 shows the format of a data packet by means of which data is

transmitted; i

Figure 6 shows the format of the link status byte employed in the

present invention;

Figure 7 is a flow diagram showing the steps involved in recovering from

a corrupted ACK response;

—
=
Figure 8 shows the link hardware connected via a microprocessor to a -

data buffer.

Detailed Description of the Invention

A glossary of terms used in the following description can be found in

attached Table I.

Figure 1 shows two nodes (node 1 and node 2) each of which has an

associated inbound 7 and outbound 5 link. Each link controls the



Figs 3a, and 3b show the various states and the transitions between states
of the outbound (Tx) FSMs. As described previously there are two FSMs,

bei ng a packet FSM (Fig 3a) which controls the trans
t he other being a control FSM (Fig 3b) which control
ACK and RR responses. The transm ssion of a packet o
control of the Tx FSMw || be described with referen
whi ch show in bl ock diagranmatical formthe Tx FSM a
The out bound packet status arbitration |ogic 52 cont
out bound packet status bits associateg with each pac

§§I
Hat a under t he
cel t ol FilDV 439624
nd} connect ed hard
nUOUSTY nonitors

\v

ket _buffer to

R

one
of
nd 2b

re.
he

transmission or receipt of data to and from the connected node. Data to

be transmitted or that has been received is held in outbound and inbound

packet buffers 11 respectively. Each packet buffer has

associated with

it a packet status register 14 in which some of the information required

for the transmission or receipt of data is held.

Data is transmitted between the nodes in the form of packets of a

predeflned format. The control of the flow of the data

packets is

managed by means of control frames. Details of the data packets aﬁ%

control frames will now be described.

A
E“Ldﬁ'

There are two basic types of frame employed: DATA frames and PROTOCOL

frames. In the embodiment described herein there are 256 data frames

and 4 protocol frames. The protocol frames are used to

and to provide flow control.

Figure 5 shows the packet format which is used for the
data over the link. A packet consists of a sequence of
frames that is delimited at both ends by a FLAG frame

delimit packets

transmission of
at least &4 data
(described

below). A packet is divided into & sequence of 3 or 4 fields as follows:

Control field. (1 frame, always present.)

Address field. (1 frame, always present.)

Data field. (Variable length, optionally present.)
CRC field. (2 frames, always present.)

The shortest possible packet, with no data field, contains & data

frames. If a node receives a packet containing less than &4 frames then

it will indicate a protocol error.

CONTROL FIELD : The control field is the first data frame following a

FLAG. When received by the receiving node and after decoding (more

detail of which is given later), the resulting byte is

follows:

interpreted as



25 determine if there is any data in the buffer which is ready to be
transmtted. If so, the Tx packet FSMis notified by a\ME&I-se-gn-—u.ne_;L;LQ,_.
At the same tinme arbitration logic 52 pulses line 120 |GEPbME$’E$,|t$iaCE5yte
counter 58 to |l oad the value stored in the 8 bit count fji |a T tre—packef
status register associated with the packet buffer contailn hQ@ \ga@%t D be
sent. The byte counter therefore contains a val ue corre<pd ? 9

nunber of data bytes to be transmitted in that particul dr packet.—During
packet transm ssion, the counter is decrenented as each byte S transferr pd
fromthe data packet buffer. A pulse is8put onto |ine 1ZZwhen—ttre—cotmte
decrenents to zero. When t he packet FSM receives the signal over line
110, it sets lowthg FLAG | ine between the Tx FSM and the engoder 82 which

stops the encoder transmtt| n FLAG framss1 The packet FSMthen presents a
request for i User defined Link Total | Packet sequence |
I ]
]

| reset | reset

! number !
* *

Bit: O 3 4 5 6 7

User Defined: these are spare bits and may be used for any purpose

that the using system requires.

=

Link Reset & Total Reset: These bits are used in the errongegovery
procedure which is associated with the communication method de§%;ibed
herein..Some details of the error recbvery procedure are described in
the present application but more specific detail of the associated error
recovery procedure can be found in a concurrently filed application
entitled 'Method of Error Recovery' filed in the same name as the
present application.

Packet Sequence No: These 2 bits are used to protect against lost
or duplicate packets. They are incremented modulo & by the transmitter

in each successive packet and checked by the receiver.

ADDRESS FIELD : This is a single data frame that immediately follows
the control field. It normally contains the encoded destination -ddress

of the packet within the remote node.

DATA FIELD: The data field is optional. If present it consists of a
variable number of data frames that follow the address field. The
content of the data field is controlled entirely by the application and
it is of no relevance to the architecture of the link. The maximum
length of the data field is implementation dependent and it depends on
(i) the size of the.aVailable packet bhuffers, (ii) the sustained data
rate that is required and (iii) the acceptable error rate given the

system environment and the defined CRC polynomial.



control .information on line 101 (fig 2a and b). It will be renenbered that
the control field of a data packet contains 8 bits. Fqr a nmormet—dat-a
packet (ie not link or total reset packet), the first SBEPIBD,QEQGEM SHEET
control field are set to 0. These 6 bits are obtai ned{ffoma control 1ie¢ld
regi ster 54, the signal on 101 causing MJX 56 to passi|t e ‘ggw@yt.‘? Sé\h ch
are sent out on 104 connecting nux 56 with nux 66. Th¢ llast two b ? pf | t he
control byte which contain the packet sequence nunber |i ' '
obtai ned from TSN regi ster 70 an added to the 6 bits fromthe control f}eld
regi ster. The Transmt sequence nunbeg held in the TSN register 15
I ncrenented for each packet transmtted and specifically when the packet
FSM enters the 'send C(%nét,rol st at e thEr\/\b'l]esn }cktlgongacke hF M anters the 'send
address' st at E™ PR TEGUTPE BYArEES T Re "T0Y T pulre " Whi"ER huses nmux 56
to pass the 8thsi¢asa Sfelddyreds anrvet AEPPOAL COMMEST M2 d Pt he desti nati on
field of the aptaertatid, Jackaddeteadives k @gikst eith dhen@ddicedsngthffor nation i s
then passed OfeOddth #€e1404en BEGAWSREs ©fie pdiReteXCl USi ve nature of nux 56 only
one of the control, address and data |I1nes may be set at any one tine and
accordingly only control, address or data bytes re present on line 104 at
any one tine.

CRC FIELD : The CRC field consists of 2 data frames that immediately

precede the trailing FLAG. It is used to check the control, dddress and

14

data fields. The destination does not regard any of the fields as walid

until the CRC field has been received and checked by the receiver:fi

A

For each packet of data, the CRC field is calculated by the outbound CRC
generator, in a 16 bit register, using the following polynomial:

x4 x5 4 x% 41

The CRC register is preset to all ones at the start of each packet.

The inbound CRC accumulator in the inbound serial link decodes the CRC
field and checks it using the same polynomial as described above. The
CRC register is preset to all ones at the start of each packet and
accumulated over the control, address and data fields. At the end of
accumulation, provided that the iqcoming packet was received without

error, the CRC register in the inbound accumulator should contain &11

Zeros.

One type of protocol frame defined in the communication method of the
present invention is a FLAG frame which is used to delimit a packet. The
transition from a FLAG frame to a data frame marks the start of packet,
and the transition from a data frame to a FLAG frame marks the end of a
packet. These will be referred to later in the description as the

leading FLAG and the trailing FLAG respectively.

To minimise overheads a trailing FLAG can also be the leading FLAG of

the next packet. Thus consecutive packets are separated by a minimum of



26  The packet FSM then passes fromthe 'send add state——and—checks
whet her "the byte counter is set to zero. If so thefeRFBLAGMERT SHEEThe
transmtted in the packet data field and the FSM p's es onfo The ~$ehd
CRC1, 2" state. If line 122 does not indicate that e £8UNt¢ %s bel to
zero then there is data to be transmtted and the ';S enters tge "pend data
state'. The require data |line 103 whi ch causes mnux }{t o—pass—a—dgata—byle from
the packet buffer over lines 203 and 104. Each tim a require data sfgnal
is sent the byte counter is decrenented nodul o 4.
© 10

v

U

one FLAG. The bit pattern for the FLAG frame has been chosen such that
it does not occur at any bit position in an arbitrary sequence of any
other valid frames. An example bit pattern for this and other types of
protocol frame is described below. The FLAG frame also serves the
additional purpose of providing frame synchronisation. In addition, FLAG
frames are sent when the link is idle in order to maintain
synchronisation at the receiving end of the link.

The communication method and system of the present invention provide the
means for transmitting data in the form of the above descrlbealpackets
from a source to a destination node. To implement the necessary flow

control, the destination sends the source two responses for each packet:
ACKNOWLEDGEMENT A pair of consecutive ACK protocol frames

" RECEIVER READY A pair of consecutive RR protocol fremes.

The control frames are preférably used in pairs to protect the
responses from being manufactured by transmission errors. A node only
acts on a response when it has received both frames of the pair without

any other intervening frames.

In full duplex operation a node may wish to send a response for a
received packet whilst it is in the middle of transm1tt1ng anqigg;
packet. In this case the transmitter gives priority to the response and
interleaves it within the packet. This scheme minimises latency and it
allows the maximum link thoughput to be achieved with only 2 packet

buffers in each transmitter and each receiver.

Since responses consist of control frames the receiver can easily
separate them from the data frames that make up a packet. The CRC field

for a packet does NOT include any interleaved response frames.

ACKNOWLEDGEMENTS : The communication method of the present invention
requires a node to acknowledge every valid received packet. A packet is



A transmtted data packet also contains a CRC field which consists of two
data frames. The CRC field is calculated in two 8, Bix CFKIfé@ffjJ

out bound CRC generator 68. Both registers are preSetLt ones
start of each packet, nore specifically when whenitHe TX packet F$Mienters
the 'send control' state. The CRC is then accunul atdd ¢@geHQOVMe9gont ol ,
address and data fields by the registers in the outhound CRC generatior 68.
When the |ast byte of data contained in the packet] buffer—Ts sent (
byte counter 58 has decrenented to 0) the FSMentgrs the 'send CRCLY?'
state in which the two CRC registers g{e encoded by the encoder into 10 bit
frames (CRCL and CRC2) and transmtte When CRCL and CRC2 have been sent
the FSM sets ACK TIMER 72 running. If a pair of ACK frames for a previous
data packet haeldnidt ithéen nobcentpdd ayy of ftee | Yeseiynt ekiomk’ Listed dthaheeSM set s
the NUL line heiwenbus hreFSM andiidieonenandets i gix tdipsebyhanusi ng t he
encoder to Sef}gce%% L\'Ulmﬁrpqm% mﬁmhé%xfcemwgs pRcaikveddel opg an ACK
time out occurs 1 |d(,)ata of £ NULhIcLachEtS a’e 19‘? atand the FM sets
the FLAG | i ne PRI%® \%l °n°‘é5°““ PRAAES Frahe &t i Rg {HE*8RY of the
packet, to bemgking vrTie %@V’éd#&c?@é'fets'@ﬁotien‘g‘eﬁ‘ieéc’éé%}' o thejeptte®f i f there
IS nore data wes Hetagtd be bensgnted. ot her wi se t he FSM causes FLAG franmes to be

sent conti nuously.
Each node has two associated conditions, 'waiting for ACK' and 'ACK

pending'. How these conditions control acknowledgements is next

. b ' 1
srlﬂ,dfyij M‘

described with reference to figure 4:

1. When a node enters the ‘ready' state (the possible states of the

link are described in more detail below) it clears 'waiting for ACK' an:

'ACK pending'.

2. A node sets 'waiting for ACK' 2 frame periods after it finishes
transmitting the trailing FLAG of ‘any packet. A node resets 'waiting
for ACK' when it receives an ACK response. The corresponding outbound

packet buffer may then be deallocated and filled by another packet.

If a node does not receive the first ACK of the response within a
predefined time (e.g. 10 micro seconds) after setting 'waiting for

ACK' for a packet then it recognises an ACK time out.

g

If a node is still ‘waiting for ACK' when it finishes transmitting the
CRC field of the next packet then it does not transmit the trailing
FLAG. Instead it sends NUL frames untii either the ACK response is
received or an ACK time out occurs. If an ACK time out does occur in
this state then the node must send an illegal frame followed by
FLAG's. The illegal frame aborts the packet and ensures that it is

rejected by the remote node.

This protocol guarantees that the transmitter can always associate each
ACK response unambiguously with the corresponding packet independently
of propagation delays, the transmission speed and the packet length.



After the control, address, data and CRC fields ha regggﬁu _¢;!L.¥1\TJdcd, t+he
0 W ]

o

packet passes through serialiser and is transmitted ':t takdund

tw sted pair by driver 86. At any time during the transmssion 0] f data
packet, it may be necessary to send out a pair of 1es pOﬂgg\;é\ng%s bi ther RR
or ACK -

12

If a node receives an ACK control frame when it is not 'waiting for
ACK', or it receives only a single ACK frame, then it recognises a

protocol error.

3. A node sets 'ACK pending' immediately when it receives the

trailing FLAG of a valid packet when the node is in the 'ready' state.

4. When 'ACK pending' is set the node must transmit an ACK response as
soon as possible. However if an RR response is in progress théﬁ-it must
be completed first. 'ACK pending' is reset when the ACK respoiise. has

been transmitted.

PACING

Pacing ensures that the transmitter does not overrun the available
buffers in the receiver. The unit of pacing is a packet. The method of
communication of the present invention requires a receiver to have only
one buffer, although at least 2 buffers are generally required to

achieve continuous (full duplex) operation of the link.

Each node has two conditions that control pacing, 'waiting for RR' and
'RR pending':

' - -
1. When a node enters the 'ready' state it sets 'waiting for RR' and
'RR pending'. Consequently it will send an RR response immediately and"

it will not send any packets until it receives an RR response.

2. A node may only start to send a packet when either of the

following conditions is satisfied:

o The node.is in the 'ready' state and it is not 'waiting for

RR'.

o The node is in the 'check' state and the paﬁket control field will

specify Link Reset or Total Reset.



IS necessary to provide the neans to interrug
transm ssion. o
FSM which is nornmally in idle node while dgtg p
transmtted. Wen the control FSMreceives a signal froﬁ&*ﬁé§ﬁgbgs
line 107 or 108, the Tx packet FSMis interrupted gnd S
started. Dependi ng on whet her the response requireq was an ACK or { '
FSM sets high the RR or ACK |ine between theF ncoder
whi ch then sends out a pair of 10 bit ACK or RR franes. Wen this is done,
the control FSMreenters the idle stat¥d and the packet FSM resunes B
transm ssion of the -part.processed data packet. Next will be described
]Ehe OpezgtR i onquAa&ng E%&t "_R§M5.{si {btrv@l&e!a\&ito@gt%&lﬁﬁé &h@fﬁorda;oadﬁ@g AtstﬁSporIS_e |
rames an en a transmtt, r end o e seria
link. Figs 4a gﬂrcf ]Beis?.'nd reX%t whenaiQ rect, ds aﬂg'l &R gﬁg&-ﬁ%
control) and Figures 2a and 2b show the FSMs and connected conponents.
Referring to Fi.g ¥har thHe ®Rx thackellorigs/cpmlitionsmatd yetdftied agoin the idle
state and recetphsi@t et RRTespomdtginnbdieteld QefdrOtRe dS aehtkkisner 94 i ndicating
the recei pt of FLAG franes. As noted before FLAG franmes are sent
conti nuously when_no data %gbets are sent or der

Transm ssion of responses has priority over the trghsm-ssi-on-ofi_the

Sendi ng of ACK or RR responses is cont rjotted—ty-

ow the states of the two

i
o The node 1is i ready' state and '£k pending' is set.

o At least one inbound buffer is available to receive a packef in

addition to the packet currently being received, if any.

-
ol

o The node is ndt currently transmitting an ACK response and 'ACK

pending' is not set.

'RR pending' is set when a node receives the control field of any
packet, including invalid packets. It is reset when the node transmits

an RR response.

PACKET SEQUENCE NUMBERS are employed to protect against packets being
lost or duplicated by a transmission error. For example, if a FLAG is
corrupted then two packets may be merged into one. A packet could be
duplicated if a transmission error corrupts an ACK response. To guard
against this the Link ERP needs to know whether the correspondinngacket

has actually been received by the destination.

The control field of each packet contains a 2 bit Packet Se quence
Number (PSN). In normal operation the PSN increments modulo 4 in each

successive packet.

Each node maintains a 2 bit Transmit Sequence Number (TSN) and it copies
this into the PSN of each packet sent. The TSN is reset to '00'B in the
'disabled' state and it is incremented moduloc &4 for each packet

transmitted, regardless of any response received.

packet
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to mai ntain synchroni sation at the receiver.
recei ves sonething other than a FLAG frane. Wen a data frane
address or data frane) is detected by the

up' when it
(ie control,

92, the data line between the decoder and the Rx packetydsoM yut-set
causes it to enter the 'received control state'. The FﬂPAEI[FJg'}L‘]ﬁs"‘Z@’I PREETL
whi ch resets byte counter 64. Counter 64 is actually {rgset at -2, Tn
to conpensate for the two CRC franmes expected at the [en
pul se on line 152 also resets wite pointer 62. CRC dcqumnul ator 1s"al
preset when the FSMenters the received gatrl frane 4t ate—Fre—ent+
line out of the Rx FSMis pulsed. This tells the external_logic that t

The Tx packet FSM only 'wakes

i nbound 4/5 decoder

d o KOV pogket .

—\Thich
92

onnder

S(

The
)
her e'
he

data to be presented on 'rx_data' 8 bit bus is the control franme that
just been recei védch TPe HSAPRBITAIF M Pk Recei WS 19y Narhgr (R nfiiEndst i on
held in register B&tf or '®CEdshipy disabledx statpaland dyiic ingfebated Bpgulpoft r ol
frame has been reae vesl, theOleBSilby accefRCOPELREGT fe.f ¥maAAL iStureX RRGLIEd.

However, it

response. However the RSN must not be incremented by Link Resets. When n
packet is received the hardware checks the PSN against the RSN as

follows:

o If PSN = RSN then the sequence is correct and the receiver has
received the packet it was expecting. Providing that there is no other

error then the packet is accepted and an ACK response is retufﬁgdf

o If PSN is not equal to RSN and the packet does not specify Link
Reset or Total Reset then one or more packets have been lost. The
current packet is not acknowledged and the node recognises a sequence

error.

NB. The receiver ignores the PSN in a Link Reset or Total Reset packet.

NUL FRAMES

The node transmitter is permitted to insert NUL protocol frames within a
packet anywhere after the first data frame. The receiver ignores NUL
frames by discarding them. NUL frames are not included in the é N
calculation of.the CRC field. This facility is useful in the following-

cases:

(i) If the transmitter has started to send a packet but the data

needed to complete the packet is temporarily una vsilable.

(ii) If the transmitter is still waiting for an ACK response when it is

ready to send the trailing FLAG of the next packet.

In order to guarantee frame synchronisation NUL's are not permitted

when the link is idle. If the receiver detects a NUL frame and it has

as
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next frame received is a FLAG detected by the desef
if the control franme that was supposedly received

the incoming line. If a FLAGis received, the FSM
error. If the next frame is a data frane the data

FSMis pul sed once again which causes the FSMto e
address' frane state. The FSH then pulses the 'add
tells logic outside the link that th® data on 8 bi

can happen that the

Aﬁg %%h%@é

S—€ay OCCUr

VEyﬁﬁEfa It on

nlcmesa.mo cpl

bus 150

chbder and
eég ~d
, hi s
is an address

frame. The address frane is gated by 57 and the byte naklng up_tneaddr ess

frame is hel dnott@azmaaaradtx ﬂra,.er&glkétl@ eée%vedm% ﬁXé ?H@ath '09' gkt Ce eot

he address i s val

addr ess and r
Pca(f e!(!f a protocoel erroxr

error is indi

Packets may be aborted if a nod- detects an internal hardware error

while it is transmitting a packet. This is achieved by
illegal frame anywhere before the trailing FLAG.

Each node must provide at least one buffer for received packets.

inserting an

| ooks at the

*The

buffer must be large enough to accommodate the longest packet that ds
defined. The buffer is needed to allow the CRC field to be verifig&%

before the receiver transfers the data field to the application or acts

on the control and address fields. Since the unit of pacing is a

packet the buffer is also necessary to prevent overruns.

The source node must retain each packet until it receives the

corresponding ACK response. If there is no ACK then the Link ERF may

i have to retransmit the last one or two packets.

To achieve continuous communication at the full bandwidth of the link it

is generally necessary for each node to have a pair

of transmit

buffers and a pair of receive buffers. This provides 'A/B' buffering.

One buffer of each pair is filled/emptied by the link while the other is

emptied/filled by the application.

BUFFER MANAGEMENT

Ayt

The transmit buffers must be carefully managed to allow correct

recovery after an error. It may be necessary to retransmit or discard

the last ome or two packets that were transmitted just before an error.

The link hardware must maintain sufficient status to identify the

buffers containing these packets and the order in which they were

transmitted. If there are N transmit buffers and the transmitter always

accesses them in a cyclic sequence then the following two pointers

provide sufficient informatio.:



After the address byte has been received, the next fragae_ wl] be either a
data byte or a CRC byte, depending on whether there ifs REPUAbEEA t he
packet. The FSM enters the 'received data/crc state'. ta

and CRC franes are indistinguishable fromone another| [The FSM pul sgs {line
148 indicating the presence of a data frame. Byte coyntler %NBVVWPBe

pointer are increnented and the data frane is transfqgrr into the pagket
buffer. As data frames are received, the packet FSM does round the Teg¢eive
data franme | oop, each tine a frane is received the byte—sounter and ite

pointer are increnented. As each frane ig received (including control and
address franes) inbound CRC accunul ator 95 accunul ates CRC over the

i ncom ng frames. Wen all data frames have been received, a FLAGis
detected by the FRAVGHITHOINEER This redtfisel thicbuifer thahiif Foreeriee™ittRt i dl e
state until the next dattaisparckeaientedgohso tNoeactdime priradlimenFlidhes’ r ecei ved
data' state of thg.EaMdss exited on receipt of the end FLAG the FSM

pul ses lines 154 indicating the |last byte has been received. In addition
if the packet has been received w thout grot ocal , CRC or ot h?r errors then
the FSM pul ses | RFBY PBEVTER t no ThiS BYEts Fable Bs Pobtst dor o dny 1t cre
checksum i s corr éttis intrementévemdduld-Sfieaghyltdres d4nj AEK regpopde thrdecetvedes t he Tx
packet FSMif inyifie Middding Ofor t merISHE bdti Ngmaipacietwidndidassase t he Tx
control FSMto s t [ ACKHeh ANBS r3SolESCId 1 V& tolBe RSN i n
register is al so%?%(s:nﬁgr?é’%ftgﬁdosvﬁieyn 154}Iegnd 156 are pulggg,éfﬁeﬁcount stored
in byte ’ :

_:fdwm;

LINK AVAILABILITY

The 1ink hardware in each node can be in one of four avail ability

states:

o DISABLED. This is the power on state before the link is made

operational. i

o ENABLED. This 1s a transient state on the way to making the link

operational.

o READY. This is the state for normal transmission and reception

of packets.

=
»

o CHECK. This state is entered when an error is detected. The 1link
is not operational until the Link ERP success fully returns the hardware

to the 'ready' state.
The current state may be inspected and changed by the node processor

to determine the state of the link and to enable and disable it. The

hardware state may also change automat ically when certain events occur.

DISABLED STATE



29. counter 64 is copied into the packet status regi Stié?ﬂ@@éﬁb@@ghgﬂé

the packet buffer into which the data has been witten. £
register 59 is also copied in the destination field of fthe status regi qte
After the address and count fields of the register haveg Heen 8 NOV 1995
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In this state the transmitter outputs all zeros and the re ceiver only
responds to a Total Reset. The 'disabled' state is entered
automatically after a Local Reset is performed or when a packet
specifying Total Reset is received in any of the other states. It is
also selected explicitly during the Link ERP.

To guarantee recognition by the remote node, the minimum du ration of
%

the 'disabled' state is 5 frame periods.

el iy

B

ENABLED STATE 3
When & node is ready to begin communications the node processor
will first check that the line driver and receiver are not indicating a
line fault. It can then explicitly change the hardware state to
'enabled'. In this state the transmitter outputs FLAG's and the receiver
listens for a FLAG. When & FLAG is detected the link hardware
automatically enters the 'ready' state. The node processor may need to

poll to detect this transition or the hardware may provide an interrupt.

READY STATE

This is the state for normal communication.

In order to allow the remote node sufficient time to acquire byte?
synchronisation, when a node first becomes 'ready' it must transmit -

at least 5 FLAG's before sending any other frames.

When a node first becomes 'ready' the transmitter will send an RR
response when at least 1 inbound packet buffer is available.

Similarly it will not send any packets until it has received an RR

response.

CHECK STATE

_1_
3



witten the i/b packet full bit is set by a pulse on |line 158 which
indicates to the external logic (ie the |logic that uses the data that has
been received) that a packet has been correctly received_and is ready for
access. |If during receipt of a packet, an illegal frame {s e
decoder, the portion of the packet received up to that ppi pt—- R%MEE AT Hﬂ.
As described previously during full duplex operation of {he¢ link a responps
frame (RR or ACK) may be interleaved within a data packet. |Act®MIGPRH
a packet is being received as descri bed above, the decodér |{may detect a
pair of ACK or RR frames. The Rx control F$M which is nofmally idling is
started. Wien a RRframe is detected, the control FSMenters-the " rx RRI
state. If a second RR frane is detected (as should be the case) the FSH
enters the ' Rx RR2'Thit atate Fhent@SHapiroptictidy Ghtreshe bradvaze deflepts RRerresponse
has been received aiditd hcsiveauspskdti frecilifbhstidnb@epptl IBd1inketsetngn i ndi cating

to the packet arbity n@germelquhcth‘éZLiLmrzp Lme;s@m;erem@etueshgrmgy t.LQ:hL ecei ve

nore data. The arbltr tjon | og 4 erel er to be
transmtted and if §8aar"t SEEGi nlghepac IdtNr Anemh 2F g‘n sg%tedlé“s’%kref 58y lﬂé ove. |f

the Rx control FSMHRBceives a pair of ACK frames, then it causes line 162
to be pulsed. The arbitration logic indicates to the history log that a

val i d ACK responsn yaas thefdtaf£26 @n¥ed .thd Nenebk 'Sk y thé)grdﬁgm&rmgﬁs pagkpt s
ar € out st andi ng

data packets after completing the current packet, if any. The
transmitter then sends FLAG's continuously, except in the g?ilowing

cases: - _%l‘
LS

° If the receiver instructs it to send a response.

o If the node processor instructs it to send a Link Reset or a Total

Reset.

The receiver discards any incoming packets, exceptiif they specify Link
Reset or Total Reset. The receiver also discards RR responses but ACK

responses are accepted and actioned.

In the 'check' state the application suspends filling the transmit
buffers and emptying the receive buffers. This is to avoid transferring

a2 bad received packet to memory.

At

WRAP MODE

Independently of the above states a node may be able to operate its
link hardware in the 'wrap' mode. This is useful to perform a power on
self test (POST) of the local hardware. In the ‘wrap' mode the
transmitter output is internally connected to the receiﬁer input..
This allows half duplex communication wusing the normal protocol
except that packets and their responses share the same line. The link

hardware can be fully tested without needing a remote node.



that require acknow edgnment. The Tx packet buffer containing the

acknow edged packet can then be cleared ready for nore data.

RECOVERY PROCEDURE ( ERP) The architecture of the ;erial l'ink defines the

nmet hod to recover TRANSM SSI ON errors at the packet |

perforned by a self-contained Link ERP using the eki 'ﬂﬁﬁEME%ﬁéhﬁETp

ERRCOR

buffers. This has the follow ng benefits:

|
| 18NOV 199

- - 19

* N —————..

During the 'wrap' mode the out bound line is held at logic zero and

the in bound line is ignored.

The 'wrap' mode should be selected with care at any time af ter the

POST's since in some configurations if the node processor hangs it

may then be impossible to reset it.

BEGINNING COMMUNICATION

i ’v.)‘.l i

The link hardware is in the 'disabled' state at power on. When'a node -

processor wishes to begin communications it must take the following

steps:

1. Check that the line interface circuits are not indicat ing a line

fault. This would indicate that the remote node is not operational

or that the cable is discon nected.

2. Put the link hardware inio the 'enabled' state. This will cause

the transmitter to start sending FLAG's.

3. VWhen FLAG's are received from the remote node the 1link hardware

will automatically change to the 'ready' state.

=
£

4. When an RR response is received from the remote node the transmitter

resets 'waiting for RR'.

5. A packet can now be transmitted provided that at least 5 FLAG's have

been sent since entering the 'ready’ state.




30. o . The application software is sinplified since recovery is
transparent. o] There is no need to term nate any operations when an
error occurs. o] There is no uncertainty about the state of the
renot e node. o] The conpatibility of different inpt mattrons—+s
enhaneed.  Note that HARDWARE ERRORS, such as parity c1e§¢b§-ﬁCﬁM§NB&HEBE
recoverabl e at the packet |evel. Data may have been | os r unknown st ate
cEanges may have occurred. In this case the application] nusts gy -m,%rform
the

- 20

ENDING COMMUNICATION

Since the link has to be quiesced first the method of ending
communication must be determined by the application. The following

example is only intended to illustrate the steps that are necessary:

1. The node that wants to cease communications waits until the remote
node has responded to all of its outstanding requests. It then sends

a message requesting to shut down the link.

'iy\‘-l lill

2. The remote node waits until the local node has respondediio all of
its out standing requests and then it returns a message acknowledging

shut down.

3. Both nodes then disable their link hardware.
PHYSICAL MEDIUM i

MODULATION

Data is transmitted as a base band digital signal using the NRZI method.

A '1' bit is signalled by inverting the state of the 1line. For a
'0' bit the state of the line is un changed.

. }um_
CLOCKING The Serial Link operates synchronously. The receiver must

extract a suitable clock from the transitions in the transmitted data.

ENCODING

Synchronous clocking restricts the bit patterns that the transmitter can
use since it is undesirable to have long sequences of zeros. Hence an
encoding algorithm is required to convert the arbitrary data that one

may wish to send into patterns suitable for transmission.

(3



recovery. The operations in progress are term nated an

hi gher in the using system This is an acceptab
hardware errors are nuch |ess frequent than transm ssi errors. The
basic principles of the nethod of error recovery are asj fol MGWOV 1994

i

sintter does n

nt

normal operation (as described in detail above) the tr t
reuse a packet buffer until it has received an ACK resppnSeThrs TndrCat
t hat the packet has been received correctly by the destination node.
Therefore when an error occurs the affected packet(s) are still available

es

for retransm ssion (because a node camnpibein sending a second packet before
recei ving the acknow edgnent for the first there may be at' nost two packets

that require retransm ssion). 2. \Wen an error is detected both nodes

enter the ' che®k'sestsdtldnk iopfaraitedeln the P ERpt 4PRf iestétTarige st™fhis by neans

of Link Reset Scode wiichReeomeyey thgt plart oribiedevse hamatekhanfDr cogarehtive ne.

Each

node is respongihl & LAY cFfR6AYENI NGa Racket s that were lost on its out-bound

i ne.

The transmitter encodes every 4 input data bits into one of the 16 5
bit 'data symbols' shown in Figure id 'symbols' unknown . The 5
'control symbols' may also be used freely for link control functions.
Some of the 11 'restricted symbols' may also be used if care is taken

to avoid violating the clocking requirements.

;r$ydlm

DATA FRAMES
The following conventions are used in this description:
The bits in an unencoded byte are numbered 0 to 7 from left to right.

The bits in an encoded frame are designated a, b, ¢, d, e, £, g, h, j.

k. Bit 'a' is transmitted on the line first.

A 10 bit data frame is constructed by encoding each hexadecimal
digit of the data to be transmitted according to the 4B/5B code. Bits
0 3 are encoded first, followed by bits 4 7. Thus, '23'x would be

encoded as: -

R

Bit: abcdefghijk

'23'x: 1010010101

PROTOCOL FRAMES

Protocol frames are constructed from a combination of 2 sym bols, at
least one of which is a control symbol. This guar antees that a

protocol frame can always be distinguished from a data frame.



Because the transmtter is allowed to start sending grether—paexet—bef
it receives an ACK response, up to 2 packets may neeld RES’LBeE'ﬁ:e’*W&HEEﬁt
31 4. Before restarting conmuni cation the Link ERP| f prces € har awd

into the 'disabled state so that both nodes are in :o.'rpaitg N(ﬂ' mt S

ore
t ed.
re
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Protocol frames that contain 2 control symbols provide added protection
against noise on the line. Since control symbols differ from data
symbols by at least one bit, such a frame will differ from a data frame
by at least 2 bits. The availability of 5 control symbols provides for

up to 25 such protocol frames.

Some frames can be constructed from one control and one retricted
symbol that still meet the clocking requirement of no more than 3
consecutive zeroes. One such frame is used for the FLAG. Thjs
particular frame has been chosen because’ it does not occurﬁgn any phase
of all possible combinations of data and control symbols .- Therefore it
permits'the receiver to acquire and verify frame synchron1sat10n. The
FLAG frame also contains relatively few transitions to minimise RFI

when the link is idle.

Only éhe following & protocol frames are defined:
Bit: abcdefghiyjk

FLAG: 1000100100

ACK: 0110101101

RR: 1111111111

"‘.w 1‘

NUL: 1100111001

ILLEGAL FRAMES : A 10 bit frame results in 1024 possible bit patterns.
Since 256 of these patterns are data frames and 4 are protocol
frames, this leaves 764 patterns that are undefined. If a node
receives any undefined frame while it is in the 'ready' state then it
indicates an 'illegal frame' error. The illegal frame '0000000000'B is
of special interest. If it 4is occurs consistently then it indicates

that the remote node is in the 'disabled state'. Therefore the



5..The |ink protocol and ERP are designed to m nim se the chances of | osing
or duplicating any packets when an error occurs. However the application

shoul d protect itself against these events wherever p For—exanpl e,
~-the byte count can be checked for zero at the end of L%‘J(Eﬁ‘gfﬂ\gn%%ﬂ' gnd
‘time-outs can be used to detect |ost nmessage packetd. LI NK ERRORS

Except where explicitly stated the followi ng errors |arje ¢ Novnﬂpgat ed when
the link hardware is in the 'ready' state prior to tihg error. ¢ases
the hardware will enter the 'check' state and interrupli~tireTmogde—p+oCcessor.

Except for resets no further packets age accepted or acknow edged until the
hardware returns to the 'ready’ state. Errors are generally ignored—T1 the
hardware is not in the 'ready’ state. ACK TIME-QUT : this is indicated
when the sour CecHBYSPIBIdeF elei 1R TR Fone e 1Pt ﬁPﬁLﬂ‘ieE%pf@cufued tinme
of sendi ng t heletecgithingen@itAGh.of a

The transmission and receipt of a packet of data will mext be described

with reference to Figures 2, 3 and 5.

Fig 8 shows the components of one node of Figure 1 connected via DMA and
1/0 buses to a microprocessor 10 which is in turn connected to a data
buffer 12. The microprocessor contains the logic to address and coitrol
the data buffer. The microprocessor also includes a DMA FSM whicﬁlk
controls the transfer of data from the Data buffer into the packetﬂ
buffers of the link hardware. Details of the DMA transfer are not
relevant to the present application and are therefore not described. In
other systems employing the present invention other means may be
provided for transferring data for transmission into the packet buffers.
In the described system, all data entering and leaving the link passes
through the data buffer. The packet buffers are filled by data which
arrives on the links or in the Zescribed implementation by DMA which
fetches data from the data buffer. The 1/0 Bus connecting the I/0
interface to the microprocessor is used by the microprocessor to access
& series of external registers implemented in the link logic. In
addition the microprocessor can build message packets which are
different to the data packets in that they include message information
in the data field. The message packets are held in the outbound 1£;k
message buffer froﬁ where they are transmitted in a similar manner to
normal data packets. Message packets are used for commands, status.and

for initiating data transfers.

Figures 2a and 2b are interconnected and show the main components of the
inbound and outbound links with associated packet buffer RAM 20 and
packet status RAM 30. The A/B packet buffers for the inbound and
outbound links are contained in the packet buffer RAM and the packet
status registers associated with each of the A/B buffers are contained
in the packet status RAM. The packet status registers keep a count of

the ‘number of data bytes stored in the packet buffer and contain address



packet other than a Total Reset. The affected packet remains in the
transmt buffer for possible retransm ssion by the Li EGAL FRAME
this error is indicated if the receiver decodes a fIr &BLAGEMENTI g%ne

of the 4 protocol franes or one of the 256 data frangs. ROR

this error is indicated when a node receives an invali

sequence of franmes as |listed here: 1. A short packet |w 9 dl

data franes between 2 FLAG s. This may be caused by poi '

manuf act uri ng a FLAG |
24 ———
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information. Each of the outbound and inbound packet buffers requires a
corresponding packet status register (PSR). The packet status registers

are 16 bits wide and each contains two fields:

(i) An 8 bit destination field: For outbound packets this contains a
value which will be copied into the address field of the outgoing packet
when the corresponding packet buffer contents are transmitted by the
link. This value may be automatically loaded by hardware when the packet
is being fetched into the packet buffer,-in preparation for -
transmission. For inbound packets, this field contains an:gggrgss
extracted from the address field of the incoming packet. Tiiis value is
written into the PSR by the inbound link FSM, and its Qalue is used to

determine the packet's subsequent routing.

(1i) An 8 Bit Byte Count field: For outbound packets this contains a
value which indicates the number of bytes which have been placed in the
corresponding packet buffer. When.the link transmits the packet, this
value has to be copied into a byte counter (part of the link hardware)
which is decremented as each data byte is sent. The value in the PSR is
preserved in case the packet has to be transmitted due to an error
during link transmission. For inbound packets, this field contains a
value which indicates the number of data bytes which were received in

the incoming packet (excluding the two CRC bytes).

Rt

Figs 3a and 3b show the various states and the transitions between
states of the outbound (Tx) FSMs. As described previously there are two
FSMs, one being a packet FSM (Fig 3a) which controls the transmission of
packets and the other being a control FSM (Fig 3b) which controls the
transmission of ACK and RR responses. The transmission of a packet of
data under the control of the Tx FSM will be described with reference to
Figures 2a and 2b which show in block diagrammatical form the Tx FSM and

connected hardware.

The outbound packet status arbitration logic 52 continuously monitors

the outbound packet status bits associated with each packet buffer to



32 . 2. A node receives a control field that does not %pecjfv a_reset and
no buffer is available, ie. when 'RR pending' is set. :}WPLAUEMFm?

ACK response,

f e

ie. when "waiting for ACK is reset. 4, -so+-at-ed

frame. If an ACK response is corrupted the transmtter mﬁ aéso detect

ACK ti ne-out.

5. An isolated RR frane. NOV 1994
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determine if there is any data in the buffer which is ready to be
transmitted. If so, the Tx packat FSM is notified by a pulse on line
110. At the same time arbitration logic 52 pulses line 120 which causes
the byte counter 58 to load the value stored in the 8 bit count field in
the packet status register associated with the packet buffer containing
the data to be sent. The byte counter therefore contains a value
corresbonding to the number of data bytes to be transmitted in that
particulaf packet. During packet transmission, the counter is

decremented as each byte is transferred from the data packet buffer= A

fd

pulse is put onto line 122 when the counter decrements to zero. ;~
When the packet FSM receives the signal over line 110, it sets low the
FLAG line between the Tx FSM and the encoder 82 which stops the encoder
transmitting FLAG frames. The packet FSM then presents a request for
control information on line 101 (fig 2a and b). It will be remembered
that the control field of a data packet contains 8 bits. For a normal
data p%cket (ie not link or total reset packet), the first six bits of
the control field are set to 0. These & bits are obtained from a control
field register 54, the signal on 101 causing MUX 56 to pass the six bits
which are sent out on 104 connecting mux 56 with mux 66. The last two
bits of the control byte which contain the packet sequence number
information are obtained from TSN register 70 an added to the 6 bhits
from the control field register. The Transmit sequence number held in _
the TSN register is incremented for each packet transmitted and é?

specifically when the packet FSM enters the 'send control state'.

When the packet FSM enters the 'send address' state, the require address
line 102 is pulsed which causes mux 56 to pass the 8 bits of address
information contained in the destination field of the associated packet
status register. The address information is then passed onto line 104.
Because of the exclusive nature of mux 56 only one of the control,
address and data lines may be set at any one time and accordingly only

control, address or data bytes -re present on line 104 at any one time.

N



6. A NUL frame wth no intervening data frame since the |last FLAG

One half of the link will hang if an RR response is |ost wthout any
errors being detected, eg. if the RRs are changed to FLAG s while the |ink
is idle. This is extrenely unlikely and therefordg™~mo—+escovery is_provided
at the link level. Instead the application shoul &Bhﬁ@féﬂ"mﬁ SHPETOLt for
the operation in progress. CRC ERROR: this errqgr marcated—when a
recei ved packet has bad CRC and none of the errors rred.
SEQUENCE ERROR: this error is indicated when a rdgc 2}‘%@&@9 hclS PSN not
equal to RSN, none of the errors above aggcurred ﬁ dpes not
specify a reset. A previous packet has probably been | ost. PACKET
REJECT : this error is indicated when a packet |s recerved—eer+ectly with
none of the errofts RESERFEFHLithet RBSSEHERDL thes sﬁ?i’a&‘if’éfﬁsaﬂflaée and checks

whether the byte counter is set to zero. If so there is no data to be

transmitted in the packet data field and the FSM passes onto the 'send
CRC1,2' state. If line 122 does not indicate that byte counter is set to
zero then there is data to be transmitted and the FSM enters the 'Send
data state'. The require data line 103 which causes mux to pass a data
byte from the packet buffer over lines 203 and 104. Each time a require

data signal is sent the byte counter is decremented modulo 4.

A transmitted data packet also contains a CRC field which coné}sts of
two data frames. The CRC field is calculated in two 8 bit CRC registers
in outbound CRC generator 68. Both registers are preset to ail-onés at
the start of each packet, more specifically when when the Tx packet FSM
enters the 'send control' state. The CRC is then accumulated over the
control, address and data fields by the registers in the outbound CRC
generator 68. When the last byte of data contained in the packet buffer
is sent (when the byte counter 58 has decremented to 0) the FSM enters
the 'send CRC1,2' state in which the two CRC registers are encoded by
the encoder into 10 bitlframes (CRC1 and CRC2) and transmitted. When
CRC1 and CRC2 have been sent the FSM sets ACK TIMER 72 running. 1f a
pair of ACK frames for a previous data packet have not been received by
the inbound link then the FSM sets the NUL line between the FSM and the
ACK frame is received before an ACK time out occurs, the tranéhls;lon of
NUL frames is Stopped and the F°M sets the FLAG line high which caﬁses a
FLAG frame, defining the end of the packet, to be sent. The whole packet
sending process is repeated if there is more data waiting to be sent,

otherwise the FSM causes FLAG frames to be sent continuously.

After the control, address, data and CRC fields have been encoded, the
packet passes through serialiser and is transmitted along the outbound

twisted pair by driver 86.

At any time during the transmission of a data packet, it may be

necessary to send out a pair of response frames either RR or ACK.
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Transmission of responses has priority over the transmission of the
packet so it is necessary to provide the means to interrubt data packet
transmission. Sending of ACK or RR responses is controlled by the Tx
control FSM which is normally in idle mode while data packets are being
transmitted. When the control FSM receives a signal from the Rx FSM over
line 107 or 108, the Tx packet FSM is interrupted and the control FSM
started. Depending on whether the response required was an ACK or RR,
the control FSM sets high the RR or ACK line between the Tx FSM and the
encoder which then sends out & pair of 10 bit ACK or RR frames. Whig
this is done, the control FSM reenters the idle state and the pacééf fSM

resumes transmission of the part.processed data packet.

Next will be described the operation of the Rx FSMs in receiving packets
of data and response frames (RR and ACK) sent by a transmitter at the
other end of the serial link. Figs 4a and 4b show the states of the two
Rx FSMs (packet and control) and Figures 2a and 2b show the FSMs and
connected componenté. Referring to Fig 4a, the Rx packet FSM is normally
sitting in the idle state and receiving pulses along line 140 from
deserialiser 94 indicating the receipt of FLAG frames. As noted before
FLAG frames are sent continuously when no data packets are sent in order
to maintain synchronisation at the receiver. The Tx packet FSM only
'wakes up' when it receives something other than a FLAG frame. When a.
data frame (ie control, address or data frame) is detected by the .. -..
inbound 4/5 decoder 92, the data line between the decoder and the éi
packet FSM is pulsed which causes it to enter the 'réceived control
state'. The FSM pulses line 152 which resets byte counter 64. Counter
64 is actually reset at -2, in order to compensate for the two CRC
frames expected at the end of the packet. The pulse on line 152 also
resets write pointer 62. CRC accumulator is also preset when the FSM
enters the received cntrl frame state.The 'cntrl here' line out of the
Rx FSM is pulsed. This tells the external logic that the data to be
presented on 'rx_data' 8 bit bus is the control frame that has just been
received. The control frame is gated by 53 and the information held in
register 55 for access by the external logic. After-the control frame

has been received, normally a second data frame is expected. However, it
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FAULT: this error is indicated when the line driverjor |line receiver
detects an invalid voltage and the link H&dware is not in the
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can happen that the next frame received is a FLAG detected by the
deserialiser. This can occur if the control frame that was supposedly
received was caused by & fault on the incoming line. If a FLAG is
received, the FSM indicates a protocol error. If the next frame is a
data frame the data line between decoder and FSM is pulsed once again
which causes the FSM to enter the 'received address' frame state. The
FSM then pulses the 'addr here' line 146. This tells logic outside the
link that the data on 8 bit bus 150 is an address frame. The address
frame is gated by 57 and the byte making up the address framqh}s held
temporarily in register 59. The external logic looks at the;address and
decides whether the address is valid. If not a pkt reject error is

indicated.

After the address byte has been received, the next frame will be either
a data byte or a CRC byte, depending on whether there is a:data field i
the packet. The FSM enters the 'received data/crc state'. At this stage
data and CRC frames are indistinguishable from one anotheri The FSH
pulses line 148 indicating the presence of a data frame. Byte counter
and write pointer are incremented and the data frame is transferred int
the packet buffer. As data frames are received, the packet FSM goes
round the receive data frame loop, each time a frame is received the
byte counter and write pointer are incremented. As each frame is
received (including control and address frames) inbound CRC éééﬁmulator
95 accumulates CRC over the incoming frames. When all data f;ames have
been received, a FLAG is detected by the deserialiser. This causes the
Rx FSM to reenter the idle state until the next data packet begins to
come in. When the 'received data' state of the FSM is exited on receipt
of the end FLAG, the FSM pulses lines 154 indicating the last byte has
been received. In addition if the packet has been received without
protocol, CRC or other errors them the FSM pulses line 156. If no error
have been detected and the CRC checksum is correct, then the Rx FSM
pulses line 107 which freezes the Tx packet FSM if in the middle of
transmitting a packet and causes the Tx control FSM to send out a pair
of ACK frames as described above. The RSN in register is also

incremented. When 154 and 156 are pulsed, the count stored in byte

n

0

s
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this bit indicates that the node

counter 64 is copied into the packet status register associated with the
packet buffer into which the data has been written. The address held in
register 59 is also copied in the destination field of the status
register. After the address and count fields of the register have been
written the i/b packet full bit is set by a pulse on line 158 which
indicates to the external logic (ie the logic that uses the data that
has been received) that a packet has been correctly received and is
ready for access. If during receipt of a packet, an illegal frame is
detected by the decoder, the portion of the packet received up tq;fhat

point is discarded. TE

As described previously during full duplex operation of the link a
response frame (RR or ACK) may be interleaved within a data packet.
Accordingly when a packet is being received as described above, the
decoder may detect a pair of ACK or RR frames. The Rx control FSM which
is normally idling is started. When a RR frame is detected, the control
FSM enters the 'rx RR1' state. If a second RR frame is detected (as
should be the case) the FSM enters the 'Rx RR2' state. The FSM then
indicates that a valid RR response has been received and this causes
line 160 to be pulsed thereby indicating to the packet arbitration logic
52 that the remote node is ready to receive more data. The arbitration
logic knows if there is data in the buffer to be tranmsmitted and if so
it begins packet transmission as described above. If the Rx contzol-FSM
receives a pair of ACK frames, then it causes line 162 to be pulsed. The
arbitration logic indicates to the history log that a valid ACK response
has been received. The history log knows what packets are outstanding
that require acknowledgment. The Tx packet buffer containing the

acknowledged packet can then be cleared ready for more data.
ERROR RECOVERY PROCEDURE (ERP)

The architecture of the serial ‘ink defines the method to recover
TRANSMISSION errors at the packet level. Recovery is performed by a
self-contained Link ERP using the existing transmit packet buffers.

This has the following benefits:

Ill,
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o The application software is simplified since recovery is
transparent.
o There is no need to terminate any operations when an error
occurs.
° There is no uncertainty about the state of the remote node.

o The compatibility of different implementations is enhaggéd.

A

Note that HARDWARE ERRORS, such as .parity checks, may not be.:;céverahle

at the packet level. Data may have been lost or unknown state changes

may have occurred. In this case the application must  still perform the

recovery. The operations in progress are terminated and repeated by a

higher level in the using system. This is an acceptable solution since
- hardware errors are much less frequent than transmission errors.

The basic principles of the method of error recovery are as follows:

1. " In normal operation (as described in detail above) the transmitter
does not reuse 8 packet buffer until it has received an ACK response.
This indicates that the packet has been received correctly by the
destination node. Therefore when an error occurs the affected‘PEqket(s)
are still available for retransmission (because a node can beéﬁﬂ ;ending
a4 second packét before receiving the acknowledgment for the first fhere

may be at most two packets that require retransmission).

2. When an error is detected both nodes enter the 'check' state,

invoke the Link ERP and exchange status by means of Link Resets.

3. Recovery is performed separately for each line. Each node is
responsible for recovering packets that were lost on its out-bound line.
Because the transmitter is allowed to start sending another packet
before it receives an ACK résponse, up to 2 packets may need to be

retransmitted.
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000 No error 001 Il egal

010 Prot ocol error 01

100 Sequence error 101 en two

or nore errors occur sinultaneously the | owest nunber is reported.

4. Before restarting communication the Link ERP forces the hardware

into the 'disabled' state so that both nodes are in compatible states.

5. The link protocol and ERP are designed to minimise the chances of
losing or duplicating any packets when an error occurs. However the
application should protect itself against these events wherever
possible. For example, the byte count can be checked for zero at the end
of a data transfer and time-outs can be used to detect lost message

packets.

'Egrﬂ:m

LINK ERRORS

Except where explicitly stated the following errors are only indicated
when the link hardware is in the 'ready' state prior to the error. In
all cases the hardware will enter the 'check' state and interrupt the
node processor. Except for resets no further packets are accepted or
acknowledged until the hardware returns to the 'ready' state. Errors are

generally ignored if the hardware is not in the 'ready' state.

ACK TIME-OUT : this is indicated when the source does not receive an
ACK response within the specified time of sending the trailing FLAG of a
packet other than a Total Reset. The affected packet remains in
the transmit buffer for possible retransmission by the Link ERP. _

ki
ILLEGAL FRAME : this error is indicated if the receiver decodes a
frame which is not one of the 4 protocol frames or one of the 256 data

frames.

' PROTOCOL ERROR : this error is indicated when a node receives an

invalid or unexpected sequence of frames as listed here:

1. A short packet with less than 4 data frames between 2 FLAG's.

This may be caused by noise corrupting or manufacturing a FLAG.
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2. A node receives a control field that does not specify a reset and

no buffer is available, ie. when 'RR pending' is set.

3. An unexpected ACK response, ie. when 'waiting for ACK' is reset.

4. An.isolated ACK frame. If an ACK response is corrupted the
transmitter will also detect an ACK time-out.

5. An isolated RR frame.

i Ir.",éﬂ‘l ;".I

6. A NUL frame with mno intervening data frame since the last FLAG.

One half of the link will hané if an RR response is lost without any
errors being detected, eg. if the RR's are changed to FLAG's while
the link is idle. This is extremely unlikely and therefore no recovery
is provided at the link level. Instead the application should provide

a time-out for the operatlon in progress.

CRC ERROR: this error is indicated when a received packet has bad CRC

and none of the errors above occurred.

SEQUENCE ERROR: this error is indicated when a received packet has PSN
not equal to RSN, none of the errors above occurred and the %packet

does not. specify & reset. A previous packet has probablyabeen lost.

PACKET REJECT : this error is indicated when a packet is received
correctly with none of the errors above but the packet is unacceptable

for any of the following reasons:

1. The packet is too long to fit in the available buffers. Note that
the receiver must continue to accumulate the CRC after the buffer has
overflowed in order to verify that there hasn't been a transmission

error, eg. a corrupted FLAG.
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2. The packet length is otherwise unacceptable to the implementation,

eg. odd when it must be even.

3. The wuser-defined bits in the control field are not acceptable to

the implementation.

4. The address field specifies a destination that is currently

invalid or not implemented and the control field does not specify a

reset.

}pilm

'
#

i

Errors in this class are due to programming, synchronisation or
compatibility problems. The Link ERP does not retry them.
Instead the application will be alerted via an ERP exit so that it can

retry or terminate the operations in progress.

LINE FAULT: this error is indicated when the line driver or line
receiver detects an invalid voltage and the link hardware is not in the
'disabled' state. The cable may be open or short circuit or the remote

node may be powered off.

HARDWARE ERROR: this error is indicated when a node detects an internal
hardware error, eg. a parity check. The Link ERP will not retry errors
in this class. Instead the application will be alerted via an ERP oxit

=
so that it can retry or terminate the operations in progress. =

LINK STATUS BYTE

During error recovery the Link ERP in each node builds a Link Status
Byte and sends it to the other node in the address field of & Link Reset
packet. Fig. 9 shows the format of the link status byte.

H/W ERROR When '1', this bit indicates that the node

detected an internal hardware error.

LINE‘ FAULT When '1', this bit indicates that the node



recogni se an unrecoverable error and remai n synchroni sed. Note that the
time intervals included in this description are for_illustrative purposes
only, in practice they are dependent on the applica — [

and' invokes its Link ERP. The Link ERP functions ¥

waits until the transmtter has finished sending the cun@q@bvp@ag if
any. 2. The ERP then builds the Link Status Bytelby referenc ofthe
har dwar e. 3. If the line driver or receiver have{d ' Aul t
then the ERP tries to reset the error. this fai tion

Is alerted via an ERP exit ('Permanent line fault').

detected a line fault on either the in-bound or
the out-bound pair. It is provided for
information only and it is not referenced by the

Link ERP in the destination node.

ACK T/0 When '1', this bit indicates that the
transmitter timed-out while waiting for an ACK
response. It is provided for information only
and it is not referenced by the Link ERP in the

destination node.

i ll' ,’u"l ;,|..

RECEIVER ERRORS This field contains a 3-bit code to identify

the first error detected by the receiver:

000 No error
001 Illegal frame

f 010 Protocol error
011 CRC error
100 Sequence error

101 Packet reject

When two or more errors occur simultaneously the lowest number is
reported. L
RSN This is the receive sequence number for the last
packet that was acknowledged by the node,
excluding Link Resets. It is needed by the Link

ERP in the remote node.

How the link status byte is compiled when an error is detected is

described in detail below.

Error recovery is symmetrical for both nodes. When an error occurs both
nodes will enter the 'check' state and invoke the Link ERP. It is

expected that the Link ERP will normally be implemented in software
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running on the node processor. However the functions could conceivably

be performed by a hardware FSM if performance is critical.

I1f the ERP determines that a transmission error occurred then it
attempts to recover the error itself. If recovery is successful the

Link ERP terminates and the application continues unaware of the

error.

The ERP cannot recover some errors transparently, eg. hardware exyors
or permanent line faults. In these cases the ERP exits to the ,7§§ -
application, which should then perform a reset and abort the opef:¥ipns
in progress. The ERP is carefully designed so that both nodes always

recognise an unrecoverable error and remain synchronised.

Note that the time intervals included in this description are for
illustrative purposes only, in practice they are dependent on the

application and implementation.

The first (or only) node that detects the error enters the 'check' state

and’ invokes its Link ERP. The Link ERP functions as follows:

1. The ERP waits until the transmitter has finished sending the current
packet, if any.
2. The ERP then builds the Link Status Byte by reference to the

hardware.

3. If the line driver or receiver have detected a line fault then the
ERP tries to reset the error. If this fails then the application is

alerted via an ERP exit ('Permanent line fault').

4. The ERP checks whether the receiver has indicated a 'no frames'
eryor. If so, the remote node may have powered off or it may have
entered the 'disabled' state. The application is alerted via an ER] exit

('Remote node disabled').



5. The ERP saves the local TSN which is held in TSN register 70 for use

| at er.
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.t3.nce both nodes are always involved in error

6. The ERP instructs the transmitter to send a Link Reset packet
containing the local Link Status Byte to the remote node. The remote

node should now enter the ‘check' state, if it has not already done so.

Either way it will invoke its Link ERP and return a Link Reset
containing the remote Link Status Byte.
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7. The ERP waits to receive an acknowledgement to the Link ﬁgset that
it sent. It also waits to receive 4 Link Reset from the remote node.

If an ACK time-out occurs, or no Link Reset has been received after 1
ms, then the ERP sends another Link Reset. If an ACK time-out occurs, or
no Link Reset has been received after a further 1 ms, then the

application is alerted via an ERP exit ('Link Reset failed').

8. The implementation must protect against the ERP looping if there is
a permanent error. Since both nodes are always involved in error
recovery it is sufficient if only one node provides this protection, eg.
the upper node in a hierarchical system. The following is an example of
one method that can be used. Each invocation of the ERP increments a
retry counter that is reset to zero periodically by a timer. If the
number of retries in one period of the timer exceeds some maximém'value
then the ERP waits 10 ms to ensure the remote node recognises Ehat
retry is being aborted. The application’is then alerted via an ERP exit
('Retry limit exceeded'). This scheme also protects against excessive

use of the ERP in the event of severe external noise.

9. 1If either node has detected a hardware error then the application
is alerted via an ERP exit ('Hardware error'). The ERP exit also
indicates the node that detected the error. (Local node, remote node or

both.)

10. If either node has indicated 'packet reject’ then further

communication may be meaningless. The application is alerted via an

8.
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waits 10 ns to ensure the renote node recognises t
aborted. The application is then alerted via an ERR-e \
exceeded' ). This schene al so protects agai nst excessive use of the
t he event of severe external noise. 9. If either node has detected a
hardware error then the application is alerted via an ERP exit (' Hardware
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11. Otherwise the ERP calculates the number of packets that have been
sent but not acknowledged,

Q = (Transmit_pointer - Retry_pointer) modulo N
where N is the number of transmit buffers that are provided. Q sﬁgnld
be 0 or 1 packets. The ERP also calculates the number of packets that

have been transmitted but not received,’
= (Saved_local_TSN - Remote_RSN) modulo 4
P should be less than or equal to Q.

If either of these checks fails the ERP waits 10 ms to ensure that the
remote node recognises an unrecoverable error. The application is then

alerted via an ERP exit ('Invalid retry status').

12. Otherwise the ERP arranges to resend the lost packets by subtracting
P from its transmit pointer, modulo N. ’

13. Those out-bound buffers that do not need to be retransmitted must

now be discarded using the following algorithm:

Do while Retry_pointer # Transmit_pointer;
Deallocate buffer at Retry_ pointer;
Increment Retry_pointer modulo N;

End;

14. If the node has received a packet containing any of the 'receiver
errors’ in the Link Status Byte then it must be discarded. The
appropriate in-bound buffer may be deallocated automatically by the

receiver hardware or the ERP may have to do it explicitly. Otherwise
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the ERP does not need to deal with the in-bound buffers. If any are

full they will be emptied by the application.

15. The ERP disables the link and resets all of the latches for

hardware errors, ACK time-out and receiver errors.

16. The ERP waits until the remote node enters the 'disabled' state,
as indicated by the 'no frames' signal from the receiver. This is
required to synchronise the two Link ERP's and prevent the té;nspitter

sending an RR response while the remote node is ‘still in "the 'check'

state.

If the receiver does not indicate 'no frames' within 1 ms the
application is alerted via an ERP exit ('Time-out waiting for disabled

state'). The remote node may have detected an unrecoverable link

error.
17. Otherwise the ERP enables the link.

18. The ERP waits for the link to become 'ready'. This indicates that
the remote node has completed its recovery. In a hierarchical system the
lower node may wait indefinitely for the 'ready' state. Alternatively a
time-out can be provided as follows. If the link does not becpme
'ready' within 1 mws the application is alerted via an ERP é;it
('Time-out waiting for ready state'). This may indicate that the remote

node has powered off or encountered a Type 1 error.
19. Otherwise the ERP terminates successfully.

After each node becomes 'ready’ it will send an RR response to the
other when it .has at least 1 in-bound buffer available. This will

reset 'waiting for RR' and allow transmission of any pending packets.

Fig 7 illustrates one example of the operation of the Link ERP. The

local node sends 2 packets back-to-back. The remote node receives them
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buffers that do not need to be retranggitted nust

correctly but the ACK response for the first packet is corrupted. The
local node then detects an illegal frame. No packets need to be
retransmitted since only the ACK response was lost. To illustrate the
operation of the transmit pointer (TP) and the retry pointer (RP) it is
assumed that the local node has 4 transmit buffers. The remote node has
2 receive buffers. P and Q values are those calcuated according to the

equations given earlier.

The detection of errors and the resultant compilation and transmigsion
of a link reset packet including link status byte will now be described

in greater detail with refernce to Figs 2a and 2b.

When an error is detected by the outbound link during packet
transmission or by the inbound link during packet reception, an erfor
line is pulsed (e.g. line 141 exiting the receiver indicating & receiver
line fault or line 161 exiting the Rx FSM indicating a pkt reject
error). The pulse causes the appropriate bit in one of two registers
associated with the link hardware to be set. These two registers are
the Link Error Register and Link H/W error register. The Link error
register is an B bit register which is used to indicate most of the
detectable errors i.e. illegal frame, protocol error, CRC error, packet
reject, ACK time out, no frames and line fault. The Link hardware error
register indicates the type of hardware error detected. A third .
register shown in Fig 9 is the Link Status Register. Two bits of this
register indicate fhe value of the transmit sequence number (TSN) which
is maintained in the TSN register 70 of the outbound link. The value is
incremented for every packet sent. The value of the TSN is used during
error recovery (as described above) in the process of calculating how
many packets need to be retransmitted. A further two bits of the Link
status register indicate the value of the receive sequence number (RSN)
which is maintained by the RSN register 93 of the inbound link. This
value is incremented for every packet received (ie for every ACK
response sent). This value is frozen when the link enters the check

state when an error is detected.



now be di scarded using the foll ow ng algorithm Do while Retry_pointer
[err] Transmt _pointer; Deallocate buffer at Retrypoirnter; |ncrenment

Retry_pointer nodulo N, End; 14. If the node has recf a cKel,
containing any of the 'receiver errors' in the Link Sth %@?-év Bﬁcﬁ I
nmust be di scarded. The appropriate in-bound buffer nmay{bg déall ocat ed
automatically by the receiver hardware or the ERP may 1a/e 18 NOVY 1996

explicitly. Qherw se

40

The Link ERP invoked on detection of an error compiles the link status
byte with reference to these three registers. The link ERP is controlled
by the microprocessor of Fig 8. Each of the bits of the Link Status Byte
is copied from one of the three above described registers. A receiver
error (illegal frame, protocol error, sequence error, crc error or
packet reject error is indicated in the link status byte by the three
bit code described above.

The link status byte so compiled is loaded by the mlcroprocessgr into
the destination field of the packet status register assoc1ated‘with the
outbound link message buffer. The count field of the PSR is set at zero.
Line 204 in Fig 2a is pulsed to indicate that a reset packet is ready to
be sent. The link reset packet is then transmitted by the outboundllink
hardware in substantially the same way as a data packet, as is described
in detail above. However, the control frame requesteﬁ by the Tx packet.
FSM is obtained from line 204 and has the appropriate bit set to
indicate either a link reset or a total reset. The Jddress field is
obtained in the normal way from the destination field of the packet
status register which in the case of link resets contains the compiled
link status byte. There are no bytes of data in the message buffer so
the Tx FSM completes the packet with the two CRC bytes and trailing end
flag. Thus using the method described above, little extra logic in the
link hardware is required in order to transmit the link reset gphket

which is transmitted in the same way as a normal data packet.

When the link reset packet is correctly received by the inbound link of
the remote node, it is acknowledged in the same way as a normal packet.
The address field comprising the link status byte is loaded into the
packet status register of the inbound packet buffer ready for access by
the link ERP. The control field indicating that the packet is a reset
packet is held in latch 59 where it is accessed by external logic. When
the reset packet has been received, the Link ERP in the remote node is
invoked which causes & link status byte to be compiled and transmitted

in the same way as already dencribed.



38 the ERP does not need to deal with the in-bound buffers. If any are

full they will be enptied by the application. 15. The ERP di t he
link and resets all of the |atches for hardware er oggpLgygﬁﬁmﬂmﬁﬁﬁﬁt and
receiver errors. 16. The ERP waits until the renqt enters—ihe

"di sabl ed" state, as indicated by the 'no franes' gidgnal fr
receiver. This is required to synchronise the two Link1@R58gL§§§ dr gvent
the transmtter sending an RR response while the re e node_is_stilll in

the 'check' state.

- 41

Each node then looks at the error information contained in the link
reset packet that it receives. The way the node acts in response to each
type of error depends on the system connected to the node. As described
previously if a hardware error or packet reject error is detected the
ERP does not attempt to recover the error by retransmission of packets.
Instead it alerts the application by means of an ERP exit. Otherwise the
ERP calculates the number of packets that have been sent but not
acknowledged. The History log 51 contains this information. The ERP also
caculates the number of packets that have been transmitted but notgi-
received. This value is obtainea by subtracting the RSN value coﬁ;gfhed-
in the link status byte from the TSN value in the local node which‘&as
frozen when the node entered the link check state. The node thus knows
how many packets need to be retransmitted. As described previously. the

node discards those packets which were received by the remote node.

Ay



| f. the receiver does not indicate 'no franes' within 1 ns the application
is alerted via an ERP exit ('Tine-out waiting for disabled state'). The
renot e node may have detected an unrecoverable link error. 17. O herw se
t he ERP enabl es the |ink. 18. The ERP waits for the link to becone
‘ready'. This indicates that the renote node has conpleted its recovery. In
a hierarchical systemthe |lower node may wait indefinitely for the 'ready'
state. Alternatively a tine-out can be provided as fjol EnEhTt I mk
does not becgne 'ready’ within 1 nms the application iﬁtgﬁf"ﬂw\,@f@n%p{p
exit ("Time-out waiting for ready state'), This may ifndicate that the
renot e node has powered off or encountered a Type 1 err of 8 HCM 94994 hef wi se
the ERP term nates successfully. After each node be¢ones 'ready’ (t|wll
send an RR respormseist 0 the other when it has at |eagt 1 in-bound uf | er
avai |l abl e. This wll

APPLICATION A software process that is communicating via
the link.

NODE One of the two ends of a serial link.

SOURCE The node that originates a particular packet.

DESTINATION The node that receives the packet. )

LINE A physical connection between g8 transmitter and a reé;iver.
TRANSMITTER, TX The logic that drives the out-boundli?;e.
RECEIVER, RX The logic that decodes the signal on the

in-bound line.

FRAME A sequence of 10 encoded bits that reﬁresents a data byte or a
protocol function.

PACKET A sequence of 4 or more data frames delimited by FLAG frames.

FIELD A group of related data frames in a packet, eg. the CRC field.
RESPONSE A pair of ACK or RR frames that is sent in reply to a received
packet. ’

CRC Cyclic redundancy check

ERP Error recovery procedure

FSM Finite state machine

NRZI Non return to zero inverted

POR Power on reset .

POST ) Power on self test ?

RFI Radio frequency interference

LINK STATUS BYTE 4 byte of status information which is exchanged

between nodes during execution of the link ERP.



reset 'waiting for RR and allow transm ssion of any pendi ng packets. Fig
7 illustrates one exanple of the operation of the Link ERP. The | ocal node
sends 2 packets back-to-back. The renote node receives them
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Claims

1. An error recovery method for use in a data communication system of
the kind comprising two nodes connected by a serial link, data being
transferred between the nodes in packets of a predefined format, in
which method,

each node monitors the system for errors and, if an error is-_{_
detected, by one node, it sends a message to the other node, the message
including & sequence number indicative of the last packet received by
said one node and on receipt of said message the other node sends a
message to said one node including a sequence nﬁmber indicative of the
last packet received by that node, each node determining from the
message from the other node the number of packets, if any, that were not
correctly received by the other node and retransmitting the missing

packets.

2. A method as claimed in claim 1 in which each node sends an
acknowledgement message to the other node upon receipt of a packet. and
each node, if an error is detected additionally calculates the numbher of
packets it has sent which have not been acknowledged, compares this
number with number of packets to be retransmitted and discards any ‘;

surplus packets.

3. A method as claimed in claim 1 or claim 2 in which retransmission

is not attempted upon the detection of certain predetermined errors.

4. A method as claimed in any preceding claim in which said packets
comprise a plurality of predefined fields, each field consisting of one
or more multibit data frames, the flow of data packets being controlled
by means of multiple bit control frames distinguishable from the data

frames, the control frames being transmissible independently of the data

packets.
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| ocal node then detects an illegal frame. No packets need to be
retransnitted since oply the ACK requnse was lost. To illustrate the
operation of the transg 0|nter IF? add the retry p0|nter (RP) it is
assuned that the |ocal % i
receive buffers. P and

equations given earlier il 4 .
conpi | ation and transni gsijon of a I|n |ncluding | i nk status
byte will now be desribdgd % with refernce to Figs 2a and

2b. When an error is ound |ink during packet

transm ssion or by the i i nk durlnd packet reception, an error |line
is pulsed (e.g. line 141 exiting the receiver indicating a receiver |ine
fault or line 161 gxi taimgnddhe EeifBMni ¢ldincates nigpeandpitt orr gjagre 2. ingyhidr fhe The
pul se_causes L he IpRLARL,akf: Bidsekd'100R OF tlOontRAI SRS associated wi th
the link hardware to be Set. These two registers are the Link Error

Regi ster and Link H Werror register. The Link error register is an 8 bit
regi ster which is Qised 4858 cAmPRisREIoMSETepAngifdinget ect abl e errors i . e.
illegal franme, protocol error, CRC error, packet reject, ACK tine out, no-
frames and line fault . ,Jh&iekiBkneBEaiyos BeQET @ink over which data is transferred

between the nodes in packets of a predefined format,

error detection means in each node for detecting errors.%n-the
. o

system,

and transmission error recovery means in at least one node
responsive either to aetection of an error by the error detection means
of that node to cause that node to send an error message to the other
node-inéluding a sequence number indicative of the last packet received
by said at least one node, or to receipt of an error message from the

other node to cause said at lea-t one node to send its error message to

the other node,

each node being arranged to determine from the error message from
the other node the number of packets, if any, that were not correctly

received by the other node and to retransmit the missing packets.

7. A system as claimed in claim 6 in which each node includes multiple
packet buffers for storing packets to be transmitted over the link of

received on the link.

8. A system as claimed in claim 7 in which each node including means
for transmitting an acknowledgement message to the other node upon

receipt of a packet,

transmit pointer means for indicating from which packet buffer the

last packet was transmitted, and

This Sheet Has Been Replaced
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regi ster indicates the type of hardware error detected. A third register
shown in Fig 9 is the Link Status Register. Two bits of this register

i ndicate the value of the transmt sequence nunber (TSN) which is

mai ntained in the TSN regi ster 70 of the outbound link. The value is
increnented for every packet sent. The value of the TSN is used during
error recovery (as described above) in the process of cgleu-ating-how many
packets need to be retransnmitted. A further two bits of]| Tt8 SHEET BAS\BESN |
regi ster indicate the value of the receive sequence nunper (RER)AQED ch i
mai nt ai ned by the RSN regi ster 93 of fhe inbound |ink. Thrs~vatue—t+s
incremented for every packet recei ved45(i e for every ACK response sent).
This value is frozen when the link enters the check state when an error is
det ect ed. acknowledgement pointer means for indicating from which packet

buffer the last packet to have been acknowledged was transmitted.

9. A system as claimed in claim 8 including means for calculating from
the transmit pointer means, the number of packets sent which have not

been acknowledged,

and means for comparing this number with the number of packets to

be retransmitted, '
L e

thereby to identify packet buffers containing packets not required

to be retransmitted.
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40 The Link ERP invoked on detection of an error conpiles the link status
byte with reference to these three registers. The link ERP is controlled by
the m croprocessor of Fig 8. Each of the bits of the Link Status Byte is
copied fromone of the three above described registers. A receiver error
(il'legal franme, protocol error, sequence error, crc error or packet reject
error is indicated in the link status byte by the three bit code descri bed
above. The link status byte so conpiled is | oaded by the m croprocessor
into the destination field of the packet status register associated with

t he outbound |ink nessage buffer. The c8Bnt field of the PSR is set at

zero. Line 204 in Fig 2a is pulsed to indicate that a reset packet is ready
to be sent. The link reset packet is then transmtted by the outbound |ink
hardware in substantially the same way as a data packet, as is described

METHOD OF ERROR RECOVERY IN A DATA COMMUNICATION SYSTEM

ABSTRACT
Described is a method of error recovery in a data communication system of the
kind comprising two nodes connected by a serial link and wherein data is transmitted
between the nodes in the form of packets of a predefined format. Each;g:ggde 1:eceives
data over an inbound line and transmits data over an outbound line. W'ﬁén an error is
detected, both notes enter a link check state, invoke a Link Error Recovery Procedure
(ERP) and exchange status by means of Link Resets. Error recovery is performed
separately for each line. Each node is responsible for recovering packets that were lost
i on its outbound line. In normal operation of the link, the transmitter does not reuse a
packet buffer until it has received a response from the connected node indicating that the
packet was correctly received. Therefore, when an error occurs, the affected packets are

still available for retransmission.

REPLACEMENT SHEET
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in detail above. However, the control franme requested by the Tx packet FSM
is obtained fromline 204 and has the appropriate bit set to indicate
either alink reset or a total reset. The address field is obtained in the
normal way fromthe destination field of the packet status register which
in the case of link resets contains the conpiled |ink stat us byte. There

are no bytes of data in the nessage buff erso—the—Fx—FS ﬁ | etes.the
packet with the two CRC bytes and trailing drﬁPLﬂCdér\TNdsC si ng the nethod
descri bed above, little extra logic in the Rhardware is fequired in
order to transmt the link reset packet wh c1 i @D jgtedi in the same
8 .

way as a nornal data packet. When the |ipkireset packet js}correctly
recei ved by the inbound |ink W8 the renote|néde—t—t+s—ackhojd edged in the
same way as a normal packet. The address fiteld conprising thé Iink status

byte is |loaded into the packet status regi ster—of~The 1 nbound.packet buffer
ready for access by the link ERP. The control field indicating that the
packet is a reset packet is held in latch 59 where it is accessed by
external logjc. |Wen the reget pgcket_has begn riecelved, the Link ERP in
the renptehgde |i s igddk&d Which cau$gstfaad| k sté&tps byte to be conpil ed
and transnﬁied int ésse:me way 4s algegdy: d=scri§'_éj.
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l'i nk

in the

AT

I nformati on cont ai ned
The way the node acts in response.to each

type of error depends on the system connected tg

| ooks at the error
recei ves.

It

Each node t hen

reset packet that
previously if a hardware error or packet reject} eRRd

41

2/8

- 104 INd 871 L3S _ Cogp  13%OVd -0009-x4
V¢ 914 84l
( 3LA8 1SY1 X3
o =79 75t
31A9 [z ) 135 7l X3 - [4VIS
~ ¥INI
b L <941 3¥3H_yaay
U3 VIVQ
1
01314 104LNDD Cynt MH 1IN
¢ T1VN3 Cost 87, vivo-xd
55 L FLIUM WNEy g L35I
. W__e‘ ¥ILNIOd
WYY TN A
Ny ¥343N9 e
. L3%0Vd W3LNIOd
mrnﬂm _! av3y |09
Li%ovd yom b § s
e /| t Lot yaav 3dino
1NN0D | ¥4QV 701 LKD) 3WIN0IY
| Ce ViVQ 341n03Y
953 0 nauia 8, >
| e CEoz  viva ord T viva-xy
B G ssqaar™l *w | | | 2sierosnuis ez 55
¥31S193y 1) AL , 1S OV =3 T o
Q1314 T0ULNOIN l_ (lgz  TO¥LNOD %3 . ‘o9t :
| 230 , Y
55300V M/ 3000 W qu_“_ 430y oul AHQLSIH
13538 101 o T [oval TS
‘13534 WNIT INION3S 2 85" 0=1NN0D Czzi  31M Lsv1 x3



C C
—_Q
a soZ
© Tm:l mN O_H_ Zm‘o._. \oo_.
% 113 3N 3 e
& ,om PETERE ) o RTINS B iy X D ROT
514 4300030 ﬂﬁ WU .
mt 2 W BINI303 ¥3S1IV 43S0 % 5% Frymoy OV GITVA 05k, (114 L% 8/0 15¥])
> . ~ 9 - .
. 3¥8” "8 VIO ¥GQv LN
E < » 390m o e N.:v (1o =133 D44 | W3O d+8 VIVQ Wagv 1IND
ST\ = — ] ot Wnay
2&E383 ™ Vva C99T > THIL _ u3H 1IND
S-=2c58 SR T A N S 7 318 lvix
nclols® LOL”} 8OL 7 > 7 XJ LUVIS
=8-Sk o> WOV WY Czgl €951 \_4g  LIMd-0009-xJ
—oo  ._ x viva QON3S gN3s
CTCO D m )\ 0L 20l _
oo lGo VUM ] > {IVQ_JUN0:
S>-Ba> 08 . —_1081N0J_34IND3
TC>550TQ Yy I (& ~4qlL SS3WAV NINOIY
E- Bxpo | SIVIS 194 /1
382> 8<~ p Ws3 THIND %4 27 IR A RS
- m S S > 581 WS4 1ng xL| U I oLy gy XV -Luvis
gﬂnemtm rai= =2 [oh> o] L & i
— — =z Py
SEESES SRERREE E— Sl
~88c0?c 10y W | [P 2383 YN L
2 cCGE INIT 3AI40 ALV T 718
5o o5 -~ s — | u00m tyy ©
w00l yanna-H W3S 1V 1435 f—~ - -
TOSeo s X -] o sly 8 <L)
0ETE2S R 98/ C e XW [*T39 . -
LETE -0 300W dVUM [N\-g, (g Z8 Ve Viva 4O HOQY "8 7 v1¥0-X3
Tnsmeoe 99 TYLND q0L
O - O - (7]
TLCcCc OocoTTO
Ok 0o0Cc
(@] N o
T n . c
O LT X O N
- OCC T
ST >0 o
O — e — L ©
CcC S o C X O
X O 00LDLOoWwm
O mCoLLC .m ©.—
C O — O T



TABLE, 1, APPLI| CATI ON A software process that is

communi cating via the |Iink. NODE One of the two ends of a serial

| i nk. SOURCE The node that originates a particular packet. DESTI NATI ON
The node that receives the packet. LINE A physi cal connection between a
transmtter and a receiver. TRANSM TTER, TX The logic that drives
t he out-bound |ine. RECElIVER RX The | ogic that decodes the
signal on the in-bound |ine. FRAME A sequence of 10 encoded bits that

represents a data byte or a protocol function. PACKET A sequence of 4 or

nore data franes delimted by FLAG franmes. FlIELD

A group of rel ated

data frames in a packet, eg. the CRC fielgg RESPONSE A pair of ACK or RR

frames that is sent in repool‘%//tE%Pa recei ved packet .

o

| ] REPLACEMENT SHEET
SEND FLAG E
@ 18 NOV 996
N
Y
[(SEND CONTROL |
v
[ SEND ADDRESS |
% FIG. 3A
Y £lG. 34
N
[ SEND DATA |
S
[SEND CRC1.2 ]
START ACK =
TIMER—
N
[ SEND ILLEGAL
IDLE
Y .
4K 1 ACK ACK 2 |
N ’
g >~ —{RR1_—{ RR2 I
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CRC, Cyclic redundancy check ERP Error

recovery procedure FSM Finite state machi ne NRZI
Non return to zero inverted POR Power on reset POST
Power on self test RFI Radi o frequency interference LINK
STATUS BYTE A byte of status information which_is_exchanged between
nodes during execution of the |ink ERP. REPLACEMENT SHEET
43 C:LAI NB 1 A PV 2T rnr\nunry
met hod for use in a data comruni cation system of the kih co rising two
nodes connected by a serial |ink, data being transferre n19%e
578
POR/ERP
SEND RR
[1DLE | _
} RECEIVE DATA FRAME
{ RECEIVED CONTROL|
RECEIVE RECEIVE FLAG
o (PROTOCOL ERROR]
A
[ RECEIVED ADDRESS |
RECEIVE R RECEIVE FLAG _
OATA FRAME (PROTOCOL ERROR)
Y
| RECEIVED DATA/CRC]
RECEIVE l i RECEIVE FLAG
DATA FRAME

rx ACK1
RR ACK
RR ACK
4
[ rx RR2 rx ACK2]
(VALID (VALID
RR) i ACK)

FI1G. 4B



nodes in packets of a predefined format, in which nmethod, each node
nonitors the systemfor errors and, if an error is detected by one node,

it sends a nessage to the connected node, the nessage including a packet
sequence nunber indicative of the |ast packet received by said one node,

t he nethod being characterised in that: on recei pt- of said nessage

t he connected node sends a nessage to said one node including a seguence
nunber indicative of the |ast packet received by the n . leach
node determ ning fromthe nessage received fromthe oﬁﬁﬁ?ﬁﬂﬁﬁgﬂ}gﬁggL er
of packets, if any, that were not correctly received] by the other ngddgq and
retransnmitting the missing packets. 2. A nethod ap £l 4ig&OVi 9%l dim 1 in
whi ch each node sends an acknow edgement 6hAgssage tojthe ot her node jupon
recei pt of a packet, and each node, if an error is

|1' FRAMEI
FLAGiCONTROL ADDRESS | DATA [ .... [ CRC | CRC |FLAG
| CONTROL|ADDRESS| DATAFIELD | .CRCFEWD |
FIELD | FIEELD ! (OPTIONAL) T
PACKET
FIG. 5

H/W | LINE | Ack RECEIVER
ERROR |FAULT T/0 ERROR RSN
BIT: 0 1 2 3 -5 7

F1G. 6



detected, additionally calculates the nunber of packets it has sent which
have 'n6t been acknow edged, conpares this nunber with nunmber of packets to
be retransmtted and discards any surplus packets.. 3. A nmethod as

claimed in claim1 or claim2 in which retransm ssi orgrs ot —at et
1 REPRAGENTgIG SHEET

upon the detection of certain predeterm ned errors.

claimed in any preceding claimin which said packets ity
of predefined fields, each field consisting of one or a
frames, the flow of data packets being controlled by bi t
control frames distinguishable fromthe data franes, S

being transm ssible independently of thegdata packetp. 5. A met hod QS
claimed in claim 4 as dependent on claim 2 in which The acknow edgenent
nessage is one of the control franes.

LOCAL NODE 0/8 LINE I/B LINE REMOTE NODE
————— —_—— PP S —— et
TF=0, RP=0 TP=0, RP=0
TSN=0, RSN=0D TSN=0, RSN=0
Tx packet O Packet 0
: RR response Tx RR response
”
TSN=1, TP=l1 " RSN=1
Tx packet 1 Packet 1 Illegal frame Tx ACK response
Illegal frame bt RR response Tx RR response
ACK time—out n
Enter check state n
TSN=2, TP=2 " RSN=2
ACK response Tx ACK response
Invoke Link ERP
Hait for Tx complete
Assemble L5SB
Tx Link Reset Link Reset
Wait to Rx Link Reset RR rezponse Tx RR response
" ACK response Tx ACK response
" Enter check state
" Invoke Link ERP
" Wait for Tx complete
P Assemble LSB
i Llink reset Tx Link Reset
Tx RR response RR response Q=0, P=0, TP=0
Tx ACK response ACK response Discard 0 packets
Q=2, P=0, TP=2 =0
Discard 2 packets
RP=2
Enter disabled state Zeros Zeros Enter disabled state
RSN=TSN=0 " » RSN=TSN=0
HWait for no Rx frames : : Hait for no Rx frames
Enter enabled state Enter enabled state
Wait to Rx FLAG Kait to Rx FLAG
Enter ready state Enter ready state
Tx packet 2 Packet 2
: RR response Tx RR response
n
TSN=1, TP=3 " RSN=1
RP=3 ACK response Tx ACK response

FIG. 7



6. - A data communi cation system i ncl udi ng REPLACEMENT SHEET
44 two nodes connected by a serial |ink over which data is
transferred between the nodes in packets of a predefined format,
error detection nmeans in each node for detecting errors in the systen1

and transm ssion error recovery neans in at |east o espgns#¥q to
the detection of an error by the error detection ni qn§LQT[§a@d JHEET dast

one node to send an error nessage to the connected thre-nmessqgge
i ncl udi ng a packet sequence nunber
gap g - 18NOV1996
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I ndi cative of the | ast packet received by said at | east ofe 3@z he e
system being char acter!osed in that the %lransm' ssion erro ‘r%m'\fﬁ;‘;"\;l""’f\res@.{hg
is further responsive to the receipt of an error nmessage{ffomthe
connect ed node to cause said at |east one node to send sji{l &% ANYSSROgE
to the connected node, each node*being arranged to flefernine from g
recei ved error message the nunmber of packets, if any, thhat were not

correctly received by the it ot m_ssing
packets. 7. A system as Wn@ﬁ?ﬁgﬁmmﬁﬁmﬁnh each node includes
mul tiple packe aRebiedt 8 tHeQPresdn invaatiR I Shlidrae Wheldrans dikRHaR4BEs b€

link to the connect'ed node or to be received on the Ilink fromthe
connect egle pe@deart. 8. A systemas claimed in claim7 each node further

i ncl udi ng: means for transmtting an acknowl edgenment nessage to the
ot her node upcdordimgetiapione aspect of the present invention there is provided an error

recovery method for use in a data communication system of the kind comprising two
nodes connected by a serial link, data being transferred between the nodes in packets of a
predefined format, in which method, each node monitors thé system for errors and, if an
error is detected by one node, it sends a message to the connected node, the message
including a packet sequence number indicative of the last packet received by said one
node, the method being characterised in that: on receipt of said message the connected
node sends a message to said one node including a sequence number indicative of the last
packet received by the connected node, each node determining from the message
received from the other node the number of packets, if any, that were not correctly
received by the other node and retransmitting the missing packets.

According to another aspect of the present invention there is provided a data
communication system including two nodes connected by a serial link over which data is
transferred between the nodes in packets of a predefined format, error detection means in
each node for detecting errors in the system, and transmission error recovery means in at
least one node responsive to the detection of an error by the error detection means of
said at least one node to send an error message to the connected node, the message
including a packet sequence number indicative of the last packet received by said at least
one node; the system being characterised in that the transmission error recovery means is
further responsive to the receipt of an error message from the connected node to cause
said at least one node to send said error message to the connected node, each node being
arranged to determine from a received error message the number of packets, if any, that
were not correctly received by the other node and to retransmit the missing packets.

According to still another aspect of the present invention there is provided data

processing apparatus connectable for data communication with a data processing device
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of a packet, transmt pointer neans for indicating]|frfomwhich packet
buffer the |ast packet was transmtted, and acknoyl eddefiedtNpoomt er
means for indicating fromwhich packet buffer the |ast agket to have bege
acknow edged was transmtted. 9. A systemas clainmed §n clarm 8, &a
node further including: means for calculating fromlihe transmt
poi nter means, the nunber of packets sent which have not been acknow edged

by the cpprReGhedraodeial @R link, the apparatus comprising: data transmission means for
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- transmitting data over the serial link in the form of data packets having a predetermined
format; error detection means for detecting transmission errors across the serial link; and
transmission error recovery means operable in response to the detection of a
transmission error by the error detection means to generate an error message for
transmission onto the serial link, the error message including a packet sequence number
indicative of the last packet received by the apparatus; the apparatus being characterised
in that the transmission error recovery means is further operable, in response to the
receipt of an error message from a connected device to generate an error message for
transmission onto the serial link, the error message including a packet sequence number
indicative of the last packet received by the apparatus, the apparatus being arranged to
determine, from a received error message, the number of packets to be retransmitted
over the serial link.

DESCRIPTION OF THE PREFERRED EMBODIMENT(S)
A preferred embodiment of the invention will now be described by way of example

only with reference to the accompanying drawings.



45 means for conparing the cal cul ated nunber with the nunber of
packets to be retransmtted in order to identify packet buffers containing
packets not required to be retransmtted. 10. Data processing apparatus
connectabl e for data comunication with a data processing device by neans

of a serial data link, the apparatus &nprising: data transm ssion
means for transmtting data over the serial link in the formof data
packets having a predeterm ned forn@q IMS error detection nmeans for
detecting transm ssion errors across e serial link; and

transm Sgi oMy TR FeBSRYF MietHER S ARETRA! ®itd BomBRRRAREN ls9stbheofd teCkinion of
a transmission error by the error detection means to generate an error
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nodes in packets of a predefined format, in which method, each node monitors the
system for errors and, if an error is detected by one node, it sends a message to the

. connected node, the message including a packet sequence number indicativé of the last
packet received by said one node, the method being characterised in that:

on receipt of said message the connected node sends a message to said one node

including a sequence number indicative of the last packet received by the connected
node, each node determining from the message received from the other node the number
of packets, if any, that were not correctly received by the other node and retransmitting
the missing packets.
2. A method as claimed in claim 1 in which each node sends an acknowledgement
message to the other node upon receipt of a packet, and each node, if an error is
detected, additionally calculates the number of packets it has sent which have not been
acknowledged, compares this number with number of packets to be retransmitted and
discards any surplus packets.
3. A method as claimed in claim 1 or claim 2 in which retransmission is not attempted
upon the detection of certain predetermined errors.
4. A method as claimed in any preceding claim in which said packets comprise a
plurality of predefined fields, each field consisting of one or more multibit data frames,
the flow of data j)ackets being controlled by means of multiple bit control frames
distiﬁguishable from the data frames, the control frames being transmissible
independently of the data packets.
5. A method as claimed in claim 4 as dependent on claim 2 in which the

acknowledgement message is one of the control frames.

6. A data communication system including REPLACEMENT SHEET
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I ndicative of the | ast packet received by the apparatus; the apparatus
being characterised in that the transm ssion error recovery neans is
further operable, in response to the receipt of an error nmessage froma
connected device to generate an error nessage for transm ssion onto the
serial link, the error nessage includiffy a packet sequence nunber

I ndi cative of the | ast packet received by the apparatus, the apparatus
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packets to be retransm over the serl
nodes in packets of a predefined format,

error detection means in each node for detecting errors in the system,

and transmission error recovery means in at least one node responsive to the
detection of an error by the error detection means of said at least one node to send an
error message to the connected node, the message including a packet sequence number
indicative of the last packet received by said at least one node; the system being
characterised in that the transmission error recovery means is further responsive to the
receipt of an error message from the connected node to cause said at least one node to
send said error message to the connectéd node,

each node being arranged to determine from a received error message the number
of packets, if any, that were not correctly received by the other node and to retransmit
the missing packets.
7. A system as claimed in claim 6 in which each node includes multiple packet buffers
for storing packets to be transmitted over the link to the connected node or to be
received on the link from the connected node.
8. A system as claimed in claim 7 each node further including:

means for transmitting an acknowledgement message to the other node upon receipt
of a packet,

transmit pointer means for indicating from which packet buffer the last packet was
transmitted, and

acknowledgement pointer means for indicating from which packet buffer the last
packét to have been acknowledged was transmitted.
9. A system as claimed in claim 8, each node further including:

means for calculating from the transmit pointer means, the number of packets sent

which have not been acknowledged by the connected node; and
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means for comparing the calculated number with the number of packets to be
retransmitted in order to identify packet buffers containing packets not required to be
retransmitted.
10. Data processing apparatus connectable for data communication with a data
processing device by means of a serial data link, the apparatus comprising:

data transmission means for transmitting data over the serial link in the form of
data packets having a predetermined format;

error detection means for detecting transmission errors across the serial link; and

transmission error recovery means operable in response to the detection of a
-transmission error by the error detection means to generate an error message for
transmission onto the serial link, the error message including a packet sequence number
indicative of the last packet received by the apparatus; the apparatus being characterised
in that the transmission error recovery means is further operable, in response to the
receipt of an error message from a connected device to generate an error message for
transmission onto the serial link, the error message including a packet sequence number
indicative of the last packet received by the apparatus, the apparatus being arranged to
determine, from a received error message, the number of packets to be retransmitted

over the serial link.

REPLACEMENT SHEET
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