METHOD AND SYSTEM FOR PROTECTING A PASSWORD DURING AN AUTHENTICATION
PROCESS Field of the Invention 5This invention relates to a system for protecting a user password. More
particularly, this invention relates to a system and method to receive an input string that combines a user
password and a system generated verification code and the use of representative characters to replace
the actual characterM&TAQHANRNBYS HEM TORBRAIFEIMNG ARASHVR BRI RY RINPALt the password
from snooping type attacks. 10 SummaaUTHERTRTIATION PROBBSSwords are one of the most common
means to authenticate a user and grant access to a system. Hence, it is common for attackers to target
passwords to get access to a system. With the increased use of interactive communications, those skilled
in the art are 15 constantly striving to thwart the theft of passwords by hackers. However, it is a constant
struggle to prevent the theft of passwords aBiéldciete: hawantiesome more aggressive and savvy. The
most basic type of attack adopted by hackers is a brute-force search. A brute-force search is a simple
trial-and-grror procédsstimattties midted ppassystercdonipmsoting aus2d papswoAl biteefpacicgiedych may be

enhanced byiie;inghisionaia didi ¥ GhAARRIMGN (DRSS dR APG: RRSIMATLBRKRIRS gt may be
attempted first in ordﬁz%tg speednrlljr%t e search, One of the bgj% methods to coynter bﬁzjte-{orce attack is
t .

S ...
to increase 8 TRHg A AR R RIS Y ISR SRL8 AR P B S PTRRF R “BRE R th and
randomness ©f [gassr dre aelkal shgrackealosiesrasewriisand adfigation podeiy tiefioakttdiegriember a

random 25angstdesgthy RrRsawRraom snddhiHe federcknd lengthy passwords are a good defence against
brute-force attack, random and lengthy passwords are unable to prevent against other types of attacks

such asikey-logging, screen capturing, and relay attacks. In these types of attacks, a hacker uses tools to
eavesdrop on the user communications with a system, records the password, and 30later uses the
password to gain access to the system. Sumheaappuofitiee Brisiyype of attack, one common defence is a
two-factor authentication (2FA) system. A 2FA system provides a one-time password, via a separate
channel, for the userdsswsaislarmngrieginthenradkditomitmihadenditio zatEassatorad tisat trel sentkeeps. With

the 2FA systemaLiarkalseannALiRgin {0 SHRHEA RYSRAERRYSSGRIFIQFBRILIS JBeHsessiaiul

password. _ . . . I L
a system. With the increased use of interactive communications, those skilled in the art are

15  constantly striving to thwart the theft of passwords by hackers. However, it is a constant
struggle to prevent the theft of passwords as hackers have become more aggressive and

savvy.

The most basic type of attack adopted by hackers is a brute-force search. A brute-

force search is a simple trial-and-error process that tries out all possible combinations of

20 input. A brute-force search may be enhanced by the inclusion of a dictionary of common
passwords and password patterns that may be attempted first in order to speed up the
search. One of the best methods to counter brute-force attack is to increase the length and
randomness of the user’s password. However, increasing the length and randomness of
passwords are impractical since most users find that it is very difficult to remember a random

25 and lengthy password.

While random and lengthy passwords are a good defence against brute-force attack,
random and lengthy passwords are unable to prevent against other types of attacks such as
key-logging, screen capturing, and relay attacks. In these types of attacks, a hacker uses
tools to eavesdrop on the user communications with a system, records the password, and

30 later uses the password to gain access to the system.



However, 2FA systems have limitations. One limitation is that a one-time password has to be delivered
either via a hardware device such as token, card, printed paper; or via a short messaging service (SMS)
sent to a mobile telephone of the user. For hardware devices, it is costly for a system owner as a
separate device is required for each 10 independent system (for example, for each credit card). It is
common for a user 16 lfavais-§igcyBa i atiiis Offe @SEPPR AR PRARIS B teaciRe JeNredsalPBrder to gain
access to thgzrepsystsmi-urtRergsenf eraldsea isnosnéhasismrcannatsaparss thenascamhserviced by
the device unilla ey davice has P%%&%’i‘%"ﬁ%ﬂ% e %@%WHQ'%%@EP&&% SNpynessages

include the fact that SMS messages are 15 costly for users and are not always available. For example, if
a user is abré'&%zgpsﬁﬁg?ghﬁ%ﬁfﬁl?ﬁj‘%?fd@@ Ry PR RYFGEREY 3'§C?P§I\tﬂ>scﬁﬁ’3§§dﬁ% Yeeived or
mobile teélepHolhpasewdcke may not be available. Hence, the user may not be able to access the systems.
For the above reasons, those skilled in the art are constantly striving to provide better means for securing
a password while altowiwgre2b asiesssthaaes|iitatinrz0 Sumimiatoof thidahaertiotime paF$veorbove and
other problemgskereciett Atk AReAdMaNRS I ARE Rrlite MR RYSICHS, RnAtgihrdsdprayigded by
embodiments | in I_%ccordance Wlth th é'ﬂ/Y ntloq fAflrst agyant %ﬁ ofai stem an methoqd embodylng this
invention is tha? € Use Of & verification 25 code revents an axack rom accessing ﬁ1e system if a
password is d&vFRinkdhfetihh i2h attaxHen %d%d@a?ﬁﬁ@@‘@f deyirstelh BRI tARdSASTbodying this
inventiomnois thaieffendmarspatsswdeisabeltte fpredeciadditaardrutasfoseeranddceyusapin iagétsagking attacks.
A third advaniggs, iha4e pessPis RIS DomAIsarey inimahnd s alaepraggniative

characters and the combination of the password, verification code, and 30 possibly random characters in

the input striff°A furth AHGHA%AYd i ﬂ?é{tcs [588 B RSB hERRE S 15‘8 RS B VSR to prevent
detection; antherieyibe whibseavbgahicelser beefifigserilamtageeieethat the system is always available
regardless of the location of the user. A sixth advantage is that a user does not need a second device to
obtain log-in inform&time. lInitationphef abiogSMP, apsigossaieipaeVitke thblyteah Bothnmassaafnasgstem in

accordapce wﬁhﬂmﬂuy@@@ﬂ thahepataigsipir bRl ovgnganane ar al s $PapSRd0 eGBiAGaA request to
access the S¥§$‘% é‘r%% rt gr ghghgygégp Fegglge@\ﬁ?p%s%\évaorg ass0 %Iglt d w%h| éht%"%lﬁs'?r that is stored

by the system. The pass a str nUMbers of base characters. e systerh then generates
R representa?ﬁ/é'%%%c’ﬂ@F?e@déll?B\eth qi?"t%;Srﬁéé@ﬁféfﬁ%rl?ﬁS?a%til?r?r%cﬁe?éﬁ?s%sf%fﬁﬁesentatlon code of
a predetermined number, K, of base characters. Further, each of the base characters is represented by at
least one of the R r@?é@%ﬂ?&ﬁ@éﬁ%’?ﬁc@%eg%ﬂ'@%fb@?)9r{ﬁée§§§l%ﬁﬁ“§’rﬁir%(ﬂ%é%9'&’f@%f’ 'base
characters ismepresentecubygagras shandovieoéitheii) essyesertative shgeacters. In accordance with
10some embodiments, the number, R, of representative characters is less than the number of base
charactéps. In accordance with still other embodiments, the number, R, of representative characters is
much less than number of base characters. The system also generates a verification code. The
verification code may be a string of base Ehemeryref thednvesttion then transmits the R representative

characters and verification code to a
The above and other problems are solved and an advance in the art is made by

systems and methods provided by embodiments in accordance with the invention. A first
advantage of a system and method embodying this invention is that the use of a verification
25 code prevents an attacker from accessing the system if a password is determined through
an attack. A second advantage of a system and method embodying this invention is that the
user password is better protected from brute-force and key-capturing/tracking attacks. A
third advantage is that the password is protected from discovery through the use of
representative characters and the combination of the password, verification code, and
30 possibly random characters in the input string. A fourth advantage is that a password does
not have to be lengthy or random to prevent detection; and may be chosen by the user. A
fifth advantage is that the system is always available regardless of the location of the user.

A sixth advantage is that a user does not need a second device to obtain log-in information.
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15 user device requesting access. The user then inputs a string into the user device. The system then
receives the input string from the user device. The input string is a string composed of R representative
characters and includes the representative characters that represent the characters of the password and
verification codes, interspersed in order throughout the string. In response to receiving the input string,
the system determif88 2POVRIREVREIEIRS Asp ISR RSRICSERAGETRNS itf thev SRR regrerdantandtihase
characters ofttberpyaaswotithanpetae: Verificdtimweedednrise propepaisiero Ifdtevaystempdetermines that the
representativg.char ﬂ?é%%@%%rﬁ“i%%&‘?‘ urg éD&é?ﬁ‘?é&éWé’s APLYSIHIEAB EAds \!vritmﬁéou%’rer order, the

system authenticates thé user. The system may also prohibit access in response to a determination that
the input strirlgei5eaEe |HEIHﬁesyéﬁﬂ@semﬁt%%‘ﬁ%ﬁ%a&§trf§ R HPREEN PS5 S RRHE SNnd
verificatién cdtie isysteenptopregendeatein RoepresantetivitichsoactesmbodimehtseoRhispiaventtive the input
string may algRqiaetdre F@?Qﬁﬂ&f@@é@&%ﬁtﬁbﬁr@d&&e@pﬁr%?ébé\{%ﬁhé‘dpﬁﬁﬁiﬂé}f d pangfvggg‘jgcation code.
In some embczrJ |menF§ |r‘:a$t (e)rrdggrc e \Mhh this mvenggtn Strllsensa %gm st rk—;aRt §enta]gve
characters an 8 ’reepresen ation co eacn orﬁ'h E{ repre Fa]tlve aracters responsive to
generating tH@W%ﬁF@WﬁBﬁW@@Wa@&B%@&?WﬂH@r?ltﬁéféﬂ’tér@i é%?é@rtﬁ@f\iéﬁﬁ@éﬁdiﬁ‘%@@@rﬁ)r use in
authenticatior oéphesénpud.by mdie SeameorbIIkNR Nt iBsaaeardacieeanidisthis iaventandhatsystem
generales e g3 carsanigce ABYARRIS 0 hrofolomanannan iR REYBIRE RS kpsNerating a

seed list of base characters that is R *K in length. R is the number of representative characters being

generated arRPRe iSRRG iber Bf Bﬁ%%?ad’t’é% Flb oS B WRER S e ghes&llite (Rardcter. In these
embodimentsephessetetivisthacicdesiainiedsiass draccwmsreebb arcthefatierbasehehaydete s he systems
then inserts easlaldls RAREABARAIEr TR larrresshlisidaingg srasayativessedarisied one of the R

representative characters. In accordance with 5 some of these embodiments, the system generates the

seed list by fandonﬂ}ﬁégiﬁéférﬁghﬁﬁQr&féhﬂshﬂé@%@(@éé&%’inﬁ@rcﬂ@r%i&t@%%@%'ﬁrfﬁf&iﬂ)ﬁ%@&'eli@aThe system
then det1 rmines vyjré\%réereth% generated Se‘?rﬁjel'ﬁg in (gj%g]els a Ieas roneI qccurrence cIof each1%f the base
charactéts. If the generate Seed fist does not malude eath of the bdse charac?ers he system generates
a new seed IBSETh&CATREGHYSRIBS. PO, %Gérﬁaﬁc@%ﬂﬁeécﬂﬁ‘écﬁf tﬁé@e'@ﬁbéﬁﬁﬁeﬁté $HBInsertion of
the base chacastpssdt thaRregresentiiveechacetbsisaat tvelRise pheseptativetaiivaralctesstésspieiormed in the
following margpﬁeszmetﬁxszsﬁgwwafbeﬁéedsewaa 8PS GRAEAEIPISIAN, (HRcRgRiklst T pdgystem then

selects one of the code lists of an available R representative character. The system then inserts the

selected basd EH&LMe R HIE9eplJERRSHTE E‘b&eecﬂ%’@f e MLalERed Feﬁ?’é&eé?rtg‘f*\‘?énﬁﬂ%sracter The
system #en dbrihavites whietwoatative remestantativihe ciiinlistepfebent dectader aprsadatatifeieharacter is

complete. If tb@séﬂ@?@%@‘i@@&ﬁﬂ@h&ﬁt BROm m‘@tgr&b& RiReted W@%H&I&@rﬁhﬁ@lﬂ{@{ fiseremoved
from the available representativ charat%te The ttﬁd base ch racter |§ aleo re doved from the seed
ers of s?lr

n
list. The systerﬁ repea{s Fhic aprrjgcess untit ail 6P the %ase ChaTacters in ﬂweells'tcargnagcs)rgned

Preferably, tHE9h85 @ ERArARSY Fcra BRI s e ypem tHie syeigMmshandliverrepRisarfieti/ e character is
randomly selesigshfotn dhixrvailadien fhee e senibdivegchesacigrisciude tepsasaaivbadiraensts in

accordagice Wil IjsdouRIHE G SUSinE ARResRs fog YeHlcaling cadsin heaiaurig manner. The

system begins by randomly se ectlng a base character. The selected base character is then appended to

a verification S0 MY LS 95 BiFiRRHRN B8RRI S fRRVVERRILATINTe J8AL°%F R Fesired
length. If not,thatamedaiesspissesheiitdbeunasistherdeireetifisatioh fdeached. In some embodiments in
accordance with this invention, the system determines whether the representative characters in the input
string represent thelbhaseerriraetimsnittineasassiaoee witd thie Vwefitiantiothe suetem ssiorepdheider in the

following maméraésgﬁletméswma&ereomﬂares rfé}ﬁé@aﬁetr&a@@@r@riaéae HeRReSRNiaHNG dHglR/dist of each of

the R repyeseaiplive SRBSIRIS. Rolaedaathinpuder {a e hase charadiers IpJhRih 1he Rasgpord and the
verification co In accordanc Wlt eo these em ments, the comparison | performed in

the following FHRAEhEE W@@@fe?ﬁ%’efﬁf@%y‘%ﬁ@t'éaéﬁr‘réﬁtf‘éh%ﬁ%ter of the input to a first

In some embodiments in accordance with this invention, the system generates the R
representative characters in the following manner. The system begins by generating a seed

list of base characters that is R *K in length. R is the number of representative characters
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4 character of the input, setting a current character of the password to the first character of the password,
and setting a current character of the verification code to the first character of the verification code. The
system then compares the current character of the password to each base character represented by the
representative character in the current position in the 5 input. If the one of the base characters
represented ByifSrapiaise sadilfdscharitrdenvhhases e elesy seRerssn e I RPERTRISRIOIRBIGhe
password, thengystem detassuinesoodiedies tihe eoeemnit thandesestoédbicopassiardncetbedaat eharacter of

the password, If (e Cuptent gharagter i e dast %Q&E@%Séhoéﬁ% %%%é%ﬂé?aé@?ssrﬁk%”éé%%tﬁém'”es a

match for a password. If the current character Is not the last character, the system then sets the current

10 character 'BIARd SPEERNGY F-a9E IR ongraldhs Rﬁl’?@@?f@?@’?‘l"f‘r@ﬁ@éf@ﬁn|W6%°Wﬂ@@ﬁr}°@:trt?t character
of the input isthes|labtheharerotedinfiants, the systeenpeherdetsheted lispuy imsdirtiesaexticharacter and the

system repeajs e Rcens - MeRMAERG PddiforUr eRlc8asaaisy isr H@é?s’i&ﬁhﬁf&@@ét&#ﬂlﬁ%énpm the

system determjines there is no match. |f the.c rrent ¢ acters of the pass ut do not match,
the system 1 cg]m qaﬁre ngrgg}?en e(c:Jh!'ar}ac ::jr o?sthepl%alsj ' thecuirenti |nOP TRleR théchurrenst Scharacter of

the verlflcatldi’ﬂ@réd@r?rf othéhef Jpeckried éﬂ%ﬁé’éﬁéﬁ@%ﬁ%s&@ﬂéa B?th@frli}?ré’é’éﬁt‘afﬂﬁfécéﬁﬁrdbﬁer matches
the characterspétthe ginsentpositiosaitha warnéicatiemeoter.the system determines whether the current
character of the verification code is the last character of the verification code. If the current character is
the last oharacter ofrtleccedificativithcodes thehe26 symiaiimedetemirnesaisnaiCihdarageveiticatan code. The

system then detgginessehetier b ibe verificon sads-andoRsMoKAle paaistied | sgethe useris

authenticated he current character is not the last character of the verification code, the system

then sets the' RPN TRIRSELH 5T THESTERRENSCN EBIGE'RY AMBHER ARMSEIL R Bt dihy thBf determines
if the current }ségactegroselestinpur iof the kesiedisis aften. dfaibhIenB cepresentaveenargtterof the input is set
t%the next ??Wﬁ@ﬁl&@@%@@é@@@@t%ﬁg RHRE&stSrOGhCorpapH égeﬁfé{':j%%ﬂenﬁéir@f%%er is the :]3-5'[
C aract of t t, the syst etermin nom iments in accordance wit
the mvension o8 B e e e o S e e e rdance
with thls Inveﬁ?ﬁﬁ‘l"sg the srieeiehrariersriativg ﬂﬂ‘@rﬁFﬁWa'ﬁ&ﬁf@?'ét@hﬁﬁagt@%{eﬁ?@ﬁﬁ'é? A8 digiments, the
base characterscanepieteet ARk abiragiessentativén siartem v dienevisdinf@ac otk naeaitbie this

invention, theré{#é@l&ﬂ&l%%ﬂ%&%e?@”ﬁ%'@@gé@&'b%é@aﬁd%&é% o065 SSA0GI A IRRIANE fuymber

associated with the user. In other embodiments in accordance with this |nvent|on the verification code is

transmitted td tHeSVEEPITeRGASHUR Process JoH,& Eﬂ%ﬁ%uﬁ?éﬁtgﬁﬁr%%%@r&hﬂhee Wtﬂ%f??fﬂ/’?ﬂtlon the
client de¥ice Peafesabiy, the bolewhacppiesde sandbheymeleeisd tieyitis Isgacigtivimttihefaprettotetitvout the R 5

representativgnghtaciersnabsiihe repie seriatio avetsiadirtrepitasbktbeaRderesentative characters. A
display of the R representative characters and the representation code of each of R representative

characters are genegfaieglel8repsamehtasaRodadERmSHb endisiliay, iﬂ@"d?lﬂ&rﬂ fRhleiNmolumns and
M rows of repre?%Q iaHY. %&J‘%%Ct?gﬁovﬁhﬁr%m\éf hd B@RNEL Oshs%?/' EA@Xm ec?“ layed to the user.

An input strlng@ representative 1 acters Is then receive omt € USEr. e Input strlng is then
transmitted t61EESHoEr PIBVRIRRhRASE SaarRcter is ihep RRPRBR irASIFalaRcERERAEB it s invention,
the inputstringse@nbeypde@ioyriteicihentaiévatiorpcmictstirgnisraisssdadardgthe Byste thedeongsts the input

string upon recRiPLated until the desired length is reached.

In some embodiments in accordance with this invention, the system determines
whether the representative characters in the input string represent the base characters of the
password and the verification code in a proper order in the following manner. The system

30 compares the base characters in the representative code list of each of the R representative
characters in the input in order to the base characters in both the password and the

verification code.

In accordance with some of these embodiments, the comparison is performed in the

following manner. The system begins by setting a current character of the input to a first
4



15 Brief Description of the Drawings The above advantages and features in accordance with this
invention are described in the following detailed description and are shown in the following drawings:
Figure 1 illustrating devices connected by a network providing a system in 20embodiments in accordance
with this invention; Figure 2 illustrating a block diagram representative of processing systems
providing emBRIAAENHES ihedRdr $aHEE WRH NS Sha@strsief the PrgRsdIqIStiERi s asagispriyher
representativeasbasedtens sediagerdanest drithaetabodiva evisicihtitn s oavantionidbEigrueet dfusérating

application O%ﬂﬁéﬁﬁ*&%%ﬁ‘é?ﬁ%?é?éile‘?ﬁstﬁQnacB%%Y\é%%é”cﬁﬁ‘éR{ drnceyth AR PRUiMERtS QLiis invention;

Figures 5 and 6 illustrating application of representative characters to a password and verification code in

embodiment®ATaERBRERCENRFCMHRS iRV &Rt JRPresentatiyg ghacastif, b Rt b WL M BF a process
for authehticanting. a iistheirr@9erhlivadipaeatsharagesrdapesanitd this iheerfiasentativé-igtre@dtiustrating a

ﬂQW diag_ram @é@r@@%%mgagmeﬂ B 2GHERt pleyieR 15 QH@BQW&@ iﬂé@‘?@féﬁﬁ”@&éﬂf%égis inv_ention;
whether the .current ¢ iS last h d. If the
Figure 9 |IIustrﬁtll%% 3 flow dlagr%m of a Brocess forc%gnegﬁ\tlngs repres ntaWe characters |fntembod|ments

. a er 8 HFSSW | aracter ? e gasswofr , .
in accordance with'this invention; ijgure ustrating a flow diagram of a process for generating a

verification c6HEaR ERFERTIRTIENS Inshelairféeic NRIPIBNVIYchESYSIgRtdeterrpiRpsrasneicfy a2 illustrating
a flow diagrapasswafaroess dofrestropatagras iopietna gassverdrang stefifieaticatsasiedirembodiments in

accordaﬂfe VXHQrémgr'BV ﬁ%t%sévQF&%a{l%anﬁ%ﬂéPék‘?& The system then determines if the current
character of the input is the last character. If not, the current character of the input is set the
next character and the system repeats the process of comparing. If the current character is

the last character of the input, the system determines there is no match.

If the current characters of the password and input do not match, the system

15 compares the current character of the input to the current input to the current character of
the verification code. If one of the base characters represented by the representative
character matches the character of the current position of the verification code, the system
determines whether the current character of the verification code is the last character of the
verification code. If the current character is the last character of the verification code, the

20 system determines a match for a verification code. The system then determines whether

both the verification code and password are matched. If so, the user is authenticated.

If the current character is not the last character of the verification code, the system
then sets the current character of the verification code to the next character. The system
then determines if the current character of the input is the last character. If not, the current

25 character of the input is set to the next character and the system repeats the process of
comparing. If the current character is the last character of the input, the system determines

no match.

In some embodiments in accordance with the invention, the R representative
characters are the numerals 0-9. In some embodiments in accordance with this invention,
30 the base characters are the alphanumeric characters. In other embodiments, the base

characters are a set of ANSI characters.

In some embodiments in accordance with this invention, the verification code is

transmitted to the user in a sms message to a telephone number associated with the user.



This invention relates to a system for protecting a user password. More particularly, this invention relates
to a system and method for receiving an input string that combines a user password and a system
generated verification code and uses representative characters to replace the actual characters of the
password and verification code in the input string to 15protect the password from snooping type attacks.
In accordanct Witi§t IS8 IANERTEH INnasgSteaRqs Wit EtsH) Vardisrvithe prsliertioa pafenisdErBE ti¢der with a
password. The thasserantkiseanséiing of characters that a user inputs to gain access to the services of the
provider. The password is either selected by the user or assigned by the provider when a user is
registered with the previdererhbedochatacietzcaidhas miaty e irsedtiongénecatatalpass\werdrare base
characters. In-gcrglsaRge itk semerRmiagiaens.dhe Ase SRRIAGSHRMAGE allipbpLcharacters,

alphanumeric characters, or any other set of ANSI characters that the provider allows. The invention

relates t0 a sPRRETPIRHVEHTIRBAIRS MY AR SRETrIPREedRE QIS BidpR LARSPGIPEYehow
capturing thecimgactefsusér dEpliy wictte iRistraess tietiveo sk araderragndcibel espiesatiéatior sodatd@xecute

processes togysVisterarn prethariicationesiaimuie gerarsiancavidhibistimeationodiftwark Q0 includes
provider system, 150 and.client devides JA0 LS AN 20, Gommunication netywork 100 . network such
as the Internet that alfows processing sysl{emsafo communicate with one anoger. Provider system 150 is
server 151 ofa drittiporsEpderisnisy is spethaispidreddatiiesnsahd Ak siyieSpit a5 sy pritip¥Ride content
and servires ¢hauseessayehére tamiketiOborb éhwicesdil T ie anpratdstionaisl apdo pronahegkto coseputier system
that is conneB}gqotﬂ I HP5 via either a wire or wireless connection and accesses the content of the
provider via a web 7" browser application performed by device 115. Device 110 is a mobile device such

as a Smartphone of Peraenal RIgHRHASRISKBIERAN IS IFRaBRIaA:Ih AatARY LAy avireless

connection and performs a web browser or other specific application to access the content provided by
the provider. We@i%ed% iie\ﬂcﬂo°§l€rstﬁcﬁ535§nﬂﬁsﬂﬂt8ﬂ9a{@% %éfFéP %eﬂé%tﬁiNée(W)sﬂg\ginLﬁ’gnprocessing
system that iseeeivhected to network 105 via a wired or wireless connection and accesses the provider
content via a web browser or other application. One skilled in the art will recognize that devices 110, 115,
and 120tare only provided as examples and other types of user devices may be used to access the
content of the provider without departing from this invention. 10Processes provided by instructions stored
by a media are executed by a proces&rigffeseriptira ekteslsanipater system and in one or more servers
to provide this invention. The instructions may be stored as firmware, hardware, or software. Figure 2
illustrates processing'@y9R¢p 2HENPRSEAY] HBAsySR i FTOTHRRGDHY théiSrBvesimnPes sessitedhe user's
computer sysiete dvlidwtvesmilbaidexaiie theliastkiciiona thefertoviny thevargsesses for 15 providing a
method and/or system in accordance with this invention. One skilled in the art will recognize that the exact
configuration of eadtigorecédsdingtraliste nienicas beodiféetent anchthetexakt poniiing atiosystetheiprocessing

system iy eagh, HEYIRENRFY R BRERIEHRILiIR SHNSH by way of example only. Processing system 200
includes Central Processing Unit (CPU) 205. CPU 205 is a 20 processor, microprocessor, or any

combination O_f progggss ﬁmgtmiiﬁgos)r&s%aa&éh%%%@%ﬁusﬁ&emmé@m theuripgesses in
accordance with t%e present invention. CPU 205 connects to memory bus 210 and Input/ Output (1/O) bus

215. MemoryeB]L?é) TG 3NN CBET X &r(])isrﬁné'ﬁ'uné'ﬁgs 220 and 225 to transmit data and instructions

between the memoges ar;gaillg%%os 1/O buF 21§ connect§agPU 05 tergerrlpheral ewces.to transmit

25 data between CPY%D 'rb%r?pk?ésr%F eVices: ORe skied h1Re art Wfﬁcrcé){:oagnr?ﬁev‘f'hat I/0 bus

215 and men$8ioliRenErPhYag B¥eedPAbined into one bus or subdivided into many other busses and the

exact configuration is left to those skilled in the art.
25 Figure 4 illustrating application of representative characters to a password in

accordance with embodiments of this invention;

Figures 5 and 6 illustrating application of representative characters to a password

and verification code in embodiments in accordance with this invention;

Figure 7 illustrating a flow diagram of a process for authenticating a user in

30 embodiments in accordance with this invention;
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A non-volatile memory 220, such as a Read Only Memory (ROM), is connected to memory bus 210.
Non-volatile memory 220 stores instructions and data needed to operate 30 various sub-systems of
processing system 200 and to boot the system at start-up. One skilled in the art will recognize that any
number of types of memory may be used to perform this function. A volatile memory 225, such as
Random Access ME&if8i fRIMTaieRR e rieeRE & mémepyhosRIney Sumcinehisuce2s stores the
instructions agiabdaiadrecnetdydamld Bit (s taveatiarm software instructions for processes such as the
processes required for providing a system in accordance with this invention. One skilled in the art will
recognize that any Rigieep ofiigpetingf am@ooryianaynbef usett@ae s fiilgeneraory aspldée@ract type used
is left as a de&ia&&@@%éﬁéb&ﬁm@kb?gcl{b%@é%vﬁmig%‘om&%& keyboard 235, display 240, memory

245, network device 250 and any number of other peripheral devices connect to 1/0 bus 215 to exchange

data withyCPU 205 {8, jise dnigRpinf 9 NS/ EIAG SX SPULBR QBN &R atHT] SUIaR AR L@y, device that

transmits and/or receives data from CPU 205, Keyboard 235 is a specific type of I/O that receives user
input and trafSIRRY TS BRAYSEBG Y BIEBISBAS P88eives display data 10 from CPU 205 and display
images on a screen_for a USer t% ?Srﬁ.' Me[[nor¥ &45 Is a device that trapsmits and receive tdata to and
from CPU 205 for stotfig datand & media. Network VR Y5oPLRiieades ©rFBrIns 18 AMeiRerk for
transmission REsgARIG@Rheerifingtionrodp o cauxdiy syt énascEampes WiEbis dfvertipgtesent invention
combine two types of prevention mechanisms 15 to prevent detection of a user password from the act of
capturing the password as the user inputs the password. The first is the use of representative characters.
Representative characters may also be termed an N-pad. Representative characters are a set of
charactéfs that each represents multiple baSeteéfladees&inianost systems, the set of representative
characters includes a specific number, R, of representative characters. Each of the R 20 representative
characters represerfdSIRERERR FRIARI R SyHtBRsTOMNAleRIRG S HeehRFSSY ARy MAmRReFieHRRbver, R is
typically mucthilegséhtuontheatetationu sysenobbd setharficterseilingerorganseingtthdahesembadiments, R is

typically in a rapge.bahweehd Ly obgdHumagl WiiRash ¢ RaiedRiz.ead &R LR bR SibRSe
characters. Further one skilled in the art W4I note that K is gp\)llca}%?reater than one such that each
h

representativi® CHAPSEEPrAAHE (& S8°HRS 8 S PR BiESR" OR-RIE AP SR8 NG dPers
represehled byoteekibroresuaivEmumberdingdynteettackspresentation code for purposes of this discussion.
The mapping of representative characters to base characters makes determination of the actual
password difficult if fheafspistenta tiingtas rdprediontadve \striradterddedc aptredeyicad@vaD the more
than one mapptngnatirpresertalive £PHARGIGES (THRAsEsENarAMEs St §IromaERted tepreseatative

characters gy fsgye o hessamedase danRe s make LAl [9hthe guach epsaded

passwords to be determined by a potential hacker as ditferent patterns may be used each time. The
most commoH38§8r@PFé%5}’ié’sB¥1¥%\9é°¥HﬁFé(\‘&%’PsaiESL‘FféSJ§8'8FFﬁS’rWBBr‘§G‘oW%VHGFn &P Saa' & telephone to

represen? alphabetiyabausebdrsgdriveate baiasresemtatiase charadtess Ursedorréereerdidncemath
em bOdimeht%wy&%&@%@t@%@éﬁa@é%@%ém Qﬁwé%@%g%té@mﬂ#%ﬂﬂnﬁw& ISRPSGSs, e first
difference is that the se o;%ﬁg?% haracter%t?%t each,

; aracters eprﬁsent ve. character represents is newly
o & ¥etEor'Dade BIRAIACErS

generated fof &48 h‘f‘og-lnc.’ e Setso V‘r’%‘presee'ﬂfléeatgrner%%% s?t}ﬁig %t)ﬁsée (r:Thange every

time. For exatﬁﬂj@pfm@ates the password to prevent detection of the password by somehow capturing

the input of user.

25 Figure 1 illustrates network 100 that includes the devices that execute processes to
provide an authentication system in accordance with this invention. Network 100 includes
provider system 150 and client devices 110,115, and 120. Communication network 100 is a
network such as the Internet that allows processing systems to communicate with one
another. Provider system 150 is server 151 or a group of servers 151-152 that store data

30 and execute processes that provide content and services to users over network 105. Device
115 is a traditional laptop or desktop computer system that is connected to network 105 via

either a wire or wireless connection and accesses the content of the provider via a web
7



5 number "1" may represent d, g, t, v, and s for a first use and for a subsequent use number "1" may
represent a, w, n, j and f. The second difference is that each base character may be represented by more
than one representative character. For example, the number "1" may represent a, g, k, X, and y in a set of
representative numbers and the number "9" may represent b, h, k, s, and z in the same set. As can be
seen in this exXawfsieaprlieios AoferaradisrREeeblesditEigny oth a RAkl9. JR¥ierIEHCA #sEr may enter
either 1 or 9 ©niafsesen iothPdaidas kDrian Aspigtting(RINESHEOIE.connebigiite dtusikates dispay 300 that
displays a sef, of feRresHAIKS AR YIRS Q%Vré%rBFSQJ&f &t%%h'& '%ﬁt@gp%r%ﬁéx"%r dadvRyification in

accordance with an embodiment of this invention. Drs% 0 shows a set of representative characters

305 that 15 COMPHSRNIFRBES 19 e SHBVIAT i tﬁb?elh%?hn@“ﬁ'r(ﬁﬁlfﬁn%f’?@ﬁfﬁﬂtng”%ne skilled in
the art wHl rebtzghize thBVahgvaet @boirastte sy steay et isechasatepteseiaiivé Cheraeteirsdthout

depabrting from.méséntfemtfj&aoﬁuzsﬂaereraégeséenlﬂqgkBted.glera&m@hteGegaizrﬁettlagrmefaetz?pfé@eresgr&ative
numbers ma layed in ner including tables haying an er of columns an

number of roépso‘? iggurénflﬁ g o {8s an ('er{xarﬁrJ c?fn 'Ze ?réy %Vge? oﬁrlalegﬂe%enrtatlvé C ara?:)fers 305 to
password 40BreyigehasMnplas sfitheferdynss %htﬁﬁh%vﬁgﬁr’@ad! beuseldpcraesIshhenaientef Referring to
set of represeidalivadehaniaciersepahingittuen s preatisnay be used to represent "h". In input 410, "2" is
input to represent "h". The "e" in password 405 may be represented by "2" or "3". In input 410, "2" is input
to represent "e". Thersesssepmoessd by hssedtioningutdieyasheditherehkasactedvoofa ppadeddigo produce
the Input 229946784 o usdriOUERBULIRISS i USSR EPRIBRPOLAINYE EhaKaRIer ihIag acond

prevention mechanism of a verification code. A verification code is a string of base characters generated
by the server'&stBFH Lﬁ’ﬂﬂ“ﬁdﬂ@t‘nﬂ?e&“ﬁb‘:"ﬂt8Su§'8?"f8reu§@rh"‘1ﬁrr‘?utﬂr a°§%%[§sm)éﬂd"‘rn alE8VaiSice with
embodimentpoctstina sgsiton?@he Rexdfiesitionystate ZomayssnoedosreessDdgrrvisidedrinthgesensut string. In
addition, as skt kjgidia anthednBry mmé%u@etrenqam&bagaetqrafmﬁetteddwcttseééserr The
charactglgs of the asswor% \éerlfl gltlgn &; de, anCoI0 ran ndom ht%rglcrtern nay 8 mte(rﬁgéarsefg A rt that is
required’ thBlt the Characters of the passworoaand venfication code appear in § that same order as given.
As illustrated 'l FF§09BIZS (het thagsarb RS R ASISERE PiRGsadRY EalR Y Pecdifieradiean?osimo”, and
verification catke &xhbt isorigOGRbN. & asswarckSéiny maramirchacaciersd iy amdy\variiEafion zade 515 are
mixed to fOf%.@ﬁtﬁy%?Hr%Qé@&e%mgh is "v4he791s9110625m230". Although each of the components is
interspersed, the order of each compaonent remains the same. One skilled in the art will recognize that the

user is free (0 make-AL RSt e ifer Rk RabInRUPPRASSITU AR (bPUY 9. shasgsters in the

password and verification code is maintained. The representative characters may then be used to

input thidstrifE S & oWIITRRERGERE%S. R's ERoMTATART b PRSP PEL AN RYSIRREEREIAREPE'305 are used
to enter resukkR§WaiMgBROGOSgEneeHAENINNGt BreierFBR5INFRsIcCEsdamgs avithe!fir prebenrhdteendiPresulting
string 520 is BPURBBreseatve rlaasteus s she %M/repraaeomriuesmamﬁh@/m& 2180 _
o e U6 o220 bl 3SR Gk U PHIR AIBECBEURURGLES cescribed

above to input all o %he characters of resut %strrn rm input strin avrngt ?‘ollowrng

string of reprE¥SPRERYEh ST EPs "B XS IIBLLINeE 7518205 P&ﬁ&hﬁi?rﬁﬁ@é%@chaﬁ%?stem an
authentizatiodgadedssas QBSOS Hrat tbarpetiphetshpaviecth e ey siitediondobeadhreeppesentative character

to the base ch@reﬁteﬁe,oétta%w%q angl Mayificationsrrdends wirllas BalnkINg the, orday of each of
the password nd verr |cat|%nh|eo e wh e the ¢ r?ag ers of the ¢co f%él_?nts are interspersed. The

following des% SLBHSERHAPRIRE 9 20 %%rﬁ‘ﬂ%”é 6&%?8&%864‘%‘? 8% that provide such an

authentication procgss in acc( rdance wi B his |nvent| é’ﬂ e 7 illus process that IS
SRR Eeta t e ERRR

non-v e m emor IS CO C
performed by a service in tGVider %)ys u?ﬁen ca?te erin an et i accordance with

this |nvent|omme%%@@bé@ﬁgwﬁslﬁep‘%s%?%é@(ﬁﬁgﬁaﬂmﬁ@ésﬁt@ﬁﬁﬁ needefeiacresrl8g-in the
receivensysteaionsuskiled ity tbeppstudding cgerpeAimbHictsespe shanaysteenratsesting aokeb-page, an

Input of a POILYRE HEVIRE I ARILUCHIYARR S AhaIRBLRGAY SV EPRANSy Hibe s 5L or

this function.

A volatile memory 225, such as Random Access Memory (RAM), is also connected

to memory bus 210. Volatile memory 225 stores the instructions and data needed by CPU
8



25 requesting access in the system. In response to receiving the log-in request, the system receives a
user password received from the system. The password may be received by being read from a memory,
by a transmission from another server, or in any other manner without departing from the invention.
Process 600 then generates a set of R representative characters as described 30 above with reference
to Figure 3 in’8fefrererforme softyeaasingl ydinasaliigPELSRIS6F reye st thfver esRsfestdps wied dor
representatiopreadiegrarsgstem ahacasieinscdasctiee eatow. oiib seirkencpdartiglirecdgribetret of

representative chAraGLets ANdasspeiRr-tIATRGIELLRAS AE e Usiir ST G ssa:t, siep 615.

Process 600 then generatées a verification code in step 620. The verification code Is a verification code as
described abGHANGHAS ERRIES P ﬁ?@ﬁ‘?@@'.‘eﬁ%t@@ﬁfﬁation is preferably generated from the same base
characters used to generate the user password. A process for generating a verification code is described
below with referencEId B1l§6réPo kBRI il étflc RIS 38 s TR &SRBy e®8Ystem in step
625 for use irtkieenties ofictitiowprouergsdevices gastegr6R0/nbomZatidn eagmmtiing dtre wit 6PR
representativeoshiar agters Al iR RSEERRISE FRBEESE BIAI @0 5:0dRS R P8 I/ R Hinptieniceads are
wansmitted to e yeer dayice. Jhe sel ol R renigsatatie charadiers. Ihe assogialed iaprgsentation
codes and 10Ventication code are pre?erably rarismitted Via the Same means oftransmission at the
same time. FGCRXasHE, RV S ROsERe b HnRiy o hRraéters Dttt dersiiesseispitioAdéd des and
verification caden oy Resransmsies asagast@f thedeataftoraaudisptayesuaasosy \2¢H-pagdeoicgpop-up’ or

may be transpited,aspad-af eagk iGN hah Wb bossesl i aenssiadne displavediimatively, the

set of R representative characters and the 15 associated representation codes and the verification code
may be sent BV 53R SR8 MHES NS Bt Bx b iRe ks L R PEpTUPRatl AR dPasr L AR LHRE associated

representatioprewdesnsastémsset as part of the data for a display while the verification code may be
transmitted by another means such as a sms message to a telephone number associated with the user or
an e-mail to an e-mhihbetimenisidbeintest it endanseampinovinelyreeoRrergntioni sstchabisseparate
meanhs igsnotiapRirierabiecasnibefires ﬂé@sQﬁdeefrﬂﬁmiﬁﬁH%Scﬂ%@ﬂﬂﬂﬁ@l@@é%rﬂ)ﬁ%ﬁﬁ;sm Process
600 then waits tq receive an input-string_from,the client device in.step,635..1n st 40, process 600
determines w %Lﬂ?e%%%g %ﬁ%ﬁ%gnrt@ ?sq\%[iés.%e L{/g?aeliarfsttﬁ%%?(sg%éar S%nggagg?%%’[e?%%ﬁ% &%gt er the
representativeBRSEE 81 A TR S Pty \rRatid BepErsepirive shaiaris s riR e 5as el rbriestaverification
code in the pticgierachdepréspriccasdtifts paséocharagtthe vialickatiosyitatesatibedtbe|epradtnteference to

Figures 11 anl,12. 4n-sieR,045 4Ne SterriRaliP Tl M REShek B el iS setengdoff ghe fnput is valid,

authentication is confirmed and access to the desired services s allowed in step 650. If the input is not

valid, ad®ess T e URLYS SRR T RIEF F88 2SREARNEA TS tHE SFtARP SRSz &Y 8feps 650 and
655 are perf@aniedirber colowavEbmalsrhainady anwdhtirseitattietatrl oftthesefdtegsschrsagiensteth for brevity.

After step 6580eb@aRcdIFaREREIRbodimdNBURSISHIIUSIAIES AaflguHRIAgENY 06 BraseRsmid) dhat is an
et P praes Lo lamed Drdh el dauiee b sl AR LIheg IR AL venton

Process 700 begins in ste connecting to the provider system. This may be performed by the

client device teebsin§ i \E’@B%ﬂé@e@f@thg‘ﬁ?o‘?ﬁﬁe?‘@ iN2irRPEEPIRSRTIN 4 PR PL 013RR Qient device
requestgio pederthan loge ibaker tharqutevidEresystefhaGinenskiliesinethiesanteuiby ecegrazenthtyenay be an

automatic Progess. MaesAAES SRR INRR-BAEE (MBS A SRaRECIEIuEShindicatagBgRinput to @

certain area of the displa %r any other manrher of 5reﬂ1u§st|n access.
representative characters to base characters makes determination of the actual password

difficult if the input of a string of representative characters is captured. In addition to the
more than one mapping of representative characters to base characters, two or more
30 representative characters may resolve to the same base character. This makes it difficult for
the exact encoded passwords to be determined by a potential hacker as different patterns

may be used each time.

The most common use of representative characters is the use of numbers on a

number pad of a telephone to represent alphabetical numbers. The set of representative

9



Process 700 then receives information about the set of representative characters in step 715. Optionally,
the verification code is received by the client device in step 720. Otherwise, the verification code may be
received in another manner as described above. In step 725, a display including the set of representative
characters and optionally the 10 verification code is generated and displayed to the user. The display
may be a weBYpERGEENTBY "HESCApNSRAVIihgriRediBeais e teriferion esigifferpatsiethepresentative
characters mgjepieodisplayasieais ano’N-gpadiswiTieh fissadielerdtavitnghd trlueing aask Mhwusesiowever,

other ma””e'Eﬁa‘?fegi:’?PJé‘yré’Q&%Qfl?/éJéﬁéer%’trewgp?%e‘%ﬁé SPRERANRHYR AR WIPUTARPIUNg from this

invention. Furthermore, the display must show the 15 representation code associated with each

representative Y38 CrRHSISIfRR $SAYEA B S AR Sal D O AOBRR RIS JHREZABPIENER input the
string cofAtainingthe ititevapenyedepadswdrd aadl wenfiediiehusedmd for diswiegnida, usrerelieptrdevice

receives an inpuh8f repERsRNMAlVE GRACteR: habraerdeAcstingREsharastesrphdhe Mayifieation code
and password pierspefsedin ine. 20 proper order fo gach, o the passuiord and yerfcauon code. In
optional step 785, the input String may be Bncrypied. Theanput sHing is ten transmited to the server of
the provider $§RtRIANNStEp K120, aMHeYchieAt Wb At ceiereRiRMe sy BRaim ANerihs thiemhgthéntiation in step
745 and procepse£eft ends.kigused4livstiatesnscileny dimgiaim 0 geeeeiastBioiaaipe ancerabodiment of a
process, 25 for 9e0er g 4 Rel Al RIESEN Y G CHVREEGISHNS CRBPRASE 100 B G des N

accordance with this invention. One sKilled in the art will recognize that in order to increase security, new

representatidf¥EHRY L 'YH&raRss iR Eihadiary Rresentative character each time a request is

received. Process 800 be%l)ns in step 805 by generating a seed list of base characters that are R *K in

length where R is tHeSHEmb P 5H Al g e Lot TR c FRAL CRNEYS Partd 1RTidSRESRANARYS GPBASE Characters
represented bgrenaipde entestvarchapaties. Prekaswsyd sceranderifiidsdior dhaesctedasaselvitecdfor each

position in themesish INBIEKIEhIBANTRARVIISEHERRASS 6hatRstert-a18 EABRRIBIY sedesied is

convent'cgnal and is omitt%d foq Br v'&t‘ya. In step.810, racess 800 d%tgrmines WI‘@ther We generated
. é Cgmé)l’l?ﬁ numbers ‘l- at-are shogwnin a t e avmg. rows an CO U{T]FIS. ne skilled .
seed list includes at least one occurrence of each of the possible base characters. In some embodiments,

the occurrenéetbe 8Hcllsseameshisbamersbel saasatisie dy oA aRGREIRENNA S1Reastectimence of
each base_ charmmenlthrﬂrgafnoﬁrﬁmlgsthm/eemainaemﬁrﬂmélsérwiﬂkinaddmmWﬂi selegpizd asereharacters. If
the seed list dogesy RS- MCIIdR, 8HGABL RNV HENSFATiEARD RaRRCRARGHS +BREGRRAQA G PEats step

805 to produce a new seed list. If the Seed list does include at least one occurrence of each base
character, prOceSRasE Qe YEREARhY MRS ALRMRation codes of each of the R representative
characters. In step 815, a d_rf\ta structure for each of the R representative characters and their associated
10repre®ntation codBe st JARUAREFHFPIRIBIS RR'YDS RS h?iﬁ%@r%%e@gg“é‘?é;@%%tar§§ MERd lists or
other data stRasieweritHab nteyyobeeeaisilippravelrsed Hlrind\sisthowraimafigslfeationassword <@ 820, a base

character is saiieted fravarthengasdésss Rigt@hbn thenbaseehauactands selectedfgmanywdere in the

seed list to ingcreas rity,. How , &ther method s selecting the first or | aracter in the
seed list maf%ge%%gggﬁvﬁhbm 'q%uggf)%r%nég P?rﬁ tthlég%%gegllﬁq?gﬁ Irlllph Sg[ér%)g é’gg?%ﬁvéoféﬁ@%ya%e code list of
one of the avEPiBiENe Nredetitative RirRctd i¢'d8IBptddo TrRISSSRicRd BHESTRE RO S ithen inserted
in the selectadedpoasautthivestof thdshatneeskiidcin 416 arprdlcedogimzet th292h65 8hay include a check
to make sure the same base character is not present in the list and performing a recovery if the character
is already present irFiperdist.iRGAées thhe beseftteprastetatvmnsbatedentoithéheegresentatiamitode list, the
list is CheCk?%éQk%@rH“HFeaif\)f&}ﬁi@ﬁdﬁ_ %%B?P'e';@-Jér‘ihé‘afﬁﬁr%§88t%ﬂ%”éﬁ%b? Hﬁ%@o%a}g&er@e
representative chara tgr ssociated v¥1|th th% ode |s&r%r{10\ﬁed from the avallabgte representatjve
characters in%etréeﬂaéi Phroca8S Bo HEh 3 eterfirrﬁ'rmésewh%{ er'tierd are é{]nwgrhnﬁ n?&sas\vlvgﬁ ble
representatived @eaPEtaReS tBtepBBEN IR Ihisciys00. dheigerification code and password are

30 included in the input string. In addition, as shown in Figure 5, the input may include random
characters inserted by the user. The characters of the password, verification code, and
random character may be interspersed. All that is required is that the characters of the
password and verification code appear in that same order as given. As illustrated in Figure

5, user password 505 is “hello123”, random characters 510 include “v9sImQ”, and verification

10



25 representative characters are available, process 800 repeats from step 820. Optionally, the seed list
may be checked to determine if characters remain in the list in step 833 after step 855. If not, process 800
ends. Otherwise, process 800 repeats from step 820. Figure 10 illustrates a flow diagram of process
900 that is an embodiment of a process performed by the server to generate a verification code in
accordance WRfEthI® 804AY&EHI o 2pTeeEs3000RRIhdRTastiers 949 B¢ AptRlPsedeti§ arbase
character fromitbe haggnchesaatersttinat snayvbriige o 4a4g0RRMIBE2 enzasswalthoGymessistiend inethe art will
recognize any téﬁ%%‘?&%‘&@%&%‘f W@QF&@%%‘*AB‘F@Q&&E@Hﬂ%ﬂ%éﬂ%ﬁ&@é\%ﬂ%@@w R psed and the

exact method is left as a design choice to those skilled inthe art. In step 910, the selected base character
is added to tHRAAFMEAIRTEUR IR g&ﬁﬁ@eérﬁkffﬁﬁﬁ?e’ﬁf’é‘?r@i@%P@ét%fodgf?é‘?%?@ma@“%saﬁf‘pended to
either thé bedpngiagtior theeeoicbérdmteveiifibationsvade andhieidicktisimablie iistmeivtiifechtion is stored in a
linked list or other dynamic data structure. However, the selected character may also be added to any
position of the codeTthiepredesatitia g irvacttiis mayeingonb S Rsedeesi90 thierstieteaniseamvhether the

verification cegigiis 6OMPELRIRSIAPFYLRe @n&mne@reﬁa&m Hrdeledminsdis whatheeths code has
reached a prede rmlned I h How ver f}g nbeztgogor rtln Wlth this
ess

h strln era e |n te 5}/[}] ?eut%%ql wit %%(t:h Hég
invention. If the co com |s repeated from step e wse verification

code is returﬁé’@%@félﬁ 940 BHQIWE«%&GQ@@@W@E. 110??59r‘éﬂylrfp&ﬁiﬁﬂtétlﬂaﬁ?a@cﬁlw‘/'ﬂga@ram of
process1h000dhratiiationnebad it nb ofidss authamisationiprosess! flor detemhssmnepedtbessthie input string
of representafiyey ajadiprsdnasen e andaslcatengcigeskilorim gt wil note

that the process operates even if random characters are added to the input string. Furthermare, one
skilled in the Wil r@é8gni28'H8t pdl&wordEhEcatitiode ®hnd FRSER LB beS AR in a data
structure that ERRISIBMHIS Bl TitR/ersed. Examples include a linked, array, or other similar data
structure. Process 1000 begins in step 1005 by setting a current character of input string to the first
character of the inplit steergtoThie\ddgreveithagrsirm ofnheuihestoatian isrceesd hadhdetateasr of the

passwofrd in %Eﬁﬁb&%l@\@fbdrm@t&ldﬂem @aana.@@{e@éﬁ{wvéeéﬁmti@n eothe isatOpatdardredirgiccharacter of
e e S L SIS R L0038 0P BN REAISADG GOTPRASOHr o S SATRArISOn of e

input to the passwor egins in ste se ectln a se character from the representation code list
of the current’ ?@B?é%@hﬁ.ﬁﬁ\?e%rg&e?h@f%ﬁé% Bhfhﬁr‘?ﬁﬁ‘pﬁf‘%f@b B IBfefARCEARCtEB%D R4 RS racter is
compared to deecdptivenbothefrigates 238 Diddreritesswoodintetite charactesssdthatoprmatehsyrocess 1000

determines WhgitBgridhe fepsessiaton iBlceWRiNgiERIeRase characters. If so, process 1000 repeats
from step 1020. If not, process 1000 proceeds to step 1050. If the selected character matches the

current gharacter OB PRIRNALLELRER1035 (RIASHRIIANR BptesRHRSSINBIBRESRS SI¥FeRt character

of the passwor(a]ls he last 30. charac rof th%a assw rd If tf the cur #ent aract e the assword
and input are each 'Ca{e[o H?éarﬁré% c%arac Br'of 8N | proces'g kojo) '?5pea SFrom stepg 20. If the

current chardbteieafife hasasiitpis tirauast féﬁﬁrad{é?[ ﬂﬁé"%i@\)@@rw ifenepgeiehRAeMth&etirrent
character is rsavafinaHbarn@xl rebagaetethanthregess H9BdPregaatisde sieppddedan inpdthte £omparison

of the input t%ﬁu‘?&’%{ Weationg ggﬁu&%qué%ég 8¥e§&1951%bé!f%elﬁ&6'%g%lb8§% BAGIRINY 10e

representation code list of the current representative character of theé input string. In step 1055, the
selected basEEHSFHIATLED NPty tF e LUFRSRPIRAIACRSFYINEGLPFidAt BasHReCRE S ters do not

match, processdid@0alesermassword received from the system. The password may be received by
being read from a memory, by a transmission from another server, or in any other manner

without departing from the invention.

Process 600 then generates a set of R representative characters as described

30 above with reference to Figure 3 in step 610. The process for generating a set of
representative characters and a representation code for each character is described below

with reference to Figure 9. The set of representative characters and associated character

codes are then stored for future use in step 615.

11



5 whether the representation list contains more base characters in step 1065. If so, process 1000 repeats
from step 1050. If not, process 1000 determines whether the current position of the input is the last
character of the input in step 1085. If not, the current position of the input is moved to the next character
in step and process 1000 is repeated from step 1020. If the current position is the last position of the
input, a mismatch i€ TRERSAIRRP drRN sIRNasdied o Medlicatipscode inrsice 68leclbl verdiertiet PratKes the
current charagtesriictierpasssvard dessieed Choy prate seféRPR«leieryine swhetlbevdhfcsusnet character

of the Ve”f'Ca;}i%ﬂébﬂ?EéﬂéFa‘Eé“@‘ﬁ%?ﬁ‘%ﬁé)Eé'ﬂ% %%Qg%ﬂﬁpéh‘é%d&sé& w&eﬂbsaw thenkEPRLRGIRS @f Ane

verification code is sétto the next character of the verification code. Process 1000determines whether the

current 15 pdRETOIthashPatng heqdtativgrseterdAfReRpY LAt 088 TP AR ChE WG Eht position of
the inputds midwedettethehertifitaicac mdn istdel G8Seaanbypiiecegs<l000 #erepeatta freeminstbp 1020. If the
current positigiigAtiadatpesiion of the input, a mismatch is indicated and process 1000 ends. If the

current character of the verification code is the last character, the verification 20 code is marked matched.

Process 1000 then detgepisss ihRpWLIRR RAESWREARNELY i ficatisa Loafiv emaiabrddrsstey 1080. If so,

process 1000 retura S m%%%%ﬁ@ﬁ“é%? prgggssblggr(l)f [ ceedg toaséepra%g% gqoesﬁrlbed above.
Preferably, an A eMboC focess 1000 e periormed” y recursive processes “The 't following

pseudo code‘%?r‘{’:ﬁﬁdeEhEhégb%W@O@W@é&@s‘é@racmr%db%aﬁ%ﬁé@ﬁ PRRIEERRBICR ARIRE &Bter oh, int
position)pbooleditativacioacitiech@raciel chasatted ol thd pasdiorpns of haatesisstireakhaeadmpattern(string

pattern, int pagiHoer exdAiBRCOLIOPRIEMALSERS RAt ehae il qsiianinaiiip dsiuin true;

return false; boolean check auth lEgttern (string pattern, int position) foreach oh in pattern if check

pwd Charact(ﬁ?(qhveﬁagﬁﬁﬂ)%d@ar% rﬁr:ﬁq.sémtte F‘étﬁﬁ'i‘f%lé@e data for’a display such as a web-

page or ‘pop-up’ or may be transmitted as part of other information that will be used to
generate the display. Alternatively, the set of R representative characters and the
15 associated representation codes and the verification code may be sent by a separate
means. For example, the set R representative characters and the associated representation
codes may be set as part of the data for a display while the verification code may be
transmitted by another means such as a sms message to a telephone number associated
with the user or an e-mail to an e-mail address associated with the user. However, the
20 transmission by separate means is not as preferable as it suffers the same limitations as

conventional 2FA systems.

Process 600 then waits to receive an input string from the client device in step 635.

In step 640, process 600 determines whether the input string is valid. The validation is
performed by determining whether the representative characters in the input string include

25 representations of the password and verification code in the proper order. A process for
performing the validation is described below with reference to Figures 11 and 12. In step

645, the determination of whether input is valid is returned. If the input is valid,
authentication is confirmed and access to the desired services is allowed in step 650. If the

input is not valid, access to the user is denied in step 655. One skilled in the art will

30 recognize that steps 650 and 655 are performed in a conventional manner and the exact

details of these steps are omitted for brevity. After step 650 or 655, process ends.

Figure 8 illustrates a flow diagram of process 700 that is an embodiment of a process
performed by a client device in accordance with embodiments of this invention. Process

700 begins in step 705 by connecting to the provider system. This may be performed by the

12



void check user string(string st, int str pointer, int pwd position,int auth position) if (pwd position g=

password length) && (auth position g= authentication length) is correct = true; iIf (str pointer g= string
length) return; string current pattern = get pattern(st, str pointer); if check pwd pattern(current
pattern, pwd position) == true check user string(st, str pointer+1, pwd position+1, auth position);

if is correct =Sianieleviceagprssing arwehserae AhtPRREINPELAAAIAIBENT PAFosHisiep=2 drike
check user sitiag(sk\ste pejntats lo peribposil@pinddthheqstioder bjstkis.caieclkiisditiene arfefim;
check user SVA@%ﬁfzeSttthOJﬁ‘égrB&'W%%@ﬁéﬂﬁ@"br@&@@s%ﬁ#lﬂ%&esmnthﬂg %Byﬁaé%,arﬁgf%répgon of

embodiments of a system and process in accordance with the present invention as set forth in the
following claifRECHGLEMGRBIRLA HLRY R RV ERR AR aRIdRs AP dmn heT SLap¥ bR hefoftovving
claims. Whateaguelstingezttesd.. A system for authenticating a user comprising: instructions for directing a

processing unit to: receive a password of a user stored by said system wherein said
Process 700 then receives information about the set of representative characters in

step 715. Optionally, the verification code is received by the client device in step 720.
Otherwise, the verification code may be received in another manner as described above. In
step 725, a display including the set of representative characters and optionally the

10 verification code is generated and displayed to the user. The display may be a web-page
and/or “pop-ups” showing the set and the verification code. The set of representative
characters may be displayed as an “N-pad” which is a table having N columns and M rows.
However, other manners of display may be used for the set of representative characters
without departing from this invention. Furthermore, the display must show the

15 representation code associated with each representative character. This allows a user to
select a proper representative character when input the string containing the interspersed
password and verification code.

In step 730, the client device receives an input of representative characters that
encode a string of characters of the verification code and password interspersed in the
20  proper order for each of the password and verification code. In optional step 735, the input
string may be encrypted. The input string is then transmitted to the server of the provider
system in step 740. The client device then receives an answer to the authentication in step

745 and process 700 ends.

Figure 9 illustrates a flow diagram of process 800 that is an embodiment of a process

25 for generating a set of representative characters in response to a log-in request in
accordance with this invention. One skilled in the art will recognize that in order to increase
security, new representation codes are generated for each of the representative character

each time a request is received. Process 800 begins in step 805 by generating a seed list of

base characters that are R *K in length where R is the number of representative characters

30 and K is the number of base characters represented by a representative character.
Preferably, a random base character is selected for each position in the seed list. The exact
manner in which the base characters are randomly selected is conventional and is omitted

for brevity.

13



5password comprises a string of P number of base characters, generate R representative characters
wherein each of said R representative characters represents a representation code of a predetermined
number, K, of base characters; each of said base characters is represented by at least one of said R
representative characters; and at least 10one of said base characters is represented by more than one R
representative charlic&g, 810, peserat8Cd wetfTeutemn woribetdhtpaeraIaied AMJH PIEIHIRS 3f base
characters, least one dtamssndesaid@dHeprasaiaiive chesatiateiasid represcaiaitnmeadse vel5each of

said R repre%@EﬁF&‘ﬁ%&@@&&ﬁr%oéggléadgs‘éemé%lé?”|§%§ﬁs?%&‘ H?%‘B%}élﬁr?g the i QP%M? 8Relnput string

from said user device wherein said Input strln IS |npu sa| user and comp rlseitﬁ ural |ty of said R

representativeCEWATAEEerS e?%@?é‘l‘?rﬁ%r%ﬁétﬁ%? 848 B'fﬂ?amfl geindsreddhtaliRie A represent
said basé chaesstersteksaithprteort thedseddistatifesatigrincbde a1 eastoperaaeermacf eaclauthorize

said user in rggROfREda R, PeiessaiBaticshthal saiddelvitalii QiR serRipsesdative characters represent said
base characters of said 25password and said verification code in said proper order; and a media readable

by said processing iiiefessiGENE 83 i dRal ueliuas ode bBuREAtRBIREIRBRSS ¥Harsalt, Rrisciass than the
total number of hase CAARIAT: AQRIR-4RSME! S AR EN B SIS g lhan g, otal number
step 815, a data structure for each of the R representative characters and their associated
10 representation codes is generated. Preferably, the representative codes are stored as linked

lists or other data structures that may be easily traversed during use by an application.

In step 820, a base character is selected from the seed list. Preferably, the base
character is selected from anywhere in the seed list to increase security. However, other
method such as selecting the first or last character in the seed list may be used without

15 departing from this invention. In step 825, the representative code list of one of the available
R representative characters is selected. The selected base character is then inserted in the
selected representative code list. One skilled in the art will recognize that this may include a
check to make sure the same base character is not present in the list and performing a
recovery if the character is already present in the list.

20 After the base character is inserted into the representation code list, the list is
checked to determine if the list is complete. If the representation code list is complete, the
representative character associated with the code is removed from the available
representative characters in step 840. Process 800 then determines whether there are any
remaining available representative characters in step 855. If not, process 800 ends. If

25  representative characters are available, process 800 repeats from step 820. Optionally, the
seed list may be checked to determine if characters remain in the list in step 833 after step

855. If not, process 800 ends. Otherwise, process 800 repeats from step 820.

Figure 10 illustrates a flow diagram of process 900 that is an embodiment of a

process performed by the server to generate a verification code in accordance with this

30 invention. Process 900 begins in step 905 by randomly selecting a base character from the
base characters that may be used to generate a password. One skilled in the art will
recognize any number of methods for randomly selecting a random base character may be

used and the exact method is left as a design choice to those skilled in the art. In step 910,

the selected base character is added to the verification code. In some embodiments the
14



4.The system of claim 1 wherein R is in a range between 0.25 the total number of base characters and
0.5 the total number of base characters. 35 5. The system of claim 1 wherein said plurality of R
representative characters in said input string includes random characters. 6. The system of claim 1
wherein said instructions further comprise: 5instructions for directing said processing unit to: prohibit
access to saitPlestadishersstaisaty Aedarearigdtiereihat S puinaing &t therepieddhtaricdiesidacters
represent saicbbaseralzaraataimblsiaithp assivatidraid sseiehviardicaken kade istrraidypeppierdatder. 107.The

system of clayp, L hergi, saif iﬂétégfété%;c‘ﬁ%%g&@?ﬁiaﬂ?%‘i%%@Qéofé’é ARG HREESSIRY unit to:

store said R representative characters and said representation code of each of said R representative
characters re¥ iePRtinalam NG B4R R Tepresentative characters. 15 8. The system of claim 1
wherein said instructions comprise: instructions for directing said processing unit to: store said verification

code responsive to GERETAMIY L0 YRIARBIAESBGHEr Sty verification code is complete in step 915.

One manner this may be determined is whether the code has reached a predetermined
length. However, other methods may be used without departing with this invention. If the
code is not complete, process 900 is repeated from step 905. Otherwise, the verification

code is returned in step 940 and process 900 ends.

10 Figures 11 and 12 illustrate a flow diagram of process 1000 that is an embodiment of
an authentication process for determining whether the input string of representative
characters matches the password and verification code. One skilled in the art will note that
the process operates even if random characters are added to the input string. Furthermore,
one skilled in the art will recognize that password, verification code, and input should be

15 stored in a data structure that allows them to be traversed. Examples include a linked, array,

or other similar data structure.

Process 1000 begins in step 1005 by setting a current character of input string to the
first character of the input string. The current character of the password is set to the first
character of the password in step 1010 and the current character of the verification code is

20 set to the first character of the verification code in step 1015. Process 1000 then begins the

comparison.

The comparison of the input to the password begins in step 1020 by selecting a base
character from the representation code list of the current representative character of the
input string. In step 1025, the selected base character is compared to the current character

25  of the password. If the characters do not match, process 1000 determines whether the
representation list contains more base characters. If so, process 1000 repeats from step

1020. If not, process 1000 proceeds to step 1050.

If the selected character matches the current character of the password in step

1025, process 1000 determines whether the current character of the password is the last

30 character of the password. If not, the current character of the password and input are each
set to the next characters of each and process 1000 repeats from step 1020. If the current
character of the password is the last character, the password is marked match, the current

character is moved to the next character and process 1000 proceeds to step 1050.

15



9. The system of claim 1 wherein said instructions to generate said R representative characters comprise:
instructions for directing said processing unit to: generate a seed list comprised of base characters that is
R*K in 25length wherein said seed list includes at least one occurrence of each of said base characters,
and insert each of said base characters in said seed list into said representative code list of one said
R representative chHa P9840 Hie dyitbin e MeliffcTionheadsrPeairs instier 16AS by sRipdiade said seed
list comprise aiibatielctionsti faretiinggaid fiEtica3sing sndfthe currerancostynsaliectrnaddrssid base

characters fo{hgaiﬁﬁuﬁ)%%lﬁl\ N if,sgid, SRR ligte selth%Be@Qé'&ecﬂ?a%&@%%‘é%'ﬁeﬁ‘%uﬂfes&H fst one

occurrence of each of Sal base characters and 5generate a new seed list'in resgponse to a determination

that said see@RERHBRSMbeINERTiFa e db1 B3R SRR ENER BPLaalchr BResastd R AIleraI8es 1 The
system df claivhetheribeciepszieniiaton Gsiormtana sestesbasdh aserahienartetspin @30d Hewd hisices® said

representativmggdgd&ttg FPB%@EBF&W emﬁtﬂ%@cﬁbﬁ@@@@t‘éﬂmﬁ&%hé{ﬂmﬁw%Uﬂ@ﬁt@é&i&%c“ng said
processing ug}tth € input is’ tﬁe ?astt a te)f’ﬁlasc e(r:rcl) qﬁgt%%lﬁthms dl&;fd 4 ndt, the current position of the

input is moved to the next character in step and process 1000 is repeated from step 1020. If

the current position is the last position of the input, a mismatch is indicated and process

10 1000 ends.

If the selected character matches the current character of the password in step

1055, process 1000 determines whether the current character of the verification is the last
character of the verification code. If not, the current character of the verification code is set

to the next character of the verification code. Process 1000determines whether the current

15  position of the input is the last character of the input in step 1085. If not, the current position
of the input is moved to the next character in step 1095 and process 1000 is repeated from

step 1020. If the current position is the last position of the input, a mismatch is indicated and

process 1000 ends.

If the current character of the verification code is the last character, the verification
20 code is marked matched. Process 1000 then determines if both the password and
verification code are matched in step 1080. If so, process 1000 returns a match. Otherwise

process 1000 proceeds to step 1085 as described above.

Preferably, an embodiment of process 1000 may be performed by recursive

processes. The following pseudo code provides these recursive processes:

16



2. select one of an available R representative code lists, 3. insert said selected base character into
said selected one of said R representative code lists, 154. determine whether said selected R

representative code list is complete, 5. remove said R representative code list from said available R
representative code list in response to a determination said selected R representative code is complete,
206. remove saidiselected base-characterfrom-saichseed listition) 7. determine whether said seed list
includes any|r8fiaTAThG DasE Characters, ala "8 tepBat’sféps™®-7 in response to a determination that
base characterstemaindnksaid seedlistt25:d 2:Fhe system@ficlaim 11 wherein said selected base
character is rahdoml¥ selegted from 1.5aid base characters remaining in said seed list. 13.The system of
claim 1 whergin said instructions 40 g&ne&attecsaidcyemﬁsaﬂen eade-30comprises: instructions for directing
said process|ng unit to; a. rafndonﬂ?tgéﬂe*‘ctua base character, b. append said selected base character {o a

verification cpde,

boolean check auth pattern(string pattern, int position)
{
foreach ch in pattern
if check pwd character(ch, position)==true
return true;
return false;

}

void check user string(string st, int str pointer, int pwd position,int auth position)

{
if (pwd position >= password length) && (auth position >= authentication length)

is_correct = true;
if (str_pointer >= string length)
return;

string current pattern = get pattern(st, str pointer);

if check pwd pattern(current pattern, pwd position) == true

check user string(st, str pointer+l, pwd position+l, auth position);
if is correct == true

return;
if check auth pattern(current pattern, pwe position) == true

check user string(st, str pointer+l, pwd position, auth position+l);
if is correct == true

return;

check user string(st, str pointer+l, pwd position, auth position);

The above is a description of embodiments of a system and process in accordance
with the present invention as set forth in the following claims. It is envisioned that other will

5 design alternatives that fall within the scope of the following claims.
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c. determine whether said verification code is a desired length, and d. repeat steps a-c in response to
a determination that said verification code is not said desired length. 514.The system of claim 1 wherein
said instructions to determine whether said plurality of R representative characters represent said base
characters of said password and said verification code in a proper order comprises: compare said
base charactéflatdprABAEEE: by each of said plurality R representative characters in said input in order to
said base ch racteriisn gacl Oorfa%J SeEH{."CQt?SSX"SSrQ acg% Slasil% verification code. 15.The system of claim 14
wherein said Ihstructions o compare Said Base charag{ersgr'epresented by each of said plurality R
representative charactersiistsadtoMtpiet Mretiiey dpariskagamh@aracters in each of said password and said
verification code comprise: 15instructions for directing said processing unit to: a. set a current
character of said input to a first cReg¥et@Pasrerinbritser siyed by $3d feterenyieieiesasaid password to
said first tharacter of saidiga8¥@igiepmprises a string ofd? seMRLEArBRtCFRAEEIBFOf said verification code to

said first 20character of said verificn%tri&g og sesent aql.vg%rrpé)rgr% rssavivqi1 é:rlélrrrleerét H%@rs%%q{ of said password to
each base character repr g&%tseeat v?—ﬁ%lﬁilé E%pﬁg ntatlye ¢ E‘ngce%ﬁ{al a % gurrent position in said input,
€. determine whether said cUirent, GDAraGRards Ralf Password 1. lagh, ?%%E{B‘%%r RE%%E@%SSWOM in
response to a match betwegp, sa| 8%@{‘3%8%?6@9&@&1 RIDRISTARIE 31 &@F‘s;ofr%aé% 25e characters
represeped by said R repigsepiaiyF-c0 AR RO ed by more than one R

representative characters,

generate a verification code comprised of a string a plurality of base
characters,

transmit said R representative characters, said representation code of
15 each of said R representative characters, and said verification code to a user
device,

receive an input string from said user device wherein said input string
is input by said user and comprises plurality of said R representative
characters,

20 determine whether said plurality of R representative characters
represent said base characters of said password and said verification code in
a proper order, and

authorize said user in response to a determination that said plurality
of R representative characters represent said base characters of said
25 password and said verification code in said proper order; and

a media readable by said processing unit for storing said instructions.

2. The system of claim 1 wherein R is less than the total number of base characters.

30 3. The system of claim 1 wherein R is much less than the total number of base
characters.
4, The system of claim 1 wherein R is in a range between 0.25 the total number of base

characters and 0.5 the total number of base characters.

35
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f. determine said password is matched responsive to a determination that said current character of said

password is said last character of said 30password, g. set said current character of said password to
a next character of said password responsive to determination that said current character of said
password is not said last character of said password, h. compare said current character of said

verification c8de to B2 BYSIEPRRECE A rhvtesrpépraisatier]it PR itpessptatenthaiAsterfifa®dsY in said current
position in salftPii St iREHseR s RE MBS Between said current characters of said password and one
of said base characters represented by said R representative character of said input, I. determine
whether said current character is said verification code is a last character of said verification in response
to a match betweerrsaislbeuiietidinar agieksoisaidsyetiioainnandongisd:said base characters
represented by said R representative character of said input, j. determine said verification code is
matchedYesponsive to a m%mf6h¢%i§ai$&Pf@WWaﬁﬁP'of said verification code is said last

character of said passwor ro%% a%%te ch&rgg&qhgrgctgr of satld Vel Fh%ﬂocqﬂgttg a next character of
said verification co e, FS gtr '@ﬁ%\%@tﬁ? %(i (;H[ergg Qf%g %rlflcatlon code is
not said last charac gg '&%‘.‘?ﬁb loﬁ]cgégwgaw g; Sal §C passwor sa| verification code
are 15matched m. return a posmve match In response to a determination sald password and
verification code are matched,

0 7. The system of claim 1 wherein said instructions comprise:

instructions for directing said processing unit to:

store said R representative characters and said representation code of
each of said R representative characters responsive to generating said R
representative characters.

15
8. The system of claim 1 wherein said instructions comprise:
instructions for directing said processing unit to:
store said verification code responsive to generating said verification
code.
20
9. The system of claim 1 wherein said instructions to generate said R representative

characters comprise:
instructions for directing said processing unit to:

generate a seed list comprised of base characters that is R *K in
25 length wherein said seed list includes at least one occurrence of each of said
base characters, and

insert each of said base characters in said seed list into said
representative code list of one said R representative characters.

30 10. The system of claim 9 wherein said instructions to generate said seed list comprise:

instructions for directing said processing unit to:

19



n. determine whether said current character of said input is said last character of said input, 200. return a
negative match in response to a determination is said current character of said input is said last character
of said input, p. set said current character of said input to said last is next character of said input in
response to a determination that said current character of said input is not said last character, 25q. repeat
steps d-g. 16.The system of claifA"HQUHeESIAcs AP R cai depehrractdiafaceseh aRsitiee Muididrals 0- 9.
3017.The system of claimSe8¢Higtein said base characters are the alphanumeric characters. 18.The
system of claim 1 wherein said tglaaer r%krl]ar rtesrg 0asge ?g an a Qgg Rlers, 1§CCEprgnsé\ést?m q]f claim 1
wherein said instructions 9 L@@%Q},‘é %ﬁen atlve cHaracters sal representation Code of each of
said R representative characters an sal verl fication code comprise: instructions for directing said
processing unit to: Stransmit saigdrdiapasaniaive Maiasiponssaitaregeesaiiinnacderl ebeach of said R
representative characters|igindaaidetilicatorandas viarreateoneacnss ehidaasaisaiacterd0. The system
of claim 1 wherein said R representative characters and said 10representation code of each of said R

representative characters; and said verification code

11. The system of claim 9 wherein said instructions to insert said base characters in said
seed list into said representative code lists of said R representative characters comprise:

10 instructions for directing said processing unit to:
1. select a base character from said seed list,
2. select one of an available R representative code lists,

3. insert said selected base character into said selected one of said R
representative code lists,

15 4. determine whether said selected R representative code list is
complete,

5. remove said R representative code list from said available R
representative code list in response to a determination said selected R
representative code is complete,

20 6. remove said selected base character from said seed list,

7. determine whether said seed list includes any remaining base
characters, and

8. repeat steps 1-7 in response to a determination that base
characters remain in said seed list.

25

12. The system of claim 11 wherein said selected base character is randomly selected
from said base characters remaining in said seed list.

13. The system of claim 1 wherein said instructions to generate said verification code
30 comprises:

instructions for directing said processing unit to:
a. randomly select a base character,

b. append said selected base character to a verification code,
20



are transmitted by different means of transmission. 21. The system of claim 20 wherein said instructions
to transmit said R representative characters, said representation code of each of said R representative
characters comprise: 15instructions for directing said processing unit to: transmit a SMS message
including said verification code to a telephone number associated with said user. 22. The system of claim
20 wherein said instructions to t&StafmREdVRetber82ie YRitliatPn dedprie e Aesisfieagife d8dtation code of
each of said R representative chae\racterts tgndaeaqu r\é%rlflregetlpn de comp stﬁatlrslgltguvctlens directing said
processing unit to: transmit an rﬁ)c d Verincation code 10 an e-mai (fgress associated
IS Not esire
with said user. 25 23. The system osfan%alm 1 urt er comprlsmg instructions for directing a processing
unit of said client device to: receiveinformation about said R representative characters and said,
representation code of each of said R representative characters, 30generate a display of said R

representativéfehardeeesresian dalaifeprtarmEdd BsHactprsierferrepndsdinasvd elerivers, display

said display B @Q@thve characters represent said base characters of said password and said
verification code in a proper order comprises:

compare said base characters represented by each of said plurality R
representative characters in said input in order to said base characters in each of
10 said password and said verification code.

15. The system of claim 14 wherein said instructions to compare said base characters
represented by each of said plurality R representative characters in said input in order to
said base characters in each of said password and said verification code comprise:

15 instructions for directing said processing unit to:
a. set a current character of said input to a first character of said input,

b. set a current character of said password to said first character of
said password,

c. set a current character of said verification code to said first
20 character of said verification code,

d. compare said current character of said password to each base
character represented by said R representative character in said current
position in said input,

e. determine whether said current character is said password is a last
25 character of said password in response to a match between said current
characters of said password and one of said base characters represented by
said R representative character of said input,

f. determine said password is matched responsive to a determination
that said current character of said password is said last character of said
30 password,

g. set said current character of said password to a next character of
said password responsive to determination that said current character of said
password is not said last character of said password,

h. compare said current character of said verification code to each
35 base character represented by said R representative character in said current
position in said input in response to no match between said current

21



receive said input of a string of said R representative characters from said user, and transmit said input
to said server. 24. The system of claim 23 wherein said instructions to transmit said input comprise:
instructions for directing said processing unit of said user device to: 5encrypt said input prior to
transmitting to said server. 25. The system of claim 24 wherein said instructions for directing said
processing unit further cofijsfR@ein SRR OASSIHPIEiABELNg ShidipkRseHIAREIATE (EPTEOEREA/PY said input
responsive to receiving sai@ifipIRPESCTREVS\RERIATIST QbHRIDBRANRerein said display includes an

armangement of said R represenfajye cliaraglers. ILAJable hAvInn ML eQUINS ARG [0, wherein M *N =

R. 1527.A method performyeg by, 61y ?{ﬁgaa.a %?ﬁ%&ﬁé‘ 3 AUSSIISUSSING BaEIICE QYer a network
comprising:  receiving @ hagSWore 1AWl ks 2 SYe L WheeIn 5ald password comprises
a string of P number of bar%?g AlAGe ssﬂgﬂqg%pgg%ﬁamgrgjﬁgé five: & %r%[ﬁ’rs wherein each of said R

20representative characters represents a representation code of a predetermined number, K, of base
characters; each of said base cljadatiensésstaprestedash bydt tcastaiee elpaidii tepresentative
characters; and at least oneteihsaididiabeatcaaraciert haepteseidaid rimaterthadednedr Iegresentative

characters; gemerattagod seadifisadiasrac;ode comprised of a string a plurality of base
25characters,
10 k. set said current character of said verification code to a next

character of said verification code responsive to determination that said
current character of said verification code is not said last character of said
verification,

I. determine whether said password and said verification code are
15 matched

m. return a positive match in response to a determination said
password and verification code are matched,

n. determine whether said current character of said input is said last
character of said input,

20 o. return a negative match in response to a determination is said
current character of said input is said last character of said input,

p. set said current character of said input to said last is next
character of said input in response to a determination that said current
character of said input is not said last character,

25 g. repeat steps d-q.

16. The system of claim 1 wherein said R representative characters are the numerals 0-

30 17. The system of claim 1 wherein said base characters are the alphanumeric

characters.

18. The system of claim 1 wherein said base characters a set of ansi characters.
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transmitting said R representative characters, said representation code of each of said R representative
characters and said verification code to a user device, receiving an input string from said user device
wherein said input string is input by said user and comprises plurality of said R representative characters;
30determining whether said plurality of R representative characters represent said base characters of
said passwortPand SafcyfificitRiAeddenRiensRIp dsBrgdenatritransmait saiskZifegearMtates in response to a
determinatio$RERCEER idrEaripeTietiep rosernberd chapiierrepreiatve shippiese eftiraiters of said
password an¥eSH@NRSARIRIBHNEHER in said proper order. 528.The method of claim 27 wherein R is less
than the total number of b ch r .me f claim 27 wherein R is much less than the
total number of base charﬁgiﬁgfgfggé?ﬁfﬁ%%% %gég%%%%gﬁﬁglu@%fein R is in a range between 0.25 the
total nunmgoer of base characters tedid i HeRotPrsssMaaveofirsaeharag iefsesdntdiltn Baathed of claim 27
wherein said plurality of Retejpresendati vepairaragiesschasatdri)phd stigerflaescoasdom £haracters. 32.
The method of claim 27 fusiher raeanpresingismisgisahibiting access to said user in response to a
determination that said plurality of R representative characters represent said base characters of said
password and said verification code in said proper order. 33. The method of claim 27 further comprising:

storing said B gepregentalivg, chaniars,and selfiRLERaIalinn. crde qlsagly ghgaid R representative
charactaps respANSNE ShISAETINGPEId R 1 PLERRBIALNGR ARSI mifs AiGamriRe eiglaim 27 further
comprising: sgpglfp%%lﬂe\éewGﬁgp&mggnge&q%gmggglgeneratlng said verification code.

21. The system of claim 20 wherein said instructions to transmit said R representative
characters, said representation code of each of said R representative characters comprise:

15 instructions for directing said processing unit to:

transmit a SMS message including said verification code to a
telephone number associated with said user.

22. The system of claim 20 wherein said instructions to transmit said R representative
20 characters, said representation code of each of said R representative characters, and said
verification code comprise:

instructions directing said processing unit to:

transmit an e-mail including said verification code to an e-mail address
associated with said user.

25
23. The system of claim 1 further comprising:
instructions for directing a processing unit of said client device to:
receive information about said R representative characters and
said, representation code of each of said R representative characters,
30 generate a display of said R representative characters and said

representation code of each of R representative characters,
display said display to said user,

receive said input of a string of said R representative characters from
said user, and
23



35. The method of claim 27 wherein said step of generating said R representative 30characters comprise:
generating a seed list comprised of base characters that is R *K in length wherein said seed list includes
at least one occurrence of each of said base characters; and inserting each of said base characters
in said seed list into said representative code list of one said R representative characters. 36.The method
of claim 35 wherein said step of GRISEHAGAY swidt Keealdizg¥emprises: Srandomly selecting one of said
base characters for each position in said seed list; determining that said seed list includes at least one
occurrence of each of said base characters; and generating a new seed list in response to a
determinatiorz4hat said seedhist dQaPESWKErNchuteiatieaminene weamneReeiai kasheisaid base
characters. 37.The method of claim 35 wherein said step of inserting said base characters in said seed
list into said representativE' &8¢ I06 A58 Faidreosasatngs el af seid HSROVAPARER: 1. selecting a base
characteg from said seed list; 152, 3el§%tei‘r(1)qnon§ cr)ifO an %\é%ilam% R 5%8{&%8,{‘}&“% code lists; 3. inserting
said selected base character into sald selected one of said R regresentatlve code lists; 4. determining
whether said selected R representative code list is complete; 5. removing said R representative

code list from said available R 20representative code list in response to a determination said selected R
25. The system of claim 24 wherein said instructions for directing said processing unit

further comprise:
instructions for directing said processing unit to:

10 decrypt said input responsive to receiving said input.

26. The system of claim 23 wherein said display includes an arrangement of said R
representative characters in a table having N columns and M rows wherein M *N = R.

15 27. A method performed by server for authenticating a user requesting a service over a
network comprising:

receiving a password of a user stored by said system wherein said password
comprises a string of P number of base characters;

generating R representative characters wherein each of said R
20 representative characters represents a representation code of a predetermined
number, K, of base characters; each of said base characters is represented by at
least one of said R representative characters; and at least one of said base
characters is represented by more than one R representative characters;

generating a verification code comprised of a string a plurality of base
25 characters,

transmitting said R representative characters, said representation code of
each of said R representative characters and said verification code to a user device,

receiving an input string from said user device wherein said input string is
input by said user and comprises plurality of said R representative characters;

30 determining whether said plurality of R representative characters represent
said base characters of said password and said verification code in a proper order;
and

24



representative code is complete; 6. removing said selected base character from said seed list; 7.
determining whether said seed list includes any remaining base characters; and 258. repeating steps 1-7
in response to a determination that base characters remain in said seed list. 38.The method of claim 37
wherein said selected base character is randomly selected from said base characters remaining in said
seed list. 30 39.The meth@dtePERMPIY WREIRIASPARPRIER RiteeHeatem i darpiddViiedtiot Rode comprises:
a. randomly selectifigPEcBR¥ativp&hacIsiersieRIBPRINGRIG SaRS sbRsesisRiseidRaraver @ d ifification code;
c. determining whetYf&iisaligneadfcatRsi aRreI®@esired length; and d. repeating steps a-c in response
to a determination that said verification code is not said desired length. 5 40. The method of claim 27
wherein said step of determining whether said plurality of R representative characters represent said base
charactess of2gaid passmettbadtlcsad yevificriloR ROgesithanprepekDidebeOsn pasesharacters.

29. The method of claim 27 wherein R is much less than the total number of base
characters.

10 30. The method of claim 1 wherein R is in a range between 0.25 the total number of base
characters and 0.5 the total number of base characters.

31. The method of claim 27 wherein said plurality of R representative characters in said
input string includes random characters.

15
32. The method of claim 27 further comprising:

prohibiting access to said user in response to a determination that said
plurality of R representative characters represent said base characters of said
password and said verification code in said proper order.

20
33. The method of claim 27 further comprising:

storing said R representative characters and said representation code of each
of said R representative characters responsive to generating said R representative
characters.

25
34. The method of claim 27 further comprising:

storing said verification code responsive to generating said verification code.

35. The method of claim 27 wherein said step of generating said R representative
30 characters comprise:

generating a seed list comprised of base characters that is R *K in length
wherein said seed list includes at least one occurrence of each of said base
characters; and

25



comparing said base characters represented by each of said plurality R 10representative characters in
said input in order to said base characters in each of said password and said verification code. 41. The
method of claim 40 wherein said step of comparing said base characters represented by each of said
plurality R representative characters in said input in order to 15said base characters in each of said
password and said verificHtf§Hieg gactorhpridease chagaclergipaiterreristitit &eter of said input to a first
character of said infRiesent3ive«erifyliat &fi eI & RREISERSEIE FBAARSFE to said first character of said
password; C. setting a current character of said verification code to said first character of
20said verification code; d. comparing said current character of said password to each base
character repgesentatk byegaid &R capresRRibIe Sharehast feraidtiaysaiatseesiliardmpaidsnput; e.
determining whether said current character is said password is a last character of said password in
responseto a match betwiEASEISElaT TR MuphBt $FBSUTIeag PEdenRAe ARG LT daRFBhse
characters represetifiéd by said R representative character of said input; f. determining said password
's matched responsive to g qSigIMFRHIRLIIALSAFHIGALChALACIcnaLaRiA sy Rl is paid last
character of said PSSO Qe characted: S§{ING said current character of said password to a next character
of said 30password responsive to determination that said current character of said password is not said
last character of said passwosehting a he@csglisn ¢h sesgisy @nh ceanadiaition saitkurrfieatien code to each
base character représametiizjusaist Raspresetdatisiecclodcactesiinatichaicrarqasition in said input in
response to a mismatch between said current characters of said 35password and one of said base
characters represented by said R representative character of said input;

37. The method of claim 35 wherein said step of inserting said base characters in said
seed list into said representative code lists of said R representative characters comprises:

1. selecting a base character from said seed list;
15 2. selecting one of an available R representative code lists;

3. inserting said selected base character into said selected one of said R
representative code lists;

4. determining whether said selected R representative code list is complete;

5. removing said R representative code list from said available R
20 representative code list in response to a determination said selected R
representative code is complete;

6. removing said selected base character from said seed list;

7. determining whether said seed list includes any remaining base characters;
and

25 8. repeating steps 1-7 in response to a determination that base characters
remain in said seed list.

38. The method of claim 37 wherein said selected base character is randomly selected
from said base characters remaining in said seed list.

30

39. The method of claim 27 wherein said step for generating said verification code
comprises:

a. randomly selecting a base character;
26



i. determining whether said current character is said verification code is a last character of said verification
in response to a match between said current characters of said verification and one of said base
characters represented by said R representative character of said input, 5j. determining said verification
code is matched responsive to a determination that said current character of said verification code is said
last character of said pas$wapgending saidselagtRihbaaricharseie tharecticebersapdsierification code to a next
character of said verlflcatlon cpdr%Ir?;ongtlr}eer fo. Q/te%?nlrllgﬁc():n Q%t sgldl%ment rgharglcter of 10said
verification code is not sald Character of said verit ttlon determlnlng w’l? ther said password and

said verification code are maépbethg stepda-E@LEIRG<E RO SIH¥R Mgk N esRAnserfRaicetermination said

password and verification gsadasate: sadeleered length. n. determining whether said current character
of said input is said last 15character of said input; 0. returning a negative match in response to a
determination is said current character of said input is said last character of said input, p. set said

o oS TR PRI ARSI LR DM ERRIRE AR o D
that said d 42.Th
mgthsoacll o?lcj:rl‘re\ﬁe Ec R gg%r&%% é%%g%% %tr% éy%% arzatéfger%rg?g%tﬁld R%Sr%ge’?ﬁ %% 8285 23. 'FI)'he metheod of

claim 27 wherein said base characters are t hanumeric characters. 44. The method of claim 27
wherein said base charactersparae) ofid\béSé eharm%ﬁ@s@ﬁte'ﬁm gethoisatigaimmi® Rwherein said step
of transnutting said fieprepsestintathseachasacters,igattnrelpkesestadioaseatiaratteach edcsadd R
representative charsaitepasawatsaid geiificafioaticodedeomprises: transmitting said R representative
characters, each representation code of each of said R representative characters, and said verification
code via a same means of transmission.

41. The method of claim 40 wherein said step of comparing said base characters
represented by each of said plurality R representative characters in said input in order to
15  said base characters in each of said password and said verification code comprises:

a. setting a current character of said input to a first character of said input;

b. setting a current character of said password to said first character of said
password;

c. setting a current character of said verification code to said first character of
20 said verification code;

d. comparing said current character of said password to each base character
represented by said R representative character in said current position in said input;

e. determining whether said current character is said password is a last
character of said password in response to a match between said current characters
25 of said password and one of said base characters represented by said R
representative character of said input;

f. determining said password is matched responsive to a determination that
said current character of said password is said last character of said password;

g. setting said current character of said password to a next character of said
30 password responsive to determination that said current character of said password
is not said last character of said password;

h. comparing said current character of said verification code to each base
character represented by said R representative character in said current position in
said input in response to a mismatch between said current characters of said

35 password and one of said base characters represented by said R representative
character of said input;

27



546.The method of claim 27 wherein said step of transmitting said R representative characters, each
representation code of each of said R representative characters, and said verification code comprises:
transmitting said R representative characters, each representation code of each of said R representative
characters, and said verification code via different 10means of transmission. 47. The method of claim 46
wherein said step of transhfiifgn:ig RheipeesaidtaNRNEpaRcters eridnadisrivarnedpis 2drRé of each of
said R representati¢8aagira Sfaid yptfisalien BrRERdTE fodaaimpryeen said current RarGR&ing a SMS
message including SetaideAticRion Hdens o A IRsACBsARIARD EPER PSR SRt said user. 48. The
method of claim 46 "REFEHAEMRICEREBCHT tRf$8IR IR said R representative characters, said representation

de of gach of said R itti
cma ndoing s et S G FUESE s e S 10 T metnod o

claim 27 further co RLISIBE: receiving |n ormation about said R representatlve characters and
said, 25representation code of each of said R representative characters; generating a display of said
R representative characteks ssttihgaisid eprese bitatitec otieainf \esidbatbiRcrepresentativieachmsacters;
displaying said disptayainvesifitatRer dewicsponsive to deteearizing hatdsapeirafra Staagtef faid R
represemtative charsaitevsrfiicatiosacddé0sigset saiddast character of said verification,

l. determining whether said password and said verification code are matched;

m. returning a positive match in response to a determination said password
and verification code are matched;

n. determining whether said current character of said input is said last
15 character of said input;

o. returning a negative match in response to a determination is said current
character of said input is said last character of said input,

p. set said current character of said input to said last is next character of
said input in response to a determination that said current character of said input is
20 not said last character,

g. repeat steps d-p.

42. The method of claim 27 wherein said R representative characters are the numerals

0-9.
25
43. The method of claim 27 wherein said base characters are the alphanumeric
characters.
44. The method of claim 27 wherein said base characters a set of ANSI characters.
30

45, The method of claim 27 wherein said step of transmitting said R representative
characters, each representation code of each of said R representative characters, and said
verification code comprises:

28



transmitting said input to said server. 50. The method of claim 49 wherein said step for transmitting said
input comprises: encrypting said input prior to transmitting to said server. 29 51.The method of claim 50
further comprising: decrypting said input in said server responsive to receiving said input. 552.The
method of claim 49 wherein said display includes an arrangement of said R representative characters in
an table having N column§3150 inesaid fherpsantalle grassiaspaehieriesgaspricatngia user
comprising: each gfrRaifry ﬁPP&?%Nﬁ%W%GHﬁ@ﬁF@&t@"?ei"éﬂ/éeﬁﬁﬁawo‘fiﬁ%%?%tored by said
10system wherein 2§35 dRBsAESRIprises a string of P number of base characters; circuitry in a
server configured to generate R representative characters wherein each of said R representative
characters represents a representation code of a predetermined number, K, of base characters; each of
said base chagmctermisepiesentethbyraiheast enia skpatiBnsepiespsintrecphasantang, and at least one
of 15said basmalaakasietrlisréprrastaiad dydnd e ihan LR dpRrERsenialiMaclttsractEe$said Circuitry in a
server configusefitttigetiekaterapviesdication code comprised of a string a plurality of base characters;
circuitry in a server configured to transmit said R representative characters, said representation code
associated with each saidt'ﬁﬂ%%@%?ﬁéii'@éeéﬁ%?%’@?éweaﬂ@%?&?d‘%ﬁéﬁﬂ&&fﬁ?ﬁ’ﬁ%@ e er device;
circuitry in a server S¥MRRRIY Ry RGNS SPRfestftgarerPkhyalisaiuekAes Vi aid input string is
input by*8aid user aRBAESAPFRASESRIPAlity of said R representative characters; circuitry in a server

configured to geterming WSO 2l RN Bep aRIeSRRIAY G £ RIAFLELS dripesent said base

characters OfcﬁQFchﬁ,Sg\é\%mr&ﬂgs%ﬂlgtion code of each of said R representative characters, and said
verification code comprises:

transmitting a SMS message including said verification code to a telephone
15 number associated with said user.

48. The method of claim 46 wherein said step of transmitting said R representative
characters, said representation code of each of said R representative characters, and said
verification code comprises:

20 transmitting an e-mail including said verification code to an e-mail address
associated with said user.

49. The method of claim 27 further comprising:

receiving information about said R representative characters and said,
25 representation code of each of said R representative characters;

generating a display of said R representative characters and said
representation code of each of R representative characters;

displaying said display on said user device;

receiving said input of a string of said R representative characters from said
30 user; and

transmitting said input to said server.

50. The method of claim 49 wherein said step for transmitting said input comprises:
encrypting said input prior to transmitting to said server.
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verification code in a proper order; and circuitry in a server configured to authorize said user in
response to a determination that said plurality of R representative characters represent said base
characters of said password and said verification code in said proper order. 30 54. The system of claim
53 wherein R is less than the total number of base characters. 55. The system of claim 53 wherein R is
much less than the total number of base characters. 56.The system of claim 1 wherein R is in a range
between O. 255 he tcxltf'il1 nquwgr (g:f bas$?c % acters ar and 0.5 the total number of base characters. 557.The
system of clalm 53 wherein said prural reprgsen?atlve characters in said input string includes
random characters. 58. TheSyStRean Blpimrbshilisd1esGeBpRASIRGO receivingi§BIdiiApin a server configured
to prohibit access to said user in response to a 10determination that said plurality of R representative

characters represent said base characters of said password and said verification code in said proper

order. 59 Thgzsysterm of qln @O%,ifurtg(?wrﬁg%)]rsg B%l%p nCIc cwaﬁy allna% serve &onf Cg{,!red to store said
oo (i nd Learn oL ss %grelnrﬁpr,\efseﬁtatlve characters

R represemaF'Ve %hf'%‘tr%teeé AGer 7P IFHERIMG WP,
responsive to

53. A system for authenticating a user comprising:

circuitry in a server configured to receive a password of a user stored by said
10 system wherein said password comprises a string of P number of base characters;

circuitry in a server configured to generate R representative characters
wherein each of said R representative characters represents a representation code
of a predetermined number, K, of base characters; each of said base characters is
represented by at least one of said R representative characters; and at least one of
15 said base characters is represented by more than one R representative characters;

circuitry in a server configured to generate a verification code comprised of a
string a plurality of base characters;

circuitry in a server configured to transmit said R representative characters,
said representation code associated with each said R representative character, and
20 said verification code to a user device;

circuitry in a server configured to receive an input string from said user device
wherein said input string is input by said user and comprises plurality of said R
representative characters;

circuitry in a server configured to determine whether said plurality of R
25 representative characters represent said base characters of said password and said
verification code in a proper order; and

circuitry in a server configured to authorize said user in response to a
determination that said plurality of R representative characters represent said base
characters of said password and said verification code in said proper order.

30

54. The system of claim 53 wherein R is less than the total number of base characters.

55. The system of claim 53 wherein R is much less than the total number of base
characters.

30



generating said R representative characters. 60. The system of claim 53 further comprising:
circuitry in a server configured to store said verification code responsive to 20generating said verification
code. 61. The system of claim 53 wherein said circuitry in a server configured to generate said R
representative characters comprise: circuitry in a server configured to generate a seed list

comprised of base 25characters that is R *K in length wherein said seed list includes at least one
occurrence oft)beachﬁf sai ebas C(faharzi\ct IS ém'f-‘gs i C}g%unrg '{in ?{\égrﬂegp J%anler%ibtg [ %r%eeach of said
base charactgrqgr a|d gg? rer%g%s% ISt or one sal represe ative characters.
3062.The system o claim ereln sald C|r(:U|try ha server configured to generate said seed list
comprises: circuitry in a server configured to randomly select one of said base characters for each
position in said seed list; circuitry in a server configured to determine that said seed list includes at
least one>occtfrrencE'®FEeR 6f Sait Baseheredragie rdurahy of R represeiintyaseastosriesaligured to
generate a nERSEENISIGTHIRSFHNER )& eE¥mination that said seed list does not include at least one
occurrence of each of 5said base characters. 63. The system of claim 53 wherein said circuitry in a
server configured to generate said verification code comprises:

58. The system of claim 53 further comprising:

circuitry in a server configured to prohibit access to said user in response to a
10 determination that said plurality of R representative characters represent said base
characters of said password and said verification code in said proper order.

59. The system of claim 53 further comprising:

circuitry in a server configured to store said R representative characters and
15 said representation code of each of said R representative characters responsive to
generating said R representative characters.

60. The system of claim 53 further comprising:

circuitry in a server configured to store said verification code responsive to
20 generating said verification code.

61. The system of claim 53 wherein said circuitry in a server configured to generate said
R representative characters comprise:

circuitry in a server configured to generate a seed list comprised of base
25 characters that is R *K in length wherein said seed list includes at least one
occurrence of each of said base characters; and

circuitry in a server configured to insert each of said base characters in said
seed list into said representative code list of one said R representative characters.

30 62. The system of claim 61 wherein said circuitry in a server configured to generate said
seed list comprises:

circuitry in a server configured to randomly select one of said base characters
for each position in said seed list;
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circuitry in a server configured to randomly select a base character for each 10position in said verification
code. 64. The system of claim 53 wherein said circuitry in a server configured to determine whether said
plurality of R representative characters represent said base characters of said password and said
verification code in a proper order comprises: 15circuitry in a server configured to compare said base
characters represented byFEatR &1 3sRMsusantipwerbisraeiermitivhetaid &4 int f26udapat in order to said
base characters in E26hESRH ARSI RPEMAET $aid RRSeraTaMEdRNth order. 65. The system of claim 53

wherein said R representative. (r:h%rgcters are %her@g%eraléj_%){?zaor?éw%%emet Isryg,etgm ofe (Elaém 53 wherein

said base characters gre t 'rc.u'm BNUMEHC Co& Tacter gi . of ¢ §§SW erein said base
o Y e e T AT

charactes a set of A} a% @@aﬁ&%@rs. 8. The system of claim 53 wherein said circuitry in a server

configured to transmit said verification code comprise: circuitry in a server configured to

transmit a sms message including said 30verification code to a telephone number associated with said

user. 69. The system of claim 53 wherein said circuitry in a server configured to transmit said R

representative3chartetys @R A1 elpire SSWAREHN SHECHF EHE N GF A R sIesE feARe @aratters and said

verification cH8EEBIAPHSEE COMR|BESitry in a server configured to transmit said R representative

characters, each representaligf) FRde.f eRch Al B LrBLRAP OLAING chAlAGIRIR.A1g ag verification
code vig & same m%gﬁﬁo‘?\fiH@E‘iﬁrUéwc‘iﬁ'éH?ioﬁ%Qd-g e system of claim 53 wherein said circuitry in a server
configured to transmit said R representative characters, said representation code of each of said R

representative characters and said verification code comprise: circuitry in a server configured to

transmit said R representative characters, each representation code of each of said R representative
characters. affH saidhe system of claim 53 wherein said circuitry in a server configured to determine

whether said plurality of R representative characters represent said base characters of said
password and said verification code in a proper order comprises:

15 circuitry in a server configured to compare said base characters represented
by each of said plurality R representative characters in said input in order to said
base characters in each of said password and said verification code in order.

65. The system of claim 53 wherein said R representative characters are the numerals 0-
20 9.

66. The system of claim 53 wherein said base characters are the alphanumeric
characters.

25  67. The system of claim 53 wherein said base characters a set of ANSI characters.

68. The system of claim 53 wherein said circuitry in a server configured to transmit said
verification code comprise:

circuitry in a server configured to transmit a sms message including said
30 verification code to a telephone number associated with said user.

69. The system of claim 53 wherein said circuitry in a server configured to transmit said
R representative characters, said representation code of each of said R representative
characters and said verification code comprise:
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10verification code via different means of transmission 71. The system of claim 70 wherein said circuitry
in a server configured to transmit said R representative characters, said representation code of each of
said R representative characters and said verification code comprise: 15circuitry in a server configured to
transmit an e-mail including said verification code to an e-mail address associated with said user. 72. The
system of claim 69 furthercEeriiprigingerver configyreditpytinanttieit delapE LI EretpiaFetEeive information
about said R 20repfestrieRficeeeirtracieds efPdan] seiorBJepretrsrptvriengrastRih 8PE4&RIAR representative
characters; cirdfHFRYIQD CRERt de ficeed ATRGIR 1S MetRte a display of said R representative
characters and said representation code of each of R representative characters; 25circuitry in a client
device configured to display said display to said user; circuitry in a client device configured to receive
said inpus of acstring ¥ said M depaesestativephaiaciristiyomMasRiTSRFifiguR EC iRyt saadient device
configured toRnapsssEngsticki paraticgaishrRRISEsSNaBoh i Ry steativbLiainR/ 2 whetisaid circuitry in a
server configttiechdeisansniic adifiopidncamgpesaprise: circuitry in a client device configured to encrypt

said input prior to transmitting to said server. 74.The system of claim 72 further comprising:
circuitry in a server configured to fransmit said R representative characters,

each representation code of each of said R representative characters, and said
10 verification code via different means of transmission

71. The system of claim 70 wherein said circuitry in a server configured to transmit said
R representative characters, said representation code of each of said R representative
characters and said verification code comprise:

15 circuitry in a server configured to transmit an e-mail including said verification
code to an e-mail address associated with said user.

72. The system of claim 69 further comprising:

circuitry in a client device configured to receive information about said R
20 representative characters and said representation code of each of said R
representative characters;

circuitry in a client device configured to generate a display of said R
representative characters and said representation code of each of R representative
characters;

25 circuitry in a client device configured to display said display to said user;

circuitry in a client device configured to receive said input of a string of said R
representative characters from said user; and

circuitry in a client device configured to transmit said input to said server.

30 73. The system of claim 72 wherein said circuitry in a server configured to transmit said
input comprise:

circuitry in a client device configured to encrypt said input prior to transmitting
to said server.

33



circuitry in a server configured to decrypt said input responsive to receiving said input. 575.The system of
claim 72 wherein said display includes an arrangement of said R representative characters in an table
having N columns and M rows wherein M *N = R.

74. The system of claim 72 further comprising:

circuitry in a server configured to decrypt said input responsive to receiving
said input.

5 75. The system of claim 72 wherein said display includes an arrangement of said R
representative characters in an table having N columns and M rows wherein M *N = R.
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