4:Sept enber 2003 1 DESCRI PTION I nformati on Processing System Techni cal
Fiel® This invention relates to an information processing nethod and
apparatus, an - authentication nethod, a seniconductor |&SeatemberadP@diti on
. processing system and a programfinishing nmedium More particularly, it
_relates to an information processingy nethod and apparatus, an

aut henti cat.ion nethod, a sem conductor I1C, an information processing

system and a program furni shi nI% g&gﬁ?ﬁlm storing pre-set data for
perform ng pre-set processing. E APDAr ¢ Recently, a device for
digital recording and/or reproduction of nusic data, such as CD (Conpact
Di sc) Informakdon(IMocesding Systens i n wi despread use. As a result, it has
beconme possible with relative ease to nake illicit duplication of digital
nmusi ¢ data, by enploying the device for digital recording and/or
reproduction of nusic data in conbination with e.g., a personal conputer.
Thus,ga arig%Y f methods have been proposed to prevent such illicit
dupl i 5F a sic data as a copyright protected work. For exanple, it

has been proposed that reciprocal  authentication be e .between the
copyi ng souddeinyeatigngslates cbanm@r@@wogwm&mtﬁ? aBﬁ&QPaE%HFﬁH by

authentication method, a semiconductor IC, an information processing system, and a
program furnishing medium. More particularly, it relates to an information processing
method and apparatus, an authentication method, a semiconductor IC, an information
processing system, and a program furnishing medium for storing pre-set data for

performing pre-set processing.

Background Art

Recently, a device for digital recording and/or reproduction of music data, such
as CD (Compact Disc) or a MD (Mini Disc), is in widespread use. As a result, it has
become possible with relative ease to make illicit duplication of digital music data, by
employing the device for digital recording and/or reproduction of music data in
combination with e.g., a personal computer. Thus, a variety of methods have been
proposed to prevent such illicit duplication of music data as a copyright protected
work.

For example, it has been proposed that reciprocal authentication be made

between the copying source and a device of the copying destination, under control by



4 Septenber 2003 2 the software controlling the copying source, and that,

I f proper results of authentication are acquired, nusic data is encrypted
to the device of the copying destination, which then def&&ptemheal2082s t he
encrypted data. It has al so been proposed that reciprocal authentication be
made between the copying source and_ a device of the copying destination
with the aid of the identification #nformation stored in a pre-set '
hardware. It has |ikew se been proposed to execute the authenticatiaon,

encr yihiei sofizvate dentrolligg bthet ephngiwanecef anfethety dfwpreper| seswdts [ dwever

I f the authentication, encryption and decodi ng are executed solely wth

the sgi Wﬁﬁ%ati&ﬂ%frlécdﬁﬁluﬁeﬂl shusid d@htd Ree Y&l & lee dedickzefithencopyadpf i ed to

make 1T1Ti1cit du on of nusic data. so, if the pre-set IDis stored
on th ar dwar e ,s s tq be,read b ) on t he personal conputer
and u(g%sgl,nagwgp é"hl(%)hgherq g%ﬂ?ﬁ@”ﬁ@?@%ﬁﬁgﬁ&%ﬁ%ﬁ be read out, analyzed
and nodified in the course of its transnjssion to.t h; soféfav\%re. I\/btrheover,
i f the aut Hdiasialse bean pspposes thehresiprogat authegtigador bednads belveamethe
hardware of the wired logic, it is possible to prevent analysis and
modi f ggatingnsourtevanéra déviesitdfedié aatpyimg destingionowithnthelenddiofigther e t o
be made anew, it is necessary to exchange the existing hardware with a new
har dgetitificatiBndHbin M stoRESHPE Pre-set hardware.
It has likewise been proposed to execute the authentication, encryption and
decoding by the hardware of the hard-wired logic.
However, if the authentication, encryption and decoding are executed solely
with the software, there is a risk that the software be analyzed and modified to make
dllicit duplication of music data.
Also, if the pre-set ID is stored on the hardware so as to be read by the software
on the personal computer and used, there is a risk that the ID thus read out be read out,
analyzed and modified in the course of its transmission to the software.
Moreover, if the authentication, encryption and decoding are executed by the
hardware of the wired logic, it is possible to prevent analysis and modification,
however, if authentication, encryption and decoding are to be made anew, it is

necessary to exchange the existing hardware with a new hardware or to add a new

hardware.

Disclosure of the Invention



Di scl osure of the Invention 4 Septenber 2003 3 It is therefore an object of
the present ‘invention to provide an information furnishing nethod and
apparatus, an information processing system and a progr &fepteseiar#0Rg
mediumin .which it is. possible. to- prevent stored data from being
-illicitly read out or analyzed. 4 Septenber 2003 4 In one aspect, the
present invention provides an information furnishing nedium connected over
a network to an information processing apparatus, including comrunication
means for receiving a programthat is tp be executedby a device. 4

Sept enmber 2003 5 connected with said indtormati on processing apparatus from
the information processing apparatus and for transmtting the programin
an encrypted forn1to the information processing apparatus, and encrypting

means for encry pr.ogr.a recei ved by the conmunj cation neans. 4

Sept enber 2_003 &ﬂgrﬁgqrﬁé}n %%]f)‘g]cqf,tﬁ? IPéeﬁ?Pﬁgg/ﬁf‘t"?rh%quV@ﬁ H Biormadion net hod

for furni sfurnighihd)@nethod and apparatus, an information processing system, and a program
recording medium in.which it is. possible. to. prevent stored data from. being -illicitly ... ..
read out or analyzed.



information by an information furnishing apparatus connected over a network
to an information processing apparatus, including a conmunication step of
receiving a 4 September 2003 7 programthat is to be exedifiepternyer208vi ce
connected with said informati on processing apparatus fromthe information
processi ng apparatus and for transmtting 4 Septenber 2003 8 the programin
an encrypted formto the informati on processi ng apparatus, and an
encrypting step of encrypting the programreceived by the conmuni cation
step. 4 Septenber 2003 9 In still anothgr aspect, the present invention
provides a recording nediumfor recordlng a conputer-readable programto
be executed by an information furnishing apparatus connected over a
network to an information processing apparatus 4 Septenber 2003 10

i ncluding a co ni cation é}ep of receiving a programthat is to be
executed by a \H“Eea%ﬁ‘he Eelrefprtninygntion RrQyidest am rinfermeatiass furgishibpar at us

from the i plegiufrédriictal Qﬁé|3§ h@ﬂv&‘l@&?‘n%ﬁ'iﬁfﬁrn@%nfé%césélﬂ@%Bbérﬁhﬁgmhﬂﬁmar ogram

in an encrypted formto the 4 Septe
: -Lommunication.means for.receiving a program that is to. be.executed.by.a.device. . —. ...



11 informati on processi ng apparatus, and an encrypting step of encrypting
the program received by the communi cation step. 4 Septenber 2003 12 In
still another aspect, the present invention provides an #ifeptanhar@a03
processi ng apparatus including first execution neans for decodi ng and
executing an 4 Septenber 2003 13 encrypted first program and second
execution neans for furnishing the first program to the first execution
nmeans, decodi ng an encrypted second program and for 4 Septenber 2003 14
executing the second program based on %he results of execution of the first
program by the first execution neans. "4 Septenber 2003 15 In still another
aspect, the present invention provides a nethod for processing the
information of an information processing apparatus including a first

X ion f i.ng.an in n encr fir r.ogr n
e O bRl AR ShATPhRoeC Hrodadkify Shparatls SFom ' Bodeacy 2" 2

processing apparatus and for transmitting the program in an encrypted form to the
. Information processing apparatus, .and.encrypting.means for encrypting.the program. .. ..

received by the communication means.



16 step of furnishing the first programto the first execution step,
decodi ng an encrypted second program and for executing the second program
based on the results of execution of the first program Byeptembfer 2693
execution- step. 4 Septenber 2003 17 In still another aspect, the present

i nvention provides a recording nediumfor recording a conputer-readable
programto be executed by an infornmation processing 4 Septenber 2003 18
apparatus including a first execution step of decoding and executing an
encrypted first program and a second execution step of furnishing the
first programto the first 4 Septenber62003 19 execution step, decoding an
encrypted second program and for executing the second program based on the
results of execution of the first programby the first execution -step.
The present invention gives rise to the following neritorious effects: 4
Sept ember 2003 panatiier aspect.cthe pygsertindentionipsovidascr method for fuenishidiy the, and

the encrypint@hakiy by SndhfPmation furnishing apparatus connected over a network to an
-+~ Information processing apparatus, including a communication step of receiving a



encrypted and recorded on the HDD 21, so that, if the contents recorded on
the HDD 21 are copied, these cannot. be decoded, and hence it becones
possible to prevent duplications from being distributed4iSepteatgpe 2003
gquantities. (2) If a pre-set air is copied once, the air and the recording
date and tinme are registered on the air database, in order to prevent the
air frombeing copied for a pre-set tine, such as 48 hours in the above

i nstance, so that it becones possible to limt the nunber of tines of
copyi ng and hence to prevent duplicatigps frombeing distributed in | arge
quantities. Mreover, since the hash vdl ues of the data are conputed and
saved each tine -the database is updated, it is easier to prevent database
nodi fication. (3) If the contents are delivered to an external equipnent,

the contents on the HDD 21 is erased. Thus, the contents, as original
digital daP®or3rg thgt is dpt be exepdedidy 2 devee tennected awithyshidc inforgrmtionher eof
can be pr oRidel : i i I Y i nce
the air daP ?ggisgﬁi gsﬁpg@g%@ﬁ tﬁénﬁ‘ﬁdgglﬂiﬁ)%s&df&%rﬁfdﬂﬁ?g&ﬁérb&r @gﬁrggﬁé\@%qq?es are
checked-each tine,- the-source data can be reliably.erased even if..the... .
contents of the HDD 21 are backed up directly before the novenent and the
backed-up data is listed on the HDD 21 directly after the novenent. (5)
since reciprocal authentication processing is perforned when delivering
data from the personal conputer 1 to the external equipnent, it is
possible to prevent data from being delivered to an unauthorized

equi pnent. 4 Septenber 2003



21 (6) Since it is checked by reciprocal authentication processing prior
to data delivery fromthe external equipnent to the persqnal conputer 1
whet her or not the software of the personal conputer 1 ﬁé*ﬁﬁWH@ﬁ?p@§ it is
possible to prevent the contents from being delivered to the unauthorized
software. (7) Since the ISRCis'used for verifying the identity of the
music airs and, if the ISRC is not acquired, the TOC is used, the nusic
air can be verified as to identity even if the |SRC cannot be acquired.

(8) Since a pre-set portion of the software function in the personal
conputer 1 is executed by the adapter,” provided externally of the personal
conputer 1, it cannot be known which processing is being executed, if only
the software of the personal -conputer is analyzed. As a result, it

becones difficult to nodif thg software_to achieve the intended function.
Mor eover, GFRIGIEMLINSH} ?Wé%ge?' orgh e % BEpraiation prageesing, gPraratp.cand an

aut hent i cadrctin i t ienkibe I TOT €
difficult t%d?%@tﬁ?@%ﬁ%ﬁ% RS ?%@ep@gg?%%ﬁ#@”g%&ypt ed with
a key-associated with the program and data necessary.-f.or .executing. the. ...
programis encrypted by the inherent key generated by the adapter 26,
execution of the program by another adapter 26 as only the programis
rendered distributable by a medium such as CD-ROM may be prohibited from
occurring. (10) Since settlement is made at the tine of downl oadi ng the key
used for encrypting




the contents such as nusic data, the contents of vol um nous data vol une,
such as 4 Septenber 2003 22 nusic data, can be downl oaded pronptly. In the
context of the present specification, the system neans aﬁS@HFWﬁ@raég%ratus
made up of plural devices. As a nmediumfor furnishing the conputer program
perform ng the above- described processi ng, comuni cati on nedi unms, such as
network or satellite, my be used in addition to recordi ng nedi uns, such
as a magnetic disc, a CD-ROMor a solid- state nenory. In the information
furni shing nmet hod and apparatus and a ﬁéogran1furnishing medi um of the
present invention, described above, sincte a pre-set programis received
formthe information processing apparatus, whilst the encrypted programis
-transmitted to the information processing apparatus, and the received
programis encrypted, it is possible to prevent the stored data from being
illicitly read Bustilfanothesaapsesithe presept inventianeproyides ansedopting mediughiaig

nmet hod and ¥ r I shi i r

mventi o, "Ratecs KomBREr-PecRb R cPtRral to ber ckihellty aehrplahf BGRAMD,

sel ect ed fapparatne camen@dovers npivariato aninfientatioa pramessingappasatag ..pr ocedur es,
and the reciprocal authentication processing procedure thus selected is

executed, it is possible to prevent the stored data frombeing illicitly
read out for



analysis. In the information furnishing nethod and apparatus and a program
furnishing nediumof the present invention, data concerning the use of
data downl oaded by the 4 Septenber 2003 23 information frisPiankesg003
apparatus and data required for settlenent are received from the

i nfonnation processing apparatus, whilst a key is transmtted to the
informati on processing apparatus, and the settlenent is nmade based on the
data concerning the use of the data received fromthe information
processi ng apparatus and on the data r&quired for settlenent, it becones
possi ble to prevent stored data from bd ng illicitly read out for
analysis. In the information furnishing nethod and apparatus and a program
furni shing nediumof the present invention, the encrypted programis

decoded and eéecuted the programis furnlshed t he encrypted programis

decoded, alguting %F%WHH‘F?@%%@B@!’ ERFeiviNgk @ (Pregiam bl isstgl s exgcutadeby a
executi on, v de LRY read
out illici ??\@Ce??riﬂgﬁg ;P/vglﬂﬁbé]{:l‘%nfo ealid?ll E'trarkr% rhg] &? uﬁﬁﬁ%ﬁ?hgtﬁe rﬁ(?g%anﬁ

appar at 'us—pisgessingrapgamiist anddos irargynittingdhe pragham fiw ap eeagpted fovett then, the
program executed by the sem conductor ICis transmtted to the

aut hentication station, the encrypted programis received fromthe

aut hentication station, and the encrypted program received fromthe
authentication station is recorded and transnmtted to the sem conduct or
IC, it becones possible to




prevent the stored data frombeing illicitly read out for analysis. In the
i nformati on processi ng system according to the present invention, since
the program executed by the seniconductor ICis transm t48apiesbend003

aut hentication station, the encrypted programis received fromthe

aut hentication station, and the received programis encrypted in
accordance with a pre-set system it is possible to 4 Septenber 2003 24
prevent the stored data frombeing illicitly read out for analysis. In the
i nformation furnishing method and apparatus and a program furnishing
medi um of the present invention, the cbimand queue contained in the program
executed by the sem conductor ICis re-arrayed, the programhaving its
command queue re-arrayed is recorded and the recorded programis
transmtted to the sem conductor IC, thus prohibiting illicit readout and
anal ysi s oinfdrinatisn prozessthaft @ppatatud, edianf @crgting stdpusfrérehiptiog ted padgrand
apparatus and a, prggram furnishin medi um of the present Invention, the
command qu@ﬁ@vg%ﬁY MYNIeatan siPgr am  executed by the seniconductor 1Cis
re-arrayed, the program.is.encrypted, the command queue-.is re-arrayed,.and
the encrypted programis recorded and the recorded programis transmtted
to the sem conductor IC, thus prohibiting illicit readout and analysis of
the stored data. In the information furnishing nmethod and apparatus and a
program furni shing nediumof the present invention, the program and data
necessary for executing the :




program are stored, the programand the data are controlled as to storage
and readout, the programis encrypted with the first key _supplied fromthe
sem conductor IC, and the data is encrypted with the se%éﬁﬂgwg?rgggﬁlied
formthe sem conductor IC, thus prohibiting illicit readout and anal ysis
of the stored data. Also, - in the information furnishing nethod and
apparatus and a program furnishing nmedi umof the present invention, the
encrypted first program transmtted fromthe information processing
apparatus, is received, the received first programis 4 Septenber 2003 25
decoded, the second program for proces%?ng the decoded first programis
kept, the first program processed by the second programthus kept is
executed, the executed results are transmtted to the information
processi ng apparatus, a tune-keeping operation is performed and the
current tine isincskll egnasoerbaspedit,othe Hresentreinvertion matdvidesf amninfdraation

i nformati i I -prohi biti illicit readout and

anal ysi s gé}o?v.f]sgﬁﬁéﬁ g@g@ﬁgﬁ%ﬂﬁ%%ﬁn& ﬁe%rﬁeftor ﬂ%@p}p@tqr}gnexpﬁqatmgsqﬂ ng

nmet hod -and- appar at us--and a program furni shi ng-nmedi.um.of..the. present ... .

i nvention, the encrypted programis transmtted to the sem conductor |C,
whi ch then processes the programto generate and output the results of
processing, the output data is received, data and the tine infornmation are
-received from anot her apparatus, the received data is stored, and the tine
information of the sem conductor ICis corrected, thus prohibiting illicit
readout and anal ysis of the



stored data. Furthernore, in the information furnishing nethod and
apparatus and a program furnishing nmedium of the present |nventign, the
first key proper to the sem conductor ICis pre-stored,4§e§ HZQ@§ is
generated fromthe stored first key and the attributes of the program
supplied fromthe information processing apparatus, the programis decoded
by the third key, and data is decoded by the second key, thus prohibiting
illicit readout and analysis of the stored data. In addition, in the

i nformation furnishing nmethod and apparatus and a program finishing nedi um
of the present invention, the progran1éﬁd data necessary for 4 Septenber
2003 26 executing the programare stored, the programand the data are
controlled as to storage and readout, the programis encrypted with the
first key supplied fromthe sem conductor IC, the data is encrypted with

t he secondeR@ypted Hpatipeepramy and sreond exéatition meaos far @ rnishingdhe firgbpeahramogr am

and data n Y, . i p [ ansm tt to the

sem conduc F\%ﬁ"’%lﬁ@t ?ﬁ%@jt*olﬂ)r?ﬁ%”ashg&g g@g ) ‘{Pga‘é ﬁ:’?r %CS‘?‘L@,@P(F&% ap& t he
sem-conduct-er |1C, the encrypted-program and-the data-necessary-for ...
executing the programare received, the first and second keys are
transmtted to the infonnation processing apparatus, a third key proper to
t he sem conductor I1Cis pre- stored, the second key is generated fromthe
stored third key and the attributes of the program supplied fromthe

i nformation processing apparatus, the received programis




decoded by the first key and the received data is decoded by the second
key, thus again prohibiting illicit readout and anal ysis _of the ed
data. Brief Description of the Drawings Fig. 1 shows an gﬁ%@ﬁ?ﬂﬁﬁibﬁg a
contents managenent system according to the present invention. Fig.2
illustrates a structure of a personal conputer 1. Fig.3 illustrates a
structure of a portable device 6. Fig.4 is a block diagramfor illustrating
the structure of the functions of the personal conputer 1. Fig.5
illustrates an instance of a display ogeration command wi ndow. 4 Septenber
2003 27 Fig.6 illustrates an exanpl e &f a wi ndow dermonstrated on the

di splay by the audio recording program113. Fig.7 is a flowhart for
illustrating the processing of copying contents fromthe CD to the HDD 21.

Fig.8 is a flowhart for illustrating the term nal database. Check
processi ngexscuting e wcarM prograng basedpnythe rebdtsofaxetution afitke Gfst aragsami nal
dat abase. E%F'&%ﬁr}pe)ie%%t%%[%? wat ermarks. Fig. | l. shows an instance of an

air dat aba



Fig. 12 is a flowhart for illustrating the operation of noving contents
fromthe -HDD 21 to the portable device 6. Fig. 13, continuing to Fig. 12,
is a flowhart for illustrating the operation of aning4é%ﬂF@%F%2@Q%n1the
HDD 21 to the portable device 6. Fig. 14, continuing to Fig. 13, is a
flowchart for illustrating the operation of noving contents fromthe HDD
21 to the portable device 6. Fig. 15 is a flowhart for illustrating the
check processing of checking replay conditions of contents sel ected at
step Sb5 of Fig. 12. Fig. 16 illustrates replay conditions nmanaged by the
port-abl e device 6. Fig. 17 is a flowhdt for illustrating details of the
format conversion processing at step S58 of Fig.12. Fig. 18 is a flowhart
for illustrating the operation of copying contents fromthe 4 Septenber
2003 28 HDD 21 to the portable device 6. Fig. 19, continuing to Fig. 18, is
a flowchart forlnsdtllastthet aspect, hiee preserdtinvention provirley amgetbod fairecassingn t he

HDD 21 to Lhe. t abl e_devi 6. Fig.20 tinuing. tqo Fi 9, i
owsnar . 1 nfernadar & AR Jnrastass licesings Ahpacaiiediding, oirst ehedyBiofne 1o
21 t.o the. gepoprddeding\dna@exeuting andhelypted frbtpretandt, ah@%h sebdridbéiedlitiong t he .

operation of noving contents fromthé portable device 6 to the HDD 21.



Fig. 22 is a flowhart for illustrating the operation of copying contents
fromthe portable device 6 to the HDD 21. Fig.23 is a f %éghart £6H§
illustrating the operation of copying contents from an BbgE to the

HDD 21. Fig.24 is a flowhart for illustrating details of charging.
processing of step S204 of Fig.23. Fig.25 illustrates a charging | og.
Fig.26 is a flowhart for illustrating the processing of copying contents
to the HDD 21 forman |IEC 60958 term nal 24a o the personal conputer 1 of
Fig.2. Fig.27, continuing to Fig.26, js a flowhart for illustrating the
processi ng of copying contents to the MDD 21 forman I EC 60958 terninal 24a
o the personal conputer | of Fig.2. Fig.28 is a flowhart for illustrating

t he operation of outputting contents from the HDD 21 to the | EC 60958
termnal 24a. 4 Septenber 2003 29 Fig.29, continuing to Fig.26, is a
f1 owchart Stejt of furnighingtherfyst pregrapetodthe irst ekeanitiop step; decodingtamershiptedn t he

HDD 21 5 i .24 E 0.J fil h f

1 ust rat 196, Brosplcthd R LRRUEL e, s ebutl migDrefy, et 8 cthsy v, 08275 o
Fi g-.-~28.----—F;tegcecmﬁmi@—theﬁtsbptdgeam bfrthe filst evsdcoiddn- stgp.t he operation-of out putting
contents from .




the HDD 21 through the portable device 6. Fig.32, continuing to Fig.31, is
a flowhart for illustrating the operation of outputting_content omt he
4 kBl 2ookh,

HDD 21 through the portable device 6. Fig.33 illustrates of a
non-vol atile nmenory 34. Fig. 34 is a flowhart for illustrating the
operation of an adapter 26. Fig.35 shows an inner structure of the adapter
26. . Fig.36 shows an illustrative inner structure of the non-vol atile
menory 34. Fig.37 shows another illustrative inner structure of the
non-vol atile nmenory 34. Fig.38 is a flowhart for illustrating the

reci procal authentication processing b&tween the adapter 7 and the
personal conputer 1. Fig.39, continuing to Fig.38, is a flowhart for
illustrating the reciprocal authentication processing between the adapter
7 and the personal conputer |I. Fig.40, continuing to Fig.39, is a

fl omchart for ilnsiifitanatieng@spdee the pregsentciaverdichieotidessd rarordigpmedianfyr bet ween
the adapter 7 and the personal, _conmputer, 1. Fig,41, continuing to._Fig.40,
s a 11 ot Coplic reaabie Paskem £ pijexeatet B 4mBIRTalin BiPcBid o5 ng
bet ween. t he adapter 7 and the. personal conputer.|.. 4.Septenber..2003 .30.....
Fig.42 is a flowhart for illustrating the processing of encrypting a
source program Fig.43 is a flowhart for illustrating the processing of
t he adapter 7 executing .



the encrypted source program Fig.44 is a flowhart for illustrating the
processing of encrypting an object program Fig.45 is a f|owhart for
illustrating the processing of the adapter 7 executing f fpeP

object program Fig.46 is a Fig.47 is a flowhart for illustrating another
exanpl e of the processing of encrypting an object program Fig.48 is a
flowhart for illustrating the processing of having a portion of object
program executing processing of the adapter 7 executed by the CPU 12 of the
personal - conmputer 1. Fig.49 is a flowhart for illustrating the processing
of fee settlement when the personal clputer | downl oads an encryption key
froman END server 5. Best node for Carrying out the Invention Referring to
the drawi ngs, the present invention will be explained in detail. Fig. 1
shows an enbodi nent of a contents data managenent system A personal

conput er |apparatesinestideg & dirst exetwtionkst@p of detoding edd exeautipg, araehargpted ar ea

net wor k or temher, 2003 31 | nternet_ _The .personal conpuier onverts
dat a of nu@r?%'?rgﬁm apgc?eﬁe\? ?%%H?%Ste%mg'@& hec@% Riqgia @‘P?ﬁi uti on)

servers 4-1 to 4-3, .or..read.out .froma conpact ... . e




disc (CD) as later explained, into a pre-set conpression system such as
ATRAC3 (registered trade nane). The data of nusic sound,is refer to
bel ow as contents. The personal conputer 1 also encryptéspﬁgmgﬁﬁég s in
accordance with an appropriate encryption system such as DES (data
encryption standard), to record the encrypted data. The personal conputer
1 records use conditions data indicating the contents wusing condition in
association with the contents recorded in the encrypted form The data of
the use conditions indicates the nunber of portable devices, -sonetines
abbreviated to PDs, that are able to ul?lize the contents associated with
the data of the use conditions sinultaneously, that is the nunber of the
PDs, that can be checked out, as later explained. Even if the contents in
a nunber indicated by the data of the use conditions have been checked,

t he per sonekectdempsiepr deroding ablesciyptadegeconilpregranhend fontexeduting Ahe eecvadi vel vy,

the data o it i.ndicate that .data can,be capied. |If the
contents hé@@%@%&%@f% 'JFgLn%hOJ 958?%%%3&0% t%'e@ri 89N bygh%ﬁ%t e?‘ffé"t'ﬂar sonal
conput er- lstep. abl e to reproduce the recorded contents. There.are. .occasi-ons
wherein limtatjons are i nposed on the nunpber of times of copying of the
contents on t he NpHBYESSH IRVEFEON gives Bee tq the doligwingmetitoHouseftects he nunber  of
ti mes of possible copying is not increased. 4 Septenber 2003 32




Alternatively, the data of the use conditions indicate that the data can be
noved to anot her personal conputer. After noving the contents to the
portable devices 6-1 to 6-3, the contents recorded on theepiemeenios
conputer 1 cease to be usable. Specifically, the contents are del eted, or
the use conditions are nodified to render the contents unusable. The data
of the use -conditions will be disc@¥sed later-in detail. The personal
conputer | causes the contents recorded in an encrypted formto be stored

int ftfl)pgﬁé BhbRESY 58 RredordcdndeeheBDD Z1,rand the eweryptiodIeey( isnileer sal
seria us) c

le 7- 1, along with data relevant to the contents, such as

title of t aif_or th My b er |

al so %%{P re&&féﬁg?nE]ﬁegﬂgggcjlcg%gﬁwgﬁﬂslgg?%é(ﬁ%g{%ﬁém@ﬁht e stored
contents in keeping with the storage of the .contents in ]i)tfe (gortablte

devi c&l @ra coprads thess eanne besde apfligncg it begpmes RASER? R APt
checkout, the nunber of tines of possible checkout of the data of the use
condi dgupslisationedesmelbing distebperdsinlatgequyntitess. | i n association with the
contents, is decrenented by 1. If the nunber of tinmes of possible checkout

's 0, @ﬁ?ﬁ@ls@m i%JéSpiGH%ﬁké,%e%rﬁlﬁf tHeGeShiEdate dhd tThearaepiMerled

conpu causes t contents recorded in an encrypted formto be stored

in the portab evi ce 652, connected . ' ' (dLRi sal

e | aon bt dafbase, 55 ofdirsndtRmERT (Al PERLSHIe o PIEL Br xR gl
personal conputer | also wupdates thﬁwdata of the u co di.tfihgns ssoci at ed
wi th sush as 4% baursdnithe aboyenmstansensp that itbacomesmassible th Ipptedipmbers
.the portable device 6-2. The personal conputer 1 ] o )

) of times of copying and hence to prevent duplications from being distributed in large

quantities.

Moreover, since the hash values of the data are computed and saved each time
‘the database is updated, it is easier to prevent database modification.
(3) If the contents a:fe delivered to an external equipment, the contents on the HDD 21
is erased. Thus, the contents, as original digital data, is not left in the HDD 21, so that
the duplications thereof can be prohibited from being distributed in large quantities.
(4) Since the air database is provided in the HDD 21, and the entire hash values are
checked each time, the source data can be reliably erased even if the contents of the
HDD 21 are backed up directly before the movement and the backed-up data is histed
on the HDD 21 directly after the movement.
(5) since reciprocal authentication processing is performed when delivering data from
the personal computer 1 to the external equipment, it is possible to prevent data from

being delivered to an unauthorized equipment.



4 Septenber 2003 33 also causes the contents recorded in an encrypted form
to be stored in the portable device 6-3. connected in circuit, over a USB
(universal serial bus) cable 7-3, along with data rel eVhAREPERDERHE03
contents. The personal conputer | also updates the data of the use
conditions associated with the storsg contents in keeping with the storage
of the contents in the portable de ilce 6-3. On the ot her hand, the
personal conputer | causes the portable device 6-1, connected in circuit,
to er@)Since itk ehsokahby eetipeocad mdmxticationrdceasingdprion &0 dp defiary
conputéer 1, over the USB cable 7- 1, to update the data of the use

cond #bfithe A38AE! Shitbnilidito' e (AN cofpét B whBther anestahbanfivercer med

check-1n. re speciti y, on'check-in, 'the nunber of tines of ‘possible

checkoyt. of the data of the -uyse .conditions., ' K a
compukthe peisoast Getabiun! i eHYERECC De aspale FEBRAERL e cOifule TRAE.
personal conputer | causes the portable device 6-2, connected in circuit,

to erbangaleliveres tontheamauthorzebsaléwass. checked out by the personal conputer
1, over the USB cable 7-2, to update the data of the use conditions

ass OC% t Gghodl the ISRE Rrasddor verifiéng the ieatipeoSthwahusionputaad, if the BRCauses
the portable device 6-3, connected in circuit, to erase or make unusabl e

s, R e e ed B B e o T T the o ased
cont elnéfgc cannot be acquired.
(8) Since a pre-set portion of the software function in the personal computer 1 is
executed by the adapter, provided externally of the personal computer 1, _it cannot bé
known which processing is being executed, if only the software of the personal
‘computer is analyzed. As a result, it becomes difficult to modify the software to
achieve the intended function.
Moreover, since the software is encrypted or shuffled by a safe authentication
station 1 by the EMD servers 4-1 to 4-3, it is more difficult to modify the software.
(9) Since the program is encrypted with a key associated with the program, and data
necessary for executing the program is encrypted by the inherent key generated by the
adapter 26, execution of the program by another adapter 26 as only the program 1is
rendered distributable by a medium such as CD-ROM may be prohibited from
oceurring.
(10) Since settlement is made at the time of downloading the key used for encrypting

the contents such as music data, the contents of voluminous data volume, such as



The personal conputer | is unable to check-in the contents checked out by
the portable device 6-1 of another personal conputer, not, shown.

personal conputer 4 Septenber 2003 34 1 is unable to ch@é?pFW“Fﬁgog%ntents
checked out by the portable device 6-2 of another personal conputer, not
shown. The personal conputer 1 is unable to check-in the contents checked
out by the portable device 6-3 of arher personal conputer, not shown.
When the personal conputer 1 starts acquiring the contents from EVD servers

4-1 t gnkicddafaheaebe dveilesded | fompﬂpon3| ve to the request by the personal
conputer 1 to transmt to the personal conputer 1 an authentication key

necessary REh lf@gﬁgjgr 1 and

t he EMD segr\gjﬁehresc\%jﬂ tgitfoci{fh glaelév\ﬁﬁbte bﬁ?{%déﬁ)‘sﬁmﬂﬁssrsfeﬁgl progrg{g%]h% or onﬁtglgt ion to
t he EMD serve ﬁ tq 4-3 to the personal conputer 1. The EMD server 4-1
is re§}%§§4}¥/€ phira @c‘ﬂ@%ﬁ.iest by the personal conputer 1 to send contents
to the personal conputer 1, over the network 2, along with data rel evant

to the contAsni snediunh fas MBshmglthccﬁompmealprrogram i perfarrningsthenabove-
reproduction. The EMD server 4-2 is also responsive to the request by the

per sofascriPpidREssink Cc ittt divifs, sheh e eeRatk eosatellite, thay beer the

network 2, along wth data relevant to t he contents, such as the title of
th .1 t >
r ospoterdin sddTing o BRDeERasFRIREHS b@las FirichBtic Yisch IED RONPGF #60idt 2 15

state memory.

. In the information furnishing method and apparatus and a program furmshmg
medium of the present invention, described above, since a pre-set program is received
form the information processing apparatus, whilst the encrypted program is
‘transmitted to the information processing apparatus, and the received program is
encrypted, it is possible to prevent the stored data from being illicitly read out for
analysis.

Also, in the information furnishing method and apparatus and a program
furnishing medium of the present invention, the reciprocal authentication processing
to be executed is selected from one or more reciprocal authentication processing
procedures, and the reciprocal authentication processing procedure thus selected is
executed, it is possible to prevent the stored data from being illicitly read out for
analysis.

In the information furnishing method and apparatus and a program furnishing

medium of the present invention, data concerning the use of data downloaded by the




contents to the personal conputer 1, over the network 2, along with data
relevant to the contents, such as the title of the air 2r I{nita&é&ﬁs on
reproduction. The contents supplied fromthe EVMD server s¥ZERtembey ave
been conpressed in accordance with the sanme or different conpression
systens. The contents supplied 4 Se?éenber 2003 35 by each of the EMD
servers 4-1 to 4-3 have been encrypt®ed in accordance with the sane or
different encryption systens. A VWWV(worId server

r espanformeation prosessingappatatus kad ﬁ%ﬁﬁg@ﬂ ?Lﬂtt%egéﬁ‘ﬂFd"ﬁ‘itﬁéPm
associated with the CD, the contents of whi ch have been read out, such as
t he RREENRIMIARNH REBUAE Ppatdres, Ghhilstaalkepis tandmited to oy u&gp@ﬂﬂpng to

the contents read out fromthe CD, such as the title of the air or the

C@wn\? p?r‘épé{sﬁn@gﬁ’eﬁ%ﬁgs afYhe E&ﬁ[eﬁf‘e PR Jade b3sdd'én BES @aBoneaming tie ube. The

éspon5| e request of the personal conputer lto
send data of the , t he ntents of which have been re t data
assocfatheddata queh\éedzcﬁ’ﬂ]@ﬁ&'@ m&‘ agp PRogHeYRe 3@335%}3? 3?‘?11 8H % 1o

t he personal conputer 1. The portable device 6- onﬁ ]S’
supplreqdireddor sdtdepent,dhbbcamapposmblerto privent S§0 Ekﬂw‘ﬁ al ong
with the data relevant to the contents, such as, for exarrpl e, title of the

fhe aeat E’S“Lfgﬁ%’fe‘ﬂ?g‘*“ﬁaﬁdr cproduct on. The portable device 61 reproduce:
put the
reproduced (copt Sl Smation furnishing method and apparatus and a program furnishing
medium of the present invention, the encrypted program is decoded and executed, the
program is furnished, the encrypted program is decoded, and the program is executed
based on the results of the execution, it becomes possible to prevent the stored data
from being read out illicitly for analysis.
In the information furnishing method and apparatus and a program furnishing
" medium of the present invention, the program executed by the ‘semicondu_ctor IC1s |
transmitted to the authentication station, the encrypted program is received from the
authentication station, and the encrypted program received from the authentication -
station is recorded and transmitted to the semiconductor IC, it becomes possible to
prevent the stored data from being illicitly read out for analysis.
In the information processing system according to the present invention, since
the program executed by the semiconductor IC is transmitted to the authentication

station, the encrypted program is received from the authentication station, and the

received program is encrypted in accordance with a pre-set system, it is possible to



If, for exanple, attenpts are nmade to reproduce the contents beyond the
nunber of tinmes of reproduction as the limtations on rggrodu ti%? stored
as the contents- related data, the portable device 6-1 hhPERiefiogr 2003
reproduction of the corresponding contents. Also, if attenpts are nade to
reproduce the contents beyond the limt term of reproduction as the
limtations on reproduction, stored 24 the contents-related data, the
portabl e device 6-1 halts the reproducti on of the corresponding contents. 4

Sept egP@Jen%@Qést%@ed dae H%ﬁ{béiﬁgqm&tl#r@e&ﬂ suDfotariabygsiqor t abl e device 6-1,
having the contents stored therein, Tromthe personal conputer 1, and to

cor r ospond R BUPHESHOR FufhEGH FEoRE asRre 20 d fropfin MiuiShine,
stores the contents supplied fromthe perspnal conputer ., . along with the
dat a mgdivanef ithe (nesenVEREOLTHee ﬁema%m@ QEYP Gomaiped dg, uE’g)s%Tﬂ’i’e

stored contents, based on the contents-rel ated data, to output the

r epr odueested it i semicOiduetar IQ s ablaerayeddilenprogramhbayogtithremmande 6- 2,
having the contents stored therein, fromthe personal conputer 1, and to

carry gg%u&%é&{}ayt GE 1Brdd P AR ROLRRbRled Prbifineist Grahb@itieGite the

correspondin 0 e contents over a headphone. The portabl e device 6-3

stores the cpnten uppl ied.from.he 0 I with the
dat o SOOI G TS RreRpith LG REERARRL o BE o e Bl R |
stored contents, based on the contents-re|lated data,, to output the.

r epr oduced lpdhe exfosmatippdurrishingsmgiod W%ﬁﬁtm}dﬁpﬁ%ﬁrmgﬁ%e 6- 3,

,I}avi ng the contents stored ] .
' medium of the present invention, the command queue contained in the program

executed by the semiconductor IC is re-arrayed, the program is encrypted, the
command queue is re-arrayed, and the encrypted program is recorded and the recorded
“program is transmitted to the semiconductor IC, thus prohibiting illicit readout and
analysis of the stored data.
| In the information furnishing method and apparatus and e;program furnishing
medium of the present invention, the program and data necessary for executing the
program are stored, the program and the data are controlled as to storage and readout,
the program is encrypted with the first key supplied from the semiconductor IC, and
the data is encrypted with the second key supplied form the semiconductor IC, thus
prohibiting illicit readout and analysis of the stored data.
Also, in the information furnishing method and apparatus and a program
furnishing medium of the present invention, the encrypted first program, transmitted

from the information processing apparatus, is received, the received first program 18



therein, fromthe personal conputer 1, and to carry it to reproduce the
stored contents to listen to the nusic corresponding to %he contents over
a headphone. It there is no necessity for dlstlngwshlng"r ﬁ@e

devices 6-1 to 6-3, these device are collectively terned a portable devi ce
6. Fig.2 shows the structure of the personal conputer 1. A CPU (centra
processing unit) 11 executes vari abl2e application prograns, which will be
expl ai ned subsequently, or an OS (operating system. A ROM (read-only
menordecoliedthe Seb@ﬁﬂﬁﬁi dryint fos pdocssimg thedlegodedfipst poegnam sikept efirstg

par anet ers used by the CPU 4 Septenber 2003 37 11, stored therein. A RAM

( ran%@g?gs@%ﬁ%%%ﬁéﬁ Wﬁﬂﬂﬂlﬁ%e?ﬁﬁ%}deﬁutddeth@eé'mudlfbshkst he CPU

11 or anged in The execution. These wunits are

i nterconnected qver,a.hpost bus 14 constit bus 14
o CONR BB Hsa o hE PGt alh B osRAe apHaty e SteeBts obfadipl
(peripheral conponent interconnect/interface) ﬁ . A keyboard ﬁl_

act ugtaformyed and éhe icnprent bingge 1searaented besemandhe sume i atl?? W‘n@ﬁse 19
Is actuated by a user conmmandi ng or selecting a point on the screen of a

di spligfordRatidi prébespindyapraramdettiue mbhibiting dilititorepdoat antl spalygisdefiihee or a
CRT (cathode ray tube) to denonstrate variable information as text or

imigSoéé &%(hard disc drive) 21 drives the hard disc to cause it to
recorc} Huror reproduce the program executed by the CPU 11 or the

' nformat OIQ/Ioreover, in the information furnishing method and apparatus and a program
furnishing medium of the present invention, the encrypted program is transmmitted to
the semiconductor IC, which then processes the program to generate and output the

~ results of processing, the output data is received, data and the time information are
received from another apparatus, the received data is stored, and the time information
ofthe semiconductor IC is corrected, thus prohibiting illicit readout and analysis of the
stored data.

Furthermore, in the information furnishing method and apparatus and a program
furnishing medium of Vthe present invention, the first key proper to the semiconductor
IC is pre-stored, a second key is generated from the stored first key and the attributes
of the program supplied from the information processing apparatus, the program is
decoded by the third key, and data is decoded by the second key, thus prohibiting
illicit readout and analysis of the stored data. |

In addition, in the information furnishing method and apparatus and a program

furnishing medium of the present invention, the program and data necessary for



A driver 22 reads out data or prograns stored in a nmagnetic disc 41, an
optical disc 42, inclusive of a CD, a magneto-optical disc 43 or

sem conductor nenory 44, to send the data or the progra ePt@”{bﬁEZ% 13
connected in circuit over an interface -17, an external bus 16, a bridge
16 and a host bus 14. To a USB port 23-1 is connected the portable device
6-1 over the USB cable 7- 1. The USB2port 23-1 outputs data supplied from
the HDD 21, CPU 11 or the RAM 13, such as contents or conmands of the

por t akecidvg it frograthard Stered theptopragvsintethe data areeontrbled as &y dtarapel7,
external bus 16, bridge 16 and the host bus 14. To a USB port 23-2 is

conne d ori ab e - ok A ad N ort
23-2 %}l} pﬁ{‘&s?ﬁ)é]g’t athguélgq%qg% ?“‘&%"?’6@@1{)@?‘?@%?‘@ StuﬁéhggMﬁEHggtg{eenber
2003 38 .13, .such ontent.,s or co nd f the tabl e deyice .6-2, to
the p&FEAEMRAVRIQT é&ss tgf’z‘i%@éﬁ QW&’P%HEW? c 61%90085?%%511%@%3/ féfmb&ﬁedge 16
and the host bus 14. To a USB port 23-3 is connected the portabl e device.
6- 3 ogemicdredudsr d&hlthe 7encypteeptd@Bamoand 2Bit8 negesrary fontexesupipei 8¢ f r om
the HDD 21, CPU 11 or the RAM 13, such as contents or commands of the

port abl-8odRY 8 BadumitRd RE tRO'SEARESudRYGE EC, hed fireetnd hRcbnd skdyacearel 7,
external™bus 16, bridge 16 and the host bus 14. An audi o i nput/out put

interface 2 hawui n C ' r '
o S ol Ok B T SRR SRRl p R PR Belecosaryfor
anal O%nggt?ﬁg ﬂll(? Bkl(t)g/r%lqr} gruet relcgllv%af ?_ﬁ:el B.lgst%% rs%tcggg i('ey'sb\a%) ﬁ%ﬁ&&ﬁégd to the

-

information processing apparatus, a third key proper to the semiconductor IC is pre-
stored, the second key is generated from the stored third key and the attributes of the
program supplied from the information processing apparatus, the received program is
“decoded by the firstkey and ﬂw received data is decoded by the second key, thus again

prohibiting illicit readout and analysis of the stored data.

Brief Description of the Drawings

Fig.1 shows an embodiment of a contents management system according to the
present invention.

Fig.2 illustrates a structure of a personal computer 1.

Fig.3 illustrates a structure of a portable device 6.

Fig.4 is a block diagram for illustrating the structure of the functions of the
personal computer 1.

Fig.5 illustrates an instance of a display operation command window.



out puts pre-set speech, corresponding to the contents, based on speech

signals supplied over the audio input/output interface . Th
af orenent i oned conponents, fromthe keyboard 18 to the a%éieBtem%ﬁbaW%ut put

interface 24, are connected to the interface 17, which in turn is connected
to the CPU 11 over the interface 17, _external bus 16, bridge 16 and the
host bus 14. A communi cation unit 2@7i s connected to the network 2, so that
data supplied fromthe CPU 11 or the HDD 21, such as registration requests
or cont entFigl6 ANssMatéd A exanmplesf 3, wardevs domenstratesl pathedisplayabyithe set
system and transmtted over the network 2, so that data stored in the .

recei ot ut hentication key or contents, are outputted
$iloREEiShiE pRYGAnTELE

over e CPU 11, RAM 13 or to the HDD 21. A CPU 32 for an
adapter 26,. formedq nopolithically. as, a sem cond [:] i LS
| oaded on E%e'?ﬁe# g@W&P‘a{%ﬁ%E}i:‘éﬁtra%?gi%%}?)‘@p&s%‘?g\ﬂﬁhgwgc@@glﬁ%ﬁ? h% 4
Sept enber 2003 39 personal conputer 1 over the external bus 16, bridge 15

and t@P toothie B 24. t o execute variabl e processing operations. The RAM 33
stores data or prograns necessary for the CPU 32 to execute variable

processi NOFRPEIAS FRNohaft ReMHYSEAIHd Serterminal ddtabaserEkedapmcebsingrded t o
be held everm after power down of the personal conmputer 1. In the ROM 36,

there s ored: a- program for decoding the encrypted programtransferred
f r om TtHEB Sglgr‘%ﬁﬁlzﬁ%'corrput er 1. A RTC (real tine clock) 35 executes timng

oper ati ons ) .
P Fig.9 shows an instance of a terminal database.

Fig. 10 illustrates watermarks.
Fig.11 shows an instance of an air database.
Fig.12 is a flowchart for illustrating the operation of moving contents from the
"HDD 21 to the portable device 6.
Fig.13, continuing to Fig.12, is a flowchart for illustrating the operation of
moving contents from the HDD 21 to the portable device 6.
Fig.14, continuing to Fig.13, is a flowchart for illustrating the operation of
moving contents from the HDD 21 to the portable device 6.
Fig.15 is a flowchart for illustrating the check processing of checking replay
conditions of contents selected at step S55 of Fig.12.
Fig.16 illustrates replay conditions managed by the portable device 6.
Fig.17 is a flowchart for illustrating details of the format conversion processing
at step S58 of Fig.12.

Fig.18 is a flowchart for illustrating the operation of copying contents from the



to supply the time information. The comuni cation device 25 and the adapter
26 are connected to the CPU 11 over the external bus 16 br{'d e @Qand t he
host bus 14. If there is no necessity for distinguishi ng4§ﬁBeU%’§ré s 23-1
to 23-3, these will be sinply termed a USB port 23. Simlarly, if there is
no necessity for distinguishing the USB cable 7-1 to 7-3, these wll be

sinply ternmed a USB cable 7. The stri&ture of the portable device 6 is now
explained with reference to Fig.3. A power source circuit 52 converts the

power }@WZPtd(ﬂ{ég&%alﬂBRﬁlvi&d&from a dry cell 51 to an internal power of a
pre-set voltage to supply the power to a CPU 53 to a display 67 to drive

over a Uss T aeeoinelit b6 FiETR i€ v ehie P faghily B ofafioRert <0

data inclusive of the contents transmtted fromthe personal conputer 1 is
suppl péﬂmoﬁﬁﬂisrﬁ”@ifﬁgp @b% t‘?ghft Rert .lcelﬁ'e data transferred from

the personal conputer 1 is nmade up of 64 byte data per packet, and is
transf err e@igRom thstimengaoHigdOypiste flowdhiartafarritinstrating heoperatipniof
Sept enber 2003 40 Moits/sec. The data transferred to the portable device 6

2 ChdngbBy o AELIDBID S e ol orLLeE (NS 10
| nformatio risig.lﬂ i%(zji | é\krglrl]zirt %@r%llrﬁgégﬁﬁg itl?é: 1)13'&3;30{1%@519%& cBRtents from the
portable device 6 to the HDD 21.
j Fig.22 is a flowchart for illustrating the operation of copying contents from the
portable device 6 to the HDD 21.
Fig.23 is a flowchart for illustrating the operation of copying contents from an
"EMD server 4 to the HDD 21.
Fig.24 is a flowchart for illustrating details of charging processing of step 5204
of Fig.23.
Fig.25 illustrates a charging log.
Fig.26 is a flowchart for illustraﬁng the processing of copying contents to the
HDD 21 form an IEC 60958 terminal 242 o the personal computer 1 of Fig.2.
Fig.27, continuing to Fig.26, is a flowchart for illustrating the processing of
copying contents to the HDD 21 form an IEC 60958 terminal 24a o the personal
computer 1 of Fig.2.

Fig.28 is a flowchart for illustrating the operation of outputting contents from

the HDD 21 to the IEC 60958 terminal 24a.



limtation data, necessary for reproduction |imtation, start date and
tinme, end date and tine, limtation on the nunber of tings, and a counter
for the nunber of tinmes of reproduction. The contents af erivEthged0&hd
encrypted by the encoding system such as ATRAC3. The header size denotes
the data length of a header, such as 33 bytes, whilst the file size
denotes the data | ength of the conté-’r?ts, such as 33,636, 138 bytes. The
contents key is used for decoding the encrypted contents and is transmtted
fromthe pBig9atomaningao Rigt2,tihe fomchbitefoatallusatng she gpesataer ain whi ch
it is encrypted based on a session key (transient key) generated in the

reci pé&@ggmeggg@@giéé @WHUEQ%%&%HEU\@@BS%M&I%' conputer 1 and

t he por n the portable device 6 is connected over the USB

nd. Che peForliscanarehat fan SUBREAEHE hF cRELESiint f HEcPRInL TpA=! o ©

authentication. This reciprocal authentication processing is the
aut heconditions of stapc®28} n§ Feg.28he chal | enge response system It is noted
that the DSP 59 of the portable device 6 executes decrypting (decodi ng)

when  per f Big13 Dk & MR vastiabefiriiliastrating decepaiatignaff ditpuiting danigetsrisemonse
system The chall enge response systemis such a systemin which a response

1 erl R B p e ik S onee) generat od Usi ng a secret. key
co-ouned b%igtgf, Bgﬂéﬁa‘ﬁ"ﬂn& tgeﬁliig.c.’)el,fsisag qlot\{f]&art for illustrating the operation of
outputting contents from the HDD 21 through the portable device 6.
Fig.33 illustrates the function of a non-volatile memory 34.
Fig.34 is a flowchart for illustrating the operation of an adapter 26.
Fig.35 shows an inner structure of the adapter 26. .
Fig.36 shows an illustrative inner structure of the non-volatile memory 34.
Fig.37 shows another illustrative inner structure of the non-volatile memory 34.
Fig.38 is a flowchart for illustrating the reciprocal authentication processing
between the adapter 7 and the personal computer 1.
Fig.39, continuing to Fig.38, is a flowchart for illustrating the reciprocal
authentication processing between the adapter 7 and the personal computer 1.
Fig.40, continuing to Fig.39, is a flowchart for illustrating the reciprocal
authentication processing between the adapter 7 and the personal computer 1.

Fig.41, continuing to Fig.40, is a flowchart for illustrating the reciprocal

authentication processing between the adapter 7 and the personal computer 1.



personal conputer 1. In the reciprocal authentication processing of the
chal | enge response system the value generated by the personal conputer 1
is changed fromone authentication processing to anot hef SeBEMbgRL003 1 ¢ he
out put value of the portable device 6 generated using the secret key is
read out and used in a so-called "disguised" aggression, a different val ue
is used for reciprocal authenticatiadin the next reciprocal '

aut henti cati on processing, so that the personal conputer | is able to
detect {hegidhbiisi4 IRSPehall fof AMihithd thd prodeseiRbest encrypiiagal sduidd used
for specifyihg the contents. The codec IDis an I'D associated wth the
contents encodi ng system For exanple, the codec ID of "1" is associ ated
with BRRAE3Y: whilst the codec 1D of "0" is associated with MP3 ( MPEG audi o
| ayer-3). The filenane is data corresponding to EQF cggﬁentg file recorded
by the per &i@4B is edlpuehart for Wusgating the prosmssingdhe s4aRIE Y SFRFUIMECh has
been converted into the ASCII (Anmerican National Standard Code for

Inforﬂﬁém@f&&gmﬁaagﬁagﬁgﬂe. The file information is the title of the
air corresponding to the contents, nane of an artist or the nane of a

conposer, §i, MKy Re it RS- ARClbrisadfe TBSARE AfusiiARiNg Bhictjbon dat a

is data in ting er or not t bl e Tontents playback tine
period, that is, start date and tinme or the end date and tine, or the
limtBI9PATDn the nunber of tines of reproduction, is set. As for the
reproduction 4 Septenber 2003 _42

.

Fig.45 is a flowchart for illustrating the processing of the adapter 7 executing
0 the encrypted object program.
Fig.46is a
Fig.47 is a flowchart for illustrating another example of the processing of
"encrypting an object program.
Fig.48 is a flowchart for illustrating the processing of having a portion of object
* program executing processing of the adapter 7 executed by the CPU 12 of the personal
computer 1.

Fig.49 is a flowchart for illustrating the processing of fee settlement when the

personal computer 1 downloads an encryption key from an EMD server 5.

Best mode for Carrying out the Invention
Referring to the drawings, the present invention will be explained in detail.
Fig.1 shows an embodiment of a contents data management system. A personal

computer 1 is connected to a network 2 constituted by e.g., a local area network or



lim-tation data, "1", "2" and "0" are set if the nunber of tinmes Iimtation
Is set, if the allowable reproduction tine period is se and i f | t her
the nunber of times limtation nor the allowable reprod%§PPEW“Pfﬁ@&%eriod
is set, respectively. If the reproduction |imtation data is "2", the start
date and tine and the end date and tinme denote the extent of the allowable
reproduction tine period. For exanpﬁé, If the start date and tine is
"00040F" and the end date and tine is "00070F", the associated contents
can Haterept.olke pdrsamal compiter I ddnvertsidatd off yntsic soond. receivedi Fom an ¢ he
reproduction limtation data is "I" or "2", the nunber of tinmes Ilimtation

denotegrd 1S c AR tridhtiohY8erved 411h 4Bioeitad onhiflosh atdegnpatiber of

. | :
ti mes counter denotes the nunber”of times which is updated by the CPU 53 on

nave SBSARILET itk eabioaseh dptinpitae o EbRbro LY EL heh FATRIFCEN & °

"02", the nunber  of tines the contents are reprodugcible is two, whereas,
i f thgegistared trgdetname). Theridate ofanugc sound e ry tobelovnag CORENHNt ent s
are reproduci ble is one. For exanple, if the reproduction |imtation data

i s " 2The pomsophbEdmgatd ladldo ehoBypts the' RRRFIn atdurdance vithenappropmatei s
"00070F" "and the nunber of tines limtationis "02", the portable device 6

unt PV RS S5 St OES Cita SATBILA stGERAR WTodR (e AP, TPhe

start _date and tine is "000000", the end date and tine is "000000", the
nunbeﬁlatﬁf times [imtation is "Oa" and the nunber of tines counter is

"05", there is nolimtation on the allowable Coe .
The personal computer 1 records use conditions data indicating the contents

using condition in association with the contents recorded in the encrypted form.

The data of the use conditions indicates the number of portable devices,
‘sometimes abbreviated to PDs, that are able to utilize the contents associated with the
data of the use conditions simultaneously, that is the number of the PDs, that can be
checked out, as later explained. Even if the contents in a number indicated by the data
of the use conditions have been checked, the personal computer 1 is able to reproduce
the contents.

Alternatively, the data of the use conditions indicate that data can be copied.
If the contents have been copied to the portable devices 6-1 to 6-3, the personal
computer 1 is able to reproduce the recorded contents. There are occasions wherein
limitations are imposed on the number of times of copying of the contents on the
portable devices 6-1 to 6-3. In such case, the number of times of possible copying 18

not increased.



4 Septenber 2003 43 reproduction time period for the relevant contents,
with the nunber of tines of allowable reproduction bei ng 10, and gith t he
SﬁBH‘ﬁ’SF 0

nunber of tinmes of previous reproduction being 5. If th

Rvice 6

has received a wite command of the contents, along wth the contents,
fromthe personal conputer 1, the CPU 53, adapted to execute the main
programread out fromthe ROM5 5 t®32he RAM5 4, receives the wite

command and controls a flash nmenory controller 60 to cause the

contents

recei ved frMmrhifvelpeihes@add ofMighiseeontitionsbedivstethaythe data édrelsénmomedry 6 1.
The flash nenory 61 has a recording capacity of approximately 64 Mytes to

FS)][ g;, g 5(% Eﬁ? > ?E)%}%)i}ﬁb Ilcﬁ)&ltppﬁeerf L%iﬁ%kelﬁlﬂ?gﬁfc%trlr‘%]c&lﬁelgﬁ %o hLhELable RAFcdsB-1

resse
system Meanwhile, the flash nmenmpry 61 can be nount ed/ di snp
menor $0 &xdd the nCQlHénﬁ@oFQCé’Bg%d A fthe P@quqaqaccﬂpﬁ‘ﬁ%cﬁ 3R P58

with a thrusting operation by a user of a playback/stop_ button,

i s seSpevifically, tet cmttenty akeyeletsd, oothensseonditivhs acAyodgid torrend

causes the flash nmenory controller 60 to read out the playback c

conte ef | ash menory 61 to transfer the read-out code
t 1&9%{1&% y \
conte%%)lz to the I%%P 59. The DSP 59 detects errors in the conten

accor dance ’Ivﬂet (E'at%%% esé §¥S8ins will be discussed later in detail.

i'nha pre-set conpression
unt ed

it

&t ed
not shown,
ex ther

ode and
and

ts in

The personal computer 1 causes the contents recorded in an encrypted form to

" J be stored in the portable device 6-1, connected in circuit, over a USB (universal sertal

bus) cable 7-1, along with data relevant to the contents, such as title of the air or the
reproducing conditions. The personal computer 1 also updates the data of the use

“conditions associated with the stored contents in‘keeping with the storage of the
contents in the portable device 6-1. This operation is termed check-out. More
specifically, on checkout, the number of times of possible checkout of the data of the
use conditions, recorded in the personal COlllpl.ltBI' 1 in association with the contents,
is decremented by 1. If the number of times of possible checkout is 0, the contents
in question cannot be checked out.

The personal computer 1 causes the contents recorded in an encrypted form to
be stored in the portable device 6-2, connected in circuit, over a USB (universal serial
bus) cable 7-2, along with data relevant to the contents. The personal computer 1 also
updates the data of the use conditions associated with the stored contents in keeping

with the storage of the contents in the portable device 6-2. The personal computer 1



redundancy check) system based on the code for playback, transferred from

the flash nenory 6 1, and reproduces the contents, to supply, the oduced
data, indicated at 4 Septenber 2003 44 D1 in Fig. 3, t%gﬁgﬁﬂ§ﬁfg$ nal og

converter circuit 63. The DSP 59 is constructed nonolithically with a
transm ssion circuit, not shown, prQvided in its inside, and reproduces
the contents-based on master clocks?3 K froman external quartz
transmtter 59A, while transmtting master clocks MCLK, bit cl OCQ? BCLK of
a pr ealsetcatiseiienoontentsnecardet] iy amencrypsed deun|tp heostorad mncthie partable
operating clocks LRCLK, made up of frame-based L-channel and R channel

cl ockgedith 6-3nchrifdeted P cRclitIbvat a USSR (@hiveredeeial bug) cable -8, sldnghhen

reproduci ng the contents, the DSP 59 sends the above-nentioned operating

clocks.to,the digitalato-analog vert] ' | | M th
the  Balilia oyt bR sA R o BT T gt § B0 A e S
halts the supply of the operating clogcks in accordance.with the co for

r epr othecsecspnditipns assacdatedivgih the ster awtsﬂ@owaéf‘reﬂ%wd%&ﬁi RIORRES;
decrease the power consunption of the entire portable device 6. Simlarly,
quar t theos@itbh@tiarthe pdftabheldsvide k% external |y mounted on the CPU 53 and on
the USB controller 57, respectively, to execute pre-set processing based on

the master (g ko Hind! B peFkohhPEbIENTdakses the battable SdAceGlSTA
respectively.

connected in circuit, to erase or make unusable the contents checked out by the
personal computer 1, over the USB cable 7-1, to update the data of the use conditions
associated with the erased contents. This operation is termed check-in. More
specifically, on check-in, the number of times of possible checkout of the data of the
use conditions, recorded in the personal computer 1 in association with the contents,
is incremented by 1.

The personal computer 1 causes the portable device 6-2, connected in circuit,
to erase or make unusable the contents checked out by fhe personal computer 1, over
the USB cable 7-2, to update the data of the use conditions associated with the erased
contents. The personal computer 1 also causes the portable device 6-3, connected in
circuit, to erase or make unusable the contents checked out by the personal computer
1; over the USB cable 7-3, to update the data of the use conditions associated with the
erased contents.

The personal computer 1 is unable to check-in the contents checked out by the

portable device 6-1 of another personal computer, not shown. The personal computer




In this manner, the portable device 6 is not in need of a clock generating
nodule for. furnishing clocks to circuit blocks of the U 53, DSP 59 or
the USB controller 57, thus sinplifying and niniaturizihgePRELEr 2007 ¢
structure. The digital-to-anal og converting circuit 63 converts the
reproduced contents 4 Septenber 2003 45 into anal og speech signals to
transnit the converted speech signal3to an anplifier circuit 64. The
anplifier circuit 64 anplifies the speech signals to send the anplified
speec isugablesowheck-ihdaslphstents delck6d oudby theportablenieviceos-2stitanuthathen a
pl ayback/ stop button, not shown, is thrust, the portable device 6

fepr Oggfs%aﬁl B&nﬁﬂ‘t‘&?%ﬁsﬁ \%?dgl{)b u@él%oﬁélzét{iﬁﬁﬁfgﬂlyis%abwaﬁéhé&@h{ fHe b% the

CPU 5 en the pfayback/sto ton | the portabl e device
halts the repyoductio f the ntents. n the pl aybagk/stop button is
ngai nopies Ehfcked osfey Bhe bofalf eSbE s Stemodie P At e B0 ce 6
re-starts the reproduction of the contents, as from the stop position,
under skownrol by the CPU. 53. |f a few seconds have el apsed without

operation by the user after the playback is halted by thrusting the

pl ayback/ stWhen it p&@Bondltdnmsiitea b startieaduerife the coméntedtdny EMinserakts t he
power source to save the power consunption. Meanwhile, if, after power

doun, 48 PG BLEARRONIS GRS A0RBp UL e HORBOOL B sl Gnpuiaor oo
to transmit to the personal computer 1 an authentication key necessary for reciprocal
8 authentication with the personal computer 1 and the EMD servers 4-1 to 4-3, while
transmitting a program for connection to the EMD servers 4-1 to 4-3 to the personal
computer 1.
The EMD server 4-1 is responsive to the request by ﬂ"le personal computer 1 to
send contents to the personal computer 1, over the network 2, along with data relevant
. to the contents, such as the title of the air or limitations on reproduction. The EMD
server 4-2 is also responsive to the request by the personal computer 1 to send contents
to the personal computer 1, over the network 2, along with data relevant to the
contents, such as the title of the air or limitations on reproduction. Similarly, the
EMD server 4-2 is responsive to the request by the personal computer 1 to send
contents to the personal computer 1, over the network 2, along with data relevant to
the contents, such as the title of the air or limitations on reproduction.
The contents supplied from the EMD servers 4-1 to 4-3 have been compressed

in accordance with the same or different compression systems. The contents supplied



as fromthe previous stop position. The CPU 53 of the portable device 6
controls an LCD controller 68 to cause a display unit GZ to denpnstrate
the informati on such as the state of the playback node, ﬁﬁEﬁeﬂ'%Phﬁoqeepeat
pl ayback or intro-reproduction, equalizer adjustment, including gain
adj ust mrent associated wth the frequency range of speech signals, air
nunber, play tinme, state of reprod@cﬁion, such as pl ayback, stop, fast
feed or fast rewi nd, sound 4 Septenber 2003 46 volunme or residual capacity
of t higy @ayh oflthe EMD seraeidi 4-i1 o, 4-8Heavedrdcabtrecrgpte & in scaadseee witptheal | ed
FAT (file allocation table) to be stored.in an EEPROM 68. The. FAT
Conpréa?rﬁéo\ffﬁEi&f@mn?e%fﬂ%ri&%ﬁﬂ?. I nformati on, such as the nunber of

S Wi as

conten tenin a menory 80, the position of blocks of the flash

menory 61 in ' t he,respectiye contgnts are witten, an vari abl e
memory st oﬁawg‘?’ﬂ’a@i% e W@h WATYE, giqnlst WQPBP&V&% g}?oB%ql‘H}%HB?g}F byt es
of the contents are handled as a bl ock, and the bl ock posi%iﬁln ssoci at ed
Wit h peesonaheampstesfl to-sendi dataassacdatedovidytheCD, e pantents; of winch baveng t he
FAT in the flash menory 61, the contents of the first air are witten in
the fhashremeny, Glchasehe ¢onid 6f thy Ghealkids 53, theh€Doproducensand data
associated wth the contents of the first air are witten as FAT in the

flas hc{%@%ncﬁ]}g ?@ glrée %{)%%EFS RARGR o thé (O SEANS Bl 1R 6 the! dit 8P ther t he

fl ash
name of the composer, over the network 2 to the personal computer 1 . The WWW

server 5-2 is responsive to the request of the personal computer 1 to send data of the
CD, the contents of which have been read out, and data associated with the contents
read out from the CD over the network 2 to the personal computer 1.

The portable device 6-1 stores the contents supplied from the personal computer
1, that is checked-out contents, along with the data relevant to the contents, such as,
for example, title of the air or the limitations on reproduction. The portable device 6-1
reproduces the stored contents, based on the contents-related data, to output the
reproduced contents.

If, for example, attempts are made to reproduce the contents beyond the number
of times of reproduction as the limitations on reproduction, stored as the contents-
related data, the portable device 6-1 halts the reproduction of the corresponding
contents. Also, if attempts are made to reproduce the contents beyond the limit term
of reproduction as the limitations on reproduction, stored as the contents-related data,

the portable device 6-1 halts the reproduction of the corresponding contents.



positions associated with the contents of the second air are witten as FAT
in the sane area of the flash nenory 61 as that in which_was i t he
first air. In this manner, the FAT is rewitten each tin%sﬁﬂ@"%ﬁ%éﬁs are
witten in the flash nenory 61 and, for data protection, the sane data is
witten in redundancy twice as spare data. If the FAT is witten in the
flash nmenory 61, the sane area of t ¥ f | ash menory 61 is re-witten tw ce
each time the contents are witten once, so that the nunber of tines of
writing pr@beniseeit dble tdisidoasih theportyble Heivicer@dchmdngittiencartentsrstdiedr
nunber 4 Septenber 2003 47 of tines of contents witing to render

rewn i Y ROl AR r 1! ¢hEit td Pysrodubs tHROstbak Gortenisce 6
causegﬂ%ﬁlggﬁﬁqﬁégﬁg?ore ?‘% tflfe %’SRC]\/I 68 toéi%di m ni sh the frequency of
rewitgi of the flash nenory,61 associated with gac witing of the

cont e%‘ﬂ ﬁgtewoégﬁé?ﬁlﬁcf’ﬂgemq{\{@wgﬁo GPHE&Eg%S&efrﬂJﬁ%"’e‘rph&Peu nes of rewiting
to be stored in the EEPROM 68, the portable device 6 is able to increase

t he nunber Thie portable dévicpbIsitoncs thaeansants supphedifropyths pessans! comprdsis or
nore as conpared to the case in which the FAT is stored in the flash

Menor ¥ a8dng Miftedieatata fd18etitd eh&Bbhedts: dheqsortdbde dB¥iTe 662 bepradutesthd n t he
EEPROM 68 1n an overwite fashion, the frequency of witing in the sane
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The user is able to dismount the portable device 6-2, having the contents stored

L therein, from the personal computer 1, and to carry it to reproduce the stored contents
to listen to the music corresponding to the contents over a headphone.
The portable device 6-3 stores the contents supplied from the personal computer
-1 along with the data relevant to the contents. The portable device 6-3 reproduces the
stored contents, based on the contents-related data, to output the reproduced contents.
The user is able to dismount the portable device 6-3, having the contents stored
therein, from the personal computer 1, and fo carry it to reproduce the stored contents
to listen to the music corresponding to the contents over a headphone.
It there is no necessity for distinguishing the portable devices 6-1 to 6-3, these
device are collectively termed a portable device 6.
Fig.2 shows the structure of the personal computer 1. A CPU (central
processing unit) 11 executes variable application programs, which will be explained
subsequently, or an OS (operating system). A ROM (read-only memory) 12 has

basically fixed data, among the programs or computing parameters used by the CPU



When connected over the USB cable 7 to the personal conputer 1, by way of
the USB connection, the portable device 6 recognizes that the USB
connection has been nade based on an interrupt signal sﬁ&ﬁme@@ef?%@ﬁthe
USB controller 57 to the CPU 53. On recoghizing that the USB connection
has now been established, the portable device 6 is fed fromthe personal
conputer 1 with the external power ot a preset current nagnitude over the
USB cable 7. The portable device 6 also controls a power source circuit 52
to halil, stbeedsthepbin. oh RAN (randons acress mentory ) d8| stores. prograysgusehietis on,

the CPU 53 halts the processing of reproducing the contents of the DSP 59.

Thus, ekmtﬁ%jﬁlﬁmmwﬁmﬁe%rswnenw% chBgo&KinahB akedutfdt Ehbgy 2003

48 power sup romthe personal computer | Trom exceeding the
prescribed current ni tude tg,enabl e the extern r of the

pr escPRHE gre TP PnGH '?Yf&@elﬂ%s(%l?élsal%e%c@}s\‘?@&wgtb af ?ﬂPtI? * Thus, on USB
connection, the CPU 53 switches fromthe power suppli eci fro the dry cell
51 to the Phediossbpsllddd conoestedoveeadaiige boiman externaldms; Hysuch ass
possi ble to use the external power fromthe personal conputer | with | ow

uni t PCsY (p@iphcdléSmpbRemOiesrconnedt/intarfireytbushe dry cell 51 with high
unit power cost to elongate the life of the dry cell 5 1. Meanwhile, if

the externa| | BEE4I 13 RUMRLIEE 1YV LlsdBpbith LARiAHIE chiffhdieto the CPU

11. A mouse 19 is actuated by a user commanding or selecting a point on the screen
of a display 20. The display is made up of a liquid crystal display device or a CRT
(cathode ray tube) to demonstrate variable information as text or image. AHDD (hard
disc drive) 21 drives the hard disc to cause it to record and/or reproduce the program
-executed by the CPU 11 or the information.
A driver 22 reads out data or programs stored in a magnetic disc 41, an optical
disc 42, inclusive of a CD, a magneto-optical di.sc 43 or a semiconductor memory 44,
to send the data or the programs to the RAM 13 connected in circuit over an interface
17, an external bus 16, a bridge 16 and a host bus 14.
To a USB port 23-1 is connected the portable device 6-1 over the USB cable 7-
1. The USB port 23-1 outputs data supplied from the HDD 21, CPU 11 or the RAM
13, such as contents or commands of the portable device 6-1, to the portable device
6-1 over the interface 17, external bus 16, bridge 16 and the host bus 14.
To a USB port 23-2 is connected the portable device 6-2 over the USB cable 7-

2. The USB port 23-2 outputs data supplied from the HDD 21, CPU 11 or the RAM



personal conputer 1, the CPU 53 halts the playback processing of the DSP 59
to dimnish the radiation fromthe DSP 5 9 to reduce the _radiati from

the entire system including the personal conputer 1 cor’f@?%ﬂ%ﬁhg&% Fig
.4 shows a block diagramfor illustrating the configuration of the function
of the personal conputér 1. A contents managenent programl | | is nmade up
of an EMD sel ection program 13 1, &&heck-in/check-out nmanagenent program
132, an encryption system conversion program 135, a conpression system

conversi QP96 d3E: cAimaRids ofithe porfablodevicd 542, to theortible teoice
conversi on program 139, -a use condition managenment program 140, an

t heptd catign ; i yver for PD 143,
and pPoyP e BR RSB E Sdepyh (S TE RIABE RBRR B fost Bl Er Ot 1
' tated with_shuffl or encrypte in ti.on nd i tructed to
i de { he. phoceB SR SarbheennrgRidte epHaviesearier ovesdpe LTS 8R0S 40
decodi ng of the processing contents difficult. For exanple, the contents

manag8n®he UPBqurads+3 ddtpuss fatarsuipplied fsamtthaflRD2ErCBLE ELof the BAdvIng out
t he contents managenent program 111 cannot identify the instructions. The

EMD S@Begﬁéwﬁ%eéﬁ&hmlléam&mmtome ' tBvich -8 o)) SRt sortatsla gevivet

program 111 en the contents nanagenent program 111 is installed in the

e <OBe oo ek PphEalPE0 Yo BRI ugaW o sorver 5
Wil be expla gﬁgios u?]fp%%o%%lll%/ “interface 24, having an IEC (International
[} Electrotechnical Commission)60958 terminal 24a, executes digital speech
input/output or analog speech input/output interfacing operations. A speaker 45
outputs pre-set speech, corresponding to the contents, based on speech signals
“supplied over the audio input/output interface 24.
The aforementioned components, from the keyboard 18 to the audio
‘in.put/output interface 24, are connected to the interface 17, which in turn is connected
to the CPU 11 over the interface 17, external bus 16, bridge 16 and the host bus 14.
A communication unit 25 is connected to the network 2, so that data supplied
oo from the CPU 11 or the HDD 21, such as registration requests or contents transmitting
requests, are stored in a packet of a pre-set system, and transmitted over the network
2, so that data stored in the received packets, such as authentication key or contents,
are outputted over the network 2 to the CPU 11, RAM 13 or to the HDD 21.

A CPU 32 for an adapter 26, formed monolithically as a semiconductor IC and

which is loaded on the personal computer 1, cooperates with the CPU 11 of the




The EMD sel ection program 131 sel ects connection to one of the EMD servers
4-1 to 4-3 to cause a purchase application 115 or the p%échas% Pg{g&;am 144
or 142 to execute communication with one of the EMD ser{gpBiembe -3.
The check-in/check-out managenent program 132 sets the check-in or check-
out and, based on use condition files 162-1 to 162-N, recorded on a
contents database 114, checks out t3% contents stored in the condition
files 162-1 to 162-Nto one of the portable devices 6-1 to 6-3 or

checkgersondl Ronganeehbvesthersdernal bhe 16 dnddgd bhafid tleshdhdus 14tto exgputd. The
check-in/ check-out managenent program 132 updates use condition data

heck- T . managerrent _ _ t
it b o S B, R A D e e e A

[ 3 ' h ' h
conti eohBN] Baco1Bsonte anablproFSsRBE AP RRORor s B U SO 2 6 5 o

copies the contents fromthe portable devices 6-1 to 6-3 to the contents
dat absteeesidata thet siedd ombe hskheehafterposesdowniod the personal eemputer Is-In to 6- 3
recorded in the contents database 114. A novenent nanagenent program 134

MOV eStHe ROM BbEtHete & 16RM 4 &m fopdetsdia tﬁééﬁ@g?&ﬂ olzparh G2nbferesbr ded
on the co(r?g\gnt’s da?abase 11}?{({82 (I)lne of theg portabl e d%rviggaés 6-1 to 6-3 or

Gt abSous P EORT SoRRHEE, BTG A FRRAT 1 a0 ed ipbBedtRraBOher <

to supply the time information.

The communication device 25 and the adapter 26 are connected to the CPU 11
over the external bus 16, bridge 16 and the host bus 14.

If there is no necessity for distinguishing the USB ports 23-1 to 23-3, these w1]1
‘be simply termed a USB port 23. Similarly, if there is no necessity for distinguishing
the USB cable7-1 to 7-3, these will be simply termed a USB cable 7.

The structure of the portable device 6 is now explained with reference to Fig.3.
A power source circuit 52 converts the power source voltage supplied from a dry cell

51 to an internal power of a pre-set voltage to supply the power to a CPU 53 to a
display 67 to drivé the portable device 6 in its entirety.

If a USB controller 57 is connected over a USB connéctor 56 to the personal
computer 1 via the USB cable 7, data inclusive of the contents transmitted from the
personal computer 1 is supplied over an internal bus 58 to the CPU 53.

The data transferred from the personal computer 1 is made up of 64 byte data

per packet, and is transferred from the personal computer 1 at a transfer rate of 12



on the contents database 114. The encryption system conversion program 13 5
converts the encryption system for the contents receive the hase
application 115 fromthe EMD 4-1, encryption systen1forg§§ée@@ﬁ[%##g

recei ved by the purchase program 144 fromthe EM 4-2, or the encryption
systemfor the contents received by the purchase program 145 fromthe EMD
4-3, over the network 2, into the sag@ encryption systemas the contents
stored in the condition files 162-1 to 162-N recorded on the contents

dat abagpitsked4. Wien checking out the contents to the portable devices 6-1
to 6-3, tﬁe encryption system conversion program 135 converts the

check- out ntents,intp t cr l,Qn stemthat ,can b ed, by the

por tabl e debhe datsrphsfestesl o e dRabir dlebicsnOuy Pedt din oL alheRied et am 136
converts the conpression systemfor the contents received by the purchase
“appl i canitenis Thet header freclades aontentsciiphilensingy hegderosizs,aronterss kops fle s

recei ved by the purchase program 144 fromthe EMD 4-2, or the conpression

syst emii®icotlbe IDamdaht File geforvatioRy Ih R4diiuit ke Beadurigéladed Adprbdesadhe EVD
4-3, over the network 2, into the same conpression 4 Septenber 2003 51
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recoraea conte ase I on program encodes

t he ngn-encrypted contents, read.out from ‘ .
%me, lcnrﬁgttlon on r%he number of times, anc? a counter for the number of times of

reproduction. The contents are encoded and encrypted by the encoding system, such
1_’";\;' as ATRACS3,
The header size dénotes the data length of a header, such as 33 bytes, whilst the
file size denotes the data length of the contents, such as 33,636,138 bytes.
The contents keyis used for decoding the encrypted contents and is transmitted
-from the personal computér 1 to the portable device 6 in the state in which it is
encrypted based on a session key (transient key) generated in the reciprocal
authenﬁcaﬂon processing between the personal computer 1 and the portable device 6.
When the portable device 6 is connected over the USB cable 7 to a USB port
23 of the personal computer 1, the portable device 6 and the personal computer 1
execute the processing of reciprocal authentication, This reciprocal authentication
processing is the authentication processing of the challenge response system. It is
noted that the DSP 59 of the portable device 6 executes decrypting (decoding) when
performing the authentication processing of the challenge response system.

The challenge response system is such a system in which a response to a certain



the CD and supplied froman audio recording program 113, in accordance with
the sanme encoding systemas that of the contents stored,in th cg&giaition
files 162-1 to 162- N recorded by the contents database 4 PgPtegber

conpr essi on/ expandi ng program 138 encodes the non-conpressed contents read
out fromthe CD and supplied froman audi o recordi ng program 113 in
accordance with the sanme encodi ng syksitem as that of the contents stored in
the condition files 162-1 to 162-N recorded by the contents database 114.

The r | expang r d tgqgie C '
cont eﬁ%ge gﬁ?r% ?gnglﬂgt ?%ﬁﬁf:r%gv%r% onrgﬁgglﬁg?ﬁe%gcfgoﬁ%s ts a{a aqlgﬁ%i cating

“the use condition f the contents receiv fromthe .END seryver A4-1 by the
pur chESPOREY leepSfAtes upiE  GRoteR Koy GorarhEd s dRiSE SRE TS Che
use conditions of contents received fromthe EMD server 4-2 by the

pur chpeisongptomputesnl .1 18 the mmoc@hwhngtmmmmpmetssmgsoﬁﬂwc@%alm
received fromthe EM) server 4-3 by the purchase program 145 over the

net Wordspansé sy staaoftianilae wehdratdibby tHepdrasr coagnitbal isdhdnped &em diendi ti on

data stored in the condition files 162-1 to 162-N recorded_by the contents

dat abgsfedrchtio\Gd ERGHE 't5'9.n8fhter,cs%%ﬁptiisﬂ1te%i%ﬁ§t s 3@1‘?& ﬁcﬁ*fél?l@?lc@i Lo

6- 3, e use conditron Sconversion praégram convertis the use condition

dat a %nto use .conditjion data.that 4 (?eptenb r 2003 52 Cﬁndb‘ Luti.l idz,ed by
p e

t he pBr8chsratedavsingsthe seqrgt key 1s read out and used m a so-ca isguise

aggression, a different value is used for reciprocal authentication in the next reciprocal
authentication processing, so that the personal computer 1 is able to detect the
illicitness.

The contents ID is a contents-associated ID used for specifying the contents.

The codec ID is an ID associated with the contents encoding system. For
example, the codec ID of “1” is associated with ATRAC3, whilst the codec ID of *0”
is associated with MP3 (MPEG audio layer-3).

The filename is data corresponding to the contents file recorded by the personal
computer 1 in association with the contents and which has been converted into the
ASCII (American National Standard Code for Information Interchange) code. The file
information is the title of the air corresponding to the contents, name of an artist or the
name of a composer, as converted to the ASCII code.

The reproduction limitation data is data indicating whether or not the allowable
contents playback time period, that s, start date and time or the end date and time, or

the limitation on the number of times of reproduction, is set. As for the reproduction




Bef ore executing the processing for copying, novenent, check-in or
check-out of the contents, the use condition nanagenent  program 140
detects nodification of the use condition data based on4§eﬂ el 20%%
associated with the use condition data stored in the condition files 162-1
to 162-N recorded by the contents database 114. The use condition
managenment program 140 updates the hggh val ue associated with the use
condition data in association with the updating stored in the in the

condi :ion.-fil 1824 Le2- N« I - S e:dats in
conf o?l m_%pqnodft%e PCO%y%ﬁs, 6m§%§r§¢#}ﬂ§ﬂécﬁ-e%%?éﬁﬂ%%@@&@%l? 1%? étts,ﬁfé&-ﬂe‘l |
contengs. e authentication prqgraml execut.es the processj.n f

r eci paﬁ@ma{PWMqtmmﬁ PsEodds sets ﬁ’éé %ﬁi’rﬁl@lﬁ{ the pmabertHmes bﬂﬁ&aﬁ\%l and
the purchase application 115 and executes the processing of reciprocal
aut henbt tl allowhblewepnodiutiorcimegrarsodisrsaganespectpredyyr am 111 and t he
purchase program 144. The authentication program 141 nenorizes an

aut hent i cafy g I%Eyod&%ni 1initB8oR HaRAS S Nthdftart datPilime andithe shd date on
bet ween the EMD Server 4-1 and the purchase application 115, that between

h -2 d.th b
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management program 111 is installed on the personal conputer 1, and is
suppl aesbdistet doneerEVRandgi repreduced mefrear Apriddd witddely 15 20Q0.
‘aut hentication program 4 Septenber 2003

) Likewise, if the reproduction limitation data is “1” or “2”, the number of times

limitation denotes the pre-set number of times for the contents, whilst the number of
times counter denotes the number of times which is updated by the CPU 53 on
“reproducing the contents and which denotes the number of times the contents have
been reproduced. For example, if the number of times limitation is “02”, the number
of times the contents are reproducible is two, wheréas, if the number of times
limitation is “01”; the number of times the contents are reproducible is one.

For example, if the reproduction limitation data s "‘2”, the start date and time
is "00040F”, the end date and time is “00070F” and the number of times limitation is
027, the portable device 6 is able to reproduce the relevant contents twice a day as
from April 15 until July 15, 2000.

Also, if the reproduction limitation data is “1”, the start date and time 1s
*000000”, the end date and time is “0000007, the number of times limitation 1s “0a”

and the number of times counter is “05”, there is no limitation on the allowable



53 141 when the registration processing is executed regularly by a displ ay
operation command program 112. \Wen the contents stored g B@ 3@
condition files 162-1 to 162-N recorded by the content s*35PEAREEZ4%% are
reproduced by the personal conputer 1, the decoding program 142 decodes
the data. Wien the pre-set contents are checked out to the portable device
6-2, or pre-set contents are checkéd in fromthe portable device 6-2, the
driver for PD 143 sends a contents or a command for executing the pre-set

pr ocegprddudtion fiend Petivd fordths eeletardt. colitents; heithrthe seimbenoértimesrof
checked out to the portable device 6- 1, or pre-set contents are checked

n frzﬁm\wﬁlep%eﬁl%lah ugﬁvpﬁﬁlgg'lb a]ilaevﬂfﬂ itk Lamud & Higeedst ag/re@fﬂﬁsent S or
a comand Xecu set processing to a deV|ce dri 116- 1.
When the pre: . tents are checked out to the portable device 6-3, or
pre-sTé?Prog %6 £ -checked in fromthe portable device 6-3, the driver
for PD 143 sends a contents or a command for executing the pre-set

pr ocessi nglfithetgratabde idewiatr6 hes raceivex] a Wrtepcoromesd qof thgreontants, plong
so-called plug-in programinstalled along with the contents managenent

pPr ografthkhé c%ﬁf’eﬂt§ ﬁHﬂP&e%réédepcbhﬂ)ﬁépl r @i GPURS3,aida CB‘éei‘I foadxedutythie t he
network 2 or supplied as it is recorded on a pre- set When installed on
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form Omggtrgi/s a I%l%sﬁonqgg{gri c%r%?oglf (53 tg rcg eléc}ntents received from the

personal computer 1 to be written in a flash memory 61.

'The flash memory 61 has a recording capacity of approximately 64 Mbytes to
store the contents. In the flash memory 61 is pre-stored a code for playback for
expanding the contents compressed in a pre-set compression system.

Meanwhile, the flash memory 61 can be mounted/dismounted as a memory card
in the portable device 6.

If a playback command associated with a thrusting operation by a user of a
playback/stop button, not shown, is sent via an actuating key controller 62 to the CPU
53, the latter causes the flash memory controller 60 to read out the playback code and
contents from the flash memory 61 to transfer the read-out code and contents to the
DSP 59,

The DSP 59 detects errors in the contents in accordance with the CRC (cyclic
redundancy check) system, based on the code for playback, transferred from the flash

memory 61, and reproduces the contents, to supply the reproduced data, indicated at



The purchase program 144 is stated wth shuffled or encrypted instructions
and 4 Septenber 2003 54 is designed to hide the processi contents from
outside to render decoding of the processing contents d?%3€W5ﬁPr2

exanpl e, the purchase program 144 is fornulated so that a user directly
readi ng out the purchase program 144 cannot identify the instructions. The
purchase program 144 requests the EMp4server 4-2 to send. pre-set contents
over the network 2, while receiving the contents fromthe EMD server 4-2.

VWhen i | ik q Eﬂﬁ& . ver 4-2, the purchase program
144 gﬁg%&é}?h‘é&?é@ etd?)%% é@eg&prcc%\éggfn&%% Is a programinstalled al ong
wth the copte nagenent program.l111 and .requests fransnj ssjon of

pre- set co%m ﬁ FFE%EWU@EQ\}@PDSL WA& ith a8 EARSTRISSIONcCBBWteRPE from
the EMD server 4-3. Wen receiving the contents fromthe EMD server 4-3,

t he pshowas @rovisdgdaim itst insidher gk répredhess thEheontests! tased mar atdster dookand
program 112 causes an inmage of a pre-set window on the display 20, based

on a NIOLEC ifigmdah @xidrhal ﬁ&m%@isﬁﬁk@vs  awhild %raiﬁﬁ)ittﬁig% sterf dlb€Rs 183-1

to 183-K or a hysteresis data file 184, I'l'e instructin e contents
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channel clocks LCLK and RCLK, to a digital-to-analog converting circuit 63.

) When reproducing the contents, the DSP 59 sends the above-mentioned
operating clocks to the digital-to-analog converting circuit 63 in accordance with the
code for reproduction. When not reproducing the contents, the DSP 59 halts the

‘supply of the operating clocks in accordance with the code for reproduction to halt the
digital-to-analog converting circuit 63 to decrease the power consumption ofthe entire
portable device 6.

Similarly, quartz oscillators 53A and 57A are externally mounted on the CPU

53 and on the USB controller 57, respectively, to execute pre-set processing based on
the master clocks MCLK supplied from the quartz oscillators 53A and 57A,
respectively.

In this manner, the portable device 6 is not in need of a clock generating module
for furnishing clocks to circuit blocks of the CPU 53, DSP 59 or the USB controlier

57, thus simplifying and miniaturizing the circuit structure. |

The digital-to-analog converting circuit 63 converts the reproduced contents




stored in contents files 161-1 to 161-N recorded on the contents database
114, is stored in the HDD 21. The display data file 182, which mz= rizes
data corresponding to the contents 4 Septenber 2003 55 4 S5PembeR

contents files 161-1 to 161-N recorded on the contents database 114, is
stored in the HDD 21. The picture files 183-1 to 183-K, which nenori ze

pi ctures corresponding to the contdfts stored in the contents files 161-1
to 161-N recorded on the contents database 114, or pictures corresponding
to a g6 lhaaRgaspdedh Vigealptai thatbmid ke tbavEded @;_)Leédlﬁsig@&s%-aﬂ ambli€iee i s no
necessity of di'stinguishing the picture files 183-1 to 183-K from each

ot her . a i ' f 4 3.: | file
Taa. FPAEShe e RoBB g BT £ e b SRecitrerlf (¥ RNLALE | 2
date of c eck-?ut,an check-in of contgn%gpgt ored iﬁ the contents files
161- 18Reschsrznals wiar headphonedack attern Beathpagin a0t 840¥WNs stored in the HDD
21. The display operation conmand program 112 sends a pre-stored I D of the
cont ents nWfirgeaeplaybacgstam biftont nohehdivme isfthrneyj the portablepdewresbng,
while receiving the authentication key and the EMD sel ection program 131

f rom debgodides thegbsichtd 4t8fe PRI thefladh hen?P@ 1t i8d&Uddirlibythe@Pes3.and the

EMD sef ection program

When the playback/stop button is thrust, the portable device 6 halts the reproduction
of the con;cents. |

When the playback/stop button is again thrust after halt of contents
reproduction, , the portable device 6 re-starts the reproduction of the contents, as from
the stop position, under control by the CPU 53. If a few seconds have elapsed without
operation by the user after the playback is halted by thrusting the playback/stop
button, the portable device 6 automatically turns off the power source to save the
power consumption.

Meanwhile, if, after power down, the playback/stop button is thrust, the portable
device 6 reproduces the contents as from the first air, without reproducing the contents
as from the previous stop position.

The CPU 53 of the portable device 6 controls an LCD controller 68 to cause a
display unit 67 to demonstrate the information such as the state of the playback mode,
including repeat playback or intro-reproduction, equalizer z;dj ustment, including gain
adjustment associated with the frequency range of speech signals, air number, play

time, state of reproduction, such as playback, stop, fast feed or fast rewind, sound



denonstrates the picture of a pre-set window to read ouAr1 dat%a sug as.
audi o recording time of the contents fromthe CD, which {SeBEMPEh | disc
42 | oaded on the drive 22, based on the actuation of the keyboard 18 or the
nouse 19. 4 Septenber 2003 56 The audi o recording program 113 requests a
wwv server 5-1 or 5-2 to transmt da&g corresponding to the CD, such as
nane of .an albumor an artist, or data corresponding to the contents
recorded on the CD, ., such.as tifle gf_a music air, over the network 2,
basedVBﬂ“Pﬁé)ré‘ﬁﬂﬁ%a}Eer&atbPr#éy&Pﬁt% contents recorded on the CD.

Al so, the audio recording program 113 receives data corresponding to the
contents rIB(adidde@‘l,dhepbetagh gwee 6 lceusesa secalted BAT (dile allpcatitre tablel]) o
recording program 113 sends data corresponding to the received contents

recor geboRtéMd fePah EEPRCNSHR2YTREF AT éblnﬁﬁﬁé@ﬁﬂﬂﬁlﬁl@gﬁ@m&%stoﬁsgé ed

with a conmand for audio recording, the audio recording program11l r eads
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The contents database 114 stores the contents supplied fromthe contents
rranag@mwﬁ? abiherilash memary 61 n owhichdlie JeSREFHIVErRANJORTs AIe ke dikthc e

with a pre-set systemin one of the contents files 161-1 to 161-N for
r ecor otingy wariatle nkRory storage information.

Meanwhile, in the present embodiment, 64 bytes of the contents are handled as

O a block, and the block position associated with the contents of a music air is stored in

the FAT.
If, in storing the FAT in the flash memory 61, the contents of the ﬁrst air are

‘written in the flash 1némory 61 under control by the CPU 53, the block position

associated with the contents of the first air are written as FAT in the flash memory 61
and, if the contents of the second air are written in the flash memory 61, the block
positions associated with the contents of the second air are written as FAT in the same
area of the flash memory 61 as that in which was written the first air.

. In this manner, the FAT is rewritten each time the contents are written in the
flash memory 61 and, for data protection, the same data is written in redundancy twice
as spare data.

If the FAT is written in the flash memory 61, the same area of the flash memory

61 is re-written twice each time the contents are written once, so that the number of

times of writing prescribed in the flash memory 61 is reached with the smaller number




21. The contents database 114 stores use condition data, corresponding to
the contents stored in the contents files 161-1 to 161-N_ in one_of the
use condition files 162-1 to 162-N associated with the %SRPlEAter 20935
161-1 to 161-N menorizing the contents for recording on the HDD 21. It is
possi ble for the contents database 114 to wite the contents files 161-1 to
161-N or the use condition files 16247 to 162-N as records. For exanpl e,
the use condition data corresponding to the contents stored in the 4

Sept egpimed W onfents Wrighg o Fedder FewntingsofStherfiath meinloey 64 anpusdibie.on fil e

162-1. The use condition data corresponding to the contents stored in the
contents fi - N ' | L4l ' whi | e,
the data rpEdBE PRI EURLEE € OB UIFPATIRL YO0 i 4 PRIROMNBABEN B,
data recor. ecimo%@g term nal dat abage or, data recorded on.thg ai dat abase,
as Ia@bé?imésibt uengy ofi rewiithg obthe dlashgpemony & 1 assqatateg ith facly 1 o
enconpass the term nal database and the air database, as |ater explained.

| f t hewrgirgsoftheroomgastst y of demarcating the contents files X61-1 to 161-N,
these are sinply terned contents files 161. Likewise, if there is no

reces! 11 Y AN T ey merenginp g e kgl e
suppl ;i.neﬁlef ﬁﬁﬁkﬁﬁl %@e&ééglg YOt [ e Yo increase the number of times of
possible contents writing by a factor of tens or more as compared to the case in which
the FAT is stored in the flash memory 61. Moreover, since the CPU 53 causes the
FAT to be written in the EEPROM 68 in an overwrite fashion, the frequency of writing
in the same area in the EEPROM 68 can be reduced to render it possible to prevent the
"EEPROM 68 from becoming unable to be overwritten in a short time.

When connected over the USB cable 7 to the personal computer 1, by way of
the USB connection, the portable device 6 recognizes that the USB connection has
been made based on an interrupt signal supplied from the USB controller 57 to the
CPU 53.

On recognizing that the USB connection has now been established, the portable
device 6 is fed from the personal computer 1 with‘ the external power of a preset
current magnitude over the USB cable 7. The portable device 6 also controls a power
source circuit 52 to halt the supply of the power from the dry cell 51.

On USB connection, the CPU 53 halts the processing of reproducing the

contents of the DSP 59. Thus, the CPU 53 performs control to prevent the external




over the network 2 or supplied as it is recorded on a pre-set CD-ROM The
purchase application 115 requests the EVD server 4-1 to send pre-set
contents over the network 2, while receiving the conten?%ePﬁeB'%ef%%erlvD
server 4-1 to send the received contents to the contents managemnent
program 111. The purchase application 115 charges the fee when receiving
contents fromthe EVD server 4-1. Th#8 manner of associating the data stored
in a display data file 82 with the contents files 16 1-1 to 161-N stored

inth %Eﬁgh;ﬁgﬁﬁs&?ﬂ? gél%g?ﬁrt%lﬂﬁ{ife?rl ﬁg{ﬁ étdRding tHé r%éﬁﬁ’t%& Surgér €d in

oneo the ¢ 1 to" 161-N ongtoap set package In

Sept oRuhIBiiss RS SRARIEAHE el pPvek At e seRa it SRS raltpOF af e, c

enconpasses one _or nore contents and i s associ at ed with the classification
of theeceaviednt sllitineshhe EMD servers 4-1 to 4-3, such as a so-called al bum
or a CD. The contents belong to an original package while it cannot bel ong

to plural ThisgbnalSBzelasesion, The CPU §B ralitchas kege tiensowpasgiplipd frem
contents cannot be nodified. The user is able to edit part of the
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) the life of the dry cell 51.

Meanwhile, if the external power is supplied over the USB cable 7 from the
personal computer 1, the CPU 53 halts the playback processing of the DSP 59 to
“diminish the radiation from the DSP 59 to reduce the radiation from the entire system
including the personal computer 1 correspondingly.

Fig;4 shows a block diagram for illustrating the conﬁgﬁation of the function of
the personal computer 1. A contents management program 111 is made up of an EMD
selection program 131, a check-in/check-out management program 132, an encryption

3 system conversion program 135, a compression system conversion program 136, an
encryption program 137, a use condition conversion program 139, a use condition
management program 140, an authentication program 141, a decoding program 142,
a driver for PD 143, and programs for purchase 144, 145.

The contents management program 111 is stated with shuffled or encrypted

instructions and is constructed to hide the processing contents from outside to render



sinmultaneously. It is also possible for the contents to belong to none of
the ny-sel ect packages. The filtering package enconpasses contents

sel ected based on the filtering data stored in the filtefPREEMPEE2AE. The
filtering data is furnished over the network 2 from the EMD servers 4-1 to
4-3 or fromthe ww server 5-1 or 5-2, or is recorded on a pre- set CD and
furnished in this form The user cad9dit the filing data stored in the
filtering data file 181. The filtering data serves as a reference in

sel ec{lng; LT Utz leHHin he

cont e 6F B8 prePasEll CoentsMAEAIE FbpBddific! flethidtt Sichagehent
best-ten for, . this we I s used, the,.per,sonak. co ter ' le ] specify
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data file 181 includes filtering data for selecting the contents in the

or derprogratnel i eanricthidentifyulisanstoactiontes of check-out during the past one
nonth, filtering data for selecting the contents with the | arger nunber of

tinmes of ciiRgEMI seléstidmBrédianPis! isdticoyedniedin theeonitérite marpgdatent
selecting the contents containing the letter "love"” in the title of the
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the course of the EMD registration processing which will be explained subsequently.

The EMD selection program 131 selects connection to one of the EMD servers 4-1 to
4-3 to cause a purchase application 115 or the purchase program 144 or 142 to execute
communication with one of the EMD servers 4-1 to 4-3.

The check-in/check-out management program 132 sets the check-in or check-
out and, based on use condition files 162-1 to 162-N, recorded on a contents database
114, checks out the contents stored in the condition files 162-1 to 162-N to one of the
portable devices 6-1 to 6-3 or checks-in the contents stored in the condition files 162-1
to 162-N. |

The check-in/check-out management program 132 updates use condition data
stored in the use condition files 162-1 to 162-N recorded on the contents database 114
in association with the check-in or check-out processing.

A copying management program 133 copies the contents stored in the use
condition files 162-1 to 162-N in one of the portable devices 6-1 to 6-3 or copies the

contents from the portable devices 6-1 to 6-3 to the contents database 114, based on



file 184. The driver 117 drives the audio input/output interface 24, under
control by the contents nmanagenent program 111, to inpq% cont ent S
digital data supplied from outside, to furnish the cont2RP&e e[ﬂgﬁ
contents managenent program 111. Alternatively, the driver 117 outputs
anal og signals associated wth the contents 'supplied fromthe contents
dat abase 114 via the contents managef@gnt program 111. Fig.5 shows an
enbodi ment of a display operating conmand wi ndow i n which the display

oper afOPok i&HsC@-rlakH‘GL?;?reégrdégﬂgfg[tggcﬁge%ﬁogattﬁhgééPitﬁy 20 on startup

of the display operation command p e display operating
command wi ndow, there are arrapnged a b n 201, .for startjng,t.he,audio
Fecordi ng. pt QU A mARagGieah DIRSTATR of 76 FaFYes (P FenRRE SioPed i e
program 131, a button 203 for denpnstrating the field for setting the

checkepndision GlescléZolittoakf@-N taeorded ooghe sontentndatabase g4 dofane! of ther
editing the ny-sel ect package. 4 Septenber 2003 60 |If the button 205 is

sel echegtablbadeviedIo-& ¢ 6-BlbNthdves thecortetisbmihs pagrbledenispd 6le @3 t he
field 211. If the button 206 is selected, data associated with the ny-
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field 211. The dat.a dis ed in the field 211 is package-rel ated data
exerer%ilt &8 ”ﬁ%ﬁ%ta‘g’éﬁgh%' package or the artist.

The encryption system conversion program 135 converts the encryption system
) for the contents received by the purchase application 115 from the EMD 4-1,
encryption system for the contents received by the purchase program 144 from the
EMD 4-2, or the encryption system for the contents received by the purchase program
"145 from the EMD 4-3, over the network 2, into the same encryption system as the
contents stored in the condition files 162-1 to 162-Nrecorded on the contents database .
114, |
When checking out the contents to the portable devices 6-1 to 6-3, the
encryption system conversion program 135 converts the check-out contents into the
encryption system that can be used by the portable devices 6-1.to 6-3.
The compression system conversion program 136 converts the compression
system for the contents received by the purchase application 115 from the EMD 4-1,
compression system for the contents received by the purchase program 144 from the
EMD 4-2, or the compression system for the contents received by the purchase

program 145 from the EMD 4-3, over the network 2, into the same compression




For exanple, in Fig.5, the package nanme "first" and the artist nane
"A-taro" and the package nanme "second" and the artist n "A-t . are;
di splayed on the field 211. In the field 212, there arefgggtswgﬁr:%dbg’ ta
associated wth the contents belonging . to the package selected in the
field 211. Anong data displayed in the field, there are, for exanple,
title of the air, play time or nunbé&ql of tinmes of possible check-out. For
exanpl e, since the package corresponding to the package nane of "second"
|s selected in Fige 2. L0 Ll dRioh filea 16241 tohksBdladeordertion he
num@yswnﬁﬁﬁ@%gheﬁggépgﬁéé"%%@élk%g&tg, corresponding to the contents

bel onging to the packaﬂe name of "second" and the title of the air "tonb
of t hthervomterits datetiase Iddrber of tines of possi bl e check-out are displ ayed

in the field 212. It is noted that, for exanple, each aveag1 cigr#qﬁponds
oL g

to one chegke eHéryptiodipropatm 196 egeadasthe nefnone %‘Pifé*@a-soﬁ"t us, a
quaver as the nunber of possible check-out, displayed on the field 212,

denot ﬁ'lsen gﬂggyé gﬁpﬁﬁﬁ(’g?@?eﬂl sotibaebsrdiag pesgraire ¢ k3gincagcosdanrce withethe not e,

as th possi bl e check-out displayed in the filed 4

Sept enber 2003, 61 212, depotes th babaditioarfilenils2ehtmbé2-be
checkeaine gncogmgsypigm a{q;ét%e Bﬁgetélrt&(}?’r%%ﬁsgpglae checkout is 0. However,

t he personal conputer 1 is able t reproduce the contents. On the other

hand, Nf&o&‘d@dby,thasontﬂ@tmd&@bﬂs%ilfﬁi mes of possible check-out, displayed

on the field 212, indicates that there is no_ limtation on d contents
A compression/expanding program 138 encodes the non-compressed ¢

read out from the CD and supplied from an audio recording program 113 in

accordance with the same encoding system as that of the contents stored in the

condition files 162-1 to 162-N recorded by the contents database 114. The
- compression/expanding program 138 expands (decodes) the encoded contents.

The use condition conversion program 139 converts data indicating the use
conditions of the contents received from the EMD server 4-1 by the purchase
application 115, or the so-called usage rule, data showing the use conditions of
contents received from the EMD server 4-2 by the purchase application 115 or data
showing use conditions of contents received from the EMD server 4-3 by the purchase
program 145over the network 2, in accordance with the same format as that of the use
condition data stored in the condition files 162-1 to 162-N recorded by the contegts
database 114.

When checking out contents to the portable devices 6-1to 6-3, theuse condition

conversion program 139 converts the use condition data into use condition data that



t he nunber of tunes of check-out of the corresponding contents, that

t hat check-out can be perforned any desired nunber of ti ges. anwhi | e, |
FBVB’%%FM e.g.,

t he nunber of times of possible check-out may al so be di %

or

field 208 for

nuneral s, instead of with pre-set figures, such as those of circles,

S

stars

nmonths). In the display operation command w ndow, there is arranged a’

di spl ayi ng pictures ggsociated with sel ected packages or

contents, such as with the picture files 183-1 to 183-K. A button 209 is
cli cked when, .repyoducin e.sel ect antents, that is when outputting
t he si-‘;?@él%u‘a]éé%fﬂ%%ﬂp ﬁ{]et(l]i%v‘ égnosf?gh a speaker 45. |f the button 205

is selected, such that data associated with the original - ol
di spl ayed Befarbexé¢uting theprogessing, rtCPPV@&aWW?@%HtTGWi‘d@?gﬁga‘ SN

di splayed in the field 212 is selected to effect erasure,

contents

gpéﬂ? di. spl gy
oper aif fié CRABMEOtH W esndifan neatsgemenh progranedtd detaniy 1CHIYPAM 111

to erase pre-set contents stored in the contents database 114 in

32?}8?{ a:%%gw%ﬁ?% 21%5% ﬁ!ifeﬂt & atﬂéttsh@faldé addoRidietitwih ahe ube conditiow data

'o recording program 113 (button 255 as |ater

Sept cstoeed ndbe eonciaEL ARG 4 tha beonrarpE R L OB AR L,

operation conmand program 112 denonstrates a
tit| eThé usbeoaditimf manegementprograsntd( upgates

%

the use condition data in association with the updating stored in the in the condition
files 162-1 to 162-N fecorded by the contents database 114 in conformity to the
copying, movement, check-in or check-out of the contents.
The authentication program 141 executes the processing of reciprocal
authentication between the contents management program 111 and the purchase
application 115 and executes the processing of reciprocal authentication between the
contents management program 111 and the purchase program 144. The authentication
program 141 memorizes an authentication key used in the processing of reciprocal
authentication between the EMD server 4-1 and the purchase application 115, that
bétween the EMD server 4-2 and the purchase programn 144 and that between the EMD
server 4-3 and the purchase program 145.
The authentication key used in the processing of reciprocal authentication by
the authentication program 141 is not stored in the authentication program 141, when
the contents management program 111 is installed on the personal computer 1, and is

éupplied from the EMD registration server 3 and stored in the authentication program

t‘gfi: ﬁlagl \Zr%ﬁledaisg&lzi%’égdmgitilhe



w ndow denonstrated by the audi o recording program 113 is selected, that
is activated, and the contents read out fromthe CD have?58BEMbEEZPRd i n
the contents database 114, the display operation conmand program 112 causes
the field 213 to be displayed. The field 213 denonstrates the title of the
air of the contents stored in the pRe-specified one of the portable
devices 6-1 to 6-3. If the button of the w ndow displayed by the audio

recordi.ng,program 113 i | %@uﬁé@r@mﬁ?!ﬂﬂj? 4 displayitoperatmon he CD
are r]géog’b‘?& w&%@eﬁfogeggpgggse 114, the display operation comrand
program 112 denonstrates the field 213 displaying the nane of the contents
nenordomuandpiogfaéﬂslﬂaeified one of the portable devices 6-1 to 6-3. If

the button of the w ndow denonstrated by the, audi ec ' pr 113
i s sel ect effhepntle cbatamnstonedin thadise ¢oDHHER ﬁl@éqé%'g%%g%‘g‘rg‘i?@&?%%ﬁ?he
contents database 114, the display operation command program,112 causes

the ”Ecé%{ténfaa g%cga%gqu z&fe%g?dﬂlﬂeba tyottehsakomaltconptendt the decadiBsr ded i n
S S

the c 114 and read out fromthe CD, in the pre-specified
o i B TR P e S b bkt o e
gg |ro{'S g %le r C%ngtge p%e—ggt écfrlsterlligfa}ggﬁécl?éddgut t6 e 5&‘&%’1% Yevice 6-DYbFfreédset
contents are checked in from the portable device 6-2, the driver for PD 143 sends a
contents or a command for executing the pre-set processing to the portable device 6-2.
When the pre-set contents are checked out to the portable deyice 6-1, or pre-set
contents are checked in from the portable device 6-1, the driver for PD 143 sends a
‘contents of a command for executing the pre-set processing to a device driver 116-1.
When the pre-set contents are checked out to the portable device 6-3, or pre-set
contents are checked in from the portable device 6-3, the driver for PD 143 sends a
‘contents or a command for executing the pre-set processing to the device driver 116-2.
The purchase program 144 is a so-called plug-in program installed along with
the contents management program 111 and is supplied from the EMD registration
server 3 over the network 2 or supplied as it is recorded on a pre-set CD. When
installed on the personal computer 1, the purchase program 144 transmits or receives
data and the contents management program 111 over an interface of a pre-set form
owned by the contents management program 111.

The purchase program 144 is stated with shuffled or encrypted instructions and



I
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213, t
'gont eﬁﬁgrge

on the leftnost side of the field 213 indicates that the contents
corresponding to the title of the air of the contents can_be %%ck d-inin
t he personal conputer 1, that is that the contents have® BER{EMAgER out
fromthe personal conputer 1. On the-other band, "x" lying on the |eftnost
side of the field 213 indicates that the contents corresponding to the
nunber of the air of the contents cgfinot be checked-in in the personal
conputer 1, that is that the contents have not been checkeddoutoi‘:]&;)mthe
persqnal conquter..1 and have. he ider tontendet decodangs e

conpu$ éPSI@gaﬁﬁﬁuflﬁéﬁ%IP§%?§§H%p§%§?§gﬁ§%%ha program 112 has di spl ayed

the field 213 in the display operating co ' , hswlated
oper girooessingueningsy digferant. 1Hor RIS ﬁ’ft@gméﬁg% ﬁyﬁgﬁgﬁg 3}425 fg%er gt ing

command wi ndow, a field 214 displaying the title t he porta ckage
to WQDOC&%GA Qeer Hhectipneading sutothedpinchase PfSPST%Be@{“f P%‘&P‘gr?éi‘%%f ﬁ‘g@
portabl e devices 6-1 to 6-3, that is the package to which belong the

cont ent sﬁorrled in one of the portable devices 6-1 to 6-3, a button 210 for
cl osi¥g 8% el d 213, and a button 215 for executi ng the check-in or

check-out. Al so, en the disp h O B TERAEErPA- 00 t@ weid 2prieasst

di spl ayed The puehase ﬂ%ﬁ%ﬁﬁ%‘%f’@%ﬁeﬁ%ﬂé‘gg ating command wi ndow, the

di spl ay operation command program.1l12 cause ut 248 and 219
to becaiteppedvémhemetiospRayhilsgesely %ﬁ’@d‘rﬂ?éﬁ[gts \ﬁ (Sr)llﬁétyvg ng&ﬁﬁt tons 216,
217, 218 and 219 are adapted to set the check-in of cqgntent sﬁ%zﬁqghat ed

W th b dgvidle tHeecaitentsdirent the ENID servaret-d., 210 pufchass OB chieck- i n
of t-hﬂev%%éltents agssoci ated with the title of the air selected in the field

set tﬁh? echeck-in of all contents associated with the title of the
s the fec.

The purchase program 145 is a program installed along with the contents

management program 111 and requests transmission of pre-set contents to the EMD

" cerver 4-3 whilst receiving the contents from the EMD server 4-3. When receiving the
contents from the EMD server 4-3, the purchase program 145 charges the fee.

The display operation command program 112 causes an image of a pre-set window

on the display 20, based on a filtering data file 181, a display data file 182, picture files

183-1 to 183-K or a hysteresis data file 184, while instructing the contents

- management program 111 to execute the processing such as check-in or check-out

based on actuation of the keyboard or the mouse 19.

The filtering data file 181, which memorizes data for weighting the contents

stored in contents files 161-110 161-N recorded on the contents database 114, is stored

in the HDD 21.

The display data file 182, which memorizes data corresponding to the contents




4 Septenber 2003 64 displayed in the field 213 and to cancel the setting
of the check-in or check-out. If sinply the check-in or cgeck-out by the
actuation of the buttons 216 to 219 is set, the personaf EBﬁﬁﬁFé?o cannot
execute the processing of the check-in or check- out. If, after setting the
check-in or check-out by the actuation of the buttons 216 to 219, the
button 215 is clicked, the display 6peration command program 112 causes the
contents managenment program 111 to execute the processing of ch -in or

ggma&#ig&ggaﬁ%ﬂ%ts idfied 1€1-0Ub! 181 -Rilfecode] om Kexiconthatsaiaipbase biseriat i on

operates, based on the setting of the check-in or

check-out, to cause.the managenment program 111 to transmt the contents to
one (ﬁtorﬁﬁeﬂp@etﬂmz evices 6-1 to 6-3 or to transnmt a pre-set command

associated with the check-in, such as a.conmand far ' AEnpte- set
contents sTheqdctune Gites b83lhe bbi-Kaby Chet!}lp’é’é’é‘z@-gfc%g%?éﬁ%ﬁﬁl e gaI | owi ng
to update use condition data stored in the use conditjon fi

ile 16
aSSOCH Edntettd Sobdif i 1RO Totdrre fitesnthiel to 16drNeiecarde on thE SRS
check-out 1s executed, the display operation com*randpgr_ogaam ﬁléfésﬂgdat es
the hysteresis,data stor ' Rhse dalateif axdppalh8d, ane 19 tion
with <y1@ age ;ig,ﬁwlgﬁnggﬁggﬁ?gM}?B@%ﬁE?ﬁgs_geThe hysteresis data is made up

of the information specifying the contents as checked-in or checked-out,
t he dtheHIDcHeck-in

If there is no necessity of distinguishing the picture files 183-1 to 183-K from
each other, they are simply termed picture files 183.
The hysteresis data file 184, which memorizes hysteresis data such as the
number of times and the date of check-out _and check-in of contents stored in the
- contents files 161-1 to 161-N recoided on the contents database 114, is stored in the
HDD 21.

The display operation command program 112 sends a pre-stored ID of the
contents management program 111 at the time of registration processing, while
receiving the authentication key and the EMD selection program 131 from the EMD
registration server 3, to send the authentication key and the EMD selection program
131 to the contents management program 111.

The audio recording program 113 demonstrates the picture of a pre-set window
to read out data such as audio recording time of the contents from the CD, which is an

i i 18 or the
optical disc 42 loaded on the drive 22, based on the actuation of the keyboard 18 or ,

mouse 19.




‘f \.

or check-out of the contents, and the titles of the portable devices 6-1 to

6-3 on which the contents have been checked out. Si ncesége Ergcessi ng for
setting the check-in or check-out can be executed in 4 FB r2e3 65 a

shorter tinme, the user can be pronptly apprised of the state after
“execution of the processing of the check-in or check-out to decrease the
- nunber of times of time- consum ng pgocessi ng operations of check-in or
check-out to shorten the tine necessary for the check-in or check-out,

i nclusive of the settipg and exe e} ié}mrgnﬂ}géﬁgf 5t §s5-Artoaxammphie of a
wi ndow i n Wheamdiawecy %W%ﬁ@dfﬁ%rcp c?airgam 1137i's to denmpnstrate on the
di splay 20. For exanple, the audio recordi r ogr.am 3.4t sPlaygthhe CD
titl edaguebrrespdmiingctor thei €3y such @ﬁél@i"’el(gg%‘gf, sglt‘jj%]n af[?lsg, 8%

i nformation received fromthe ww server 5-2. The audi o, recordi.ng frogram
113 Qgﬂ%@ﬁ&ﬁ%@% cHRRtsecardetl 6 tite CHyshclgs 2 Qi of 2 IRSIGALIE ¢ 252,
Based “on e i nformation received fromthe www server gdz té];]ecz]ajudi o]
recordi ng progr 113 di.spl hd iR offthaicoaterssindtonded ba e L.

" pl anége fie %@%?éonggpﬁﬁﬁ%fgéﬁ%ﬁ% tle indication portion of the field
253. Sinilarly, the audio recordi roar LSRIRYS té e oamentd  an
arti stAlseythe alio aeerding ﬁrft’g?énhhF$ﬁ£9h‘%ﬁéﬁ§}%%®géﬁort i o% of the field 253.

After receiving the pre-set CD information, &he audi o.recordi ng program 113
St or esebiRleddn Heof Defronnthien vavywrseresto-didectory of the HDD 21.

The audio recording program 113 sends data corresponding to the received

cbntents recorded on the CD to the display operation command program 112,

If fed with a command for audio recording, the audio recording program 113
reads out contents from the CD which is the optical disc 42 loaded on the drive 22 to

output the read-out contents to the contents management program 111.

The contents database 114 stores the contents supplied from the contents
managemeﬁt program 111 in a form compressed and encrypted in accordance with a
pre-set system in one of the contents files 161-1 to 161-N for recording on the HDD

21. The contents database 114 stores use condition data, corresponding to the contents

S

stored in the contents files 161-1 to 161-N, in one of the use condition files 162-1 to
162-N associated with the contents files 161-1 fo 161-N memorizing the contents for
recording on the HDD 21.

It is possible for 'the contents database 114 to write the contents files 161-1 to
161-N or the use condition files 162-1 to 162-N as records.

For example, the use condition data corresponding to the contents stored in the



If, by the clicking of the button 254, the audio recording program 113 is

Instructed to acquire the CD information, the audio recordin ro 113
first retrieves the pre-set directory of the HDD 21. If4%ﬁ8%&ﬂer%8§n

information is stored in the directory of the audio recording program 113,

the audi o recording program 113 displays a dial og box, not shown, to '
permt the user to use the CD infor®gtion stored 4 Septenber 2003 66 in the
directory. 4 1f the button 256 commandi ng the start of the recording of the

(53 T ReRbi sl o s S0k SOARA e 10T Ln s ondion Bomt ™

recording program 113 reads out the contents-
fromthe CD stored in the drive 22 to furnishi. the._ H ipahkades to be
r out ecbrrespomding e it SOREAEYE0E Hb%“b“@;f’gﬂ’ieﬂéﬁ%llgggﬂ%g% B&Fhe CD
i nformati on. The conpression/ expandi ng program 138 of the contents

managesreiitionrfilgri@®-IN11 conpresses the contents supplied fromthe audio
recording program 113 in a pre-set conpression system The encryptio

program 13y enaryot &4 e pamsrded esh ehetaet sonditienufilesc b6l tonl&ohver si on
program 13 generdtes use condition data associated with the conpressed

S ST g A O TR s e
T o pecatceplamed: Jhat 16, the coments datbdSd'T18"E ConifruRRR &'t S
encompass the terminal database and the air database, as later explained.

If there is no necessity of demarcating the contents files 161-1 to 161-N, these
are simply termed contents files 161. LikeWise, if there is no necessity of demarcating
the use condition files 162-1 to 162-N, these are simply termed use condition files

162.

The purchase application 115 is supplied from the EMD registration server 3
over the network 2 or supplied as it is recorded on a pre-set CD-ROM. The purchase
application 115 requests the EMD server 4-1 to send pre-set contents over the network
2, while receiving the contents from the EMD server 4-1 to send the received contents
to the contents management program 111. The purchase application 115 charges the
fee when receiving contents from the EMD server 4-1.

The manner of associating the data stored in a display data file 82 with the
contents files 161-1 to 161-N stored in the contents database is hereinafter explained.

The contents stored in one of the contents files 161-1to 161-N belong to a pre-

set package. In more detail, the package is one of the original package, a my-select



file 162, associated with the contents received fromthe contents
managenent program 111, to store the contents in the contents file
while storing the use condition data in the use cond|t|6r$ef’§ef®ei6@03 V\hen
the contents and the use condition data associated with the contents have
been stored in the contents database 114, the contents managenent program
111 sends to the display operationsgommand program 112 the CD i nformati on
received fromthe audio recording program 113 and the use condition data.

Based on the CD | nf.or matfé@,é] and the use condition data associated with the
4 Seppaskage xaoBlterng PACEIS stored in the contents database 114, the

di spl ay operation command program 112 generates, dis WwRhst ored
in the di sghamigaimp‘abkegqemcompa&sséOWJ%HBWTSPQBF% @A@é atgﬁ‘é aéegl
recording program 113, there is arranged a button 255 f r setti nﬂpg/net her
or no %ﬁﬁ%&g%%@'tﬁééoﬁwﬁwﬁi the EMD satverrs dri {0d-3,cncBpsch socaiedne

dat ab se e contents read out fromthe CD should be checked out

v e TR b A B SRR S SR
e e S LU BB B S, 1L
oot dnbanaans Miotowdighiot i anotssRES R AT,
6-3. If the user has sel ected "not
package, that is to add the information or to change the added mformation.
\/} ' The my-select package encompasses one or more contents optionally selected
by a user. Which of the contents belongs to the my-select package can be optionally
edited by the user. The contents can belong to one or 1ﬁore my-select packages
- simultaneously. It is also possible for the contents to belong to none of the my-select
packages.

The filtering package encompésses contents selected based on the filtering data
stored in the filtering file 181. The filtering data is furnished over the network 2 from
the EMD servers 4-1 to 4-3 or from the www server 5.1 or 5-2, or is recorded on a pre-

> set CD and furnished in this form. The user can edit the filing data stored in.the
filtering data file 181.
The filtering data serves as a reference in selecting pre-set contents Or n

computing the weight allotted to the contents. For example, if filtering data fox the J-

pops (Japan pops) best-ten for this week is used, the personal computer 1 is able to

specify thé No.1 or No.10 contents of J-pops.




checked out"” fromthe pull-down nenu, the personal computer 1 does not
check out when recording the contents fromthe CD. Thu I f only the
button 255 of the w ndow denpnstrated by the audio recdngﬂﬁnﬁﬁb B 113
is rendered active, the personal conputer 1 is able to cause a
pre-specified one of the portable devices 6-1 to 6-3 to check out the
contents read out fromthe CD. Refgsring to the flowhart of Fig.7, the
processing of transferring the conténts reproduced fromthe CD | oaded on

the drive 22 to the HDD, 21 for .c ' .by 4t he L bR@G 1
contents reheaGkenng daadtedfhl m@!ﬂg%yﬁﬁg%g gﬁgarfo?tr gg‘%’é%‘%ﬁﬁ‘?“%@%&? lgq‘n? 112,
audi o recording program 113 and the contents database, 114 {)s now 4

Sept etieF o208 difinishbh@nnmber lof tihes of eheckeouhduEngHhe RashoaF F9¥her ¢ ne

nouse 19 to input a conmand of transferring the contents reproduced from

the Ry iitethedaredrantrhberGHltimes wif ghepk-aubt er f ace
%teg@t% Idﬁ{gﬁ fq}hseeié&gﬁ%e Rohfehtsl Witet g

17 f audiro recording program 113 at step S 11 denonstrates
a QU _ (graphical r interface Eeritd chh@ifing e lesdrect i ng
the chateg H%tbgﬁgfﬁﬁfgﬁ%ﬁ?ﬁ%gagg%%%é&gbé e e artacs 17,
Specifically, the audio recording program 113 reads-in the TOC (table of
cont efiped” of thehatlCpf thadsd on the drive 22 to acquire the information on

the contents contained in the CD for dem)nstratlonﬁgn t he %ég%ht%%n%&

Al ternat i VB] this bituedibe coneans of tie filtegngmarkage towdeded 26
contents-based | SRC (International Standard

datais associated with contents display data 221 associated with the contents, inclusive

of the data set by the user in the contents display data 221, or with the hysteresis data
file 184.
The driver 117 drives the audio input/output interface 24, under control by the
-contents management program 111, to input contents as digital data supplied from
outside, to furnish the contents to the contents management program 111.
Alternatively, the driver 117 outputs analog signals associated with the contents
supplied from the contents database 1 14 via the contents management program 111.
Fig.5 shows an embodiment of a display operating command window in which
the display operation command program 1 12 is demonstrated on a display 20 on
startup of the display operation command program 112.
In the display operating command window, there are arranged a button 201, for
starting the audio recording program 1 13, a button 202, for starting the EMD selection
program 131, a button 203 for demonstrating the field for setting the check-in or

check-out and a button 204 for demonstrating a field for editing the my-select package.




Recordi ng Code) contained in the CD to acquire the information on the
contents which then is denonstrated on the display 20. Alternatively, when
the button 254 is clicked, the audio recording program4$spigaes3ee3 t he
ww server 5-1 or 5-2, through the network 2, to acquire the information
of the contents of the CD to denonstrate the nunber of the air
corresponding to the contents.on thepfield 253. The user actuates the
keyboard 18 or the nmouse 19, using the GU of the display 20, to select

the contents to be cqpied, such.,ag by clicki : : Keseesding to
the title Iﬁ‘ﬂleh‘@lté‘im%%}:?l %Rj%‘&?egma? quqﬁ%@ﬂ@%ﬁtﬁgggn%ﬂﬁgfﬁgg Sglz, t he
audi o recordi-ng program 113 causes the, use copndjtion rmgnage t ogram
140 tgispluged om thefieldh2l 1.d5 tisduuton ikt Seipqtﬁg %&Sﬂcﬁeﬁg‘?ﬂfﬂ’&r}g‘ ng to
the use condition files 162-1 to 162-N of the contents database 114 shown

in Fi 1185 o1 t gpdse fiehk R 1pr b€ dses botfons2@hdsvselestadotdats in the
4 Sep?eéé%teggé%(% %@??gﬁart of Fig.8. At step S3 1, the use condition

managenent progr 149,.¢c | M0 21lne entire term nal
dat abﬁ%ﬁ%ﬁﬁffﬁﬁﬁ%i&%ﬁ“&%@@gﬁ%{ék@%ﬁ%ﬁ%? }eﬁhval ue to the hash val ue
stored previously. Manwhile, .if data i s recar ' )

dat abase, Uhe datedisplayeditathe e REC @QFCE%GQ%%G%%?%&@%%?S hash
values. That is, there is provided in the HDD 21 the term nal database in
whi chof fige package or the artist.

For example, in Fig.5, the package name “first” and the artist name "A-taro”
0 and the package name “second” and the artist name “A-taro” are displayed on the field
211
In the ficld 212, there are displayed data associated with the contents belonging
to the package selected in the field 211. Among data displayed in the field, there are,
for example, title of the air, play time or number of times of possible check-out.

For example, since the package corresponding to the package name of “second”
is selected in Fig5, the title of the air “bar of the south” and the number of times of
possible check-out, corresponding to the contents belonging to the package name of

» “second” and the title of the air “tomb of the north” and the number of times of
possible check-out are displayed in the field 212. It is noted that, for example, each
quaver corresponds to one check-out, such that two quavers denote two check-outs.

Thus, a quaver as the number of possible check-out, displayed on the field 212,
denotes that the associated contents can be checked out once.

A rest note, as the number of times of possible check-out displayed in the filed



| SRC of the contents recorded in the past and the. date and tine. of copying

are stored as the managenent information managi ng the contents recorded on
the HDD 21, as shown in Fig.9. In this enmbodi nent, the %&8pERPEY2093SRC and
the date and tine of the copying are stored as to three itens of fromitem
| to item 3. The hash values of the entire term nal database, which are
derived fromthe date and tinme of cgpying and the |SRC of the entire
contents stored in this term nal database are conputed by the CPU 32 of

the adapter 26 and stored .in the non-vol ati , st , as
wi |1 242, demptes tgﬁt%%aﬁémq 99D$H£5 ﬁﬂﬁ%éﬁu@?@% ‘%‘g’t it I8 %ﬁt?ﬁ)l yi ng
the hash function to the data. The hash function is a unidirect bgéswg(g

f unctruenbevhof ipossibde aheelkmugis &f Howevest fdibelaIJIeW%t‘Wr?Bu@rc]oﬁ%ra val ue
of a short fixed length, and is characterized in that back conversion of

Conprrgﬁftﬁﬂlc@aﬂl% ébi'ﬁ[bﬁtsi. O gndetted lird, ithel G-clah astthsnummhex p8A1MES of| so

characterized in that collision of the hash values with each other is not
T kel v L0 98eUr ot NAL LS | i 20 fidiuss ft ddredans lineatiamenval ue
tot - - ept enper 70’ "The hash function is
osaibie 8REck-opbaliglaled YRene eldath it
occasionally used as a check s for verifying tha . not
beon thodunbar aimasof Girckeow ot the COFERRFFLLE %ﬂ?PealﬁSﬁE%td‘@?‘?@Z‘g‘S?‘g‘f?%
signature. The hash function nmay be exenplified by SHA (secure hash
al gord-ni parfdnMed dnyedesagd mingestt of BmeFhe use conditi on management program
140 at step S31 conputes the hash '
Meanwhile, the number of times of possible check-out may also be displayed
with e.g., numerals, instead of with pre-set figures, such as those of circles, stars or
months).
In the display operation command window, there is arranged a field 208 for
-displaying pictures associated with selected packages or contents, such as with the
picture files 183-1 to 183-K. A button 209 is clicked when reproducing the selected
contents, that is when outputting the speech associated with the contents on a speaker
45,
If the button 205 is selected, such that data associated with the original package
is displayed in the field 211, and the title of the air of pre-set contents displayed in the
field 212 is selected to effect erasure, the display operation command program 112
causes the contents management program 111 to erase pre-set contents stored in the
contents database 114 in association with the selected title.

If the button of the window demonstrated by the audio recording program 113

(button 255 as later explained) is selected, and the contents read out-from the CD are



val ues, in the sane way as was executed by the CPU 32. At step S32, the use
condi tion nmanagenent program 140 requests the CPU 32 to read out the hash
val ues stored in the non-volatile menory 34 to conpare ‘4fSeBeapesddod ne
transferred hash value to the hash value which the CPU 32 has conputed. At
step S33, the use condition managenent program 140 at step S31 checks

whet her or not the hash value it hasézcorrput ed coincides with the previous
hash value of the term nal database“stored in the non-volatile nenory 34.

If the result is NO the use conditiqgn nagenent prog 4 RhHi es
that teverded m the catteatsadatabase bdethe EW[% rgﬁﬂng?g) orat feg}%@‘aﬁgé% S34 a
nmessage reading: "the term nal database has been nodified and h&nce cannot

be coigmnstiatesta Reldd 3cdingliayinptheritipefthotaipebiicsaniants RGUGHEEH the

generated nessage over the interface 17 to the display 20 for display. The
v Cond L GROITRIGHpoRLBA BBV ADGLPRYGEr i nat o5 Ehe processi ng, That
the hash vef G it pbearidosy iane RSB iR A0 o Ferahg FoRtn il e,
s o o ept s a2tioated and the oSS FESHIEN PO G e T AR r o
fromthe CD the I SRC of the contents selected as contents for cog I ng,

speci ?Sjet BbnteheRiaaBdse 114, thedisPRY dperation comerand progragd IFCaies €5 t he
|

use condition nmanagement program 140 causes the audio
| field 213 to be displayed. The field 213 detmonstrates the title of the air of the contents

-

0

stored in the pre-specified one of the portable devices 6-1 to 6-3.

If the button of the window displayed by the audio recording program 113 is

selected, and the contents read out from the CD are recorded in the contents database

“ 114, the display operation command program 112 demonstrates the field 213
displaying the name of the contents memorized in a pre-specified one of the portable
devices 6-1 to 6-3.

If the button of the window demonstrated by the audio recording program 113
is selected, and the contents read out from the CD are recorded on the contents
database 114, the display operation command program 112 causes the contents
management program 111 to check out the contents, recorded in the contents database
114 and read out from the CD, in the pre-specified one of the portable devices 6-1 to
6-3. |

In the field 213 is displayed a symbol indicating whether or not the contents can

be checked-in in the personal computer 1 on its leftmost side. For example, “0” lying



recording program-113 to read out the TOC data of the CD to apply the hash
function to the data to acquire data of a suitable length, such as 58
bits, to use this data in place of the |SRC. At step S3%Sepiegbgs003
condi ti on managenment program 140 checks whether or not the |ISRC acquired
at step S35, that is the selected contents, have been registered in the
term nal database of Fig.9. If the ESRC has not been registered in the
term nal database, the contents have not been recorded in the HDthL
Thus, the Jpr.ogram.,noyas . eogtickbondingrtagheent
progr‘ﬁ’!ﬁ@@@fﬁf‘g@qtsﬁ%‘? 9¥ﬁheeh8‘c§%?g§ﬁ§%egg§%%t%ﬁfcﬁ%t§t he c%rrent date and
time in the termnal database Lle, sthe u L L ON geirent

pr ogrtithe aftheiatir Ofﬂwoﬁgﬂtﬁlﬁ’én(b@ﬁ%g%C é‘?@%&?ﬁ?@%@ﬂ%@m ’lt}gagﬁt putted by
the RTC 35 of the adapter 26 transferred fromthe CPU 32. QAt ste 3 8,
the usg CRREhs RVeBstagcieaied puldrom theopersanal eQmPYERTal of &b i nal
dat abase at the tine point to transfer the read-out data to the CPU 32 to

the adaptep %%%@@ﬁé%@%ﬁﬁ@&&ﬁﬂmleeﬁbmsmyahd'ﬂ:aws thes theageritentSed data

to st ’t he hash value in the non-volatile nmenory 34. As

expl ai ned aboyve, the hash vatlp e, I.n S HBRGERe chscldd-In #etheat step
S32 a@ﬁ%qm&%ltﬁ%nﬁ%heé‘d) %ﬁ%%ﬁ@e CQP{%%S S39, the use condition
managenment program 140 sets an unregistered fl regr ti d he

sel ecpedonahtempstdral.cthabts Hetrthe coniends éti‘vierpqtﬁ%efleﬁ?ﬁ%ﬁgﬁ éllﬁgﬁe-%?g%er 2003
72 database. This flag is used at step S13 of Fi&;}.?, as later EXé)|f:li ned,
when tﬂ@fsbilﬁi 8&mputer 1 and have been checked out from another personal compuicr I.

When the display operation command program 112 has displayed the field 213
in the display operating command window, the display operation command program
112 demonstrates, in the display operating command window, a field 214 displaying

" the title of the portable package to which belong the contents stored in the pre-
specified one of the portable devices 6-1 to 6-3, that is the package to which belong
| the contents stored in one of tﬁe portable devices 6-1 to 6-3, a button 210 for closing

the field 213, and a button 215 for executing the check-iﬁ or check-out.

Also, when the display operation command program 112 has displayed the ﬁgld
213 in the display operating command window, the display operation command
program 112 causes buttons 216, 217, 218 and 219 to be mayed in the display
operating command window. These buttons 216,217,218 and 219 are adapted to set
the check-in of contents associated with the title of the air selected in the field 212, to
set the check-in of the contents associated with the title of the air selected in the field

713. to set the check-in of all contents associated with the title of the contents



whet her or not the selected contents have been registered in this term nal
database. If it has been verified at step S36 that the | SRC of the sel ected
contents has been registered in the term nal database, 4 Rertembel eG3d
contents are the contents previously registered at |east once in the HDD
21. Thus, in this case, the program noves to step S40 where the use
condi ti on managenent program 140 chegks, fromthe date and tinme of the

sel ected contents registered in the term nal database, whether or not the

current date and tine, that is th urren 1;d hebRunited by the
RTC displhiyediin thefsld213endite %P&@?eﬁ%%%h%{&% 1glr%er than the date
and tinme of registration of the selected contents,.pegi ste '

term nal df gibase thé Ehedieiror claenk-outdne tyatipn Pg{bcﬁgl?:‘ét&o‘gssﬁn%tb ?225 t han
48 hours than the date and tine of registration, cfo yircgg ]gg%te?glé%—lplg 21 is
al | oned, . f t It Boetgie theeprooedsarg @ CC¥ it | east
once. st e pbfphfaqRBica o 5

ours have el apsed since that tine, so that, if the
contents are again copied, copying of the contents in |arge quantities is

virtu@Pty inpossible. Thus, the program noves to step S41 where the use

condition nmanagement program 140 changes the . o Bt inst 1 foer mi nal
dat abase f dfimftersettugthe gheck-imer Bheqiﬁgu%@erae%ﬁ@%crﬁgﬁ%iﬁ@o tnﬁe current

date and time outputted by the RTC 35. The programrevert 38

Wher e et eaiL 8 isolickaditbo temiapepiretan coTEM REErp IAr55S fis

conput e fhe hash value of the entire term nal database to _save c:h%gk-
use

conput ed hash value 11Y9b @kbbistertheprocedding/of sahegkager
condi t@%ﬁfﬁﬁﬂ%aglga%ﬁ}ehm‘gﬁé’%?14o sets an unregistered flag in the contents.

s | _ _ :
3 Septoeur{P%latz 1%,01;% the button 215 is clicked, the display operation command program 112

operates, based on the setting of the check-in or check-out, to cause the management
program 111 to transmit the contents to 0ne of the portable devices 6-1 to 6-3 or to

- transmit a pre-set command associated with the check-in, such as a command for

' i i - - hile
erasing the pre-set contents stored in one of the portable devices 6-1to 6-3, w

"allowing to update use condition data stored in the use condition file 162 associated

with the transmitted command or contents.

If check-in or check-out ish execute(i, the display operation command pr"”é'gram- -
. 112 updates the hysteresis data stored in the hysteresis data file 184 in association with
the transmitted contents or commands. The hysteresis data is made up of the
information specifying the contents as checked-in or checked-out, the date of check-in
or check-out of the contents, and the titles of the portable devices 6-1 to 6-3 on which

the contents have been checked out.

Since the processing for setting the check-in or check-out can be executed in



73 1If is has been verified at step S40 that the current date and tinme is
not ol der by not |ess than 48 hours than the registered date and tineg,
copying of the selected contents in the HDD 21 is i nhi bffestembsr 2603 case,
the program noves to step S42 where the use condition nmanagenent program
140 sets a registered flag for the selected contents. If, as the result of
the processing at step S40, pre-set §i nme. has not el apsed, new copies of
the contents cannot be generat ed. Tﬁ s, copying of the contents for

ordinary wuse other than the illicgit use i,s not dul L4 : ile
copyimsharter timeg the ustrscambe @é%lapglwaﬂmsﬁli Cti?‘ﬁe ﬁgﬂﬁﬁ @i@éﬁ %&g&@@é ?’?.ﬂé%\? i on
becones virtually inpossible. Athough the criteriuym of decighgﬁgft step
S40 isroBedsih@T fHeaohedk-hoor sheck-ontiyo alesrease theyumbes f HmCS Sieen 12

and 168 hoursS, without being limted to 48 hours. Thus, by the term nal

dat ab che ' ' iter cshoarteinn ghevHang
ngt atcﬁ)zl usn1 Jgf%ngc%gﬁﬁg'n?geraﬁ%%rd)fo%ﬁeél@ﬁk\l er ahédlagut ito e gh er or

con have been registered in the HDD 21 is set.

Returning to Fig 7,.the.copyjng nmana I Pbxsdgidpns 13 checks
whet Hﬁceﬁﬁiarﬁogrgh%‘:@%? o ngh%‘ﬁ?@ﬂ{:éﬂﬁgggebégetﬁgrsegl ered in the terninal
dat abase. |If the selected contents_ have.been rﬁ‘%i st.ered

h
to step SiBigibélustidtes acoxmplg ofenw n B apgio E%ﬁ?é’é’él%t;ﬁ@%u imormves

recordi ng program 113 to denonstrate on the display 20 a nessage readi ng:

"t hi s pd s RRdeMRhsRERN0E e atbplay 20 mbloe exarpldghheudio recoTENSRINBE e
copied”. This apprises the user of the reason why

113 displays the CD title, such as “asynchronized” in the field 251, based on the CD

et

C

information received from the www server 5-2. The audio recording program 113
demonstrates the name of an artist, such as “Quai”, in the field 252.
Based on the CD information received from the www server 5-2, the audio
_recording program 113 displays the titles of airs, such as “heat”, “planet”, “black” or
“soul”, in the title indication portion of the field 253. Similarly, the audio recording
progralﬁ 113 displays the name of an artist, such as “Quai”, in the artist indicating
portion of the field 253.

After receiving the pre-set CD information, the audio recording program 113
stores the CD information in a pre-set directory of the HDD 21.

If, by the clicking of the button 254, the audio recording program 113 is
instructed to acquire the CD information, the audio recording program 113 first
retrieves the pre-set directory of the HDD 21. If the CD information is stored in the
directory of the audio recording program 113, the audio recording program 113

displays a dialog box, not shown, to permit the user to use the CD information stored



The contents cannot be copies on the HDD 21. 4 Septenber 2003 74 |If it has
been found at step S13 that the selected.contents have not been regi stered
in the term nal database, the program noves to step S 154 wReleabend08di o
recordi ng program 113 -controls the driver to read out contents fromthe CD
| oaded therein. In these contents, water mark codes are inserted at pre-set
positions, as shown in Fig. 10. The_audi o recording program 113 at step S
16 extracts the water nark codes céﬁt ained in the contents to verify at
step S 17 whether or not the water mark code indicates copy inhibition. If
t he watthe direckorgode i ndi cates copy inhibition, the program noves to step
S18 where the copying managenent program . 133 causes the audio recoprding
program 11 ﬂlepﬁﬁéﬁlz% canfBasdiag thesditufthe ceqoyiling ofitheigontets rayedht er f ace
17 on the display 20 to termi nate the copying processing. If conversely the
wat er. mark at, st 17 el it Biig ichioked, the andogr am
rmvesmtnﬁles‘fvgf:fioéﬁg?mi@(eed Bﬁgﬁgu |(1)d ?tgdcog;i I prgiéi:am 113 causes the -

conpr essi on/ expandi ng _program 138 to conpress t t : re

pr oc egssionding proabﬂi'@rﬁéﬂ@égﬁ\dopﬁ%lée. g@l}tePﬁg@%’a ci@@ Stccgizill:}rlds3 o@%wé%‘iéﬁ%%?ﬁ% codi ng
(ATRAC) 3 (registered trade mark). At step S20, the audi? recor di 22

pr ogr AniskBtheakadsout heneents ypbeanutedrioghaponients MAREFt PrgiEdddht s, in
accordance with data encryption standard (DES) systemor the fast

enci pgﬁrﬁ%@a{@ﬁc}j NAYd ERAlon. Tié RenipressioR/eSpinang: Yogran 13&wisthered in-
t he nmeno .

€ encryption key, generated based on the random
contents management program 111 compresses the contents supplied from the audio
recording program 113 in a pre-set compression system. The encryption program 137
encrypts the compressed contents. The use condition conversion program 139
_ generates use condition data associated with the compressed and encrypted contents.
The contents management program 111 sends the compressed apd encrypted
contents along with the use condition data to the contents database 114.
The contents database 114 generates the contents file 161 and the use condition
file 162, associated with the contents received from the contents management program

111, to store the contents in the contents file 161, while storing the use condition data

e

in the use condition file 162.

When the contents and the use condition data associated with the contents have
been stored in the conteﬁts database 114, the contents management program 111 sends .
to the display operation command program 1 12 the CD information received from the

 audio recording program 113 and the use condition data.

Based on the CD information and the use condition data associated with the




nunbers, generated by software, or on the random nunbers generated by the
CPU 32 of the adapter 26, nmay be used. By executing the encryption
processing not only by the personal conmputer 1, but al stSsptanierefds 32 of
the adapter 26 as the hardware, 4 Septenber 2003 75 |oaded as ancillary.
device to the personal conputer 1, it becomes possible to execute the
encryption which is nore difficult g9 decode. Then, at step S2.1, the audio
recordi ng program 113 transfers the encrypted data to the contents

dat abase 114 t the dat e (¢ i i
O o o Mo B Re 1) B 577 Boerfichoifidgrogmun

may be saved as the
position information, such as the nunber of t fromthe | eading end,
i s ackly geseraresalisplaytdatmtobe stged on 9 318@?%4%@%83?5%9 operation may be
executed simultaneously in parallel with or separately fromthe

above- mentj | ssiaved boahed andiopeoorting pogath 1 th@??cﬁsﬁﬁfqntgﬁd
LR SO S playBd eEae

processi ng. the audi o recordi ng program 113 causes

e eDELNBLIA B BAMARGCoRAGH Yok GRliRE theeonents et aut frem dieor eq

previd hefrory 34 in accordance with the
above- menti oned DES or, FEAL temto store tRhe iten key
- anCl) Pndieabasientt dewbapn 1 e aens s HoR P PRECT (o

e use condition files
162-1 to 162-N of the contents database 114 sho @39.4. At step 523,

the agglickedenaratitomapicatly amone dfgho pstablfeddHEST 104
If, for example, the button 255 is clicked, the audio recording program 113

displays a pull-down menu indicating the list of the portable devices 6-1 to 6-3. If the

user selects one of the portable devices 6-1 to 6-3 from the pull-down menu, the
personal computer 1 automatically checks out the contents recorded from the CD in

-the selected one of the portable devices 6-1 to 6-3. If the user has selected “not
checked out” from the pull-down menu, the personal computer 1 does not check out

when recording the contents from the CD.

Thus, if only the button 255 of the window demonstrated by the audio
recording program 113 is rendered active, the personal computer 1 is able to cause a
pre-specified one of the portable devices 6-1 to 6-3 to check out the contents read out
from the CD.

Referring to the flowchart of Fig.7, the processing of transferring the contents
reproduced from the CD loaded on the drive 22 to the HDD 21 for copying by the |
CPU 11 executing the contents management program 111, display operation command

program 112, audio recording program 113 and the contents database 114 is now




concerning the saved file, encrypted encryption key, the information on the
contents and the elenents of the information of the nunber of airs

inputted by the user through the GU together as a set f&cplegibef 2903 he set
in the air database of the HDD 21, that is to record the set as the use

condition files 162-1 to 162-N. At step S24, the audio recording program
113 causes the CPU 32 to conpute thgghash val ues of the entire air 4
Sept enber 2003 76 database to store“the conputed hash values in the

non-vol atile nmenory 34. In this manney, _the, air dat@pas: dexanpl e
i n Fi geplaihedi ¥ thegisst ecententhethaybegrs b§ or {the Sy, s@n‘?‘pgﬁgggl rreﬁ{l, t he
filenanmes of the itens 1 to 3, the encrypted encryption I t,l.e and

y, Jpi
Iengt&gé{lgefggwggﬂi&%n@hfsrep@cﬂilfbﬁd(fomﬂiﬂlb@ﬁ, netisheowmdoadadon the drivg of

start, time of end and limtations on the nunber of tunez,la nunber
of tiges o cks ' 99@&1&& andioarcpldiyp prégranme Leopyi ng
condiﬁfo’i?s{hemblglsv ﬁﬁ%%@g&ﬁ‘é}@rﬁr%g of “copyi ng, nunber of tines of

copying counter and copyi ondi.ti,ons, .areer a6l n the
syst eat step Sdii desaonsiratpea §%§J E% %&Bﬁ?lé‘ls&r &%gac%és}lfogﬁq F%lji:éta{agtﬁ?qv e), the

number of times the contents can be checkedf:%b IS .set élg thﬁé in
assoc'f@[tgegactmgmetc’ﬁtmten)u?.tterhescompdedthﬁﬁlhﬁfﬁa 0 via thy ItELACcS ; has el apsed

as fromthe time of duplication of the contents from the CD to tlhe DD 21,
it becones S}%@iﬂha %h@'a[%d‘i@ rdemidisg peogriaen ddi3t srads;nsbet RAIC {talilevph i nes
of duplicatfon 1s pbssib i

e for the private use by the user. If attenpts are
contents) of the CD loaded on the drive 22 to acquire the information on the contents

contained in the CD for demonstration on the display 20. Alternatively, the audio
recording program 113 reads out the contents-based ISRC (International Standard
Recording Code) contained in the CD to acquire the information on the contents which
' then is demonstrated on the display 20. Alternatively, when the button 254 is clicked,

the audio recording progr.am 113 accesses the www server 5-1 or 5-2, through the
network 2, to acquire the information of the contents of the CD to demonstrate the
numnber of the air corresponding to the contents on the field 253.

The user actuates the keyboard 18 or the mouse 19, using the GUI of the display
20, to select the contents to be copied, such as by clicking a check box corresponding
to the title of the air displayed on the field 253.

Then, at step S12, the audio recording program 113 causes the use condition
fnanagement ‘program 140 to check a terminal database stored in the HDD 21,
corresponding to the use condition files 162-1 to 162-N of the contents database 114

shown in Fig.4. This terminal database check processing is shown in detail in the



made to duplicate the contents in large quantities, much time is required
to render the duplication virtually inpossible. If the personal conputer 1
is mal functioning such that the contents recorded on t Sepipmper 20

erased, it is possible to duplicate again the erased contents after | apse
of a pre-set tinme for recording on the HDD 21. It is also possible to.
co-own the contents of the term nalgglat abase recorded on the HDD 21 through
e.g., the network 2. In the foregoing, explanation has been nade of the
case in which the date and 4 Septenber 2003 77 tinme of duplication is

st or BwohantebEigdi on with the ISRC. If the information discrininating the

content's or the CD, other information, such as the;titl L&y Or

al bum or NP3 19the se eohdition MASBLHBECHS BELSTREY lz‘{}ﬁl’ i° %“?‘Iée% %pfi%}\l/\chart

of Figs. 12 to 14, explanation is made of the processi&g{ c?f Mﬁgrﬁ]erri ng

t he cggteegf@efééﬁi}b& HODH Abase folwenipazs ht stepiS3Y. the calsuted ¥3 Y stick,
e r r 0

regi é" ade m the portable device 6 and the processing of

check-out, by the,CPU.11 .executing the display operati on command program
112 dweh vahee é@ﬁ?@@f%‘”ﬂ’dﬂggemnt program 111 and the CPU 52 executing the

mai n program First, the processing, of ,conten Misen | $sexgiditiond. At
step S51, Mreanwhilegibne daldbgese edp%@'eatﬁpﬁ‘iacdz;%ses t gisse condi tion
managenent program 140 to conpute the hash val ues of the entire air

dat a%%ija dthest fRogTAM: 14(hdoeonehemnputeahrsieYlHeS pr ogr am 134 conpares the
conput e ash values wth the hash val ue

That is, there is provided in the HDD 21 the terminal database in which the

ISRC of the contents recorded in the past and the date and time of copying are stored

as the management information managing the contents recorded on the HDD 21, as
shown in Fig.9. In this embodiment, the respective ISRC and the date and time of the
ncopying are stored as to three items of from item 1 to item 3. The hash values of the
. entire terminal database, which are derived from the date and time of copying and the
ISRC of the entire contents stored in this terminal database are computed by the CPU
32 of the adapter 26 and stored in the non-volatile memory 34, at step S38, as will be
explained subsequently. The hash values are obtained on applying the hash function
to the data.

The hash function is a unidirectional function which maps a message of an
optional length to a compressed value of a short fixed length, and is characterized in
that back conversion of compressed data by it is rendered difficult. The hash function
is also characterized in that collision of the hash values with each other is not likely to

oceur, that is that it is difficult to allocate the same value to two different messages.



conput ed previously by the CPU 32 and stored in the non-volatile nenory 34.
IT the two are non-coincident, the novenent nmanagenent program 134
advances to step S53 to cause the display operation cowﬁ§ﬁ teptashReeR 112 to
di splay a nessage reading: "the air database may have been nodified" on
the display 20 to term nate the processing. This processing is the dane as
that of the processing of steps S31 go S34. In this case, contents
novenent fromthe HDD 21 to the por? ble device 6 is not executed. At step

S54, the novenent managenent pr.ogyam 134 . caus it he ' tion,
r egi ftes kash funchienas pechsicnallsew i 3 W‘Pﬂzgﬁfﬂi@%?égﬁgtt%%@sgé the 4
Septenber 2003 78 contents database 114, to be read out.therefromto cause

.th
the ¢isRldbeeRehadified inahevaursemiity mansmidsion, aenesbinra i S1E088H o ut
contents in on the display 20 as the GJ for selection. Bas)egl@g)nﬁi s QU
for sglecti [ beelaghslitibe BOSHRN Y Secu® tradh falgaritin to the
portZﬁF%%@@@gEgg%yﬁ@ib%k% ng ?]ﬁe aihﬁptitlg di splayed on the field 212 of
Fig.5 or the button 216. The novenent managenent program 134 at step Sb5

checl{mf@%ég@éi}ﬂeé@ onditions, replay conditions and on-pl ayback chargi ng
conditions of the contents selected at st S54. Thi rocessi i.4,| be
expl ai ned Thedmeadomdiﬁmmlnmagﬁmépr@gﬁ%?ﬁp&w@ gngcpoﬁ]%uteééﬂgﬁ%h at
step S56, reciprocal authentication processing is carried out befween the

aut hepyi e atih Ot PIRE WA abdlastixdcheedisy terGPUSGpustap 352tk Hec@UNSs of the

management program 140 requests the CPU 37 1o read out the hash values stored in

8 the non-volatile memory 34 to compare at step S31 the transferred hash value to the
hash value which the CPU 32 has computed.

At step S33, the use condition management program 140 at step S31 checks
_whether or not the hash value it has computed coincides with the previous hash value
of the. terminal database stored in the non-volatile memory 34. If the resultis NO, the
use condition management program 140 verifies that the terminal database has been
modified and generates at step S34 a message reading; “the termjilal database has been
modified and hence cannot be copied” for the use condition management program 140
to output the generated message over the interface 17 to the display 20 for display. The
use condition management program 140 then terminates the processing. That is, in
this case, the processing of reproducing the contents recorded on the CD and copying
the reproduced contents on the HDD 21 is inhibited.

If the hash value computed at step S31 coincides with the previous hash value,

the program moves to step S35. The use condition management program 140 causes



portabl e device 6, whereby the key for comunication is co-owned. For
exanple, it is assuned that a master key KMis previously stored in the
flash menory 61 or in the EEPROM 68 of the portable devi%@eﬁﬁ"ﬁﬁﬂ2@ﬁ§t t he
personal key KP and the ID are previously stored in the RAM 13 of the
personal conputer 1 or in a pre-set file in the HDD 21. The CPU 53 is
supplied fromthe authentication. pﬁfgran1141 with the ID previously stored
in the RAM 13 and applies the hash unction to the I D and the master key

KMt he authentication program 141 itsel.f owns I ichis
the. sheraudio fdoordimspiograncyLbfo SRaipeRAre CRTMPAPRE ohBeEolRle ! o
RAM 13. By so doing, a commpn personal key is co- owneﬁm?é bot h hhg

Per SQBRlcEPGR Wobitenks #0fl coppinpospetifieddatiitep 8.1 Ui e b 88haFCkey, it

is possible to generate a transient comuni cation key. 4 Septenber 2003 79

Al ternati he~hD Ko aneld®osugesshoradion t he
RAM IQG%?d/f‘tec#éﬁ&b?gﬁaﬁﬂggsﬁ%?‘é@ﬁ&ﬁ%ﬁ he ?flg%{)f the portable device 6

and the naster key KMM are stored AR {he Bk 1efshifiactiont abl e
devi cecerdimgprogiapedd %req%@t%g%g]gdﬁgas?%@%@?%& eci procal |y
transmtted so that one of the RAM 13 and  the,flash nmenpyy : Les the
hash fouhetdagitd @chdiee ddaafa suitablelength, kagh 8958 EES&PHEF QRPodag% %ﬁg‘{t"g _the
personal key of the other to generate a transient conventional key further
fromépﬁ}eoﬁr nal key. As the nethod for authentication, the 10S

hat'1’on

(inte al” organi zation for

At step $36, the use condition management program 140 checks whether or not

the ISRC acquired at step S35, thatis the selected contents, have been registered in the
terminal database of Fig.9. If the ISRC has not been registered in the terminal
database, the contents have not been recorded in the HDD 21. Thus, the program
- moves to sfep 937 where the use condition management program 140 registers the
ISRC of the contents and the current date and time in the terminal database.
Meanwhile, the use condition management program 140 utilizes, as the current date
and time, the value outputted by the RTC 35 of the adapter 26 transferred from the
CPU 32. At step S38, the use condition management program 140 reads out data of the
terminal database at the time point to transfer the read-out data to the CPU 32 to the
édapter 26. The CPU 32 computes the hash value of the transferred data to store the
computed hash value in the non-volatile memory 34. As explained above, the hash
value, saved in this manner, is utilized at step S32 as the hash value stored previously.

At step $39, the use condition management program 140 sets an unregistered

flag representing that the selected contents have not been registered in the terminal




st andar di zati on) 9798-2, for exanple, may be used. If reciprocal
aut hentication has not been carried out correctly, the prgocessing is

term nated. However, if the reciprocal authentication haSseembea’®d%d out
correctly, the novenent managenent program 134 causes the contents

dat abase 114 to read out the filenane of the selected contents fromthe
air database to read out the contentyg of the selected filenane, encrypted
by the processing of step S20 of Fig.7, fromthe HDD 21. At step S5 8, the

novement . management program, 134 tres 7t Rine], afherc oerifyrihgng t he
com@éb@#-e&@éﬂ?f@& 1§9‘§F€% Fgerpoggggr%gégf Qgtl"g‘gp%g?g) , encreg/pt i o%nngyst em
(processing of step S 19), encryption syste. (o] i 0) and
the Wwhether ofaiog the helgoied %@@#Wﬁgepﬁée%%gﬁf%%igt gl %ﬁaﬁé@? ég'readout
fromstep S57 into those of the portable device 6. This ¢onversiqgn
CPFlng;tﬁg’faﬁ of

processi NQIf & Xticnnedifisdsestepriio thapyhe ESBE ohghe sededth
Fig. 17. At step 559, the novenent managenent program 134 causes a driver

for PD 4 Se I ﬁ{]jn r gnsdeedelédted amnitentssareoiieecamsantst st ep
S58 vgﬁe%éﬁﬁégeg?gﬂ%ﬁg% e &%?‘%&@?&gb’ devi cee On reception of the contents

6.
transferred via USB connector 56, Lhe 3 : Udsabiie ir@® 6
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sel ected contents '
date and time of the selected contents registered in the terminal database, whether or
not the current date and time, that is the current date and time outputted by the RTC
35 of the adapter 26, is not less than 48 hours older than the date and time of
registration of the selected contents registered in the terminal database. If the current
" date and time is older by not less than 48 hours than the date and time of registration,
copying on the HDD 21 is allowed, for the reason that, although the contents were
recorded at least once, not less than 48 hours have elapsed since that time, so that, if
the contents are again copied, copying of the contents in large quantities is virtually
impossible. Thus, the program moves to step S41 where the use condition
management program 140 changes the date and time of the terminal database from the
date and time of the past registration to the current date and time outﬁutted by the RTC
35. The program reverts to step S38 where the use condition management program
140 causes the CPU 32 to compute the hash value of the entire terminal database to

‘save the computed hash value in the non-volatile memory 34. At step 839, the use

condition management program 140 sets an unregistered flag in the contents.




registered in the air database, such as the start date and tine, end date
and time or limtations on the nunber of times, into the fonn supervised
by the portable device 6. At step S62, the novenent naﬁ%&@ﬁ@ﬁpebﬁgﬁﬁan1134
causes the use condition conversion program 139 to convert the SCMS
information in the copying conditions registered in the air database of
the selected contents into the fonnygupervised by the portable device 6.

At step S63, the novenent nanagenenz program 134 causes the driver for PD

143 to transfer the.replay conditi.ons eony Seihgtryldéhey SCVS
i nf or mat i dﬁxmhawb@&rbﬂeraﬁe%%ﬁeB@é‘b&Ha‘ttﬁ‘& %’%‘E"%ﬂgﬁa@é %@‘\H/% 6. The CPU 53 of
the portable device 6 saves the t rag;{ g(rre r.eEI a g?qrgl?g#ggsseme§%

i nf orgmtle@n thdah #Beholrsathhn themegistared Qatst > At> nanagenent
program 134 al so causes the driver for PD 143 to transfer the drg% r for

(I:E) gg%% tt%btts E]gr{ggqm)@glrig%ﬁ%i&ﬂndlﬁ idp casenthel prpigaak meNes &0 SPR8fdi ti ons

nartions, registered in the air database ofthe sel ected

contents, to the portable devi ol e1{®RBtd B MpistbredhBagrior ithehand! es
t hem Wherer Hie 45§ G9RALOR Manage ngrpgggTaflﬂ % Oe) flashwr%lermry 61. 4 Septenber

2003 81 At step S65, the novenent managenent program 134 causes the
cont egdiectddicanteads. 114 to read out the encrypted encryption key of the

sel ected contents. At step S66, the novenent managenent prQgra causes
the decodi 1y pfiRareRilibfdhé procasinget step %rﬁfﬁtﬁebﬁg@%“&@gp%?@ Bg évr

storage saved in the RAM 13 to cause the - y
copies of the contents cannot be generated. Thus, copying of the contents for ordnary

use other than the illicit use is not unduly prohibited, while copying of the contents

necessary for illicit marketing or distribution becomes virtually impossible. Although

the criterium of decision at step S40 is not less than 48 hours, it may also be any time
- duration between 12 and 168 hou;ré, without being limited to 48 bours.

Thus, by the terminal database check processing, described above, a flag
indicating whether or not the selocted contents have been registered in the HDD 21 is
set.

Returning to Fig.7, the copying management program 133 at step S13 checks
whether or not the selected contents have been registered in the terminal database. If
the selected contents have been registered, the program moves to step S14 where the
copying management program 133 causes the audio recording program 113 to
demonstrate on the display 20 a message reading: “this air has not been copied for

more than 48 hours, so it cannot be copied”. This apprises the user of the reason why

the contents cannot be copies on the HDD 21.




encryption program 137 to encrypt the encryption key with the key for
commruni cati on. The novenent nmanagenent program 134 causes the driver for
PD 143 to transfer the encryption key encrypted by the #Sgrfesier 2003
comuni cation to the encryption program 137. At step S65, the novenent
managenment program 134 causes the contents database 114 to read out the
encrypted encryption key of the sel eﬁlt ed contents from the air database.
At step S66, the novenent nmanagenent’“program 134 decodes the encryption

key with the key for storage saved in the RAM 13 .to cause the ryption
progr am 13F itchanbeswtfouhd ajesion&l%lyatvm%@hw ﬁ@teéeepw%c %ng{;g)tef\égn. The

novenment nmanagenent program 134 causes the driver for PD 143 to transfer

t he ,gé@ggtg%déﬁ%%nﬁﬁfd}mtﬁfhseyﬂﬁp mfmovestenstap S5 wherothe@dsr t abl e

devi c 53 of the portable device 6 decodes the encryption key
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indicates copy inhibition. If the water mark code indicates copy inhibition, the program
moves to step S18 where the copying management program 133 causes the audio
recording program 113 to display a message reading: “copying inhibited” via interface
17 on the display 20 to terminate the copying processing.

- If conversely the water mark at step 817 does not indicate copy inhibition, the
program moves to step S19 where the audio recording program 113 causes the
co-mpression/ expanding program 138 to compress the contents by software processing
in accordance with e.g., the adaptive transform acoustic coding (ATRAC) 3 (registered
trade mark). At step S20, the audio recording program 113 causes the encryption
program 137 to encrypt the contents, in accordance with data encryption standard
(DES) system or the fast encipherment algorithm (FEAL), using the pre-set encryption
key stored in the memory 13. The encryption key, generated based on the random
numbers, generated by software, or on the random numbers generated by the CPU 32
of the adapter 26, may be used. By executing the encryption processing not only by

the personal computer 1, but also by the CPU 32 of the adapter 26 as the hardware,




program 134 of the personal conputer 1 at step S69 causes th

dat abase 114 to delete the contents files 165) associ at ed \tM'?hC?EEae(r:lf)ﬁtents
and to delete the set of elenents of the contents, that“S§pieRwer3e03
condition files 162, fromthe air database. This produces novement instead
of copying. At step S70, the novenment nanagement program 134 causes the
CPU 32 of the adapter 26 to transfersthe data of the air database, to
conpute the entire hash values and to save the conputed hash val ues in the

non-vol atjle nepory,34. The hash val ue S: '
t he
o Yoh g kS SRS adten I o oL Rl S ION Aot W e
processing of checking out the contents fromthe personal computer 1 to
the theteabhyptitayinheclols monodiféicpitalh €860dthe processing of checking out the
contents fromthe personal conputer 1 to the portable device 6 i
basi cal | y hgh | ktdpPS2 Nehe Mudicarsoniing prograimyl 3 trensfers thaescmipted éﬁé
Fﬁresgﬂgl kcorr}[:)uter I of Figs.12 to 14 to the portable device 6. That is
eck- ou 0 | [ ' 0 i ’
grgggfgﬁfgﬁg%ﬁ&ﬁgﬁaggé&%ﬁ A
or novenent except executi t.h r.oc ' - |
Punbolesmina nsbooRISRe2 k. oRteeracelyicitE: ko B BEmelad dls HRE BoLRe "G,
ti mes of possible check- out) as recorded on the (ﬁlir dat abase, a& agtaep S69

of Fiifoldation, ficices tife tinbpr of bytemas from der eadipeend, LHcaTAS

Therefore, the processing is not explained in detail for sinplicity. 4

Sept effffior?OPthsble file.

This saving operation may be executed simultaneously in parallel with or

separately from the above-mentioned compression encoding processing and the
encryption processing. |

At the next step S22, the audio recording program 113 causes the encryption
program 137 to encrypt the pre-set encryption key stored previously in the non-volatile
memory 34 in accordance with the above-mentioned DES or FEAL system to store the
encrypted encryption key in an air database of the HDD 21, corresponding to the use
condition files 162-1 to 162-N of the contents database 114 shown in Fig4.

At step $23, the audio recording program 113 groups the information
concerning the saved file, encrypted encfyption key, the information on the contents
and the elements of the information of the number of airs inputted by the user through
the GUI together as a set to register the set in the air database of the HDD 21, that is
to record the set as the use condition files 162-1 to 162-N. At step S24, the audio

recording program 113 causes the CPU 32 to compute the hash values of the entire air




The check processing for checking the replay conditions, such as those of
contents selected at step S55 of Fig.12 by the CPU 11 executing the
contents nmnagement program 111, is expl ai ned with refef Sgelembgr 203
flowchart of Fig. 15. At step S81, the novenent managenent program 134
causes the contents database 114 to read out variable conditions fromthe
air database. The novenent nanageneg% program 134 at step S82 verifies
whet her or not the nunber of tunes copyi ng has exceeded the limtations
on the nunber of tunes of copying, which is one_ of the vaéhable condi tions
read pihbale totstoresht coniputed mshivaluesfin theraenorola@lsyPAMORE S+ exceeded t he
limtations on the nunber of times of copying, copying is no | onger

all owed. Tiifs bifindf GHE AR dRiBse! eh&waHoSeRambEria Rid Lyiaregisterateddgenent
uses e di

program 1 i splay operation command program 112 to display a

nmessage _reading: "the nunber of ,timnes ' 1 t¢ B phssed the
o tther BRSO ke the presetormBpalhdy (5 HERKRES JFAeaEAIT 6 ihe

term nate the processing. If it is _verified.at, ste 32 . nber of
ti mseﬁrypmzytngypéenéwye@dé@ndﬂéngthrﬁf{ g ppcal .t BI%WU G %‘?QE‘S Prerléis of
copying, the program noves to step S84 where it is verifie t her or not

the ci &mtau?ﬁﬁemtﬁ,mtam@tMMdmmwm carfhe et WPRE,  As
the current date and tinme, that outputted by the RTC 35 of the adapter 26

is used. , Thi,s. ecka oehditioes oarpleyhank, ithe eopy®gal |y by
the uEBIbEY Oﬁﬂﬁéfgggk%bgggctgfmn{e&hg b ir%I t he currerﬁ date and time. The
nmovenment nmanagengnt program 134.. suppli ' Hends efeppiig ti ne
f r om copditrnszsuch @sf r%mgh%r ag(ﬁl{&?sgﬁk c@ﬂyﬁg@% ) I?gi; itself, I(?)“j;?u:ﬂsguppl i es
“the replay conditions read out fromthe air database
. counter and copying conditions, are recor ed. '

For example, in the system prescribed by the SDMI (secure digital music
initiative), the number of times the contents can be checked out is set to three in
_ association with the contents copied from a CD.
If pre-set time has elapsed as from the time of duplication of the contents from
the CD to the HDD 21, it becomes again possible to duplicate the contents, so that a
few times of duplication is possible for the private use by the user. If attempts are
made to duplicate the contents in large quantities, much time is required to render the
duplication virtually impossible. If the personal computer 1 is malfunctioning such
that the contents recorded on the HDD 21 are erased, it is possible to duplicate again
the erased contents after lapse of a pre-set time for recording on the HDD 21.
| It is also possible to co-own the contents of the terminal database recorded on

the HDD 21 through e.g., the network 2.

In the foregoing, explanation has been made of the case in which the date and



4 Septenber 2003 84 at step S81 to the CPU -32 of the adapter 26 to cause
the CPU 32 to execute the decision at step S84. If the current date and

time is past the playback end tine, the program noves t6SpiembesB003her e
t he novenent managenent program 134 causes the selected contents to be
erased fromthe HDD 21, while erasing the information of the sel ected

contents fromthe air database. At gfep S86, the novenent nmanagenent
program 134 causes the CPU 32 to conpute the hash val ues of the air

et ot R d j ' nHY dhetinfanmammry 34,
Tﬁeﬁ,tl?:gsyg @fggiﬁga@gﬁ tléfﬁpnﬁeﬁ gra_ahsgiﬁlaﬁa UGstH fhd NSREONHY dieatinfar y

erefore, in this case, the contents

nmoverment is not executed. If if is found at ste teld DEteMir eAt date
and tdigerinmatmg thasontends QTMQK“@P qmuofnngugr?gsg{rﬂa%ﬁ]ﬁtrlr%ves to step S87,
where the novenent managenent program 134 checks whether or not the

on- pl Ayhack: ShabiidHbredeidfimayp alsb bdwesesk| ected contents, such as fee per
each replay, has been registered in the air database. |If the on- e{hayback

har gi | L ' tot Jametion af
S8 0", AU, B Y O P 8 o eation (8 (h

er for PD 143 to have comunication with the
portabl e device 6 tQ check whether. or r ames ®1 (sht he
char gpregessingef F@ﬁ?ﬁqmﬂgﬂéﬂ By I%Ola‘etggtl{f)@%hl% the flath 65,8 G

rce as no charging function, the
o O o sgrany SyE SIS EE bRsbEpip T v e
command program 112 to
check-out, by the CPU 11 executing the display operation command program 112 and
) the contents management program 111 and the CPU 52 executing the main program.
First, the processing of contents movement is explained. At step S51, the
movement management program 134 causes the use condition management program
- 140 to compute the hash values of the entire air database. At step S52, the movement’
management program 134 compares the computed hash values with the hash value
computed previously by the CPU 32 and stored in the non-volatile memory, 34. If the
two are non-coincident, the movement management program 134 advances to step 533
to cause the display operation command program 112 to display a message reading:
“the air database may have been modified” on the display 20 to terminate the
processing. This processing ;s the dame as that of the processing of steps $31 to S34.
In this case, contents movement from t_hé HDD 21 to the portable device 6 is not |
executed.

At step S54, the movement management prograin 134 causes the contents

information, registered in the air database provided on the HDD 21 as a part of the




di splay a nessage reading: "the destination of transfer has no charging
function” on the display 20 to term nate the contents enen essi ng.
4 Septenber 2003 85 If it is verified at step S87 thatq¥§gmﬁﬁ$BFéﬁgﬁck
charging conditions have not been registered, or if it is verified at step
S88 that the portable device 6 has the charging function, the program
noves-to step S90 where the nnvenen%snanagenent program 134 verifies

whet her or not other playback conditions, such as the Iimtations on the

nunber of tinmes of playback, have been reqgi stered fgr I
cont egurtentsf databeseotiid; to s agad oWt P’Eﬁ%ﬂqﬁa’i?ecﬂésgnﬁ}eeggg ré)?,giﬂ?(ﬁén program
noves to step S91 where the novenent managenent r_ograa{ﬁl 4pf£{§dr<s whet her

or noémhﬁ?arﬂoé @ devicéefonhtastetthe réadrouit oortents B 8l ay
condi t1 ons. e portable device 6 has no function of observing the

I
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opera ogram enonstrate a nessage reading: "the

devi ce of destinatio transf er .has ng A | G &konepl ay
condi moyied from thﬁ&ﬂaf)sﬂ %@@Q@m%aﬂwgtse%{]ﬁﬁed pr%ggeségfﬁg? _1§15|l]§§’i t s found
at step S90 that the replay conditions have not been r%ﬂﬂ%ﬁg{ﬁg’lg’g‘rm If it

i s fouqnsfisld Z12pf B S thahe bhdopdié.adihe raevsBenignREASHY on ~of
observing the replay conditions, the check processing for the.re

| a
condi LjoN§sehekiss {1 Fipla eendisionsetepiay tonditiens veg @hplaybark Lhessing g 16
shows "a exaone of replay conditions supervised by the portable device

conditions of the contents selected at step S54. This prqcessing will be explained 1n

detail with reference to the flowchart of Fig.15.

Then, at step S56, reciprocal authentication processing is carried out between

the authentication program 141 of the persqnal computer 1 and the CPU 53 of the
— portable device 6, whereby the key for communication is co-owned.

For example, it is assumed that a master key KM is previously stored in the
flash memory 61 or in the EEPROM 68 of the portable device 6, and that the personal
key KP and the ID are previously stored in the RAM 13 of the personal computer 1 or
na p;".c~set fle in the HDD 21. The CPU 53 is supplied from the authentication
program 141 with the ID previously stored in the RAM 13 and applies the hash
function to the ID and the master key KM the authentication program 141 itself owns
to generate the key which is the same as the personal key of the personal computer 1
memorized in the RAM 13, By so doing, a common personal key is co-owned by both
the personal computer 1 and the portable device 6. Using this personal key, it is

possible to generate a transient communication key.




- 6, that is, those that can be observed. The playback information shown in

Fig. 16 are nenorized in e.g., the EEPROM 68. In the present instance, the
replay start date and time and replay end date and ti ne4§PteEten2093 t he
items 1 to item 3 have been registered, however, the replay conditions are
registered only for the item2, while 4 Septenber 2003 86 those for the
items 1 or 3 are not registered. Thpg, if the contents of the item?2 are
the selected contents, the replay conditions for the nunber of tinmes of

pl ayback can be.. absgr idusPstored il thedSAM  repl ay
cannot be@ﬁ%‘@%‘@g&%@f\l@fﬁ(ﬂ%‘%%t%k owc gﬁﬁﬁg}f«h Figst:) 1;, the format -
conversi on processing at step,.Sb Fi.gq. 12 t he . kPpg the
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t he novenent managenent program 134 checks the formal o e sel ef,t ed

cont gt SCRAvOIEtored it e flash arensony=t hofithe portable dewcgd. f bREFPECHNE| udi ng
the replay conditions, use conditions or copying conditions. At step S 102,

h EAReK h¢ bbtlee RAdW thangd
on- dotr e [ B R P e e ee 6. That i, the
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step S 103, the novenment nmanagenent rg%;'%m 134 det.ermn e,{ﬁnfhaﬁ% i tion
Il

t hat toagerteratestheopershralckeinoé thaothere e aMBRYCThEOY ons”of the
format registered in the air database, based on the condition checked at

step ffifer from the personal key.

D As the method for authentication, the 10S (international organization for

standardization) 9798-2, for example, may be used.
If reciprocal authentication has not been carried out correctly, the processing

is terminated. However, if the reciprocal authentication has been carried out correctly,
the movement management program 134 causes the contents database 114 to read out
the filename of the selected contents from the air database to read out the contents of
the selected filename , encrypted by thie processing of step 520 of Fig.7, from the HDD
21. Atstep S58, the movement management program 134 executes the processing of

converting the compression encoding system (processing at step S19), encryption
systcrﬁ ( processing of step S19), encryption system (processing of step S20) and the
format (e.g., header system) for the contents as digital data read out from step S57 into
those of the portable device 6. This conversion processing is explained subsequently
by referring t o the flowchart of Fig.17.

At step 859, the movement management program 134 causes a driver for PD




At step S 104, the novenent nanagenent program 134 verifies whether or not
there is any condition that can be set. If there is no condition that can

be set, the programnoves to step S105 to inhibit the p?é@@@@ﬁﬁ@zgﬁ3nnving
the contents to the portable device 6. That is, since the portable device

6 is unable to observe the conditions registered in the air database, such
portable device 6 is inhibited fron10nnving the contents. 4 Septenber 2003

87 If it is found at step S104 tha§ there is any condition that can be

set, the program noves to step S106 wher he men n ne ogram
134 cp4Bes tidmefarsthe mﬂckhtsiammvctﬁfvde&tsﬁt@m%é o‘@?ﬁggﬁ?‘{ 3%9%%@"[%%’%
condition to the condition of the counterpart equi pnent, faor
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e

porta evice 6. "At step S 107, the novenent managenent program 134.sets

the changed | 4l.ons cof.d te0d b DERAEmoAed dirstlytin thehe
portaﬁfa?edEQﬁgglgéiqvéc%gI@r‘?cg@r%%lrég%ﬁ{i&{ e contents under the so-set
conditions. Referring to the flowhart of Figs. 18 to 20, the processing

for cBpghmeernpey 6tontents fromthe HDD 21 to the portable device 6 by the

CPU 11 executing the contents nmanagenent program 111 anﬁ bg t he @PH 53

executing tAigtépb61 phegnevemeitmapageresyipigeen d3dpausgsihqu CQIqizion ¢

Figs. 18 to 20, executed by the copying managenent program 133, is the

proc et%ﬁho%&%agra%ﬂ 13934, Eomvers itk geRad domdB6ohs af thmselegtedheorishtsent s
e 0

from 1gs. 12 to 14 to the portable device 6. That

registered in the air database, such as the start date and time, end date and time or
limitations on the number of times, into the form supervised by the portable device 6. o
At step S62, the movement management prograim 134 causes the use condition
conversion program 139 to convert the SCMS information in the copying conditions
registered in the air database of the selected contents into the form supervised by the
portable device 6. At step S63, the movement management program 134 causes the
driver for PD 143 to transfer the replay conditions converted at step S61.and the
SCMS information converted at step S62 to the portable device 6. The CPU 53 of the
portable device 6 saves the transferred replay conditions and SCMS information in the
flash memory 61.

At step S64, the movement management program 134 also causes the driver for
PD 143 to0 transfér the driver for PD 143 to transfer the replay conditions, on-playback
charging conditions or copying conditions, registered in the air database of the selected

contents, to the portable device 6, in the form in which the CPU 11 handles them in

the air database, for storage in the flash memory 61.



Is, inthis case, the air database is checked as to whether or not it has
been nodi fied, and subsequently replay conditions of the selected contents
are checked. After reciprocal authentication between thé Sgstembsr20@fevice 6
and the personal conputer , the contents are transferred fromthe HDD -21
of the personal conputer 1 to the flash nenory 61 of the portable device 6
for storage therein. Then, at step 81129, the copying managenment program
133 causes the CPU 32 to conpute the entire hash values of the air

dat abase tp, save €,160 b&mEhe p@@awllauidmsaemm ywostents
Ref erring @Bsfeﬁesésbtm%wg&%%m%&nt hepprocessi ng of noving the

contents from 4 Sepjenber 2003, 8 the, Q | | fehfe Aldgegl, by
t he catphasedlddore qtﬁﬁe EBeIBLG e‘%ﬁﬁ%ﬁ‘kﬁ? OSF}%%%?L@F% “and by the CPU
53 executing the main program First, the processing for novin

cont e366; ths reepdmentehanAgesicah PRGN 1§ﬁé>auﬁ%s/§we$ﬁ°g°r¢é%gé?%m’9 e)%}?,g%m 134
requests the CPU 53 of the portable device 6 to read out the information

of t h&c%%@ttﬁgt&cﬁﬂi&gkéﬁ witlea Kegdor goragy séded fhthedRAM 43 toscauseddfisi ve to

this request to transmt” the information on the contents stored in the
flash menmory 61 to the . persqQn r 980 ey tvitls e okexat faan, the
mov e nEHITYRERRg SRR Py (}gﬁaﬁ;l%zm@gusgjgét ﬁ%‘:@iﬁ for gel ecting the contents
stored in the flash nenory 61 to be deponstr at lsiRLAYor2PD The
user e@NURIHEation Tb@yﬁ@‘é‘?@%@@@ﬁ@%ﬁﬁ@i@ f‘%‘ §£e"v‘ssut"§§1§?§ﬁ Itg hﬁ Tontents to
be noved fromthe portable device 6 to the contepts dat abas% 11{10 fethe
HDD 2143 to transfer the encryption key encrypted by the key for communication

) encryption program 137.

At step S65, the movement management program 134 causes the contents
database 114 to read out the encrypted encryption key of the selected contents from
“the air database. At step S66, the movement management program 134 decodes the
énc:yption key with the key for storage saved in the RAM 13 to cause the encryption
program 137 to encrypt the decoded key with the key for communication. The
movement management program 134 causes the driver for PD 143 to transfer the
encryption key encrypted by the key for communication to the portable device 6.

} The CPU 53 of the portable device 6 decodes the encryption key transferred
from the personal computer 1 with the key for communication co-owned with the
reciprocal authentication processing and encrypts the decoded key using its own key
for storage to store the encrypted encryption key in the flash memory 61 in association
with the previously saved data.

On completion of the saving of the encryption key, the CPU 53 at step S68



At step 5162, the novenent managenent program 134 causes the
aut hentication program 141 to execute the reciprocal aut h%nt I cation
processing between it and the CPU 53 to effect co-owni nyS6PeMber &3 f or
comuni cation. This processing is simlar to that perfornmed at step S56 of
Fig. 12. At the next step 5163, the CPU 53 causes the authentication
program 141 to read out the en‘crypgzd sel ected contents, stored in the
flash nenory 61, to transfer the ré&d-out contents to the personal

conputer 1. The novenent managenent progfam 134. at, St s a
£ | ortviscadha pidonal computérd e ot hapeRe PHiC TSR LB fafRE QD O ¢
to store the tile in the contents database 114 (HDD 21). This storage 1is

made FhE ridiFidueivnt from thefportablé devioe 6t Hie moVERERE MANFEHTLY ¢ he
nunbelg%gﬁﬁgﬁggpterrber 2003 89 bytes fromthe | eading end, as a portion of

g AN ‘ esoaventedetappsed 14
Znify&qé‘ﬁl%(bﬁ of t&!ﬁﬁ)é:?s&sréi’ gg#@?t@%@eﬁ 889%aasks thesoaventedatapp

contents stored in the flash nenory 61 to

e b deleso S SonienEs Al<actt marsoR B S Ol TRERsand b0 Ao e o <

he processi ng of step S67 of
Fig. 14. On reception of the encryption key fro h lclure! , the
MOV e NBmexite tEGR e ROhtateghamis e ase eendition fIéGS g]@éogré‘gntthg aiﬁ]ggf}%? F%n key
with the key for comrunication to cause the encryption program 137 to

enor Y Rinid Bfodifte WdVahdrt idutead koo ing shemep87 0 Ahesn@ﬁrseqm?nﬁg?énmemm

program 134 causes the CPU 32 of the adapter 26 to transfer the data of the air
database, to compute the entire hash values and to save the computed hash values in
the non-volatile memory 34. The hash values, thus obtained, are used at the above-
nientioned step S52 as the previously saved hash values.

| The processing of checking out the contents from the personal computer 1 to

the portable device 6 is now explained. The processing of checking out the contents
from the personal computér 1 to the portable device 6 is basically similar to the
processing of moving the contents from the personal computer 1 of Figs.12 to 14 to
the portable device 6. That is, the check-out processing is executed in the personal
computer 1 by the check-in/check-out management program 132, and is similar to the
-processing for movement except executing the processing of updating the number of
times of check-out of the checked-out contents, (or number of times of possible check-
out) as recorded on the air database, at step S69 of Fig.14, in place of the processing

of deleting the contents. Therefore, the processing is not explained in detail for

simplicity.



nanagenment program 134 causes the contents database 114 to register the
filename of the contents saved at step S 164, the infor '

contents, the title of the air inputted by the user vi aﬁ%&é@%%ﬁ@ft he
encryption key encrypted at step S 166 in the air .database of the HDD 21.
The novenent managenent program 134 at step S 168 causes the CPU 32 to

conpute the hash values of the enti88& air database by the condition
managenent program 140 to save the conputed hash values in the non-

vol atile @E%%}}{?ggpg&e&gf&&pfoé atin% lfige FEYIRFEEInditioageswoht apitboseant 134

advi ses t Ice 6t he encryption key has been saved and
requests the contents to eted., |f EPEs d P& $ORBdntgoNpUL er
1 to cpofenis § %Ctégrﬁ%ﬁtpg,§§%§dﬁtbge Ry tbr‘\g‘:magengzt e%%/%g‘r]%m 134 at step S
170 deletes the contents stored in the f|ash mar{ﬁr 61, 4 teﬁ)er 2003 90
The pmenssshent mogrme diil nis-axplained sk mfercnce Smtba Hopihach Pl 16 86 to
the personal conputer | is explained. The processing of checking in the

cont egés B0 fidveRicnt hiageiicne pfogrant K1 peusesith coutgpia databape lifie

processing Simlar to the processing of noving the contents fromthe

DT A oGl LPRiRGHSRER HRPHR Hisbhbabel TheMindvitibnt Fitalagemertthe

chec =1 _ ersonal conputer ; by the

o StpiogsamatHt At #ep L ehiarn Wheter AT 25t e Bupibpe BEEBEET SRy MEIREP 02

B Og)fcsezldgg,the limitations on the number of times of copying, which is one of the

. variable conditions read out at step S81. If the number of times of copying has
exceeded the limitations on the number of times of copying, copying is no longer
allowed. Thus, the program moves to step S83 where the movement management
-progra:m 134 causes the display operation command program 112 to display a message
reading: “the numbér of times of copying has already surpassed the limitations on the

" pumber of times of copying” on the display 20 to terminate the processing. If it is
verified at step S82 that the number of times of copying has exceeded the limitations
on the number of times of copying, the program moves to step S84 where it is verified
whether or not the current date and time have passed the playback end dafce and time.
As the current date and time, that outputted by the RTC 35 of the adapter 26 is used.
This prevents use of the date and time corrected intentionally by the user to a past date
and time as being the current date and time. The movement management program

134, supplied with the current date and time from the CPU 32, performs the decision

of step $84 for itself, or supplies the replay conditions read out from the air database




which is the sane as the processing for novenent, except that it updates

the nunber of tines of checking out the checked-in contents, recorded in
the air database, at step S 167 of Fig.2 1, to del ete theeBiESMPERREOF || e
after the processing of step S 170. Therefore, detailed explanation of the
processing is omtted for sinplicity. Meanwhile, if the flash nenory 61 of
the portable device 6 can be nounted or disnounted as a nenory card, the
personal conputer 1 executes the pré@essing of reciprocal authentication
at step S 162 of Fig.21 in the check-in processing. The contents checked
out f4080ep P8E16ahe EPEB b (thmadaptera'lfetcadameeﬂlet ©PbE32 dreasits tben onl y

t he personal conputer, such that there is a step, as a pre-processing of

t he check:. ing, in which, if the contents are verified to be not
Bk pTpigs B

check the PC, the check-in is not perfonned, as when the
contents ed X i he field .213 | r #1%%" he
processi ng éﬁle rﬁgiaﬁ%n@g‘m%?ﬁ%a# g‘@‘ﬁﬂ‘ﬁﬁﬁ%@? ?ggﬁ%&ggg ?Jgg 6 t(h)ﬁt'ﬁ]éeE HDD
21 by the CPU 11 executing the CCD video canera 11@ d the U 51? Fﬁﬁcu“ ng
the 4tSatepeB86; Wings the mexemept ggaragamaent,POFHAJ] ‘{/]Cﬁﬁeegr P8 he

fl owchart of Fig.22. The processing fromstep S181 to step S188 shown in
Fi 9. 220h@ntd i b@brdsed fhamphe tE3BI 2l veltils trampmpIhe infarmasioseofi the splgcted
processing of noving the contents fromthe portable device 6 to the HDD 21

in Fig 21, [T ' 1 i ool Smbasmaahgamentprogramal 3he -
procegg?ﬂ?atsf%?hh%%'emn{éﬁ?taggéyéﬁtﬂgtsst&ﬁ%kpr8cessi ng ofgstepﬂsps 169 and S 170
'nF %éuszels the CPU 32 to compute the hash values of the air database to save the

computed hash values in the non-volatile memory 34. Then, processing is terminated.
Therefore, in this case, the contents movement is not executed.

If it is found at step S84 that the current date and time is not past the playback
end time, the program movés to step S87, where the movement management program
134 checks‘ whether or not the on-playback charging conditions of the selected
contents, such as fee per each replay, has been registered in the air database. Ifthe on-
playback charging conditions have been registered, the movement management
program 134 at step S88 causes the driver for PD 143 to have communication with the
portable device 6 to check whether or not the portable device 6 has the charging
function. If the portable device 6 has no charging function, the selected contents are
not allowed to be transferred to the portable device 6. Thus, the movement
mana;gement program 134 causes the display operation command program 112 to
display a message reading;: “the destination of transfer has no charging function” on

the display 20 to terminate the contents movement processing.



Is omtted and hence is not explained specifically. Referring to the

flowhart of Fig.23, the processing of copying the contents . tran red
fromthe EVMD server 4 in the HDD 21 by the EMD server 4 g#gp{eﬁpeé-@& 11

executing the contents nanagenent program 111 is hereinafter expl ai ned.
When the button 202 shown in Fig.5 is clicked such that accessing to the
EMD server 4 is commanded by the u8&r, the purchase program 144 controls
t he conmuni cation device 25 to access to the EMD server 4 over the network
2. The E ervel:dd, 4 ' ' Cmbi ditians have hbe
I nf or mat :\/c?ﬁtolﬁ%ef& actjl a?t %ﬁé@gp,sthfyi?ﬁete%@%yﬁ)eﬁgi r a%]gj%tdhdgl |l i ke information
of the contents it owns .over.th el wo t 0. he onpal : 1. The
pur chgsB Tsetterssh 191 1oH Iéc‘fflﬂéf?‘f Pg ﬁE‘?H SE ﬁlztbaf 1% Pﬂgt?pgenH%1§8 m 45 the
comuni cati on device 25 causes the display operation command pr og{?am 112 to
denordurging fuhetionfthe progam maevestte step 8PP adere themavemeEntpauAReIENt The
user at step S202 designates the contents desired to be copied by
P! Girbbfiin 15 VeHiof WHRINI G uRA otlét flagbaticsumliiags, siith as deslimmtations

I on

i nforma I's transferred over the network. 202 to the EMD server 4. At
step S203, the pukrcha r ' Hidoandrits afi on
proc ég’s&‘?dnﬂgﬁ?lp?ﬁltémﬁgf%ﬁi&feg %ﬁﬁé&%&%&ggﬁe\ﬁ&% %élg%t-%ovm the key 4
Sept enber 2003 92 foQr. copmunjcation. Th eci procal aut henti eati
pr oc dbe oher peplay conditipas Haxs Pﬁ'éffiﬁﬁ%ﬁgﬁﬂee &F’e‘POYe%ﬂ’aSn‘%h@@é\”/%ﬂ"srgr ver 4
can al so be performed using an open key and a .

the movement management program 134 checks whether or not the portable device 6

'} has the functions of observing the replay conditions. If the portable device 6 has no
function of observing th replay conditions, the program moves to step S92 to cause
the display operation command program 112 to demonstrate a message reading: “the
device of destination of transfer has no function of observing the replay conditions”
on the display 20 to terminate the processing.

If it is found at step S90 that the replay conditions have not been registered, or
if it is found at step S91 that the portable device 6 has the function of observing the
replay conditions, the check processing for the replay conditions etc is terminated to
return to the step S56 of Fig.12.

Fig.16 shows an example of replay conditions supervised by the portable device
6, that is, those that can be observed. The playback information shown in Fig. 16 are
memorized in e.g., the EEPROM 68. In the present instance, the replay start date and
time and replay end date and time for each of the items 1 to item 3 have been

registered, however, the replay conditions are registered only for the item 2, while




secret key provided in e.g., 1SO 9798-3. In this case, the personal
conputer 1 owms the own secret key and the open key of the EMD server 4.
The EMD server 4 owns its own secret key to perform the 4 8eptpmpeng003
aut henti cati on processing. The open key of the personal conputer -may be
transferred fromthe EMD server 4 or a certificate previously distributed
to the personal conputer 1 may be transferred fromthe personal - conputer |
to the EMD server 4 and confirnmed bp6the EMD server 4 to obtain the open
key. At step S204, the purchase program 144 executes the proc;:%i ng for
char 94}1693 ?&t ﬁﬁ@g rhé 1309 drBeoEdRisterad Thbs, iftthe contents abthsuiER#sH P Bgr am
144 a Step 5204 executes the processing for charging belt\/\ﬁ:riﬂi;tegndltge
EMD server ,4. Th rag i : ' héd o s faplagdadknc &i y
r ef er$q1¢®teg1&0pggl ’I@\‘Rcrﬁg (ggldf@?%&fcﬁﬁheq%@bat step SZ%%,yt he EMD server 4
transfers the encrypted contents, ., desi.gnate the
net woobsezved, howeys; M&Ifoéﬁﬁp’&‘lﬂ@beﬁ &E@W%’ﬂreﬁ ?aﬁééﬁﬁoﬁggﬁbﬁgyﬁﬁ or mati on
is also transmtted as appropriate. The purchase pro%ram 144 .at a ?ﬁeg)p S206
saves the Rief@ghy toeticdtowerrsof Fig. he, thedopmah sonvasion RIGHEETS } 161 as
it accords a filenane to the file. At step 5207, the EmIVD serve;]tflogrrécrypts
t he [ Veoibd f e eentehis kayagesrerdqregrattat 4

Wﬁgg Qﬁlﬁf’%’g?%e CHe] CeRé&iting

Co-0 personal conputer 1 at step S203 to transfer the

enCrYpLeg COEE VB8N G 6l 1 OBk RERTan2BGont FdgrandGaghesharha or 1.

format of the selected contents recorded in the contents database 114, such as formats

including the replay conditions, use conditions or copying conditions. At step S 102,
the movement management program 134 checks the conditions that can be set on
counterpart equipment, herein the portable device 6. That is, the movement
- management program 134 inquires into the conditions that can be set on the CPU 53
of the portable device 6 to acquire its response. At step S103, the movement
management ﬁrogram 134 determines the condition that can be set on the counterpart
equipment, among the conditions of the format registered in the air database, based on
the condition checked at step S102.
At step $104, the movement management prograim 134 Veﬁﬁes whether or not
.there is any condition that can be set. If there is no condition that can be set, the
- program moves to step S105 to inhibit the processing of moving the contents to the
portable device 6. That is, since the portable device 6 is unable to observe the

conditions registered in the air database, such portable device 6 is inhibited from

moving the contents.




The purchase program 144 at step S208 causes the decodi ng program 142 to
decode the encryption key transferred fromthe EMD serve '

itself or in cooperation with the CPU 32 of the adapterﬁ%pﬁg{dgggg@t he
encryption program 137 to encrypt the encryption key obtained on decoding
using its own key for storage. At step S209, .the purchase program 144
causes the contents database 114 to83tore the contents in the air database
of the HDD 21, with the filenane of the contents, information on the

contents, yheistbhh@atiiep BEOAiHat kietd 26y bonditiendhsy canrtst sebheprograned
encryption key as a set. The purchase program 144 at step 5210 causes the

CPU 32 to. .co h | f TN ' alabases the v e the
corrpdpeﬁe%g%ﬁ%ﬁﬁ%éswﬁeﬂgw%@%ﬁfeygl% [ rgg m&&?ﬁ%@f‘% step 5205, the EMD
server 4 transmts the tinme data al,ong w,th the.contepts to.th sonal
conputandition Henyersion paagtam d 39 onchanigecthe; ?Qﬂ{‘ﬁpﬂ’é BetF'"g o“r%d%é%‘hg)ﬁﬁg[? 1to
the adapter 26. On reception of the tine data transferred from {he personal

CO”DL%(ﬁmté?aihﬁ;lﬁﬁhieﬁa fof extdmpledthetoemdittorastosedsp adeaderwhen ess gi me of
the RTC 35. Since the time information of the RTC 35 of the adapter 26 is

corr eﬁx%egoﬂt@n{snjgo; th e?ﬁl‘blé’%@fbeoﬂ. tAestbh N®107)f e n@bvemeabmimapdniemim t he

external "equip cogni zed to be a correct equipnent as a result of

reci procal enti.catjon, jt C ' E, | ect
P e LSO G e fon RBEATER RERSYGob TRIEAD ALS rpau:
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— Referring to the flowchart of Figs.18 to 20, the processing for copying the

contents from the HDD 21 to the portable device 6 by the CPU 11 executing the

contents management program 111 and by the CPU 53 executing the main prograin.

The processing of steps S111 to S127 of Figs.18 to 20, executed by the copying
management program 133, is the processing similar to that from steps S51 to $67 in
moving the contents ﬁom the HDD 21 of Figs.12 to 14 to the portable device 6. That
is, in this case, the air database is checked as to whether or not it has been modified,
and subseﬁuently replay conditions of the selected contents are checked. After
reciprocal authentication between the portable device 6 and the personal computer ,
the contents are transferred from the HDD 21 of the personal computer 1 to the flash
memory 61 of the portable device 6 for storage therein. Then, at step S129, the
copying management program 133 causes the CPU‘ 32 to compute the entire hash
values of the air database to save the computed value in the non-volatile memory 34.

Referring to the flowchart of Fig.21, the processing of moving the contents from



94 step S204 of Fig.23 by the CPU 11 adapted to execute the contents
management program 111 and the EMD server 4 is hereinaf ey, e"?izﬁé“.?- At
step 5221, the purchase program 144 reads out the price intornmation of the
sel ected contents designated at step S202, fromthe price information
transferred at step 5201 fromthe EM server 4, to wite the read-out
price informati on on a charging log ggn the HDD 21. Fig.25 shows an exanpl e
of this charging log. In the present 1nstance, the user copies the itens 1
to 3 fromthe END serye : rea for it nd. Ltem 2.4 n, with
t he f&? ‘PBF“’E!% e§‘°§e¥n{f g]@e}iﬁﬁ%ﬁe %&hevéﬂlje ]glf ef{ﬁ(té‘ﬁ%r‘%;é n‘g" t%%tgat this
time point is also conputed by the CPU 32 and registered in the

non- viiasagement progragu | 1 hand iy the EPUtshesxppingithe ipaiRdia8EBr ogr am 144
reads out the charging log witten at step S221 fromthe HDD 21 to

transfer tPersethe procedsirey foranoiig thetowntdnts 2s txplairedEM stepvel6 U, thehe EMD
server 4 at step S223 executes the chargi ng conputing processing based on

the c [ I g t i t he
eD < Rpith cithdde BN R G | STl SEOMY Rable dofop 630, 1 e
user of ihe per.sgnal co er 1.in the encl.osgd,dat abas S 224,
the et eRBE imtaTa IO ke QoBtes S%Fge%glecﬁa%mglwgﬁlsﬁh?ﬁtﬁ ettl ed
at once. If the log is to be settled at once, the program noves tqQ step
S225 weasponsive terDsTequent td tranamat thesinforanatioreon thacententssstered Hethenount
necessary for the settlement to the settlenment server, not shown. At step
S226, flabk meiidren8DttoSfie/ persorat Wokspiitee 1. Based on this information, the

movement management program 134 causes the GUI for selecting the contents stored
in the flash memory 61 to be demonstrated on the display 20. The user actuates the
| keyboard 18 or the mouse 19 to designate the contents to be moved from the portable
-device 6 to the contents database 114 of the HDD 21.

At step S162, the movement management program 134 causes the
authentication program 141 to execute the reciprocal authentication processing
between it and the CPU 53 to effect co-owning of the key for communication. This
processing is similar to that performed at step S56 of Fig.12.

At the next step S163, the CPU 53 causes the authentication program 141 to
read out the encrypted selected contents, stored in the flash memory 61, to transfer the
read-out contents to the personal computer 1. The movement management program
134 at step S164 accords a filename as a file to the contents transferred from the
portable device 6 to store the file in the contents database 114 (HDD 21). This storage

is made by according the position information of the filename, such as the number of




settl ement processing for the user of the personal conputer 1. If it is
verified at step 4 Septenber 2003 95 S224 that the settl enent be not nade
at once, the processing at steps S225 and S226 is ski ppbaepierger 2943 s
processing i s subsequently executed periodically, such as every nonth.
Referring to the flowhart of Figs.26 and 27, the processing of copying of
the contents reproduced froma CD ghayer, not shown, in the HDD 21 by the
CPU 11 executing the contents nanagenent program 111, is explained. At

step 5241, the uyser, connects the | % term nal 24a of the CD player to
an | bytesdso® thedeading epds as garHEnATd P16 St / out put interface 24 of the

personal conputer 1. At step S242, the wuser actuates the, keybo i‘a?ls or
t he nouse AltSstep SA6Sethe P 58] readé ouhatsrmysn earryited egorypdi Yef! Hom t he
CD pl ayer (or the nunber corresponding to the contents). At step S243, the

user s@f&tc{f% @@H@nﬂ%&féﬂ 1??{ thie@aFOmRh IS 6 I ® mrhasfer tieenayptad kéy thieheD
|

pl ay erels a ne | nterconnectl ng the CD player and the personal

corrputer f sendi ng ceivin |3]_I for the
D pPaanal GorEifEne Thicenorepioh gy TR tsph AR fre A meRRSTIEN By | 201
start command via the k board 18 or the nouse 19 of the personal conputer
1. Ifthepeocnﬂssmgplfégtep efkigdl4.n the cD pl ayer, the contents outputted
fromthe CD pl ayer at step S244 are transferred via the | EC 60958 term nal

24a to tha)pee n of ahp eneryptionikey tiepmsthespicture daspyh, e rmAN gDt
program 133 reads SCMS (seri al
management program 134 at step S166 decodes the encryption key with the key for
communication to cause the encryption program 137 to encrypt the key with its own
key for storage. At step S167, the movement management program 134 the movement
management program 134 causes the contents database 114 to register the filename
of the contents saved at step S164, the information on the contents, the title of the air
inputted by the user via the GUI and the encryption key encrypted at step S166 in the
air-database of the HDD 21. The movement management program 134 at step S168
causes the CPU 32 to compute the hash values of the entire air database by the
condition management program 140 to save the computed hash values in the non-
volatile memory 34.
At step S169, the movement management program 134 advises the portable
device 6 that the encryption key has been saved and requests the contents to be
deleted. Ifrequested by the personal computer 1 to delete the contents, the movement

management program 134 at step S170 deletes the contents stored in the flash memory

61.




copy managenent systen) data fromthe data inputted at the | EC 6095 8
termnal 24a. This SCMS data contains the copying information, such as
copying i nhibition, copying possible only once or copyihgepieawer 0%t ep
S246, the CPU 11 verifies whether or not 4 Septenber 2003 96 the SCMS data
I ndi cates copying inhibition. If the SCM5 data indicates copying

I nhi bition, the programnobves to stgﬁ S247 where the copyi ng managenent
program 133 causes the display opepPdtion conmand program 112 to
denonstrate a nessage reading: "copying inhibited" on_the display 20 to
ter ni nat e The pesgessing off deekinghin theCargentsriromi the postable dsymcﬁgﬁp itA thée HDD
21 is inhibited. If it is verified at step S246 that the SCV5 i nformation

. g;géinfg%@ @(@gﬁ?g%mggﬁaea%é ?%&%Eﬁg@]@hbﬁ]ﬂn’gﬁﬂt}m ¢ontentsthandbeyi ng

mana vances 0 Sstep S248 to read out the water mark

code to rify.whether or not the t Terel H

i peaie deficetEtatfe obfsplPkedButd? 105 s oo SRR R pRRIAY
program noves to step S247 where the pre-set nessage is fji s%:pa}/ed .as in
the abmovingdhe cootenss rom ther n@rt@blsyd%%ﬁo@eakq ﬁ@FSDP? FOmpULEel i od at

step S249 that the water mark does not indicate copying inhibition, the
- Progr Bp 7PVERat 13, fHeAtheSRA ybesseinglie ekesuted a theperabealsomppiter 1 3ydbessi ng
is exeCcuted. If, as a result of the term nal database check processing, the

e L L e AR
stml gtreptsoléé] 1% IPIEO,CQ eisssc;nr{lqted. Also, the personal computer 1 performs a processing,
which is the same as the processing for movement, except that it updates the number
of times of checking out the checked-in contents, recorded in the air database, at step
$167 of Fig.21, to delete the contents file after the processing of step S170. Therefore,
-detailed explanation of the processing is omitted for simplicity.

Meanwhile, if the flash memory 61 of the portable device 6 can be mounted or
dismounted as a memory card, the personal compiltér 1 executes the processing of
reciprocal authentication at step S162 of Fig.21 in the check-in processing.

The; contents checked out from a pre-set personal computer are adapted to be
checked-in in only the personal computer, such that there is a step, as a pre-processing
ofthe check-in processing, in which, if the contents are verified to be not checked-out
from the PC, the check-in is not perfonmed, as when the contents marked x in the field
213 of Fig.5 are to be checked-in.

The processing of copying the contents from the portable device 6 to the HDD

21 by the CPU 11 executing the CCD video camera 11 and the CPU 53 executing the




of steps S 13 and S 14 of Fig.7. If the selected contents are those not as
yet registered in the HDD 21, these contents are registeged by t t eps
S253 to S258. Since the processing of the steps S253 to'?é?g@n%?rg&}ﬁs
the processing of the steps S19 to S24 of Fig.7, except that the SCVB
I nformati on supplied fromthe | EC 60958 term nal 24a also is registered in
4 Septenber 2003 97 the air databa$d, the explanation is omtted for
sinplicity. Referring to the flowhart of Figs.28 and 29, the processing of

out P%&%ﬂ@@%@%ﬁ%ﬂﬁ@%& Pfﬁf‘eﬁ:ﬂ%g Eg $h TRWAHE: BPPiR22! T Hehprdckssifag958

t enni na execut the contents managenent program 111

at athed dre SIGHSREEP STEE owRin B2 s Tpifef o Y pEpoRung MgRBLRIOLE T,

as to whether or not these hash val ues coincide wth tggs pr.eviously saved
hash ted$ 1% in the headessing of mnating the contents femthe partabltsdoviss og9

nodi fied. If it is found,that the air database has not beep [mdified, t he
programIoYesn Fig 31.epThai4s, teetepying picuebsingoisebaditally stmitandopthegr am

112 causes the contents nmanagenent program 111 to access to the air

dat ab@??%&}ﬂ%ﬁ&il BPefirbnY k c%?hgﬁg%?%éesgﬂﬁépﬁﬁﬁs &149Had99d iAHighhe

i nfor . e nusica re tered therein to display the read-out
oy baacmipdind hgnis Bt blipr R 3PtV o sel ect ¢ he contente Lo be
reproduced. At step S275, the display operation command program 112 checks
e.g., Referring to the flowchart of ig.fl?:, tﬂe processing of copymg the contents
transferred from the EMD server 4 in the HDD 21 by the EMD server 4 and the CPU

11 executing the contents management program 111 is hereinafter explained. When

the button 202 shown in Fig.5 is clicked such that accessing to the EMD. server 4 is
commanded by the user, the purchase program 144 controls the communication device

25 to access to the EMD éerver 4 over the network 2. The EMD server 4 is responsive

to this accessing to transfer the information on the air number, title of the air and the

like information of the contents it owns over the network 2 to the personal computer

1. The purchase program 144 on acquisition of this information via the
communication device 25 causes the display operation command program 112 to
demonstrate the information via the interface 17 on the display 20. The user at step

$202 designates the contents desired to be copied by exploiting the GUI demonstrated

on the display 20. This designated information is transferred over the network: 202 to

the EMD server 4. At step S203, the purchase program 144 executes reciprocal

authentication processing over the network 2 with the EMD server 4 to co-own the key

lar to



pl ayback conditions of the selected contents. The check processing of the
reproducing conditions etc will be explained subsequentksepdntber 9065 €nce
to the flowhart of Fig. 30, At the next step S276, the display operation
command program 112 causes the contents managenent program 111 to read out
t he encryption key of the contents selected at step S274 fromthe air

dat abase into the contents database 9214 to cause the decodi ng program 142
to decode the key for storage. At step S277, the display operation comrand

pr ogrﬁpﬁ%ﬂﬁﬁ@the contents managenent program 111 to 4 Septenber 2003
98 read out the &VS information of the selected contents fromthe air

dat abase ipto the contepnts dat.abase 114 to ' ' mat i on
out put t ed %Snﬁ'elcﬂémp au&%aﬁlgpngrr%p%%g P%?é{glééoﬁr E’gﬁ%g&w%%ﬁggﬁ}l e of
the SCM5 system For exanple, if there is placed a.limtatiqn as to the
nurb ecompufenhands thediMy Sorves 4 aab@lSobe PRRESINCIIS AL RRPTER F¥-Fhdnt od by
one to give the new SCM5 information. At step S278, the display operation

conagebref Rey providad ¢aesesISOOTO8R3 e ilh shivamagetive fergomah camputarl! ppmsead out
the | SRC of the selected contents fromthe air database into the contents

dat aDRRCo b keerh 1N finl B ooy e VD diitioh Y TROEMID! @ivéoowg ife! 0gr am

112 causes’ t nagenment program 111. to read out the fil enane
RS N e M S L
Com‘?l?e Bé&%&ilmcglﬁuigru%% lt)fI;I (Era(l:lggetr?er:it Sﬁom the EMD server 4 or a certificate
previously distributed to the personal computer 1 may be transferred from the personal
computer 1 to the EMD server 4 and confirmed by the EMD server 4 to obtain the
open key. At step S204, the purchase program 144 executes the processing for
'charging between it and the EMD server 4. Moreover, the purchase program 144 at
step $204 executes the processing for charging between it and the EMD server 4. The
processing for charging will be explained in detail by referring to the flowchart of
Fig.24.
Next, at step S205, the EMD. server 4 transfers the ehcrypted contents,
designated at step S202, over the network 2 to the personal computer 1. At this time,
the time information is also transmitted as appropriate. The purchase program 144 at
step S206 saves the transferred contents in the HDD 21 as a sole contents file 161 as
it accords a filename to the file. At step S207, the EMD server 4 encrypts the

encryption key of the contents using the key for communication co-owned with the

personal computer 1 at step S203 to transfer the encrypted encryption key to the




managenment programl! | | to read out the encryption key corresponding to
the contents fromthe air database, while causing the d ' I am 142
to decode the read-out encryption key. with the key for g?%%g%@x?36§%Code

t he encrypted contents using the decoded encryption key. The

conpr essi on/ expandi ng program 138 al so decodes (expands) the conpression
code of the contents. At step S280, 98he di splay operation command program
112 causes the driver 117 to output the contents, as the decoded digital
data,e*gnhﬂcmmhngbfed at the | EC 60958 ternm nal 24a, in accordance with the
| EC60958 rule, along with the ISRC information read out at step S278. Al'so,

the displ ' r t : as a
Real Pl ayerto BREIRSE MRoBITTINE APt 308 LauGes R\ (e aRidl PRIEAM TR0 22
anal ogi ze the contents, as digit dat a, utput ,the resulti anal og
dat a 9%€odR tHRLOGHRHAKEY et ons bSUrN Bt etep Y 1l B e 24,
At step S2 8 1, the display operation command program 112 causes the

cont evbperatimayathetie EPUE 2 of thicladapten2é éonsause the aneiryption prograpt dyhack

nunber of times counter in the air database by one in the contents

dat ahgepchigh thélenshARiorwRey oblagtnedlbn dedydiapaisaig th osank@n foristogigemAt 12

checks whether or rot the “on-playback charging conditions have been added
(0 o 59 08 RIS o 15+ aSb UL RUURPTENS o dgve been
br Ogrc%rgté&tzs fnagrﬁee SémP I&%ta %th: eo t%en%e ,nENiIer &%r ?iq]ename of the contents,
3 information on the contents, the title of the air inputted by the user and the encrypted
encryption key as a set. The purchase program 144 at step S210 causes the CPU 32
to compute the hash values of the entire air database to save the computed hash values
in the non-volatile memory 34.

At step S205, the EMD server 4 transmits the time data along with the contents
to the personal computer 1. This time data is transferred from the personal computer
1 to the adapter 26. On reception of the time data transferred from the personal
computer 1, the CPU 32 of the adapter 26 at step S211 corrects the time of the RTC
35. Since the time information of the RTC 35 of the adapter 26 is corrected in this
manner based 01; the time information obtained from the external equipment
recognized to be a correct equipment as a result of reciprocal authentication, it
becomes possible to maintain the correct time information in the adapter 26 at all
times.

Referring to the flowchart of Fig.24, the processing concerning the charging at




111 to wite the corresponding charge to be witten in the charging | og. At
step S284, the display operation command program 112 causes the use
condi ti on management program 140 to conpute the hash vaf G&BtEsbef B&0%ntire
air database by the CPU 32 to store the conputed hash values in the
non-vol atile nmenory '34. If it is verified at step S282 that the

on- pl ayback charging conditions hav%ot been added to the sel ected
contents, the processing at steps S and S284 is skipped. Referring to
the flowhart of Fig.30, the processing for checking the reﬁ)la condi tions
at ststppS of Ripg@2byithe Balh@dapw @gmqutga\tth%g@gtegﬁ)i,al} et | ay
operation command program 112 causes the contents rranagerrentesprogram 111 to

read ﬁtﬂgrhﬁﬁl‘l@rdxﬁpﬂfb EWD tér9es 40fs hbeimaftedexplaieed. | At stepSXdnttbat s
dat abase” 114. At step S302, the use condition nmanagenent program 140

Check Sl rodfaiOlad N8ads SRR MEPELicS HrkiionBIMRE Rledibdatoménts ayback

has e er o unes of"lI'rmtation, as anong the conditions of

t he air .datahase re at, step S302 hy. the use ¢ MY nt
br ogr deiEaaieaa StapoTQ drun She BREe B eRar e de ATt RE e D01 BRRERES o
pl ayback has exceeded the nunber of tines of limtation, the progﬁgﬂ noves
to st WD%@G@M@mﬁtmﬂmseadmpnwmfmmmnashW%@@&% t he
contents nmanagenent program 111 to delete the selected contents fromthe
HDD 231i Fié.ﬁ? shefRtANERardiplcabh g s Lhargif 16peh Bi0gresemeindiapeathopserat i on

corrmané program 112 causes the use condition managenent program 140 to
corrpu%gpiets NEe REW P30 3VAbiPthe EMD server 4. The area for item 1 and item 2 is 50
yen, with the fee for item 3 being 60 yen. The hash value of the charging log at this
time point is also computed by the CPU 32 and registered in the non-volatile memory
34.
- At the next step S222, the purchase program 144 reads out the charging log
written at step $221 from the HDD 21 to transfer the charging log over the network
2 to the EMD server 4. The EMD server 4 at step $S223 executes the charging
computing processing based on the charging log transferred from the personal
computer 1. That is, the EMD server 4 additionally updates the charging log
transmitted from the user of the personal computer 1 in the enclosed database. Atstep
$224, the EMD server 4 decides whether or not the charging log should be settled at
once. If the log is to be settled at once, the program moves to step S225 where the
EMD server 4 transfers the name of articles or the amount necessary for the settlement

to the settlement server, not shown. At step S226, the settlement server executes the

settlement processing for the user of the personal computer 1. Ifit is verified at step



of the air database by the CPU 32 to save the conputed hash values in the
non-vol atile nenory 34. In this case, playback output igd.nhihi If the
result of check indicates that the nunber of tinmes of plg§%ggwﬁﬁ%g&%%t
exceeded the nunber of tines of limtation, the program noves to step S305
where the wuse condition nmanagenent program 140 verifies whether or not the
pl ayback end date and tinme has passgd the current date and time. If the

pl ayback end date and time has passed the current date and tine, the

sel e tent [re leted fro he HDD 21. . t hRt he
boves 25 B AR SRR B madd R e, thEpfciesiPly o sy S50 5006 27 e
of the pew air_database are, conputed and saved. In this_ case, playback

out pu sgmﬁqdarTl}us,éhlwﬁowssmg is spbsaquently sxaeuted 1ezdlys SReinas €¥REYr epl ay
end date and tinme has not passed the current date and tinme, the program
novesmbatlst ep S306 where the CPU 32 checks whether or not the on-pl ayback
chargi ng conditi ons have been added to the selected 4 Septenber 2003 101

ConL et et sl el S0 e pchesmberoopigorate
112 d t th t.hat th | ayb [ et h
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t he on-pl ayback charging conditions have not been added, the processing at
st ep Sawnting the cpptsais Menagemant program Ililocaxplaingd. At gtepdi241, sheiuser. t he
processing of outputting

connects the IRC60958 terminal 24a of the CD player to an IEC 60598 terminal 24a

) of the audiolinput/output interface 24 of the personal computer 1. At step 5242, the
user actuates the keyboard 18 or the mouse 19 to enter the title of the musical air to
be copied from the CD player (or the number corresponding to the contents). At step
-8243, the user actuates a button of the CD player to start the replay of the CD player.
If there is a line interconnecting the CD player and the personal computer for
sending/receiving the control signalé, it 1s possible for the CD player to commence the
-reproduction of the CD by entering a playback start command via the keyboard 18 or
the mouse 19 of the personal computer 1.

If the CD replay is started in the CD player, the contents outputted from the CD
player at step S244 are transferred via the IEC 60958 terminal 24a to the personal
computer 1. At step s245, the copying management program 133 reads SCMS (serial
copy management system) data from the data inputted at the TEC 60958 terminal 24a.
This SCMS data contains the copying information, such as copying inhibition, copying

possible only once or copying free. At step S246, the CPU 11 verifies whether or not




(reproducing) the contents fromthe-HDD 21 via the portable device 6, by
the CPU 11 executing the contents nmanagenent program 111 and by the CPU 53
executing the main program is explained. At steps 53214 £8PisgWsT 2093 | s
checked as to whether or not the air database has been nodified, as to
whet her or not the selected contents have been specified, and as to the
reproduci ng conditions of the selected contents. Since the processing is
simlar to that of the steps S271 t %6275 of Fi g. 28, the correspondi ng
description is omtted for sinplicity. At steg S326, reci_procal .

aut hetite 8GMS rdata indiestasocopying énhibittore I fden SOMS driatindicatereopying and
the personal conputer 1 so that the key for communication is co- owned by

the poiHigklon, 45| &%r&ﬁ%zi{w?o mgw wﬁ@;@&b%bp%dng“maﬁﬁgﬁn rogthne

di splay operation command program 112 conmands the portable device 6 to

reprodyge the .engrypted contents now,to : di spl ay
oper a? 1ISJ g FRBSER R 81%?%?8%"‘1195 @é@g@gdtﬁgg@ﬁ tqutt(s) an@aﬁﬁélgﬁrnaé % tz':l 8161 v (E) gram 111
to read qut the filename of the designated selected contents fromthe air
dat abtesslingit 'sopymguiibied” paihgdmpliey 2priodenmngete the cCOpYHEIPEesB 8 ead out
the contents of the filenane fromthe HDD 21. 4 Septenber 2003 102 At step

S329, Thine, i thid ayseppopRirigon the HBDI2 piomhdbitdd 2 causes the contents
managenent program 111 to execute the processing of converting the contents

conpressi o s i 4B rmeti d elifst steptsp4shose
for the poﬁgggﬁgﬁgﬁ%gﬂggg%%%g%?%e digg?g{l/hg%eratiosn I(?:]orrmamd

progr 381651 I]i(%t indicate copying inhibition, the copying management program 133 advances

to step S248 to read out the water mark code to verify whether or not the water mark
code indicates copying inhibition. If the water mark code indicates copying inhibition,
the program moves to step S247 where the pre-set message is displayed, as in the
-above case, to terminate the copying processing.

If it is verified at step S249 that the water mark does not indicate copying
inhiBition, the program moves to step S250 where the terminal database check
processing is executed. If, as a result of the terminal database check processing, the
selected contents have already been registered, the processing comes to a close with
the processing of the steps S251 and $252. This processing is similar to the processing
of steps S13 and S14 of Fig.7.

If the selected contents are those not as yet registered in the HDD 21, these
contents are registered by the steps S253 to S258. Since the processing of the steps
$253 to $258 is similar to the processing of the steps S19 to $24 of Fig.7, except that

the SCMS information supplied from the IEC 60958 terminal 24a also is registered in




the encryption program 137 to encrypt the contents converted at step S329,
with the key for comunication, to transmt the encrypt o the
portabl e device 6. At step 5331, the CPU 53 of the portaglcéee%ggeh&/t?égrgégé
decodes the transmtted data wth the key for conmunication, in
association with the conmand transmtted from the personal conmputer 1, at
step S327, to output the decoded dat3d. At step S332, the display operation
command program 112 causes the contents nmanagenent program 111 to

i ncr efftir HRRbALTRBE eRpldniation i@fomi@tléti%rﬁﬁhhl;ﬁﬁci f. the air database by 1 in
the contents database 114. At step S333, the display operation conmand

beon. adued PRTRG o HRCRPSIsafs, BERiT T8 oS IR br(rIgkRle e bptltingne heve
i 8 PRSI gsHE oD b AR 11 aihed B CAbSh (oRPpRL 4 Bydes

dat abase 114. At step S335, the hash values of the entire air database are
new yCPOhblieeeciting tha\centdnts hivmaginea? pragratrhkbl biy epipdainedk At lstepgiS2g 1
conditions have not been added to the selected contents, the processing of

the sfee373 Stﬁ%‘ha@ﬂﬂlaﬁﬁsofﬁleséﬂtﬁle% ddtabhfeare’ @peRitedNNERE itePs SA1Yabi ety of

techniques 'are used to prevent 1llicit duplication of contents. For

cart o3t anEE @ B R krhie RS A M K ke baoDafle? sPERIATHIBER, her ot

I s changed _from one executing operation to anothey. .
previously saved hash values to check as to whether or not tﬁe air database has been

*) modified. Ifitis found that the air database has not been modified, the program maoves

to step S274, where the display operation command program 112 causes the contents
management program 111 to access to the air database of the HDD 21 via the contents
database 114 to read out the information on the musical air registered therein to
display the read-out information on the display 20. The user views the display to
actuate the keyboard 18 or the mouse 19 appropriately to select the contents to be
reproduced. At step 8275, the display operation command program 112 checks e.g.,
playback conditions of the selected contents. The check processing of the reproducing
conditions etc will be explained subsequently with reference to the flowchart of Fig.30.

At the next step S276, the display operation command program 112 causes the
contents management program 111 to read out the encryption key of the contents
selected at step S274 from the air database into the contents database 114 to cause the
decoding program 142 to decode the key for storage. At step S277, the display

operation command program 112 causes the contents management program 111 to



Al,so, as expl ai ned above, a portion of the function of the CPU 11 is taken
charge of by the adapter 26 as a hardware, so that the t \ e te
vari abl e processing in cooperation with each other, the%@%ﬁ??@ﬁg

i mproving the safety. For exanple, as described above, the hash val ues of
the air database are not stored in the air database itself, but is stored
in the non-volatile nenory 34 of thegg§adapter 26.-That is, past hash

val ues, used for conparison with the previous hash values saved at steps

32 anik 33 b SIS nfBari s £ilelsfdohe OSB! B BB AL intd the 1 O

c .
exanp e entire recor ng contents 1 ncluding the contents stor eg in the

HDD 21 are hacked bef pre copyi.n vi ng t.0 ot her.  regcordin di uns,

hnd « fenten daftese Jlad MR R Chis Rt Ratib FulSdd s ¢ EE . Moo
21 are re-stored, after copying or noving the contents saved in the HDD 21
f r om 6A8SBDErAINal 2daiin awos&hhwlmﬂm pief tha SEVISwystam. For epaiple.opyi ng

or novenent is enabled without I|imtations to the disregard of the use

condi §f @Rse iFHlaced aMthRatidd as @hehenheradTdirBe£6 Erepig dhé Autober bbDEns, as
shown in Fig.33, the hashed val ues corresponding to the information of the

part o tefteddf iy i Eal@ Y py bR SRS ATRIRIn it oD SATSRR, 7\ Do
HDD 21..i § backed. in the HDD 21. |f b tly the tents A d i
he HSIRIaY PBFEfITH CHPELLDIREENTISL 1 SISR G HOREHLSBOREETPROBIATAR medi um

272, the contents recorded at this tine point in the HDD 21 are only 4
Sept erildrto2oes]l voy the ISRC of the selected contents from the air database into the

contents database 114,

At the next step S279, the display dperation command program 112 causes the
contents management program 111 to read out the filename of the selected contents
from the air database into the contents database 114 to read out the contents from the
HDD 21. The display operation command program 112 causes the contents
management program 111 to read out the encryption key corresponding to the contents
from the air database, while causing the decoding program 142 to decode the read-out
encryption key with the key for storage to decode the encrypted contents using the
decoded encryption key. The compression/expanding program 138 also decodes
(expands) the compression code of the contents. At step S280, the display operation
command program 112 causes the driver 117 to output the contents, as the decoded
digital data, to be outputted at the IEC 60958 terminal 24a, in accordance with the

IEC60958 rule, along with the ISRC information read out at step S278. Also, the

display operation command program 112 actuates a program, such as a Real Player



the contents B, so that the hash values of the non-volatile nmenory 34 are
changed to the hash val ues corresponding to the contents B. Thus, if,
after part or all of the recording data containing the cbiReelamber@idd B of
the HDD 2 1, backed up in the recording nmedium27 1, are re-stored in the
HDD. 2 1, to save the contents A and B again in the HDD 2 1, the hashed
val ues conputed from the info.rmatigg on the contents B are stored in the
non-vol atile nenory 34, while the ashed val ues conputed fromthe

informatjon of the contents A and B.are d 2L e t this
i e (Gegterod Hadh gur il bons: Ryenrioee iheShBhon MERaEidm O U0t | ¢
the HDD 21 cease to be coincident with the past h id(:ll val ues sltégred in the
non- vthiateishBing: analpg3datat afuan durabeg iowgpiath terrsaak of ¢ gidap 1ppat/ grtput

dat abase. Thus, fromthis time on, limtations are inposed on the use of

the cepdgads2A and B saved in the HDD 2 1. As described above, the adapter
26 has encl osed therein the RTC 35, the value of which corrects the tine

i nformation, bas n b 6’15'&1{. NN 12NQuked thed®nitéds such
as EMD seragﬁ%ﬁﬂgﬁoﬁ%ﬁ?%a%ﬁ?%@?ﬁ?esu ﬁdlglgygg%ltﬁhent I cation have been
obt ai ned. As the current date and tipe, the rrent .d t tputted
by t HRaRFELMeBt PEOZISEY lilﬂiépéaerea?el%tﬁﬁ @%%P@h%aﬁa'@ﬂ?%?“@i‘gﬁr. dﬁzﬁl&%‘é it is
not possible for a user to correct the current date and tine tfg%

e

per s og@inten ip the nirl databaseuby wreant the qragentsatasabasegl 14.nat s6P
decision of the replay end date and tine as the replay conditions. The

2427 Bp B, sl SvsaSoptagad ook e oy e exglntsiod
jﬁssurgharging conditions have been added to the selected contents. If the on-playback
charging conditions have been added, the program moves {o step S283 where the
display operation command program 112 causes the contents management program
'111 to write the corresponding charge to be written in the charging log. At step S284,
the display operation command program 112 causes the use condition management
program 140 to compute the hash values of the entire air database by the CPU 32 to
store the computed hash values in the non-volatile memory 34. Ifit is verified at step
S282 that the on-playback charging conditions have not been added to the selected
o contents, the processing at steps S283 and 8284 is skipped.

Referring to the flowchart of Fig.30, the processing for checking the replay
conditions at step S275 of Fig.28 is explained in detail. At step S301, the display
operation command program 112 causes the. contents management program 111 to

read out the variable conditions of the air database into the contents database 114. At

step $302, the use condition management program 140 checks whether or not the




4 Septenber 2003 105 higher safety. This point will be expl ai ned by

referring to the flowhart of Fig.34. That is, if desired_to rf
certain processing on the adapter 26, the personal conputsgpte?rﬁ)ﬂgé&p 5351

encrypts the programto be executed on the adapter 26, using an encryption
key pre-stored in the RAM 13, to transfer the encrypted programto the
adapter 26. in the ROM 36 of the addfler 26 is pre-stored the program for
decodi ng and executing the program adapted for decoding the encrypted

pr ogr @mﬁba@ﬁﬁﬁémpl%gmkhageﬁ@éeﬁ@a@he A0Mber 6f til R lihtitatRIE aY hirlthgt he
decoded program The U 32 at step S352 decodes the programtransferred

from rS0 uter ' rdance . t ragr inthe

Rowt aEhE FRaaa, TYRCHE ddabibe BEGEIORORT i 33007 SPERE ChRGERY Rami 33
h 4. i h 2

the' haHIABSRI GEOPIE 410. JhilemseiLon chepl ipihenies,hatn dromuben ogfikdfe:

personal conputer 1 encrypts the data of the air database with the

encr y pif ptaybaek hiae ekcesdeti¢he ninebemefityptedf iatitation, theprcRtdm wmfestbstepadapt er
26. The CPU 32 applies the hash function to the data of the air database

tr ansgnBedHere" B0 uke &ﬁfﬂi’ﬂi&l? 1hﬁﬁ?§§9%% Hrd ; n T14) CRREd GHe hashtentd ues

are stored in the non-volatile ne ernatively, the hash val ues

are c r to.th r&ui Qu S}0r e ast hash val ues t ' thg results
o © o RTHRER A a0, BT, Sl QBT iR Bt el DB 1 e o0
th I t 1. Fig.35 sh detailed i t t f

t h: ggrgggeg&s §g’?&z¢ ﬁé&r At I%tgp 353054, %1\Ag d?sprlre%; gpm%ti%ln ceoml!'nra]i?lgrpr?)grralig 1ulr2e °

causes the use conditioﬁ management program 140 to compute the new hash values
of the air database by the CPU 32 to save the computed hash values in the non-volatile
memory 34. In this case, playback output is inhibited.

If the result of check indicates that the number of times of playback has not
exceeded the number of times of limitation, the program moves to step S305 where the
use condition management program 140 verifies whether or not the playback end date
and time has passed the current date and time. If the playback end date and time has
passed the current date and time, the selected contents are deleted from the HDD 21,
at step S303, as in the above case, and also from the air database. At step S304, the
hash values of the new a1r database are computed and saved, In this case, playback
output similarly is inhibited.

If it is found at step S305 that the replay end date and time has not passed the
current date and time, the program moves to step S306 where the CPU 32 checks

whether or not the on-playback charging conditions have been added to the selected




sem conductor I C. The adapter 26 includes, in addition to the interface 31,
CPU 32, RAM 33, non-volatile nenory 34, RTC 35 and the ROM 36, a RAM
control ler 301 4 September 2003 106 for controlling thed®eptesbend0®ad- out
for the RAM 33, and a'logic circuit 302. The logic circuit 302 is used
when decodi ng the encrypted contents and directly outputting the decoded

data fromthe adapter 26. The conp rbints fromthe interface 31 to the ROM
36, RAM controller 301 and the Ioai circuit 302 are nonolithically

assenbled in a sem conductor ICto _frustrate an fort to di it from
out sicdatents.qifihe¢ an-pdayback charging corditioas 51@8? gﬁ%‘h@‘?‘iﬁﬁ ﬂbe Pré)gg?@ﬁ}g@%ﬁ ‘ocks by
the adapter 26 executing variable processing operations. An oscillator

circyg ;sgﬁ}@gbz wisad therdisplag oplekatgort beniiand 3Bogrnpdd 2 alomonstrales s es t he

power ckup to the oscillator circuit 312, non-volatile nmenory 34 and

to the RTC a.xhen G ' ﬁ&?sqﬁ o2f sddedaad the fée ohéhgowner
fromr%eﬁaﬁﬁﬁwgéﬁ?eg'pé c%%ﬁ%@%t&ggi 0 taﬁdgbpersonal computer 1. The
non-vol atile nmenmory 34 may onf i qured, b | 1 e- : ver, if
he. hsplal Hiif ketanasorisianSs0e Faibg aypis el el SaRAuOashavpReev e o
source fromthe battery 313, it is possible to forma protective alum num

| ayerheepSaldded, theprovessiapat step S30mrsyskappedind to form a power source
pattern 352 ffush with the protective alum numlayer 351 to supply the

pover frongLReRatdeie Abdchart! P Figs.31 and 32, the processing of outputting

(reproducing) the contents from the HDD 21 via the portable device 6, by the CPU 1 1

.
3 .
o

executing the contents management program 111 and by the CPU 53 executing the
main program, is explained. At steps 9321 to $325, it is checked as to whether or not
the air database has been modified, as to whether or not the selected contents have
.been specified, and asto ;che reproducing conditions of the selected contents. Since the
processing is similar to that of the steps S271 to S275 of Fig.28, the corresponding
description is omitted for simplicity.

At step S326, reciprocal authentication processing is executed between the
portable device 6 and the personal computer 1 so that the key for communication is co-
owned by the portable device 6 and the personal computer 1. Atstep S327, the display
operation command program 112 commands the portable device 6 to reproduce the
encrypted contents now to be sent. At step S328, the display operation command
program 112 causes the contents management progra 111 to read out the filename
of the designated selected contents from the air database into the contents management

program 111 at step $324 to read out the contents of the filename from the HDD 21.




non-vol atile nmenory 34, as shown in Fig.36. By so doing, if it is attenpted
to delete the protective alum numlayer 351 to nodify the non-volatile
menory 34, the power source pattern 352 flush with the ﬁ EheG 083 uni num
| ayer 351 is also deleted to interrupt power supply to the non-volatile
.menory 34 to erase the data stored therein. 4 Septenber 2003 107 This
structure descri bed above further i{@eases t anper. resi st properties.
Referring to Fig.37, wirings 401-1 40 1-3 for data-wite and readout for
the non volatile nenory 34 are forned so as to OVfﬁei e oneﬂgengéﬁgermén the .
up- angt des S320; ehe idisplasieppération ccammagdi BROBTIR CRBYTSsHer "Ry posi ti ons.
Wth this structure, the upper wirings 401-1 anﬁ 40%;2 d égngq?g%errﬁved

i f degsj %@iﬁ dat e fekeoutehthe prooemssmgrdihgon ( t hat
dat a @fghﬁ ?lhglelf?gg Si r}ul t aneously fro?n the plural wrings 401ﬁ-01 1t}o 401- 3.
The non-vol atile negory of Ryraer ibfoethoiseifogghd01-1 to
401- SCOBREIIOR SneQUIRESY lﬁ’?é"?‘?yﬁﬁgﬁtﬁﬁ%?‘i%‘l-l to .401-3, provided in

the inside of th -volatil 34, . | B8Gest
ol cropomabiadaicaip. ARiePRAl, She P yOa o Brodfhll B RKest 17

path is not designed to be linear, even if this is ossighﬁg az}&f@
desi gfipdesi@vbeiont ragmm-léétto|emgypt.thsszogtpn@s)cw{ertqﬁie§t|Sé% T B PEd for
the wirings Ol-f to 401-3 may be | onger than an inherently required

| engt Lhni abasirsntit Gapasirypredecomentartgehe phrtablerdedse 6t he
| engt R%?H{E% W rl&%%%IP’ML 1 St o 401-3 rlyg a mninmumlength required as the

wring. At step 331, the CPU 53 of the portable device 6 decodes the transmitted data

with the key for communication, in association with the command transmitted from
the personal computer 1, at step S327, to output the decoded data. At step 5332, the
display operation command program 112 causes the contents management program
| 111 to increment the number of times of replay count of the air database by 1 in the
contents database 114. At st.ep 9333, the display operation command program 112
checks whether or not the on-playback charging conditions have been added to the
selected contents. If the on-playback charging conditions have been added to the
selected contents, the fee is written via the contents management prograim 111 at step
S334 in the contents database 114. At step S335, the hash values of the entire air
database are newly computed and saved by the CPU 32. If the on-playback charging
conditions have not been added to the selected contents, the processing of the steps
S334 and S335 is skipped.
In the present invention, a variety of techniques are used to prevent illicit

duplication of contents. For example, the program for operating the CPU 11 is a so-



Wth a dedicated circuit, designed for reading out the data fromthe
non-vol atile nenory 34, and which is enclosed in the ad %e;(pﬁ% %@ he
sem conductor IC, data stored in the non-volatile mam)rg PR 5803 ead
out as normally by setting the . i npedance matched to the parasitic
capacity. However, if a probe is connected to the wrings 401-1 to 401-3
to read out data stored in the non-M3f atile nenory 34, the conbined

capaci tance of the parasitic capacitance and the probe capacitance operates
4 Sept r 2003 108 . as..an. i: ' erebf @ichhhged t to
read cgﬁpnggquegge%%ﬁﬂgﬁq%p?ﬁmg%%gﬁ%%%%hag%§ﬂgiﬁcggg fig?l processi %%di n case

the portabl e device 6 recgeives H_;eg-set data fromthe personal conputer 1
i s exipbai orgleXgCUtBXORSrAGOR 0 @AW owchart  of Figs. 38 and 39. At step S40

1, the CPU 11 of the personal conputer 1 generates r nunber Na. At
step 5402, Aldee acRipldined dbbwepermutiah m%ﬁpuf@wtlpm@‘gﬂmﬁ’gfﬁﬂétﬁ%%f t he
personal conputer 1,a category nunber G of the key and the random nunber Na

Lo t NG GAPhE MEviditd 26155 Bardab, sohthalitht Roofill krepueteriabléevi ce 6 -

gener m nu At step S422, the portable device 6 receives
o R oSSR 6 A gyl iy o
e b chnie, mscdantibey doons Torashvtebs ok A G JFAEE s the
stored in the air database itself, but is stored in the non-volatile memory 34 of the
adapter 26. That is, past hash values, used for comparison with the previous hash

values saved at steps S32 and S33 of Fig.8, are stored in the non-volatile memory 34.

If, for example, the entire recording contents including the contents stored in the HDD
-21 are backed up before copying or moving to other recording mediums, and the
contents contained in the recording contents backed up in the HDD 21 are re-stored,

after copying or moving the contents saved in the HDD 21 from the HDD 21, it is
possible to prevent the situation in which copying or movement is enabled without
limitations to the disregard of the use conditions.

For example, if contents A and B are saved in the HDD 21, as shown in Fig.33,

the hashed values corresponding to the information of the contents A and B are saved

in the non-volatile memary 34. In this state, part or all of the recording data containing

the contents A and B of the HDD 21 is backed up in the HDD 21. If subsequently the
contents A saved in the HDD 21 along with the contents B are moved to another

recording medium 272, the contents recorded at this time point in the HDD 21 are only




At step 5424, the CPU 53 of the portable device 6 finds the jth master key

Kma[j]. At step 5425, the CPU 53 of the portable device 6 _applies e hash
function, such as SHA, derived fromthe naster key Kl\/a[Jg]SeB%"ftWézb‘% of the
personal conputer 1 to find the key Kab. At step S$S426, the CPU 53 of the
portabl e device 6 applies the hash function, such as SHA, derived fromthe
key Kab, to the random nunber Na, rgpdom nunber Nb and to the ID of the

personal conputer 1 to find a random nunber Rl. At step S427, the CPU 53 of
the portable device 6 generates a random niher SankeashecPEs 109
At stidg Mg}tsﬁ,éoéb@}%r}@ﬁﬁt eﬁo‘?ﬁﬁﬁ%«gn%w cglgglfnroa 3mts theor andom
.nunbers Na, Nb and Sb and the key nunber_.|j to the personal conputer 1. At

st ep théRishtimbugsercrosspondingpier e contensiBies t he random nunbers Na, Nb  and
Sb and the key nunber .j over the interface 17. At step S404, the CPU 11 of

the persomgls quHﬁérgfarﬂmf il @$ thdreckalingdatocottainig thencarienisndiapdddial  key
Ki a, based on the kéy. number j. At step S405, the CPU 11 of the personal

K&”p Kéfé,ﬁéﬂwghg?qc&(gﬁ W@;ﬁs[ﬂﬁ %%&qfdh%qmaggﬁ 283, atidhe-stérelllig thaBIdIMYiynber s

er |,-to nd the random number R2. At step
5406, the CPU 11 of the personal co che WE r ts-dihe
receiW@Mh@@@m&aﬂﬁi%%%&‘et%ﬁéli%mgﬁ erggﬁ)l éﬁg‘?at ed at
step S405. If the random nunbers Rl and_R2 are faqund .to b% not, .thﬂal to
each ghidiaformdtéorpon tletentents B are stored in the non-volatile memory 4, while'the
hashed values computed from the information of the contents A and B are not stored

therein. Thus, at this time point, the hash values derived from the contents A and B

stored in the HDD 21 cease to be coincident with the past hash values stored in the -

non-volatile memory 34, thus detecting the modification of the air database. Thus,
- from this time on, limitations are imposed on the use of the contents A and B saved in
the HDD 21.

As described above, the adapter 26 has enclosed therein the RTC 35, the value
of which corrects the time information based on the time data transferred from another
device, such as EMD server 4, from which correct results of authentication have been
obtained. As the current date and ﬁme, the current date and time outputted by the RTC
35 is used instead of that supervised by the user. Thus, it is not possible for a user to
correct the current date and time of the personal computer 1 willfully to the past date
and time to evade the decision of the replay end date and time as the replay conditions.

The adapter 26 is configured to decode and execute the program transferred in

an encrypted form in accordance with a program pre-stored in the ROM 36 to assure



device is not an authentic device and hence the portable device 6 is not
authenticated to terninate the processing. If it is found at step S406
that the random numbers Rl and R2 are equal to each ot heft SeplembepR0@bl e
device 6 is an authentic device and hence the program noves to step S407
where the CPU 11 of the personal conputer 1 generates the random nunber
Sa. At step $S408, the CPU 11 of th rsonal conputer 1 applies the hash
function, such as SHA, derived fr the key Kab, to the random nunbers Na

and No, to find a . randomnunber R3. At sfe 0 he -9f2 4 he
per s drighercsafptyt €Fhis rankwill baexplaiped éﬁé@ée{gngsgo ?}F‘%ﬂg?ﬁcﬁ# hO(]af]Fr1 'n3d4ci m nunber s
Ra and Sb to the portable device 6. At step $S4 10,  the gléhll of the

personal CpRRYE §F dsipePid e forne chrtsin fronessingien the@dppier &PEMREAL 2003
110 SHA, derived fromthe key Kab, to the random nunbers Sa and Sb, to

find a transie heexatdt&Bonthd adapter 26akungevi ce 6
r'eceiqpé’%p‘fatﬁ]é g%ﬁtggﬁl}%& ts%égﬁ%é%td& Ztep 54%0, t he H?:PU 53 of the

portabl e device 6 applies  the h funct j t ita@Hef rom

the kayenyption kpﬁ@f?%&ﬁﬂﬂﬁ%%@ 5%&3@,%’ ﬂ?%&‘é‘?‘?ﬁ L:"a? i?iao dom nunber R4.

At step 5431, the CPU 53 of the portabl e device checks o%@(%diﬂg not
r

the rahgeer 26inhethdROMES ofthd sdapieratt topiendor G R ASTATR gener at ed
at step S430. If it is found that the random nunber R3 is not equal ,to the

Eﬁﬂgﬁ%%dﬁ Bgﬁgﬁﬁﬂmé hogiahsatipted Somdéading thmenayptad posrie e gsd
from the personal computer 1 and for executing the decoded program. The CPU 32
at step S352 decodes the program transferred from the personal computer 1 in
accordance with the program stored in the ROM 36. The CPU 32 at step S313
develops the decoded program in the RAM 33 to execute the program at step S354.

- When causing the adapter 26 to compute the hash value of the air database of

" the HDD 21, the CPU 11 of the personal computer 1 encrypts the data of the air
database with the encryption key to transfer the encrypted data to the CPU 32 of the
adapter 26. The CPU 32 applies the hash function to the data of the air database
transferred thereto to compute the hash values. The computed hash values are stored
in the non-volatile memory 34. Alternatively, the hash vatues are compared to the
previously stored past hash values to give the results of comparison which are
transferred transition probability the CPU 11 of the personal computer 1.

Fig.35 shows a more detailed inner structure of the adapter 26 configured as a

semiconductor IC. The adapter 26 includes, in addition to the interface 31, CPU 32,

RAM 33, non-volatile memory 34, RTC 35 and the ROM 36, a RAM controller 301




hence the personal conputer is not authenticated to termnate the
processing. If it is found at step 5431 that the random nunber R3 is equal
to the random nunber R4, the personal conputer 1 is an 4bepembec2¢s sonal
conput er and hence the program noves to step S432 where the CPU 53 of the.
portabl e device 6 applies the hash function, such as SHA, derived fromthe
key Kab, to the random nunbers Sa and Sb to find the transient key Ks. The
personal conputer 1 and the portabll®bdevi ce 6 authenticate each other to

obtain a common transient key Ks. Meanwhile, it has been ex%gzneﬂl above
; 26,

"t hat : | 26-08tfor thedpAM 33, and &t logtc €I %405,
s408,ft°g§?g?‘%gﬂ%ﬂ§1§%3t%ﬁ%2§2. Alternatively, DES, for exanple, my be

applied, Referring to fhe f \gﬁt@z hisd d6ntents atid diréutly ealippHa:|
aut helﬁglcc%!ﬁ‘ﬂhgb‘g?%‘&sé’éjs‘%’ﬁegn@% ca &S?Bfﬁgﬁsm tting pre-set data fromthe
personal conputer 1 to the 4 SIPe]géenber 2003 portabl e device 6 is explained.

At st'@ncﬁ@ﬁd&ddatmﬁgﬂuﬂleladﬁpt? ‘personal conputer 1 generates a random

nunber Na. At step S452, the personal conputer a 1S _ f the
personal Ccygp %bgipohen@gaﬁwoﬂye intertfece Th tothe @%@éomc%@? ‘g%%[;l%?
conputer 1, category nunber Gs of the key of the portable device and the

random er. Na. fot Sitkiexile essembledsirep SaBIcOndyEt 49 of the
portaﬁ%%%Pé@%%@ﬁe@tggﬁiandom n%nber Nb. At step S482, the portable

e Fasshoos e B S FERRRE IR, e v

A quartz oscillator 311 is used for generating reference clocks by the adapter
26 executing variable processing operations. An oscillator circuit 312 is used for . T
operating the RTC 35. A battery 313 supplies the power for backup to the oscillator
circuit 312, non-volatile memory 34 and to the RTC 35. Other circuits of the adapter

| 76 are fed with the power from a power source supply circuit 321 of the personal
computer 1.

The non-volatile memory 34 may be configured by a write-erase ROM.
However, if the non-volatile memory 34 is formed by a RAM backed up by a backup
power source from the battery 313, it is possible to form a protective aluminum layer
351 on the non-volatile memory 34, and to form a power source pattern 352 flush with
the protective aluminum layer 351 to supply the power from the battery 313 to the
non-volatile memory 34, as shown in Fig.36. By so doing, if it is attempted to delete
the protective aluminum layer 351 to modify the non-volatile memory 34, the power
source pattern 352 flush with the protective aluminum layer 351 is also deleted to

interrupt power supply to the non-volatile memory 34 to erase the data stored therein.




t he personal conputer 1, category nunber Gs of the key of the portable

device 6 and the random nunber Na fromthe personal conz)#tgerg?b. At step
5483, the CPU 53 of the portable device 6 finds the key®REASEIE 26043 t he

master key Kma fromthe category Gs of the key of the portable device 6. At
step S484, the CPU 53 of the portable device 6 finds the jth nmaster key
KMa[j]. At step $485, the CPU 53 ofm»pe portabl e device 6 applies the hash
function, such as SHA, derived fromthe naster key KMa[j], to the ID of

t he personal conputer .1, to find the key Kab. . St , the CPU 53 of
the plhissbueture Qﬁ@nbediahagetﬁ%@ﬁ%yi“?ﬂﬁ%é?m?%fg%‘%ﬁﬁﬁ‘?ﬁ%?‘ key Kia, based
on the category nunber Go of the personal conputer 1. (ft sfteE]aS487, t he
CPU 58efefrihfi€o Mg 3Tpvaridgy 40d- b tadplidefon datanuaie and, Feaq Qi 1oL the DOR™ s
derived fromthe master key KMa[j], to the key Kab, to find the key K ab.

At smﬁgﬁiﬁ%ﬁ?@ ngg';ﬁlg%&{né@go Rarioablelidevne anbttmpphi the uprentdzdowin

func P 003 112 such as SHA, derived fromthe key K ab, to
o gerbreation (GrpihanaB A eEion) eh e e SGiions, R ptarpIaTe (bl ¢
dovi amyfir wamiri(nhioBAd ORE? nred b e Emo B HAESpey e obbiBia TP 70 o
5453, the personal conputer 1 receives the ID of the portable_ device 6,
lower wiring layer 401-3, such that data cannot be read simuitaneously fomthe plurae‘l
wirings 401-1 to 401-3.
w7 The non-volatile memory 34 may be constructed to render the wirings 401-1 to
401-3 redundant, For example, if the wirings 401-1 to-401-3, provided in the inside
of the non-volatile memory 34, are used to interconnect the elements making up the
-non-volatile memory 34, such as transistors, the path is not designed to be linear, even
if this is possible, and is designed to be of a pre-set length. By so doing, the length
required for the wirings 401-1 to 401-3 may be longer than an inherertly required
length, such that the parasitic capacitance is larger than in case the length of the
wirings 401-1 to 401-3 is a minimum length required as the wiring.

With a dedicated circuit, designed for reading out the data from the non-volatile
memory 34, and which is enclosed in the adapter 26 as the semiconductor IC, data
stored in the non-volatile memory 34 can be read out as normally by setting the
impedance matched to the parasitic capacity. However, if a probe is connected to the

wirings 401-1 to 401-3 to read out data stored in the non-volatile memory 34, the

combined capacitance of the parasitic capacitance and the probe capacitance operates




random nunbers Nb, R1L and Sb and the key nunber j via the interface 17. At

step $454, the CPU 11 of the personal conputer 1 applie h as
function, such as SHA, derived fromthe naster key KNP, ﬁtst(?p%"ﬂ)&rpﬂgle of

the portable device 6, to find the master key Km At step S455, the CPU 11
of the personal conputer 1 finds the jth personal key Kla. At step $456,

the CPU 11 of the personal conputerigR applies 1 applies the hash function,
such as SHA, derived fromthe key Kla, to the random nunbers Na and Nb, to

find the key K ab. At step {457, .. 2 PRASARIN. conputer 1
appl iasan welueasme facter o endeky déﬁ@ﬁ“&érai%gtaﬁ%%the %‘éy K ab, to the
random nunbers Na and Nb, to find the,random nunber . 1A 8, the
CPU 11 of Thergepswahauthenfieatinn progessipg &C%ﬁgﬁﬁé’ ﬁ&sﬁn%&?ié%g?éﬁéom
nunmber Rl received is equal to the random nunber R2 generated, at ,step S457.
| f tf}ﬁetﬁiqg@a RéR Eie Pérsofall cemputent] iscexiplaingd by refertmg to Erhémf‘éh meral s
R2, the '

portable device 6 is not an authentic device, and hence is not

L AP 1, AT et et

equal to random nunber R2, the portable
device 6 is an _authentic. l.C n 12098s1hits
progrmﬁmwnbﬁfﬂ%pq@i% grﬁietﬁg%cgﬁoiih%psﬁséggggé@ n?l% conputer 1
generates a random nunber Sa. At step S$S460, 't U.l1l of nal
conpugtes TN ofjtht ipessdrted coanputen ot $BALOTYSHERbSE Egﬂﬁﬁled%ﬂ %ﬁt‘ﬁgém ‘?‘ﬁ@ key
Kla, to the random nunbers Nb and Na, to find
number Na to the portable device 6.

At step S421, the CPU 53 of the portable device 6 generates a random number

Nb. At step S422, the portable device 6 receives the ID of the personal computer 1,
category number G of the key and the random number Na, transmitted from the
-personal computer 1 over the interface 17. At step 9423, the CPU 53 of the portable
device 6 finds the key number j of the master key KMa from the key category number

G.
At step S424, the CPU 53 of the portable device 6 finds the jth master key

Kmalj]. At step S425, the CPU 53 of the portable device 6 applies the hash ﬁmctiop,
such as SHA, derived from the master key KMal[j] to the ID of the personal computer

1 to find the key Kab.
Y; step 5426, the CPU 53 of the portable device 6 applies the hash function,

such as SHA, derived from the key Kab, to the random number Na, random number
Nb and to the ID of the personal computer 1 to find a random number R1. At step

S427, the CPU 53 of the portable device 6 generates a random number Sb.



transmts the random nunbers R3 and Sb through the interface 17 to the

portable device 6. At step S462, the CPU .11 of the per4Saptembendider 1
sends the random nunbers R3 and Sb to the portable device 6 through the
interface 17. At step S462, the CPU 11 of the personal conputer 1 applies
the hash function, such as SHA, derjpged fromthe key Kla, to the random
nunbers Sb and Sa, to find the transient key Ks. At step 5491, the CPU 53

of the portable device 6 recejve he r hgr itéABe Sandébin st ep
S492, t he APsteg3S428; the ggﬁ Qfdéﬁlioé%gﬂgpraﬁlgwggttﬁaen@sh function, such
as SHA, derived fromthe key Kab, to the random nqt‘inbers Nbland Na, to find

a I anfeRbaML NRand/Sb stdtheskganumber ChtsapSFORRLORIYED e devi ce 6

verifies whether or not the random nunber R3 received is equal oh&lge
f ound

random nu ngg %,tgPF%"’"O@e RRS pLASnal cibpntepOeceivestthe T O HTHIASES

not to be the “random nunber R4, the portable device 6 is not an

aut hentj ¢ devi ce, and hence i s ti Ycthe @RU 1 befghecessin
i s te&ﬂdﬁhla@é.tﬁﬂ(ey%u? %do?ﬁeﬁﬁﬁr%g‘%te%%@gq' f’?ﬁfﬁ“gts ggb’e equal i ;

to the random
nunber R3, the portable device 6 .is an.aufhenti.c,. | gnt he
pr ogrgersonaleomputer dfirgisghe key rlgali’ RRnEBIy 1! @F @ﬂgﬂ%ﬂéﬂ}?{%&%ﬁgg g?/fu:c e 6
applies the hash function, such as SHA, derived fromthe kei%/ Eﬁﬂ?st&l{% the 4
Sept effagte2 R ber 11 Atrseer 840 St BUSHL ahthesperspaak 6qaPYICE 1 IRMLGSIY key
Ks.

in thi"s manner, t he personal conputer 1 and the portable ggd\{i e 6
aut heﬁé[ts'hc tection, such as SHA, to the random numbers Na, Nb and Sb and the key

’ number j, to find the random number R2.

At step S406, the CPU 11 of the personal computer 1 checks whether or not the
received random number R1 is equal to the random number R2 generated at step S403.

If the random numbers R1 and R2 are found to be not equal to each other, the portable
device is not an authentic device and hence the portable device 6 is not authenticated
to terminate the processing. Ifit is found at step S406 that the random numbers R1
and R2 are equal to each other, the portable device 6 is an authentic device and hence
the program moves to step S407 where the CPU 11 of the personal computer 1
generates the random number Sa.

At step S408, the CPU 11 of the personal computer 1 applies the hash function,
such as SHA, derived from the key Kab, to the random numbers Na and Nb, to find a
random number R3. At step $409, the CPU 11 of the personal computer 1 causes the
interface 17 to transmit the random numbers Ra and Sh to the portable device 6. At

step 5410, the CPU 11 of the personal computer 1 applies the hash functions, such as




each other to acquire a comon transient key Ks. The procedure shown in the

flowchart of Figs. 40 and 41 is stronger than that shown, in the f har t
of Figs.38 and 39 in its defence against the "disgui sefgﬁP?H@ﬁ&&%

Meanwhi l e, it has been explained above that the hash function such as SHA
I's applied at steps S485) S487, $S488, S454, S4561 S457, S460, S462, S492

and at S494. Alternatively, DES, fglr (ﬁxarrpl e, may be applied. As described
above, the, personal conputer 1 an 1t e portable device 6 can cope wth

t he "di sgui sed” aggression efficiently and jpotent] %%/ ' ,
enpl SHAgdetived frem frokeyt Kabmetﬁpirefa@gl@ﬂl%?‘g%fé S8, ﬂr‘fé 48 ?&‘?fée*é‘y’%gliéﬁt
differential detection power in keeping with the processing perforned

afterké}hgsy eci procal authentication. The processing of encrypting the
source“programis explained with reference to the flowhart of Fig.42. At

step S501, %ﬁpgtﬂg?%@aﬂﬂ% fgaxg ,iao}t!hBIbSdE'vti@e Gradefvesdhe sandone npragram t o an

aut hentic ton, 'not s via the communi cation device 25. At
step S502, the autheniication tdA0n i1 lies shenakhr e,
whet hR# argh Shot At ﬁ@%gfig@eﬂ'ﬁr Gg’ﬁ‘grﬁ%gﬁ\fﬁéé{?rﬁ&-?’???gﬁg ??p?hes recei ved
source programis found to have been i fied, the processi t be
cont i iurtionsehchasSH Ahderpvastizeni thg kebfggﬂé ﬁﬂﬁ}?ar@@gpﬂﬁmflﬁ‘é%r@@ gﬁ ge ’sour ce

programis found at step S502 not to have been nodified, ~the program noves
to St%féé%@\i&ﬁ%ﬁ@@ﬁ.b@%pﬁ% bythe CRUW6R oftlee p@ﬂébl{e}@@‘ftcécé9 54
e 3 115

= ewhether or not the random number R3 received is equal to the random number R4

generated at step S430. Ifitis found that the random number R3 is not equal to the
random number R4, the personal computer is not an authentic personal computer and
hence the personal computer is not authenticated to terminate the processing. Ifit is

| found at step S431 that the random number R3 is equal to the random number R4, the
personal computer 1 is an authentic personal computer and hence the programn moves
to step $432 where the CPU 53 of the portable device 6 applies the hash function, such
as SHA, derived from the key Kab, to the random numbers Sa and Sb to find the
transient key Ks.

The personal computer 1 and the portable device 6 authenticate each other to
obtain a common transient key Ks. Memﬁhﬂe, it has been explained above that the
hash function such as SHA is applied at steps S425, 9426, 8405, 5408, 5410, 5430 and
at S432. Alternatively, DES, for example, may be applied.

Referring to the flowchart of Figs.40 and 41, the reciprocal authentication

processing in case of transmitting pre-set data from the personal computer 1 to the




source programw th the encryption key of the authentication station. At
step S504, the authentication station transmts the encrypted source

programto the personal conputer 1. At step S505, the péPsplexibecddphter 1
records the received source programon the HDD 21 to term nate the
processi ng. The above is the manner of encrypting the source program
Meanwhi |l e, the EMD servers 4-1 torfl;13 or a pre-set safe server nay al so be
used to encrypt the source programto take the place of the authentication

station. The processing of the adapter 26 ti the ener. urce
pr ogrpurtatde deviok i inedpleingd.r At step lt:éﬁ% @ﬁﬁ;&ﬂﬁ??eﬁor’l@?ﬁg%ﬁﬂff)st ep
- 5521, the CPU 32 of the adapter 26 decodes the encrypted source p)t{logram
r ecei yed feombh@opansabel Nacarptepes4 30, the phrsanabpemputsy birappgits the

aut hentication station pre-stored in the non- volatile nenory 34. At step

S522,..th U32 o ter hé&p bf eherielyeof the persendle t he
deco (go cEefﬁPBé;‘réﬁﬁlPﬁ&gtléﬁa%??ﬁ'qﬁg CPLeth32 of the adapter 26 verifies

whet her or not the results obtained on.gxecut] Prosd@ are to
_ be tremupiterdd Cﬂtﬁgoﬁlén}i@%tt&eéﬁ% of t%ﬁﬂlfp#ﬁé@g dfegfcfeztgﬁgﬂﬁat the results
be not transmitted to the personal conputer 1, the processing is
termﬂ@he,erl\lajtoithei;&rfabﬂmdemmﬁep S523 that the results be transmtted to

t he personal conputer 1, the program noves to step S524 where the , CPU 32

of the adaﬁé\&%{ep? L ENGRY OPE) 5B ofHes pbitablef deviexGigenerases 2 rendmmaEnbiiogr am
wth a pre-se ey.” At step S525, the CPU 32 of the adapter 26 transnits

the engr VRL edy S0 S pbitabliuite 81Rbei78FBY BD oF the pessotiabebmphiter 1,

proce
Ty

~ transmitted via the interface 17 from the personal computer 1, category number Gp of
the personal computer 1, categ;)ry number Gs of the key of the portable device 6 and
the random number Na from the personal computer 1. At step S483, the CPU 53 of the

‘portable device 6 finds the key number j of the master key Kma from the category Gs
of the key of the portable device 6.

At step S484, the CPU 53 of the portable device 6 finds the jth master key
KMaljl. At step S485,the CPU 53 of the portable device 6 applies the hash function,
such as SHA, derived from the master key KMal[j], to the ID of the personal computer
1, to find the key Kab. At step S486, the CPU 53 of the portable device 6 finds thekey
mumber k of the master key Kia, based on the category number Gp of the personal
computer 1. At step S487, the CPU 53 of the portable device 6 applies the hash
function, such as SHA, derived from the master key KMa([j], to the key Kab, to find

the key K’ab.
At step $488, the CPU 53 of the portable device 6 applies the hash function,




4 Septenber 2003 116 As descri bed above, the adapter 26 executes the
encrypted source programand, in a pre-set case, encrypts the results
obtained to transnit the results to the personal conputépegtember 2§03 so
possi ble to encrypt the object programin order for the adapter 26 to
execute the encrypted object program Fig.44 shows the flowhart for
illustrating the processing of encrypting the object program At step-
S541, the personal conputer 1 cor‘rp‘iﬁées the source programto generate the

pre-set object program The processing fromstep S542 to ﬁﬁp 546 1S
sim lg ,%Eﬂglmﬁt f&9ved bom 850 key & abt ep fissobeaaadaranbes Rlot AL R ned

speci y. Eig.45 is a flowhart for illustrating the processing of

he AT g P B e e A e e ot

decodes "the encrypted object program

received fromthe perso er ' YISIB doneroller
aut hent i caf\t ggpstdal; cgﬁjéjgggﬁ eipﬁ%{a}]?géﬁ%ﬁf)ggrg?lﬁ eSﬂr}gm)ry 34. At step

S562, the CPU 32 of the adapter 26 devel ops the decoded ' am on
the RfMo Bansmitethedt ef theepartahje daviceife TB‘F@E‘E@’PI risﬁkit}n Igfbelg& EE E{&Qtﬂg step
S565 is simlar to that fromstep S523 to S525 of Fig.43 and hence is not

expl aj p&ﬁ? heflll y. The other processing of encrypting the object
progr ér‘ri;pslgrslélexp i|1ned by referring to the flowhart of Fig.46. At step

L L b e PR Gt o e o
random numbers Nb, R1 and Sb and the key number j via the interface 17. At step
S454, the CPU 11 of the personal computer 1 applies the bash function, such as SHA,
derived from the master key KMP, to find the ID of the portable device 6, to find the
master key Km. At step $455, the CPU 11 of the personal computer 1 finds the jth
-pcrsonal key Kla. At step S456, the CPU 11 of the personal computer 1 applies 1
applies the hash function, such as SHA, derived from the key Kla, to the random
aumbers Na and Nb, to find the key K’ab. At step S457, the CPU 11 of the personal
computer 1 applies the hash function, such as SHA, derived from the key K’ab, to the
random numbers Na and Nb, to find the random number R2.

At step S458, the CPU 11 of the personal computer 1 verifies whether or not the
random number R1 received is equal to the random number R2 generated at step 5457.
If the random number R1 is found not to be equal to the reference numerals R2, the

| portable device 6 is not an authentic device, and hence 1s not authenticated, such that

the procéssing is terminated. If the random number R1 is found to be equal to the

random number R2, the portable device 6 is an authentic. device, and hence the




through the interface 17 At step S5 83, the personal conputer 1 receives
the application key Kab and the 4 Septenber 2003 117 individual key Kidyv,
generated based on the -key Ks proper to the adapter 26,4 &a8temher 2603 s
stored in the non-volatile nenory 34 of the adapter 26, fromthe adapter 26
through the interface 17. At step 5584, the CPU 11 of the personal conputer

1 encrypts the object program by tRhg application key Kap. At step S585,
the CPU 11 of the personal conputer | encrypts the naster key KM

contained in the context_w th he ., hdi Vi i uter BbeRerdtes86, the
CPU ptogram moves te st §&%ﬂ®@§h¥¢gﬂﬂmggﬂ%§§%ﬁ‘%§ﬁ‘& ogra% encrypted by
the applicati.on key Kap and the naster key KMo contained in the context

encr yahadomi iimbbeSandi vi dual key Kidv in the HDD 21 to terninate the

processing. I'n this manner, the personal conputer | is able tgﬁﬁn.crypt t he
obj ect pr%{(ﬁx@ E@gd, fRecpontiext theipehsdriad campluteral applissshie kaph HHPUORe
€ |

I ndi vi dual v supplied fromthe adapter 26. The processing of the

o oe ot 325 derR LBt iy RIPSpR TR b DB in D O e T

I's explained wwth reference to
the flowhart of Fig.47. At st

oo st sanbet RS, thistom a6t edd Il Wwﬁééﬁgé?@gﬁgﬁr §8#idhits oy
et beompuss 3 and S Shtough tne tentoce 17 Fhé pERELIPASHLE. Wi
i ndi wi,dyahds@ynunbers R3 and Sb through the interface 17 to the p

step $462, the CPU 11 of the personal computer 1 sends the random numbers R3. and
! Sb to the portable device 6 through the interface 17. At step S462, the CPU 11 of the
personal computer 1 applies the hash function, such as SHA, derived from the key
Kla, to the random numbers Sb and Sa, to find the transient key Ks.
_ Atstep S491, the CPU 53 of the portable device 6 receives the random numbers
R3 and Sb. At step S492, the CPU 53 of the portable device 6 applies the hash
function, such as SHA, derived.ﬁ‘om t_he key Kab, to the random numbers Nb and Na,
to find a random number R4. At step $493, the CPU 53 of the portable device 6
verifies whether or not the random number R3 received is equal to the random number
R4 generated at step S492. If the random number R3 is found not to be equal to the
random number R4, the portable device 6 1s not an authentic device, and hence is not
authenticated, such that the processing is terminated. If the random pumber R3 is
found to be equal to the random number R3, the portable device 6 is an authentic

device, and hence the program moves to step S494 where the CPU 53 of the portable

device 6 applies the hash function, such as SHA, derived from the key Kab, to the



At step 5602, the CPU 32 of the adapter 26 applies the hash function to the
key Ks and the application key Kap pre-stored in the non-vol atile nenory
34 to generate the individual key Kidv. At step S603, th8eriPUben2@33 t he
adapter 26 decodes the received object program by the application key Kap.
At step S604, the CPU 32 of the 4 Septenber 2003 118 adapter 26 decodes
the master key KMo with the individual key Kidv. At step S605, the CPU 32
of the adapter 26 executes the obj ééﬁ program by exploiting the context
cont ai ning the decoded naster key KMb . The {%(rgocessi ng from step S606 to

St ep  S6@Sni furtbérs| S ardSh et fifid dine traegiestkey K. step 5525 of Fig. 43 and
hence 1s not explained specifically. In the processing shown in the

key ki dv. df i phill theportablerdnice 6eutieaticnts vi dual
key Kidv IR faSpilor, HpAS oI onduce p

Fig.46, is able to execute the encrypted

obj ect program Thus, the adapters.. trhan Ask Rewnhirc thdas
t r ansachtiBer k@ FCANING ﬂlfé’llm?gﬁ W?wgﬂgﬂﬁhﬁg?l (;[E\/\};:Eﬁgrt of‘lﬁfzisg. 46 is able to

decode the object program however, is unable Lo eco@e : , such

hat fiswdiarsofbis Aok bmatiages tenshaptuob B B ATFERFL b FET &1 D0

the flowhart of Fig.48, the processing of causing the CPU 11 of .th
awelygﬁ g’dﬁf)‘?er 26

per sogk hoh@sEupstdispmised” aftaclhe Me i hambaen k&P
execg{%gn?ﬁe 0 Jﬁg%tgprggram [ gglgxpl ained. At step S65 1, the CPU 32 of the

20Dt ot e OIDGh B RO o SPIRIXhyon sleps BASS0SAST, BBy it

accor

$456, S457, S460, S462, S492 and at S494. Alternatively, DES, for example, may be
applied. ' o

As described above, the personal computer 1 and the portable device 6 can cope

with the “disguised” aggre‘ésion efficiently and potently by selectively employing the
-reciprocal authentication processing procedures with differential detection power in
keeping with the processing performed after the reciprocal authentication.

The processing of encrypting the source program is explained with reference
to the flowchart of Fig.42. At step S501, the personal computer 1 transmits a signed
source program to an authentication station, not shown, via the communication device
25. At step S502, the authentication station verifies, based on the signature, whether
or not the source program has been modified. If the received source program is found
to have been modified, the processing cannot be continued, and hence the processing
is terminated.

Ifthe received source program is found at step 8502 not to have been modified,

the program moves to step S503 where the authentication station encrypts the received




rule. For exanple, in the processing for repeating the basic structure,
such as Feistel structure, as in the case of a DES encrypting or decodi ng
program this conversion executes Ex-OR operations a pr%%@?%ﬁﬁ@% of
tinmes on a 48-bit enlarged key and on an appropriate random nunber used in
the so-called Feistel function, to render the decoding of the enlarged key

difficult. Also, in the case of a rirggram decoding a | arge 4 Septenber 2003
119 ampount of data in the DES CBC (1 i pher bl ock chai ning) node, the

processing of the iterative structure is not executed segge%l but
the pomeegrbgmimwifi theancryption keyeof the authantication statan, Fdatd ously
on a large quantity of data to render the decoding of the en]arged key

di ff igildnticAtist. stafienC adasedtsr drpendiyiged ossuresi pigramt itorheopersosabour ce
programis changed each tine. This code is such a code in which the code

denoti ng addijtion s gshs A £N0kdRgdd e Rddived isoarcon

corr &8 §T tlo 3‘3"“%’ SSStJng t@%&f&%g c%ﬁ%i&tg of the adapter 26 transnits the
converted command ueue to the personal conputer 1 via the interface 31.
At smpg%@,nthheﬂ]é%lﬁliomﬂmﬁét JBRSFSSEHFput er | executes the deshuffl ed

command queue. At step S654, the CPU 11 of the personal conputer 1
transnits Theaboestd tiee nfanpenof spémyptinig thic rrogrem PEGEAGY i Wgeaﬂll’f@u&oﬁhﬁnd

gueue. At step S655, the CPU 32 of the adapter 26 continues the processing
based:Oh servers 4-1 to 4-3 or a pre-set safe server may also be used to encrypt the source
program to take the place of the authentication station.

The processing of the adapter 26 executing the encrypted source program is
explained with reference to the flowchart of Fig.43. At step 8521, the CPU 32 of the
adapter 26 decodes the encrypted source program, received from the personal
lcomputer 1, with an open key of the authentication station pre-stored in the non-
volatile memory 34. At step $522, the CPU 32 of the adapter 26 starts the interpreter
to execute the decoded source program.

At step $523, the CPU 32 of the adapter 26 verifies whether or not the results
obtained on executing the source program are to be transmitted to the personal
computer 1. Ifit is found that the results be not transmitted to the personal computer
1, the processing is terminated. If it is found at step §523 that the results be
transmitted to the personal computer 1, the program moves to step S524 where the
CPU 32 of the adapter 26 encrypts the results of execution of the source program with

a pre-set key. At step $525, the CPU 32 of the adapter 26 transmits the encrypted

results to the personal computer 1 to terminate the processing.




the results of the processing received fromthe personal conputer 1 and the
conputed results conputed and held by the CPU 32 of the adapter 26. At
step S656, the CPU 32 of the adapter 26 verifies whet hef S§ptenter 2fe3
personal conputer 1 is to execute the processing. If it is found that the
personal conputer 1 is not to execute the processing, the processing comnes
to a close. If, at step S656, the pii onal conmputer 1 is to execute the
processing, the programreverts to p S65 1 to repeat the processing of
causing the personal. conputer 1 to execute the processing. B havufg part

of the progedsidribed alidve, thiej aelapton2bpexecntosdhe coerypied parge 2003

120 personal- conputer 1, the adapter 26 is able to execute the processing

of thg 2 E»i'@-%&t cReOShET I ARk It Bt AAé Rty trafibmitatioptaultol therpersonalt he
command dueué confain In the object program to transmt the comand
gueue to the personal conputer | to render the decoding of the object
progr SHPMSi Lbult. 1f the adapter 26 encrypts the command queue cont ai ned

in the object programto transmt the encrypted co d.gueye bj ect
program i $t iselsepessihisrte ancryplcieto gctdg@gE%P qliofggrﬁf]omﬂe Baﬁf&tgiz%n% of
encrypting the object program which the personal conputer, 1 sends _ to the

adapt gged@ftelic enaypitaobject progeamy diigddtshomisghddlovechart fosallestsatine own at
step S652 is executed for the source program the object program is

' endeia%icéggfn% St difdrGptihg B E6eeHBrogram. At step S541, the personal computer 1
| coﬁlpiles the source program to generate the pre-set object program. The processing
from step S542 to step $546 is similar to that from step S501 to'step S505 and hence
is not explained specifically.
Fig.45 is a flowchart for illustrating the processing of executing the encrypted
| object program by the adapter 26. At step S561, the CPU 32 of the adapter 26 decodes
the encrypted object program, received from the personal computer 1, using an open
key of the authentication station pre-stored in the non-volatile memoty 34. At step
S562; the CPU 32 of the adapter 26 develops the decoded object program on the RAM
33 to execute the program. The processing from step S563 to step S565 is similar to
that from step S$523 to $525 of Fig.43 and hence is not t_axplaiged specifically.
The other processing of encrypting the object program is explained by referring
to the flowchart of Fig.46. At step S581, the CPU 11 of the personal computer 1
requests the adapter 26 to issue an application key Kab and an individual key Kidv
through the interface 17

At step S583, the personal computer 1 receives the application key Kab and the



Finally, the processing of downl oadi ng the encryption key which encrypts
the nusic data downl oaded free of charge at the outset by the persona
computer fromthe EM servers 4-1 to 4-3 and of maki ng 4Repieaber 80t is
expl ained by referring to the flowhart of Fig.49. At step S671, the
personal conputer 1 perfornms reciprocal authentication with the EVD
servers 4-1 to 4-3 over the networlig At step S672, the CPU 11 of the
personal conputer 1 transmts data specifying the replay conditions_of the

25, mdiviiush ey i reemenid Deoed on i Ky Keop BT S e BATD, (2! €€

pai red amount to the personal conputer sed,on t eceihve

i ndi eeiithgs ttoeed Bptleynaowdlatile nemary 34 é’g ?@?Ptf'ﬁzg$9)ml%{‘eoq%agﬁéera%6er sonal

conputer 1 denonstrates the data of 4 Septenber 2003 121 the paid anount,

recei K%ﬂl 18 hherfEMD 1ger viarsted S 84o the LPLn11 hof thiesprragnalocomputifep  S675,
er

t he vers 4-1 to 4-3 request the personal conputer 1 to transrip't
e.g., the nber, of : ' WK apt ABitep SS8B6the GRLLERO

act u&ﬂ"@wtﬁgﬂ?g&%g%&%g]%gﬁﬁﬁ%ﬁé}g%%{eor%éto 1?\nput gata such as the credit
card nunber to the personal conputer 1, L gh | dositdA6wHBt @ such
as tnhe@eemnalgaﬁmm%i@ncww %%M%C{imgbé‘ﬂ @A(({O% s ep S677, the
EMD servers 4-1 to 4-3 execute the settlement processin based at a

o Ce vl key Kadnonabop @i, S10 GPUA | of e Bosanal arEneRer dapems™ 3 1
to 4-3 transmt the pre-set encryption Ifey to the personal corrputﬁ&bl over
the the object program encrypted by the application key Kap and the master key

o contained in the context encrypted with the individual key Kidv in the HDD 21 to
terminate the processing.

In this manner, the personal computer 1 is able to encrypt the objcct.program
and the context with the application key Kap and the individual key Kidv supplied
from the adapter 26.

The processing of the adapter 26 executing the object program encrypted in
accordance with the procedure shown in the flowchart of Fig.46 is explained with
reference to the flowchart of Fig.47. At step S601, the CPU 11 of the personal
computer 1 transfnits the object program encrypted by the application key Kap and the
master key KMb contained in the context encrypted by the individual key Kidv.

At step S602, the CPU 32 of the adapter 26 applies the hash function to the key
Ks and the application key Kap pre-stored in the non-volatile memory 34 to generate
the individual key Kidv. At step S603, the CPU 32 of the adapter 26 decodes the

received object program by the application key Kap. At step S604, the CPU 32 of the




network 2. At step S679, the personal conputer 1 receives the pre-set
encryption key, transmtted fromthe EMD servers 4-1 to 3 _over

network 2, to termnate the processing. If the personal4 éﬁﬁm %¥2§&§

downl oads the encryption key fromthe EVMD servers. 4-1 to 4-3, and the EMD
servers 4-1 to 4-3 execute the processing for settlenent, the processing
of authentication, encryption or sejjgement is unnecessary to perfon-n when
the personal conputer 1 downloads the nusic data fromthe EMD servers 4-1

to 4-3 o) c data ' can be downl oaded
pron'pﬂdapte :H%Bﬁ‘éo %r'bsam}er E%Mt@ﬁéy%éﬂlg@l ngésy Iutggg as a recording
medi um The present invention can, hovvever 1o transfe ring or
copyi ng daAa step 8605y therGREr 32 0§ the didanter 24 d@pg{;

settlerrent i's executed based on data such as credlt card nunbers t he

settl eﬂio‘i@eﬂ%eﬁ%@m@)thé Hecpdabmastes ksy&iMb . S presessingdomo2 as
smash rad mark). It |s al so possible for the personal conputer 1 and the

S SGE8Neha'ta 1?}%§r§6 B iseRr O fohDLRPB S e 5525 ofFigs4Bgndhe

proto ransport protocol) as provided by the
| S09798-3 prior to the pragessi ng shown mtheflowchart of Fig.49. In the
f or egloemes Bayy 318pd SP$E1EAHYabl e device 6 stores the individual key at

e ot et e et e e bt o, TV SRple S5 BheRded Trom
transmitted the individual key Kidv of the flowchart of Fig.46, is able to execute the |
encrypted object program. Thus, the adapters other than the adapter 26 which has
transmitted the individual key Kidv in the ﬂowchart of Fig.46 is able to decode the
object progrﬁm, however, is unable to decode the context, such that it is unable to
-execute the‘ encrypted object program.

Referring to the flowchart of Fig.48, the processing of causing the CPU 11 of
the pérsonal computer 1 to execute part of the processing when the adapter 26
executes the object program is explained. At step S631, the CPU 32 of the adapter 26
converts a pre-set command queue of the object program in accordance with a pre-set
rule.

For example, in the processing fof repeating the basic structure, such as Feistel
structure, as in the case of a DES encrypting or decoding program, this conversion
executes Ex-OR operations a pre-set number of times on 2 48-bit enlarged key and on

an appropriate random number used in the so-called Feistel function, to render the

decoding of the enlarged key difficult. Also, in the case of a program decoding a large




EMD servers 4-1 to 4-3 after the user has purchased the portable device 6.

The data may al so be picture data or other data, in addition to the nusic
data. In the foregoing description, the portable device4&epiembeedidd a
recording nedium The present invention can, however, be applied to noving
or copying data to other recording nediuns. The contents nmay be picture
data or other data, in addition to ic data, such as nusical air data or
audi o data. 4 Septenber 2003 123 CL 1. An information furnishing

apparatus connected over a network o an.inforpation,proc I: r-at us,
conpransowat: ofodataim thex DESHCREa hephey {’k@@é%}\?irﬁﬂg m&dggﬂ%ﬁ)ﬁ §§§lﬁg 0? EIR %e
executed by a device connected with said information proces i.?fgagggar at us

f r omigahfve RiRchREii9 hop ereastet ngquentpala thns the pracessingafgppralit d

programin an encrypted formto said information processing apparatus; and

encrypt | g%{ ' ;ﬁﬁ«jﬂ Aty o€ &atved réndes theldecdmgi cat i on

man&?&%&gﬁﬁéﬁ% [ O%{’a?téro%gl hi ng ag%% at IEZ according to claim1l wherein

said program is.a s ce. program executed by an interpreter. 3. The

i nf or%@ﬁcﬁﬂlﬂﬁeﬁi@ﬁi‘ﬁgé%‘gbar atus according to claim1 wherein said program
Also, the code corresponding to the instructions of the source program is

changed each time. This code is such a code in which the code denoting addition is

*1” while the code denoting the multiplication corresponds to “27.

N
Q—

At step $652, the CPU 32 of the adapter 26 transmits the converted command
queue to the personal computer 1 via the interface 31.

At step S653, the CPU 11 of the personal computer 1 executes the deshuffled
-command queue. At step S654, the CPU 11 of the personal computer 1 transmits the
results of processing obtained on executing the command queue.

At step $655, the CPU 32 of the adapter 26 continues the processing based on
the results of the processing received from the personal computer 1 and the computed
results computed and held by the CPU 32 of the adapter 26. At step 8656, the CPU

= 32 of the adapter 26 verifies whether or not the personal computer 1 is to execute the
processing, Ifit is found that the personal computer 1 is not to execute the processing,
the processing comes to a close. If, at step $656, the personal computer 1 is to execute
the processing, the program reverts to step S651 to repeat the processing of causing
the personal computer 1 to execute the processing.

By having part of the processing of the object program executed by the



I's an object program 4. A nmethod for furnishing the information by an

I nformati on furnishing apparatus connected over a network to an

i nformati on processing apparatus, conprising: a conmuni c4fSegienties g0g3
receiving a programthat irs to be executed by a device connected with said
i nformati on processing apparatus fromsaid i nformati on processing

apparatus and for transm+tting sai d]aﬂlrjogram in an encrypted formto said

i nformati on processing appar at us; an encrypting step of encrypting
said programreceived by said comruni cation step. 5. A _rec%ﬂ_imn%?nedi um for
recorgli-iénAl RRpee; thaddipter @6og rabile to checurdbe PEACCISING Y&t i on
furni'shi ng apparatus connected over a network to an information processing

appar.at us i nprises: a conmunication step of receiving a
oY gt HaBeEdft 433

€ "exetuted by a device connected with said information
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the object program difficult. If the adapter 26 encrypts the command queue contained
in the object program to transmit the encrypted command queue, the object program
is rendered more difficult to decode.

If, in the processing of encrypting the object program .which the personal
computer 1 sends to the adapter 26 as explained with reference to Fig.46, the
conversion shown at step $652 is executed for the source program, the object program

1s rendered more difficult to decode.

Finally, the processing of downloading the eﬁcryption key which encrypts the
music data downloaded free of charge at fhe outset by the personal computer from the
EMD servers 4-1 to 4-3 and of making the settlement is explained by referring to the
flowchart of Fig.49. At step S671, the personal computer 1 performs reciprocal
authentication with the EMD servers 4-1 to 4-3 over the network 2. Atstep S672,the
Cf’U 11 of the personal computer 1 transmits data specifying the replay conditions of
the musical data to the EMD servers 4-1 to 4-3 through the communication device 25.
At step S673, the EMD servers 4-1 to 4-3 transmits the data of the paired amount to

the personal computer based on the received data indicating the replay conditions.

At step S674, the CPU 11 of the personal computer 1 demonstrates the data of




6. An information processing apparatus conprising: first execution neans
for decoding and executing an encrypted first program and second
execution nmeans for furnishing said first programto sai i Sepiegtbe@@t i on
nmeans, decodi ng an encrypted second program and for executing said second
program based on the results of execution of said first program by said
first execution nmeans. 7. The inforygtion processing apparatus according to
claim6 wherein said first and se d execution neans are provided on

respective independent hardwares. 8. The jnformatio . inn rat us
accorthé paidtamaint] mo@lwsbﬁexmt@aﬁhdi%%yﬁ&%#ﬂitg 4g§ s%ﬁaccﬁdl%?@g?g r'ng%%g@t ed by
an interpreter. 9. The information processing apparatus accor.di ngégo claim
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apparatus, said program conprises: a first execution step of decodi ng and
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At step S677, the EMD servers 4-1 to 4-3 execute the settlement processing

based on data received from the personal computer 1. At step S678, the EMD servers
4-1 to 4-3 transmit the pre-set encryption key to the personal computer 1 over the
network 2. At step S679, the personal computer 1 receives the pre-set encryption key,
-transmitted from the EMD servers 4-1 to 4-3 over the network 2, to terminate the
processing.
Ifthe personal computer 1 downloads the encryption key from the EMD servers
4-1 to 4-3, and the EMD servers 4-1 to 4-3 execute the processing for settiement, the
processing of authentication, encryption or settlement is unnecessary to perform when
the personal computer 1 downloads the music data from the EMD servers 4-1 to 4-3,
so that music data as relatively voluminous data can be downloaded pfomptly.
In the foregoing, the portable device 6 is used as a recording medium. The
present invention can, however, be applied to transferring or copying data to othér
recording mediums. Although the processing of settlement is executed based on data

such as credit card numbers, the settlement may also be made by the procedure such




125 a second execution step of furnishing satd first programto said first
execution step, decoding an encrypted second program and for executing
said second program based on the results of execution of Seniembfer 28¢3
program by said first execution step. ABSTRACT A system for preventing
recorded data frombeing illicitly read out and analyzed. An Internet
connection interface 11 transmts aﬁ%ogram executed by an adapter 7 to an
aut hentication station, whilst recet¥1ng the programin an encrypted form
fromthe authentication station. A hard disc 15 records the encrypted

pr ograamemaste@eadeshatklom t he aut hentication station. An interface 17
transmts the programrecorded on the horizontal direction 15 i)n th§

adapt er 7.1 is also possible for the personal computer 1 and the EMD servers 4-1to 4-

to perform reciprocal authentication using the protocol on http (hypertext transport
protocol) as provided by the ISO9798-3 prior to the processing shown in the flowchart
of Fig.49.

In the foregoing description, the portable device 6 stores the individual key at
the outset. Alternatively, the individual key may also be downloaded from e.g., the
EMD servers 4-1 to 4-3 after the user has purchased the portable device 6.

The data may also be picture data or other data, in addition to the music data.

In the foregoing description, the portable device 6 is used as a recording

-medium. The present invention can, however, be applied to moving or copying data

to other recording mediums.

The contents may be picture data or other data, in addition to music data, such

as musical air data or audio data.
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CLAIMS

1. An information furnishing apparatus connected over a network to an information
processing apparatus, comprising:

communication means for recelving a program that is to be executed by a device

connected with said information processing apparatus from said information processing
apparatus and for transmitting said program in an encrypted form to said information
processing apparatus; and

encrypting means for encrypting said program received by said cornmunication
means.

2, The information furnishing apparatus according to claim 1 wherein said program
is @ source program executed by an interpreter,

3. The information furnishing apparatus according to claim 1 wherein said program
is an object program.

4. A method for furnishing the information by an information furnishing apparatus
connected over a network to an information processing apparatus, comprising:

a communication step of receiving a program that is to be executed by a device
connected with said information processing apparatus from said information processing
apparatus and for transmitting said program in an encrypted form to said information
processing apparatus;

and

an encrypting step of encrypting said program received by said communication
step.
5. A recording medium for recording a computer-readable program to be executed

by an information furnishing apparatus connected over a network to an information
processing apparatus, said program comprises:

a communication step of receiving a program that is to be executed by a device
connected with said information processing apparatus from said information processing
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apparatus and for transmitting said program in an encrypted form to said information
processing apparatus; and
an encrypting step of encrypting said program received by said communication
step.

6. An information processing apparatus comprising:
first execution means for decoding and executing an encrypted first program; and
second execution means for furnishing said first program to said first execution
means, decoding an encrypted second program and for executing said second program
based on the results of execution of said first program by said first execution means.

7. The information processing apparatus according to claim 6 wherein said first and
second execution means are provided on respective independent hardwares.

8. The information processing apparatus according to claim 6 wherein said program
is a source program executed by an interpreter.

-9, The information processing apparatus according to claim 6 wherein said program
is an object program.

10. A method for processing the information of an information processing apparatus
comprising:
a first execution step of decoding and executing an encrypted first program; and
a second execution step of furnishing said first program to said first execution
step, decoding an encrypted second program and for executing said second program
based on the results of execution of said first program by said first execution step.

11, A recording medium for recording a computer-readable program to be executed
by an information processing apparatus, said program comprises:
a first execution step of decoding and executing an encrypted first program; and
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a second execution step of furnishing said first program to said first execution
step, decoding an encrypted second program and for executing said second program
based on the results of execution of said first program by said first execution step.
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"ABSTRACT
- A system for preventing recorded data from being illicitly read out and
analyzed. An Internet connection interface 11 transmits a program executed by an
~adapter 7 to an authentication station, whilst receiving the ﬁ)i'o'gr"ért} in an encrypted
- form from the authentication station. A hard disc 15 records thg encrypted program,
received from the authentication station. An interface 17 transmits -ﬂie program

recorded on the horizontal direction 15 on the adapter 7.




