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1 BLUETOOTH PAIRING SYSTEM, METHOD, AND APPARATUS

FIELD OF THE INVENTION The present invention relates to Bluetooth
enabled devices and in one particular form 5 relates to methods securely
pairing Bluetooth devices. BACKGROUND OF THE INVENTION The
Specification of the Bluetooth System (hergafter referred to as the
Bluetooth specmcatloEL defines a short range wireless communication
system. TR WG IEEE AR GUR Y ﬁB{fMEEb@% SPUARTARATUS
technology in the unlicensed Industrial, Scientific, and Medical (ISM) 2.4
GHz short- ranfe radio fre uenmy band. Bluetooth is primarily designed

forﬁ(')%@é:r bS] M}{Eé\' unications, typically using low-cost

trampegiveieMigIoehiRD eaMeste Bingeticenableyiaesifasme iassi@nestiular form
class based upon the maximum permitted power, which defines an

effERlAtRS {Pafﬁém%éﬁcrﬁﬁ'g(eoai@f@%%eioeﬁ\ﬁ@é@ﬁ%ve a range of

approximately Im, class 2 devices have a range of approximately 10m,
and class 3 devices have a ranc\;/e of approximately 100m. As Bluetooth is

a rﬁé\gﬁ&ﬁ@w[ﬁgﬁg E{Et ications between devices need

notrie ﬁﬁé’ciﬂé‘dﬂbﬁ Uﬁ@i@@u@t@éﬂh@@@ﬂhﬁ‘(ﬁéﬁﬁfmpvﬁéﬁé@rtdatﬁ e Bluetooth
of 1MBiIt/s an S|on 2. rov1d for a data rate of 3MBIt/s.

Ve?E?& wafign ﬁ@é’b@cmé%%r{ mgrs 8?3%%5“6‘?1“5‘{}?9 96, S5EEMa e System uses
plafasoexsislyfeiophigiy Speed Bluetioathethadlsgyoi wisaumidenaadndustrial, Scientific,

techno at t f 480 MBit/s d ultra low

o R oA e st TS A0 TRy B livtoati s primarily
WIIU@anfﬁerfed U@wsl ﬁdmﬁowﬂmnabi@féddmanaﬁtﬂiugtogm%éwcasu age low-cost
assigned.a uni etoo ess (BD. ADDR ch .l

o e ESH e AR o S SR A By, PGSR s based
Coumnseféoﬁﬂxﬁﬂﬁjﬁemmmajl@wﬁéaddmas pelfihes nsisififiee i@ 4rhaksmission range.

th dd t t f 8 bits (U th
15 Gt SAFES SRS Ao 0 H LE e PAY FRsk ARy ey 2 range of
asamemrﬂatdlwe(ldAFamctlbb%Psfmlee§mmn@aaygB of repgrexienately 100m. As

Co%t'ggtoo%liéb‘ g) rg |8 ?Pea%%ﬁ@eb%ggé Isr3]/ tueI e r%rr?\lﬂﬁn:%tlons between devices need not
be line of sight. Version 1.2 of the specification provides for data rates of 1MBit/s and
version 2.0+EDR provides for a data rate of 3MBit/s. Version 2.1 of the specification
was adopted on July 26, 2007, and plans exist for High Speed Bluetooth, the use of
ultra wideband technology (allowing data rates of 480 MBit/s) and ultra low power
Bluetooth (Wibree). Devices which implement the Bluetooth specification will be

referred to as Bluetooth enabled devices.

Bluetooth devices are assigned a unique Bluetooth Device Address (BD_ADDR) which
is a 48 bit address assigned from the IEEE Registration Authority. The address is
comprised of three fields — the lower address part consisting of 24 bits (LAP), the upper
address part consisting of 8 bits (UAP), and the non significant address par consisting
of 16 bits (NAP). The LAP is company assigned, and the UAP and NAP form a
company ID. There are 64 contiguous LAP values reserved for inquiry operations.



2 All Bluetooth transmissions over the physical channel begin with an
access code based upon the LAP of a device address or an inquiry
address. The device access code (DAC) is used during paging. Only the
Bluetooth device address is required to setup a connection. To establish
new connections a paging procedure is usgd in which a device 5 makes a
page scan using the Bluetooth device address of the target. The Bluetooth

deHBLRRIRAR AL BISHRRAIAY FsnPsicaheErReb R8I WlhA0 Ffis code based
PragRAuFR iInmbfehR deyistirskofantieyBilyeiaottssemiealafideestesstode (DAC)

all _nearbg devices (additional information is also provided). Individual

delicBELaAEHELSBWMELR Y 6t 1l YEGo8h PRY IR ARG S iR dRIUErdO setup a
engbipdbRoASTPO BSTBIRII @A eI 6RnRGREMY hr buegrdve BlEaiPAich a device

devices, the Bluetooth specification defines Security Mode 3 which is a

5 ik VKRS cRATRSTABASTH B5nBheetoati P yiER aclrsse it dargt: The Bluetooth

crepiine sxehaneiny B diRteniD feop DveTontirkctke (Ko Whish I8quiry procedure, in
associated with the Bluetooth Device Address &f the other device and 15

Ul AR R385 %6 e BUIRIRYL DA aderRs B Al Ab RSRTRYES Viges (additional

use@sfarmatithentigadi propieced unas/stiranddiir @stap lisivaeniéddasuist to respond
connectign between the two devices, and is also used to generate an

en@ﬂﬂﬂﬂﬁ&@%?@ncrypting data sent over the connection. 20 The
10 Bluetooth specification defines a pairing procedure (LMP-Pairing, also

known as simple pajring) which may be performed for the purpgse of .
o SRl o R SoHtue P D G R A, letcotn devices, the
boBdirgotr spedifitatibiheefireecShdrifoveriablishion & admKkdevens@Liiy mode. A
befween two deyjces. Th iring procedure involves creating an. .
DTS RIS AN e GEVICES DY SIRAAR E5 PG A SAring fgommon link
25 kegy (KA hiohdidhassooiatidallyta ubieeBlieadiotd theyienadaiess asfriiangitbr device and
link k efore allowing establishment of a secure_connection. neratian .
15 o1 S QG 5o 20 B BED: o ALec) Lan B g1ik Koy 16 used in
rardicinentigatiopr fibtedfdN A)itimghb s esablistdmgnedB). eani demieetibemetween the
Crete\}gsdg\?lces, and is also used to generate an encryption key for encrypting data sent

over the connection.

20  The Bluetooth specification defines a pairing procedure (LMP-Pairing, also known as
simple pairing) which may be performed for the purpose of generating and storing the
link key for later use (this is known as bonding), or as part of the procedure for
establishing a secure connection between two devices. The pairing procedure involves
creating an initialisation key Kin: in both devices, using this to create a combined link

25  key Kag, and then mutually authenticating the generated combined link key before

allowing establishment of a secure connection.

Generation of initialisation is performed by the first device (A) sending a 128 bit
random number (IN_RAND) to the second device (B). Each device then creates an
30 initialisation key Kini; using the Bluetooth Device Address of the first device
(BD_ADDR,), the random number generated by the first device (IN_RAND) and a
(typically 4 digit) PIN code known to both devices. After the generation of the



30 initialisation key K;,,;r using the Bluetooth Device Address of the first

device (BD_ADDRA), the random number generated by the first device

(IN RAND) and a (typically 4 digit) PIN code known to both devices. After

the generation of the 3 initialisation key, a combined link key (KAB) is

generated. Both devices chose a 128 bit mandom number (LK_RANDA,
LK_RANDB) which is bitwise xor'ed with the_ initialisation key K;,,;r and .
theRIHaHERIOMHE VA BIIRSS IEMCKEY difiee) dedIsastaiatts Bodh geiéies chose a 128 bit

dewig@srrandgnbérumber RANS LOMKORANDKEY Whidkaledhaeee omdPed with the
(LK_RANDA, LK_RANDB, BD_ADDRA, BD ADDRB). Finally mutua

_ Al _ - |
autSHRHSEHOR S8 fKie: SBHSRAEEENE 10 Hhe:aTIes ARARtic RS SRYics gy extracts the
deviperchrseses Fafdoinrangiapenumber (CHuRANRAR aRy challgesied based on

and sends it to the second device. The second device 10 creates a 32 bit . .
5 wortFSRESIRnil AN R BEAAB RapBReARR By HIBATY Buftea)aythentication

to AepisNiasribayvn calculation of SRESA using the same input, and
compares the two numbers. If SRESA and SRES'A agree, the process is
repeated but with the roles of A and B switched (ie B initiates and A

regpoRdsutlRisaiubdicatibre Rtigationfitoaevidte iheiss HsezBbyitvRandom number
pali&na\d devices when they are estaplishing an e&)ture 15 secur
Cco

cure )
L AN ch CELENR DR Sy Aoy SRR SR AR oG, 8gNd device
10 becregeneratedi AgoSREBN|thsihg PAUNBANDRIBE IABBRY, adkidwhich s sent

party eavesdrops on the whole pairing procedure, they can perform brut
For B AR L ARG UAIELS) B oo SoclBi Bt compares
theHintnkeyurhbere XEHBRES o SIRFSpinagese bcpackead in réated but with the roles
milliseconds using. a 3GHz Pentium IV processor. Version 2.1 of the —
SR A LS S IR o B i MUl authenticaion
eapessbppiig dsotestiohihtangpaingl usesckpuiienkehegrapiagtaplinhing any future
system which 25 makes the task of optaining the link key a copsiderabl
15 SO BB oM HELLCESE TR Kb R AT R GHE GRS have to be
proteeatgdeéxchange information which is used to generate a shared
key. A link key is then calculated from the derived shared key
A problem with the pairing procedure is that if a third party eavesdrops on the whole
pairing procedure, they can perform brute force calculations through the space of all
20  available PIN’s and obtain the link key. For example a four digit pin can be cracked in

63 milliseconds using a 3GHz Pentium IV processor.

Version 2.1 of the Specification defined Secure Simple Pairing to provide passive
eavesdropping protection through the use of public key cryptography system which
25  makes the task of obtaining the link key a considerably more difficult problem. Devices
exchange public keys, and use one of 4 protocols to exchange information which is
used to generate a shared key. A link key is then calculated from the derived shared key

and publicly exchanged data.

30  Whether pairing is performed according to the more secure Version 2.1 specification, or
earlier less secure versions, a problem exists that either device can control when a new

link key is generated. In some situations in which devices are issued to users, it may be
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and publicly exchanged data. 30 Whether pairing is performed according
to the more secure Version 2.1 specification, or earlier less secure
versions, a problem exists that either device can control when a new link
key is generated. In some situations in which devices are issued to users,
it may be 4 desirable that pairing of devicags is performed in a controlled
or supervised situation, and that further unauthorised (re)pairing is

prélfsHadle S1VIANRY & rEleMiges NpV/RAFPIEIRAS M ECEREIR]IRY QFirsPaaferd situation,
of the BigSRItHEV@IRRetRedq is) pardasl sravaihed for generating a link

key in a Bluetooth enabled device, the method including: storing a partial
link key in a Bluetooth enabled device; providing a secret key to the

Bluaipgin arabled devicenggnemaimg a link key based on the stored
partial link k(zétand the provided secret 10 key; and storing the generated

linkTPORL RS Aot GotH L reBRSY BEE PSR NG THOD sHESRdSaBFRAERT hdnethod for

prepestdingatieik Ko s B enBurtaethcenablactisryiael Brig:
device includjng: 15 means for storing a %Ehial link k%éi/n a Bluetooth

enabled &Y arRadial igr Saniain £RaYled fRYigfuetooth

enabled grvigeingaxesrtekese e tadmR tbokkalablegerdbethe stored
partial link keg/ and the provided secret key. 2 Accorﬁigrgg toat

i
aspect of 4RREFHLA AL IR YRR TRERIRGRAL B (IO M a@HgB?eWOV'ded secret

dekise,apaid device_including: a storage component; a user input
partiol iR RO SRS B 5 RGO SRR S Cebret key
provided via the user input component. According to a fourth aspect of
e T ottt e O Y 5 8o e Thenton, there is provided a Bluetooth
enabled device, said device including:
means for storing a partial link key in a Bluetooth enabled device;
means for providing a secret key to the Bluetooth enabled device;
means for generating a link key based on the stored partial link key and the

provided secret key.

According to a third aspect of the present invention, there is provided a Bluetooth
enabled device, said device including:

a storage component;

a user input component; and

a link key generator for generating a link key based on a partial link key stored

in the storage component and a secret key provided via the user input component.

According to a fourth aspect of the present invention, there is provided a method for
bonding two Bluetooth enabled devices, the method including:

storing a link key in a first Bluetooth enabled device;

storing a partial link key in a second Bluetooth enabled device;

providing a secret key to the second Bluetooth enabled device;
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bonding two Bluetooth enabled devices, the method including: storing a
link key in a first Bluetooth enabled device; 30 storing a partial link key in a
second Bluetooth enabled device; providing a secret key to the second
Bluetooth enabled device; 5 generating a copy of the link key in the
second device using the stored partial linlkskey and the provided secret
key. associating. the generated link key in the second device with the

BluetoothdSEINAddreRY Bf the tirkt kidibbip rprkddthcesing the stored partial
(anﬁ@?BMitﬂ@ﬁér@\ﬁaé%mw stored link key in the first device with

the Bluetooth device address of the second Bluetooth enabled device

(BD_ADDREL AU IR PRI HoRekebrithdreeertdndeyife Vi fhesBivetooth
prejedied aiaysiest frs fhenginetdom Bhidpleete@oabisl dauDrg)thacsystem

including: 10 a first Bluetooth enabled device including a staored a link key;

a second BRIEIBHE dheustorrditke HR%IiHY o Leh ey 55 it ik s/ léﬁjigdth device

a liddrkeygenesatoridlacedotheninlelele gen epmongaDRIBLes a copy of
the link key stored in the first Bluetooth enabled device using the stored

partial link key and a secret key provided to 15 the second Bluetooth
deyiceoraiththe geaitgioissbinlokencipaseaciniashuat) therBliscpothiddevicsystem for

address of the first Bluetooth epabled device (BD ADDR1), and a secure

o R o R Bl (06 SR G e ik ke

According foret Sibiesheciabidhadviesendlimisg ictotéesdiskgyided a

system for 20 providing link keys to a plurality of Bluetooth enabled .
Cvicos, TherCoBiCHaalR o ra e e B S R b asckey and a link
whieggigeadintokey is stored in each device, wherein the stored link key is
associated with a partial Jink key and a secret key, and Qne_.or more ) .
oo P K e e A e e R Stpegyin the firs
ong loetvetedhapledsishizungithetsamerpapiatitnkiiekegamhe sycrapli@y provided to

Bluetooth led ' herej h deyice incl t :
5 l%ﬁeos%cor%] %lfu%togﬁvé%(\ellsée\{var%%% Sgr?eratgc\f 'ﬁﬁl&‘é‘&‘ %easss%m% eS with the Bluetooth

20
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device address of the first Bluetooth enabled device (BD_ADDR1), and a secure

connection is established between the two devices using the link key.

According to a sixth aspect of the present invention, there is provided a system for
providing link keys to a plurality of Bluetooth enabled devices, the system including:

a plurality of Bluetooth enabled devices, wherein a link key is stored in each
device, wherein the stored link key is associated with a partial link key and a secret key,
and one or more devices may be associated with the same partial link key to form a set
of one or more devices sharing the same partial link key;

one or more Bluetooth enabled devices, wherein each device includes at least
one partial link key and associated look up key, and where each of the at least one
partial link key is associated with a set of one or more devices, and the lookup key
identifies the set the partial link key is associated with, and each device include a link
key generator for generating a link key using a secret key provided to the device and the
partial link key associated with a lookup key provided to the device.
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one partial link key and associated look up key, and where each of the at
least one partial link key is associated with a set of one or more devices,
and the lookup key identifies the set the partial link key is associated with,
and each device include a link key generator for generating a link key
using a secret key provided to the device gnd the 30 partial link key
associated with a lookup key provided to the device. 6 According to a

seteiTHEEde B FIMENHISERE N LRt e SeIEr S Ui dBES: I REAYHsEra method for
Proysingrdinkidtensyore dpirdint ob Ehieianin epaniroderdes shehadmed Rt uding:

including: storing a_link key in each of a plurality of Bluetooth enabled

devices, WIREYSIr? 1K JtBYe FARNEY AsPALbARIRMBIOQ IR A IAIdRY{pes, wherein

antha seesat ey kepdPaseliaki@ithde paer MRk denssaciatecrsyiteihend one or
same partial link key to form a set of one or more devices sharing the

safETBAIBAFRRIKRY PRSP d4 LN Jhe SRR IR RY dedgEaraget of one or

loaksre Hevidesemahey oreancmareaBliiieeih enabled devices, wherein
each of the at IeasF] one partial _Iink_ke)gés associated wi} set of one or

h
more devit®dNd GRGHARG RRL! Lok KO VARRA BRRARAS 0% HR KRB Gapb of one or
or Mo Bluatswthegimblededfieseneioh sioresfahteastane patigirtiak link key is

key and generating and storing a link key using the provided secret key
anasﬁ%'ﬁz‘iﬂi‘éq'ah@(%ﬁa%%eéwﬁww 'ﬁ%/é provided lookup key. 15
Accordingiovid@ighihsasiee Kegf thel Poereptkayeaotion bretreiopeovided@ Bluetooth
meth fé)r issuinﬁéal, first and a Tgcond Blueto cjh E%abled evice tp a

ofi

usEPAHBISYRYLES; R R R ASLE RLAI 9F861alRg gnd storing a
uséinkykay issininehauphoviteddeereinkdie diist tlevigetiaiclitle ey lindskeivited with the
for detecting the status of a third device; 20 issuing a

and a sgg@g
sef6M FSHR KPbled devices to a user by an issuing authority,
wherein the second device includes a partial link key and wireless

O 255 SR Eed oY AR LR o, RS RIoIGRt S method for

issuing a first and a second Bluetooth enabled device to a user, the system including:

issuing a first Bluetooth enabled device to a user by an issuing authority,
wherein the first device includes a link key and a sensor for detecting the status of a
third device;

issuing a second Bluetooth enabled devices to a user by an issuing authority,
wherein the second device includes a partial link key and wireless communications
capability;

providing a secret key to the second device;

generating a copy of the link key in the second device using the provided secret
key and the partial link key;

establishing a secure Bluetooth link between the first and second Bluetooth
enabled devices using the link key;

sending an initial status report to a supervising authority using the wireless
communications capability of the second device, wherein the initial status report
includes the status of device detected by the sensor in the first device and device

identifiers for the first and second Bluetooth enabled devices;
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generating a copy of the link key in the second device using the provided
secret 25 key and the partial link key; establishing a secure Bluetooth link
between the first and second Bluetooth enabled devices using the link
key; sending an initial status report to a supervising authority using the
wireless communications capability of thezsecond device, wherein the
initial status report 30 includes the status of device detected by the

sensor in FEHIg: YSARE BRI YR VRROTaEhdhe rsURs heing st EhariycBRm the issuing

Blugtagttyenakies i evdcesifirnsaishing poaoMEINiRE aRe eRoIédadbtifiers for the first
supervising authority from the issuing authority, wherein the confirmation

repOf HRERTEERIHSLOAH REaRlRRERETor the first and second Bluetooth

enabled dryieasgueafyirditiéhiagdnirREBRdamyaseivestRdNg SUPOPIROthe initial
authority in the injtial 5 status report and in the confirmation report is in

agPERHERPOR AUt G S HIMALSERPEr D BALRIRERhvention, there is

provided a method for remotely monitoring the status of a device by a
supervisin authori_téusing a first Bluetooth device including a link key

anfSPAEHYG o JURLR TR L G PEISE T IRY A BB 8T P Qddgh@ method for
Bluetesidlyenahiroriiryices spelidditdadeaitieldint keyendking eledrity using a first

communications capability, the method including: establishing a secure )

o MR i ol O B RN RSBl QRIBSHS0 ey S of a thirg

usiy it dnd keaconb e Rivdbeh limaiey wevscasnwiatiagn paetetiondkey and wireless

device using a secret key provided to the second device and a partial link

o TSP DB 2B e DrELCKLIHEN % il status romart 10 tho

supervisingtablibiority dsiogitbeBMitetess [Gsmbatieatitrs iapapitityaebite Bluetooth
vice, wherein

oD LTS e e S AT SIS RHgRs e second
thalbvstcansirgeecackdIkequiviciedlte chasvions;, @ vermitng partafilimaten stored in
rep%ﬁgtsté)c (t)rrl]g ag\ﬁ%\;/ising authority from the issuing
sending an initial status report to the supervising authority using the wireless
communications capability of the second device, wherein the initial status report
includes the status of device detected by the sensor in the first device and device
identifiers for the first and second Bluetooth enabled devices;
sending a confirmation report to the supervising authority from the issuing
authority, wherein the confirmation report includes the device identifiers for the first
and second Bluetooth enabled devices;
verifying that the information received by the supervising authority in the initial
status report and in the confirmation report is in agreement;
sending one or more status messages to the supervising authority from the
second device using the communications capability;
sending a change of status alert to the supervising authority from the second
device using the wireless communications capability when the sensor on the first device
detects a change in status of the third device;
sending a loss of link alert to the supervising authority from the second device
using the wireless communications capability when there is a loss of the Bluetooth link

between the first and second devices.
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authority, wherein the confirmation report includes the device identifiers
for the first and second Bluetooth enabled devices; verifying that the
information received by the supervising authority in the initial status report
and in the confirmation report is in agreement; 25 sending one or more
status messages to the supervising authomty from the second device
using the communications capability; sending a change of status alert to
the supervising authority from the second device using the wireless

COBRWHICAENTSFERPRII Y O eMHthrenserpashe first device detects a
change in status of the third device; 30 sending a loss of link alert to the

supE@NRIRGARRMTEN B dth e RIEIHARIEREEN Yl Pendisetisdyvith reference to the

CogyaBHiRAlRNE fraRaiityMergiR there is a loss of the Bluetooth link
between the first and second devices. 8 BRIEF DESCRIPTION OF THE

DRARHIGE S4ralfoti < HBBHASRIARE B 5 SSORTAHOBRI0A WIkpkey In a Bluetooth

disguged wiieeiarsnsyto hieensoamizansing diavemngsiwherein: 5
FIGURE 1A is a diagram representing the generation of a link key in a
g 9 4h oo

BIfdBEREcHAYRA ARAHRMMERIFYHY ARecHrBEdHoBre LA tHA N fifted in a first

FIQbiRe 1B 5 setbndr BIuEepIES@NORdhacgiReErRiionINi@ tnlakesnsiongdent of the
in a first _device in a second Bluetooth enabled device according to an

enBYEIRREAt of the invention; 10 FIGURE 2 is a system for providing link

keystuRERGEUPE RN QgRscEY tingKeyato esnbgeinigifafdliees according to an
invention. FIGURE 3 is a system for remotely monitoring the status of a
deflt Oef(ié'agmiﬂ 5 Yivel diment of the invention; FIGURE 4 is a

flownrbarBfRigneistivfaensnatily mbnidtyitha Bhlesastth epabledccbvding to an
deviCﬁ %Icl:cordin 0 an embodiment of the invention; FIGURE 5 is a
floWCRSATFL! Qe WYSP%%ding two Bluetooth enabled devices

FIGURE 4 is a flowchart of a method for generating a link key in a Bluetooth enabled
device according to an embodiment of the invention;

FIGURE 5 is a flowchart of a method for bonding two Bluetooth enabled devices
according to an embodiment of the invention;

FIGURE 6 is a flowchart of a method for providing link keys to a plurality of Bluetooth
enabled devices according to an embodiment of the invention;

FIGURE 7 is a flowchart of a method for issuing a first and a second Bluetooth enabled
device to a user according to an embodiment of the invention; and

FIGURE 8 is a flowchart of a method for remotely monitoring the status of a device

according to an embodiment of the invention.

In the following description, like reference characters designate like or corresponding
parts in the drawings.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to Figure 1A, there is shown a diagram representing the generation of a
link key in a Bluetooth enabled device 100 according to an embodiment of the
invention. The link key is as 128 bit number as defined in the Bluetooth Specification

(ie 128 bit random number), and thus is suitable for performing authentication and
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according to an embodiment of the invention; FIGURE 6 is a flowchart of a
method for providing link keys to a plurality of Bluetooth enabled devices
according to an embodiment of the invention; 20 FIGURE 7 is a flowchart
of a method for issuing a first and a second Bluetooth enabled device to a
user according to an embodiment of the ingention; and FIGURE 8 is a
flowchart of a method for remotely monitoring the status of a device

ac86REIAY B AhearRBRAmKRY Dfaihe RRASHRB RSB [FNRETibERe Paired connections

depefipdionddisedeiersy an tlattsteissisfaadi like or corresponding
parts in the drawings. DETAILED DESCRIPTION OF THE INVENTION

Referring now to Figure IA, there is shown a diagram representing the

geperatio B Rietboty HRkokay devacBlaetonidl arsliesharNitRk Reyamerrna 2 which is

to an embodiment of the invention. The link key Is as 128 bit number as

defioseriNtASIRIAR SOMRSPERIHIESHSITI 18 FeciBHIFanath AGRIBRPTERRAAY Include a

thuﬁémgw;?(ht&nf?wngmrﬂﬁmmtla%rlp;,iﬁatmnea?di&bm@ﬁ@raatégromtoring information.
encr tlon_ ey ors orting establisnment of secure )alred C nnections .
botlE P e A0 o TURs-AaInK e CEPE Aat, HoRek LG AIBKHEY 114. The link

enpblegedender by Esiysies adawiatlinkiexrtRide) dokdbivhiebnishéredpresd may be
in a st rage c&m onent included in the deviée. Such a component m%
inc'lﬁ'@geg‘ e d/R'/‘,WHer%?y Card U m AT EhiBYB06th i titaBle niBEAQPTOCESSOrs,

forapiglitagi orfepratienintéfhatde \ine s ABIase hrolirdnkaxensjiialeldtes (PLDs),
generating a link 114. The link key generator may comprise , .

o LSRR B FFIRARE A G0 LB A UC F o esiae to perform
witihig) fonetionrop iR raeadiglaoinReSs . TREessP I GoitAOCRRRPKBOMA cryptographic
applicatign specific integrated circuits (ASICs), praogram le logic . i
o TEO 0B T Lt D H B MRS oo o eay (G K6 ieeration funcions
elagisanicthaBldesignsetifipatioim the function of generating a link key.

The may be generated using known cryptographic methods that use two

input numbers, such as the E2 or E3 key generation functions used in the
Blurte alévipewticiation. secret key 116 via a user input component such as a keypad, a

wired connection such as via a USB cable, or over a wireless connection such as a
Bluetooth, WiFi, mobile telecommunications link or other radio frequency or IR link.
Security of the system is enhanced if the secret key is provided over a non wireless
means. The partial link key 112 and secret key 116 are provided to the link key
generator 124 which generates a link key 118. The generated link key 118 is stored in
the storage component for use in bonding with another Bluetooth enabled device.

The generated link key may be associated with the Bluetooth device address of a second
Bluetooth enabled device (BD_ADDR;) and stored in the storage component. This may
replaced a previously stored link key associated with BD_ADDR;. The device may
further include a key generation controller which prevents replacement of the generated
link key associated with BD_ADDR;, if the replacement key was not generated by the
link key generator. This may involve disabling the LMP-Pairing procedure or the
Secure Simple Pairing procedure in the implementation of the Bluetooth Specification

included in the device.



15 The device receives a secret key 116 via a user input component such
as a keypad, a wired connection such as via a USB cable, or over a
wireless connection such as a Bluetooth, WiFi, mobile
telecommunications link or other radio frequency or IR link. Security of
the system is enhanced if the secret key ig(provided over a non wireless

20 means. The patrtial link key 112 and secret key 116 are provided to the )
Iinf‘k@lﬁt%ﬁé‘ﬂéYoP%éi&f\hﬂ%lf/‘HeWé}%@?Q Anknkeyrem &) Prlyeioatiearifd device.

keyillfeia stosetoRcHaf FPERAR GBI PONGEHdRLIHE S IMiMORENehvHitBIuetooth enabled
another Bluetooth enabled device. The generated link key may

1 1INK be
asS8¥Istediin The Bt dndudrsesiiiie & Rl dinhdeysis R &lsigoth enabled
engblegk davigedBidig Rt pieratk iBltheostaraem ranp@Aded20igenerating a

may replaced a prevjously stored link key associated with BD

5 T Re bR AU SHCh 1 Bastiby I (R idH LB RENACEFggTet ke (430); and

preyertg trelgarmnent phte orElairdtiekdmatarseciaiem)yith

BD_ADDR?2 if the replacement key was not generated by the link key

generator. This may involve disabling the LMP-Pairing procedure or the

30 12Uy reSiB pieshadingoprecesitetinom eisdemantsieniefitee is presented (102).
Bluetoaoth Specification included in the device. 10_A method may be .

e HETHSH QUHEISRI AR A YiFa BIERISt B tSUF oo B henged with a

10 is adtontiBiteadametinedioe greneradingnichnkdedds & Iuateptioenahlen is loaded
device (400). The method includes storin astial link key in a Bluetooth _.
oo TRGRTTE0) D e ik Ao B EEsT EAHga, firmware
devitip, (426)), Jeekrtigoa Bllistokey kassiddrutvicstaresy pasdalifivkiieya modified
and the provided secret 430); and storing th nerated link in the
RS e Aot SpeicAHOn WS AR a e, Rbane standard
Blugiiaditly enabéedrd aviee tdsgeresetntad {10 Xey TadilaiiBkistadth knabtedssociated
device presented in Figure 1A be bonded with. g .10 secand .. .

15 o V0RO AR B 1 8 Foo e ALy S5 aiored in first device
loatied] ke thetasamiaroeansrordiegier dithpraeides (egiafirstrusviasyusing an input
T S e oDl IR THe RS GRS e AP F1e it be

identical to the link key stored in the second device 122. If each device associates the
link key with the Bluetooth device address of the other device, a Bluetooth bond ie

20  created between the two devices. Such a bond enables generation of a secure

connections between the devices (ie the devices will be able to mutually authenticate
the other using the stored (common) link key.

In one exemplary embodiment a method for bonding two Bluetooth enabled devices is
25  provided. Figure 5 is a flowchart of a method for bonding two Bluetooth enabled
devices 500. The method includes storing a link key in a first Bluetooth enabled device
510, storing a partial link key in a second Bluetooth enabled device 520, providing a
secret key to the second Bluetooth enabled device 530, generating a copy of the link
key in the second device using the stored partial link key and the provided secret key
30 540, associating the generated link key in the second device with the Bluetooth device
address of the first Bluetooth enabled device (BD_ADDR;) 550; and associating the
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implementation of the Bluetooth Specification which disables use of the
standard bonding procedure used to generate a link key. The link key 122
has an associated 15 patrtial link key and secret key. If the associated
partial link key is stored in first device 110, and the associated secret key
116 is provided to the first device using arninput means such as keypad,
then the link key generated in the first device 118 will be identical to the

linRIRESFstNe &G thietBe i Hevice Wi, in RIHIRAIR S1a¥ss chlisshaT the second
linigkastontiheid BiHEIOR (B2Yizeoasidsessmf the other device, a Bluetooth

bond ie 20 created between the two devices. Such a bond enables

generation of a secure connections between the devices tie the devices

willbg Abtadormodifiaty ctithe flisattushso otRarIst B cligsIaehigartne@e)a plurality
link key. In one exemplary embodiment a method for bonding two

BlLEEtB%%%HQBléBy&e\’XE%'iE S3EPBHALH i b?}fé‘%slérhaﬁé%&ﬁ?t Igpkup key. If this

medurg 6@(9‘90@0&3?@/&1@ Blugtorid wiakiedseeyides IR6h ThelmRK@d generator may
mcludes st %ﬁllnk ke in a first Bluetooth enabled device 510, storin

a pifall ?n %%Vs@c BCEFDStB%Wa ALK SEYIR 1 5 tBrS@Rﬁ%eaPh% link key.
seqghikastariteisennnctElueineteanakBOispriorbSVi DRNCIAIBIER ARAYS such as
of the |I%k ke@/ in the second device using the stored partial link key and
e Secret key 30 540, associating the generated link key in the
second device with the Bluetooth device address of the first Bluetooth
bled device (BD_ADDR1) 550; and associating the 11. stored link ke
ﬁ?eqn%tea@v@w ’I[l)Pé’ Td%%cﬁh”&“é(}&de 6d'?é% ‘HPEhi'%?é gloa Blurality of
Blmdmnammdim/améméﬁ@mh%mgm fertiges rfloditicatiosf themethod for
first Bluetoot bled devic nclude a plurality 5 of pa [
PR TG sattd 1T TR v B OSUE ARBRTESb KEi T, s The method
loakiofuéey s ingvadetktregeiviieaovitt ml@anwtdfesltlmth@mmaeyewces wherein
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is prioxdckEyicies mody Wik elsseintedndtbuitie ssmeipatkdVpadkéPto form a set of one or
more devices sharing the same partial link key 610. At step 620, the method includes
storing at least one partial link key and associated look up key in each of one or more
Bluetooth enabled devices, wherein each of the at least one partial link key is associated
with a set of one or more devices. The final step 630 includes providing a secret key
and lookup key to one of the one or more Bluetooth enabled devices which stores at
least one partial link key and generating and storing a link key using the provided secret
key and the partial link key associated with the provided lookup key.

A system for providing link keys to a plurality of Bluetooth enabled devices (200) is
illustrated in Figure 2. A plurality of devices 212, 214, 222, 224, 232, and 236 are
divided into three sets 210, 220 and 230 of two devices. However the sets may include
one device or many devices (indicated by dashed lines 234). Each device includes a
preloaded link key. This may be unique link keys 213, 215, 223, 225 stored, or loaded
into devices 212, 214, 222, 224. Alternatively two devices in the same set may share the

same link key as in set 230 in which devices 232 and 236 each share link key 233. As is
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In one exemplary embodiment a method for providing link keys to a
plurality of Bluetooth enabled devices is provided. Figure 6 is a flowchart
of a method for providing link keys to a plurality of Bluetooth enabled
devices 600. The method includes storing a link key in each of a plurality
of Bluetooth enabled devices, wherein 151the stored link key is associated
with a E{artial_ link key and a secret key, and one or maore devices may be

asHHSHABANRT I & 20 B tRIF IRRKENAES iKYV BHYRENSF Seisr@ay use unique

devigegaRaring the same partial link key 610. At step 620, the method
includes storing at least one partial link key and associated look up key in
each of one or more Bluetooth enabled devices, wherein each of the at

leasiemerRRstia i/ e ia gRepCiatefie2dsuiiRcRiof PPeraslMmarekey. A further set
devices. The final step 630 includes providing a secret key and lookup

key48 BfeuicridRanst A3 else SR IanRRRPIRS ARVICHs Kb state 4 partial link

legedyonsinastalfinkskeia@acvaeneiatiog,. andssiengadinia key fasmdtkelookup table
provided secret key and the partial link keﬁ égassoqi ted with the provided

lockib £EYNSERC SRR SR iRG Mok Kesfh (8 e AP AR ovare or a

enabmesi sigidaesEZE0Dishilldeviatedrindtiguoary @ bsatitd lidexitesf2A& devices in
214,222 224, 232 @13&236 are divided into three sets 210, 220 and 230

of Moathiédd. AnavRY MEYaRHRS fRfiffeihe B SR kiaagsoCiated with the

de\ziliﬁﬁge(gﬂlcﬁiﬁlé@ﬁb@d’hdﬁ@hﬁ@ Eﬁﬁ&pﬂ%’e@ ?Esl?ﬁl’atéd\zﬂﬂg\igfd@d;%@ g%vice to be bonded
preloaded link key. This m e unique link keys 213, 215, . 225 L
ot AL P fo D PR RDS SyiEe 18 58t 240, 10,631e5315 the APREARIALE ok key which is

devicrs! iinthie: SRVIESES WaiIshare thee SsuneetinkhkeyaBsWirgeyeldation of a secure
evices 232 and 236 each share link key 233. As is 12 illustrated in

Wh'clrrL}éed

Fig% WOUY LREGUIRay share link keys whilst other sets may use unique

link keys. Each of the link keys in a given set are associated with a partial

Iinléblﬁfegg A further set 5 240 of d;li/ic s 242 and 243 include Bluetopth d link

en GRIALALOR, AR STl RK AR HECRY BIRY SBbREDE GG Qe g ated lin

eakbysathd biminulestoagdpidhel fprmeoéat okegp kalRiee 24 gogtivedttement by link

data structur be useﬁi%, either in E rdware, softyare or a .

ORI RIGHERLEN S e CIdKh ARS8 46 oy e A O PP-FRPgpler may be

theactdxateis dn disactived using a password or other instruction to allow an administrator
to control this functionality. Devices may also be modified so that they will only
respond to a Bluetooth Device Inquiry from another device, or allow establishment of a
Bluetooth link with another device, if a predetermined portion of Bluetooth device
address (BD_ADDR) of the other device is in a list of approved address portions. This
may for example be based on the lower address part (LAP) of the Bluetooth device
address (BD_ADDR). The LAP is assigned to manufacturers and in this way
communication can be restricted to devices from the same manufacturer, or from other

approved manufacturers by storing a list of approved LAP’s in the device.

These methods, devices and systems, or variants thereof may be utilised as parts of
larger systems. For example in the case of a security monitoring system, in which
officer are issued weapons, a supervising authority may wish to know when the weapon

is removed from the holster or readied for action such as by unclipping a holster clip. In



set 210, 220 or 230 by providing the device with the secret key associated
with the 10 device to be bonded, and the lookup key associated with the
set the device to be bonded is part of. This allows the device in set 240 to
generate the appropriate link key which is stored in the device to which it
is to be bonded, thus allowing generation 1§ a secure Bluetooth
connection. 15 A key generation controller may also be used to prevent

repidbMENEEih §etrehata Aicekepay HE dssitpdiar BiusiagshgnaRied mobile phone
preyeichagydeaiasenB 0t ebiHEhepnacRTcB Oy HibKitkaMPRegaes dbYs.

some other means. The use of the key generation controller may be
activated or disactived using a password or other instruction to allow an

adiRinAbamisl G9NérmboiRreRcaanaliyd eViresiney HR® Beumoskiedd Bluetooth
so that they will only 20 respond to a Bluetooth Deyice Inquiry from

5 anbtRBIEGARCEIO AR e RN TIBHE BISASIRA AR ARG for issuing a

defiee aiiRarsesiaie Bupeshrostion af Bluroaih devicmmdiieatthod includes issuing
(BD_ADDR) of the other device is in a list of ag{jda{qued address portions.

This THFhy PRI BRI AR aE 0 theH RSN OY el XL AYPRBY ofhgrein the first
Blurtaogsiivies itk ey AP a AR Fof detéAigsrassitnedtta third device 710 and

manufacturers and in this wa communication can be restricted to . .
TR B SR e RS PR Guee” Dy eing authority, wherein
10 manvkresie debysincinges lsiefianntewey AmiRidislditecorivingiddie®e capability;
methods, devices and systems, or variants thereof may be utilised
i % iAW

S .
paROUIAAGE SRR e oS AIcTRY i 2 s sgniinues by
sysf@isratiinghicbpyofafiichnialeyseLind seeandtsyidsusiapvibingautiariacret key and

e dtReA8A i K0 B 5 A IiNG KOG AR 15 < ggen the frst and

systeohd BRetoibyhoéias faa ajevieds sisheh atiid utiokeye rrabled myednler50 the method
phone . which is?ﬁ%éred to.a.Bluetooth enabled device for monitoring .

15 e SIBINEE R STABAS A M B SRR A SRR P R AUk g e wireless
andomsaatioatiBhsetapthifterebitd devirel taeviceenihemividad. nigiarestatus report

e TP YRR e e v
Bluetatitieenfinl ek dirgicantbsaaoser Bletodtseimgp lautiieviveswherstep 180 the method
flrscgontinues by sending a confirmation report to the supervising authority from the issuing

20  authority, wherein the confirmation report includes the device identifiers for the first
and second Bluetooth enabled devices, and then verifying that the information received

by the supervising authority in the initial status report and in the confirmation report is

in agreement 770.

25  The confirmation report may include a confirmation of the status of the third device.
Further the second device may resends the initial status report until an

acknowledgement message is received from the supervising authority.

In one exemplary embodiment a method for remotely monitoring the status of a device
30 by a supervising authority. Figure 8 is a flowchart of a method for remotely monitoring
the status of a device by a supervising authority using a first Bluetooth device including

a link key and a sensor for detecting the status of a third device, and a second Bluetooth
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device includes a link key and a sensor for detecting the status of a third

device 710 and issuing a second Bluetooth enabled devices to a user by

an issuing authority, wherein 10 the second device includes a partial link

key and wireless communications capability; providing a secret key to the

second device 720. At step 730 the methad continues by generating a

copy of the link key in the second_device using the provided secret key .
anB"IREHARMFHHRNEAIIRA PaHIHS HHg ke AV RIBTD SPMHRK HERHRR, Capability
thesfipstiaatnsgeanddrigesooth enabled devices using the link key 740. At

step 750 the method 15 continues by sending an initial status report to a

supSARURNG AnRsEY 2 Bl PRI M Ble S8 WBRHNTIM B Y S553BHiG pteRih enabled
segelRdeyinsy \Heerak Kag, intialatatds TRIKOKeyNEiiIgendatsiat 3Rl second device

device detected by the sensor in the first device and device identifiers for

the/ i ASECEISYPENItD SRS ~a6RY Gevice anA Parlip! 76Tk Y igtr’dn the second
cogupiéesby: sending a confirmation report to the supervising authority

from the issuing 20 authority, wherein the confirmation report incluges the
devRod b rfticlual (Rt Rt SR ol BTUREDATEnABIR0r VIR ot Wireless
tﬂamwmﬁllimagtm t&mbm;mai:’]oméegf@émd By\ibe, swhenvisingeatihaitytdius report
the injtial status report in the confirmation report is in agreement, 770. :
25 Rl TR & SRATR FRERIER BocdP TN Bro Wik L Uieenand device

thivide@havi@_rs.f(ﬁuﬁﬁﬁwhlmda%@@mhmg@aﬂayn_ mﬁwdaﬁ@siemﬁl status

report until an gcknowledgement message is received.from the, = | .

SUBEIMIBG SERBHHION SHRoESn sy RERYE A B o Fssuing authority

rerdkebinTipaitorifigntagostatpd @finctieldcens3Qduica RIspENSING i @Ifsy and second

Figure 8 is a flowchart of a method for remotely monitoring the status of a

degél t&gtgg ?\Qia?l\ﬂcﬁatg% ity using a first Bluetooth device including a

link/dsefy migck s ersimfépmdeitectungited diaths afigeithisihdevicerianihahe initial status

second Bluetooth 14 enabled devices.including a partial link key and

iSRS AR IR AR PR BB 9T Mk P mciudes:

esteblishingre secorer8kieteotihdiskdestie e thepirsisingl segonidy from the second

Bluﬂetooth enaﬁhed devices L*sing the !)lr]kt kggowherein the link key was
efeYifedSNIHE EUBRY YEGHR> capabliity oL,

sending a change of status alert to the supervising authority from the second device

using the wireless communications capability when the sensor on the first device
detects a change in status of the third device 860;

sending a loss of link alert to the supervising authority from the second device using the
wireless communications capability when there is a loss of the Bluetooth link between

the first and second devices 870.

The second Bluetooth enabled device may resend a previously sent message one or
more times if an acknowledgement message is not received from the supervising
authority. Also the one or more status messages are sent at regular time intervals until
monitoring of the status of the third device is terminated. In one example this could be
every 5 minutes. In one example the second Bluetooth enabled device is a mobile
telephone. The third device may be is a weapon and the sensor may be a holster sensor

which detects removal of a clip for holding the weapon in the holster.



5 using a secret key provide to the second device and partial link key
stored in the second device 810; sending an initial status report to the
supervising authority using the wireless communications capability of the
second device, wherein the initial status report includes the status of
device detected by the sensor in the first dgvice and device 10 identifiers
for the first and second Bluetooth enabled devices 820; sending a

: g .
coRfSHiatdASraptTeaier SERIAN T AUAGRY e siaive REaisg\Utkmasgrding to an
wharpisdiie soofifRRaMoBHIRRO T HClslpsgtaatHeNtges KerRbfies s fesviae fish a first set

and second Bluetooth enabled devices 830; verifying that the information

rediFHARPRERRIeRASHGER AR ARFiA HEYIGTEP St armReon! Rehaf Bligtppth enabled

thejeiREENIRUONMTIRPAFEISSE a@refnerittiP4AapRadRgieps ManeEeHRtdP monitoring
messages to the supervising authority from the second device, using the

5 coRfiicdtine CAFdhfiy 18P aRRAHG SEERASJENFARIFS LRGSR unclipping
su bemi-as'r_rwsw.thcrrétm{)s_}m B@?, |a€tseﬁrafﬂ gowiegy w&mfgb@mgva@iwég%s. The second set
communications capabllity when the sensor on the first device etects )
o A P AR BB R ITRY 150 SETRE RGP B EFTRIES AN dgclude partial
thaigk PRy adslyKEem Ke sasendicle\3e2 daing thecretirégssfor devices and
communications ¢ pabigj"té/ when there is a loss of the BIuetootE link

betARAHS AR HISA Y LEYHE MM BHRNIS $HRSELGHY BHIBRSEY,310 over wired

10 enagbigiidliexieangaesend a previously sent message one or more
times if an acknowledgement message is not received from the
supervising authority. Also the one or more status messages are sent at

reguiley téguenigtaualstyniilaynevoiddin ehefsdreestréystofithesttisdasicesiover a wired
terminated. In_one example this.could every 5 mjnutes. In on
o 00 L R L SO SR AT o8 (ke secret key
Thesthitidtde videh miysbeoisdadeidep (eithaddhehsePSaleviay the agpdisieion, or a server
se&lsfgr which detects removal of a cli .fo}r hob(rjanﬁ the .eaﬁon int

15 ho 0 A

POBRCRG < R B B et Mo oA L Qe and the secre

dekisevecondingréd amnnection. Alternatively the issuing authority could look up the key
using the application and manually enter it into the key pad of the second device. In
another alternative a interface device may store the secret key for the second device
(temporarily or over an extended period), The interface device may be connected to the

20  second device using a wired connection and send the secret key to the second device
over the wired connection upon a suitable instruction. The instruction may be via a
button, keypad, or similar input means on the interface device, or an application running

on the second device may recognise the interface device and request the secret key.

25 At 330 an officer has been issued a mobile telephone device 332 according to an
embodiment of the invention and holster monitoring device 336 according to an
embodiment of the invention which also includes a sensor 337 for monitoring the status
of a holster clip 338. A secure Bluetooth connection 334 exists between the devices.
The mobile telephone sends and receives information to and from the supervising

30  authority using a wireless telephone connection indicated by 344, 340 and 342. When
the officer unclips or draws their weapon an alert is sent to the supervising authority

who may acknowledge and plan further action. This could include sending the officer



embodiment of the invention. The issuing authority 320 issues a device
from a first set of Bluetooth enabled devices 326 and a device from a
second set of Bluetooth enabled devices 324. The first set of Bluetooth
enabled devices may be holster monitoring 5 sensors. These could be
electromagnetic sensors which detect clippgng and unclipping of the
holster. The holster could be for a_varie_éé of weapons and devices. The

selReE 8BS 38R o BB MUMSALG KR theigffitetx dAPRIDIS mlfsieT link, such as
telgphpoeRARDIMCHAG Bariial siBkikerh garbiankuR BRYGoAh aBiviealiRations range

322 stores secret ke@for devices and records pairing of two devices

whidthdhemaBile deseRnnmdaithority 3080 ARl MY 098  ShiFei@sthe supervising
Megisofry? WHIENRSUARRrRMINRIGE anaY RIP Vit dhaarsretikeadatteenpting to contact

second device over a wired connection. The issuing authority could use

5 thé@p‘iﬁ&"ﬁon to lookup the secret key associated with the second
device (either on the PC device the application, or a server 15 the
apglication is in communication with) , and the aEqplica ion could send the
se
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key pad. o] the second device. In anotheé alternative a i{]E?erface device .
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interface device, or an application running on the second device ma .
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en:libodiment of the jnvention and holster monitorinl%&] evice 336
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334 exists betweenttil .devices, The bi{e telephone sends and,. ..
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winelesisotéhgpbioneficorsnesitigremblackiteshisyod 44e 3ddeatidnddiayVillserprdvent officers
officer unclliglsnor.dravc\{s their weapon an alert is sent to the supervising

aufhgRIsUsIng issue tevices.
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20
Throughout the specification and the claims that follow, unless the context requires
otherwise, the words “comprise” and “include” and variations such as “comprising” and
“including” will be understood to imply the inclusion of a stated integer or group of
integers, but not the exclusion of any other integer or group of integers.

25

The reference to any prior art in this specification is not, and should not be taken as, an
acknowledgement of any form of suggestion that such prior art forms part of the

common general knowledge.

30 It will be appreciated by those skilled in the art that the invention is not restricted in its
use to the particular application described. Neither is the present invention restricted in

its preferred embodiment with regard to the particular elements and/or features



who may acknowledge and plan further action. This could include sending
the officer 16 further assistance, or communicating with the officer. If
there is a loss of link, such as the holster monitoring device 336 no longer
being in Bluetooth communications range with the mobile telephone
device 332 then an alert may be sent to thg supervising authority who

may ac nowlet%%?gand plan_further action such as attempting to contact 5
i

B BRsH BerRbY LAl P el dhaevprgHs; modifications can be

advii@ R Ml disaAGRSREHT ithe eRMRNSIBNENIRL AR BRdnetPRiefore, the invention

specification. Devices may be securely bonded, especially in systems
whlMAR U SRR AR A SahicasddipHaRt i d1®e0 bonded
to other devices. Reuse of link keys reduces the required memory
capacity of the devices. Preloading of link keys, and modification of
Bluetooth procedures in the Bluetooth specification such as preventing
replacement of generatedlink keys (such as by disabling standard link key
generation means), along with making devices non responsive to devices
other than those from the same or other approved manufacturers 15 limits
tampering of the system and provides security enhancements. Such
enhancements can be deployed for example in a security setting for
monitoring the status of security officer's weapons. This example is
illustrative only and in no way limiting. Further monitoring of officers using
embodiments of the invention may also prevent officers from misusing
issued devices. 20 Throughout the specification and the claims that follow,
unless the context requires otherwise, the words "comprise" and "include"
and variations such as "comprising” and "including” will be understood to
imply the inclusion of a stated integer or group of integers, but not the
exclusion of any other integer or group of integers. 25 The reference to
any prior art in this specification is not, and should not be taken as, an
acknowledgement of any form of suggestion that such prior art forms part
of the



common general knowledge. 30 It will be appreciated by those skilled in
the art that the invention is not restricted in its use to the particular
application described. Neither is the present invention restricted in its
preferred embodiment with regard to the particular elements and/or
features 17 described or depicted herein18 will be appreciated that
various modifications can be made without departing from the principles

of the InGAAAIM STHEFIRHE Ehé it dAERNSHRIMAR AR FStl @Y Rclude

all such modifications in its scope. 18 THE CLAIMS DEFINING THE

INVENTIQN ARE FOLLOWS 1.. ethod f nerating,a link key i
2 Buetooth BT B A KRB B A R Sl tfe e metton
keynelwlBlyietooth enabled device; providing a secret key to the Bluetooth

enabled device: ratin ink key b 0 tored partial link key
and the proviigd Saa ey A TR B T e
Bluetoothpeonaidied aeeicet. KeyAmbletldedsothedmeddiemhdgwaicr; 1, wherein the

Bluetooth %ﬂgg@%ﬁfﬂﬁﬁé&? l&%%& of H’?‘ee%mgb'r%gmgpdﬁn@'ﬂ? igﬁosﬁ]%ﬁovided secret

key is progn e user’input means. as cldimed 1n claim
2, Whemid the user input means is a keypad, and the secret key is

provided ¥£&In@ﬂﬁ%y@%9r§%e& WFH?Heaé{gé?z}W%'ykﬂQﬁ]&%ﬂ@c f claims 1-3,

further including: associating the genera key wi luetooth
device address of a second Bluetooth enabled device (BD ADDR2). 5. A

meghod ag Gaihes 48 aaifedimb1giein tmeaenerriasi lists d@verablagerdce includes
previously stored link key associated with BD ADDR2. 6. A method as

clafHERT IRRYEMSANSH AT RS RACTEIHEYSRIQNIRRS B IEPRIINBY EReans.
generated link key associated with BD_ADDR2 if

3. A method as claimed in claim 2, wherein the user input means is a keypad, and

the secret key is provided via the keypad.

4, A method as claimed in any one of claims 1-3, further including:
associating the generated link key with the Bluetooth device address of a second
Bluetooth enabled device (BD_ADDR)).

5. A method as claimed in claim 4, wherein the generated link key replaces a

previously stored link key associated with BD_ADDR;.

6. A method as claimed in claim 5, further including:

preventing replacement of the generated link key associated with BD_ADDR; if
the replacement key was generated by an alternative method to the method of claims 1-
5.

7. A Bluetooth enabled device, said device including:

means for storing a partial link key in a Bluetooth enabled device;

means for providing a secret key to the Bluetooth enabled device;

means for generating a link key based on the stored partial link key and the
provided secret key.



the replacement key was generated by an alternative method to the

method of claims 1- 5. 7. A Bluetooth enabled device, said device

including: means for storing a partial link key in a Bluetooth enabled

device; means for providing a secret key to the Bluetooth enabled device;

means for generating a link key based ontbe stored partial link key and

the provided secret key. 19 8. A device as claimed in claim 7, wherein .
thmeanb B\ RRIFHE RLE LA UEY s VRSP AE BreANgdoidy QAdURGARSECret Key Is
in glREppéRr 8, further including: means for associating the generated link

key with the Bluetooth device address of a second Bluetooth enabled

device (BD_ADDR?2). 10. A device as claimed in claim 9, wherein the
geBeratedNitdviceyasapiaced & ganidushBstorteiimclkeingssociated with

BD ADD%aJn%'f'g‘r %ggég?a@@ctﬁé@ﬂé%ﬁ@yﬂ%% “%‘.ﬁ{ {HS!%(?ﬁg%o'?hegg\ﬁce address
for preventing replacemen e generated link key associated wit

B DofAaRerRadi B hetredieerebledtdesycevE3 oA DERMated by the means for
generating a link key. 12. A Bluetooth enabled device, said device

including: storage comglonent; a user input component; and a link key

gehBratorfofQdsR R RSk IReGIHE S BMErfiariag 18ROREyeE dialy kpy replaces a
the,RQTAAN CAMRPNIARIRPARSERERL RN BISVilebKz the user input

component. 13. A device as claimed in claim 12, wherein the user input
component is a keypad. 14. A device as claimed in claim 12 or 13,
whetein tihedgeiverasethimkdkaydksimsEbtiatied withutiiegBluetooth device

address of a second Bluetooth enabled devi BD_ADD and stored . .
in the storr%aen% d rpBrr%/ﬁE ing rep Acement oF %hé geﬂeratedQ ﬁk rE<ey associated with
BD_ADDR..if the replacement key was not generated by the means for generating a

link key.

12. A Bluetooth enabled device, said device including:
storage component;
a user input component; and
a link key generator for generating a link key based on a partial link key stored

in the storage component and a secret key provided via the user input component.
13. A device as claimed in claim 12, wherein the user input component is a keypad.

14. A device as claimed in claim 12 or 13, wherein the generated link key is
associated with the Bluetooth device address of a second Bluetooth enabled device

(BD_ADDRy) and stored in the storage component.

15. A device as claimed in claim 14, wherein the generated link key replaces a
previously stored link key associated with BD_ADDR.

16.  Adevice as claimed in claim 10 further including:



15. A device as claimed in claim 14, wherein the generated link key
replaces a previously stored link key associated with BD ADDRZ. 16. A
device as claimed in claim 10 further including: 20 a key generation
controller which prevents replacement of the generated link key
associated with BD_ADDR?2 if the replacergent key was not generated by
the link key generator, 17. A method for bonding two Bluetooth enabled

devices, theéPHeIRDE FHORERII Ol ringIshiRreNeY S aPlRseBRIE BbiRe generated link
enpblesksiRyiesd St Pt iffkke Ydn s aneanReB|uRtPabh ish by the link

device; providing a secret key to the second Bluetooth enabled device;
geKeYARNE aebpy of the link key in the second device using the stored
partial link key and the provided secret key. associating the generated

Bl oot SREREd (e B o bR B AL R
key in thesfirahd eMiok Wéthithe fB ki & betiatkviceb led desssepf the second

| h Vi . lai In clai
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method aprolditimegpaineclairkeldovieesedartt & ketoottkeyaisi gt deideet via a

i“nsglraiirrr‘]pl ?ﬁvﬁ%?rﬁeg?jr:‘)"ir%%&d"ﬂme' R iﬂ%@%e&%ﬁﬁ%%iﬂﬁ%@;@g%d partial

Sser input means is a keypad. met
clalimiedey znt)tbmprovicledrasciet k820, wherein the generated link key

replaces jausly,sto I i [ @% .
method a%sgéée’i}%ﬁe@iﬁ%n %%ﬁgﬁggjgﬁg?ﬁ %ﬁng% erinc ud?nj‘év:ﬁﬁ tﬁ‘e Bluetooth
disghilng ageineanabine fisshBiudinktheypah itiedtideB(BE0SMR RN

device. ?%s@tmﬁﬁ'goﬁléﬁt%ﬁ'&“ﬁﬂkﬂ?@g%r?fiﬁeoﬁ%i’“ Yitd Wit el Bktooth device
including: preventing replacement of the generated link key associate
witkdBEssIh bR seigond Bluetooth enabled device (BD_ADDRy).

18. A method as claimed in claim 17, wherein the secret key is provided using non-

wireless means.

19. A method as claimed in claim 18, wherein the secret key is provided via a user

input means included in the second device.
20. A method as claimed in claim 19, wherein the user input means is a keypad.

21. A method as claimed in any one of claims 17 to 20, wherein the generated link

key replaces a previously stored link key associated with BD_ADDR;.

22. A method as claimed in any one of claims 17 to 21, further including:
disabling generation of a new link key in the first Bluetooth enabled device.

23. A method as claimed in any one of claims 17 to 22, further including:

preventing replacement of the generated link key associated with BD_ADDR; if
the replacement key was generated by an alternative method to the method of claims
17-22.



the replacement key was generated by an alternative method to the
method of claims 17-22. 21 24. A system for bonding two Bluetooth
enabled devices, the system including: a first Bluetooth enabled device
including a stored a link key; a second Bluetooth enabled device including
a stored partial link key and a link key geperator; wherein the link key
generator generates a copy of the link key stored in the first Bluetooth

enabied dRVHEETRHRg PRading 4R Pl davicssrdbeysEBVRdRding:
to the segans: Blrtosth dRwIRe, RVENAdemaRietoink kayis@psociated

with the Bluetooth _device address of the first Bluetooth enabled device ]
(BD_ADDREFORAPISIRQ R b eRviTe dncdudiig Retiosrbwaeirtiinksy and a link

dekisegensiatthe link key. 25. A system as claimed in claim 24, wherein
the secret key is provided using non- wireless means. 26. A_sigstem as

claimed iNVEEIFH 382 WWMe ke IFREART SERETRIES A GORIANINE Ankehyatiored in the first

A PRIGbbESHIINeddvisayane Learing g4 tial Ahes ey thecarne@igfovided to
link ke replaeges a?ﬁ]revio_us link ke% associated with the first Bluetoot

oth
delfESCoY Ry EtRANREKISE ARG TSP ErAtedr HIkikey Safsosathehaiil)ine Bluetooth
Lhaiéigsgdi\btﬁt@@shoenﬂlblgﬁﬁaesiget&ﬂisahéﬁljiaarmw24 QZB{DID%D[FRWAIM a secure
ey. 29. A system as claimed in any one of claims 24to 28, wherein the
oA AR BT BT BeRR LA BE U LIRS SHeiP o Koy,
wherein each partial link key has an associated lookup key, and a lookup
keyds proyi e - j lj . )
ge%g'rato%ﬁ:%z%e:ﬁﬁo%ﬁﬁﬂgﬁ%@ﬁgﬁt’tﬁ@%%rﬁt%ﬁﬁr){é%lf%@%% %ﬁé‘?@{g% using non

gendrelrstiecing key. 30. A system for providing link keys to a plurality of
Bluetooth enabled devices, the method including: a plurality of Bluetooth

enabled devices, wherein a link ke?/ is stored in each ) . )
26. A system as claimed in claim 25, wherein the secret key is provided via a

keypad.

27. A system as claimed in any one of claims 24 to 26, wherein the generated link

key replaces a previous link key associated with the first Bluetooth device.

28. A system as claimed in any one of claims 24 to 27, wherein the first Bluetooth

enabled device is disabled from generating a new link key.

29.  Asystem as claimed in any one of claims 24to 28, wherein the second Bluetooth
enabled device includes a plurality of partial link keys, wherein each partial link key
has an associated lookup key, and a lookup key is provided to the second Bluetooth
enabled device, and link key generator uses the lookup key to select the partial link key
to be used to generate the link key.

30. A system for providing link keys to a plurality of Bluetooth enabled devices, the
method including:

a plurality of Bluetooth enabled devices, wherein a link key is stored in each
device, wherein the stored link key is associated with a partial link key and a secret key,



device, wherein the stored link key is associated with a partial link key and
a secret key, 22 and one or more devices may be associated with the
same patrtial link key to form a set of one or more devices sharing the
same patrtial link key; one or more Bluetooth enabled devices, wherein
each device includes at least one partial bhnk key and associated look up
key, and where each of the at least one partial link key is associated with

a SEPHHET SRR FS \HERABEY DS AerReiBsRUNTRE [ amitriear gk 14yt sy to form a set
pagfallinkrkayrisesasiated vy ihe 2achepaRislaNitexagelude a link key

generator for generating a link key using a secret key_provided to the

device arlha" FRRtEaRIHRRE) A08Rlad, Bavinth AMRETRiN 85 JRNiRScHldes at least

theyge\iariablink Kestemdagssteiaied ibokaim IR, ihe reiRefe SeRIelfatdSat least one
provided using non- wireless means. 32. A system as claimed in claim 30

or BIUahERK k@ dh BERMALREIES & SPLef 438 HRREHE SRS 3k fgylookup key

33iddraymeethesalampsariniclainidy & Sbovrheteieaehdbibr daxiemblude a link
a set have a unique Iinkﬁﬁa@/ 34. A system as claimed in any one 0

Y Yy foo .
clalfs BHUES T HEREIHNG B JEH YRR SECERVIBE O PTYRE DB fidipe and the
gepeanaiinenr Key sy digiad\iig intsdiel geneiaidtésl oreramivageother link
key generation means. 35. A system as claimed in claim 30 to 34 wherein
each of the devices will only respond to a Bluetooth Device Inquiry from
andiher déviysteor afiwhaigatdblisbiaianBof whBleistactechietkkaythsaprottided using non-
deﬁlg'}ﬁﬁlg%%% (_atermined portion of Bluetooth device address
(BD_. ) of the other device is in a list of approved address portions.
36. A system as claimed in claim 35 wherein the predetermined portion is

thesjower paeldiers RatlalkRR ) PEmM Bistonthaeiga asldiesshe devices in a set also
(BD_ADDR), and. the list of approved address portions is a list of

apPiBkRdg B Bk K&hethod for providing link keys to a plurality of
Bluetooth enabled devices, the method including:

33. A system as claimed in claim 30 or 31, wherein each of the devices in a set have
a unique link key.

34. A system as claimed in any one of claims 30 to 32, wherein the Bluetooth
enabled devices are disabled from generating a link key using the link key generator is

present or other link key generation means.

35. A system as claimed in claim 30 to 34 wherein each of the devices will only
respond to a Bluetooth Device Inquiry from another device, or allow establishment of a
Bluetooth link with another device, if a predetermined portion of Bluetooth device

address (BD_ADDR) of the other device is in a list of approved address portions.

36. A system as claimed in claim 35 wherein the predetermined portion is the lower
address part (LAP) of the Bluetooth device address (BD_ADDR), and the list of

approved address portions is a list of approved LAPs.

37. A method for providing link keys to a plurality of Bluetooth enabled devices,
the method including:



23 storing a link key in each of a plurality of Bluetooth enabled devices,
wherein the stored link key is associated with a partial link key and a
secret key, and one or more devices may be associated with the same
partial link key to form a set of one or more devices sharing the same
partial link key; storing at least one partialdgk key and associated look up
key in each of one or more Bluetooth enabled devices, wherein each of

the at leaSiO5Ig Btk itk WeSARD AESoiuikith Bl4@ipBibRraBlethdpyices, wherein

devigesioRI@VidinGey 58 HRbKRYANWItACKWRrkAY liRIOREyOhHICaCRR St Re9T€nd one or
Bluetooth enabled devices which stores at least onefartial link key and

geMAEttRY 1658 TXdYiRG BSRSIAies) Wt ereproRAie] S0k Kexd) fprniReet of one or
Partiatdink/ias apsasipiedante pastifmvides,lookup key. 38. A method as

claimed in claim 37, wherein a secret key is provided usin(%(non- wireless

means. 38ORNMAEHSEFLANARMR HIKILRN A0 SSHEIHRLIRHK YRIPYBRrRach of one or

deviees BlaeaRitiRlenalsibargetiicesameelisis kaxh4s hangthediaselaungd nk key is
claim 37 or 38, wherein each of the devices in a set have a unique link

keSSPEIFER ML A SR QTARTY MARYBAHESSF claims 37 to 40, further

including:pieraueifiadseepiakemant abalkapnesates dnk keyhEé thee or more Bluetooth
replacement kegav\\llviic&enerated by an alternﬁii]/fﬂ g:ethod o the method
A2 C

of ENGARIFRYLE SHERR 8h 8L AR Key R4 BRPREALRG and storing a
eafinlofkidie ekpviceseWilooilyd respentdy andlurtopihibleviie kequasgdteaied with the
another device, or allow establishment of a Bluetooth link with another
dewgé{,'(#}ﬂ? gﬁéﬁined portion of Bluetooth device address

(BD_ADDR) of the other device is in a list of approved address portions.

43,4 met ' Lin clai rej r rmin OIS . )
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(BigBSR)eansd the list of approved address portions is a list of

approved LAPs.

39. A method as claimed in claim 37 or 38, wherein each of the devices in a set also

share the same link key.

40. A method as claimed in claim 37 or 38, wherein each of the devices in a set

have a unique link key.

41. A method as claimed in any one of claims 37 to 40, further including:
preventing replacement of a generated link key if the replacement key was

generated by an alternative method to the method of claims 37 to 41.

42. A method as claimed in claim 37 to 41 wherein each of the devices will only
respond to a Bluetooth Device Inquiry from another device, or allow establishment of a
Bluetooth link with another device, if a predetermined portion of Bluetooth device

address (BD_ADDR) of the other device is in a list of approved address portions.

43. A method as claimed in claim 42 wherein the predetermined portion is the lower
address part (LAP) of the Bluetooth device address (BD_ADDR), and the list of

approved address portions is a list of approved LAPs.



24 44. A method for issuing a first and a second Bluetooth enabled
device to a user, the method including: issuing a first Bluetooth enabled
device to a user by an issuing authority, wherein the first device includes
a link key and a sensor for detecting the status of a third device; issuing a
second Bluetooth enabled devices to a user by an issuing authority,
wherein the second device includes a partial link keilpand wireless

coffhuniéxsRO ApaisHitina SUiiAA seerar iRy gipatie nablefidguingdo a user, the

geRpitaBagrIGamyof the link key in the second device using the provided
secret key and the partial link key; establishing a secure Bluetooth link

between (F& /ISt Al LeBYHIBHIFOBME AR i \AcHSElSHgaRe NG authority,

kewiresiginBeafirbhitial R@iveI(RROM IhR Rependsinseasthesibgitthththe status of a
wireless communications capability of the second device, wherein the

initiB Y Peport includes the status of device detected by the sensor in

the fi:sg dd%\gimg:\aot@t%)ﬁseaidaa]giﬁer@w_metaedéwe@rﬁ@ 2o bBlugtReting authority,
enabled deyvices; sending a confirmation report.to the supervisin . .
BTSN 76 59500, A B PR i BABIR S i Al OH Ty communications

incédgsssiling device identifiers for the first and second Bluetooth enabled

devices; verifyipg that the information receiyed by the supervising
authority R{QMﬁ%F%{SIJ‘;YéBé ahith tfx%vb‘i?mﬁrmation report is in

agreemenjertbatihgnetiopy as wiaiinedaey ¢haine 4dcurtbteiica aseigtheyrisvided secret

provided using non- wireless means. 46. A method as claimed in claim 44
orqﬁ@,’ %ﬂ?ﬁiﬁ.ﬁ%ﬁ%ﬁl{]ﬂlﬁ ¥tion report includes confirmation of the status

of the thirgsgi@Visifing 7a Actigthetiuatotaimer eameonacofickini4skiomb Bluetooth
e e R 1 VIS ink Key:
sending an initial status report to a supervising authority using the wireless
communications capability of the second device, wherein the initial status report
includes the status of device detected by the sensor in the first device and device
identifiers for the first and second Bluetooth enabled devices;
sending a confirmation report to the supervising authority from the issuing
authority, wherein the confirmation report includes the device identifiers for the first
and second Bluetooth enabled devices;
verifying that the information received by the supervising authority in the initial

status report and in the confirmation report is in agreement.

45. A method as claimed in claim 44 wherein a secret key is provided using non-

wireless means.

46. A method as claimed in claim 44 or 45, wherein the confirmation report
includes confirmation of the status of the third device.

47. A method as claimed in any one of claims 44 to 46, wherein the second device
resends the initial status report until an acknowledgement message is received from the

supervising authority.



resends the initial status report until an acknowledgement message is
received from the supervising authority. 25 48. A method for remotely
monitoring the status of a device by a supervising authority using a first
Bluetooth device including a link key and a sensor for detecting the status
of a third device, and a second Bluetooth ghabled devices including a
partial link key and wireless communications capability, the method

inchSeling AoSaNaHifey J2BeIRY ENQBIRSIRditRe, SRl ATtife dRkicarly @ supervising
segoifbyiakpeih aralrdean icasvicing dRRINkKRXK WORERIM An@hidt kY detecting

was generated In the second device usiggl a secret key provided to t
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selineiduviebaliird fRres AR RePQBrEHS IR Soebid daviees ngling a partial
an|ipkirbgtatdvieaest hesHBaivis raRBINeSthe Shathdue eielRrs
communications capability of the second device, wherein the initial status

report inGRIARLSIHRYS RS WEdBIHEL Akt ME dDsHRRN sKIs B Sh #Rd firgend Bluetooth

geumlaﬂ%d?y@uédﬂg}_tﬁtﬂﬁjf@kéb?ﬁ@@ﬁdk@ﬁﬂﬁ&%}uﬁé@,cng@m@df fh the second
evices; sending a confirmation report to the superyising authorijty from .
the RAERHE 129 fheft ,t\%ﬂé%ﬂﬂﬂ%d%ﬁhﬁﬁﬁ‘fﬂ?#@%’d??iﬁ%ﬁﬂ@@éq Ykigey stored in
ideftfiecphardéigdérst and second Bluetooth enabled devices; verifying

that the information receiyed by the supervising authority in the initial .
status rer SR 3 HPULR0 TN EERP oo e SHRREY RGOS S s dhe wireless

Or paimGtHEONSISREABRILY BE Biepeseimad ruiberiyHepsinthie sdaldstatus report
device ysing the communications capability; sending a change of status .
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bet the first and d ices.
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verifying that the information received by the supervising authority in the initial
status report and in the confirmation report is in agreement;

sending one or more status messages to the supervising authority from the
second device using the communications capability;

sending a change of status alert to the supervising authority from the second
device using the wireless communications capability when the sensor on the first device
detects a change in status of the third device;

sending a loss of link alert to the supervising authority from the second device
using the wireless communications capability when there is a loss of the Bluetooth link

between the first and second devices.

49. A method as claimed in claims 48 wherein the secret key is provided using non-

wireless means.

50. A method as claimed in claim 48 or 49, wherein the second Bluetooth enabled
device resends a previously sent message one or more times if an acknowledgement

message is not received from the supervising authority.



49. A method as claimed in claims 48 wherein the secret key is provided
using non- wireless means. 50. A method as claimed in claim 48 or 49,
wherein the second Bluetooth enabled device resends a previously sent
message one or more times if an acknowledgement message is not
received from the supervising authority. 26651. A method as claimed in
ang one of claims 48 to 50, wherein the one or more status messages are
se

Lat refulBIRMaH LRI IRRYRHD ARG BIMS A8 iR oM ARTelRihe one or more

devigidsniesmamatact Seht/AMeiny amelaitepehis @iy eRehRbAINGS 42 §atus of the
51, wherein the second Bluetooth enabled device is a mobile telephone.

53UeRaKE Sdeminatein any one of claims 48 to 52, wherein the third
device is a weapon. 54. A method as claimed in claim 53, wherein the

SRS is & NOlShR SENSALINAILn AHHF CERECBIOURI AL 248 R BN AHBR M Ghe second
weapon in the holster.
Bluetooth enabled device is a mobile telephone.

53. A method as claimed in any one of claims 48 to 52, wherein the third device is a

weapon.

54. A method as claimed in claim 53, wherein the sensor is a holster sensor which

detects removal of a clip for holding the weapon in the holster.



