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The present invention relates to a nmethod and apparatus for recording
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. of encrypted data is well-known in the field of pay TV systens, where

. scranbl ed audi ovi sual information is broadcast typically by satellite to a
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program swstegugnlgl@e@%_ent of digital technology, the quality of the
ata has increased many tines 20 over. A particular problem

; assogpated with digital quality data lies in its ease of reproduction.
Were a
In a typical system, scrambled digital data is transmitted together with a control word for descrambiing

of the digital data, the control word itself being encrypted by a first key and transmitted in encrypted
form, the scrambled digital data and encrypted code word being received by a decoder possessing an
equivalent of the first key necessary to decrypt the encrypted code word and thereafter descrambie the
transmitted data, the decoder being further adapted to pass the digital data in its still scrambled form to
a digital recording device. A paid-up subscriber will receive on a monthly basis the key necessary to

decrypt the encrypted control word so as to permit viewing of a particular program.

With the advent of digital technology, the quality of the transmitted data has increased many times
20 over. A particular problem associated with digital quality data lies in its ease of reproduction. Where a
descrambled program is passed via an analogue link (e.g. the “ Peritel * fink) for viewing and recording
by a standard VCR the quality remains no greater than that associated with a standard analogue
cassette recording. The risk that such a recording may be used as a master tape to make pirate

copies is thus no greater than with a standard shop bought analogue cassette,

By way of contrast, any descrambled digital data passed by a direct digital link to one of the new
generation of digital recording devices (for example, a DVHS recorder) will be of the same quality as
the originally transmitted program and may thus be reproduced any number of times without any

degradation of image or sound quality. There is therefore a considerable risk that the descrambled
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This new key i s known onl\x t? the receiver/decoder and replaces the first
key needed to obtain the code word for viewing of the program.

10
The advantage of stich a system is that the data is never stored in a “ clear” form and cannot be
viewed without possession of the new key, stored in the receiver/decoder. The system also
possesses the advantage that, since the first key changes on a monthly basis, the use of a constant
key to re-encrypt the control word registered on the digital tape means that the receiver/decoder wilt
15  still be able to decrypt the control word recorded on the tape even after the end of a subscription

month.

The disadvantage of the system proposed in this patent application is that the recording can only be
viewed in conjunction with that particular receive.r/decoder. If that decoder breaks down, or is
20  replaced, the recording can no longer be replayed. Equally, it is not possible to play the recording
directly in a digital recorder without connecting the receiver/decoder in the system and a viewer must
therefore maintain his subscription with the pay TV company in order to keep the decoder so as to be

capable of viewing films already transmitted.

25 ltis an object of the present invention to overcome the problems associated with this solution whilst
keeping enabling secure recording of digital data that cannot be easily used to generate pirate copies

of the transmitted data.
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10 playing of the recorded data becomes independant of the identity of the decoder. When replaying the

recording, the information is decrypted by means of the second key stored on the support means.

Replacement of the decoder will not invalidate the recording in question as long as the new decoder
has a receptacle for receiving the support device containing the second key. If supplied with an
15 appropriate reader, the digital recorder may itself read the second key and permit replaying of the
information without the need for the decoder. Unlike the decoder, which is a relatively complex piece
of equipment which may easily break down, the portable support device may be implemented in a

simple resistant form.

20 The information re-encrypted by the second key and stored on the digital recording medium may
c'orrespond simply fo audiovisual information. However, in a preferred embodiment, the digital
information corresponds to a control word for descrambling scrambled digital data, the scrambled
digital data being transmitted together with the control word as encrypted by the first key, the control

word being thereafter decrypted by the equivalent first key and re-encrypted by the second key, and

|8
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the re-encrypted control word and scrambled data then being recorded on the digitat recording

medium.

In a particularly preferred embodiment the portable support device is a smart card adapted to be

received in a smart card reader in the decoder and/or digital recorder. In this application the term
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by the second key and stored on thé digital recording nmedi um may
tn an alternative embodiment, the second key is stored on a smart card different from that used to
store the first key. In such an embodiment, reading of the information stored on the digital medium
thus becomes completely separate from the subscriber system and, even after a subscriber has
15 withdrawn from the system and his subscription card withdrawn, he may continue to watch previously
recorded films provided the digital recorder/player that he possesses is adapted to read the

accompanying smart card.

In such a system, a single smart card and second key may be used to generate the re-encrypted code
20  word for a plurality of recordings. In such a way, a single “ library card " can be used to decrypt any

number of recordings.

in one embodiment, the smart card may also contain a number of credit units to determine how many

times the recording may be replayed, the number of units being decremented with each subsequent
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partial or complete playing of the recording. These credit units may be downioaded in a message

together with the transmitted first key, for example.

in one embodiment the credit units are associated with a particular segment of the recording such that

playing a section of the recording, for example the first or last quarter hour of the recording will
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Such a technique has already been suggested, for example, in the case of DVHS cassettes where a
10  set of metallic contacts may be provided on an exterior surface of the cassette housing, the contacts
leading to an electronic circuit, such as an integrated circuit or ¢chip in the interior of the housing.

These contacts may be engaged by a corresponding set of contacts in the receptacle of the recorder

to enable communication between the integrated circuit and the video recorder.

15 In such systems, security is still provided despite the fact that the key is carried with the recording,
since the key may not easily be copied from within the embedded chip. The variations described
above with regard to the smart card embodiments are equally applicable to systems in which the

support is defined by the recording housing.

20  The present invention is particularly applicable to a method in which the scrambled data represents

audiovisual data transmitted in a scrambled television broadcast.

The present invention has been described above in relation to a method but applies equally to an
apparatus.

25
The terms " scrambled " and * encrypted " and * control word " and * key " have been used here for the
purpose of clarity of language. However, it will be understood that no fundamental distinction is to be

made between " scrambled data " and “ encrypted data " or between a " control word ” and a “ key "
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present invention to interact with a digital recording device ;
Figure 2 shows the conditional access system of the television system of Figure 1 ;
15 Figure 3 shows the different levels of encryptage in the television system;

Figure 4 shows the structure of a transmitted digital packet in the television system, including visual,

audio and teletext data and an ECM message component ;

20  Figure 5 shows a first embodiment of the invention including a digital recording device and a smart
card containing a second algorithm used to encrypt the code word to be registered on a digital video

cassette ;

Figure 6 shows a second embodiment of the invention in which the smart card contains both the first
25  and second keys necessary for viewing the transmitted and recorded program, respectively, together

with credit units for determining the number of times a program may be watched ; and

Figure 7 shows a third embodiment of the invention in which the second key is stored on an integrated

circuit mounted in the casing of the digital video cassette.
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broadcast centre via linkage 2010, which can of course take a wide variety of forms including telecom
links. The transmitter 2008 transmits electromagnetic signals via uplink 2012 towards a satellite
transponder 2014, where they are electronically processed and broadcast via notional downlink 2016
to earth receiver 2018, conventionally in the form of a dish owned or rented by the end user. The
15 signals received by receiver 2018 are transmitted to an integrated receiver/decoder 2020 owned or
rented by the end user and connected to the end user's television 2022. The receiver/decoder 2020

decodes the compressed MPEG-2 signal into a television signal for the television set 2022.

A conditional access system 3000 is connected to the multiplexer 2004 and the receiver/decoder 2020,
20 and is located partly in the broadcast centre and partly in the decoder. It enables the end user to
éccess digital television broadcasts from one or more broadcast suppliers. A smartcard, capable of
decrypting messages relating to commercial offers (that is, on or several television programmes sold
by the broadcast supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020
and smartcard, the end user may purchase events in either a subscripion mode or a pay-per-view-

25 mode.

An interactive system 4000, also connected to the multiplexer 2004 and the receiver/decoder 2020 and
again located partly in the broadcast and partly in the decoder, enables the end user to interact with

various applications via a modemmed back channel 4002.
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devi ces, such 5 as televisions or even digital video recorders. A
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exanple only and in relation to the attached figures, in which: 10 Fi gure
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adapted by the present invention to interact wth a digital recording
devi ce: roadcast supplsers or one supplier could use two SMSs, and so on.

10 First encrypting units in the form of ciphering units 3008 utilising " mother " smartcards 3010 are
connected to the SAS by linkage 3012. Second encrypting units again in the form of ciphering units
3014 utilising mother smartcards 3016 are connected to the mutliplexer 2004 by linkage 3018. The
receiver/decoder 2020 receives a " daughter” smartcard 3020. It is connected directly to the SAS
3002 by Communications Servers 3022 via the modemmed back channel 4002. The SAS sends

15 amongst other things subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The “ mother * smartcard
encrypts different kinds of messages and the " daughter " smartcards decrypt the messages, if they

have the rights to do so.

20
The first and second ciphering units 3008 and 3014 comprise a rack, an electronic VME card with
software stored on an EEPROM, up to 20 electronic cards and one smartcard 3010 and 3016
respectively, for each electronic card, one (card 3016) for encrypting the ECMs and one (card 3010)
for encrypting the EMMS.

25

As will be described, ECMs or Entitlement Control Messages are encrypted messages embedded in
the data stream of a transmitted program and which contain the control word necessary for
descrambling of a program. Authorisation of a given receiver/decoder is controlled by EMMs or

Entitlement Management Messages, transmitted on a less frequent basis, for example every month,



Figure 2 shows the conditional access systemof the television system of
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tel evision system Figure 4 shows the structure of a transmtted digital
packet i rand which supelyias pethorized reseiyeridenoderciith ghekiey nedessagntd decoda thetESIMet ext dat a
and an ECM nessage conponent; 20 Figure 5 shows a first enbodi nent of the
I nvention including a digital recording device and a smart card contai ni ng
a second algorithmused to encrypt the code word to be registered on a
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whi ch the second key is stored on an integrated circuit nmounted in the
casing of the digital video cassette. 6 Digital Television System An

over vi ew Ao | Bl s8kmbig! Vi si on broadcast and reception system 1000
adapt abl 5 invention is shown in Figure 1. The system
I ncludes a nostly conventional digital television system
With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is first compressed
10 (or bit rate reduced), using the MPEG-2 compressor 2002. This compressed signal is then transmitted
to the muitiplexer and scrambler 2004 via the linkage 2006 in order to be muitiplexed with other data,

such as other compressed data.

The scrambler generates a control word Ce used in the scrambling process and included in the
15 MPEG-2 stream in the multiplexer 2004. The control word Ce is generated internally and enables the
end users integrated receiver/decoder 2020 to descramble the programme. Access criteria,
indicating how the programme is commercialised, are also added to the MPEG-2 stream. The
programme may be commercialised in either one of a number of * subscription ” modes and/or one of
a number of " Pay Per View” (PPV) modes or events. In the subscription mode, the end user
20  subscribes to one or more commercial offers, of “ bouguets *, thus getting the rights to watch every
channel inside those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is provided with the
capability to purchase events as he wishes. This can be achieved by either pre-booking the event in
advance (" pre-book mode *), or by purchasing the event as soon as it is broadcast (" impulse mode ).
25
Both the control word Ce and the access criteria are used to build an Entitlement Control Message
(ECM); this is a message sent in relation with one scrambled program; the message contains a control
word (which allows for the descrambling of the program) and the access criteria of the broadcast

program. The access criteria and control word are transmitted to the second encrypting unit 3014 via
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il £1 pi e SR e e R B B e SR, %% 0 o located part ly

in the broadcast centre and partly in the decoder. It enables the end user
to access digital television broadcasts fromone or nore broadcast

supphj er progAnikPrrhtstisdioncapabl e of decrypting nmessages relating to
a‘l—g'df'f‘@r’(‘t‘ﬁs at

conmmer ci is, on or several television programres sold by the
broadcast supplier), can be inserted into the receiver/decoder 2020. Usi ng
t he decoder 2020 and smartcard, the end user may purchase events in either
a subscriTpd anitipece 2004 ecpiags getrical signals 2Bmprisingdencrypted EMMs from the SAS 3002,

encrypted ECMs from the second encrypting unit 3014 and compressed programmes from the
compressor 2002. The multiplexer 2004 scrambles the programmes and transmits the scrambled
15  programmes, the encrypted EMM (if present) and the encryped ECMs as electric signals to a
transmitter 2008 of the broadcast centre via linkage 2010. The transmitter 2008 transmits

electromagnetic signals towards the satellite transponder 2014 via uplink 2012,

Programme Reception

20
The satellite transponder 2014 receives and processes the electromagnetic signals transmitted by the
transmitter 2008 and transmits the signais on to the earth receiver 2018, conventionally in the form of a
dish owned or rented by the end user, via downlink 2016. The signals received by receiver 2018 are
transmitted to the integrated receiver/decoder 2020 owned or rented by the end user and connected to
25  the end user's television set 2022. The receiver/decoder 2020 demultiplexes the signals to obtain

scrambled programmes with encrypted EMMs and encrypted ECMs.

If the programme is not scrambled the receiver/decoder 2020 decompresses the data and transforms

the signal into a video signal for transmission to television set 2022.

10



An interactive system 4000, also connected to the nultiplexer 2004 and the
recei ver/ de¥0381623920 and again located partly in the broad@&31B8¥5Hart |y
in the decoder, enables the end user to interact with various applications
via a nodenmed back channel 4002. 7 Condi ti onal Access System Wth
reference to Figure 2, the conditional access system 3000 includes a

Subscr i bEthe RIRIFAFMM itSermbipd. thegeceiuprdeenday 289 extracts be aresporsting ECM famdbe ed

br 0adoaYPERBIHFER Sbgemer Hedaa G TEbale | FARcboBoY al th L FRe5 T4y pos
char ed DPEIBETRD BF SaaraLE-dep SrAls e daypyriepliiolh Btk SHRLE PR SNEs.
i 1151 e e BB kst B kBRI, "t o BAS byl inkage

3012. Second encrypting units again in the formof ciphering units 3014
utilising hnother smartcards 3016 are connected to the mutli pl exer 2004 by

li nkage BQL8selhiesRERIVEaRE AERLOBRS righ2] nefaifk \é@g.li% pasded e receRORIcL&RF O

3020. It is connected directly to the SAS 3002 nmuni cati ons Servers

3022 Vi agd29 HREAETRAND Fdgrapihad diRhot 0 Bescrahibfed S\ e TRA USer 8es har8MRARAts Ahdier

t hi ngs subscription rights to the daughter smartcard on request.
ECM is decrypted and the control word extracted. The decoder 2020 can then descramble the

10  programme using this control word. The MPEG-2 stream is decompressed and translated into a video
signal onward transmission to television set 2022.

The levels of encryption used will be described in more detail in relation to Figure 3 below.

15  Subscriber Management System (SMS)

A subscriber Management System (SMS) 3004 includes a database 3024 which manages, amongst
others, all of the end user files, commercial offers (such as tariffs and promotions), subscriptions, PPV
details, and data regarding end user consumption and authorization. The SMS may be physically

20 remote from the SAS

Each SMS 3004 transmits messages o the SAS 3002 via respective iinkage 3008 to enable
modifications to or creations of Entitlement Management Messages (EMMs) to be transmitted to end
users.

25
The SMS 3004 also transmits messages to the SAS 3002 which imply no modifications or creations of
EMMs but imply only a change in an end users’s state (relating to the authorization granted to the end

user when ordering products or to the amount that the end user wilt be charged).

"



The smartcards contain the secrets of one or nore conmercial operators. The
" nother" wwmewwa44d encrypts different kinds of nessages anRCT/H9801511
daughter” smartcards decrypt the nmessages, if they have the rights to do
so. 20 TenditiémantMasagdmeridwnsepaes (BMMYIng units 3008 and 3014 conprise a rack,
an electronic VME card with software stored on an EEPROM up to 20

el ectronic cards and one smartcard 3010 and 3016 respectively, for each

el ectronic card, one (card 3016) for. encrgpti ng the ECMs and one (card
3010) f oFhedr Y &R MsFash deditaiad to 28 indlyidyg!end peer @EW'P%&,' agegye o Phayers: feent

Cr ansm « KBHSH FD A FCA AT T AFLBIR T A RGBT PP =8P P T ot A Srgpoe -
?ﬁﬁfi§{“ﬁéréé‘rﬂv%faﬁefr&%%%ﬁ%‘r}eféﬁfa&%@aiﬁ%béM&Pﬁ%&é@%@é,eg?v?b b r €8 R
t _basi f | e. ey . i.ch I :
S o S Bl B AT BUES Vo B s e B BB B
operati of })ac{“\%e f%%@é%%&n‘?c%?éfe%%geﬁ system 3000 of the digital television
F Bé e | be

systemw no scr In nore detail with reference to the various
conponents of the tel evision system 2000 and

Various specific types of EMM are used in putting the present invention into practice. Individual EMMs
10 are dedicated to individual subscribers, and are fypically used in the provision of Pay Per View
services: these contain the group identifier and the position of the subscriber in that group. So-called
* Group " subscription EMMs are dedicated to grbups of, say, 256 individual users, and are typically
used in the administration of some subscription services. This EMM has a group identifier and a
subscribers’ group bitmap. Audience EMMs are dedicated to entire audiences, and might for example
15 be used by a particular operator to provide certain free services. An “ audience " is the totality of
subscribers having smartcards which bear the same Operator ldentifier (OP!). Finally, a * unique "

EMM is addressed to the unique identiffer of the smartcard.

Encryption Levels of the System

20
Referring now to Figure 3, the encryption levels in the broadcast system will now be described. The
stages of encryption associated with the broadcast of the digital data are shown at 4001, the
transmission channel (eg a satellite link as described above) at 4002 and the stages of decryption at
the receiver at 4003.

25

The digitai data N is scrambled by a control word Ce before being transmitted to a multiplexer Mp for
subsequent transmission. As will be seen from Figure 4, the transmitted data includes an ECM
comprising, inter alia, the control word Ce as encrypted by an encrypter Ch1 controlled by a first

encryption key Cex. At the receiver/decoder, the signal passes by a demuiltiplexer DMp and

12



5 the conditi-onal access system 3000. Miltiplexer and Scranbler Wth
reference t WO99§6?44s 1 and 2, in the broadcast centre, the A B deo
signal is first conmpressed 10 or bit rate reduced), using the MPEG 2
conpr ess@pscragdier Dpgiye (’5‘8’%1"%%5% §|t“d|‘?‘(é§!°”|2§2? fRs iiewingn dndgcpyelion enit Bigh1 also
mul tiplexer and scra 2004 v | i nkage 2006 in order to be

mul ti pl eR¥IESHEANSHESYE o tsérlfc%&\ég‘ £ Aepultiisyed sigRabip opigimytherratral werdrs er

generates a con ed | the scranbling process and included in
the 15 SyHspre Qtysﬁsf%%ef?{ar%% ﬁﬁﬁgf’ l exer 2004. The control word Ce is
generated internally and enables the end user's integrated receiver/decoder
2020 to descranbl e the programre. Access criteria, indicating hom/the

programg, s%ctﬁ' donk Ahd &J‘ﬁ?l y e @én%dﬂﬂﬁﬁ’ ﬁeteﬂcriprt'@d ngn'a%gé { Jnea%g?a

programme nay COITITEI’ Cla In et one er-o SCI’I ption

" nodes %‘géc%dsod?%o Ofn cﬁnﬂémrﬂré?gncrypf’) @Vke?%reg\{éé%"gg the @é&vemdo%ﬁod%rthggéﬂﬁss In

thé subscription node, the end user scribes to one or

comer Ci ghangéd &Vefy m&tth or PVyIRRSof an EMMJSTrQ';E‘énEﬁyBﬂ)nthF cet 8 Qﬁéfyﬁtt?d Waé Q&oﬁd\’ ery

channel inside those bouquets. In the preferréd enbodi nent,

CONMEr Ci ghit OAF 8dirsy dTParsdralisee ke g Borfespuiding ROME WRhtinPbf tﬁéﬂ@éae@rs if trhéﬂdécB@er Ray
Per View node, the end user is provided with the capability to purchase
event s asnde twiss biesen Bhieive an upratedkby esse d dboryption tretrDQdPén he akdoder wWilh®cgprent

i n advance (" pre-book node "), or by purchasing the event as soon as it is
br oade asthe(tiessageuisipg itk €9't) obtaib thBonénthleyCert rol word Ce and the access
criteria are used to build an Entitlenent Control Message

The decryption units DChp and DCh1 and the associated keys are held on a smart card provided to
the subscriber and inserted in a smart card reader in the decoder. The keys may generated according
to any known symmetric key algorithm, such as DES. Alternative embodiments using public/private

15  key algorithms are equally possible.

Recording of Digital Data

As set out in the introduction, it is inadvisable for descrambled digital data to be permitted to be
20  recorded in view of the risks that arise in relation to unauthorised copying and piracy. As shown in

Figure §, the present invention provides a means for overcoming this problem.

The system comprises a smart card 4004, insertable in @ smart card slot in the receiver/decoder,
together with a digital recorder 4005, eg a DVHS recorder, including a digital recording medium 4008,

25 such as a DVHS cassette.

In this embodiment, the received control word is decrypted by the associated smart card 3020 inserted
in the decoder (see Figure 2). The decoded control word Ce ({together with any other data that forms
the ECM, such as access control information etc) is then passed to the microprocessor embedded in

30  the smart card 4004. Using a second encryption key C2 and second encryption algorithm Ch2, the

13



(ECM; this is a nessage sent in relation with one scranbl ed program the
message corwaisgéd control word (which allows for the descr BEHIB%EIBE t he

program) and the access criteria of the broadcast program The access
crit eri amartdasofios genetales adew EGMhindiceted &g ECYY inHee %n&'*’eﬁé’ﬂ?’p@ﬁt MgSTAaP t

3014 via 9 the |ink ﬁgae 3018. In this unit an ECMis generated, encrypted
with a fEGMs ey ueskio s ce thenEH i1t 1Be Seambled ?%Stf?ﬁﬁffﬂ!ﬂ @iéiPmH'HHe’@E PXRi#Ser

umber GhowR §t AR b poERTetenss! s xd}#p%pﬁew sw@e%gn%?ﬁ%%%séf?@%?es ]
| ud d t .V, t titl tel et ext

e SR e, BTS2

'tfahgigl)\,%fg?%%lé{uze%nqﬁsfp'%°°nt§‘{}g%§£ﬁ{ypt ed for subsequent broadcast to the

each scranbl ed conponent of the service, a
separate ECMis required. 10 Programe Transm ssion The nmul ti pl exer 2004
receives electrical sjignals conprising encrypted EMV fromthe SAS 3002,

encrypt egl, ffMaedrsOfelifRntRCRBHs %swdmetdbeuaealab&ov%Qa;%famu&pamfh%sc%s&ﬁe In
programmes from the conpressor 2002. The nultiplexer 2004 scranbles the

Pr Ogr anmMEGgerah Gialy A1 S4E 4R, indeafCis NSl i he ddRbRYtATRBEC?2 Ishisel i€ B36pEe the EMM
(if present) and the encryped ECMs as electric signals to a
entittement message ECM, and the subsequently extracted control word Ce used to control the

10  decoder to descramble the program for viewing.

In the system shown in Figure 5 the smart card 4004 is different from the smart card 3020 shown in
Figure 2 of the television system and which contains the encryption keys necessary for viewing of the
program. However, in the alternative embodiment shown in Figure 6, the smart card 3020 contains
15  both the first and second encryption keys Cex and C2 needed for viewing and recording the program.
As represented, the key Cex controls the decryption of the ECM to generate the control word Ce used
by the descrambler D to view the program and subsequently encrypted by the key C2 to form the new

entittement message ECM’.

20  The algorithms DCh1 and DCh2 have not been shown for reasons of space. The card 3020 is in fact
usually also initialised with the personalised key Cg (not shown) enabling the decryption of EMMs so
as to obtain that month's key Cex stored in the memory of the card. Although the smart card has been
shown in the _form of a substantially rectangutar card, other physical forms, such as key shapes etc,
are of course possible.

25
The ECM transmitted with the programme and decrypted by the card may also contain credit units U
subsequently stored in the card and which control the number of times a recorded film may be viewed.
In the simplest embodiment, the credit units may be decremented during the replaying of the recorded

film every time an ECM’ passes by the decoder. Once the number of credits has been decremented to

14



transmtter 2008'/061‘ ‘{he broadcast centre via |linkage 2010. The transmtter
2008 transni t'%C &Y% onagnetic signals towards the satellite RGHIRSHBITAL,

2014 via uplink 01@. Proogr Rece ai on 20 The satellite transponder 2014
recei ves égr& IngicRrRg, ggeqowﬂ@%&wﬁg@ 8 predetermiied pumber gftiast 3 Bgssege istsent to

t itt 00 d its.th ' to the,. rth [ 2018,
AR AR R TR R RO M =g
downl i nk %Qa:ngple ZQﬁa@ag&%&ﬁBgﬁ%H}{ggEﬂ )Ar ecei ver 2018 are transmtted to the

i ntegrate cerver coder owned”or rented by the end user and
connected to 25 the end user's television set 2022. The receiver/decoder
2020 denul tiplexes the signals to obtain scranbled programmes with

encrypsed EMmand dokirahEd tEQBqit b:tststrgé;t BS At od ;Y)ér?ngéerf f AR & EtCPI\ﬁt .

recei ver/ decoder 2020 deconpresses the trans e signhal

a video singaadges.Oln dtill A RalisBbnE, Ahd GbAMinké RBy SGespNd o ceHdi
progranme is sgcranbl ed, the receiver/decoder y20203}?eé>;2\t ra?:t smtsﬁgﬁ&stopﬁe film

cor r espondjongxafrpitiie fstior last INRESH o the GR)) RABTMBRPRGRG theStbsebidMs WA deBRment the
daughter” smartcard 3020 of the end user. This slots into a housing I1n the
recei ver/ cecb aeits 28adktedl theredrithi g Mtecsectiomachic B¢ ded@EDbCRBFiNPIe BUM tRRkadebeh end
these sections accordingly. -
10
A further embodiment of the invention is shown in Figure 7. In this embodiment, the generation of the
new entitement message EMM' is controlled by an integrated circuit or chip 4008 possessing the

second encryption key C2 and embedded in the casing of the recorded cassette 4006. Incorporation

of a microprocessor within the housing of the recording medium is a known technique and has been

,_.
Lh

suggested for example in the case of DVHS cassettes. In this example, a set of metallic contacts may
be provided on an exterior surface of the cassette housing, the contacts leading to an electronic circuit,
such as an integrated circuit or chip in the interior of the housing. These contacts may be engaged by
a corresponding set of contacts in.the receptacle of the recorder to enable communication between the
integrated circuit and the video recorder.

20

As will be appreciated, whilst it is straightforward to copy the recorded (and scrambled) digital data, the
data stored in the chip will be resistant to copying and, as with the previous embodiments, the
scrambled data will be useless without the key C2 necessary to unlock the ECM' to obtain the control

word used by the descrambler.

As will be understood, in all embodiments described, the elements of the receiver/decoder and the
digital recording device may be combined or interchanged, such that the digital recorder possesses a
smart card slot for receiving a smart card, for example, and/or the necessary elements to descramble

&)

the program once the control word Ce has been extracted from the ECM' message. The decoder

15



5 user has the right to decrypt the ECM and to access the programme. |If
the user dogg ohRésave the necessary rights, a negative st aRAQEIBIYOISHSssed to
t he receiver/decoder 2020 to indicate that the programe cannot be

descr anbbggor dighairét@raensia sqialydncisteirate tgbRerwit hither dévives, G assa thievisippted and
the control word extracted. The decoder 2020 can then descranble the 10
progr amexdaspledg this control word. The MPEG 2 streamis deconpressed and
translated into a video signal onward transm ssion to tel evision set 2022.
The | evels of encryption used will be described in nore detail in relation
to Figure 3 below. is Subscri ber Managenent System (SMS) A subscri ber
Managenent System (SMS) 3004 includes a database 3024 whi ch nmanages,

anongst others, all of the end user files, conmercial offers (such as
tariffs and pronotions), subscriptions, PPV details, and data regarding end
user consunption and authorization. The SM5 may be physically 20 renot e
fromthe SAS Each SM5 3004 transnmits nessages to the SAS 3002 via
respective |inkage 3006 to enable nodifications to or creations of

Entitl enent Managenent Messages (EMVs) to be transmtted to end users. 25
The SM5 3004 al so transmts nessages to the SAS 3002 which inmply no
nodi fi cations or creations of EMMW but inply only a change in an end
users's state (relating to the authorization granted to the end user when
ordering products or to the ambunt that the end user will be charged).

16



Entitl enent Managenent Messages (EMVs) The EMMis a nmessage dedicated to an
i ndi vi dual eW® 9346444 (subscriber), or a group of end users (i RCTABASIOASHI Wit h
an ECM which is dedicated to one scranbled programre only or a set of
scranbled 5 programmes if part of the sanme commercial offer). A group may
contain a given nunber of end users. This organisation as a group ains at
optimsing the bandwitdth; that is, access to one group can permt the
reachi ng of great nunber of end users. Various specific types of EMM are
used in ! g the present invention into practice. Individual EM 10

are dedicated to individual subscribers, and are typically used in the
provision of Pay Per View services; these contain the group identifier and

i enaS: t AmBilod BECNRREH Bff el fa] 7 e Riona st n ey Paissiorrestion.

d )
Thivs v B EhSPredbyliofil b %#P%g?fmdgh s e ?E'%”@F%ﬁ GRS e
EMVE ar e ﬁié‘c@aé?qjsa\;ng% &'aéésrt&'al’:?‘blainfé t%?the?iggk%}} bl L9t gegg {Rﬁ lnjforgat&ﬂneqq se'('j

by a parti'cul'ar operator to provi certain rree se

s the t f; I t
Cper ator T aaceledn HibES d‘“’é’ﬁfﬁi"aﬁ’ﬁy‘"éﬁg“ e Q%EW‘&J" oS % AR e
uni que i dgsred fni £bo@blet%§pmksaa#tedﬁa% Y&Eﬂv@dﬁbyl—ﬁ\éedeéoo‘aﬁ of {2 SLEM digital

10 recorder, the re-encrypted information being thereafter recorded on the digital recording medium by

the digital recorder.

2. A method as claimed in Claim 1 in which the digital information corresponds to a control word for
descrambling scrambled digital data, the scrambled digital data being transmitted together with the
15 control word as encrypted by the first key, the control word being thereafter decrypted by the
equivalent first key and re-encrypted by the second key, and the re-encrypted controi word and

scrambled data then being recorded on the digital recording medium.

3. A method as claimed in claim 1 or 2 in which the portable support device is a smart card adapted to

20 be received in a smart card reader in the decoder and/or digital recorder.

4. A method as claimed in claim 3 in which the smart card also contains the equivalent of the first key

used to decrypt the control word for the initial descrambling of the data.

1o
W

5. A method as claimed in claim 3 in which the second key is stored on a smart card different from the

means used by the decoder to store the first key.

8. A method as claimed in any of claims 3 to 5 in which a single smart card and second key are used

to generate the re-encrypted code word for a plurality of recordings.

17
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20 Referring nowto Figure 3, the encryption levels in the broadcast system

w || now bewissfisilded. The stages of encryption associ ated weirhsdshgsii
broadcast of the digital data are shown at 4001, the transm ssion channel

(eg a satellite link as described above) at 4002 and the stages of
decryption at the receiver at 4003. 25 The digital data Nis scranbled by a
cont rol wortméRodad aaimed @i ang of claims 3i tb Benl whish &hersatti catdeaiser caktaink & nuppesgquent
transm ssion. As will be seen fromFigure 4, the transnmtted data includes
an ECM comiit ursts oy detenrtirer hasd any tirtee theortarditg mey bk Bplages!, thequnbérad ubits Mg
encrypter Chl controlled by a first encryption key Cex. At the
r ecei ver Heleeroantad with igachssugsrgen aartial or geppigtediaying of the egerdin®Vp and 12
descranbl er D before being passed to a tel evision 2022 for viewing. A
decryption unit DChl al so possessing the key Cex decrypts the ECMin the
denul ti pl exed signal to obtain the control word Ce subsequently used to
descr anmbBe Atmgthogiag sigimed & claip i which the erodit yoiis B @ssorigled witha particujgs sepnst of
enmbedded in the encgéﬁied .ECM ccgan&lg%gon %vera e every 10 seconds or so. In
cont r ast NeREPrYRg L° PlaYi?g & Fegy CPRIULP PReTeMTAls cetal GafitsagsRREI Nt he
ECM i s

that section.

10 9. A method as claimed in claim 8 in which the credit units are of a single type and are decremented

with the playing of any section of the recording.

10. A method as claimed in claim 1 in which the portable support is defined by the recording medium
itself, the second key being stored in an integrated circuit embedded in the housing of the digital

15 recording medium.

11. An apparatus adapted for transmission and recording of scrambled digital data as claimed in any
of claims 1 to 10 comprising a transmitter for encrypting with a first key digital information and
transmitting said information in encrypted form, a decoder for receiving the encrypted information and
20  having access to an equivalent of the first key necessary to decrypt the information, and a portable
support device adapted to be received by the decoder or an associated digital recorder and
possessing a second key for re-encrypting the decrypted information for subsequent transmittal to a

digital recording device for recordal on a digital recording medium.

25 12. Adecoder for the apparatus of claim 11 and adapted for use in the method of any of claims 1 to 10
including a receptacle for receiving a portable support device possessing a second key for re-

encrypting the decrypted information.

AL



changed every nonth or so by means of an EMM The encryption
encrypted by&'9 24828hd unit ChP u5|ng a personallsed key Cg c%?ﬁégﬁﬁﬁ%fng to
of those chosen to

the identjty e d Coder

recei ve at g“éﬁ’é‘ﬁ ingegn C'Q'”UQC'PS?E??@ W'tbﬁrdtg'f%@ﬂ@fqm deMiee fps cReaEtina\iDg e- .
decrypt 10 S ust e to obtain that nonth's key Cex.
The decrYﬂFWB g@ﬁﬁ??‘%ﬁﬂ dgﬁ% gﬁaqﬁhe associ ated keys are held on a
smart card provided to the subscriber and inserted in a smart card reader
in the decoder. The keys may generated according to any known symetric key
al gorithm such as. DES. Alternative enbodi ments using public/private 15
key. al gorithns are equally possible. Recording of Digital Data As set out
in the introduction, it is inadvisable for descranbled digital data to be
permtted to be 20 recorded in view of the risks that arise in relation
to unaut hori sed copying and piracy. As shown in Figure 5, the present

i nvienti on provides a neans for overcoming this problem The system
conprises a smart card 4004, insertable in a smart card slot in the
recei ver/ decoder, together with a digital recoerder 4005 eg a DVHS
recorder, including a digital recordi ng nedi um 4006, 25 such as a DVHS
cassette. In this enbodinent, the received control word is decrypted by the
associ ated smart card 3020 inserted in the decoder (see Figure 2). The
decoded control word Ce (together with any other data that forns the ECM
such as access control information etc) is then passed to the

m cr opr ocessor enbedded in 30 the smart card 4004. Using a second
encryption key C2 and second encryption algorithm Ch2, the

(T



13 smart card 4004 generates a new ECM indicated as ECM in the figure.
This entitIvoentezaessage ECM is then used to replace the EBCUIBI/0IF
scranbl ed data stream fromthe demultiplexer DVMp as shown at 4007 and the
conbi nati on of scranbled data and new entitl enent nmessage ECM are recorded
on the DVHS cassette 4006. The entitlenment nessage ECM may be inserted in
the data S streamcirculating a shift control register R By this neans,
the invention avoi ds recordi ng decoded audi ovi sual information on the
cassette. In order to play the cassette, the card is reinserted in the
decoder, the key C2 is used to decode the entitlenent nessage ECM, and the
subsequently extracted control vvor(ng ed to control the 10 decoder to
descranbl e the program for view ng.' '‘wthe system shown in Figure 5 the
smart card 4004 ié%ﬂof erent fromthe smart card 3020 shown in Figure 2 of
t he tel eyisiaon systemandwhich-contai ns-t-he—eRcHpH-or—keys—neeess or
viewi ng of the program However, in the alternative enbodi nent shown in
Figure 6f the smart card 3020 contains 15 both jthe first and second l
encrypti opn keys Cex and C2 needed for view n80d4d recording the progran} As

represented, the key Cex controls the decryptionjof the ECMto generate,the
control \h/ord Ce used by the descranbler D to4iew the program and I
subseque||1t|y encrypted by the key C2 to fornythg new |
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entitlement nessage ECM . 20 The al gorithnms DChl and DCh2 have not been
shown for reWOME6HF space. The card 3020 is in fact usual | y BITBIs/01511
initialised with the personalised key Cg (not shown) enabling the
decryption of EMVs so as to obtain that nonth's key Cex stored in the
menory of the card. Although the smart card has been shown in the formof a
substantially rectangul ar card, other physical forns, such as key shapes
etc, are of course possible. 25 The ECMtransnmitted with the progranme and
decrypted by the card may al so contain credit units U subsequently stored
in the card and which control the nunﬂgr Lzzines a recorded filmmay be
viewed. In the sinplest enbodi nent, t £ units may be decrenented
during the replaying of the recorded filmevery tinme an ECM passes by the
decoder. Once the nunber of credits has been decrenepted to 14 zero,
|nd|cat|ng the recordi ng has been viewed a predgggyn] ned nunber of tines, a
message is sent to the decoder to prevent further vipwi ngs of the film

unl ess the credit units are recharged (by, for e, a charging

instruction sent in an EMV). 6 In alternative/enmbodi nents, the credit
units may be decrenented every 1 ‘ r hundred
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messages. In still further realisations, the credit units may correspond to
certain sectwownefsat he film (for exanple the first or |ast BOrmseswias of
the film, such that playing these sections will decrenent the credit units
associ ated therewith. The sections can be identified by tagging the ECM
nmessages in these sections accordingly. 10 A further enbodi ment of the _
invention is shown in Figure 7. In this enbodi nent, the generation of the
new entitl enent nmessage EMM is controlled by an integrated circuit or chip
4008 possessing the second encrypti o!‘.‘lig & and enbedded in the casing of
the recorded cassette 4006. Incorporati *a mcroprocessor within the
housi ng of the recordi mediumi s a Kk t echni que and hag Béen 1 -
suggested for exanpl 00} the cas EQMﬁgcassettes. In thié0 anple, a set
of netallic contacts may; be provided on an exterior surface of the cassette
housi ng, the contacts | ¢pding tojan electronic gircuit, such as an
integrated circuit or chjp in the interior of the hou5|ng These caont acts
may be engaged by a cor-spondln? set of contacts in the recepta@p t he
recorder to enaghble_cc between the in '

vi deo recorger} ppreci ated, whil
copy the r meL

will be resist

. as wth the b e iou§
de Asele ilt hout the key

scranbl ed dat alw ry
ECM to obtain t cont?ol mord Tsed by the desgranbler.
|
| I
| ]
| |
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| }
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25 As will be understood, in all enbodi nents described, the elenen}? ?f t he
recei ver / decbBéYéty t he digital recording device nay be conbt HEFEIS!

i nt erchanged, such that the digital recorder possesses a snart card sl ot
for receiving a smart card, for exanple, and/or the necessary elenents to
descranbl e the program once the control word Ce has been extracted fromthe
ECM nessage. The decoder 15 and/or digital recorder may equally be
integrated together with other devices, such as a television for exanple.
16 CLAI M5 5 1. A nethod for transm ssion and recording of encrypted
digital information in which digital information is encrypted by a first
key and transmtted in encrypted form the encrypted information being
recei ved by a decoder having access to an equivalent of the first key
necessary to decrypt the information and

Fig.5.
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characterised in that the decrypted information is thereafter re-encrypted
by nmeans of WO98E@dH key stored in a portable support devi cePCRIERIS/O$It 0 be
recei ved by the decoder or an associated digital 10 recorder, the
re-encrypted information being thereafter recorded on the digital recording
medium by the digital recorder. 2. A nethod as clainmed in Caim1l in which
the digital information corresponds to a control word for descranbling
scranbled digital data, the scranbled digital data being transmtted
together with the 15 control word as encrypted by the first key, the
control word being thereafter decrypted by the equivalent first key and
re-encrypted by the second key, and the re-encrypted control word and
scranbl ed data then being recorded on the digital recording nmedium 3. A
method as clainmed in claim1 or 2 in which the portable support device is a
smart card adapted to 20 be received in a smart card reader in the
decoder and/or digital recorder. 4. A nethod as clainmed in claim3 in which

the smart card al so contai ns the equi of the first key used to
decrypt the control word for the ini#ti cranbling of the data. 25 5.
A nmethod as clainmed in claim3 in which the second key i s Siotet—er—a—sHglt
card different fromthe neans used b% the dgngpr to stqre e first key.
6. A nethod 2@2®:§ined inany of clajnms 3 to i n which |ars ng%:&snart cdrd
and second = emima—ar - ypt=e a9 4| Wor d r_a
plurality @¢f recordings. 17 Cex |
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7. A nmet hod Qﬁygugiged in any of clains 3 to 6 in which the smart card al so
contains a nUTHBR Y credit units to determne how many ti me@CGTABYSH: di ng
may be replayed, the nunber of units being decrenented with each subsequent
partial or conplete playing of the recording. 5 8. A nethod as clained in
claim7 in which the credit units are associated with a particul ar segnent
of the recording such that playing a section of the recording decrenents
certain credits associated with that section. 10 9. A nmethod as cl ai ned
inclaim8 in which the credit units are of a single type and are
decrenented with the playing of any section of the recording. 10. A nethod
as claimed in claim1l in which the portable support is defined by the
recording mediumitself, the second key being stored in an integrated
circuit enbedded in the housing of the digital 1S recording nedium 11. An
apparatus adapted for transm ssion and recording of scranbled digital data
as clainmed in any of clains 1 to 10 conprising a transmtter for encrypting
with a first key digital information Enﬂngpnsnitting said information in
encrypted form a decoder for receivihg encrypted informati on and 20
havi ng access to an equivalent of the first key necessary to decrypt the
information, and a portabl e support devwce—agapyed to be received by the
decoder or aR029svgiated digital recdrder and
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p&esal ng a second key for T @i nf or SRPRAN f or

subsequent tr ttal to recoiion a
digital recorﬁé@ medi um %&%@ﬁ%ﬁﬁ%@f \{Il e° appar atus ot claim 11

and
rec
f or
cla

recording the re- encrypted infor
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(87) Abstract

A method for transmission and recording of encrypted information (Ce), in which the information (Ce) is encrypted by a first key
and transmitted in encrypted form, the encrypted information (Ce) being received by a decoder (2020) possessing an equivalent of the first
key necessary to decrypt the information and characterised in that the decrypted information (Ce) is re—encrypted by means of a second key
(C2) stored in a portable support device (4004) adapted to be received by the decoder (2020) and/or digital recording device (4005), the
re-encrypted information being thereafter recorded on the digital recording medium (4006). When replaying the recording, the information
is decrypted by means of the second key (C2) stored on the support means (4004). In a particularly preferred embodiment, the information
(Ce) corresponds to a control word used to scramble and descramble transmitted data, the re~encrypted control word (Ce) being stored on
the recording medium (4006) together with the still scrambled transmitted data.




