1 METHOD AND APPARATUS FOR SECURE TRANSFER OF PREVI QUSLY BROADCASTED
CONTENT FI ELD OF THE | NVENTI ON [ 0001] The present invention relates to the
secure transfer of content between devices over a network. Specifically,
the invention relates to a nethod and qapparatus for obtaining previously
br oadcast ed cont ent and the secure transfer of the content. BACKGROUND

0002] The a r at could
[ ] PP' RAGHRSD aﬁr%\l?go. U5 FOR §E 8 %\ﬁ@gbﬁﬂvﬂﬁﬁ’sﬁ@

be pursued, but not necess y approac een previously
concei ved or pursued. Therefor @RQM%%Sﬂ"EHﬁ@NWﬁB@ i ndi cated, the approaches
described in this section may not be prior art to the claims in this
application and are not admtted to be prior art by inclusion in this
section. [0003] TV viewers canFHE&bOH THEINYEASHGN TV prograns using a

vi deocassette recorder (VCR). As such, A VCR user can record a particul ar
TV programat the tinme it is broadcasted and play the sanme recorded TV
program at al008tler Therpsesentinvepitharrelpigs todleccsseryt frajsier f epntent Weélda‘ﬁg@s t he

el ectrical be&%h&w&&f’ﬁdﬁaﬁ%gﬁﬂe ﬁwg_\ﬁoﬂrfé?ﬁésatﬂ‘a'n@ﬂﬂ)d aﬁ@%ieb%fahfé £ PRRiSe 323al y

stores the nagnetic si netic tape tic tape Is
in the form pevieusly treadeasted eontent esqqmrtna@iiermwwmntvm by the VCR user.

Wien a VCR user decides to play back the TV program the process is
reversed, and the VCR changes the nagnetic signals stored on the

vi deocassette tape into el ectri cal BACKGRAMNAd sends the electrical
signals to a TV set. [0004] Wth the devel opnent of digital technol ogy,
VCRs are being replaced by digital video recorders (DVRs). Like a VCR a
DVR records [ Bhd c dde eppraeghesrdseprihersin thissectien ¢ anpreaghsdhat bguld beprgsusd,

el ectri cal h@ce@mkg rda¢hlY RAHAE e@ﬁ@e%&dl}@dnc bé&fd?@[ﬁ%h%do” and storing
t he di gltal OI’ITB.tIO n a meno evice. Wien t e us ays back the
recorded TV Tbﬁr@@m rlegstogherwire mémte(i the appreachicgydeseribed i thrsmtm@ mayaekba o
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program for the viewer
wi del y usedif &is seddivor di ng  broadcasted TV prograns. However, DVR users

froquent |y JONSE! ' RRA! dnobooRiBSia 1Y RobBERNIMIS RloRER] OU a7 TV

programs. Furt users may no
Si nrpl y did rrsordae@iGRY. Ao sucbCAMER trer shaevort a pangcuisr F pr@@tausée time iDVR 2
is broadcasted and play the same recorded TV program at a later time. In order to
accomplish this, A VCR changes the electrical signals representing a TV program into
magnetic signals and stores the magnetic signals on magnetic tape. The magnetic tape is

usually in the form of a videocassette tape inserted into the VCR by the VCR user. When

a VCR user decides to play back the TV program, the process is reversed, and the VCR
changes the magnetic signals stored on the videocassette tape into electrical signals and
sends the electrical signals to a TV set.
[0004] With the development of digital technology, VCRs are being replaced by
digital video recorders (DVRs). Like a VCR, a DVR records broadcasted TV programs
for later playback by changing electrical signals of the TV program into digital
information and storing the digital information in a memory device. When the user plays
back the recorded TV program, the DVR converts the digital information back to analog
‘'signals and sends the signals to the TV set which displays the TV program for the viewer.
[0005]  DVRs are becoming increasingly popular and widely used for recording
broadcasted TV programs. However, DVR users frequently forget to record or schedule
the recording of particular TV programs. Further, users may not realize the program was
‘broadcasted, or simply did not desire to record the show at the time. Because the DVR




did not record the program the DVR user has no way of view ng the program
again unless it is re-broadcasted. Further, DVRs occasionally do not

record a programthat a user scheduled for recordi ng because of a conflijct
or other reasons. Thus, a particular 4gdrawback to a conventional DVR is the
inability to playback content that was not previously recorded by the DVR

[ 0006] What is desired is to es ish a comupi.cati gn system through which
a DVR may ré’é‘é’PVEc%‘?@\‘?PW&%%ﬁﬁg&‘@ﬁ% age @&KPEHFW‘P? g}?‘p&%a%?gar%r e DVRs
across a net whleds it is BRrdic I CRIrHE!, ONRSbcchkionADRANIDGScdrd 8 pibkralhbatpr esent
invention is illus ted by.. of exanple, and not by . way of. limtation,
inthe fi gurlé%er??ge‘{“[f‘gf%&m%ﬂ‘éeﬁéé&ﬁbﬂﬁgméﬂﬁrfeﬁs%i S’I‘?W(eICPL erence
nurer al s r ef gawbfk % Atdnaéntioha MR is thenhbility toplaback[cOnNBhaFwvgure 1A is a

bl ock diagramillustrati ni cation systemfor secure transfer of
previ ously bPEHEE S‘P%‘Eeéig’g(tt@?#{?g‘ggor ding to one enbodi ment of the

invention; [o00640] Whatus @estrl ik ® establishakolinagicativnisydters thratgh mrich ag2vikr al
overvi ew of the conponen of. a Digit Vi deo Rec r (DV ording to
one enbodi nefity Gt ev“?"rslbéﬂ?ﬁdﬁﬁslt,eﬁ)f‘gﬁef%'o@io&ﬁ Prem‘ireg\ﬂgs % abR'}cekt‘g%lf(agr am
illustrating a communi cation systemfor validating requests for previously
br oadcasted content accordi 0o i e invention; [0012]
Figure 1D is a bl ock di agggﬂ%[ﬁﬁq@{l NS @géﬂﬁ?‘;‘hﬁﬁ&‘{ﬂc\@?ﬁ on system for
aut horizing requests for previously broadcasted content according to one
?r})ﬁg!t ;n;? |t n&];’%m ggrﬁﬁg%?eg%’#t%g@n ggéﬁhrgﬁggg%ﬁgﬁt%ﬁ%g 2 %%%w‘g%f@r equest i ng
E) Pet ':1 re a_n?‘] f g;%@%gm,w%?gmg bﬂtﬂ@ﬂgﬁ@ﬁaﬁﬁnﬁ dﬁbvf[g‘c‘si_aﬁtinmlﬁk@hlrl?zet:fem?@ enbodi ment
. i nv i on; Fi gure i.s a, bloc iagramillustrating a
conmuni cat i SIS tf’é]’mg'lrgté?’?’gﬁanélm B’SL of DVRs according to one
elmloodi ment  qbogsphe Eﬁ%ﬁfn& id ABI6uRidia@hm iﬂlﬁ@faﬁilgh Ebcgnmaﬁdafioh sys?xﬂﬁonsﬂculdi iagr am
illustrating a nmethod. fqor_initiating a "pysh" transfer o r.evi |y
br oadcast ed trd Preéﬂf’t‘gy Braadeasts m%ng%%g‘n%?‘?neo@ ﬂlg‘eflm/fggetllméeﬁl ;%E’[ 0016]
Fi gur]t; 4B ics[ooaopl oGloued B fsarBldokldiagianeillisiating apdnbatofepriew of the ati ng a "pul | "
transfer of previously broadcasted co t according t ne enhodi nent of
the inventi 6H@P°IF%?§¥D§1@€€@3 ﬁ?cgrdﬁr@? K”cﬁﬂrg‘ﬁg g’rﬂ‘ﬁglef“gg(ﬁ?lﬁ?tiogg‘eporti ons of
previously bgeagmasted content for transfer according to one enbodi nent of

the invention; and_. . ) . i Lo
[0011]  Figure 1C is a block diagram illustrating a communication system for

validating requests for previously broadcasted content according to one embodiment of
the invention;

[0012]  Figure 1D is a block diagram illustrating a communication system for
authorizing requests for previously broadcasted content according to one embodiment of
the invention;

[0013]  Figure 2 is a block diagram illusirating a user-interface presented to a user of a
DVR for requesting the transfer of previously broadcasted content according to one
embodiment of the invention;

[0014]  Figure 3 is a block diagram illustrating a communication system for creation a
pool of DVRs according to one embodiment of the present invention;

[0015]  Figure 4A is a block diagram illustrating a method for initiating a “push”
transfer of previously broadcasted content according to one embodiment of the invention;
[0016]  Figure 4B is a block diagram illustration a method for initiating a “pull”
transfer of previously broadcasted content according to one embodiment of the invention;
[0017]  Figure 5 is a block diagram illustrating portions of previously broadcasted

content for transfer according to one embodiment of the invention; and




3 [0018] Figure 6 is a block diagramof a system on which enbodi nents of
the invention may be inplenmented. DETAI LED DESCRI PTI ON [ 0019] A nethod and
apparatus for providing secure transfer of previously broadcasted content
is described. In the follow ng description, for the purposes of

expl anati on, nunerous specific details are set forth in order to provide a
t horough wun angy i i i ppar ent,
however, tha?ql?e p?fgg%r?tq &fylﬁc\%ﬁ%ﬁ%%%& Igl%%b@%? ie%:ntgaxﬂvﬂlebﬁggg@t hese

speci fi c det &ivesfionmay be leplementedances, wel | -known structures and devices
are shown in block diagramformin order to avoid unnecessarily obscuring
the present invention. [0020] Enbodi nents are described herein according to
the following outline: 1.0 GerdFBAILBPIPES@RIPPION Structural Overview 3.0
Appr oach for ure i : %gﬁg@% t 3.1
Requesti ng P¥°§Wousf‘§{%?§a c?g%rgﬁg%\gh?}ﬁrﬁﬂgf%& al'i g?&é%ag&nsgnmt hori zati on
3. 3. Creati neroaicpigd cppight igdegeribagl.t Inghe fofjowing deserigftion, fof thepupbesssf v ‘

Br oadcast ed ' A - r Overview 5.0
Ext ensi ons aﬁ@%a{b%’r%g%e?o\}lg? k%%%ﬁ%ﬁ%&%é{ﬁ F f%@%]aqqlﬁé&ﬁeeds

i dentified i#ndenendieg efgls presemdntention dtivillhedprardns howeenshatri meseict s t hat
will become gaRakeRky fdlindiBs Rl OIEAGAARGELA HBMeARS AL RYS4R  he
present invention, i'ch conprises, ih one aspect, a nmethod for secure
transfer of syuetcnyxs] dpvicesrapndions irellockohiagmm formiRorderde gvaid snstésearidd a neans
by which th%sdﬁﬁ){g{h@gﬁg&gm%oﬁ ecei ve previously broadcasted content not
recorded or stored oh the user’'s DVR [0022] A DVR user who w shes to
retrieve codf@8l t Kambodimenis reedeenmbed hasein actomlingdel thelfeliowing oytliesor ded i s
presented with a userynt e fagdRficd €duesting the previously broadcasted
content. Once the user selects the previously broadcasted content, the
request is sent to tHel seBimaealPesyvieer, whi ch val i dates and authori zes the
request. The servic r Oui VAl ¢ i i dat a
associated with the t?’s'de)r %&ggl%écehtfg# %&ﬁ%ﬁ?&gﬁ%{%@g&%}%ﬁfi%&%tg@gﬂt%gv\ed to
retrieve the previously bBdadcReuesiing 8revionsly Broadcasted Content

3.2  Validation and Authorization
3.3.  Creating a DVR Pool
3.4  Initiating a Transfer of Previously Broadcasted Content

4.0  Implementation Mechanisms — Hardware Overview

5.0 Extensions and Altemnatives
1.0 GENERAL OVERVIEW

[0021]  The needs identified in the foregoing Background, and other needs and objects
that will become apparent for the following description, are achieved in the present
invention, which comprises, in one aspect, a method for secure transfer of previously
broadcasted content. DVR users are offered a means by which they may request and
receive previously broadcasted content not recorded or stored on the user’s DVR.

[0022] A DVR user who wishes to retrieve content that was previously broadcasted
but not recorded is presented with a user interface for requesting the previbusly
broadcasted content. Once the user selects the previously broadcasted content, the
request is sent to the service provider, which validates and authorizes the request. The
service provider validates the request by inspecting data associated with the user to

determine if the user should be allowed to retrieve the previously broadcasted content.




4 The service provider authorizes the request by inspecting data associ ated
with the previously broadcasted content to determne if the previously
broadcasted content is allowed to be retrieved. [0023] Once the service
provi der validates and authorizes the fequest, the service provider
identifies one or nore DVRs on a conputer network that currently have the

previously broadcasted content stored on, thej raj{?espect%}ve 'ﬁmt rage devi ces.
The ser vi ce Thiserviceaieviderauiaptizes fhe resmest B insrsrinedoRassoesiar®d ™ o a nunber of

factors, i Nnghdigiude brdaadasisd Sbntent th Aeterngiad £ (1 pROMsI9 broaliasted cuntdnt &nsferri ng
the previously brodadcasted content. [0024]p The service provider initiates

t he transf erllpyedipppesitisehuesti ng each DVR in the pool of DVRs to begin
transferringodBg PRkt @YSdicdpronaks aalidhs et utiotizésahd leguesetheesicag DVR  or

by directly requesting the DVR tQ retrieve the c nt fr.o pool of
DVRs. The prexfdesisentificsprsamQeldiRegnt %‘?ﬁ’fpufeéng‘é(ﬂ‘?‘%ag C‘ﬂ‘ﬁeé‘ﬂ?g]a‘tegg‘?i ng DVR in

portions m?@éﬁ@&@ broa@easS@nthiatbrad or their RMRcavedtorigeidedcedsoThe sdrace pl ayback.
[0025] In o i

her aspects, the inyepntion enconpasses conput er apparatus and
a conput er PFvidsafiteas %%W@ﬁ%?gﬁ?@&r@@ t%gBstseéﬁf f%ftﬂﬁsyg%#uglﬁ%i ng steps.
2.0 STRUCTUBMdwMERYLEW: b 982 6F DRRE @irhirandertifg the fievibhsly bvadrasted chateo wi t h one
enbodi ment, a commupi cation _system for distributing content t. n DVRs
across a nel¥%Bfk igh%%ﬂﬁ?.?r‘ﬂvlﬁ‘%rmémlﬂﬁtﬁa&?ébweé EHERSY eﬁ@n% %\1}&@@101,
102, 103, 19601%[@\11%% beeMREnskeind B pedvibusle broatlsas tecad‘,c:cnmt tp thomeghesting o
I nternet 107 _t hrough any proper. c nicatign interfac u an
Et her net or D& &F @é@e&@hﬁ?ﬂfﬁﬁt@&tﬂi‘%ﬁgﬁgﬁ Fef?evﬁa’retcﬂg?n? ¢ li?)oi ° ﬁggﬁgmay
initiate a ¢RORREbID brbRcAsHIRER: islddit tbYheGedukiting DIVR ingmktions e ateel ephone
nunber for an Internet service %{fovigder }(I P). The functionality of a DVR
i's typifiedregssqmbled apthedy¥R agd stores! fonlatenply ‘ch is owned by the Applicant

and is her e25NC oL sIker bt he'it¥eplienERompdsid 2 pmpinat ppiratBeandsr 109 maybe a
net wor k devi ce which stores pragrammn cont?nt fortretri eval by ot her

net wor k devF%@@%terF%dablﬁ%WBé?”%FﬂdéﬁFg@eq”\t/@F TR #Phe a web server
consisting of nmultinedia content for downl oad. Further Content Server 109

may be a personal conputer (PC) connected to Internet 107. [0028] In one
enbodi nent , 2.6&% T‘%v@ﬁ@é\vﬁg% provi des original broadcast programming

content to ¢S eRSferrihh WSFIGCPALIR AbcoliaBdd Wigl ont @Hib6dikfii0h Somaeasion 0 any of
its program content and authorijzes DVR transactions. b con@wéni cating with
t he Servi ceSysPrgor gerbuting content hetweerPy Y5 aEpss E@Btwé’g‘rﬁsrﬁgﬂv@at wi th Cont ent

Provi der 108 p{runication system contains DVRs 101, 102, 103, 104 and 105. DVRs 101-105 are
communicatively coupled to Internet 107 through any proper communication interface,
such as an Ethernet or wireless communications port. Further, DVRs 101-105 may
initiate a connection to Internet 107 by calling a local access telephone number for an
Internet service provider (ISP). The functionality of a DVR is typified in U.S. Patent No.
6,233,389 which is owned by the Applicant and is hereby incorporated by reference.
[0027]  Content Server 109 may be a network device which stores programming
content for retrieval by other network devices. For instance, Content Server 109 may be a
web server consisting of multimedia content for download. Further Content Server 109
may be a personal computer (PC) connected to Internet 107.

[0028] In one embodiment, Content Provider 108 provides original broadcast
programming content to DVR users. Thus, Content Provider 108 controls access to any of
jts program content and authorizes DVR transactions by communicating with the Service
Provider 106. Service Provider 106 communicates with Content Provider 108 to

authorize DVR transfers and determine program content restrictions.




aut horize DVR transfers and determ ne programcontent restrictions. 5

[ 0029] Service Provider 106, Content Provider 108 and Content Server 109
are also conmunicatively coupled to Internet 107 through any proper
interface. Accordingly, each DVR 101-405 may establish a connection with
Service Provider 106, Content Provider 108 or Content Server 109 through

I nternet 107 :Ng X 0 | { . atively,
cach DVR 1011903 e st Pl os kLR GG ob QBT OBl 8606 19937 08' 1,
usi ng an i nt emuainidttetpivopled twdoemet 107 diredghiany proger intefowi Ageordingly, nodem bank

| ted at t i ] . 110 j DVR 101

cgﬁ’?mﬁi c:t es‘gl\%1 ﬁﬁ%@?’@?@é@é&%@’ Pgéar(%%%%&&iﬁ (é:%v%ggr\?iggggﬂj&ngg{rt?% gui de dat a,

gr aphi cal r eRovdad§8 ¢rrmtenbServayi0Sthrquigle Interees 10 eging any agespigblee i nf or mat i on,

sof tvare pr oghalfhics Ay RloldeLAERhAveAoR DR 161908 Bl be ey bliRboreibabl € DVR
é;epen y 0 h r e

101 to operate In ident ~the“Service Provi 106 10 satisfy viewer
interests. Chabavicckovider 106 byvasing DVRemaltelgpinSaodéns to dhlanp demcamBeut i | i zes

a secure dicﬁfléﬂog&ﬁh%é@a&?%%tﬁgg%h@?ﬁfgﬁdgﬁbﬁer dat a between the DVR 101

and the Service Prov | oth the service data and the
user's privd8930hr e Ipomstepbodichent, DYR101 EommiaicatesswithSdNRe Prayidersi®6] nt er net 107

to establis i i ) 0 . . i WY 01 namy use

| nt ernet 10 1?%%%%?%% a&é%%h?(%@ﬁagg&g%egﬁlg Qﬁ""’?ﬁ%ﬁ?ﬁgﬂ %ﬁj 22105 zmd

vice versa. sww?snhﬁwrma@msmwrsgr@ms,taévegﬁemt&smd atheltfgmﬂfid_@fattha_@)n channel

wi th anot herenel%\l/ﬁ)%ﬁ%m %%%%a@(ﬁ}(e:g@r)ﬁerk{y Jf&l?e%e?vi&%b‘&i&g.l@@%ﬁ‘é Hehen path
use o (i on Keys t

t hrough the encry ensure that third parties do not

i nt er cept amfernsss SrgesuninatiovetetwWRVRL0A! ad $ervire Provides 206 wiizes 3 depgyet o FI G
1B, in an e .[ﬂﬁﬂﬁ . { i

conponent s, qgﬁ'%lﬁl | eﬁll%mgﬁg%ggﬁgggﬁ%{é%%ee@ %24‘&? ﬁét@n da@eég%r?ggggog?%rt 0
digitize ahO@swah tgt ot thesaviondad guidhe wads proavent pioteciedt o a digital data
streamor t ep i 'tvegI,R el: -nadcast
signals fr oﬁ%ogﬁcanis%rﬁlﬁg,e%r om &' ?EﬂlgﬁIé{aﬁ[%?mg)}gtggan%g%g@glﬁ%l&%?%?g'aptgi ver, etc.,
via | nput 16@éDVRptHor if@AcenBYRCIipraysiee nteuhet i @ foteytaldish atcominugicatdul es t hat
allow a plugality. j |81 0 b } %,}5 L.l £ aneousl y.

[ 0033] Reco‘E’ I n%%ﬁ}gg)l}/lﬂgq@gdaé %do‘Fl%;s e?s%%ﬁrg%l%i ng 3?1?%5%#%3%%@ gt oring the
digital datenmstriedon dranad wWitbasdtha /R 10, expb IR idlay tiijlizesisgnicd | ed by St or age

164 that is_designed t retain se nts.of th L.Ql -St A
s gnal ConveTarHEsh i pf SRR LR ERTRRP IR kel B Al bR 0 SEbRSILERN T
dat a st r eaniniendept aap mesaadestegnDIVRsd0tadidil. nodul ate the |

[0032]  Referring to FIG. 1B, in an embodiment, DVR 101 generally comprises a

plurality of components, signified by Signal Converter 154, that are necessary to digitize

an analog television signal and convert it into a digital data stream or to accept a digital

data stream. DVR 101 receives broadcast signals from an antenna, from a cable TV

system, satellite receiver, efc., via Input 152A. Input 152A may comprise a plurality of
tuning modules that allow a plurality of signals to be received and recorded
simultaneously.

[0033]  Recording Module 160 records the incoming data stream by storing the digital
data stream on at least one storage facility, signified by Storage 164 that is designed to
retain segments of the digital data stream. A Signal Converter 154 retrieves segments of
the data stream, convert the data stream into an analog signal, and then modulate the
signal onto a RF carrier, via Qutput 152B, through which the signal is delivered to a
standard TV set. Output 152B may alternatively deliver a digital signal to a TV set or
video monitor. For example, DVR 101 may utilize a Digital Visual Interface port (DVI)
for sending digital signals to a TV via a DVI cable.




signal onto a RF carrier, via Qutput 152B, through which the signal is
delivered to a standard TV set. Qutput 152B may alternatively deliver a
digital signal to a TV set or video nonitor. For exanple, DVR 101 nay
utilize a Digital Visual Interface pory¢ (DVI) for sending digital signals
to. a TV via a DVI cable. 6 [0034] DVR 101 al so includes a Conmuni cation

I nterface 162, through which the DVR 101 co i BEE rk 105 vi a
Et her net, wi(03#lessDiY& 1R alko %%mcomm&aﬁ@}ﬁggﬁ??ﬁ%?’ggﬁo%hn@ug{f%%ar d.

[0035] |In apgihRi BRRARAEWith Nk 945 Gie Meealet, wireksmreiveds nwdphyeral i ty of
conponents necessary_to recejve, record, store, transfer and pl ayback
digital dat athgqum@ca#%waﬂr urality of sources, such as a PC, a DVR, a

service proyjodsy . Bf an6MBlRbbisRAYBVR 10DiiReldly comprises aplsfabity ofi gi tal data

ignals to anot’her DVR or PC. DVR 101 may encod r Laital signal
\S/:g Enioder CmAelﬁﬁ%FCE%%H’e‘Pcei@GIBqugrS@rea¥rﬁ?ﬁg‘?rﬂ??@y%g?g(ﬁg%?rg%tg Elg?%g >N

SI ?yback, SF%@%rg{tﬁbf@ﬁ@%@mﬁ]Be &\@Q?bmra{ggh&mf‘ peavixiey; pt capfentiggcveypt  di gi t al
ata signals using Encryptor cr or . n or

pl ayback of DVRelOdica fapstey ‘e"&“*ldﬁ?ﬂﬁ‘é? 9@??&&{0%\%%1%%%%{0?% egrat ed
into a TV sysiesmeush] fifals viacsRApssnent Decolties t6Bhaid aphualdy ef ®rhyssed in a
TV set capabl e of Eerforn‘i ng  he ‘f{ﬁnéti or;? of each cop&;ﬁggaqra%taof DVR 101.
[0036] In teplaybacksiorags o YR Bhean alse cperdit oeAeery HEHE 8 DvR 101.
However, i {iosiqidlnd Fasrypel/Betriphatl sSOMRstbiige, taysfems pagisicbef the gigitalalagsor t abl e
device such as_a_ Personal Digital Assjsta %PE@ %%%&Q%%O%&g&gg, or any
ot her devi cegnalipBther, HVR %ﬂadrbﬁi‘%?ﬁt?de“’hﬁ Bie §f PORE0” APPROACH
FOR SECURE JRANSKERvOareRBER GLISHVY sd3RpARCASP R rmbehiiMictiBnslofREQUESTI NG
PREVI OQUSLY BROADCASTED CONTENT [ 0037] In one enbodi nent, assume the user of

DVR 101 wi s??@@o{“ﬁlt%?ggﬂobr ogram content that was previously broadcasted
but DVR 101jgg3¢] nof thedihskion boles refeftfodis Ggqumnily edeite DVR Windlowsvar ed on DVR

101 and is not "avail able for playback.. ]0033] Thrqugh.the.control interface
of DVR 101,1t§108@éenﬁi99thﬁ@w&%i F’%‘YFﬁﬁa‘Béeag‘g’oag‘fogﬂ@egwgeﬁwa%gs previ ousl y
recorded. |#.,:Qn8 15pRe AR (P Aor RMRild fHone i anyotherldayiceecapatdt ofof shows the
user requested the DVR to record but the DVR did not record for any

parti cul ar pesfameing thofemctonsf PYESVA- coul d be, for instance, the recording
woul d have conflicted with another programthe DVR was schedul ed to

r rd. Further, DVR
ecord ! 3t.0 © 'APPROACH FOR SECURE TRANSFER OF PREVIOUSLY BROADCASTED

CONTENT
3.1 REQUESTING PREVIOUSLY BROADCASTED CONTENT

[0037] In one embodiment, assume the user of DVR 101 wishes to obtain program
content that was previously broadcasted but DVR 101 did not record. Thus, the program
content is not stored on DVR 101 and is not available for playback.

[0038] Through the control interface of DVR 101, a user may view a listing of
programs the DVR has previously recorded. In one embodiment, the DVR 101 can
display a list of shows the user requested the DVR to record but the DVR did not record
for any particular reason. One such reason could be, for instance, the recording would
have conflicted with another program the DVR was scheduled to record. Further, DVR
101 can display programs that the user might have been interested in but did not record.
For instance DVR 101 may track the viewing habits of a particular user to identify similar
programs that might be of interest to a user. Additionally, a viewer might simply not
record a program but later decide the program should have been recorded. Regardless,
DVR 101 provides an interface for requesting any previously broadcasted program
through the user-interface of the DVR 101. For instance, DVR 1101 may provide a
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any appropnate control interface, such as a remote control associated with DVR 101.

When the user selects the “Video Connect” option, DVR 101 causes screen 202 to be

presented. Screen 202 displays information regarding the previously broadcasted

program. In one embodiment, such information may be the title, duration, and

description of the multimedia content. Further, Screen 202 may contain additional

information, such as the availability of the content as well as the estimated amount of

time it will take to obtain the previously broadcasted content. Further, Screen 202 can
present additional information, such as the number of DVRs in the DVR pool for the
selected program. Such information may be obtained by DVR 101 when DVR 101
communicates with Service Provider 106 through Internet 107 or a standard telephone
line. When the user selects the particular multimedia content, DVR 101 causes screen
203 to be presented to the user. According to one embodiment, Screen 2031is a

confirmation screen which requests that a DVR user confirm the selection of previously

broadcasted content.




i nformation, such as the availability of the content as well as the
estimated anount of tine it wll take to obtain the previously broadcasted
content. Further, Screen 202 can present additional information, such as
the nunber of DVRs in the DVR pool forgthe selected program Such
information may be obtained by DVR 101 when DVR 101 comuni cates with

Service Provider 106 through Internet .107 o a.standar e line.
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enbodi ment, whether through the DVR interfac : hsucn\eosi t e of
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stored by t {g, e Rt b eadr 10685 pastof thetréypibstdorycosiats ddiemativelptheest for
previ ously I?ill(i)nagdo(; gg;n?ecrjlt information may have been previously supplied to and stored by the
Service Provider 106, such that any subsequent request for previously broadcasted
program content is automatically processed without presenting another screen to the DVR
user.
[0045]  Next, the request message, along with any additional data, is sent to the
Service Provider 106. The message may be sent through Internet 107 via a
communication interface of the DVR. Alternatively, the request can be stored by the
DVR and sent to the Service Provider 106 when the DVR establishes a connection to
Service Provider 106 directly through a telephone line using a built-in modem.
3.2  VALIDATION AND AUTHORIZATION
[0046] When the Service Provider 106 receives the request, the Service Provider 106
processes the request by validating the user or DVR 101, authorizing the transfer of the
previously broadcasted program content, creating a pool of source DVRs and initiating a

transfer between the source DVRs and DVR 101.




program content is automatically processed w thout presenting another
screen to the DVR fi user. [0045] Next, the request nessage, along with
any additional data, is sent to the Service Provider 106. The nessage nay
be sent through Internet 107 via a co nication interface of the DVR

Al ternatively, the request can be stored by the DVR and sent to the

Service Provider 106 when the DVR establishes a ¢ ecti . rvice
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Provider 106 may provide a pay-per-program structure such that the user is billed each

time previously recorded content is sent to the user’s DVR. The Service Provider 106
may alternatively provide a pay-per-program structure such that the user is billed each
time previously recorded content is viewed.

[0049]  When Service Provider 106, receives the request for previously broadcasted
content, in one embodiment, the Service Provider 106 first performs a validation of the
request to determine whether the user is authorized to receive the previously broadcasted
content. For example, to accomplish this Service Provider 106 performs a query
operation on Database 140 to retrieve Table 150. In one embodiment Table 150 contains
N number of rows, each containing information for a particular DVR user. Table 150
may be comprised of columns representing a User 1D field 152, aDVR field 154, a
Subscription Type field 156 and Billing Information field 158 for N number of DVRs or
DVR users. The User ID field 152 corresponds to a unique user ID for each user of a
DVR. The user information may be a user name supplied to the Service Provider 106
when a DVR user registers and activates a DVR 101 with Service Provider 106. DVR
field 154 represents the particular DVR associated with each user ID in 152. The DVR




Provi der 106 nmay provi de a pay-per-program structure such that the user is
billed each time previously recorded content is sent to the user's DVR
The Service Provider 106 may alternatively provide a pay-per-program
structure such that the user is bille 0each time previously recorded
content is viewed. [0049] When Service Provider 106, receives the request

for previously broadcasted content, in one odi nent e . e
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t he charge transaction
0 Service Provider 106 can deny the request. Alternatively, the Service Provider 106 can

present a DVR user with the opportunity to subscribe to the premium channel or to

receive the previously recorded content for a fee.

[0053] At this point, Service Provider 106 may proceed to select one or more DVRs
"o create a DVR Pool as described in section 3.3. However, in another embodiment,

content providers that originally provide the broadcasted content may provide rules for

accessing previously broadcasted content. For instance, some content providers may not

allow any previously broadcasted content to be sent to user’s who did not record the
broadcasted content. Thus, after validating the request for previously broadcasted
content, Service Provider 106 may optionally determine from a content provider whether
the requested program content is authorized for transfer.

[0054] Referring to FIG. 1D, according to one optional embodiment, Database 140
contains data supplied from Content Provider 108. Table 160 represents the data supplied

from a plurality of Content Providers. Service Provider 106 may obtain the data from




may be entered into a separate billing database dedicated to storing and
processing fee transactions. [0052] Additionally, the subscription type
may indicate that a particular user has not subscribed to the channel, for
i nstance, because it is a prem um changel. Therefore, the Service Provider
106 can deny the request. Alternatively, the Service Provider 106 can

present a DVR us Lth the opportunity t r i um channel
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retrieval

According to Table 160, retrieval of Program B is prohibited. Therefore, Service
Provider 106 denies the request and notifies DVR 101 that retrieval of Program B'is now
allowed.
[0058] Alternatively, if DVR 101 requests Program X, Service Provider 106 will
determine that retrieval of Program X requires a fee. To determine the amount of the fee,
in one embodiment, Service Provider 106 can examine the Fee field 168 of Table 160.
Accordingly, the fee for program X is listed as 2 credits. When the Service Provider 106
determines that a fee is required to retrieve a program, the Service Provider 106 may send
a message to DVR 101 indicating the same. When DVR 101 receives the message, DVR
101 causes a screen to be displayed to a user of DVR 101 requesting that payment be
authorized. Alternatively, Service Provider 106 automatically authorizes the payment for
_Program X by querying Database 140 for billing information from Billing field 158 of
Table 150.
3.3  POOL SELECTION




[ 0056] Assune, for instance, that DVR 101 requests previously broadcasted
Program A. In order to approve the request, Service Provider 106 queries
Dat abase 140 to obtain the information in Table 160. According to Table
160 Program A is classified as an unlimted access program Therefore,
Service Provider 106 approves the request and proceeds to initiate the

transfer of Program A to _DVR 101. | e enmbadi ment Setdlvegndsr ovi der
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to Table 160, retrieval O‘L’a ogram B is prohibited. Therefore, Service
Provi der 1060@ehpekohsHEcttbBYBEt and notifies DVR 101 that retrieval of

Program B i Zomyv Rbfonitpdo Fle0828Jorddhd te bnadmbodinyent, ichchlBIR 102 19%(r1eS t S
Program X, Service Provider 106 will deternne that i rhnPr ogram X
requires a fREQously bﬂ’é‘?cé?tﬁcf??é‘te?ﬁgyé%ﬁﬁeforg?drﬂ%ﬁ?}ée, clyuﬁ{ %ﬂrfgﬂég%%odi}ﬁent ,
Service Provesgte c:@D VR MK fofitpandnivey Feends mt chayGgveath deigisiodd cpgtynt to

Accordingly, the fee for ogram X i.s |i > i 162 \W§drdie Servi ce
Provi der 106make Eogy iR Ii?é"’scog{?ﬁ Pﬁn?cg‘éalu?"seac Z%ﬁl?rl g%l&o&?iﬂht‘@\?eh a ,p§ ogram the

Service Provhglgs: a5 Q61 B8the M08t oftimeths ageent 3 cEMRe01bs sieipd e PHE he sane.

When DVR 101 receives the nessa VR : Qedi®6di spl ayed
to a user offreyifer iQ?iWPJéE glees ?hﬁd‘%f? OIEJI&PI rf%arj?fl S%gga'eﬁhﬁ%ﬁlgi%}?{qgﬁler natively,

Servi ce ProviddRes sk 6alakicd ARdquesafor y previohsly bmetastédeprpgigmrdiom PYR 10br ogr am X by

queryi ng Dat abase 140 for billing inf i i d duRenify 18l dind 58 of
Tabl e 150. §?‘3’1°P&91’1d8EH§r(§FF‘Ef€Iqaﬁa%fﬁgggfor%%ggﬂ? %&ggrﬁ{}igcde Pr o}Jvi der 106
det erm nes thRerdd SRAlalls forthi®ii zed to receive the content and that the

content is available for_transfe er vi i sto
forma pool [¥0lke| s @V@tmﬁeO%‘%ﬁ\P@é{ierreﬁe%g P{%’%&%lgsf" A&Stg(gg% i ﬁg to one

enbodi ment , yeamh SBYRe PARidED Fo6saies the pegeest andsjupriéy dataliesgdH@tp 16@8TRNt that it
has recorded for_a |inmted amount [ ' &ach DVR has
di ffering @ﬁﬂ?@slaéﬁénﬁ‘sm&ﬁﬁ‘%?eﬁgb@ef gﬁd%%ﬁggﬁgqngﬁ%]gﬁﬁg%%? o make room
for new contgtrew Bsdspstidelid ShecifiactntdayiRort0 8n teStonagy dedppifip a | i st of stored
content, as well as the. anoun f ot he cantent. i s e to be
stored, to SeFePEngBIGRYy }é@g oﬁ%{les\%{iﬁ‘gh% ?PSP@%‘“? e R ’ogrﬁﬁg{}]%%ﬂ_ i n Dat abase
140. Wen SeryisGRinPie\id of idbifier bRBetoseat, amtthy sdcbuthtobsnmareprssruéeg theor a

Dot abase 14eme Goe: RECHHIE FPSTRS ERFD RS Mg fxise ! (o7 100 auertes
[0062] In one embodiment, Service Provider IOQ determines that DVRs 102, 103 and
104 have recorded and stored Program X. Further, in another embodiment, Service
Provider 106 determines that although DVR 105 has stored and recorded program X, itis
scheduled to be deleted shortly. Therefore, Service Provider 106 initially selects DVRs
102, 103 and 104 for inclusion in DVR Pool list 300.

[0063] Further, Service Provider 106 can specify additional criteria for filtering
DVRs for DVR Pool List 300. For instance, each DVR 102-105 may contain information
identifying a bandwidth associated with the DVR. DVR Pool List 300 may contain a
DVR field 302, a Bandwidth field 304, and a Pool Status field 306. In Bandwidth field
304, a high bandwidth indicates that DVR can transfer program content at a higher than
average rate, a medium bandwidth indicates an average rate, and a low bandwidth
indicates a lower than average rate. In one embodiment; Service Provider 106 can favor
DVRs with higher bandwidth, such that any DVR with low bandwidth will be ejected
from the DVR pool. According to DVR Pool List 300, DVR 103 has a low bandwidth;
thus, in one embodiment, Service Provider 106 removes DVR 103 from the DVR Pool
list 300. Alternatively, Service Provider 106 can decide to leave DVR 103 on the DVR




content available for transfer. [0061] Assune, for instance, that DVR 101

requests previously broadcasted Program X. The Service Provider 106

recei ves the request and queries database 140 to retrieve Tables 310-313.
I n one enbodi ment, Tables 310-313 each; contain N nunber of rows, each row
corresponding to specific content stored on the storage device of a

correspondi ng DVR_Each o abl es =313 can.cont aj one col um
r epr esent i n§oa! g 3p9 P‘FtéaVB’fB?‘%%m%aﬂii&g@f gi?lﬁgem(tonetngeﬁ?{\ﬂ%ﬁogcﬂ%gépsaigond col um
repr esent i Ngack i DVRITPaHYlof BVRsi10Bor 18# endoaiitor 2 ettoeindlwtrassfer i s del eted from

t he storage device, [ 006 | n, one enbodi t Vi L

det er ni nes {088t D ”’_’L‘B‘E],%l? f@%e‘a’iﬁﬁ P rqw%r ﬁ%&gw}fg?gs 8%%5% ist g)‘r?%%&%r@ogram X.

Furt her, i npgRGlbIEH: teRkeRingpikramSentehtc &or Bstance derordins talkaobpigiva 88ldt hat

al t hough DVR 1 has.stored and aor-ge Loqar X, ol 1l edul ed to be
del et ed sho?%?%‘ﬂﬁgf’“ 5% ,”S%]FQ/{O%’OL?O% %f? 1 lf)zg"jrlll)ﬂtoﬁlg%ﬁsly@gllbects DVRs
102, 103 angmbP<4DVRII03 fehusd VR PoolDifR3GDa gite BYR 30Da loGOBBILY-{pF t her

Servi ce Provi dfr .106 can fg?ﬁitfé additional criteria for filtering DVRs
for DVR Pootansieein 886ureabPoql i¥elfice each DVR 102-105 may cont ain

i nf or mati ons4i deRITTAYING ASTRYENSIERIDR PRE S IGUSE E BROADCAHEIVRNTEBNR Pool Li st

300 may contain a DVR fjel.d 302 ndw i pglr@g Pool St atus
field 306. 1ORFanddieatis gl’efvé“le&) m"é‘}fﬁ?o@? fﬁﬁtg%ggyv%eéﬂ%h%?%‘gl cat glgr that DVR can
tr gnsf er pr@@reatmhgsatziaepmazmemddaiigﬁaes at)ﬂr@sfer‘@t\wmg@ D¥R @oolandtli um bandwi dt h
i ndi cates an aver rate,..and a |o andw indi; cat QY. t han
aver age r at%@quepie eﬁ?ﬂé‘&?%@?}??nsééplwg%ﬂ I’(‘%{\{Iﬁ 8?%8g?egaﬂm?g{%or ‘DVRs Wi t h
][li gher ] bag ggé gérhilce pﬂxciheﬂ 108 magt IﬁMmD\\l/igcaM Wfth t@wmmwrin fhie Vi Bod jhiénfct ed
romthe pool . Acco ol List . L oW
BRIP4 R B8 proptell ot 1g Mg Btinga g

bandwi dt h: 300 Eequestea ¢e Provi der 106 renoves DVR 103
from the D\iReB@BbdimbritSthe RQfestivdl DER AeD VRADY., It Senuld wanofdodvisser, 196 can deci de

0 e2ee OLATH Sk o Debhicios by B A e g B 100 1
104 encountRyic@bupabls M rebdivibdi@nteneficih efie grafGd¢PVRAdi ti onal |y, the Service
transt or ri A0S o ReREBHELIE: “Aearoor Bt BABe m RaRbr e g aar 'Latus fiel d
306, DVR 1Q3nds% tahdreaehhedtss bR BYR 1020003 and 104 meheDYRE 0056Fhi wguePt ovi der 106
b1 or £y grsis g EIASY renibe Bubperg rBsrorr s B PG N A
TRANSFER OF RREML DYGL 10 1BRORREARTS thdeiiEENAn instruct a particular DVR to send the

full portion of the previously broadcasted content to the requesting DVR 101.

[0067] When each DVR 102, 103 and 104 receives the request, the DVRs initiate a

transfer of the content through Internet 107 to DVR 101. In one embodiment, each DVR

is designated a portion of the content to send. Referring to FIG. 5, according to one

embodiment, the previously broadcasted content is divided into four portions A, B, C and

D. Each of portions A, B, C and D contains sub-portions. For instance, portion A consists

of sub portions A1, A2 and A3, portion B consists of sub portions B1, B2, and B3,

portion C consists of sub portions C1 and C2 and portion D consists of sub portion D1.

[0068] In this manner, Service Provider 106 can instruct each DVR 102-104 in the

DVR pool to transfer one or more portions or sub-portions. For instance, Service

Provider 106 may instruct DVR 102 to transfer portion A, DVR 103 to transfer portion B,

and DVR 104 to transfer portion C and D. In other embodiments, the program content

can be divided into any number of portions which may be assigned to one or more DVRs.

Further, each DVR may be assigned a plurality of portions to send. For instance, if




[ 0065] Once the Service Provider 106 has created a DVR pool for the
particular request, the Service Provider 106 initiates a transfer between
the DVR pool and the requesting DVR To initiate a transfer between the
DVR pool and the requesting DVR thelTServi ce Provider 106 may communi cate
wi th each DVR 102-104 in the DVR Pool [ist 300 to request each DVR 102-104

to send the programcontent t.o th t] D s pRRbadigrent , the
request i ng BVRIGEIGHRIL f?teWn§ﬁ%%P§%g@3§8%{eyg,ghe¥§av%@t?mtaﬁat DVR 101 may
be a PC, a po4,tseRice PeRidecB6suchstart BVRDIAZ orsendiirtiesphodd3. or any ot her

devi ce capabl e of receivjng cont r I Q@p] Referring
to FIG 4A [%brd ef’&*’%‘ﬁ@e‘&%@‘g‘f’%&t@1@2%@83%@3%??;@@%td;tends a
transfer requ@sh inlarop@aedddnt 3022n FI@3. Gordent Segmicnt YORA coURS L dgki s request
instructs each DVR to transmt rtd ' ¥ eltr@Adeast ed
content to pHean é?fﬁ‘&%'{tflﬁﬁag\'ﬂgu%%eaﬁ??g?ﬁg%h%\%lg?@{hgyﬁiesqgeégﬁcan i nstruct
a parti cul agat¥Ratpcomenrkegient fdrsbdurgtomsinoyeohtetee1 (e dy poreipdppdhdcast ed
Fecei ves. { nEREIEES : MBS m Q12D aleprs e B M o e ough
| nternet 10ZmbaibdR, 442h DVRmayese enpanrapent encytion method seche pjisdeEd a
portion of the co nt. to.se eferr| to FIG 5, according to one
enbodi nent , OT%“IB%%]@W%—%@%@IG%‘JY@%& ent is divided into four
portions A [0870]C aRgtthenSeice BruvilenH6sudy-ipdudeiadens bakneing pisudd€e, Thior ti on A
consists D, h of portjaons A B of i tghd A3,
portion B cngé?@méfg%tbdogtﬁ?wgwgﬂﬁ%l Wﬁ?ﬁj]g‘r{gqgg ,I@g‘oﬁ%{é’ﬁ@l C consi sts of
sub port i ongetémiitee dpAmandivision bf ngrEmporiensand sdf-petibpsparcns &1 YRs o7 0068] I n
bool To. tr fieREr i 1BH HBPE e Bre G sy SRR AR BV tiRidRitLe The DR
Service Prgwp@arcoldfi beBeen DVRs 102, 1I3/Rd102. Fo instanne fikdurips enséi: AVRDVR 103
to transfer portion B, _and DVR 1 i fhnBne | N ot her
embodi nent s”?ztg?és %@H’@P&W?Bm‘”’é‘ﬁ\‘ opéxir}qlgieg%?\ﬁf%ﬁéexg@{ﬁ% é&g’nl%%hrrberg.of

Eorti ons wﬁ;&iﬁdﬂitmcaaens&aaiegmmm1m 164 torronsferDNIRS just thg rerRERIng BYHEPR DVR may
e assigne pluralit rti.ons to : - €102 hfag 14 dwi dth

than DVR 10 C@Pten@éﬁl&n%&%}’@af’%i‘}”f erd??@‘%ﬁsg‘gém%ﬂgﬁﬁ_ R 102 has a hi gher
ban 104, Sepydiffly RéspbdiRrirahr poation AstDVR il 0D balanding geonil 280e%ig8hs A and

B. [0069] I mbodi_nent , h.DVR 1 h
Cub- port | GRS ROl A DRSO s PR 10 TR HAe R BGR, 2T B 00T e

cont ai ns Copti@nitivelg! 18ad balancing circuit 207 can assign every sub-portion of A to DVR 103,
DVR 104, or both, to ensure that no sub-portions are lost due to the failure of DVR 102.

[0071] When DVR 101 receives the sub-portions from each DVR 102, 103, and 104,
it begins to piece the sub-portions of the content together using a combining module 402
on DVR 101. In combining module 402, portions A, B, C and D are assembled together
as each sub-portion is received to create one stream of program data. In order to
accomplish this, in one embodiment, combining module 402 reads the Placement Data
505 of Content Segment 502 to determine the correct placement of the portion in the
overall program content. For instance, portion A may indicate it needs to be placed
before portion C, and portion B2 before portion B3. Next, according to one embodiment,
DVR 101 combines all the portions and sub-portions of the previously broadcasted
program content 500 to create a digital data stream. The digital data stream is then placed
in Storage Module 406 for storage and further playback.

[0072] Altématively, DVR 101 can use the time stamps in the sub-portions to

assemble the digital data stream.




503 and Pl acenent data 505. Further, each DVR in the DVR Pool may al so
encrypt the data of each content segnent for secure transfer over Internet
107. In one enbodi nent, each DVR uses a Message Digest -5 (MD5)
encryption of its MAC address. In otheg enbodinents, each DVR nay use any
appropriate encryption nethod such as public key or Secure Hash Al gorithm

- 1 (SHA-1) yption.. [0070] Furth Servi r Qvj baddfedtBYVRNCI Ude a
| oad bal ancil (&%EZI ré@?twgﬁgonyﬁnéggs%% gdn%]fi%gor{ fr?l_cdlﬂllg'tgﬁn407 %ormuni cates
with each DVBI 407 fik(dr isaciiippmbditlod02de perfoninme integsitpgicr kel thelfnirsi on of

program portions and sub-portion lrm&gg taus, | oad
bal anci ng ci®PEik ?‘ﬂénfe a%egﬁ%“%satﬁ% y ad}lél}?}ap%/%v%ﬂé%ﬁbutl on of the

progr am contfesrobeinee edncBURR 100das dd@mined it basirecdiend tharrpgiesontpt vdthr i ng
transfer, DVR 102%,9%3@ gailfséddnaem&gag%ﬁes% : ftd) 196 i@é&ggqgatb%@rres

extremely | 84S afncing crr an instruct_either DVR 103 or
104 to transéeivedths fitr Alestitche DVRTHI wemgpng o nrepsege toghchddViRd Pt 18380 ned to

DVR 102 for ansf ce,.. i that DVR 102 was originally assigned
to transfer IB%F‘B?%@{/RPE@Q?) c%%é%g'd bal ancing circuit 207 assigns any
sub- por ti ongo0T4] A Fhalier,wechdD ViRl 02, 118 arfdeliOf daithe & VIB\FRO1 118y cqpiA amedulgr pot h.

Al ternatively, |oad,balanci i rciyt LA RME it Uk portion of A
to DVR 103, k rlﬁ?ﬁ“ﬁgﬁl? p{%re%s&'}%?c%tt%anéei%r.s lﬁlﬁeﬁ,{eﬁ%’]ﬁ)?ﬁoﬁgﬂc& portions are | ost due

to the fail usmpletd ByRfehii its ppdi0i, 1] scuitserm®ware 103ervieeRiovider ¥0REdEHLHort i ons
fromeach DyR 102,..103, . apd 1 y ' . | A PRES ihens of

t he content X’F&@@?‘h%ﬁusu%qeﬁge?cgg}%’fdﬁ% %%%flg&zfgésggggﬁhg\ﬁ/ﬁ%m. I1 n conbi ni ng
nodul e 402, DV jpdobindicAingBhat Biedmusf® incampdets Smiyice dravirse i §felogs the transtey

sub-portion.is recejved. o Cct . a-fed farorder to
acconpl i sh F‘r#%t?baf%i%hg‘t @‘WSE?%%%%?B’%@?’%&%%‘%@%ZO Qfégadg t he
Pl acement Dafussfer 3ebviaf Pr@odr 606 caBegmplete thOpaymentdunsaciionty dedecting fhedes

pl acenent of t ortion in .the . ov I I -ent.. instance,
portion A H&anﬁ%\%grast aé’“?‘lr& ?FéietﬁgSf%mg@%p eatgé%% 6%68132‘;1%%%%{0%&0 and portion
B2 before pattéiativeB3the Sepvice Pavider thidngn teduohies cxmifoeibafens creditinR CPOENE onbi nes
all the porf)i orbg,and sub-portions of the previously broadcasted program
content 500" PHEGRUCY) digital data stream The digital data streamis

t hen pl acedjoo75) St atiagsivdlyDVR 1406arf wporstodiertre Paordddr 196 When te ayback. [ 0072]
Asserbi e { ST e (EaReS pae RV RGRUR 101 ARBRTAANE P
conbi ned angvadieBmpletiorg fie DEVID 00l s hide tRA\GRnted0htihtay Stuvice Reavides £0& onbi ni ng
modul e 402 iElg)l‘Blg ’Elfe?)r\;ﬂ %"1 Il1a? 1tt% réefeXse%Hee ((::Oll(lte%I to ttlpeeus A tée{:v?ce Provider 106 can
complete the payment transaction before informing the DVR 101 that it can release the
content.
[0076] Referring to FIG. 4B, according to another embodiment, instead of sending a
transfer request message to DVRs 102-104, Service Provider 106 can initiate a transfer by
sending the transfer request message directly to DVR 101. When Service Provider 106
sends the transfer requests, it may also provide the DVR Pool list 300 to DVR 101.
When DVR 101 receives the request, it determines which DVRs to contact by reading the
DVR Pool list 300. In one embodiment, the DVR Pool List may contain the IP addresses
of each DVR 102-104. Thus, using Communication Interface 404, DVR 101 initiates a
transfer with each DVR 102-104 via Internet 107 using the corresponding IP addresses.
Further, DVR 101 may indicate to each DVR 102-104 a portion of the program content
500 to transfer. Alternatively, when DVRs 102-104 receive the request from DVR 101,
DVRs 102-104 can communicate with Service Provider 106 to determine which DVRs
102-104 are assigned which program content portions and sub-portions. Once DVRs 102-




content. An integrity check ensures that DVR 101 has received the full
program content free fromerror. Once DVR 101 has determned it has
received the programcontent with no errors, DVR 101 can send a nessage to
Servi ce Provider 106 indicating that i P has received the file.

Al ternatively, DVR 101 can send a nessage to each DVR 102, 103, and 104 in
the DVR pool to indicate the sanme. [0074] Fur r, ea , 103 and
104 in the DWRhaysoleteraiped WHehPIItions thtend: Vl?‘solroatqséhﬁ%gg}s@eé% rgggr ess of each
transfer. Vhep: cacfpPRoNag: e bsial 8 niehill firsediastransorylipetvéaislyr ansf erri ng
its portion, It sends a nmessage to Service Przvili]zgr4 106 indicating the
sane. Thus, Wiprseastsd cotent pyocerds afisoyssed inzelereneed? TG “Messages from each DVR
in the DVR pool indicating yhat thrRDW/aSO¥ERVEEWONDI ete, Service Provider

106 logs the transfer in Database 140. At this pojnt,..|f pously
br oadcast ed B8H entFiguagRisrddpck dpgrmythyt ‘H“F'F%f?fsafcé’l‘“,%u%é?y\%e{éle60g? g(\)ll?‘ggl? 106 can

conpl et e t he;RawhEMentlor BRRTR&hidIMmNbe daplea bty Cdagufee eystefr @ihindhedesger ' s
account and transferring the fee t&l t.he .Service Pr 0\{if91%{a{ti§naaﬁ&9lmt'
Al t er nat i veltps 6021 other comEmunsaHon medhaney fr SAMBEEGHRE R " ee bef or e

credi ting a feRierg04 Brsd WK tus 68 &9 Pdtessih Bifirmakd. eCameptukey e¥sjem GYR 101 can
report to Service Provider 106 en t he ownl oad has Stk To bypass

, d

a user hackiag RoRdeRAREITRY A% SYCR B FRIPALECTRE IO oad conpl eti on, the
DVR 101 can &ha@c kbR gsanieboupltd idbuk be2 GestarinpenBrmatiodend ibg@uctiprstobrs t he
ider 106

DVR 101 hat it can rel ease the content t he user. i )

can conpl etegeqisd by AIPRESHT 00f o MeHIRGIY B(iﬁfo%ﬁoénﬁy;{?eélﬁ?ﬁ tﬁg&%{é{g{ﬁ@é{&%ﬂ 1 that it
can rel ease yufidies 6PHh& ThterniANTBhfoRefion dirig dxecufibiGof MBruchasde B¢ ng t o anot her
enmbodi nent, instead of sen

ing a _transf ues 102- 104,
Servi ce Prowkersted RoBrogessorioftt g‘éff‘%“t%f SW%S‘?%&% mciuedr%??\eggtg ﬁg%%e?lgﬁf er
request MesS3ROR) s ke stafc Weldice Wipled Sebusi 602 fiRrwving eipticdio®rmeinnds t he
transfer requests, it may al so (2 ovi de the. DgﬁéPo laslain%té{n;%g%istk%rDVR 101.
When DVR 10%0¢ BEBichens PHaogestn gt A forgrd iRl he "R én to contact by
readi ng tﬂe oFtQ\a{R(iji(Eij@ prbi8dd afﬁ@@@up?}dd tOhG copimdionaginfortratorDv iRdoLtdnisst nay
contain the [P addresses of e DVR 102-104. . MSkn jcation
I nterface 4(bQﬂ78bVRCPG‘EutF’fﬁYP‘ie’é‘t6§§ mgy be paug é(PAE(kf g&jt%aac(#sl) W%I%%%Qf vi a
I nt er net 102aty§de@%/ &S@(()C‘I@?Iﬁﬁ‘ﬁ%l@ir@nfoﬁmamdmes se@sputerfisart AarinpuDiRik01 may
indicate to each DVR 102-

C \ 04, a portion of the pro content. ..500 to
transfer. Abtbincldingainhanygpeas erkgys fG&uﬁgiﬁ:@ib\‘}g% r?oélzfﬂ%'sl%atlg om DVR
101, DVRs 3famhéh SRARCEAIIRY RIS thbiobesSi 1604.CAndthaty el udd Gpuodayéter m ne

whi ch DVRs 102-104 are assigned which Rrgqaram cq)({]t ent por i ons and
sub- porti on§,cu@1t<@nm}|:@6,ls(92hasamouse,atrackba , Or cursorI, irection Keys Tor

communicating direction information and command selections to processor 604 and for
controlling cursor movement on display 612. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., ) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

[0079]  The invention is related to the use of computer system 600 for implementing
lthe techniques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 600 in response to processor 604 executing
one or more sequences of one or more instructions contained in main memory 606. Such
instructions may be read into main memory 606 from another machine-readable medium,
such as storage device 610. Execution of the sequences of instructions contained in main
memory 606 causes processor 604 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination
with software instructions to implement the invention. Thus, embodiments of the

invention are not limited to any specific combination of hardware circuitry and software.




16 104 have determ ned which portions to send, DVRs 102-104 begin
transferring the portions to DVR 101. At this point, the nethod for secure
transfer of previously broadcasted content proceeds as di scussed in
reference to FIG 4A 4.0 HARDWARE OVERVI EW[0077] Figure 6 is a block
diagramthat illustrates a conputer system 600 upon which an enbodi nent of
the invention may be inplenented. Conputej system.6 L hC : bus 602
or other corf$] caffhofsmepkmesradrde mE@H’ﬂu?ﬁ %54 %‘@n ?e%r%?an%n'ls’ ?[geﬁl,uﬂland a
processor 6Qd g&kf&{;ﬁé}, bty 9ath @Rt Eses RhRCKHSSoRgertdin wapicHis. abiwput er

system 600 al so 1 ncludes_a main nenory 606, such ( ess nmenory
(RAM or ot Hepn cehpdmantimplesientyd ugRg SoEwuter §§ls eééﬁ’t%a% %%n%%g]g %grd ngtgori ng

i nf or mat i on ang ddiatdieat foPBGmbR, Perovedasiuitadidng toprocwsss 604 BOaxCHE™ menory
606 al so may be used for storing tenporar var.i S._Qor ] dimt ermedi at e
i nf or mat i on Suel 4 MelTER ERY ﬁiﬁ) Fragy g’F‘H% %ﬁ@ﬂ%’ﬂ%ﬂc’? %m%gd E’é&%cm%élg@%?/ “Br ocessor
604. Conput g8 5ieam HAXhdnitshRrmddns Nigasladlemaaith iovlides fenexagple ROV 608 or
ot her static storage device c

S evi, upl ed tqQ bus for I h G
i nf or mat i on opagsskonmagRstisdisks Fac aéﬁtoﬁﬁg‘(’)g%"é%e&lg'g%ﬂl? &Knge?%rdéggiegg ce 610, such
as a magnet ipcndi-s kB meRhdry 6065 Kirarsmispioniniedie thetdes @eatipl cablles 60IFE 602 f or

storing information and instructions. [0078] .Co t ybe
coupl ed vi a vwiganghber ppfics, 18?1‘5‘({511%1 © §1ss thgth(Q,Wp’aJse bgs %tﬁ%“&g'&_{%g‘ r%eggcekaf(mCRT ),

for di spl ayi;Rg B iR romldrafoubit ¢ Lghpves sudisie thoseigenemaisd durieariadie-waga 4,

i ncl udi ng al phanunerjc and of her keys, .is .cou or

comuni cat i #ad mffﬁf@rd@ﬁtcp’élﬁméﬁﬁfw@énﬁéﬁ‘éfhé%ﬁdbaé?lglf)ﬁegta{@b 18';‘53%]“2% (t)%e 604. Anot her
type of usel,s idhs S8HISS thd Bedsdto e deteatt byl ph§di6al nviphisasthet readaithe, a
trackbal I, or cursoridirection keys for conmunicating direction

i nf or mat i on insAECHEBIFRAINASBItECt i ons to processor 604 and for controlling
cursor novergRy) ONCeiniih #md dPmaditiesreddaply inedia vicheles fpexaaipley2 AaEpyt wo degr ees
of freedomin two axes, a first axis éqe.&., x%llﬁang lotalale %_s (e.g., V),
that al | ows disker fleablq didk, bagd diseanagpetsddne P16 OFF &P ane. | oo ? The

i nvention i §{dl\glaﬁ§, Sl dPtibd e, piincBORR b pertHy g wthBOfhysoal medpinewitht i ng

t he techni ques ‘descri bed herein. Acc i i

i nvention, phiteses 0fb@e%h3@@@>§f’wp%‘fi%%w aﬁ%ﬁ?@%%&%&%ﬁe&&fn
response tocﬁggfzmﬁée, 6046 esd bl B@crited Gereinafi®@l & ang qihenoedunfiroone or nore
instructions tontalned in nmain nmenory 606. Such instructions nmay be read

i nto mai n nehishy coOpuienceniedhot her machi ne-readabl e medi um such as storage
devi ce 610. rdaxecut iR, il Rer AMHRNEEELRImddShaURtihete:ddo parsiimgstheion mai n
menory 606 &auses processor 604 to performthe Br9cess L ens g?ﬁn%ﬁé bed

her ei n. | n more sequences of one or more instructions to processor 604 for execution. " ror A

the instructions may initially be carried on a magnetic disk of a remote computer. The

remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
600 can receive the data on the telephone line and use an infra-red transmiter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 602. Bus 602 carries
the data to main memory 606, from which processor 604 retrieves and executes the
instructions. The instructions received by main memory 606 may optionally be stored on

storage device 610 either before or after execution by processor 604.

[0083]  Computer system 600 also includes a comumunication interface 618 coupled to
bus 602. Communication interface 618 provides a two-way data communication coupling
to a network link 620 that is connected to a local network 622. For example,
communication interface 618 may be an integrated services digital network (ISDN) card

or a modem to provide a data communication connection to a corresponding type of




alternative enbodi ments, hard-wired circuitry may be used in place of or in
conbination wth software instructions to inplenent the invention. Thus,
enbodi ments of the invention are not Iimted to any specific conbination
of hardware circuitry and software. 17,,[00801 The term "nachi ne-readabl e
medi unt’ as used herein refers to any nedium that participates in providing
data that causes a _nmachine to operation.in. a. cifj j n an
embodi ment | telsphone Hnce chsspthe eéﬁﬂgﬁt"%?’mwgagﬁﬂf‘%‘% ce IéESfff‘%ﬁ%mrég%hf‘fﬁé- r eadabl e
medi a are i nyQlyeeAQardeX RI1dE a dhid cqfuamiiehtiog connsdtion &t 4 ampatie pAdkessor 604
for execution. Such’a nedium rra%%ai;efprran forme, %ﬁﬁ%g}nﬂﬁm@&ﬁon”m
limted to, Weslossdikympealspehsimplemgnipd p may PEytIpelstpitR. SRS Ssi on nedi a.

Non- vol ati | e, eeie®18 BabdaRTeceives clekival blectronmptétic ak omicalndgpalsthagcatiysks, such
as storage device 610. Vol atil.e nedi atﬁignc ugoer%atg%nam c nmenory, such as

mai n menory €@kl dafp siivams CRTeSHURR AT R 48 E8aX al cabl es, copper wire
and fiber opjhgs. iNEhediingc1Epitiltygsovideatiate cnpninsertibuSr@ER onTUTAAYHAI ssi on

media can also take the formof acoustic or, l.i -SMEnaSiohhose
gener at ed duretwRikstagfhst Vlcﬁﬁndqofmier%eéw%fléblﬁgg%o n c‘élfl?ons. AT such

medi a nust  bgohgBkddhwh 60 abi Kost dupuien624rantd datneuiparent engrabd byl nedi a to
be detected by a physical. ne I . reads | DshdhdGdabighs into a
machi ne. [00‘84 Ct%ﬁﬁfﬁfrﬂﬂfl‘?féf%? géﬁsag# E%élpé%%)lv}edgﬁde%%a |n‘g§é&3§? for

exanpl e, a flARRYihrdtbB the varllivedd pablest dits bomrharichtida séworrmgwepigonkpe, or any
ot her magnetic nedium a CD- any ot her opti @‘?g{ ngar ds,
papert ape, daiprred iRes thshipdsraey %WE%WPT]\(%Z%%@@?G%G% msse%}ég&%%M a
PROM and ERROYbmanElicdsidpfRaRGbhalsathyt catdigitaidate styeams hiThe ognabsdhorgiige, a
carrier wave as descri bed hereinafter 0 h i -rom which a
conput er caﬁaﬁ@&&etﬂoéﬁéﬂ?t}\?é}gflﬂﬁgn?%?’%%#G%E%ﬁi%r‘\rg-g heagak) e éf%rgl a maybe
invol ved i n ;gRFckIoNG Wikt cafry thedigtabdeiie mxkbfomn toropmeeraystem 6@0,iarest r uct i ons to
processor 604 for execution. For exarrEle,]e.t e ino%tructi ons may initially

r.

be carried cHemPlAJHESIOf CHTIERVAYES LATFRY CORPUEER: The enote conput er
can | oad thgohgapt I UipRits sysiints00tcan shyi aivbsagarmmrepeiandhis ertiidingerogram

instructions over a_tel ephone |ine _usi a nodem . A. I conput er
system 600 €éh thf@tgéiﬂ?ﬁ‘é’eg’}‘%k@afl%t“’SWlilnhgg? @}decﬁﬁw(ﬁl%gg%&&gg gIntﬁ? nfra-red
transmitter hQ©ORYBHk, a dchRr S BighQraasnit Bidqaesteddods Hnar appheation prograted

detector can receive the data carried i I

n.the infra-r.ed. and
appr opri at e thiopghiptempt ¢28n15) @éelo‘t’%éetﬁalikfzg ﬁndo‘ff’ém%lﬁlicfaa%g&g%g@@agi ries the
data to mai rclomjmr YrRE Pl eivid S Wy 6B cRkaeEbERbeRdS 60Ltyil Brasivehdndrecut es

the instructions. The instructions receiyved b i n nmenmr 06. ma
optionally Istoreskin plerpge device 610, or other non-vo?au\(e sgoragg forater SFe0THON. ?nt?us y

manner, computer system 600 may obtain application code in the form of a carrier wave.

[0087] In the foregoing specification, embodiments of the invention have been
described with reference to numerous specific details that may vary from implementation
to implementation. Thus, the sole and exclusive indicator of what is the invention, and is
intended by the applicants to be the invention, is the set of claims that issue from this
application, in the specific form in which such claims issue, including any subsequent
correction. Any definitions expressly set forth herein for terms contained in such claims
shall govern the meaning of such terms as used in the claims. Hence, no limitation,
element, property, feature, advantage or attribute that is not expressly recited in a claim
should limit the scope of such claim in any way. The specification and drawings are,

accordingly, to be regarded in an illustrative rather than a restrictive sense.




storage device 610 either before or after execution by processor 604.

[ 0083] Conputer system 600 al so includes a conmunication interface 618
coupled to bus 602. Conmunication interface 618 provides a two-way data
communi cation coupling to a network ik 620 that is connected to a | ocal
network 622. For exanple, comrunication interface 618 nmaybe an integrated
services di g@laélmsnetvmrk (I'SDN) card or a nodemto provide a data

comuni cation connection to a corresponding type of 18 tel ephone line. As
anot her exanpl e, comrunication interface 618 nay be a |ocal area network
(LAN) card to provide a data conmuni cati on connection to a conpati ble LAN.
Wreless |inks Ampetimidsor frevidinglsecueaitradfer bfip@nipusiy broatiegst emesnt at i on,

comuni cati Qg hfl grface 618 sends and receives electrical, elect romagnetic
or optical si gR S"that carry digital data streans representl ng vari ous
types of i nfor rfaediome, af 9oBuice Povidsr, R réquak fiR0a digghlcdddopepnrdari(B¥R)dat a
conmmuni cat i Q&ribRy ﬁ?ékg&lsgynﬁ'oﬁ)dca&% EontAE IAPH ESbrb &ALk ﬂ%gdﬁﬁ\élg‘ﬁg andOr
exanpl e, networ k é may provi de a connection rough | oca net wor k
622 to a hodtel s YH\ [ wpaecsidit o dat a equi pnment operated by an |nternet

Service Provi dezﬁhdduﬁg)he&% esﬂ ﬁlﬁq&s%ﬁmelbrwﬂ& I RWrAeSndidb@he DVIRIRI cat i on
services throtggrll t \{vo ‘5)3? etddat?% communi cati on network now
comonly r &7877sd ‘ff)eréesve eemelﬂ Qpacagsgcofflal network 622 and | nternet
628 both use eldethmnmglthat tied reqtaseipgivetusly besadopiteCaintent griadagdionainecar ry
digital datg Sble es- The signals through the various networks and the

si gnal s on networ Ilhk 620 and through comuni cation interface 618, which
carry the di gi emptingsa pool of devdces beved oo mjotreatiopyegaeding 06 onapemorxenpl ary
forms of cagdi®s; apaves transporting the infornmation. [0085] Conputer system
600 can send nmessages and receive data, including program code, through
the network(s) lmtf?é%cﬁt khe Seprceazoviderga BamiRnof etnreyionshy wopdcastede@tentn t he

I nternet ex@gmlboge oBmsRIMRIceSBRhEPAN LT EdvaRs il theDVRJUest ed code for an
application program through Internet 628, ISP 626, |ocal network 622 and
comuni cation interface 618. [0086] The received code may be executed by
processor 604 as it is received, and/or stored in storage device 610, or

other non- vOIgE oo bPLAS 1f QherbAYRL v G urhBr S RisefBNeT . comput er

system 600 rray obtai n applitation co ] i a carrier wave.
[0087] In the despragungtha E@te@wmqr@éthe&VR@m@@nrtmm@re@ievprah;:nrewelrsdy on have
been descryr(;)ﬁgasmdtdan{eg{ ghgnce to nunerous specific details that may vary
frominplenentation q%gtt,hﬁl enentation. Thus, the sole and excl usi ve

i ndi cator of VIFHMNdng VEsTiqusly breadgaste COPF?E"EWCP@HHW e applicants to
be the i nvemhifafied.is the set of clains that i ssue fromthis

3. The method of claim 2, further comprising:

determining that the previously broadcasted content requires payment from a
user; and

deducting the payment from the owner's account.

4. The method of claim 1, wherein the initiating step includes sending a message to
one or more devices in the pool of devices to transfer at least a portion of the

requested previously broadcasted content to the DVR.




application, in the specific formin which such clains issue, including any
subsequent correction. Any definitions expressly set forth herein for
terms contained in such clains shall g®wvern the meani ng of such terns as
used in the clains. Hence, no limtation, elenment, property, feature,
advantage or attribute that is not expressly recited in a claim should
limt the ng?ﬁﬁ leet %H%Ecl%in?hmvﬁ Dei BYch'YVic ];lht% PO el.%'f]:i%&lg tsle?lgrygﬁ%sdraw ngs
are, accor mgfy, htp e reg’arcfed Fran 1T rust Pati ves Y atner an a
restrictive assgned pontwn ofithe previquslybrasdchsed ¢antenpbefoiediansfesomthe transfer of
previously Qgg@,@ggghmﬁqm@rﬁw{pomri sing: receiving, at a service provider,
a request froma digital video recorder (DVR) to retrieve previously
broadcasted content that was broadcast over a broadcast signal and that
the DVR did not record; validating the request at the service provider by

det er mi ni ng ¢t i [ to retrieve the previously

br oadcast ed 6&:@?\%%%\@& %&%‘?‘Fﬁ% ﬁ?ﬁgp‘%ﬁlﬁﬁﬁlﬁe request ed previously broadcasted
content is | ocdewsivieg: abihe D\Gt, apurelityev peions efitbatdqnestad ppodbushf devi ces
based on i nhRaBLI@RoAegar ding the one or nore devices; and initiating, at

t he service provi g,er, a transfer of the previously broadcasted content
from one or norBmBEALLBE Plupalityef postims e crgatgiadigital date Hecap\mRpresentipgge net hod

of claim 1, thehequesiad bleeiovidlly iberttRedsheRmbiin ChgEntCAdpr i ses:  det ernini ng

that an owner of the DVR i§ authorized to retrieve previously
broadcast ed cofrERE ﬁ‘egr\%‘t%g?tgf'tﬁ?am P $REREC dRdcot e Ié{t}g‘t y broadcast ed

content is permtted to be transferred. 3. The nethod of claim2, further
_conprising: determ ning that the previously broadcasted content requires
paynent froma wuser; and deducting the paynment fromthe owner's account.
4. The met hodhemeghod; ahclaimyiy whesern theymitiatingstepifirghes caippiises] udes sending a

message to ON&n@ingMfMsWEMGEES td e DIVR RRRUCRE AV VRAS rdfclthaaRadtar at | east
a portion of the [e uest ed l;l)r_ew ousl bigroadcast ed cont ent ﬁo t he DVR
portion of the requested multimedia content from one or more devices in the pool of

devices.

8. The method of claim 7, wherein the transfer request includes a listing of each

device in the pool of devices.

9. The method of claim 1, wherein the one or more devices includes one or more

DVRs located outside of the requesting DVR's local network.

10. The method of Claim 9, wherein the one or more devices includes one or more

content servers located outside of the requesting DVR’s local network.

11. The method of claim 1, wherein the creating step further comprises:
selecting one or more of the devices that are not already in a pool of devices for

inclusion in the pool of devices.



20 5. The method of claim4, wherein each device in the pool of devices
encrypts its assigned portion of the previously broadcasted content before
transferring the assigned portion to tHe DVR 6. The nethod of claim1l
further conprising: receiving, at the DVR, a plurality of portions of the
requested previously broadcasted content; conbining the plurality of
portions to create a digital data streamrepresenting the requested

previ ousl y birodbemsthed ofitlhiti hedlictein eetopsating stoel fisther edigprisee di gi tal data

streamon a sto Vi he DVR 7. ,The .net hod .of ..cl.ai m 1, . wherein
the initiating Jefegﬁng ‘gr%et‘ﬁ?“"% dielfes TN CXCCSd%mﬁ‘&img“{hﬁ%‘Hg’%detﬁ “F%Sh"‘% %0 the

S er conprises:”sendi ques
DVR i nstructtraﬂgfetqrfgiata\mrqss)anetmwdsforiatclusmén the popbefideyivenf the requested
mul ti media content fromone or nore devices in the pool of devices. 8. The
met hod of claim7, wherein the transfer request includes a listing of each
device in the pool of devices. 9. The nethod of claim1, wherein the one or
mor e devi ced3i Acjstee forgneviding satuee trdd¥fes of predibedy bioadtadede@bntelte requesti ng
DVR s | ocal c&ﬁéﬁ*ﬁﬁ . 10. The nethod of Claim9, wherein the one or nore
devi ces includés orie or nore content servers |ocated outside of the
requesti ng DVRagligitd sildemetcasiek(DYR); The nethod of claim 1, wherein the
creating step fugthereqanrises: selecting one or nore of the devices that
are not already in a pool of devices for inclusion in the pool of devices.
21 12. The nefIf8EPHET B¢taprk couplgd é Bied Yihandthe servieg Psavedets ur t her conpri ses:

sel ecting one @hefdM B BWAVR 68AmuRRAteE¥RR A RrvideProUbeia Rehed tphevidisgshol d for
rk for inc vices. 13.

transfer of. data across net usion i.n the poo f d

A system foPmﬁéc&\S/tF‘gF%ergzlPﬁWé‘S roadeaskavepp f?ta@?f’isb%%l}air apg @‘éh‘hi‘ﬁg)[vé?dg‘éont ent,

conpri si ng: n& retiogd;t al vi deo recorder (DVR); a service provider; a conputer
th?edDVR

netver k COuP okl e, YR BOYADREIS 5% BB AP Bl
content from the DVR upon confirming that the DVR is authorized to receive the
previously broadcasted content;
wherein the service provider generates a device pool comprising one or more
devices coupled to the computer network that have the requested previously
broadcasted content stored locally; and
wherein the service provider initiates a transfer of the previously broadcasted

content from one or more devices in the device pool to the DVR.

14. An apparatus for providing secure transfer of previously broadcast content
comprising:

a module for receiving, at a service provider, a request from a digital video
recorder (DVR) to retrieve previously broadcasted content that was broadcast over a
broadcast signal and that the DVR did not record;

a module for validating the request at the service provider upon confirming that
the DVR is authorized to retrieve the previously broadcasted content;

a module for determining that the requested previously broadcasted content is
located on one or more devices;

a module for creating a pool of devices based on information regarding the one
or more devices; and

a module for initiating, at the service provider, a transfer of the previously

broadcasted content from one or more devices in the pool of devices to the DVR.



broadcasted content that was broadcast over a broadcast signal and that the
DVR did not record; wherein the service provider authorizes the request
for previously broadcasted content framthe DVR upon confirmng that the
DVR is authorized to receive the previously broadcasted content; wherein
the service provider generates a device pool conprising one or nore

devi ces coupled to the conputer network that have the requested previously
broadcast ed ISoThedpparatud bEHain® ¢4 WhereiRihd naaledbivAlidatiSethY t@@edd filtitetler
initiates a(%ﬁﬁg fer of the previously broadcasted content from one or
nore devi ces’ | He devi ce pool to the DVR 14. An apparatus for providing
secur e transf era néduby fov dgtashiyingtivade asherod ttedVR icarthorizsid mgretraeventcbul e f or
recei vi ng, AV ' . request froma digital video recorder
(DVR) to re?%?§v§9b¥g§?g§§$§h%§%3 casted content that was broadcast over a
br oadcast si gndmedyls fondetermteinpirt diedrevinustydweordgasted eantrnt & peoritigdifd dat i ng
t he request batraidfereger vi ce provi der upon confirmng that the DVR is
authorized to retrieve the previously broadcasted content; a nodule for
determ ning that the requested previously broadcasted content is |ocated
on one or nore devices; a nodule for creating a pool of devices based on

| nformat i onyg agakAlRgul He1ARE s AP GnfifilceS; and a modul e for
initiating, at the service pp00|d%r, ARramsfer of the previ ously

br oadcast ed coafduletorsiptesmining thabthe prreiously droadcasind gootsht whuitksvi ces to t he
DVR 22 15pg t RARaLeYUgnPf claim 14, wherein the nodule for validating
the request further comrises: a nodule for deternining that an owner of
the DVR i s autﬁHPﬁ%E@”FgEWEW%ﬁ@%@@Wﬁ@tﬂﬁ?@#ﬂbﬁ§¥§aﬁ¥@éﬁcasted content; and
a nodule for determning that the previously broadcasted content is
permtted to be transferred. 16. The apparatus of claim 15, further
conprising: a nodule for determ ning that the previously broadcasted

cont ent redlfi Tbsapppriuseiclaimdrh whersiethe modile for initiating includes a module for

sending a message to one or more devices in the pool of devices to transfer at least a
portion of the requested previously broadcasted content to the DVR.

18. The apparatus of claim 17, wherein each device in the pool of devices encrypts its
assigned portion of the previously broadcasted content before transferring the
assigned portion to the DVR.

19. The apparatus of claim 14 further comprising:
a module for receiving, at the DVR, a plurality of portions of the requested
previously broadcasted content;
a module for combining the plurality of portions to create a digital data stream
representing the requested previously broadcasted multimedia content; and

a module for storing the digital data stream on a storage device at the DVR.

20. The apparatus of claim 14, wherein the module for initiating further comprises:

a module for sending a transfer request to the DVR instructing the DVR to
request at least a portion of the requested multimedia content from one or more
devices in the pool of devices.



a nodul e for deducting the paynent fromthe owner's account. 17. The
apparatus of claim 14, wherein the nodule for initiating includes a nodule
for sending a nessage to one or nore d8vices in the pool of devices to
transfer at least a portion of the requested previously broadcasted
content to the DVR 18. The apparatus of clain117 mherein each device in
t he pool of de r

br oadcast ed Sopr S Bap ! Sty 2 3pnsPa S bR il bOT RS 842 e
19. The appdkﬁﬂ991%¢P@ﬂ@fdﬂaﬁmfurther conpr|S|ng a nndule for receiving,
at the DVR, a plurality of portions of the requested previously
broadcasted content; a nodule for conmbining the plurality of portions to
create a digital data stream representing the requested previously

br oadcast ed 22uThd appatat@ms obcitient 4, wheckiratheode bemberdesices inclgdéshmmedir gicral dat a
streamon a h aratus of claim 14,
wherein the Drsr‘}t)%l?&%?dd&\(%l%e ?Eeﬁgesﬁlgpvﬁsolocéfngﬁvgo@g a nodul e for sending
a transfer request to the DVR instructing the DVR to request at |least a
portion of the requested nultinedia content fromone or nore devices in

the pool of sglevipcg alrﬁt’i; ofgé'la i stl it %iﬁlre%ﬁﬁ&f ggée%emcgsomcl}{]}(ﬁg (ﬁie%rt he

transfer request | es a eac of devi ces.

22 ore “DhRR iRl sl B W%%“Bsh%@gwﬁé)%%%eﬁ eZt nock953, e

The apparatus of Cla|n122, wherein the one or nore devices includes one or
nore content servers | ocated outside of the requesting DVR s | ocal network.
24. The apparatus of claim 14, wherein the nodule for creating further
conpri ses: 2@Tﬁaa§nﬁaeatmsaif@dﬁimrlg @hﬁemrthmmuleffortdf@tldgwr&escdsrhp[ﬁsear e not

already in a p f VIC of devi.c s 25. The
Spparatus of of dloaflh se 8GR of fed ATETAGs ULl RoP e i AEHISES: 2

nmodul e sel wmcnrgfoone:hmonnnrde meloidesicehat exceed a m ni mum bandwi dt h
threshold for transfer of data across a network for inclusion in the pool

of devices. 26. A conputer-readable nediumcarrying one or nore sequences
of instructions for providing secure transfer and playback of multinedi a
content, wa5chhé apphratiBtof @lasm 14Mwelﬁ>§l%3¢tteﬁd1gt§tép<mﬁh@rcoﬁlipﬁﬁéspr ocessors,

cause the one or rocessors to, ca
£thodte Se1& cting one or more devices that exceed a minimum bandwidth |

threshold for transfer of data across a network for inclusion in the pool of devices.

26. A computer-readable medium carrying one or more sequences of instructions for
providing secure transfer and playback of multimedia cdntent, which instructions,
when executed by one or more processors, cause the one or more processors to carry
out the steps of:
receiving, at a service provider, a request from a digital video recorder (DVR) to
retrieve previously broadcasted content that was broadcast over a broadcast signal and
that the DVR did not record;
validating the request at the service provider by determining that the DVR is
authorized to retrieve the previously broadcasted content;
determining that the requested previously broadcasted content is located on one
or more devices;
creating a pool of devices based on information regarding the one or more
devices; and




out the steps of receiving, at a service provider, a request froma digital
video recorder (DVR) to retrieve previously broadcasted content that was
broadcast over a broadcast signal and 2hat the DVR did not record,
val i dating the request at the service provider by determ ning that the DVR
is authorized to retrieve the previously broadcasted content; determ ning
that the requesfE@ing althe sayige proyiies adtapsfercs reanievipusly boadegted gomed  or
nor e devi cedion€6@adrinitge o9 in Bk pdeMifeesicias i YRI nf or mation regarding the
one or nore devices; and 24 initiating, at the service provider, a
transfer of the previously broadcasted content fromone or nore devices in
the pool of devices to the DVR 27. The conputer-readabl e nedi umof C aim
26, wherei nsth i i en f-urt . i ; ternm ni t an
cuner of -t nd DU ehERk Bl Rt e AT R SR The SRRHM BlRabE: G
content; an@o@RH¥F'M ning that the previously broadcasted content is
permtted to be ddEpRaheiabh ovify of AR IPPRRULRHEPEARI-R VBRI DRIy a1 m 27,
further conprising instructions for: determning that the previously
broadcast ed content rBeafcrded oaimb#dfroma user; and deducting the
payment from t hedasneiing thaChe prvioud-brdddeastearBhtest is peasdiabd ® vwedi um of C aim
26, wherein th@ initiating step includes sending a nessage to one or nore
devices in ?ﬂgfﬁﬁ 1 of devices to transfer at |least a portion of the
requested previously broadcasted content to the DVR 30. The
conput er -r eadabl e nedi um of C aim 29, wherein each device in the pool of
devi ces encrypts its assigned portion of the previously broadcasted content
bef ore tr adfsf Ehe ¢amputdracasioble gradiiinp of Claim 27 durthes cOVRrisiBg instinetions for:

conput er - r eadabl iR f Ui rbSli i jons for:
receiving, at the DVRf%gh%fﬁﬁgﬁyﬁyagPhgg%gﬁgﬁ@ﬁgﬁr% éﬂgggﬂgéﬁgghkfeviously
br oadcast ed content;ugﬁﬁ%ﬂning the plurality of portions to create a

digital data strdeauntingHega¢mthtTebm the owner’s account.

29. The computer-readable medium of Claim 26, wherein the initiating step includes
sending a message to one or more devices in the pool of devices to transfer at least a

portion of the requested previously broadcasted content to the DVR.

30. The computer-readable medium of Claim 29, wherein each device in the pool of
devices encrypts its assigned portion of the previously broadcasted content before

transferring the assigned portion to the DVR.

31. The computer-readable medium of Claim 26 further comprising instructions for:
receiving, at the DVR, a plurality of portions of the requested previously
broadcasted content;
combining the plurality of portions to create a digital data stream representing
the requested previously broadcasted multimedia content; and

storing the digital data stream on a storage device at the DVR.




the requested previously broadcasted nultinedia content; and storing the
digital data streamon a storage device at the DVR 25 32. The
conput er -readabl e nmedi um of Claim 26, wierein the initiating step further
conprises: sending a transfer request to the DVR instructing the DVR to

request at least., a portio e re uested nul tinedia content from one or
more devi cesﬁ'i I’ﬁh‘i ‘F?éerBE?BFeag?bciﬁé’\? pasof Jaim ¢, ehersin e apvatwgsim wthedi um of

G ai m 32, whemnerigest he transfer request |ncludes a listing of each devrce
in the pool of d sre

wherei n the one ggﬁ(ﬁnﬁa “%18 Eegges(%?%f::?y&l% gwgk%%%qu?sgggegﬁ 3out si de
of the requesting DVRpgﬁbmoﬁ%en@pwﬂahmuh@ﬁﬁuﬁhewobh@nbecermadabweemedrunrof
C ai m 34, wherein the;ape Qi oFBLEcLevi ces includes one or nore content
servers | ocated outsige o? tﬁe re%uestrng DVR s local network. 36. The
conput er -r eadabl e nedi um of C aim 26, wherein the creating step further

conpri ses: selecting one or m)re of the devices that are not already in a

pool of devi for inclu qol _ of devr 7. The
conput er - r ed 3a81|‘h§ HEBY A 2y, Br ¥ Whergm ?83%%%%@%{% further

conpri ses: swlheles a igingé eath dmrcerndﬁvlpeels)f&ihabesexceed a m ni mum bandw dt h
threshold for transfer of data across a network for inclusion in the pool

of devi ces.

34. The computer-readable medium of Claim 26, wherein the one or more devices

includes one or more DVRs located outside of the requesting DVR’s local network.

35. The computer-readable medium of Claim 34, wherein the one or more devices
includes one or more content servers located outside of the requesting DVR’s local

network.

36. The computer-readable medium of Claim 26, wherein the creating step further
comprises:
selecting one or more of the devices that are not already in a pool of devices

for inclusion in the pool of devices.

37. The computer-readable medium of Claim 26, wherein the creating step further
comprises:
selecting one or more devices that exceed a minimum bandwidth threshold for

transfer of data across a network for inclusion in the pool of devices.




