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This invention relates to tel ephoni ?éﬁ ge systens, sonetinmes
referred to as voice mail 15 systensEaggg 73 | ar, to methods of
controlling and authenticating trans on ‘ tel oni ¢ voi ce nessage
data in interconnected networks of such systens. Background of the
| nvention El ectronic comuni cati on nay be Conducted 20 enpl oying a variety
of formats including direct tel ephonic voice comunication, facsimle
docunment communi cation, electronic nmail comuni cation, and tel ephonic voice
nmessage comruni cation. Facsim | e docunent communi cation|an “ HM“M‘ “nai
comuni cati on nay be characterized as 25 docunent - based ana\“mﬂ\ Wo
formats as voi ce-based. Direct tel ephonic voice conmuni cati on i.Ss4ai que
anong these formats in that it requires simnultaneous participation by al

parties. In many business situations, the requirenent for ”MMNWWMMHMWNH
participation 30 is unnecessary, disruptive, tinme-consum ng,

i npossi bl e because a called party tel ephone is busy or the part ysohos+

ot herwi se unavail able. As a consequence, nonsi nultaneous conmmuni cation
formats, such as facsimle docunent communi cation, electronic mai

comuni cation, and 35 tel ephonic voi ce nmessage conmuni cati on are beconi ng
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TELEPHONIC VOICE MESSAGE STORE AND FORWARD METHOD

10 HAVING NETWORK ADDRESS AND VOICE AUTHENTICATION

Technical Field

This invention relates to telephonic voice
message systems, sometimes referred to as voice mail
15 gystems, and, in particular, to methods of controlling and
authenticating transmission of telephonic voice message
data in interconnected networks of such systems.

Background of the Invention

Electronic communication may be conducted
20 employing a variety of formats including direct telephonic
voice communication, facsimile document communication,
electronic mail communication, and telephonic voice
message communication. Facsimile document communication
and electronic mail communication may be characterized as
25 document-based and the other two formats as voice-based.
Direct telephonic voice communication is unique
among these formats in that it requires simultaneous
participation by all parties. In many business
situations, the requirement for simultaneous participation
30 is unnecegsary, disruptive, time-consuming, and often
impossible because a called party telephone is busy or the
party is otherwise unavailable. As a consequence,
nonsimultaneous communication formats, such as facsimile
document communication, electronic mail communication, and

35 telephonic voice message communication are becoming
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2 preferred over direct tel ephonic voice comunication for nmany situations.
Becalse ever-increasing volumes of information are being transmtted by the
di fferent nonsi mul taneous 5 comruni cation formats, docunment store and
forward systens have been devel oped to i nprove the efficiency,
costeffectiveness, and useability of facsimle docunent and el ectronic mnai
communi cations formats. Docunent store and_forward systens inplenent
features such as delivering 10 a single cofmmunication to nultiple parties,
deferring conmunication delivery to a reduced rate tinme period, deferring a
comuni cati on,dekiyery UOEE'd?yébge§élggﬂgﬁibnvﬁlg§fE%@ it 1 CAYALLY £ L1 Me
zone, forward Png a communi cation to eterm ne ress, returning a 15
connunlcat|onmaevlﬂetyahePﬂﬁlcatlon |dentifying and/ or authenticating a

particul ar connunlcatlogecaﬂgedebbte&hegeasaagtweqhaescetWEWﬂaymaeaon
according to a delivery priorit unment - hased store and forward systens,

such 20 as on@r@egéﬂpﬁearﬁﬁsﬁlSgeﬁapy KGe 816187886 POFSHERHEINERSS

APPARATUS FOR-A&iknSt G AnFASBHEEEE 86685eAHDsEGE%ABBdNEBEﬁB&d Ryt cheen
devel oped for conpgtibilité becazge tac§ing g nes and elec roni c mai
systems are bA8&d Snchi grvErCRGHNTIRI SLPESN St gﬁnglgdf fhat’ i St ended for
25 transm tti agfeessagessanoagdwidebpidépar atfedalscatilensiocoieat agcoss
'nternat'Ona'eteeegaﬁtgsmaItegsgmnﬂebgeabﬂe FBCRYENI DRCHEN e JRGhI nes
and conputers are nmanufacture avariety o Manuf act Urers aceor ing to
i nt er nat i onal ppdaéespped ﬁeﬁﬁﬁmés1m§ﬂ§W§&ﬁd§ea§H§e§0S@@ﬁwﬁﬁl@@@#Uﬁrlng

protocohg thay wehgidevshpPngdcheisat £sf muatcpneEpRaResds, |@e€%&&ﬁ§@ﬁ

voi ce-based store and forward_systens have not necessari been devel oped
for conpatlb|FPW?UBéEQE§8np?P89V§6VcéonéuFe§y§ﬁgn§a%€rélﬁBXEef&$@52 1
22205- 0007 aeﬁérﬁahgly bamaadedatabntaaniﬁb&yingtanabuglmessagemrannmg
users sharing_a 35¢ rengocoun rssage %t%o s ane installed in a

cor poration. ?here ore; v ee ave een “andr &ct ur ed by a
variety of naqgmaunmcetsoneacha5paddptemq1aegreﬁdwesanyreemr@ﬂnpeatures and
communi €811 oncBRALAGEhE ;bRALeISLE JexBapedataonal sk cllig ifgedn b each

manuf acturer. Cearly, voice-based store and forward systéns woul d benefit
from many of BHEDLEBALGREINGNE PAFEBFNLATe§OTHUHL Casderentitaded 1yeaiadand

forward systegspabiewevear tbemuAgeapabnbkecpraiagoks amglayeeéryy different
voi ce nessage_syste hi nder the devel opnent of all such capabilities.

Mbr eover , becBEggrbggthe di stances and conpl exities of tel ecommunications
net wor ks, voice nessage@otnaasntbaeédiBtb&esa@ﬁ fetwarkds syt esigh] ecicht o

transmi gi on gglgxghéggc%QﬁkgnEHab Ee”%ﬁE ra%tbi%'3o%a%%re%E§§ﬁgss .

voi ce signature au a~desfi I'on"Vaoi cé
exanpl e, V|rt68PA§A§@§ YORCACRESSAYE §y§ﬁ€ﬁ§Mﬂéﬁuﬁﬁoﬁﬁ ANDo FOFWARDor a

recipient's VQEQﬂoﬁkgnﬁhUéebE@nZeréﬁwﬁaﬁ E@%d%%hb%ﬂﬁbiliQ@dk@@a%s%0|Ce
nessage to an |ncorr i ent voi ce S|%%aéure i S typlcak y the

recorded name EBFStRe ?e@?ﬁﬁéﬁ?suéﬁﬁ EPERER P sEYSE A Gee
exanple JohnnSdughtallnommunncaemonetw@hhedoggiceameasagatemﬁb@nfprthe

nae, voLce SLOgALHier 1 AN0y23LNeT haler (RLEGD A3RAGLaLed WL BYETY user

is recor ed i user ' €n an o ters a reci voi ce
message addre9§tenhecvosselneggagelgpgﬂebpa@degse§ th@h@s@pmNNMecamdon

retﬁrnf thf a?é@%h%&ﬁ@ ¥9Le8msh 8NARKHEnke bLhe VehpatEegsage originator to
authenttcate manufactured by a variety of manufacturers according to

internationally accepted features, standards, and
30 communication protocols that were developed to satisfy a
common need.
In contrast, voice-based store and forward
systems have not necessarily been developed for

compatibility because prior voice mail systems were
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30 entered voice nmessage address. Unfortunately, in a networked voice
message system’ when an originator enters a recipient voice nmessage address
that is at a renote destination, the originating voice nessage system
cannot readily access the PDX4-144452.1 22205-0007 4 destination user
file without encountering undue tel ecommunications-rel ated del ay and
expense. The destination user file is rendgred conpletely inaccessible if
the voice nessage is narked for deferred délivery or 5 for grouped

transm ssion with other voice nmessages. Mreover, |ocal duplication,

dating, and_st of. ri | 1.0 r i i res is
pract cal . EattaReeyran PR EBE SratERub T A e, s et et !
syst em st or esudapki ehteinger £rEen FodgehMeGsagst Emsaea, utate s saloneof

themin responggf91H8eEnCRaREePora¥sBndupirhealireRof, i les ra ineays rang
ongoi ng dat abase nai ntenance comm tment. To circum/ent the database
mai nt enance pkaBReREEPhBARRERCEREGR PYMPY JPEE Siys g BaEySPEI&RpISoy $25 1

central i ged uaabptEhgkaapgaggaelarya@blci bY. _flé@\&el\t&hrs_, a':r]llali &o@ﬁ@h@.@%{ﬁ;ingqlui res
ti me consum ng netwo i nterco ni cati_ons, i.C naccept abl y del ays
returned voic r?F@ﬁ&ﬁﬁrﬁ%égwwﬁFei§e§gg888% tRePefdrdY t8€a PEEMTumic &A%h
nmet hod sui t abmenfifactnterconmuni cati ng anong and rendering 20 conpati bl e

t he features and authepE&gg&ﬁgggggg@gdgag%gw%@grglgngﬁEgga%&%_gggggggpsed

message systems and voi CE messdge Sstore orward units distribut
across a geographickengfdtstropumeayt efetbpmigasariesnante Capelel \WO1g5/ 15046

di scl osey a vgkCcgoRBREAICLRLRKE s2BGe2BnkOrWaLG rY BHRMh@r. S eRliche v OitgR

mai | nmessages . to renpte_recipients on a_remote voi.ce mail system In

response to r éREPPPALHEPECBIFOEORRILF REPLRYET %WédﬂéﬁﬁF@n§oiEécﬁames§?§ﬁem

sends an ackneykedgedhipssageheodieaielopgentl efmallilokueh cheabdldicd ki ce

mai | user. Thhs 30 info&nation i %%pr q forcgat%adg%%ﬁ e@% E%%?E

nessages to t STPENSte QSEPUSThEFe TIPS SHRIPPSRELGE % SFENSEAM ST 54t ween

t he renote antiellecammuoicetriwinls messaghssyyodese avdsagicse teiagsatitntesl smor ed

at the not e i.C e S .ar t :Q, L I val ge
Flgr PD%% 4@2@?@ 5 5%)5& %81 are kel vrned iading l3aal, vahee Sk

system : ) S confirmation of the“identify of the
nessage reci pit8at. rERIRY5 1ppgagha cails Erassdes voicke afedOdGe SYIOSRUMS ch
stores voi ce phrasasidsitigndiogi bakkyrencedesd pRareMessHie diddirdeald.y
encoded phonenes are sent as par& 5 header to a renote voice

of, the ssage
message system and the FERDEENEIEe eI58Ge 18y gmﬁ%ﬁ&? {5& SPEE VY ES ™S
phonenes t o geerenahetbhensemderins tiomdeantrekiipatentn sas cd cey mtilgetitareoitee

Signal'2OSUWWBE¥v8Bttqgah@%@@%&%ﬂy sending a volce message to an
incorrect recipient. The voice signature is typically the
recorded name of the recipient user spoken in the user’s
voice, for example, "John Smith." 1In prior non-networked
voice message systems, the name, voice signature, and

25 other information associated with every user is recorded
in a "user file." When an originator enters a recipient -
voice message address, the voice message system accesses
the user file and returns the associated voice sgignature
to the voice message originator to authenticate the

30 entered voice message address.

Unfortunately, in a networked voice message
system, when an originator enters a recipient voice
message address that is at a remote destination, the

originating voice message system cannot readily access the
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10 An object of this invention is to provide a nethod by which nmessage
originators can authenticate the destination addresses of tel ephonic voice
nmessages transmitted through a conplex tel ecormunications network. An
advantage of this invention is that it 15 provides a nethod by which a
destination voice nmessage system can authenticate the originator of a
questi onabl e voi ce nessage. A voice nessage store and forward service

i ncl udes a geographically distributed netwSrk of voice 20 nessage store and
forward units ("VMSFUs") that intercomruni cate by enpl oying a protocol A
that transfer s vige Teasades behueen YNREUS LD userd aformtion transfer
units that incfude ﬁe Vol Ceé nmessage and - a nessage envgiope cont ai ni ng
enhanced f eat teéecpfopnmathbapngsrandtedr dedeayi ahdr eepeoset.r afdfeer units
that include gabiihceibAnssal $yseess! vondadedr dippuceessl uhldanshen Of a
user message. An originating VMSFU accepts a voi ce nessage froma voice
message syst ekt 8BEi Veiset iesvabee iredsalect 6o dederwed 61§ VVBRY, and/ or
returns g del ip¥er gdodpear tRahsAgkisyenhedinot biheat hen o n@ayeisce nmessage
system The destinati on_VNMSEU deli,vers the vaice nessage to a voi ce nessage
system i dent i I'PEGBFTa dBSER; nQPP&ﬁC\‘?‘GF@é"WB?g’S&én&ddP StRdRgs: &F iHhea

voi ce nessagempeaddr ofPdesadabtAcnongeys verikancddnbeatesed,s such as

conveyi ng PDX&&@%{%%%c%12.229§;f08%5131% ARy, Upl.Qus fERLuLes ol disparate
Voi ce nessage syStens, converti ng fween messageé formats or "voi ce encodi ng
al gorithns, traaskamengagddeysses, strepgisngupdssage rteeirpifédesaddr essds, and
accomoggt i N SYRSSAISHAr LAKhEES a1? WMBEHRnALRACHRrgaCk v gisee message a
gl obal | y uni qué nessage identification nunber for fraci ng nessage progress,
reporting on FB3BE§E-dePl¢lr guplirasioandeptdvesi Rg NeeyduRich @Rger&Smat i on.
The store andgherpasd mehivkefapcaVicemmisalkwitCes ToS e rcamvéeltl tele Ng Vvoi ce
10 nessages a ecifi

t. a fied tine, redirecting,voice ssages .o alternate
VNBFLs, dof er FRRGPAEFT UBR)CERaBEEC PFPEd Vi SEnATedgdRt UdEN "y dEE5 voi ce
nmessages in aceesdgeceywcth spedilised penarialy zadd udeli faly damabiament s,
and m ni gi zi ”ga@:‘ii%g? dghLYSLY. CRRLS \Q”p%)?ogcic!}%gﬂlige's 13 en b cmod ment
of this invention, voi'ce authentication a voi CE nmessageé ori gl nat or
entail s encodhagvoskewidg votescommpaigadivnei r vAdsheiumpegeméaRdivk voi ce

nessage addreggaegykntRcdrnkal ¢8ikkl Bl ghizk@res\ien a voice nessage is
subsequently received froma voice 20 nessage originator, the voice nessage
system extracts a new v8PaE dFi peegsfler AELCLOKEwW V6i Ce SHMMMRICATE Conpar es

it wth the omeghsadl kyistdled foel datpRicBinmasd @aitdhed anichly e veinde riessage

address,, If the voic rints_.are substanti al he sane, the received voice
e etaoe20b 25 EmbarabLE [Ren cRat LR RES AN LBl hkak 12230 mehROLBC R OL O he
voi ce nessagemudsipéeoddenabpte podicei-balepd dessiabieedystiegisnamor voliewever ,

[f the voi ce pebabseaceosubstantbalbyadiflierenlischheierelyedatoice message

is annotated wth a "warning” nessage indicating that the 30 voi ce nessage

may have been9fe85RBEA CBY L¥n digpadbat edadileconaNSRPELOR Sam@ tHPFdnt ages of
this invention will be appas¢ntoisodiisheoselsl awvag céetrislsededesemieptangn of
a preferred e odin§nt t here whi hﬁg{oceeds mLHh ref erenc

f to th
accompafsi ng APARPRGS SYBBRI. 19548500155, 061660751 L BECSFIREs R FEFGT 0! t he

Dr awi ngs recipients on a remote voice mail system. In response to
receipt of a voice mail message, the remote voice mail
gystem sends an acknowledged message containing
information on the remote voice mail user. This

30 information is stored for later use in addressing messages
to the remote user. There is simultaneous communication
between the remote and local voice mail message systems
and voice signatures stored at the remote voice message

system are returned to the local voice message system for
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Fig. 1.is a sinplified block diagramof a network of telephones, voice
message systens, a store and forward service, and an admi nistration service
showi ng 5 various communi cation interconnections and their associ ated
protocols. Fig. 2 is a sinplified block diagramof a pair of voice nessage
systens intercomrmuni cati ng anong a pair of store and forward units, a
transit unit, and an 10 adm ni stration service showng a flow of various
voi ce nessage and protocol information types. Fig. 3 is a sinplified block
di agram of a pair of voice nessage systens, a pair of store and forward

system. o SYShEMBROVLAR! oEnLRE! 36€ncaRg BccoRtr fboligehaanchishoni ng ! he

i nter connecti on pat hways and protoco d to exthange message
and control informati onUSFRg5 QzﬁszﬁosﬁﬁﬁPﬂPﬁéé BIH@RCG|@§§§ﬁ9§h§Wﬁﬁ§ma

protocol B arghitackubeeaf vbhke pnya@bs0051ag Bigit81l§ antbawadi agram
show ng steps Lor aut hent | atlng io ce ng 8% destination agdress b
enpl oyi ng a vBFEEEEFPp OF hAdSthGenYi RO Fa. OPEMESt FoWw aFRgr &M SAGW ng
steps fob aut béntheatesgagevhkaderessagerembgenabarebyeespbeyspgt2h waidce

recognition of. voi I| f v ailed L pt
Preferred Enbg |n§%ﬁ E B%ig %Q éagg %g%ggﬂuﬁgggtkggsrggg%gra kgglnc udlng
t el ephones 12tangem¢r@@nn@b&esenderé§péoﬁemé1ﬁ@p@é1@ns§§gé systéeti®6 and
18. Human usegg;cRoLighgwn) 30 enploy tel ephones 12 and 14 to store and
recei ve voi ce nessages |n voi ce nessage systens 16 or 18. O course, each
of voice message syste 3 L Lyul tiple tel ephones 12 and
14. Tel ephones 12 and 1Aneﬁbb@¢taoconheatunnahtEBX41é44é5§rbv23205-0007 8

| E ' W th 16 d 18.
Pr ot ocol E i nEFOUGE B9, 48 nes DSGE DR GF NGt 1 Bk CERd Calal AR 0B o

frequency (" DidBt)ineoimandddmesesest oéntehaphandsevoenpl opssagesontrol a 5
particul ar VOt%SnQRE?%QQ £h368 BrgbﬁﬁgExEtgiebgﬁhhﬁl% Eﬁ%ﬁffE%%Mork

manuf acturer to nanufacturer of voice ssage sys ens represents a
general |y conventional A8t advRadagel ephshie 96N@@t#@§sa§et§9§téﬁmlo t hat

control §510 tbée%ﬁaéglanme@ﬁbavgyywhaea st aeagenat i%al ¢8RS sagesgenhi ch
are commonly referred to as_ Voi ¢ nessa Tele honi ¢ voi.ce ssage

system 10 naySVﬁEPWdEaPoPBEhﬁ€§§§GEeS§§FeH§1%6n3ﬁ8r1§ oft BFEST &ctured

and sold by amnpiek aeckawnge.nunber of manufacturers that include 15 VM,

Conmverse, Centigram Rol mi,gl\lgrt Ql%ggnggr SBask gngeggﬁﬁéﬁ%y$$§§$%l ary rmdel S

of voi ce nessage systens I'nclude th
manuf act ur ed b?CCQdﬁér§e9¢@©ﬁﬁ@h@@?lﬂﬁcdl@ﬁrmbﬁﬁﬁdrFetN@WkY@ﬁkV@ﬁ@ethe

ONE- VI EV§" " ”ﬁ@%%%%%u%%@rgyaﬁ%ﬂ%b&%%%ﬂcaﬂﬁﬂﬁ'anM@@@smf $ant20 Jose,
California. A storé and forward service 20, also referred to as a gateway,

i ncl udes voi céNFEISRPEUSIGRE SRy FBPRRYATENPL BTOTINBEUR) tE3tahd 288 TERE

typically a tkaagel meRishgds, b@hM@bnl&M@FUbnthMEdBé&e1&@6&ﬁﬁtﬁ@hlOns node
that accepts ﬁS voi.ce mess agﬁﬁlfron1 FU.and raoutes thenlto anot her

VNBFU or to ab&eRErSEr 4Rdi R e ¥OrSe UREEBIS2775hG 24 to be
| ocat ed on opmessagese@gel@peanogéagmapgl@ahamgaddéeytusachni@nmaﬂngn

County’zgtateanarsEQ%% %a359%§haQQ%Bd% &ns¥¥§FU§1%% %@Qtzﬁn@Q$dgﬁ for

notifications of successful and/or unsuccessful transfer
of a user message. An originating VMSFU accepts a voice
message from a voice message system, delivers the voice
message to a destination VMSFU, and/or returns a delivered
30 or not delivered notification to the voice message system.
The destination VMSFU delivers the voice message to a
voice message system identified by a destination voice
message address indicated in a voice message header.
Protocol A conveys enhanced features, such as conveying

PDX4-144452.1 22205-0007



30 exanpl e, an APOGEE WORLDGATET"' manufactured by the assignee of this
application. For direct intercomunication, voice nessage systens 16 and 18
may enploy a protocol D, such as the protocol described in applicant's
copending U. S. Pat. PDX4-144452.1 22205-0007 9 application No.

08/ 332,102, filed Cctober 31, 1994 for TELEPHONI C VO CE MESSACE
TRANSM SSI ON CONTROL METHOD. Voi ce nessage systens 16 and 18 enploy a
protocol B to conmunicate with respective YMSFUs 22 and 5 24. Protocol B is
described below with reference to Figs. 2 and 4. VMSFUs 22 and 24 enpl oy a

protocol Ato connunlcat wi t h eac@ %: ggth at her VNBFUB & shown) ,
and with trangft Uhirt“Se: eﬁFgfggoP 1§p€gg i B&d “Fo WIS F CE 't o
Fi gs. 2 and 3coEvehéedngf be¢NBEEs 22 ssade24 ommg tise oan vorlicg mmuqmgn@NBFU t hat

has accepted g; éek%ehm@ssmnfs&amgsaaatfe%%e\ém %%gasq N%‘;U 3 ems 16 and

18. By acceptin e Voi ce nessage he “ori gi nati
responsi bi | i t yeFépientdefiyesisrg t ﬁ@dv@p@@mm@si@égélgam/s@@gﬁeMrlmrﬁgl@s

delivered or Rpkrdel hyesed ket ehichakiqret Qletsré%.g@r 'a9|g*1@>1]darlg3/\/(%ﬂrﬁ%‘_u'€essage
system In |ike manner, either of VMSF 22 an may destination

voi ce nessagem§F8P8eaﬁ§ePGF@éF&t&ﬁPtnF 2§ s tF@§B6ﬁ%FEﬁ§%%% del i vering

a received vopeegm‘essageep@rthﬁgvmcme@eag@gele&ﬁs#e&m istentusf,i echdoy a
destination voice. gF addr ess cogtaln |n a éplc nessa hea

VMBFUs 22 andpﬁﬁ?"éptl 8n Yy URS AN Eat fi-$tFati oh err‘“’\?]rge 28
by enploylng aedwngaprQQlﬁeat@@GWl@eBhasuw$ @esdﬁummﬁnmmg1wqﬂxwence to

Fig. 2. .8t oremg%gag%wggd aSEepLlGe 124 %rIHx' oygeg %g‘l'ng '%o‘i'&% %etsgag%%vey

v0|ce nessa es et ween vol ce nessa%@ Sy st enB this re rd
VMBFUs 22 andt94azlﬁerpﬁ5ﬁswsﬁhﬁ8n f@é’éﬁnﬁa\%’—ltll’f@ré’a@é @@@@rlaﬂle@ovowe

responsi bi | i t negswhes , CaBYEYRE nYOes cRERSREeFes! A nPalddoiidatice W& HPOSSI bly
unlque feature se

o que featur gt s, ol Sagh el oS ERRaNS SIS LM AR and 16 et be conveyed
or quality, amdnitmdzengndeteawer deddrnergye c2@tEBDX4-t144452hEd2A2@5- 0007 10

15 In an embodiment of this invention, voice
authentication of a voice message originator entails
encoding selected voice clips and their associated network
voice message addresses into a "voice print file." When a
voice message is subsequently received from a voice

20 message originator, the voice message system extracts a
new voice clip, generates a new volice print, and compares
it with the originally stored voice print associated with
the voice message address. TIf the voice prints are
substantially the same, the received voice message is

25 annotated with a "authentication" message indicating that
the voice message was recorded by a positively identified
originator. However, if the voice prints are
substantially different, the received voice message is
annotated with a "warning" message indicating that the

30 voice message may have been recorded by an imposter.

Additional objects and advantages of this

invention will be apparent from the following detailed
description of a preferred embodiment thereof, which

proceeds with reference to the accompanying drawings.
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shoul d -enhance service by providing, for exanple, a conversion service

bét ween nmessage formats or voice encoding algorithns, address translation,
and feature set conversion, such as nmapping a |arger number of recipients 5
into a nunber of allowed subsets and accommbdati ng nessage priority

di fferences. VMSFUs 22 and 24 attach to each voice nessage a gl obally

uni que nessage identification nunber useable for tracing nessage progress,
reporting on nessage delivery 10 status, and providing accounting
information. Store and forward service 20 provides additional requirenents

and services, such as SEQEE@QD¥QEEE pessagesf,ar p2aRLg gternlned anount of
time before returning a ri ginating voice
message 15 system deli¥éding &spareinplaficdi béorksdagered afspecified

voi ce messagensygber 8k @e§@§ﬁb£é§d Vbiee ﬁ@gbégétBQQtém%0|ﬁesﬁ6%§ag%dt0
anot her VMSFU deferrln%ﬁdellver of a SgECIer VoI ce nessaggﬁ and

recogni zi ng ahQrHRFfvER 0 Foi BBIBEsAGRINLRLLRESPRAAEE VHCEN PRRY LB ori ty
20 and a5300|aaedodelbuﬁmynﬁoaﬁnbﬁetheabbanbed1bﬁseanﬁ vhiede nessage. O
cour se, considgratkogehs go b9 the cost of nessage delivery. For

exanpl e, st or %8R4 Fof sSrV|ce 20 may intentionally delay conveying a
voi ce nessage in order Foggradupsi & aimhlofhed bdbck Meegagesofoat pker25

advantage of BfthageUﬁéggaag'ggsegmg'Ehﬁhéeoﬁmgﬂge%tQH Cafbty Sughidel ays
take into consideration an age priority ive y co tnents
Store and for@r8teseviped ﬁgrwaydap§ét§noﬁlEéaéﬁlﬁuﬂﬁéﬁblééﬁléﬁ service

t hat p0§btlVeb&mhﬂ@@&k&t@éntB@r3@c80§héﬁlﬁ§dadeibwn@ElQ@r&@h@ev6&%%age
systens. O her gééégcgpaerV|ces sucE as encryption, may nmask the content

of the voice fe sPHREPFRAL B °5HGFé§§ ¥RESt he addresses of any
addi ti onal reC|p|ents St gr e3athd bosm@pdlseedlbeoaﬁ daygramosE a pair

PDX4- 144452. 1 0 al i o] 0 sage
systens 16 ana%lg %r8é§§%%% gg%béb 22 hgeglnclugg§e Bnﬁ F%%g§g§ge
command t hat sestemsesafSUﬁtemlpeoneésagénSysﬁenﬁ16anéssagegta@dressed to a
user Oflgo'CecHEﬁﬁégesE¥§Eﬁ51Eﬁe %n@e?%éﬁﬁgét&%hr?Q%EM§ bOQn beatureceay be
requi red to support recovery of volce nessages interru during
transni ssi on, 2afgdaM PﬁPéPHﬁ@lBﬁ PESPBRYE W@é?éﬂé ARG SénFéﬁélred such t hat
voi ce nessagelaﬂdkﬁsslshatus nmessage transfer status, system

aut henti cation, version_10 |gent|f|cat|? .agdbéoiged natures can be
returned to a requestinf Peséurfe® BEFEFATA 8ree“sPghaliufé reddi fes

returning to progppaﬂ|BgavohcéenEssagefsyhﬁenﬁmﬁeatppadeternlned nunber of
seconds,gf the rec'p'enkﬁé Vel ¢E. aT@§P%08938} gﬂB@EHg StEPROBES IS
normal |y provided fromt user frl ocate estination voi cé nessage
system 18. HodetBentieptinPng Veiee @?Qﬁagéréeﬁééﬁéﬁ§@§ fAAsESH LY

teleconwunlcabmgmsymﬁgw@rkoi@elslgﬁt@@ tAREaghi-eak ibacause of the
above-descri bed transnlsslon dela% Fgﬁg tmork 20 rel ated costs.
t |

Therefore, voice signattr8s faySs ¥ 25E P BAPHERI0 F EEPHi F8Et or y
service prOV|dadhbmtadatmngtaaVo&nesmessage28r¢glbytsmbby|Empﬂnglagv0|ce
clip teghni que 9ot Bbsol Y@QEhOBftPgEcESc§§ rb?thW%tEnbgkﬁE%ﬂce to Fig.
5. 25 Fi @ Rows Sorme |cal ornat ypes conveye by protocols A,
B, and C in teleconnunl ed Binppoda

originating voice messageq SYitgﬂb%é ange?ébgh&ﬁhhEgtYBEEUn%%wogk'anat'ng
VMBFU 22 serves as _an |nterface to other. services provide

adni ni strati ohR§erding 58lepheRess lredddgési GORTPF éétﬁenreﬁ€§§§@€e
managenent , veb@@esmgaabgéeg s¥emge1gukiantscat Homanangdesdbsaobehophofi |l e

mai niengpee. Aol ce ayl 58}1%;;3 Lon hegintgug of g Lavention s,

mesgages in voice message systems 16 or 18. Of course,
each of voice message systems 16 and 18 may include
multiple telephones 12 and 14.

Telephones 12 and 14 employ a conventional
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PDX4- 144452. 1 22205- 0007 12 The specified services place several
functional 'requirenents on originating VMSFU 22. For exanple, a deferred
message store 30 is required for storing voice nmessages awaiting deferred
delivery. Likew se, a 5 subscriber profile store 32 retains user address
lists, defines user preferences, and provides instructions for filtering,
forwardi ng, and deferring voi ce nessage degiveries. The user preferences
are retained on a per-subscriber basis, where a subscriber is defined as
any 10 entity having an address that can be identified by VMSFU 22, that
S a Subscri Dele gy b, o5 OLof APl e« 4); LACLYLALAL 1 LECLBL B0t neBogLCe
message system or a corporate entity. Protoco I's used to transfer user
information 1Svekemafes andti8andPserered EniBEHEEREnvPEEGASMEFSEAPL S

bet ween VVMSFUsy£3rafdidd and E6aNSténdnhbadBatkBngerefakbncinfobimkhon
transfer units are nulti- art_nessages exchanged._ bet ween two UEItS in which

the recei vi ngCURPE ey hotMebken atifbn?oWSgh FHPLPHEL FBnCPPERSFeR unit

until 20sall partscelathechessageshayesheesmsuceessbublyEr egpivadlyA user
informati on transfer_.unit iﬁ g uEer negga%e %gc%gd%g a vggceenessagg and a
message envel 5peteont BPHi HYTREAT T FERAI TP nTarREEFERISA S&r VPEESi BFSPAYEEI on
transfer unitsyst@bsadm nistrative- or service-related i nformati on such as,
for exanple, notificati i ndj i cce / - ful
transfer of responsibiI???'fgr£§6%§%?nﬁgsgagégg%ag??hgénggégﬁgggﬁon VMSFU
24 (level 1) metverked veleehaeisagelrechprease(FE9ERM2}0 8baPr 6PBEBPLA i s
enp'Oyeﬂomﬁthtﬁaﬁsﬁf@Ei@ﬁ52661YGé§§,n§§§a§€o§h9éeoﬂndoﬁeéwﬁégsagbb,netWDrk-
That is, VMSFUs, 22 and 24 are%gart of a_larger teLecogggilcatlons net wor k.

For this reasBRiChrdtocoP™RORhE| Laksrhedi EPcafi YR1CEt MSRd28ERer
functions tharebaphbei PDXéidd4468s4g22205:6R0T0 ma§ Ohbend¥Msbsei n t he

network to | earn about the preseng n added._ VIVBFE t.hereb
ot tine ¢ 1t RaARe by PEnBl ERORRT, PR Df ek YRBe Rany bR e RhE kedg, 1
Prot ocol A isbyramgpoftaahdrgessageceexchangrubarhdepeadehat avahidg t hat

Prot 0cols A Mube 88R60-08 VELhLLIGYANTERSAAS, RXERRBR PO BERL sl nCl uding

the International Telecommunications Union . . 400, Audi o Messagi ng

| nt er change SPeeRRPEa®Yon BXgPPARTY"ARASLE PEWPACEBXNBASRERSSYRERES ARd
SNWE’ Wi th | ThhX. 480mdP %ﬁi?gaﬁfeﬁérﬁgﬂleﬁg-2@ ﬁFﬁﬂ@abBﬂr@ﬁeb9rr9d
architecture for protogco i ch_enbeds_prqtoco in_ a digita
reasagebased BIBYRESF RRPRAPLERLG Ry SrolibeShiEan: For ¥ Rekndrs Fhe cont rol
channel portiOREeVIPWUt nenhfdbenpedybyaCébtigaaspOotmeystenidfst bat She a
connuniggtionJﬁgéteggigfogghgvering non-voi ce data, control information,
and nessage-relatéed service Information transfer units to a specified
destination. The servi cB shebenanfoRorvandf eprvares2Pnchrlge, redersrdnpPe,

service annouggegeghtEREYEst 8c203880vhe8RONEBSagEeEHbEY ah8l abedasqr Vi ce
I nformation, Sggth?Q%ﬁgkgg)lggogn t58nénd typically a transit unit 26,
which is an intermediate communications node that accepts
25 voice messages from one VMSFU and routes them to another
| VMSFU or to another transit unit. It is common for VMSFUs
22 and 24 to be located on opposite sides of an
geographical boundary, such as a city, county, state, or
international boundary. VMSFUs 22 and 24 may be, for
30 example, an APOGEE WORLDGATE™ manufactured by the assignee
of this application.
For direct intercommunication, voice message
systems 16 and 18 may employ a protocol D, such as the

protocol described in applicant’s copending U.S. Pat.
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Transport system 40 may be based on the well known Internet TCP/IP or OSI
protocol |ayers one to four. Alternatives for inplenenting protocol A and
nmessage 25 protocol Minclude I TU X 400 protocol, AMS-D with extensions,

M ME, and SMIP, with ITU X 400 being preferred. A service provider
interface 42 provides to VMSFUs 22 and 24 functions including voice nessage
30 delivery and a system nanagenent controb channel . Protocol A enables
VMSFUs 22 and 24 to send and receive the followi ng service information
transfer units from another VMSFU or transit unit 26. Level 1 notification,

level 2 ”OtiféﬁgihBQtQHﬁsﬁégeo§§bb!e&M2PD¥§1éé465%o%e%2%95 Q@@Z £otA

notificati on) ol ce sl gnhature regues servi ce announcenent %uest

accounting |nTELﬁﬁHPHﬁC(HP§5ErME§ AGE [TBANSMASSAPN FONZREYL, M§ﬁ§ Pyst em

aut henti galt! ?n fIn gelnevallcel fiekBE tents%g@ﬁnaleqtsl gngleVNﬁﬁlﬂ%y 3 the
responsi bili or pvering single- an ti address sages

ori gi nat es atg§ﬁ L8FPgi RatPn§ WWE?%Cagﬁchﬁguﬁﬁgpﬁcﬁi €a @%%? ?&2 ?% red to
one or nere destlnakbobcMNBEU$s gaechrabedVBEUoR4 wikhf aefetrearet tanffigs .
units are preEera l'y 10 transferred between VMSFUs 22 and 24 by enpl oying

protocol data“units defined in ITU X. 400. Recipi ent addresses are
preferably transferred B¥EREen29VBRYs 222 eaRd oF4 abprefpicoyi Ag tan

origi nator/ reEb%ﬁH&caggr@EEh“ eLER! o@%&neqlm bEHeF- wépdgé%%ges are

preferably transterred between and 24 by enpl oy |n%6
comercial |y abgwnéb|énéryﬁ§httraeﬁnrtuééttﬁét aP505@§PﬂaB|éSs jse&i bed

agr eenmenp of wmghcggﬁgggh@g @@r@hgg prowindens i nvol ved. The address of a
voi ce nessage is the telephonic_n dress .speci f t he .i nt ended
destination of the 20 ngggeﬁeggaggg%$ﬁe%gdap §i @aﬁfé %&bpflgﬁnatlng
i nt er nat i onal vMBFgcthdcshasceacdealtiedganuntiee. nEssagesifmgive raedgieess veoi ce

nessage, a Si i i Q I e¢t st.ance . B, ported
by VNBFUs 22 SadCEancErRay 293tels 16 ™ 1BC TRy, Aechsta Fhe TR
orrespond|ngmﬁaﬁﬁgﬁ,othﬁnpéﬁgapﬁéﬁag YMBESt agisgmasc & egranisid iddeforar e

support g by MMBElLS,22 a@ﬁe240léép%@§ba@eogna¢@&e§%th&%h%gl% RRnfioerRd at
originating VMSFU 22. Upon successfully submtting a vqi cé nessage, 30

ori gi nating VRBFBos2 dgddveiedt RetaLiRA P?nuﬁpqﬁ@elHéﬁﬁﬂP@E&PEONoﬁﬁﬁber to
the voice nesmaggagbdgpgtgmcatlon nunbers are used to identify voice

ressedes 11 ot 1) catl o3 Sepreyed et 1set SRS it 5319 Rg0e
be a destlnation voice message store and forward unit that
20 is responsible for delivering a received voice message to
the voice mesgage system identified by a destination voice
message address contained in a voice message header.
VMSFUs 22 and 24 optionally communicate with an
administration service 28 by employing a digital
25 protocol C that is described with reference to Fig. 2.
Store and forward service 20 employs protocols.A
and B to convey voice messages between voice message
gystems 16 and 18. In this regard, VMSFUs 22 and 24 and
transit unit 26 each have the same general
30 responsibilities when conveying voice messages. In
particular, the possibly unique feature sets of each voice
message system 16 and 18 must be conveyed through
telecommunications network 10 to avoid loss of any service

features or quality, and store and forward service 20
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15 fromoriginating VMSFU 22 to destination VMSFU 24. The preferred
contents of the nessage envelope are listed belowin Table 1. Table 1 5
Message Envel ope Contents Field Provided by Voice Signature Field 0/D
(Note) Recipient information 10 address (nunber) 0O organization O

organi zational units) O physical address lines O voice nsg. network address
0 15 Message information Total duration im_ i nutes D Nunber of sub nessages
D Class of service - Urgency 0 20 C ass of service - Delivery O Subm ssion
date and tinme O Message reference O Originator Information 25 address

(number) O Orgﬂehéat %g'ﬂagcgr Q@M% i%?agrwifd% O piaysiccalAddress lines O
voi ce nsq. network address O 30 PDX4-144452.1 29305-0007 16 Where: O =
Provi ded by oFPHVREEILRE YREBFUCH LepiWeeindae sy Ige SOMARTCS0R VBRI Not e:

Provi si ons fokbnac¥9hee a3heRatuhe , Capakilsist ¥ rah@ 12 tabnaneed heat uid aer al
agreenent. Because suych agr nents are often nonexistent or |npnact|%%J to

e
i npl enent, a PPBVEFFEG Yy oPEE e PPp "aPPERTafi V& 1B Ty UERSS| Glatired el
descri bed bel awtwi thnuebetende afldokied. shbsktet and abdommedpltdyed Mte@sage
transfer userg%q infgrgg%%g@ EE%g§fer units and service i nformation

; orit e Lo ;
transfer unit such“asaddress Ti'st admi nistration data, nessage

identification requestsVMai¥syv@iccensi grhatiite che dgesieshheoisen Mesisegargssage

systens 16 ang%%%aﬁﬁg Le3Ree! ke MMEFUSIe22 131d 224 onl Ruidr hdRI1eSe:s the
architecture prot ocol B, which i's an anal og protocol based on

functional i t ytEREERSI BRSSRISt BE OFBEEISSKnSRRCAVILSIARE 5§ SEEERN SEADVEot ocol
50 (leveb 0). sPeeL@G0LNE &xbends nghe debeitieralintfrafa tAMnS- A by addi ng
aut henti cation features 20 52 &%gvel 1) and extended voice nes%ggggg
services 54 (level 2 toSFe¥El aRf ERIVATTHFE 19isEY PELiETs 2 &G B

supports vari eegulieealestefl andnpleraice sy tshchMas- Atichriogglved dei diersecideanal
Level ver o on It R LIRIN.A WIBE o Lis st el e e
to be enpl oyedepatd veokcknewdsdgmentansf éhe RPTEOGOGIt B FPiidee MERSAIEY e
grouped;isnt 0 aLGRIHECHE18ve¥Ainee ANMP33RAeu 1370 A InfosseRfeL Qe ies W th each
category being'related to.a different class of o ,
specitfied voice message system at a specified time,
redirecting a voice message to another VMSFU, deferring
delivery of a specified voice message, and recognizing and
delivering voice messages in accordance with any priority
20 and associated delivery commitments attached to each voice
message. Of course, consideration is given to the cost of
message delivery. For example, store and forward service
20 may intentionally delay conveying a voice message in
order to group it with other voice messages to take
25 advantage of network utilization or minimize connection
costs. Such delays take into consideration'any message
priority and delivery commitments.
Store and forward service 20 may also provide an
authentication service that positively identifies the
30 source and destination voice message systems. Other
privacy services, such as encryption, may mask the content
of the voice message, its destination address, and the
addresses of any additional recipients.

Store and forward serxrvice 20 may impose
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30 service. Wien initiating a voice nessage, a |level/version identification
sérvice information transfer unit indicates which classes of service and
versions are supported by store and forward service 20 and the particul ar
VMSFU, such as 22. It is necessary that the voice nessage system 35 accept
and deliver user information transfer units. The PDX4-144452.1 2220S- 0007
17 different protocol |evels provide dlff%fent degrees of service. For
exanple, level 0 is basic AM S A 50, level™ 1.0 is AM S-A 50 pl us
authentication features 52, and level 2.0 adds a voice signature feature

and the above éd9€§8559€gﬁé§gFgggﬁﬁgasﬁ"végeEU&@sszg@ g@%%gasa&% gl usi ve,

that is, conp?lance Wth .0 _assunmes conpl i ance mnth l evels 0.0 and
1.0. FurthermbPe, FRE ¢EREPoAs YMSFHe2Re¥R¥direvers arérHédedSE8EPOR "t he

same, that iScohhah8 eahtpgéak@beegof%@mpob&cbemgbsagevgy%t@& 3610 (2.3)
Protocol B preferably inplenments AM S-A

and | evel 1, version gé )
protocol 50, WAFPERSPE &tgredssAdtGsedvsert R HS%F? P&FSB€F|&Vﬁ§em 18, a
authentisat|omeéeagurest52namdsexbﬁndedtﬁeatmaq bé eehaicedenbs support

Regar di ng authentlcatlo feat res nd oi ssagi ng services
54, all extended® Yanurgsvgﬁﬁ o % oc%ﬁgextgggﬁogﬁgﬁggbn (function = 8)

of AM S- A protospbm$esibn, pandieulanfoamahennlG@Bp@nSEeéﬁaﬁageSanr@¢|de a
bi | at er al reseaamgreateﬁehlEﬂgtooozgebﬁgegsgetaad¥u§éus%a@ughemé%@%%e

nmessage system recursor to actual delivery of enhanced
f eat ures. AftEFaasféau§§PFH§rr§§6G?@eaH5§eBééﬁaﬁﬂéﬁerW?rﬁﬁpﬁent|cated

enhancedof eat 4genserYa€ibif ObAAL kB8R ckr 8Rghak ukBkt Sadl Beexeharged to a
i ncl udi ng requestggg a vol ce S|gnature of a 25 voi ce nessage recipient;

requesting stafd8e8ra9v6FE8YESsage address incl udi ng nunber of nessages
wai ting, message prioriReesrnand daVeinessagaapusbedsqaddeﬂukbkngniugce

nmessages fro L ' (o] d r ere. 30
Addi ti onal ngggaégﬁg %gggé gggcgg %ggggt%§gggﬁa g %nggg o ocoI 50 for
conpat i bi | i t ynuinbrmafy sSaNP8dD PéatheesecinéRnas spvevicgi-ng Thel Vpérop

notificakion, sNBaRgRQGel FRAPLABEE 1 5NALEREL QY p%%%%@%@ BRWAGHe NRESAG] e
priority, nonrecCeipt notification, receipt notification, PDX4-144452. 1
22205- 0007 igcgt@é 15 §gs§5natlon volce message system 18. However,

returning voice signature responses through
telecommunications network 10 is often impractical because
of the above-described transmission delays and network-

20 related costg. Therefore, voice gignatures may optionally
be returned by a directory service provided by
administration service 28 or by substituting a voice clip
technique of this invention that is described with
reference to Fig. 5.

25 Fig. 2 shows some typical information types
conveyed by protocols A, B, and C in telecommunications
network 10 from the standpoint of originating voice
message system 16 and originating VMSFU 22. Originating
VMSFU 22 serves as an interface to other services provided

30 by administration service 28, such as message
identification, message management, voice signatures,
voice authentication, and subscriber profile maintenance.
A voice authentication technique of this invention is

described with reference to Fig. 6.
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nmessage originator's voice signature, service notification, an increased
nunber of messages per call, an increased nunber of recipients per nessage,
and an increased nessage length. In inplenmenting protocol B, it is
preferred that voice nessage systens 16 or 18 accept from VMSFUs 22 and 24,
service information transfer units for system authentication, |evel/version
identification, level 1 and |evel 2 nessagg%delivery notifications, voice
signature, and nessage identification nu . Voi ce nessage systens 16 and
18 may optionally accept from VMSFUs 22 and 24 service information transfer

units for a voice authepilcablonefgspanss, addpess.! Lst adm platrathon.
subscri ber profile adni ni‘st FRET on, “and voi ce nBssage adaréss "St'atras
requests. PrefegabrgnenbscennessgyratysteMySEE aAd 1Bopr exbublser @i ce

| nformati on t5@RsteLqupbLsabar oEyebehaykheahheabhoRoand LeYRl/ 8L sLon
identification and nmay optionally provide service information~transfer
units for voi BeS8pgRAat avelringseebrusedf dehévAsYsagblbrrgsRat 8r' s voice),

requesti gg nEé&BQéth@Bt%fbﬁ@lEOBtOQQdBQsﬁethﬁhsadgéﬂiSHE@EEiniEQQUeSting
voi ce aut hentication, su scr|9%¥%$roflle dm ni st.rati.on nmessage

and .voi c
o esa o aS P Lag nBEP OB P RERL, | Snd M BVRhEE LBy AR YR o
information tfabhséetingni Esrwardingn 8n8UNeFEbrDAFAVOCKEUNMESBade Were: * Is

an escape sentinel . _nn_Is nes e h I h S ot.ocol
xtons bns T MEITURTEgge. EOR NECA PhACArrEeRuRE: onttone RED TS a
two-di git funpereaubsdiiber badés, DAIAresaoptbenalibdat asddpéndedt asnanle

values o FUNApE: YO, PR¥4ah444a2e4522R90- 0987 be 18enti@ila B9 ms?d
22, that is, a subscriber may be, for example, an
individual recipient, a voice message system, or a
corporate entity.
Protocol A is used to transfer user information

15 transfer units and service information transfer units
between VMSFUs 22 and 24 and transit unit 26. In general,
information transfer units are multi-part messages
exchanged between two units in which the receiving unit
may not take action on an information transfer unit until

20 all parts of the message have been successfully received.

A user information transfer unit is a user
message including a voice message and a message envelope
containing additional information.

A service information transfer unit is

25 administrative- or service-related information such as,
for example, notifications indicating successful and/or
unsuccessful transfer of responsibility for a user message
to either destination VMSFU 24 (level 1) or to the voice
message recipient (level 2).

30 Protocol A is employed within a generalized
voice message store and forward unit network. That is,
VMSFUs 22 and 24 are part of a larger telecommunications
network. For this reason, protocol A includes
notification, status, and other functions that enable
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35 40 45 CKSUM |Is a two-digit AM S-A checksum Preferred function,

modi fi'er, and data field val ues for protocol B service |nfornat|on transfer
units are defined belowin Table 2. Table 2 FUN MOD DATA SERVI CE | NFO
TRANSFER UNI T OL SERVI CE DEFI NI TION OL Level/version identification MV\N
Version: MM mgjor, NN mnor. For exanple, 0203 is |level 02, version 03. 02
System aut hentication unit AAAAA Aut hentication data 02ADDRESS LI ST

ADM NI STRATI ONO3SUBSCRI BER PROFI LE ADM NI Tl ONO4MESSAGE SERVI CE
RELATEDOLVoi ce Aut hentication Request NNLength in seconds(()iginator S voice

name) 02\o ce BULDENISALL Ofl! eRRONSEHCEL. LhCRLLLA! SBLEOILLD. o LiEsEate

identification response tals ent| I catl on
nessageosoELlwgwwyh@ﬂﬂﬁdc¥N$EﬂﬁnLéb@re@yn@@rmﬂéa@nenebﬁeaédeé units to

“0t'f'Cat'0“0§§@§ﬁt96dﬂeéafWQ@BhﬁnQﬂEEEkY§E¥n§05bEW6§kI0n05Nbssage failure
report O6Message dellvergrre por t 06 OL MESSAGE

CHARACTERI STI CSChar act eFFSEPESFi 81 4Bt ERESHREEr PBANGeFREIe exchange

messagechar aci edépéhasnt serehrl ny) ORNESSAGECHOD! El AT OAIObRakd snGVE1lLI-Me
for delivery nessages in

S nessa
Lo seommet LoEra e e S e R Stshande o BRe Sk 1t 05108 buBe 005" ' B0 08 s
09 10 ADDRESSIREEATED OtaAdBedssowmmnanusataequestninmm NVIUTBYdr 8s40Aunber 02

555, 5SS AddragsisiAtuss @ﬁ§0ﬁﬁ@eﬁg§9{ sBloRequgst ohepupRLLon for nessage

(1D #) Message for re rocess Last val State of protoco
exchange (# dél'RHigeRy) PEMEhIQ& spsiopspo¥IfFp7and SMTP, with ITU X.400

10 being preferred.

Fig. 3 shows the preferred architecture for
protocol A, which embeds protocol A in a digital message-
based protocol M that also implements a control channel.
The control channel portion of protocol M employs a

15 transport system 40 that is a communication system for
delivering non-voice data, control information, and
message-related service information transfer units to a
specified destination. The service information transfer
units include, for example, service announcement requests

20 and responses, security-related service information, and
accounting information.

Transport system 40 may be based on the well-
known internet TCP/IP or OSI protocol layers one to four.
Alternatives for implementing protocol A and message

25 protocol M include ITU X.400 protocol, AMIS-D with
extensions, MIME, and SMTP, with ITU X.400 being
preferred.

A gervice provider interface 42 provides to
VMSFUs 22 and 24 functions including voice message

30 delivery and a system management control channel.

Protocol A enables VMSFUs 22 and 24 to send and
receive the following service information transfer units
from another VMSFU or transit unit 26. Level 1

notification, level 2 notification (message delivery
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21 The preferred format of the nessage characteristics data field is: 5
BBBBPOOOLLVVWVSSS. . . SSS#RR. . . RRERRRR. . . .. Where: BBBB bit significant field
concatenation of the following: 10 1 = Delivery notification request 2 -
Forward (redirect indication) 4 - Nonreceipt notification requested 8 -
Message privacy requested 16 - Message identification requested 15 32 -

Voi ce identification requested 64 - Vbiceliignature present P priority
field O - no priority 1 = urgent 20 2 - routine 3 - low 4 - deferred 000
reserved for future use LL length of the voice signature in seconds 25 VW
number of secondss pfot 16, )0l £8: BBSSAGRAPOLLT PDISSSSH @ gL-nat or addr ess
nunber (# delimted) RRRERRR# recipient address nunbers) (# delimted)

Ref erring agadmeen RNt 1raggest . preteenr1egi $nisBuat6°Fr ARdfer service

information trapsfeequpbtss suUeh180rasoadill essdl Eskrafnbatsbhat bapieat a,

voi ce authentication reguests, voice sjignature reguests,_an o nting
i nformation transfer unt®sIeBefdeent¥VB l§565ﬁ83320§h8na8ﬁ1ﬁmggﬁation

service 28. Prl¢ ocosp&hsSbbhsed doradetikirsting digglal 3bdmesiadi-ng
protocol, such.as Internet TCP/1P_or . pr o | ay f
Adninistratio%dgﬁ?%?cgoﬁ%ep?%?%?%%?yoac%ég gégegéiég ?%?8?%&%&% ?ﬁ%ﬁgfer
units for syssenhaws MWEFda22onantlevel tyensfenredehei pheabironereal | 40

records, VoOi CgeSt PR UEE TREMHESt Scu¥Ri 58 aMERgNbication requests, level 1
and level 2 notifications ddress list admnistration, subscriber profile

a -
adni ni stration, and PDX&oiauuabignobvanssppp7unips are preferably
10 transferred between VMSFUs 22 and 24 by employing protocol

data units defined in ITU X.400. Recipient addresses are
preferably transferred between VMSFUs 22 and 24 by
employing an originator/recipient address format defined
in ITU F.401. Messages are preferably transferred between
15 VMSFUs 22 and 24 by employing commercially available
transit facilities that are available subject to agreement
of the commercial service providers involved.
The address of a voice message is the telephonic
network address specifying the intended destination of the
20 voice message. The address is preferably an international
direct distance dialing number. For a single address
voice message, a single international direct distance
dialing number is supported by VMSFUs 22 and 24.
Likewise, for a multiple address voice message, a
25 corresponding number of international direct distance
| dialing numbers are supported by VMSFUs 22 and 24.
Expansion of address lists is performed at originating
VMSFU 22.
Upon successfully submitting a voice message,
30 originating VMSFU 22 assigns the globally unique
identification number to the voice message.
Identification numbers are used to identify voice messages
in notifications conveyed between VMSFUs.

The resulting message envelope is transferred
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qual ity of service responses. In |ike manner, adm nistration service 28
preferably provides service information transfer units for system

aut hentication, level/version identification, voice 5 signature responses,
deferred delivery requests, voice authentication responses, address |i st
adm ni stration, subscriber profile adm nistration, and quality of service
requests. The preferred format of protocol, .C service 10 information
transfer units is the same as the format for protocol A Fig. 5 shows a

voi ce clip enmbodinent of this invention by which a voice nessage origi nator

authent i cat esff’oﬁ(?&f? R35288 oHEFeSs20foagkeelpheNbnlonspeabed agna remte

destination in tel eco nicati ons _network 10. Referring also_to Fi.g. 2,

aut henti cat i opreferradt dorkerneei pf ehbhevBreaagesenyelandr 8ss, Li6Fe8xampl e in
Voi ce nessagepsyskemn1l8appeeierably enpl oys voi ce nessage 20 system 16 to
generate and store a "network file" in_a user and network file store 90. O

course, the roles of voice nES@gg E%gg gggﬁy be reversed, and

e Sés €16 aEd 1
the recipient voice nessa g4ad 889 u tPR5t FoR v i que. may be
i npl enented in originatE%§—%m%??fﬁﬁ;—}?ﬁﬂgrﬂgrkon—?g—%%fggg—§¥
admi ni stration service 287 “Tha' A8t wor iTe includeé % |cge i ps and

associ at ed voi ce messagg.ad £g§§e§nkgg&agag extracted from voice nmessages
recei vegyacross tel econmughgatLons,NebUes 10 from ot hep voice nessage
systems such as voice HES§§§§H§8a§Y§heﬁll8. A voice clig is preferably the

first two to three secondg 8hnazseceh¥eduM9tgg) nessage, pand typically
contains a greeting identphybngabohbatbesr eehpkent and phe originator, for
exanpl e, "Hello John thisvbscdbnsga. neEwerkt k@Bresbe nepwork file will grow
to contagn many PDX4-144452.1 22205- 0007 23 voice clips and associ at ed
network voi ce nessage aMdsesgesinBubseqhent|y, when a voice nessage
originator generates in vobtelndssagéosyshemih6tasvoi ceDnessage 5 having a
voi ce nessage address in Nomberne§sagk wmgstege$8, Voi ceDnessage system 16
recogni zes the voi ce mess@gasaddfessryica nePweercyoi ceOmessage address,
sear ched0t he network fil eCfapsachacehViagenet RELEVESYce Ressage address, and
substitutes the associ at edUbBiE81eni atsr 2PRet¥BPce 10 Signature stored in
a user file store 92 of vHPEE2HBsE558TEPSEem 18. Enpl oyPng the voice clip
stored in user and network file store 90 avoids transmtting across

t el ecomuni cations net FkggBaFﬂE 38? §m§?éﬁﬁture stored in user file store
92. 15 particul ar, voigg gg?éaéQPﬁ ntication of a regipient voi ce
nessage address proceeds g Eé%ggig abhg Ekq )diagran18f Fig. 5. A voice
nmessage receiving bl ock 1§§ygggggsggg§egsPhgﬁ gVoi ce negsage system

reCEiVing a voice NMeSSag€ycice msg. network address @)
30

PDX4-144452.1 22205-0007



20 envelope contai ning a voi ce nessage addressed to a first user at the
first voice message systemfroma second user at a second voi ce nessage
system A voice clip extracting block 102 represents the first voice
nmessage systemextracting a voice clip 25 containing the first xx seconds
(xx is one to three seconds, but preferably two to three seconds) of the
voi ce nessage received fromthe second voice nessage system and extracting
fromthe voice nessage envel ope a netmorkJJgice nessage address of the
second user. Alternatively, if a 30 voice signature field is included in
the voi ce nesgage.envel ope, the voice signature of the second user nay be

extracted |nséead . CEr-ELE egliket;, for clarity only the
extracted voige.c f@zygfg gg gg gﬁgegﬁgabygpggh skilled workers w ||
understand that an extracted PDX4-144452.1 2220S- 0007 24 voi ce signature

may be substilaEed i Pravafiaprelon RetVRbFR FiPBAEHER| AGPBPLRYOATS

represents thgrfhhgéaveyce BE§§@69a§Y§§Q€bﬁéﬁtlnngBaasaebm@hk file the
voice clip and its associ ated_network voice gessa s. of the second

d
ey bt b (haErErBaRES e SBehana TraEa PR SraEre IeRdat ey 1 o

mul ti pl e nessagpsenene} vadptedaroelervotihancihp hilkstnudive nessageesystem

resulting in g §§%95¥39 ?sn8E$@%Eb£?|BeESQt%EEE”Qe?HEEhB%eteoFﬁgfr%fpopding
voice clips and therr assocrate network vol CE nessage addresses. voi ce
message generating bl ocRkrebecpépBesenespingefli st tygapfar vRerfirst voice

nﬁssagel§y5teﬂhﬂ@?ﬁé@&bﬂ@t%aﬂ@f@? HE%%§9gnﬁagngléeVQhﬁérﬁﬁﬁiéﬁe envel ope
15 directed to a voice nessage address qof a user. VQi ¢e nessag

desti nation dEEP%?BﬁerBéRS108“?@pﬁ§séﬁ@§e?ﬁeIF?FSPdW6Pé§tﬁ€§§86ed§§§ven1
determ ni ng whekbeget heeMot EecaESsadCcaddEESS ahdthelueeelgaaaaSQC|ated

with the first voice nessage system or another 20 vo ce_nessage system | f
t he voice nesgaggeaaapﬁggwg?ntﬁglageweﬁgagsssgﬁ gl &A ﬁgﬁ Z fPFSt voi ce
nmessage systempspeuasévefVMBFEsakehang Bhock 110 represents the first voice
message, %ySte”‘searCh'”Baéhe4u§8§réhEEtE°Eh@ 3&85§Qécﬁﬁr£08?tb?Bt@%%QC'ated

with thé voi ce nessage address 0 VOl Ce signature’feturning
bl ock 112 repBesehight he fphrapajepcerabssadebaygstennr ELBERIRGA1LEHI ce

si gnature of Eﬂ@eﬂ§§6n50t5h€hélWélluﬁﬁbwhOAﬁmEhﬁﬂbHQQtQ"hﬂQSV@W¢e 30
nmessage address of ti 5 ﬁ 2 weyer voi ¢ ssage address of the
user is that BFCFREC eéBnZ GY&+ Qhd i § 85888ﬁa?e8X§Fgﬁ tﬁg €second voi ce
nessage systeﬁunatmehmmﬁkyfbEeAmeaFAhbygaHHmng dhdheepiesenba fhathirest
voi ce nsgsagesﬁyﬁieveED§§ ﬁé4g§t%né%aoébgg87messaging services 54
(level 2 to level N) that support VMSFU functions.
Protocol B supports various levels of compliance
with AMIS-A through a bidirectional level/version exchange
between a VMSFU and its associated voice message system,
25 which identifies the protocol version supported by each
resource to be employed in a voice message transfer.
Protocol B requirements are grouped into
architecture, voice message, and security categories with
each category being related to a different class of
30 service. When initiating a voice message, a level/version
identification service information transfer unit indicates
which classes of service and versions are supported by
store and forward service 20 and the particular VMSFU,
such as 22. It is necessary that the voice message system

35 accept and deliver user information transfer units. The

PDX4-144452.1 22205-0007



25 searching the network file for a storage |ocation associated with the
network voice nmessage address of the second user. |If the storage |ocation
associated with the 5 network voi ce nessage address of the second user is
found, a voice clip returning block 116 represents the first voice nessage
systemreturning a voice clip of the second user to the first user to

aut henticate the network voi ce nessage aqupss of the second user. 10 If,
however, the storage | ocation associated with the network voi ce nessage
address of the second user is not found, a default message returning bl ock
118 represent§;khe, bhesh upbEEIMeEYRYE BYSLERLT Bl ¢Ealag addelault Jressage,
such as "(entered netwo ﬁ vol ce nessage 15 address) not found in_network
file" to the PERF¥LcBser FoToepprupeéht LR¥SAePWdEkPPSEE AMBHér &Rirndgevel

excessively largejst ARTEbX saupiig Bxe8ssitYeaseancieagulrier sandasyor age
costs, the first yoice ngasa es stenLBerlodlc%llﬁ gur eautgﬁ ngtmork file
of voice clipsSVRat 226 REPE Aol °BEENSIEBREYTEr T5BEESSed Jultitfig 3QOVe-
pr edet er i neddesbripedi egulpr akesabky #&katurene mhet heviedwst umatel y, as in
cont enpor aneous _yQi ¢ce co i cations, -a_majorl. f _voi ce .nessa
connunication%ngigﬁ%vaﬂrgﬁégalfélSPPQ%F?HS OWEE¥i§§V52r?08 gﬁgu%% ng a
fairly small cbmpléapte2gibbsdevetesOandand énds. Frrphactioce, ithehas been
found that ovge,390Re" 62Nt Rl nBLLCUOES TR 920CnCRRIUALGEL) RS AR CDE

I p Ile for t

covered by maintaining voice clips in the network e nost
recently usedthett $s50itiséF RafePOSTRELRoICe SEPPPTLedRNEdue NFETEAPE dvoi ds
net wor k130 comuuni)cahionsveel ay Lemeiandocqsts) .but al so avoi ds any

requi renent for manual | rocessing additions, deletions d_changes to
The network 1116 in t cbEBLARGN BabFoncHEbNS: ATPQeTean B0 WS Ay B SLarod so
originate froBDinphstar ssustogedubhiicuaed psi vatebBBX4- T4445211d22205- 0007
26 el ephones_ (gL 300uD) o, TRELE(OLE, BPSGATS,LALAGH Ly and sequrity is an

fhe g £ ent

i ssue, and au ntica he ™l ity of a nmessage originator is desirable
in many situaehbasceMenesof ore, a comnmon way of authenticating the identity

of 5 a gBssage originat grqbeqyhbed tRenRESSRI8A ¢eLRLERL 5@ Gald the

message originator and 1 ngquire whether he or she sent _the voice nessage in
question. Fi geX6e8A6AsVali¢ei BeSEaPRBAt FEAVIE6R SeRBodPhenEXSEE8Cs i nventi on
by which adm festhakkoBmpebyi 6ep28teanllextespant bRtUGINCH fankhenh cation

ts f [ d identify th [ f d i
ori'gi nator s, Pof SPFRS BTS6OFBIFrg. 2 nERoAFI AaF of o oh o be Tossage
originator, fdéeraexarpl&2i provide mebsdgeetblsystenrts, apitékatdoly ienpl oys a
vorce r§%09”'BEQQegﬂ'EhéZQMb?UCQHH“?3%3L599e“hkgs3§g‘%p?%%ﬁﬁ' 1340 YisCq 28

to encode voice prints of selectively received vol s and to store the
voi ce prints BHECUKEPK &9se€tapédipdilveriessageladeresSestivynes a Arseee

print file" |QP%E%deEBiﬁgVQE%Qu%erhb@FbEEhep&b@é@l%zautgén%g@b%%d,V0iCe
recognition unlh 20 and voice print fil stoEe 122 nayfbe dlh;Ct|
connected to GPHBFCEE| EBIMMERI EEEVORS ABLROFREFEB0GFEESICIUER1LS Fokce

message syst esgchénged, 18nclhdti ngeqeigue sa idgdiac abedevsigaagutreentti @at i on
Capabilagy. voice message recipient; requesting status of a voice
- message address including number of messages waiting,
message priorities, and date message posted; and pulling
voice messages from a specified voice message address for
delivery elsewhere.
30 Additional message features can be added to
upgrade AMIS-A protocol 50 for compatibility with many
AMIS-D features, such as providing delivery notification,
message importance indication, message privacy, message

priority, nonreceipt notification, receipt notification,
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25 The .voice print file is generated by voice recognition unit 120 using
wel | known voi ce printing and voice recognition procedures, such as those
provi ded by the VPRO Speech Recognition SystemlM manufactured by Voice
Processi ng Corporation, Canbridge, Massachusetts. Voice 30 clips, or voice
signatures if available, are selected for voice printing by subscribers to
adm ni stration service 28, which receivesjn{on1VNBFU 22 voi ce nessage
envel opes having the sel ected voi ce nessage addresses. Voice clips are
extracted fromthe sel ected voi ce nessage envel opes, PDX4-144452.1

22205- 0007 ded. Lee.r It [ added to the
voi ce print f%%%ggﬁgnggﬁ?¥ﬂ¥?hgi? gégggigkggaggk%é %§§¥ggg addr esses. Wen
a questi onabl eovbfteahbeBageni snsreapsdqueiibey PECBEGEEIBY ReVoréé lmedsage
recipient at yQLees8B§SAGRLEYSLEM-AEibieALa ¥eiCReBBE§AYCaAHI ghnat or at

voi ce nessage,system 18, the vojce nessage recipient may transmt to

admi ni strati oh"SEFIFRE B8S5296i L&RHhPhenti cation request along with a voice
clip of §he 10 questi onahl émpdenenteagageocandolihs,vatcesnpeedgeraddtasas of

t he questionabl e voice nessage, originator. . Voice recognit.l ni,t, 12
encodes t he VS?%SeCW?ES?ﬁ?osgsﬁgﬂﬁvggcgrp%?n?cgﬁBEc%ﬁ%Qrggggygwkéha %e

voi ce print caﬁrgﬂ&tyigEOiaﬁoamdtassotrgnedewﬁuhithefvﬁieysﬁemsage addr ess.
|1 15 the tw0,\PhChePELPE Snd! 2o9UPTLRLLAN! Yablei$28R 18nSUTLIBY L, VOGS

aut hentication response i's fefurned to the voice message recipient.
However, if theveho2vepesagei AesidpsYsnBSLAACRERPESdi VPEFENE1INRE WEice

aut hent j gat i ognheppeBa8ei $danst ahteonWatufbBg” nMessage indicating that 20
t he questionabl e voi ce nessage nagggave been recorgeﬁébﬁ an i npost O

L.
course, if no voice priMPr58sBEFY Y ERTRe 160PE Qﬁeogﬁdpgéile
found, the voheeeput hebini UMEFUB pespadse4i seavivkt dhfferihuaioa prantsfeat
found" indicatiop., 25 1f the questigonabl i.C e Qrii;ginat or. _proves
to be an inpog?ég? g fi fi SEFati on éngﬁggtgghcgﬁgggﬁggéngéggFeglgégge t he
i npost er by sedmthimgraebios,peithectibes bvoitdd pAMioiesrption.fiand stores

el sewherg in {ghecopmunhgat LaRse0gt WeLkul0redfeleice clip authentication of
a voi ce nessage originator proceeds according to the flow di agram of Fig.

6. A voice message addr BE8feERBAYi nYOBFECRCESOILeSYESEBNES 18 *8FPceBressage
reci pient gengiatifg sekirsteofinPB¥Xhat44A52rdnd22510004 fo28ssekeat ed voice

message origina%ﬁrstand their QSﬁociﬁted voice.gps§§?e agdgesse . _An
original voi cBUEPPBLESEFACHT AGDILSYR {35 PESPed 8RS LFCETTPRg VG TEY
nmessages fronoposbhalélypbsoivddet skiredcer igifpamatsoof tirhesfelreanadd svdioce
nmessage,addre a ti gl nal [ ' [ ssage
addressZ?ron1gggﬁev%?ggé%%ggaégg %ﬁcgbng%glté%ngs%FF% g%ggggﬁgggrgck 134
represents en¥edrfay.eseHUePting BeE§RAS| ldenEd farcppsonnt ¢ddgessydil€é print.

administration, requesting voice authentication,

subscriber profile administration, and voice message

address status responses.

25 The preferred format for protocol B service

information transfer units is:

*nn 8 | FUN | MOD | DATA CKSUM

30

Where:

* Is an escape sentinel.

nn Is a message length.

8 Is the AMIS-A protocol extensions function code.
35 FUN Is a two-digit function code.

MOD Is a two-digit function modifier code.

DATA Is optional data dependent on the values of FUN

and MOD.
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A voice print storing block 136 represents storing the original voice
prints and their associated voice nessage addresses in a voice print file.
A questionabl e voi ce nessage receiving block 13S 15 represents the voice
nmessage recipient receiving a questionable voice nessage froma voice
nmessage address. A voice authentication requesting block 140 represents the
reci pient of the questionable voice nmessage requesting authentication of
the originator of the 20 questionabl e voi cé€ nessage. An new voice clip
extracting bl ock 142 represents extracting a new voice clip and the voice
message addr om t 10 tge AN new voice clip
encodi ng blogéé%%ﬁ rep?gzgﬁsg&%éag%%g ing§t%28%§€?§%Tée clip into_a new
voice print. A voice pr??ﬁf¢¥¥%ds%%?%%%%©:bm%@kfﬁﬂBrr@@@e@ég§sféﬁé@ching
the voice priy1ddd edPrpAdOEbTI Babe VPl 68 PRESIMACSORI BEaHsPELhuhEgVOI CE
message address q%ﬁ#he gqgs ionablﬁ vpi ce nmessage. 30 If an associ at ed
ori gi nal voi cerprivt IR fREHAY L vEFRES pfint conparing bl ock 148 conpares
the original voice print wwth the neabveize print. If the conmpared voice
prints are subgfanti afidy the BATNE, an SERVEOE| TNF@JTRANSBAReUNETUr Ni Ng

bl ock 150 PDXat 144452.1 22205- 0007 29EREICENBEBIRIUTIANI e "aut hentic voice
message originator" r@sponse to the voleeehfssugeonetidpnenficatiohe
conpared voice prints are subMtiNNti al | YedsiorrentM wmaiarni N méspvase
returnih bl ock 152 returns 5 a suitabFer"oxanpPhg, pPdS3i bFelewpbsher”
response to the voice nessage recipi enf®r$30Jo?8e print file searching

bl ock 146 does not fi%d an orj gj nal vo$¥%tggi%thggBtFéFéﬂnmPPhtthe voi ce
message address of the questi%géﬁﬁe voeERARESEETCE 9Bt RAegati ve response

{he voi L8 meodage rectpient. Sk 11ed BPREreSurtrt AHErSe ARATRAE hany.
changes may banade to the details of %Qﬁs@Q?ﬁﬁ'dﬁﬁﬁﬁ&EEdAéﬁFﬁHQQﬁA@?B of

this invention wi thout departing fromithe underlying princrples thereof.

For exanple, ghe protocols described npysBE:E"BERYEERt REERPKHEY, for

exanpl e;gnonvoi ce audyp information ang,ybdeg .t REQE MBLEPBn AcgREGENTlY, it
wi |l be appreciated that thisyg0 inveniiggthsSinl §8c8pRki cabl e to networked

comuni cations applications other than(phogenhesndsi ioveechanessage store
and forward conmuni cap2on systens. Thevetepeaathéhtschbvent respshesal d,
therefore, be determ ned only(bg.the foerowfhgatkai ns. 25 PDX4-144452.1
22205- 0p97 03 (ID...) Message identification response
Data is the global
identification for this message

05 DELIVERY NOTIFICATION
30 01 Level 1 notification
02 Level 2 notification
03 Receipt notification
04 Delivery notification
05 Message failure report
35 06 Message delivery report
06 01 MESSAGE CHARACTERISTICS
Characteristics
Field Octets describing the message
40 characteristics (see below)
07 MESSAGE MODIFICATION
01 Data = GMT time for delivery
SSGMT SS = Scope
45 01 This message only

Il

02 All messages in this
communication

GMT = time for delivery
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30 Cainms 1. A nmethod of authenticating for a first user of a local voice
message system (16) connected to a 5 tel ecommunications network (10) a

voi ce nessage address of a second user of a renbte voice nessage system
(18) connected to the tel ecomunications network, the |ocal voice nessage
systemreceiving nmultiple voice nessages (132), at |east one of which is an
original voice nessage 10 received fronth% second user and having the

voi ce nessage address of the second user; "‘the nmethod characterized by:
extracting (132) fromthe original voice nessage the voice nessage address
of the secondygiser and an original voiggpgkLR £LARTESI Ng a predeterm ned
nunber of 15 seconds @f an initial voigg3POLLI 9PaLhict hegQELEI Nal voice
nmessage spoken by the second musermmencRdipds € 13dmpthe original voice clip
into an original voicexprint;sstorssg AddbgsknNsBav@kCeeppbikefil e the
originals20 voice print in association with the voi ce nessage address of
the second usey; receiving (138) at a RBCEVERYne a questionabl e voice
nessage addressed to the first user frhagtaetvoesempessagéoaddessagef the
second user; 25 extracting (1420 #)om MbhesggesiDohabl eevoiverynpssagest he
voi ce nessage address of the $8cane) usbasandaididedcgbecefcbrptoentodi ng
(144) the new voice clip into a new voéxsehprgat (#308esemithilhg (146) the
voice print file for the voice nmessage address of the second user;
retrieving the original voice print associated with the voi ce nessage
address of the second user; conparing (148) the original voice print and

t he PDX4-144452.1 22205- 0007 31 new voice print; and returning to the
first user an authenticating response (150) if the original voice print and
the new voice print match. 5 2. The nethod of claim1 further including
returning to the first user a warning response (152) if the original voice
print and the new voice print are different.
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3. The .method of claim?2 further including 10 searching (146) the voice
print ‘file for a voice print that matches the new voice print and returning
to the first user a voice nessage address associated with the matching
voice print. 4. The nmethod of claim1l in which the voice 15 print file is
stored in a voice print file store (32) associated with one of the | ocal

voi ce nessage system (16), an originatingzﬁfore and forward unit (22), and
an adm nistration service (28). 5. The nethod of claim1 in which the 20

pr edet er mi ned nunber of seconds is in a range from about 2 seconds to about
3 seconds. 6. The nethoqhgf F% |@Owgbghokhghgrhg%ggbenessage further

i ncl udes a voi ce S|gnature he extracting step~further includes
substi tuting FhéréﬁFéél§51§ﬁgﬁ3Farél?ﬂélésfor the voice clip. PDX4-144452.1
22205- 0007

A~ A AAAAAAAA

ul bc| }: S¥X- <\ } xrmhc”Y] cé C
alcalca)l ca]ca]c"a]cal c a]ca]cha]ca]cta]calc<alcRa]lca]lcalcOalca \v
Al y#! $3$3%, ., IWBe®eR T, 0022229ztoid _Z]]calcalc alc
a] ca] c”a] ca] caBBa] ca] capcétatblignafdapos] €ialpfc
a] ca] ca] c”a] ca] ca] ca] cafoafresprvaféahcafcahealfod lowing:
9999: <<p@9@y@}@EEEENNNNﬂUHU'@1VFEFVLFQE¥§l@ﬁ@P@ﬂnﬁﬁHﬂP@é]C
= Forward (redirect indication)
4 = Nonreceipt notification requested
8 = Message privacy requested
16 = Message identification requested
15 32 = Voice identification requested
64 = Voice signature present
P prlorlty field
= no priority
1 = urgent
20 2 = routine
3 = low
4 = deferred
000 reserved for future use
LL length of the voice signature in seconds
25 VAAY number of seconds of the voice message portion
SSSSSH originator address number (# delimited)

RRR#RRR# recipient address number(s) (# delimited)

Referring again to Figs. 1 and 2, protocol C is
used to transfer service information transfer units, such

30 as address list administration data, voice authentication
requests, voice signature requests, and accounting
information transfer units, between VMSFUs 22 and 24 and
administration service 28.

Protocol C is based on an existing digital

35 messaging protocol, such as internet TCP/IP or 0OSI
protocol layers one to four.

Administration service 28 preferably accepts
service information transfer units for system
authentication, level/version identification, call

40 records, voice signature requests, voice authentication
requests, level 1 and level 2 notifications, address list

administration, subscriber profile administration, and
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quality of service responses.

In like manner, administration service 28
preferably provides service information transfer units for
gystem authentication, level/version identification, voice

5 gignature resgponses, deferred delivery requests, voice
authentication responses, address list administration,
subscriber profile administration, and quality of service
requests.

The preferred format of protocol C service

10 information transfer units is the same as the format for
protocol A.

Fig. 5 shows a voice clip embodiment of this
invention by which a voice message originator
authenticates a voice message address of a recipient

15 located at a remote destination in telecommunications
network 10.

Referring also to Fig. 2, authentication of a
network recipient voice message address, for example in
voice message system 18, preferably employs voice mesgsage

20 system 16 to generate and store a "network file" in a user
and network file store 90. Of course, the roles of voice
message systems 16 and 18 may be reversed, and the
recipient voice message address authentication technique
may be implemented in originating VMSFU 22, destination

25 VMSFU, or administration service 28.

| The network file includes voice clips and
associated voice message addresses that are extracted from
voice messages received across telecommunications network
10 from other voice message systems such as voice message

30 system 18. A voice clip is preferably the first two to
three seconds of a received voice message, and typically
contains a greeting identifying both the recipient and the
originator, for example, "Hello John this is Marsha."

Over time, the network file will grow to contain many
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voice clips and associated network voice message
addresses.
Subsequently, when a voice message originator
generates in voice message system 16 a voice message
5 having a voice message address in voice message system 18,
Voice message system 16 recognizes the voice message
address as a network voice message address, searches the
network file for a matching network voice message address,
and substitutes the associated voice clip for the voice
10 signature stored in a user file store 92 of voice message
system 18. Employing the voice clip stored in user and
network file store 90 avoids transmitting across
telecommunications network 10 the voice signature stored
in user file store 92.
15 In particular, voice c¢lip authentication of a
recipient voice message address proceeds according to the
flow diagram of Fig. 5.
A voice message receiving block 100 represents a
first voice message system receiving a voice message
20 envelope containing a voice message addressed to a first
user at the first voice message system from a second user
at a second voice message system.
A voice clip extracting block 102 represents the
first voice message system extracting a voice clip
25 containing the first xx seconds (xx is one to three
- seconds, but preferably two to three seconds) of the voice
message received from the second voice message system and
extracting from the voice message envelope a network voice
message address of the second user. Alternatively, if a
30 voice signature field is included in the voice message
envelope, the voice signature of the second user may be
extracted instead of the voice clip. Hereafter, for
clarity only the extracted voice clip will be described,

although skilled workers will understand that an extracted
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Note that blocks 100, 102, and 104 are
preferably repeated for multiple messages received from
other than the first voice message system, resulting in
generating a network file containing multiple

10 corresponding voice clips and their associated network
voice message addresses.

A voice message generating block 106 represents
the first user at the first voice message system
generating a voice message having a voice message envelope

15 directed to a voice message address of a user.

A voice message destination decision block 108
represents the first voice message system determining
whether the voice message address of the user is
associated with the first voice message system or another

20 voice message system.

If the voice message address of the user is
associated with the first voice message system, a user
file searching block 110 represents the first voice
message system searching the user file for a storage

25 location associated with the voice message address of the
user. | |

A voice signature returning block 112 represents
the first voice message system returning a voice signature
of the user to the first user to authenticate the voice

30 message address of the user.

If, however, the voice message address of the
user is that of the second user and is associated with the
second voice message system, a network file searching

block 114 represents the first voice message system
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second user.
If the storage location associated with the

5 network voice message address of the second user is found,
a voice clip returning block 116 represents the first
voice message system returning a voice clip of the second
user to the first user to authenticate the network voice
message address of the second user.

10 If, however, the storage location associated
with the network voice message address of the second user
is not found, a default message returning block 118
represents the first voice message system returning a
default message, such as " (entered network voice message

15 address) not found in network file" to the first user.

To prevent the network file from growing
excessively large, thereby causing excessive searching
time and storage costs, the first voice message system
periodically purges the network file of voice clips that

20 have not been stored or accessed during a predetermined
time period, preferably about one month. Fortunately, as
in contemporaneous voice communications, a majority of
voice message communications occur during a relatively
short time period and among a fairly small circle of

25 associates and friends. In practice, it has been found
that over 95 percent of all voice message communications
can be covered by maintaining voice clips in the network
file for the most recently used 20 to 50 user names.

The voice clip technique not only avoids network

30 communications delay time and costs, but also avoids any
requirement for manually processing additions, deletions,
and changes to the network file. _

In telecommunication network 10, voice messages

can also originate from impostors using public and private
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of this invention by which administration service 28 can

10 respond to voice authentication requests from subscribers
and identify the voices of selected voice message
originators.

Referring also to Fig. 2, authentication of a
voice message originator, for example in voice message

15 system 18, preferably employs a voice recognition unit 120
in communication with administration service 28 to encode
voice prints of selectively received voice clips and to
store the voice prints and their associated voice message
addresses into a "voice print file" located in a voice

20 print file store 122. Of course, voice recognition unit
120 and voice print file store 122 may be directly
connected to other telecommunications network resources,
such as voice message systems 16 and 18, that require a
dedicated voice authentication capability.

25 The voice print file is generated by voice
'recognition unit 120 using well known voice printing and
voice recognition procedures, such as those provided by
the VPRO Speech Recognition System™ manufactured by Voice
Processing Corporation, Cambridge, Massachusetts. Voice

30 clips, or voice signatures 1f available, are selected for
voice printing by subscribers to administration service
28, which receives from VMSFU 22 voice message envelopes
having the selected voice message addresses. Voice clips

are extracted from the selected voice message envelopes,
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When a questionable voice message is
5 subsequently received by a voice message recipient at
voice message system 16 from a voice message originator at
voice message system 18, the voice message recipient may
transmit to administration service 28 a voice
authentication request along with a voice clip of the

10 questionable voice message and the voice message address
of the questionable voice message originator. Voice
recognition unit 120 encodes the voice clip into a new
voice print and compares it with the voice print currently
stored and associated with the voice message address. If

15 the two voice prints are substantially the same, a
suitable voice authentication response is returned to the
voice message recipient. However, if the two voice prints
are substantially different, the voice authentication
response is a suitable "warning" message indicating that

20 the questionable voice message may have been recorded by
an imposter. Of course, i1f no voice print associated with
the voice message address is found, the voice
authentication response is a suitable "voice print not
found" indication.

25 If the questionable voice message originator
proves to be an impostef, administration service 28 could
potentially locate the imposter by searching voice print
files located in voice print file stores elsewhere in
telecommunications network 10.

30 Voice c¢lip authentication of a voice message
originator proceeds according to the flow diagram of
Fig. 6.

A voice message address selecting block 130

represents a voice message recipient generating a list of
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1090 () - addresses and extracting an original voice clip and voice

message address from each voice message.

An original voice clip encoding block 134
represents encoding each of the original voice clips into
10 a volce print.

A voice print storing block 136 represents
storing the original voice prints and their associated
voice message addresses in a voice print file.

A guestionable voice message receiving block 138

15 represents the voice message recipient receiving a
questionable voice message from a voice message address.

A voice authentication requesting block 140
represents the recipient of the questionable voice message
requesting authentication of the originator of the

20 questionable voice message.

An new voice clip extracting block 142
represents extracting a new voice clip and the voice
message address from the questionable voice message.

An new voice clip encoding block 144 represents

25 encoding the new voice clip into a new voice prlnt

A voice print file searching block 146
represents searching the voice print file for an original
voice print associated with the voice message address of
the questionable voice message.

30 If an associated original voice print is found,
a voice print comparing block 148 compares the original
voice print with the new voice print.

If the compared voice prints are substantially

the same, an authenticated response returning block 150
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voice message recipient.

If voice print file searching block 146 does not
find an original voice print associated with the voice
message address of the questionable voice message, a

10 negative response returning block 154 returns a suitable
"voice print not found" response to the voice message
recipient.

Skilled workers will understand that many
changes may be made to the details of the above-described

15 embodiment of this invention without departing from the
underlying principles thereof. For example, the protocols
described may be employed to convey, for example, nonvoice
audio information and video information.

Accordingly, it will be appreciated that this

20 invention is also applicable to networked communications
applications other than those found in voice message store
and forward communication systems. The scope of this
invention should, therefore, be determined only by the
following claims.

25
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connected to the telecommunications network, the local
voice message system receiving multiple voice messages
(132), at least one of which is an original voice message

10 received from the second user and having the voice message
address of the second user; the method characterized by:

extracting (132) from the original voice message
the voice message address of the second user and an
original voice clip comprising a predetermined number of

15 gseconds of an initial voice portion of the original voice
message spoken by the second user;

encoding (134) the original voice clip into an
original voice print;
storing (136) in a voice print file the original

20 voice print in association with the voice message address

of the second user;

receiving (138) at a later time a questionable
volce message addressed to the first user from the voice
message address of the second user;

25 extracting (142) from the gquestionable voice
message the voice messége address of the second user and a
new voice clip;

encoding (144) the new voice clip into a new
voice print;

30 searching (146) the voice print file for the
voice message address of the second user;

retrieving the original voice print associated
with the voice message address of the second user;

comparing (148) the original voice print and the
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