WO 03/ 019445 PCT/ S&2/00172 -1 "Financial Transaction System and Mt hod
Usi ng El ectronic Messaging” Field of the Invention This invention rel ates
to a finawoimaloi44smnsacti on system and a nethod of 5 perf @cmsey2/e0172 nanci al
transaction involving the use of el ectronic nessaging such as SMs5 (Short
Messagi ng System) nessaging and email. The invention has particular,

al t hough not exclusive, application to the provision of person-to-person
financial transactions using wreless devices, such as nobile phones, PDAs
(personal dfBinankialSranasaction SystarkaindidetiattUsimpElectranié Medsagivig’t he

| i ke, where 10 the person may be a consuner or nerchant. The Invention al so
finds application wth the provision of financial transaction services
using email and simlar types of electronic nessaging systens. Throughout
t he specification, unless the context requires otherw se, the word
"conprise" or variations such as "conprises" or "conprising", will be
under st ood Field bf thephventigni ncl usi on of a stated integer or group of

i ntegers but not the exclusion of any other integer or group of integers.
Background Art The undertaking of financial transactions between two

parties usi mpiseliegdritioni ¢elates 3604 Niinagntidl asnvadtionwsysters arde\d GRsthadd oemai |
servi ces _has not been_ 20 .seriously pursued in the past due to security

consi der & i BREOMIREr2AYangial tansaction mvoaﬂnm naubse of §@trﬁaﬁ'ye$%ﬁ£’é@ﬂ)éﬂcﬂ he
dentity of ,an t t r
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prot ocol f optadweltar; althdreghciooinexaiusive, @rppboaﬂmartgdh@@rmon af payson-tafzbraon

Do pnonduaSaCharReanssubon el coign aih ob roblR i Pee: PORY
Communi cat i ghersoRSt NIGitd -as¥otdis)) b8aKd FSd (i) @dmduters) and the like, where
10 the person may be a consumer or merchant. The invention also finds application
with the provision of financial transaction services using email and similar types of

electronic messaging systems.

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to

15 imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

Background Art

The undertaking of financial transactions between two parties using electronic
messaging such as with wireless devices and email services has not been

20 seriously pursued in the past due to security considerations, whereby the abiltiy of
an unauthorised party to spoof the identity of another party without the knowledge
of the other party is relatively straight forward to parties having some knowledge
of the protocol followed in the communication exchange between a payor and a A
payee.

25 In recent times, with the added security features provided by mobile phones
operating under the GSM (Global System for Mobile Communications) network,



-2 the area has been further devel oped and a nunber of different types of
paynment systens using wreless devices have cone on to the market. In one
such paymeotossystem facility is made for a user to call &cprseszilbed

t el ephone nunber of a financial service provider having a server set up to
answer 5 and process the tel ephone calle-The user is intially pronpted to
enter a PIN (personal identification nunber) and is then advised to foll ow
further prepaea bas hake fwrtheremﬁmeshpeai @m/amwﬂbersdfamférent types of pagm@aet her

user/ busin ce bu |nes one nber or a prescribed
i dentifica f&é%s fsfe queﬁ péﬁor’rgeepn ngg‘ (heg Wien t he user
calls the financial service 10 provider for the fII’St tlrre he/ she i s asked
to record n reetin 0 ot her uers kno to the user wll
easily i deﬁl %?‘;‘? %H"'raﬁ %P/ rﬁﬁ%( ’ngacél'%é%/ ?fe?m%%er’i\%h%q apRIESFEReRy| v,
in a subsetglestiorfd Nanberbf 4 finARGIAE $610ice FReNiIHEMEaY] h%%r@%?u‘ﬁ@%n@%@rt he
ot her user using the syste the other user provi aut hentl cati1on of the

user y5vva§n@fpr§§a$ﬁj thedslgpnonercalf Thee userc i indiallyrpremipter &6 etfiert hePiNser ,

which is a C i.a thei bil e hone on
recei ving étlf ?%'W g@gerg\/nitfertgﬁgé Eﬁﬁbgﬁﬁgeﬁﬁgr{g@%’y BN Up ésfche
transacti omakles oal femuedt ta mmmterrtmw tSush fedim aéﬁé’tﬁ@?%é"r/bb&né%/ét ively
cunber sone_and indeed.is noth eé caI to use when the parties are not

fam|iar WPPRMEIER Hisharss i BhoRRUTRRTeRE At RIQSSHDEP ddetification a
systemis AO®PGF ‘t”r?é‘fnﬁéﬁolal'é’é‘r‘\%% pP&ziaé]?Wﬁ&W%r@éér%uQihéJﬁr‘?érfcﬁé{'s%nﬁcé° C
us 1s not able users

connected to the Internet, and . used W
havi ng1Oex@lQ)@sd&feandb@s‘ES’[tfdma hei/she s gshisly tac eecand acpmsnnalcgneemgg sol thpt by

way of the the area
emai | comrﬂtrll’élegzlislgcp)gnléﬂ&gﬁgg H@ﬁ%ﬁ&ﬁ@é{ \gfq‘e%?ﬂ'alﬁ Fﬁ'ﬁewf' "]fo‘ QF‘W&E”?
and br ows ebetvessed thprpi |Aa1:ordmglyf 0|n aceebwa@nt hitneahae, trarsdatgo® NBédurisg a
real time com’rung_@gt i on n@ gk rfor m ng financial transactions has
never serPB&E HS@'oRT r HEING HE syRiem; dhe pihar usexwrovides
characteri §u’dl’féﬁtlé‘étldrh8f the user by way of sound recognition of the recorded greeting of
15  the user, which is automatically played to the other user via their mobile phone on
receiving a call from the server concerning the transaction, before the transaction
is allowed to be undertaken.

Such an arrangement is relatively cumbersome and indeed is not practical to use
when the parties are not familiar with each other. Furthermore, the implementation

20 of such a system is more PC centric, involving the registration of users via a PC
connected to the Internet, and thus is not able to be used with users haVing
exclusive access to a wireless device and communicating soley by way of the
instant messaging system provided therewith.

In the area of email communications, due to its close affiliation with the Internet
25 and browser based applications for accessing the same, using email as a real
time communication medium for performing financial transactions has never
seriously been contemplated, given the superior real time characteristics of the
Internet and the greater flexibility and power with operating security applications
therein to avoid fraudulent and unathorised transactions from occurring. However,
30 there are still a significant number of persons who are confined to, or indeed
prefer 1o, use email as their principal communication medium in party-to-party



Internet and the greater flexibility and power with operating security
applications therein to avoid fraudul ent and unathorised transactions from
occurringwoloememes , 30 there are still a significant nunb@cT®Goperigons who
are confined to, or indeed prefer to, use emanil as their principal

comuni cation nmediumin party-to-party-@0 03/019445 PCT/ S&02/00172 -3
communi cations. Thus, creating a financial transaction system and

met hodol ogyommbalcatipas aTkss erégiig Hefinanvial haﬁgmionvwskéh Hridl heft®@Blog
wi despread consuner appeal, notw thstandin popul arity of the I r¥t er net

and accesdNaboppiates GWV@W With enradir werdd sdll %@Vﬁ d@@esﬂieiﬂﬁi sonhggoercapiealhe
ef 11 ci ent "orifipBRORY, %5¢ ety BB nteR "ahd radeR R IS see

transact i direwiset hesed gavicegs using an el ectroni c nessagi ng system It is a
preferred object of the present invention to provide for financial
transactions 10 using one or nore wireless devices that provides for a

hi gh | evel Disclesimeroft the Ihwentionr dance wi th one aspect of the present
invention, there is provided a nethod for perform ng financi al

transacti ons between two parties functioning as clients to a financial

servi ce prlovs der objEcy eof therplteeetﬂr ivientign ttbeprbvidesiae taroefficiem arel figkbe and
server bein mterconqec{ ed via Qnm’runl cati on network, at |east one 15 of

the cli ent f@éQGH@W'EE “Qﬂﬁfalsfé@'&ﬁaq“ﬁ%@?Me%‘e@aﬂ'%uﬁﬂg\ﬁnder

server beélggtrgrlng%é Pﬁ@ %%t&ﬁnnect ed to an account facility for each
client, each account acility having a personal account for the client

identified by an account nunber, and a wireless conmunication server for

handl i ng mMessae ?éfe?r’éatobagctgff tﬁ@ﬁ?és\éﬁf’mvé essfba%rgv@!erfﬁ ﬁﬁ@cﬁﬁ‘fﬂaﬁ%gé‘lﬁﬁd@g a

wireless identif for the wr evi ce
conpri 9 nngna@@ﬂemr rﬁ@P@ wir¢less dedees ey prayidasioea high lexetofsecutiy. cl i ents of
the financial service provider server to uniquely identify each client to
the financial service

In accordance with one aspect of the present invention, there is provided a

method for performing financial transactions between two parties functioning as
clients to a financial service provider server for controlling the transaction, the
clients and server being interconnected via a communication network, at least one
15 of the clients being a wireless device, and said financial service provider server
being electronically connected to an account facility for each client, each account
facility having a personal account for the client identified by an account number,
and a wireless communication server for handling messages sent to or received
from said wireless device using a wireless identifying number for the wireless
20 device, the method comprising:- '

ascribing a client identifying number to each of the clients of the financial
service provider server to uniquely identify each client to the financial service
provider server,;

ascribing an access code to the financial service provider server to uniquely
25 identify the financial service provider server to the wireless communication
server and the nature of the {fransaction to be performed;



provi der server; ascribing an access code to the financial service provider
server to uniquely 25 identify the financial service provider server to
the w relwel3poomuni cati on server and the nature of the PCcarnsazoion to be
performed; WO 03/019445 PCT/ SG2/ 00172 -4 registering the account nunber
of each client with the financial servige provider server to enable the
financial service provider to access the personal account of the client;

regi stering aecp@t&Rlhe I8&tduht gf&nnh@é} BEHReh en%rl}')wtmth%aﬁﬁaﬁdléuegé ice @

sender client onpl 1 ng and sen a text message to the flnanC|aI service
provi der ser v@ovider setver daroablgithe ftaanmalsserptcesmovudetdtocaooeas ther persood!

conpri si ng: a e transacted, the address of the other party
to the transa%{]q%bjﬂ{mg rqh?f'ﬁ (i) the 10 access code identifying the

financial service prow der server and the nature of the transaction, and

(ii) the clie t the client

i dentifying n%bf#é%ﬁgé étpﬁgog]ail W?Q%ﬁ@nﬂﬂﬁ?g% (%@8)3@688% ﬁg&fqi nanci al service
provi der server on receipt of said text nessage conmpiling 15 and sendlng
Rk % bur Lk sy OB 385t 5, BERMSE A tbob i B BN Kbl
transaction terobkicpesbrEIeth acdbrogspeesiiti on kg Rrdsabetinelioht embtoc@nd a
“reply to" address that is different to the previous addres$ of the 20

recei ver; theCHBREERIC]ient on receipt of said further text nessage
conpiling and sending back another text nessage to the "reply to" address
with a second

* the amount to be transacted,

« the address of the other party to the transaction comprising: (i) the
10 access code identifying the financial service provider server and the
nature of the transaction, and (ii) the client identifying number of the

other client, and ‘

* the client identifying number of the client sending the message;

the financial service provider server on receipt of said text message compiling
15 and sending back a further text message to the sender client in accordance
with a first prescribed server protocol comprising:

 a confirmation of the transaction to be performed,
» arequest for the PIN of the client, and

* a “reply to" address that is different to the previous address of the

20 receiver;

the sender client on receipt of said further text message compiling and
sending back another text message to the “reply to” address with a second
prescribed client protocol comprising the PIN thereof;



prescribed client protocol conprising the PIN thereof; WO 03/019445

PCT/ S&2/ 00172 -5 the financial service provider server waiting a
prescri beaotw4#idr recei pt of said other text nmessage amdTisiGor/ewet ved
within said prescribed tinme, verifying the PIN and if correct, conpiling
and sendi ng an advisory text nessage to tfe- other client in accordance
with a second prescribed server protocol that 5 includes an advice

descri bi ng t he theafirsamntialossrvied throvider sbeRl ivealinda prechtied BRet foPRecdiPe of
financial service provider server effecting the transaction between tﬁe

account facilit$@id aiper iext passpae ang if rreeivadawithiotsaish prascribed imehaerifying

pr6sor 1 bed 11 ot o1 apeand feoh e SomrkP AT Shiting SRR Pl It idaed Ty hey,
if the PIN is nothevedliefi énl acrobdanmer mitht a bgedond presanicedhlses@srvp@ocadriaet der
server, the tran tion 1s.abandoned the financial service provider
server. Pgeferalﬁ'?@fae§ﬁ@ q‘é“f’%&%%'@l‘% faNsaeiomdal service provider
server generating the "reply to" address in accordance with the first

prescri bed server protocol.to , 15 include the access code and a
pseudo- r andoni yo'be%"étggp PG RE "%P%ﬁ‘cg'Pabﬁg? ﬁﬁ%n%t 56816 R'QHislsT ¢ pRIver

financi al servi gffedingvindefraeicrieh wweéﬁtth@cac@ouﬁm%ﬁm{e%@ thé gJ%thYes to th
to".address conprising the access code of the financial service "~ provi deer

server to be i néRNEASHON o wchsbedignpied semvidsaurosider servpr istanokctell ef er abl vy,
t he second prescribed server protocol includes: the financial service 20
provi der server also including a request for the PIN of the other client in
the advisory twhereifeEsiiger aid nrascringd: tiree plapses ivtithdut raspipt of edidaxtbderctsst

pr ovi der ' Qer verTeatast b i BV, R 3B Mblit B cbiteet PRaRe sBpRel gtieny
sendi ng back a preplder senternihestegyesatiion leabdtopedssrthbedantiapservice proddeess
with the PIN thseerrs(e)rf on recei pt of the advisory

Preferably, the method includes the financial service provider server generating
the “reply to” address in accordance with the first prescribed server protocol to
15 include the access code and a pseudo-randomly generated number.

Preferably, the method includes the financial service provider server generating a
prescribed “reply to” address comprising the access code of the financial service
provider server to be included in the second prescribed server protocol.

Preferably, the second prescribed server protocol includes: the financial service

20 provider server also including a request for the PIN of the other client in the
advisory text message and making the prescribed “reply to” address different from
any previous address identifying the financial service provider server; and

the method includes:

the other client compiling and sending back a reply text message to the
25 prescribed “reply to” address with the PIN thereof on receipt of the advisory
text message; and



text nmessage; and WO 03/019445 PCT/ SG02/00172 -6 the financial service
provi der server waiting a prescribed tinme for receipt of said reply text
nessage awo0 03f0194etei ved within said prescribed tinme, veri fgirrsgo2ohne2 Pl N and
if correct, authenticating the transaction. Preferably, the nethod includes
generating the prescribed "reply to" addréss so 5 that it includes the
access code and a pseudo-randomy generated nunber. In accordance with

anot her aspect b firancia esevice ipnodden servet heiting & pesotibdedtipe 16y ﬁéc@'ﬁtf&r
perform ng finangi alwwg)gsactl ons between, two {)artl es conpri sing:
i

fi nanci al _ser vit4d MegsasG apg if 1egaivee Wi %Saldmrﬁambaﬂ Tlmfiaﬁ%rdymgon

between the panbiFaN; arkdif €84cIPaLIHANTAH ccount facility that
i ncl udes a personal account foP ﬁé art@%egv‘ahs IOZ]d by an account nunber

registered with said financial service provider server, (ii) a client for

connecti on tRref@radlyf lth‘@'ﬂﬁ—é’[ﬁbdS%IM@@@gQﬁé’ﬁé'txHGrthéﬁfré@ecrn lébaréép > -address s
communi cati on network, whereby at |east one |en Y W reless

devi ce, (7iithakitfdudes thaaecess rede andBaseudouandpnely\gendeated mmmch client
to the financial service provider server, whereby the client identifying
nunber for the client that is a wireless device corresponds to the

W rel ess 2dn|m¢am%wthmﬁ@émertwfof thengredent irveRtidhy ters iepeslidéd b

said financi S said financial service, provider
server being gt ectf?'10[5@1(02{Mﬂi55 ﬂ@%%@@ttéacpspgtrortq HetwgeR tWe PaLtias somRrising- and
being able to identify and access same by said account number on
registration, af  Sa0PsMI SRR 'sBANS 18] cgﬁt%/lfmg a franklal ahenctva beteea

the parties;
w 10 each party having:

(0 an account facility that includes a personal account for the party
identified by an account number registered with said financial service
provider server, -

(i) a client for connection to said financial service provider server via a
15 communication network, whereby at least one of the clients is a
wireless device,

(ify  a client identifying number to uniquely identify each client to the
financial service provider server, whereby the client identifying number
for the client that is a wireless device corresponds to the wireless

20 identifying number thereof, and

(iv)  a PIN registered with said financial service provider server;
said financial service provider server being electronically connected to:

) each account facility and being able to identify and access same by
said account number on registration of same with said financial service
25 provider server, and



WD 03/019445 PCT/ S&2/00172 -7 (ii) a wireless conmmunication server for
handl i ng nessages sent to or received fromsaid wireless device using a
Wi rel ess woaabidsyi ng nunber for the wirel ess device; a s&ca/Sso/enu2 havi ng
nmessagi ng nmeans for conpiling and sending text nessages 5 to said
financial service provider server in acedtdance with: (i) a first
prescribed client protocol conprising: the anbunt to be transacted, the

address of theiipt het wirdléss Brinignib4ts 86fvieP Tof PRGN rﬁﬁéss%%eé‘ Sto %Pde
to uniquely identify the financial service provider to the rel ess 0

communi cati on ser vépc@iMad ifigen saicduwiseless deyiceruging atwitslessidssatifying ounber and
(ii) the client i d%Hi’{eK\jva&FQé’HP\%epf the other client, and the client
e cl'ren

i dentifying nunber of séndi ng the nessage; and (ii) a second
prescribed client protocol conprising the PIN thereof; and the financi al

service proyi Vier, : : ng
reans, 1 antastd SHeR R AR R AR AN M OB SR G senbih L FlHsheGes,

sai d nes$age baiddinangiaheanvivel rodielsr gewdr Incaccotgarceasitve a sai d text nessage
and conpile and send back a further text message to the sender client in
reply thereto in accordance with a first 20 prescribed server protocol

t her ef or conpr(i)si na firsh prasefibedetiertrprofocoheorhpréshsgict i on to be perfornmed,

a request for the PIN of the client, and WD 03/ 019445 PCT/ S&2/00172 -8 a
"reply to" address that is different to the previous address of the

recei ver; and * the amount to be transacted,

* the address of the other party o the transaction comprising: an access

code to uniquely identify the financial service provider to the wireless

10 communication server and the nature of the transaction to be
performed, and (ii) the client identifying number of the other client, and

* the client identifying number of the client sending the message; and
(i) a second prescribed client protocol comprising the PIN thereof; and

the financial service provider server having message handling means,
15 authenticating means, transacting means and transaction abandoning means;

wherein:
(a) said message handling means is designed to:

(i) receive a said text message and compile and send back a further text
message to the sender client in reply thereto in accordance with a first
20 prescribed server protocol therefor comprising:

* a confirmation of the transaction to be performed,

* arequest for the PIN of the ciient, and



(i1) wait a prescribed tine for receipt of another text nessage fromthe
sender client in accordance with a second prescribed client protocol 5
conpri si yotobw1REN of the sender client, and if said ot hePCr®So2/nagsage i s
received within said prescribed tinme, verify the PIN and if correct,

conpil e and send an advisory text nessagéio the other client in
accordance with a second prescribed server protocol conprising an advice

descri bing the transatspipno” Hidtdds Fitds aifdient t&gﬁé Weﬂ&@é‘%dh?eééeﬁf ged to

aut henticate the transaction on said nessage handling neans establishing a
prescribed | evel ofregedMeriagd of the identity of the parties to the
transaction; (c) said transacting neans effecting a transaction in
accordance with said text nessage between the parties in response to said
aut hent i cat i ndilneargit aspeascribed itivag iforgrecsind ofr ancther itey; masshgedfrosaite

transacti on abandory ] ) d_t ction.if either  said
prescribed tine el ggggg%ﬂgﬁoﬁ?%@@%ﬁ% g‘?{hsgi%%gﬁﬁeéreggﬂe%lﬁgdﬂ'otﬂm,f
the PIN Bs not ver idongslising thee PIN betHe Sdhddielionts 2ad6ef Sbo HthdtdeRERRS
Preferably, the rressz:lgje,L _hr;gndl hﬁ%ﬁaigeans i BCl ugﬁ a pseudo- rangom nu?r%geer 20

generating means td° pSERIUBY MY geareriaee Unguraidy tharfNsand heauegfe
handling neans geneiifie BHE s&RPlan B8Vis 2 MBS ARL 76 %@C&Bt—% tc@gﬁgzwto

first prescribed server protocol for sali er text nessage,
conprise the accegscoutgncanyitn e sesend pressiedi sergengratbed cumpesing an

Preferably, the ness i ns_generates a prescribed "reply to"

25 address in accora@%%e@%%h'qgﬁggg%&%ﬁ%'%escri bed server protocol for

said advisory text message, conprising the access code of the financi al

service, provider.. WO B/Hﬁl 445 PCT/ SE&02/ 0017 -9 'Preferably, the

advi sor y %t ext (ﬁiééﬁ'g%“‘% ?EI‘%E"@ Wﬁaﬁﬁé%tdﬁﬁ'ﬁ@@déptqy?%ﬁtﬁ’a mggnsac’uon on
said message handling means establishing a prescribed level of security of the
identity of the parties to the transaction;

(c) said transacting means effecting a transaction in accordance with said text
message between the parties in response to said authenticating means
15 authenticating said transaction; and

(d) said transaction abandoning means abandoning said transaction if either
said prescribed time elapses without receipt of said other text message or if
the PIN is not verified to be correct by the message handling means.

Preferably, the message handling means includes a pseudo-random number

20 generating means to pseudo-randomly generate a number, and said message
handling means generates the ‘“reply to" address in accordance with the first
prescribed server protocol for said further text message, so as to comprise the
access code and the pseudo-randomly generated number.

Preferably, the message handling means generates a prescribed “reply to”

25 address in accordance with the second prescribed server protocol for said
advisory text message, comprising the access code of the financial setvice
provider.



prescri bed server protocol includes a request for the PIN of the other
client and a prescribed "reply to" address that is different from any
previ ous wWodsesHE45 i dentifying the financial service provi @em/ssoev@n2 5
Preferably, said nmessage handling neans is also designed to wait a further
prescribed time for receipt of a reply t€xt nessage fromthe other client
in accordance with a first prescribed client protocol for the other client

conpri si ng Préferaify e abdseryext flossade condiled ik 88648 cé“éﬁ{j) ;%i%%iee@ond

further prescribed time period, verify the PIN. 10 Prefer
prescri bed PreSsIPed sererdpretacal mnclisiesreatasiesifor ke PiN of thd oithes clidre arecgess

code and a er 1Ps -ran r.at r fromsaid pseudo-
random nunbg‘fgégczlﬁégat'%#gpr%éanésl&dpﬁgse%gagﬂs ,Sﬁfgg#ﬁbirafmew dUBY'RYS n%‘g(ﬁ?ss

aut hent i cat &fentifkng trenBirartdialsenfics pravidersesage handl i ng means verifies that
the PIN of the other client received in said 15 reply text nessage is
correct. In accordance with a further aspect of the invention, there is

provi ded%a Feefecably f eaidperdasege ngerailing nmeansis talso shesidgrenl fowaat Bafdrther
havi ng an electr.onic.nmessaging., .facility, the part aving an electronic
messagi ng aBEﬁsé)é@egang [Sﬂn C%{:Pta c@ufﬂp)(y HQHDE%SF%%IG gr%n engthee cdight i t h
a financi al gt8stdahbé ivath | ' t I~ N IRy -
performed w 'Fh t he banki rell\émgi(r:E(%Jsr???ég@Qﬂgﬂqﬁér@?ﬁﬁ%ﬁgﬁlﬁt ?ﬁprﬁ%{w ng a
banki ng ser @ HiNrofettiee othargclient,i arohdi edceiveanwitbini seidwiutthet pesschibeditige

account, th . {[$I Ng: serving an electronic nessage froma client
of the part gﬂﬁﬁ,g?eg\fgﬁ?ghﬁ.c nmessage: 25 (i) being sent to a predeterm ned

el ectroni c messagi ng address for performng a particular type of financial

o o sesio s il RSaR SRS e 5 SEPATG dbaa'd Bl REEL T
access code and a further pseudo-randomly generated number from said pseudo-
random number generating means.

Preferably, said authenticating means authenticates the transaction if said
message handling means verifies that the PIN of the other client received in said
15 reply text message is correct.

In accordance with a further aspect of the invention, there is provided a method
for performing a financial transaction for a party having an electronic messaging
facility, the party having an electronic messaging address and a banking account
number for a banking account with a financial institution, whereby a financial

20 transaction may be performed with the banking account, and the financial
institution having a banking server for effecting a financial transaction with the
banking account, the method comprising:-

serving an electronic message from a client of the party, the electronic
message:

25 () being sent to a predetermined electronic messaging address for
performing a particular type of financial transaction;

(i) being prepared in accordance with a first prescribed protocol; and



(ii1i1) requesting that the particular type of financial transaction be
performed; and requesting the banking server of the financial institution
of the pawODy3wbw4es fect the financial transaction in accordarce2vivh the
first prescribed protocol of the 5 electronic nmessage. Preferably, the
server includes serving an electronic neggage to the client of the party
in response to serving said electronic nessage fromthe client of the party

for controlling t f@iﬁLPrr@@.ﬁés%iﬁgOfthéthﬁwé | a6 a¢ _tkgé‘“gficfﬁa%'ral P@es%g}gwbet he

met hod includes linking the €l ectroni c nessagi address to banki ng
account of the party. PBriefreediand the serving includes authenticating the
identity of the party before proceeding with requesting the banking server
to effect the transaction, Preferably, the authenticating includes
requesting a péequasiingittierankingasérver althieeiinanchil Mstitutidneotptheviatdiobytfadie

Cecond pr oscri DR TBLER CaGHE TP RAGLS HAR BT BPRE BT o daocrrolAe
further e ectreldiromssegsades correct. Preferably, the authenticating

includes timng out a prescribed time period after requesting the PIN from
the party and abandoning the financial transaction if the further

el ectroni c rreefaaEBlyl h18érvef Mol sdtvihherPalebomtiribdsagaitd the %g@r?ti Hefet | ME
20 period. Prefer abfy, the authenticating includes supplying a different
el ectroni c ASEYAHi ®§PORTRIIR§8MNY BRiE glesitanie massaae fione i elarit médhe party

el ectronic qg,sg&gmmﬁlgﬁ(g@gresg% thd @5%@3%’3%1“3%80@13' y to in order to

progress the financi action. nmet hod 1 ncl udes
pseudo-randomy generating part of the different 25 electronic nessaging

ot cdet or m ndqetagh; die Heb@ Mn@S At YscbThl B s PuckssF ga s

-11 10 banking account of the party.

Preferably, the serving includes authenticating the identity of the party before
proceeding with requesting the banking server to effect the transaction,

Preferably, the authenticating includes requesting a personal identification number
(PIN) to be provided by the party in a further electronic message prepared in

15 accordance with a second prescribed protocol, and verifying that the PIN provided
in the further electronic message is correct.

Preferably, the authenticating includes timing out a prescribed time period after

requesting the PIN from the party and abandoning the financial transaction if the

further electronic message is not provided by the party within said prescribed time
20 period.

Preferably, the authenticating includes supplying a different electronic messaging
address to the party from the predetermined electronic messaging address, for
the party to reply to in order to progress the financial transaction.

Preferably, the method includes pseudo-randomly generating part of the different
25 electronic messaging address to ensure that it is different and not derivable from
the predetermined electronic messaging address.



Preferably, the particular type of financial transaction involves a
financial transaction between two said parties each having el ectronic
nmessagi ngwbagiold4s3 es, whereby: (i) the el ectronic nessagecrscezpmez from a
client of one party and 5 includes requesting that the particul ar type of
financial transaction be perfornmed withithe other party; "and (ii) the
banki ng server of the financial institution of each party is requested to

effect the piatapmipl thé aﬁ@rﬂé@llh@“t_yﬁé' ot | firancral t figngtibh CIHvBlveBakt YinhAcial
accordance with the first prescribed protocol of the electronic nmessage. 10

Pref er abl y, trangaciionchetoisen twosseid)parties| eatbshavirg elestonisrmessagingtpciiyes,

addr ess of Wh%geob(y]e party and either the el ectronic nessagi ng address or

t he banki ng nt nunber of the other party. In accordance with yet a
further aspect of the invention, there is provided a systemfor performng

a financial tragnsacgion.f i cL.r Qul i
facility, the @art%ﬁa\g{eﬁgggﬁ grfé(;s%g%ﬁl?éCQ%,&/%Qagé)rﬁgﬁagggrngsgflgﬂgeéir%gn%ﬁ]g
account sunber for iachaekirsquestinguthtit Wd basicllanapes af finastial whnsattion viler eby
a financial transaction may be perfornmed with the banking account, and the
financial insti tuti%‘ﬁ'?quﬁdx‘ﬁ'ﬂ&”%a?i&%aa EANE for effecting a financial
transaction wth the banking account, the system conprising: 20 a
financi al service provider server having nessage handlin% neans for

serving an el el r onie gervebat wedinassial gstiulien pdeeeh pary ierequastsd ¢

nmessage bei ng prepage : | i o] ¢ i t .and
including: (i) a p?@dg{%?tmﬂﬁég{ngﬁglgf }Pgﬁ%gcﬁoeﬁssr%%f%é; tgzﬁr%eggmglg%f)Md lrflo
the 25 perf or manceacdordames witle theafirst prascobed prodoad] af ther elasteatic oessagel (i)
a request that the particular type of financial transaction be perforned,
WD 03/ 019445 PCT/ SG02/ 00172 -12

10 Preferably, the electronic message includes the electronic messaging address of

the one party and either the electronic messaging address or the banking account
number of the other party.

In accordance with yet a further aspect of the invention, there is provided a
system for berforming a financial transaction for a party having an electronic

15 messaging facility, the party having an electronic messaging address and a
banking account numbef for a banking account with a financial institution,
whereby a financial transaction may be performed with the banking account, and
the financial institution having a banking server for effecting a financial transaction
with the banking account, the system comprising:-

20 a financial service provider server having message handling means for
serving én electronic message from a client of the party, the electronic
message being prepared in accordance with a first prescribed protocol and
including:

(i) a predetermined electronic messaging address dedicated to the
25 performance of a particular type of financial transaction; and

(ii) a request that the particular type of financial transaction be performed;



wherein the financial service provider server includes nessage handling
means to receive and decode said el ectronic nessage, and transacting neans
t o requeswotBo1ahki ng server of the financial institutiorCofSGoyeolparty to
effect the financial transaction in accordance with the first prescribed
protocol 5 of the electronic nessage on-tftBe financi al service provider
server receiving said electronic nessage. Preferably, the nessage handling

means is adapt wtietain sibev éinamcigl estvicenipeoviti®s saaert ipcluies Cinkesst éjfhahﬁﬁnd?a”y
in response to serving said electronic nessage fromthe cli en% of the
party for progfe@8Snlp t'Reeive raliftideIcote asrid celpelionie omppeags, aand , transacting
financi al serv} (YalVA] | elrl‘gé?rs ; : . i

el ectronic msgﬂggpﬁéeggggéss@ﬁ% \gﬁp hﬁgagéan I ncgqggg'h%ﬁgag#"%ﬁ@@dbé)?@ Bgﬁg to

Pref erably, theff¢dtrihadinahtiattransantioprinvicderdasee wth thedirstdesserittduemoiamt i ng
means to,. auth e the identit the party before . invoking said.
transact i°’ng me§ﬂ@1.e %@HPBPa%‘ﬁﬁa%ﬁ“%@sfﬁ&@%wéﬁérv% PRRAGRS ?%’V%'gé%ﬁeé\ﬁng 0
request a PIN &sigmlédionidnieesaye.i n a further electronic message prepared in
accordance with a second prescribed protocol, and the authenticating neans
includes verifying means to verify that the PIN provided in the further

el ectroni C pRefadifly] $he IhESsHge hBheﬁrfg"p ahbans i acpdend| w&égﬁ TRédiFonic

includes timng means to time out a ‘prescribed tine period
requesti-ng MRSSPOR tetaenclierd gidhe pariidn sespronBE fasendng 2aidsdestianéc prassager

server incl } the fi ral. transaction if
sai d furthe%ﬁf%@?@%ﬂ?(@%ﬁn&s@%@ é*’%@?ﬁ?@&%@%ﬂ&@?ﬁ@%ﬁ% within said
prescribed time period. Preferably, the authenticating nmeans includes

suppl yi al o ad| [ to,th ty.from.the
pr edet eﬁ % néﬂé%};’%g?%ﬁﬁ@%ﬁé@?%&ﬁg%é@agég%gggﬂp@@% ﬁedéﬁaﬁ?{)?%éywﬁ %ﬁ” oin
order to pretpaesid mesSagingeddiessitatisabanking aBeairtoftie/patihe message

andl i ng neans includes a pseudo-random nunber enerating neans to

handl i ng | ud p d d nmb g ting t

pseudo-randomy generate part of the different el ectronic WO 03/019445
PCT/ SQ02/ 00 FPreferably, the financial service provider server includes authenticating means to

authenticate the identity of the party before invoking said transacting means.

Preferably, the message handling means is adapted to request a PIN from the

15 party in a further electronic message prepared in accordance with a second
prescribed protocol, and the authenticating means includes verifying means to
verify that the PIN provided in the further electronic message is correct.

Preferably, the authenticating means includes timing means to time out a
prescribed time period after requesting the PIN from the party and said financial

20 service provider server includes abandoning means to abandon the financial
transaction if said further electronic message is not provided by the party within
said prescribed tfme period.

Preferably, the authenticating means includes supplying a different electronic
messaging address to the party from the predetermined electronic messaging
25 address for the party to reply to in order to progress the financial transaction.

Preferably, the message handling means includes a pseudo-random number
generating means to pseudo-randomly generate part of the different electronic



-13 nessagi ng address to ensure that it is different and not derivable from
the predeterm ned el ectronic nessaging address. Preferably, the particular
type of fwoanoiehstransaction involves a financial trans&cTisGoz/barneen two
said parties each having electronic nessaging facilities, 5 whereby: (i)
said el ectronic nmessage is served by sard#Sfinanci al service provider

server froma client of one party at an el ectroni c nessagi ng address

dedi cat ed t messegipgr ddmssc® ehsaref thanitiial ditfeams sartd oot eriekele o the

parties and includes &@Efecaﬁuest that .the particular type of financial 10
t ransact i onPERIGRIMIBE opHe mﬁés%ﬂ'%?dg@rsf’y; and (ii) the banking server

of the financial institution of each party is requested by said financial
service provider server to effect the _partic I?r fi Qanci.al transacti on
y g’l‘ e

relative toPreraply: iteg RRMGHIANy PR &tc IRNERCUORe YRGS &) KTE R e g
protocol of traﬁFQctﬁJr€5éﬁA%CtW§aﬁa%niés5eEére]bamf}gIéreotﬁdm HeBshging itacifss age

i ncl udes the electronic nessagi ng address o e one party and either the
el ectronisc mdwselny:ng address or the banking account nunber of the other
party. Brief Description of the Drawi ngs The invention will now be

descri bed by way of one specific enbodinent. The 20 description is nade
with reference(il o tbaidaeleotrpainyinagsaeaid sge/edwhe saich fingmgialr servicesprgvider

schemati ¢ bl ock di agram showi ng. the e r.an . : nts
of the financial tr %@&E?ﬁ%?\qnas@&“grﬂf%%\%gﬁ% %E iag %ggﬁﬁﬁ%%%ggﬁcg ovvlggg
the basic configuragsgieateld tbhiee petfonhancd of & éinamcalttiapsastish béievdenrthadwal

service provider server to enable a financial transaction 25 taq Pe .
per formed; WD 03/ 01badBspany Jopiides 1 requasi that the particular type of financial

10 transaction be performed with the other party; and

(i) the banking server of the financial institution of each party is requested
by said financial service provider server to effect the particular financial
transaction relative to the particular party in accordance with the first
prescribed protocol of said electronic message.

15 Preferably, the electronic message includes the electronic messaging address of
the one party and either the electronic messaging address or the banking account
number of the other party.

Brief Description of the Drawings

The invention will now be described by way of one specific embodiment. The
20 description is made with reference to the accompanying drawings, wherein:

Figure 1 is a schematic biock diagram showing the general arrangement of the
components of the financial transaction system;

Figure 2 is a block diagram showing the basic configuration of the clients of the
parties and the financial service provider server to enable a financial transaction
25 to be performed;



Figure 3 is a schematic bl ock diagram show ng the basic make up of a
communi cati on packet sent between a client and the server, and vice versa,
Fi gur es 4WoOtod/oH45how t he changes in the comuni cati on pa®kEiSGopnilent
according to the different protocols followed in an exanple of a financial
5 transaction undertaken by the system -WHerein: Figure 4A shows the packet
for the text nessage in accordance with the first protocol sent by Cient
A to the seFgure Bi ure stBefia@vsblolR giaghkeh StowihgetHeubhbier niskst upessage in
accordance wth the first protocol sent by the server back to Cient A
10 Fi gure 4COBWRMRICRYRN packessenihetvren araliept argthengasergand Nicg@dsalance wit h
the second protocol sent by Cdient A back to the server; Figure 4D shows

t he packet for the advisory text nmessage in accordance wth the second
protocol sefigWestHh Kedfershoy e e‘?ﬁa”S?SFi”gﬂ?% COMMBWYGRIAM PRk EPNESE t he
reply text @?i : 1 ik SEn P I ts i ent
Bto the se?@gé; dtBF?ﬁ?Cgﬁ%%ﬁgh%w\?v{s&P Lsé‘rf%lygﬁeec{ "? Oént%)gér@lgl%f Pferg]atfar%?]ﬁctg (Iaxt
message i iraceactitamordedakentthyethersystinprotereint sent by the server to dient
A and by the server to dient B; Figures 5A and 5B are flow charts show ng
the process followed in performng an 20 authenticated financial
transaction; and Figuwer4A 8howsahel pagkehéortthe Hexii mgssdye jpr acoesdarfoal Withvelbde i n
regi stering an acgcqount nunmber with the financial service provider server
and linking it wit§t RFH@CQH%’ﬁth%'%MqPJLﬁaeW@ﬁber. WO 03/ 019445

PCT/ SG02/ 00172 -15 Best Mdde(s) for Carrying Qut the Invention The

enbodi nent is directed towards an electronic.systemconprising a cljent
server conputer M@nﬁ"éoﬁh%mﬁ Hﬁ‘ﬁ'betffpﬁgl?ﬁif her gxs BIeEPa9R Ihecaridiange
plurality with the first protocol sent by the server back to Client A;’

10 Figure 4C shows the packet for the other text message in accordance with

the second protocol sent by Client A back to the server;

Figure 4D shows the packet for the advisory text message in accordance
with the second protocol sent by the server to Client B;

Figure 4E shows the packet for the reply text message in accordance with
15 the first protocol sent by Client B to the server; and

Figure 4F shows the packet for the confirmation text message in
accordance with the third protocol sent by the server to Client A and by the
server to Client B;

Figures 5A and 5B are flow charts showing the process followed in performing an
20 authenticated financial transaction; and

Figure 6 is a flow chart showing the process followed in registering an account
number with the financial service provider server and linking it with the client

identifying number.



of parties using electronic nessaging and a nethod therefor. In the present
5 enbodi nent, the parties each have a wirel ess device that constitutes a
client ofwotlhei®yst em and each have account facililties wPCh/SGozo@r2 nore
banks or simlar financial institution. Accordingly, financial
transactions are perfornmed utilising elHttronic nmessaging in the form of
SM5 text nmessages. As shown in Figure 1 of the drawi ngs, the system 11
gener al | y cBegt Mode(s)lfor Carfyingr@uisthedaventienpr ovi der server, which
functions as a host server 13; a plurality of clients 15, one client 15a
being in the formof a PDA, and another client 15b being in the formof a
nobi | e t el epherembodiment d$ idietted idwardsdarl Slectioaicr epqient corapyising o aiianied
with parties A and Bto a fingnci al transaction; 15 a GSM nobile

ransact, , | .
t el ephone n¥R7WBY ROTPUIRLAYSEET AQk RefOTiRE dgpRgak kensadipas bsfweama riwgityy pe,

t he net wor kq I NG S t i (FY=Ja]s and
15b are in %ﬂogf‘irt“rﬁécgtglin n rgﬁgﬁibf @%gg?gggt%ﬁgat @g?@dé?lp}%r:égqr. ‘ﬁfs rtgﬁsgrg% ?@tn;
an SMVBC § SvBnCedime)t, the perties ledcbrhmvega perelesst devies GEN aoestiiotds 4 Zlieotr of 20

controllin n nagi SMS_co ni gations, wWthin the,GS network; a
communi cat 6 xR 4kl haThoa BBt Bcfteso Rt dsih g e anik o7 ST
server 21 ffardidlonsti@itionMmAateminghy sfifdreiag bedneetions aid aierfdr@eESMilisiret Wor k
in conjunction with the host server forma |arger comunication 25

net wor k; \WCRI68Irenigmessaginasiagbe derny of SM@texh@@ggﬁgeq. acilities 25 for each
party are housed in a particular bank of the party, one bank housing the
facility 25a for party A, and anot her bank housing the facility 25b for
party B, eaCh ShawmmtFigw@ﬁp@ﬁtseﬁgawwe%hherw@m dil eapeElly capwsisas: t ypes 27,
whi ch are accessi bl e via banking servers 29a

10 * a financial service provider server, which functions as a host server 13;

a plurality of clients 15, one client 15a being in the form of a PDA, and
another client 15b being in the form of a mobile telephone, which clients
15a and 15b are respectively associated with parties A and B to a financial |
transaction;

15 * a GSM mobile telephone network 17 having instant messaging facilities of
the SMS type, the network including GSM towers 19a and 19b to which the
clients 15a and 15b are in communication range for effecting the financial
transaction; |

* an SMSC (SMS Centre) server 21 forming part of the GSM network 17 for
20 controlling and managing the SMS communications within the GSM
network;

e a communication link 23 interconnecting the host server 13 and the SMSC
server 21 for allowing communications therebetween so that the GSM
network‘in conjunction with the host server form a larger communication

25 _ network;



5 and 29b respectively associated with the banks; and further

comuni cation |links 31 between the host server 13 and the banking servers
29, the fwotoberddki nk 31la specifically connecting the host PE&ESGo2/0G102 t he
banki ng server 29a associated with the bank of party A and the further
link 31 b connecting the host server to. {de banking server 29b associ ated
10 with the bank of party B. The operation of GSM networks using SMS

nessagi ng and,t Eof | et ' jents
ond: 2 hoot - serveRoqliR SEies 85 fr cddiPha) ofERRRNRF 1P RSB IE LD,
enbodi nent has bpanty,dese hidnkdhousing nive rfacitityo2éd fpapeny Apahd eabotiersbank

PCT/ SGDO/ 00068, PCT/. S0/ Q0Q69, . 15, PCT/ SGOO 00070, PCT/ SGD0/ 00092,
PCT/ SG00/ 00127 afRHSHig, ‘é‘ﬁog@%‘“ﬁaﬁ@@f NS Pc8erd iR iy GorRising ane i BA'e he

applicant is a |#ig8RsReccHERCHPEEIP7 WHIES aréliaebasmie ’Ba %@ﬂkﬁp’@vér@ adipse
applications are incorporated herein by reference. A salient feature of

each of Bhe wi r edird 29bIrespraiivelyassosigted with e kardseantt i oned applications
and which is also adopted in the present enbodinent is the use of 20 the
network identifying nunber, for uniquely identifying the wireless client to
the wirel ess *cofumer camnuumicastondinks-31i betwvees thabestt deaverSv ard thehearkingunber

of the client in_the nobpi l.e t.e on twork 17 - as . the client

i denti fying numﬁ?rvefﬁw%gﬁlw kaiﬁ%ﬁ&@@%ﬁ%&t&g iﬁbeeﬁi)?tf @?Wﬁr fche
client wthin itheydhiiad 8688E29aASsetisRd With TRl IsghK of gy Af afcetRMuresed
applications, the comunication |ink 23 25 between the host server 13 and
the SMBC server Bk gap apangciingiihaapest 9Menta the Bapiing sewer @9eapsoriaied or a

gener al ypur pose via the Internet. Wth respect to the
account 1@aci lit i‘@ﬁs}ﬁgﬁg?gggyg?@glgw th each client, in the present’

enbodi ment, the account types 27 conprise one or nore personal accounts 33,
Shh v 0o STRL AR ISR ST hbediy A bR ofC
bel ong to tinstdntrmessagessikeetwicen pobild déants lkad a host server via an SMSC of the
type being the subject of the present embodiment has been described in
International  patent  applications PCT/SG00/00068, PCT/SG00/00069,
15 PCT/SG00/00070, PCT/SG00/00092, PCT/SG00/00127 and Singapore Patent
Application 200007381-7 of which the applicant is a licensee. Accordingly, the
disclosures contained in these applications are incorporated herein by reference.

A salient feature of each of the wireless clients disclosed in the aforementioned
applications and which is also adopted in the present embodiment is the use of
20 the network identifying number, for uniquely identifying the wireless client to the
wireless communication network - in this case the GSM telephone number of the
client in the GSM mobile telephone network 17 - as the client identifying number
(CIN) used by the host server 13 for identifying the client within its own database.

As also indicated in the aforementioned applications, the communication link 23
25 between the host server 13 and the SMSC server 21 may be a dedicated channel,
such as a leased line, or a general-purpose channel, such as via the Internet.

With respect to the account facilities 25 associated with each client, in the present
embodiment, the account types 27 comprise one or more personal accounts 33,
such as a debit-credit savings account 33a and a debit-credit current or cash



hosts the host server 13. The host account 35 is common to all of the
parties that are custoners of a particul ar bank, whereby each bank having
a cust omewotobalo4ts a party associated with a client of tReTSEsr/em?2al so
has a common host account. 5 The reason for this will beconme apparent

| ater. The personal accounts 33 of a parta- associated with each client 15
are identified by a client account nunber (CAN), which needs to be

regi stered ydolint bgﬁhﬁﬁa a ﬁ@étvé'dcoéﬁt 35\%%\{)@' t'Bgch)é’firf‘a%iah\%ﬁﬁnc%eﬁ%%fdeﬁhétses
the CAN to access the personal accounts of a party en communi cati ng
with a corrieagiethe hgstosarkéntg. sETa/bmst oo, 35/isecantraon pped of it patfties tihalr
link 31. In order to authentic a,client o sirin £ss an
account faciPi “?tOW{S‘nO{ 835%3[ eqefjki g’hg{%&yow&g?%% Ba%‘ﬁg)”ﬁ%f tﬁgﬁ

PI'N, which a%aﬁtz@ts@bbtﬁted Qataral eRbridt ind Bestban kelscainags aumphryiot iost &tddunt.
together_with the name of the party and the CAN, before access to the
account 9 | TheEeagondeethis wil b ”ﬂﬁ@@%@fﬁnﬁ@t%nbodl ment, a simlar

aut hentication procedure with clients of parties is al so required by the
host server_13 before it is able to access the account facility in

response tolke P@éﬁ%‘@ﬂ apgouNte 13301t BArty agapeigted it gash f’kﬁ@ﬂﬁe%ﬂe 'Qe*f”i'f@ﬁ‘nm al
h
have a_pi N Y EoERE Aot FRTRSECAD, Rhickl'Redkiol BEElsserdd il e flole

simlar nmang@wvet d>31 AeCMi@y;kthetht IseszterusassetsmaeFEDANtto aneese thd personal
aut henticate a cllgnt W|sh|n erforma transaction

transact i on@$OURES gredi & BRHE hﬁa Wpicayng Wfﬂa@rcqrf?sﬁpggﬁngebaiﬂg(mgf?%ﬁm al
transact §onsg baks WReAppMpritd fiher lihig1 host server 13 is specially
configured to incorporate vari ous processes for registering the clients
and performng the transaction. As shown in Figure 2 of the draw ngs, 25

these procegsggier ﬂ@lamemucfm@&a@@nh@n@l pdYey HBEINAg @6 aressaer dveodhietachity a
regl steri ng neans or gl strar 38, an aut henti cati ng neans or aut hent i cat or

39, a tran‘y&btﬁhﬁgbﬂ@l&n igrcusterRaalc far the1 pamy ta ﬂ%”&n@a%lt"i»owh‘ébdﬁdﬁﬁﬁrﬂ@/
e or 4 PR8I uichine HETE NEOIRRA Y BI gt CRRITRS fBI B fo Bad) | ot

dat abase 45 'rstst al ns eac party
client regi aneértbtd GAN, before access to the account will be allowed. In the present

15 embodiment, a similar authentication procedure with clients of patties is also
required by the hast server 13 before it is able to access the account facility in
response to a request by a client of a party in order to effect a financial
transaction. Accordingly, each client of the host server is required to have a PIN
registered by way of the client with the host server. In a similar manner to the

20 bank, the host uses the PIN to correctly authenticate a client wishing to perform a
transaction, before the transaction is allowed to be undertaken.

In order to provide for financial fransactions between two clients, the host server
13 is specially configured to incorporate various processes for registering the
clients and performing the transaction. As shown in Figure 2 of the drawings,
25 these proceéses include a message handling means or message handler 37, a
registering means or registrar 38, an authenticating means or authenticator 39, a
transacting means or transactor 41 and a transaction abandoning means or
abandonor 43. These processes variously communicate with a client database 45
that lists the CIN, PIN and CAN against each party having a client registered on
30 the database so that the host server may perform a financial transaction therefor.



30 the database so that the host server may performa financial transaction
therefor. WD 03/019445 PCT/ SG02/ 00172 -18 The client database 45 is a

rel ati onavodavszase, which allows for the account faciliPcescotodaine party
to be selected, either by nom nating the GSM nobile telephone nunber of
the party, or alternatively the CAN or -d&ersonal banking account nunber
of the party if this is knowmn. 5 The nessage handler 37 is programed to
recei ve textheretisagdatabaee 49 iisat elatfonat rdatatbase sédioealldds ifor #ecacdaurie

wi th prescribed client protocols, ile sendtext messages to,
particul ar f@P?’%‘?ﬁ ©fj {16, Pagy dign be’ ﬁ?‘?gp r e Pf lﬁé’d NQANRRING Ebt%gwl §10biiRd

I nt eract Wtbléﬁ%ﬁe%rﬁﬁéﬁ bf’ﬂ%é’ r?t? BNdit&hb &) (iﬁé@meqr“as g%cor !Y)‘aH(mgt he

identity of 't arties to a t ‘cul ar trans ction |ng

prescri bed alc@:ontetewbehaﬁ‘dhlemartydﬁﬁm&)ils kalogw: i t hm The nessage handl er 37 is
al so programmed to interact with the registrar 38 to effect registration
of parties having clients wshing to utilise the services provided by the
host ser¥erTHSneEssape haindken&7ab prs@'ammed fo caded&ertekbmpesaignsmrdm redianisadf

2 pocudo. 1 ANBORSIHLS Sarier e PHIATCosn I ArEo apef el o Sheelt, Ramfls Bhd”*S

generat or %H@Eeﬂ&ﬁ@@éﬁ@é@@@éﬂtduw @iente hccér@ané’é‘%ﬂﬁ@rés@n@é@@éﬂ\%}ce
with a prescrlbed protocol. The ran om%/ g(enerated "reply to" address is
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The message handler 37 also includes a pseudo-random number generating

15 means or pseudo-random number generator 46 for randomly generating a “reply
to” address in accordance with a prescribed protocol. The randomly generated
“reply to” address is then used by the message handler as the “reply to” address
for the host server 13 in the compiling of text messages sent to clients in
accordance with the prescribed server protocol.

20 The message handler 37 also includes a timing means or timer 48 to count down
a prescribed time period. The message handler is programmed to invoke the timer
48 and wait for receipt of reply text messages from clients within this prescribed
time period and verify PINs for specific clients provided therein.

The authenticator 39 is programmed to authenticate a particular transaction being
25 undertaken at a particular point in time after the message handler 37 has verified

the identity of the parties to the transaction to a prescribed level of security, in

accordance with a prescribed authentication control algorithm. Thus the

authenticator 39 functions in conjunction with the message handler 37 to

determine when a particular transaction between two parties has been
30 authenticated sufficiently to be transacted.
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message handler 37 to send appropriate text messages to the relevant
parties not icogjungtiemenitvithe Heesgpaedban®at 33T tq ietermine if the prescribed time

period counted down by the timer 48 elapses without a requisite response being

15 received by either party at the requisite address during the authentication process,
after a party has been prompted to provide such a response. It also operates in
conjunction with the message handler 37 to determine whether a PIN supplied by
a party is verfied by the message handler to be correct. If either the prescribed
time period elapses or a PIN is not verified the abandonor 43 abandons the

20 ftransaction by instructing the message handler 37 to send appropriate text
messages to the relevant parties notifying them of the abandonment of the
transaction and terminating further operation of the transaction process being
undertaken by the message handler.

The client 15, on the other hand, is configured 1o incorporate a messaging means

25 or messager 47. The messager 47 is a standard text messager for compiling and
sending an SMS message packet 49 to an intended recipient as shown in Figure
3 of the drawings that is transmitted to and handled by the SMSC server 21 for
delivery to the recipient.

As described in the co-pending applications of the applicant, the message packet
30 49 includes a message portion 51, an intended recipient address portion 53, a
sender’'s address portion 55 and an SMSC server address portion 57,
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without the involvement of the host server.

This access code performs a dual function in that, in addtion to signifying that the

15 text message needs to be sent o the host server 13, it also indicates to the host
server 13, the nature of the transaction being performed. In the case of the
present embodiment, it signifies that not only a financial transaction is desired to
be performed, bth also the nature of the transaction, for example whether the
transaction is an account balance query, or a payment to be made from the

20 instigating party to an intended recipient party using the clients thereof, or a
payment to be made to the instigating party from an intended recipient party. Thus
different access codes recorded with the SMSC server 21 are used to signify
different types of transactions to be performed. -

As described in the applicant’'s co-pending applications, the power of such an
25 arrangement allows a party of a client 15a compiling a text message for the
purposes of undertaking a financial transaction to simply enter:

* the access code pertaining to the nature of the transaction desired to be
performed and the GSM telephone number of the other parly to the
transaction, if the transaction is to be a party-to-party transaction as the

30 intended recipient’s address 53; and '
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host server 13. gseggus a f“;anci al, transa%tion i s undertaken by the clients
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protocol s, wWaes lggnt, el é@%,@ﬁiﬁ%&bﬁfin%&eﬁréns’é%ﬁaﬁ%%Bﬂkalété&"%é shblwph to
t he host server 15, then fromthe host server to a client, and so on,
until the fifgHEsAALe 4Rsaction is conpleted, as shown in Figures 4A to
4F. 10 Now describing the precise process followed in performng a
financial transaction, reference is nade to Figures 4A to 4F and Figures
5A and 5H) déewdlesgebingitbe peaeip® Peoasss dolsaradyintperioaming a finascialttrarsabiomeen

Party A and Balb¥-Bis made to Figures 4A to 4F and Figures 5A and 5B, and a specific
example of a party-to-party transaction between Party A and Party B.

The transaction commences at step 59 with Party A compiling a text message
with client 15a (Client A) in accordance with a first prescribed client protocol and

15 sending it as an SMS message represented by the message packet 61 in Figure
4A to the host server 13. This entire process is represented by the step 63 shown
in Figure 5A,

In the particular example shown, a payment is made from Party A to Party B,
whereby Party A enters the text “PHP500" into the message portion 51 to
20 represent that an amount of 500 Philippine Pesos is to be transacted. Party A
enters the access code “091" followed by the GSM telephone number
‘639175551234" of Party B for the intended recipient’s address, which will be
located in the address portion 53 of the message packet. The particular access
code is that provided for making a withdrawal of an amount from one of Party A’s
25 personal accounts 33 and depositing this amount into one of Party B's personal
accounts 33. | '

On sending the message, the messager 47 of Client A automatically enters the
sender's GSM telephone number into the sender's address portion 55 of the



The transaction commences at step 59 with Party A conpiling a text nessage
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nunber of the SMSC server 21 in the SMSC server address portion 57, which

in the pres is "+639112345678". |f t el econmuni cat L on net wor k
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t he host serSMBClServer Bagy notifiesh of thés and continues to poll the host server until it is
not busy, as represented by step 69,

On the host server 13 receiving this message packet, the message handler 37
thereof processes its contents logically, and on decoding same, compiles a further

15 text message to the sender client in accordance with a first prescribed server
protocol, as shown at step 71. This further text message is sent in the form of a
reply SMS message packet 73 back to Client A, as shown in Figure 4B.

" The first server protocol involves the meséage handler 37 entering:

« a confirmation of the request to go in the message portion 51 of the
20 message packet 73,

* arequest for the PIN of Client A also to go in the message portion 51, and
* a “reply to” address that is different to the previous address of the host

server to which the sender client A sent the originating text message to go
in the sender’s address portion 55 of the message packet.



SMSC server 21 is notified of this and continues to poll the host server
until it is not busy, as represented by step 69. On the host server 13
recei vi ngwohissiasessage packet, the nessage handl er 37 thecesGoppacesses
its contents logically, and on decoding sane, conpiles a further 15 text
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sender's address portion 55 as shown at step /5. A pseu om nu
can be used ad4ress BORiRARS as slkownat Biept75er ver 13 has

A pseudo-random number can be used in this manner, as the host server 13 has
already been provided with the CIN of Party B in the originating SMS message
packet 61 (by virtue of the GSM telephone number of Party B that is appended to

15 the access code). Thus, as the SMSC server 21 is only concerned with decoding
the access code for the purposes of directing SMS message packets sent by
clients intended for the host server 13 (in the present example the access code
constituting only the first three digits of the intended receiver's address), the
remaining portion of the intended receiver's address following the access code is

20 effectively redundant. The present arrangement takes advantage of this
redundancy to improve the security of the transaction by appending a pseudo-
random number to the access code and thué creating a “reply to" address for the
further text message that will be different for each transaction and which is not
discernable from the original address of the host server.

25 On completing the compilation of the further text message, the message handler
37 sends it as the SMS message packet 73 to the SMSC server 21 along the
communication link 23 for subsequent transmission by the SMSC server to Client
A, as shown in step 77. Simultaneously, the message handler 37 invokes the
timer 48 to commence timing the further time period, in the present example 30

30 seconds, during which time it waits for a reply from Client A.
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Client A WD 03/019445 PCT/ SGOZ/ 00172 -24-1f the SMSC server 21 is busy,
then the hoddnseceieingliBei farthet idxt edessadec GliehinAeatotifies Felyl Atdhe SVRS Rt ver
until it isdqot bum as re resented P . step 79. Once the SMSC server is
not busy, itOSRIBES (s MassagrBORionGLe é@cfk’ghe'?@xf mRpsage enHbe wispdaw et thand
transmts itgjibAt fd PQH%AA as shown by step 81. 5 If Cient A-is not ready,
then the SMSC server 21 polls Cient Auntil it is ready as shown by step
83, and then sends the SM5 nessage packet 73 to Client A. On receiving the
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“reply to” facility on Client A, which is standard for SMS messaging systems, and
compile another text message in accordance with a second prescribed client
protocol simply comprising entering of the party’s PIN. Once this is compiled and
sent, as shown by step 85, the message packet 87 is automatlcally created by the
15 messager 47 with the “reply to” address incorporating therpseudo -random number
as provided in the further text message received from the‘,,lhost server inserted into

the intended recipient’s address portion 53.

In the present example, the number “01925381274” will be inserted into the
intended recipient's address portion 53, the number “+631975551234" inserted

20 into the sender's address portion 55 and the number “+639112345678" inserted
into the SMSC address portion 57.

The messager 47 may be further prompted by the further text message to cause a
series. of default characters such as “# # # # # #' to appear when the PIN is
entered so as to provide further security to Client A.

25 As previously mentioned, the message handler 37 invokes the timer 48 to count
down the requisite 30 second time period, which is represented by step 87. If the
message handler does not receive a reply from Client A, and importantly does not



client to Party A 10 In order to respond to the further text nessage,
Party A sinply has to invoke the "reply to" facility on Cient A which is
st andar d wWoro38MB4sressagi ng systens, and conpile another PeTISGIRsEaYe in
accordance with a second prescribed client protocol sinply conprising
entering of the party's PIN. Once this-idd tonpiled and sent, as shown by
step 85, the nessage packet 87 is automatically created by the 15 nessager
47 wi th theeteigpla repy, witinethés BAmcpod gicirog, tnesmmag@mmemwm«es (1)
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second ti mmessdged asWhioddn atstegpt esent ed by step 87 If the nessage
handl er does not receive a reply fromdient A and inportantly does not WO
03/ 019445 PCT/ SG02/ 00172 -25 receive a reply, within this 30 second
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portion of 'adwdpedbe\tltanhsacﬂtm“r aBeaktDwnmtﬁepgaQ as shown at step 91.

If the PIN is verified to be correct, the message handler 37 proceeds to check that
the “reply to” address has correctly specified the pseudo-randomly generated
number that was appended to the access code, as shown at step 93. It should be
15 appreciated that the host server 13 may still receive a reply from Client A by virtue
of the correct access code being entered in the “reply to” address, but a different
number could be appended to the access code from the randomly generated
number selected by the random number generator 46. In such an instance, the
message handler 37 is programmed to not accept that a reply has occurred and
20 invoke the abandonor 43 to abandon the transaction as shown by step 89.

Such an arrangement overcomes a problem that would arise if the “reply to”
address was kept the same as the host server's address in the originating text

~ message, whereby the address could be spoofed by an unauthorised user of the
client device.

25 Inthe event of the transaction being abandoned either by virtue of: a response not
being received from Client A within the required time, the PIN specified in the
response from Client A not being verified as cotrect, or the “reply to” address not

 being correctly specified; the abandoner 43 causes the message handler 37 to
compile an abandonment text message natifying Client A that the transaction has



In order to verify the PIN, the nmessage handl er 37 accesses the client

dat abase 45 and conpares the received PIN against the PIN that is entered
for CiemwOA30m4430 the client database. If the PIN is ineamrssor/poirhe
abandonor 43 is invoked to abandon the transaction, as shown at step 89.
If the PINis verified to be correct, -t28- nessage handl er 37 proceeds to
check that the "reply to" address has correctly specified the

pseudo- r anskyn Yo@eHt /Rt wNbRRSer rbadonesustRPpirRdashridoniiht 286 @RSwAOse, as
shown at step 93. It should be 15 appreciated that the host server 13 may

still receat@R©8-reply fromCient A by virtue of the correct access code
being entered in the "reply to" address, but a different nunber could be
appended to the access code fromthe randomy generated nunber sel ected by

t he randori\ftRiibermersagediandlere37 sendsubis ragssaust iarfelient AHEOmM ke basiesarerd! er

37 is pro t : : | ke the
abandonor 55 g Tap3aGiin FREERS bhaglurfichEReY blife AESHdrEE itk

ar r angesrento furttiet @aotisn & fakohlagrshohatatwiep g7arise if the "reply to" address
was kept the same as the host server's address in the originating text
nmessage, Wwhereby the address could be spoofed by an unauthorised user of

the clienf tlevesgonstbfrom Olienenesdtistibs tihesd taras ainditioneehamegbazdoned
either by virtue of: a response not being received fromddient Awthin
the requi ré@t isnEeceivpd pitins 3@ Secrads.i & cofect Pﬁ‘éﬂ%ﬁﬁ’@c'ﬁ%r@@ it COReRlbt
bei ng verid.} S } ~- - g r [ 1 tly
speci 1 od: "TRY pabdfelis snltinbdaneh HRbEndq BN G o or sPEY rEQUIRF |
abandonnenby thxtautresdimgtor@ fdrythegpatticgar typet bhtransactionaosactfi o Hérgsno

03/ 019445 PCT/ SG02/ 00172 6. be andoned .f or. whi.ch [ _reasaon used
t he abé@ldo‘ﬁ‘%rﬂcfuﬁéss%&v/\vﬁ tstegggpﬁglge_ grﬂpg%qtm?ﬂ@"ﬁ%g%ggé&ﬁﬁrp%%&peﬁ%nds
thi s nessagecdupt, @i BWbivAsTaroamiocbat belkiv &eressribeti3hrddheld valosact Isowitpreapcess
bei ng undertaken by the host server .is ternipated an% ,
party having a prescribed payment status, or Tor some other reason is of a type
not requiring authentication of the other party (Party B in this example), the
authenitcator 39 is programmed to be satisfied that authentication of Party A soley
15 is sufficient to authenticate the transaction. In this event, the authenticator 39
validates the transaction and invokes the transactor 41 to actually effect the
transaction as shown at step 101 between the parties using the account facilities

25 established at the relevant banks of the parties.

If on the other hand the transaction requires a higher level of security involving

20 authentication of Party B, for example if payment was being sort by Party A to be
made from Party B to itself, or if an amount exceeding a prescribed threshold was
involved etc, then a process requiring authentication of Party B would be
undertaken before the transaction would be authenticated to proceed.

In such eventuallity, the message handlér is invoked to follow a similar
25 authentication process as it pursued with Party A, but this time with the client

device 15b (Client B) of Party B. Moreover, it compiles an advisory text message

in accordance with a second prescribed server protocol, as shown at step 103.

This advisory text message is sent in the form of an SMS message packet 105 to

Client B. This second prescribed server protocol involves the message handler 37
30 entering:



5 no further action is taken as shown at step 97. If the response from
Client A satisfies these three conditions, nanely that: the reply is
recei ved wbtohiom480 seconds, a correct PIN is specified, amdTiSoo2/0@rz ect
"reply to" address is specified; then dependi ng upon the |evel of security
required by the authenticator 39 for -t3%- particular type of transaction,
one of two things 10 may occur as shown at step 99. If the transaction is

just to check aDahansecebidfg tti?egﬁ%Hﬁotigﬁrtoiﬁg‘b"lﬁ'tﬁ@?ne%@agggr%ﬁ?on R

prescribed thres value, o party havi ng escri bed paynent
status, or for reessags patketd@Spn is of a type not requiring authentication
of the other party (Party Bin this exanple), the authenitcator 39 is
programmed to be satisfied that authentication of Party A soley 15 is
sufficient te awtdipmist tutiee Pid of ClissbBtalsmnto danintthe snessage pottiom 51; and

aut henticator 39 validates the transaction and invokes the transactor 41
to actually effect the transaction as shown at step 101 between the

parti es using tdersseedt rdmeidi dddress Rbge st & seidat’'sadddrbss pettienada obanks
of the parties. If on the other hand the transaction requires a higher

| evel secur i 1% MASIAYR PRFKEBO aut hentication of Party B, for exanple if
paynment was being sort by Party Ato be made fromParty Bto itself, or if
an armount exceeding a prescribed threshold was involved etc, then

process reljuite REpSRN H@MRIGL ihen agYicRaANd PWM@GPGS%B’GS%%W%IK@UGW@?@ e the
transactl Or%& e‘rJ"P%rt??A %rﬁ% '?é §%ﬁ& ﬁ/é)ut Bs6 C\%Pgir ydLg gﬁ%ﬁ{‘ ﬁ@&é‘mtit@aﬂ?ébﬁﬂwitﬁ he

nmessage han I's’inv oll'ow a sim ent'l cati on process
as it pursyeg PN, thétart CURRBNT” t"h8AVINGS" -PAMSEET TER G 0r “+RBJECE".15b
(Cdient B) of Party B. Mdreover, it conpiles an advisory text nessage in
accordance wth a second prescribed server protocol, as shown at step 103.
Thi s advi sThy presdribeess Yagly tob asldrassi comprisdsothe atcess ©lE plus Sagempatikét 105

T s I L D B RS
46 or be just a standard number, depending upon the level of security required. In
the present embodiment, a pseudo-random number is generated and appended
to the access code as shown by step 107. In the present example, the access
code is “091” and the pseudo-random number is “63429481".

15 Once the message handler 37 has finished compiling the advisory text message,
it then sends the advisory SMS message packet 105 to the SMSC server 21 via
the communication link 23, as shown by step 109. Simultaneously, the message
handler invokes the timer 48, times the further time period of 30 seconds and
waits for a reply from Client B.

20 A similar process flow to that involved with sending the reply SMS message
packet 73 to Client A via the SMSC server 21 then ensues with sending the
advisory SMS message packet 105 to Client B via the SMSC server. Moreover,
the step of checking whether the SMSC server is busy and polling it if it is, is
undertaken at step 111. Obviously if polling is required to be performed, the count

o5 down time 48 is reset each time to ensure that the further time period only
commences from when the SMSC server 21 is able to receive the message
packet and transmit it via the GSM mobile telephone network 17 at step 113.
Similarly, the SMSC server checks to see if Client B is ready to receive the



an advi ce describing the transaction to go in the nessage portion 51 of the
nmessage packet 105; a request for the PIN of Cient B also to go in the
nmessage pwotBom4sl; and a prescribed "reply to" address POTHEGOZ/M1The
sender's address portion 55 of 5 the nmessage packet. In the present

exanpl e, the advice and PIN request nesggage that is entered reads "Party A
wants to send you P500. Wuld you Iike to accept it? Reply with your PIN,

then " +CURRENEor m’é%é%(%@‘%cket K é?é?ETTE ollé”t if hREJtE&Tready r}H‘ @ﬁ@éﬁ*' ed

b
"reply to" addréss conprises the access o e plus a nunbe 0 digl

that may ebehds theemgesageawbdn itds nreadyhe pseudo- random nunber generator 46
or be just a standard nunber, depending upon the |evel of security
required. In the present enbodi nent, a pseudo-random nunber is generated
and append@ah refceiviriee treecad g sory debet raessagmm:lilaw Btreyhifie® PartyrB ehe oprresiaest,

exarrpl e, cce code is seudo- random nu

baapoas 1 UeBNETER mAssane Bagnmnal e S9vRAS ER, MERERR BHIRF diplen et
advi sor g tm@dm@g@ﬂ gt then sends the advisory SMS nessage packet 105
to the SMSC server 21 VI a the communication link 23, as shown by step 109.
Si nul t aneously, the nessage handler invokes the tiner 48, tinmes the

further tire opgsi ff rédpodRl &LEAaViRDE t@irhSsdaee, avarr@pBysnﬁrpwnr@bkééltthﬁ 20
Asimlar Frocess flow to that involved with sendi ng the reply SM5 nessage

packet 73 trepl t@naciitypa Cliant Seodseaneitesa rep¥riicshBessags ﬂma§@¢fd’ﬁﬁgethe

advi sory S ver,
the sten of B ARE ATeRRBER b hlob GBIt B InliFot Rl cafhilz oAl

is, is unges Pakest Gliers Beforithd hoSbseeshy arfd mIern@ dfghe eguourgctotwhible
perfor nmed, the count 25 down tine 48 is reset each time to ensure that the

furtherl® i ke paymeat sheyld keomadcaiher EopeRABH Q%@USYV@%SHG[?‘@&S/M'N@S le to
recei ve the pRagage onpﬂffe@bnﬁﬁlﬂw tycafem 8511 on et BeMraRSidientis! ®PhENe

network 17 at step 113 Simlarly, the SMSC server checks to see if Cient
B i s ready rejectescei ve t he

Once this is compiled and sent, as shown by step 117, the reply SMS message
packet 119 is automatically created by the messager 47 with the “reply to”

15 address incorporating the pseudo-random number as provided in the advisory text
message inserted into the intended recipient’s address portion 53.

In the present example, the number “019639163429481" is inserted into the
intended recipient’'s address portion 53 (Access code + pseudo-random number),
the number “+639175551234” is inserted into the sender’s address portion (Party

20 B’'s GSM telephone number) and the number “+639112345678" is inserted into
the SMSC server address portion 57 (the GSM telephone number of the SMSC
server 21).

As shown in Figure 5B, the message handler 37 undergoes similar processes to
those undertaken when receiving the reply SMS message packet 87 from Client
25 A, with respect to receiving the reply SMS message packet 119 from Client B.
Moreover, the 30 second time out process for receiving the reply SMS message
packet 87 is performed as shown by step 121, followed by verfiying the correct
PIN at step 123, and then checking the correct “reply-to” address at step 125, {0
achieve authentication of Client B by the authenticaior 39 and subsequent



WO 03/ 019445 PCT/ S&2/ 00172 -28 advisory nessage packet at step 115, polls
it if it is not ready and eventually sends the nessage when it is ready.
On recei Wog3ba4advi sory text nessage, Client B notifiesPParsGy2/m@iand on
request, displays the nessage portion 51 of the advisory text nmessage on
the display of 5 the client to Party B9+tn order to respond to the

advi sory text nessage, Party B sinply invokes the "reply to" facility on

Cient B apdokingithies trank&aby 41 8xd sdes afstebn ¢ op R@MEBvelWabAndormest
prescribed client protocol for Client B. This protocol conprises entering

the PI N of ofcthetrengastinn pRefailipst tosaehieye aythandicatien, i afeabgwaibyt RiePad@Bunt to
whi ch 10 t@ﬁ%&ﬁ%e?ﬂ%ﬁ%&i%ﬁs%ihaﬁht her a personal account 33 such as
, or t |

SAVI NGS or € conmmbn account 35 - or whether the transaction
is to be rejected. Once this is conpiled and sent, as shown by step 117,

the reply O i [ I i ager
47 wi th 1 MCRRSE Bfund FHeR pely SuEHaaR e Al e o o e T rner
as provpdeftahsadibe 4adtd pesgeddentith sffectiagethenaetutk dransaciionhwith nthendeidal

recipient's address portion 53. In the fDresggnt exanpl e, the nunber
" 0196391632208} of the RaHERS aRAaNicRed RESIePntednded reci pi ent' s address

portion 53 (Access code + pseudo-random nunber), the nunber
"+639175551234" is inserted  into the sender's address portion (Party 20 B's

d
GSM t el eph¥fith FRiAREF YO HRiTeCHRY ﬁuwualﬁmﬁm%@’wen § he S At8" the
SMBC ser Veéui%%gﬁéﬁorﬁ% Ssheld e %\Ebﬁ‘eﬁ% ttﬁhle%ofé%iliz}f' BPefoviding e c&MBton

server 21). own in Frgure the nessage handl er 37 undergoes simlar
processes gocourticd%® atiredeht kadnohvaeparie pesividasggteat adepniageNe bedss afte packet

o o S eEh Sl FEACEboh B SRR ERLY MR SEAS,
recei ving WMeeoed YhSMansasirgean proceed as a transfer between internal accounts
from each individual bank's perspective, ie as a transfer between a transacting
party’'s personal account and the common account 35 of the financial service
provider at the same bank, and not as an external transfer between the respective
15 parties’ personal accounts held at different banks. Thus any party-to-party
financial transaction would proceed on the basis of a credit to the financial service
provider's common account at the bank of the party making the payment, Party A
in the present example, and and a debit to the financial service provider's

common account at the bank of the other party receiving the payment, Party B.

20 Consequently, the transaction can occur immediately in real time, without having
to wait for the respective banks of the parties to process an interbank transaction,
which normally takes several days.

The transactor 41, in communicating with the bank servers 29 to perfect the
transaction in accordance with the prescribed transaction control algorithm after

25 Client A, and Client B where appropriate, has been authenticated, initially
provides the bank server 29a associated with the bank of Party A with:

+ the CAN of Party A,



packet 87 is perfornmed as shown by step 121, followed by verfiying the
correct PIN at step 123, and then checking the correct "reply-to" address
at step Ieb,030w44mchi eve aut hentication of Cient B by thecasGiemirzat or 39
and subsequent WD 03/019445 PCT/ S&2/ 00172 -29 invoking of the transactor
41, as shown at step 127; or alternativghy abandonnent of the transaction
on failing to achi eve authentication, as shown by step 129, whereupon the

he aut hent i cat SF° SRR, A FRASERR 8 P aictl A3 3ot PRASHBL.c g

the actual transacbuen saytdcdonat 368 Uabrredpomki(rg) toothd AN af Fagly Asandnd i oned
at step 127. Wth r,espﬁgﬁ] to perfecti ng t?e aﬁt ual, transacti on between the
two parties aft&redihi Reneommongaecoupt & othe Heangiplreetyige Sroviges With dne

facility of prowydidigadk Gon account 35 at each bank of a party provides
great advantage in being able to 10 expedite a transaction that involves a
transfer between two or nore banks. Moreover, the transaction can proceed

as a trg_nsf er, b%é‘%ﬁﬁbdn@%@#ﬂg‘ﬂr%ﬁ%ﬂ&mﬁ s from each individual bank's

perspective, ie as a trans etween a transacting party's personal
account and the conmmon account 35 of the financial service provider at the

same bank, Mr&ﬁb%i%%ﬁgaﬁ%ﬁ%’o?% ég%&%&@ rthé%ﬁgﬁfggt%#ﬁsé Q@&PP&M?\{%QM

parties' persona d at erent us any par to-party
financi al tCANsHdErynA wndlahypotbeeiatbrovatioh stdrad itherein ta enabdd thettearnsaetion

fi i al i i der' t t bank th
ki ng. ¢ he (B eRed. Y (ST SarioR RUA R eHPSksk i PRlangn ' dhel 250888 B4R o ¢ he
fi nanci al %ﬁfrﬁésggprgfrr]@Viodﬂfé SAN NG BinoliRe oP K tahsadiRnotaher ifparty

receiving the p Party B. 20 Consequently, the transaction can occur
i medi del ysufiicieridunds mee avpilaibein evacegunt tv eralle the transadties e precaechanks

of the part'f{ee%l% i action, which normally takes
sever al dayés. @%%ﬁgﬁogﬁef%ﬁﬁégé%%ﬁggati ng with the bank servers 29
to perfect the

The bank server 29a then communicates with the host server 13 affirming that
the first stage of the transaction with the bank of Party A has been effected.

if, on the other hand, the bank server 29a establishes that there are insufficient

15 funds in the account 33a to enable the transaction to proceed, the hank server
communicates with the host server 13 informing it of such, whereupon the
transactor 41 invokes the abandoner 43 to abandon and terminate the
transaction in the manner previously described.

After the bank server 29a affirms that the first stage of the transaction has been
20 effected, the transactor 41 then communicates with the bank server 29b
associated with the bank of Party B and provides the bank server 29b with:

» the CAN of Party B,

* the nature of the transaction, being a credit to the particular personal
account, say account 33b, corresponding to the CAN of Party B, and a
25 debit from the common account 35 of the financial service provider with

the same bank, and



transaction in accordance with the prescribed transaction control algorithm
after 25 Cient A and Cient B where appropriate, has been authenticated,
initiall ywopsow4des the bank server 29a associ ated with tireTissokowf2 Party A
with: the CAN of Party A, WD 03/019445 PCT/ SG02/ 00172 -30 the nature of
the transaction, being a debit fromthe $larti cul ar personal account, say
account 33a, corresponding to the CAN of Party A, and a credit to the

common accounte 3theddmbhat 6f thaninghoti®,vi ce provider with the sane bank,
and 5 the anount of the transaction. Accordingly, the transactor 41

accesses the client database 45 to retrieve the CAN of Party A and any
ot her i nfor o FQiift &F @ IMISHeAHA, %@%ﬁkesetnm 2R BRcEEele Wit effBEieLae The

bank server 29a thpgn checks the balance of the account 33a correspondi ng
to the CAN HRnafer hetwerstife ielevand batk aecquiés.t r ansaction, and if 10
sufficient funds are available in the account to enable the transaction to
proceed, effects the transfer to the common account 35. The bank server,
29a then conharaut 8erver 29at thenransmeeicaias with dme ihest Agrvends affxmmg.thgt

st age of th f

t he ot he h n%é&ﬁin%c%[hﬁg oﬁﬁ%@%ﬁ% Wﬂ)‘t Ké])s( O?#aa?@ ti@%bg%rﬁegﬁ%@gg Fici ent
15 funds I n the account 33a to enable the transactlon to proceed, the bank
server AY r 9i c

wner supon R TeraRs bbb SIBrRenof e Bentababiondr el ryout, 8 Pesepoe
term nat e t handler 3B astéampilen at b@nﬁmmen uememe:ssaga tdebolhl Ciiehts At anid tBhe

bank server 29a affirns that the first e transaction has been
20 effected Cof‘ﬂr@“ﬂga’ﬁﬁ‘@&éh@rtrﬁlsapﬁ@rh gﬁ%@&é%lﬁ rRecREapsa Wit @ dhirdop

assoc] ated Woh) t;g%t&%nw&ﬁé’@ft&ysﬁ 8¢h B! d8SrebReeRRIK b ey 133 98rnd th:
10 conﬁrma’uon text message is sent in the form of confirmation SMS message
packets, one 133a to Client A and another 133b to Client B, as shown in Figure

4F,

The third server protocol simply involves the message handler 37 entering a
confirmation of the effected transaction relative to the particular client in the
15 message portions 51 of the message packets 133a and 133b.

In the present example, the confirmation message that is entered reads for Client
A: “P500 has been withdrawn from your savings account.”; and for Client B:
“P500 has been transferred to your savings account.”.

The remaining portions of the message packets 133 are entered with the
20 appropriate address information for sending the same to the appropriate client, as
shown.

With respect to registering a user with the host server 13 for the first time, an
important aspect of the present embodiment is linking the GSM telephone
number of a party wishing to utilise the services of the financial service provider
25 with the CAN for the account facilities 33 of the party in real time. Once linked,
financial transactions can be undertaken directly and simply between the client of
one party registered with the host server and the client of another party registered



the nature of the transaction, being a credit to the particul ar personal
account, say account 33b, corresponding to the CAN of Party B, and a 25
debit frowptobe1wesmon account 35 of the financial servicePpm®Gozieri7m t h
t he same bank, and WD 03/019445 PCT/ S&02/00172 -31 t he amount of the
transaction. On receipt of this informgpon, the bank server 29b proceeds
with effecting the transfer between the relevant bank accounts. The bank

server 29a wih%p«ecw%ﬁﬁér%ieég]fomm%t R meagre}ggag%ﬁxt@aérgafﬂ;ﬂgth%b the

second stage of the transacti W ban een 'ef Féct ed.

On recei pt withautitise ioneopariyt having thentar dnainoworCAN nurelper mwoke CAMef tessage
handl er 37 t

compil e, a,.confirmati gn t ,hessage to _hot ients. A and B
confi rmng qtﬁﬁrt R 't%ﬁglﬁpmweﬁ’a be ékesf foic?'_ fi Haa cg?'ggﬁ},e@%t? ho%
third servemdmsireacy sneel paty,tjiosithet mepid talbpiiite n@dbeRDRSERESS dhy step
131. This 10 confirmation text nmessage is sent in the formof confirmation

SMS nesSageorprdli edvenirntly 3giarach withire the Aliemddeyies méra reely fop avtomaticB, as

shown in Fi : 4 ' ver protocol sinply involves the nessage
handl er 37 %ﬁﬂ‘ﬁ?iph'g"%sgéﬁ‘%@%g ui‘rlﬁéh of the effected transaction relative to

the particular client in the 15 nessage portions 51 of the nessage packets

ent or od r eatte 1Rl BeRieRihe SESHP nibibeBIHRMRGFERREr AR BER AL vhe
account."; parthcharbeChctiavedBa nutvRieD@f Hifierdreavayist ansferred to your savi ngs

account.". The remaining portions of the nessage packets 133 are entered
with the 20 appropriate address information for sending the sane to the

appropri at eOnéiveayt is wis thehmewticulal bank es firatcidloinstigtisn ef itng party seshimg td t he
host s%roverut%i%eftﬁé stepv?cefs! (gfstketﬁhgﬁéiafasnervice provider with either the party’s personal
bank accounting facilities or an accounting facility provided by the bank such as
an account allocated by the bank to a debit card or pre-paid cash card. In such
an arrangement, the party makes application to the bank to utilise the services of
the financial service provider for the particular accounting facility desired to be
15 accessed in this manner and provides the bank with details of their GSM mobile
telephone number. Depending upon whether the party is an existing customer
with the bank, the bank may provide the party with the option to utilise their
existing PIN for their personal bank accounting facilities, or obtaining a separate
PIN which is allocated to the party by the bank, which would be the case in
20 accessing an accounting facility provided by the bank.

The bank then proceeds with processing the details of the party with the financial
service provider, providing the financial service provider with the CAN of the
party, the relevant bank account number(s), the GSM mobile telephone number
of the party to be linked to the bank account number(s), and the PIN of the party,
25  being either the party's existing PIN, or that which is allocated to the party by the
bank. The financial service provider then enters the relevant GSM mobile
telephone number as the CIN of the party, the allocated PIN as the PIN of the
party, the CAN of the party and the relevant bank account number(s) associated
therewith, into the client database 45 of the host server 13 to effect the
30 registration.



i nportant aspect of the present enbodinent is |inking the GSMtel ephone
nunber of a party wishing to utilise the services of the financial service
provi der @b 0dio19343 he CAN for the account facilities 33 of PCASGoapdly2i n real
time. Once linked, financial transactions can be undertaken directly and
sinply between the client of one party3B8egi stered with the host server and
the client of another party registered WO 03/ 019445 PCT/ SG02/ 00172 -32
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financial service provider wwth either the party' s persona ank

account i ng eleghoneirsemieer. an accounting facility provided by the bank such
as an account allocated by the bank to a debit card or pre-paid cash card.
In such an arrangenment, the party nmakes application to the bank to utilise
t he servi ceAnather way dfiashiaying thedinkinge ipviavinel party and tthe hpsirsdrean 8 itself.
accounting fagi.lity desired,to be 15 accessed.in this nmanner, and. provides

t he bank wi lph taa{rqrégeé‘?e'ﬁhéﬁ‘g p@‘gN/I W&gmge 0 t‘g'ﬂ‘ﬁ%ﬁhﬁéeﬁﬂ'ﬁﬁ%&f t&p@fﬂﬂ upon
whet her1@ hesdraickYprogiden vtk Stidtahe LﬁargrseFers%alhbéMea@@%xing hgciixsdomay
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Accessl ng an® SrepaRY aa e b 360 1 JIME R BRGNS, GRSt ibeotihny to
proceeds Wi mﬂ@Viﬁeo‘&iﬂ@stsal%gWﬁhéhQiéﬁaﬁM snaffilettateppane ywumiliet. tAsebéforeibe hiank

may provide the party with the option to use their existing PIN for accessing their

15  personal bank accounting facilities or obtain a separate PIN.

The bank will process the details of the party and provide the financial service

provider with the CAN of the party, the relevant bank account number(s) to be

accessed and the relevant PIN for the party. The financial service provider then

enters this information into the client database 45 of the host server 13, ready for
20  registration.

The party is then notified that the system is available for registration and if the
party nominated for a separate PIN, is supplied with the PIN either together with
or separately of the debit or cash card if the latter was requested.

The party is also provided with instructions on how to complete registration via
25 the host server 13.

The process followed in order to complete registration is shown in Figure 6 and
will now be described in more detail.



service provider, providing the financial service provider with the CAN of
the party, the relevant bank account nunber(s), the GSM nobil e tel ephone
nunber oWotohei@asty to be |linked to the bank account numPpem(Ssp2/o@nzl t he
PIN of the party, 25 being either the party's existing PIN, or that which
Is allocated to the party by the bank.-38he financial service provider then
enters the relevant GSM nobile tel ephone nunber as the CIN of the party,

the al l ocat a@ RighsgsntbAen F#@h;@fst e rdpstationt ﬂ%c@é@‘c@ﬁnﬁé}%oe@ it é’teﬁnganéf,he

rel evant bank account nunber(s) associated therewth, int
dat abase 45vbereithe pasiiregeiringrio Tempietefihe cegisttatiorguocess with me loost sever

e st a1 o 470 dchuey e e HESAodd BN ol Wbt

al l ocat ed tusihfpethpariegsagdeart thesedisinf acvaddade twith ke ppeedrived fcetdidiion Wi th
or separatel of tg’eﬁ notification and either together with or separately
of the dseblﬁ ofpcdatile sammnencemant oY theapipatien Qfo'ﬁh‘s oHResaphel iy tg@ngrally
recei ves n t t

free to pgtrel ééérinﬁt?g% a%ctg O{r"]g?r dmeteclrzl%qt'aﬁav&%thhl\{?etLh({?%g?qgtesr%\eteﬁ % Vi a e| r
GSM nobi | e retg&tmilmor@l\/lﬁmbssageﬁpacks&r vvm;ebyftheorlegmnm phetotolrfbr ngaatmg vi a
the party %d t he host server tsel f ln this arrangenent, the party

wi shing to hﬁ me§§ag%8aglé§t\}nvcoé\éeso etwyfgrﬁ%rﬂ?ﬂ ‘al 10 service provider with

either the party's personal bank accounting facilities or an accounting

facility prOV|ded by the bank, applies to the bank to utilise the service.
As the party and®t ﬁég‘ﬁ'%%tﬂonse?%wa 4 Wignifies Bvi Ag W%f‘ﬁﬁﬁklwm@rﬁlcl $hafot

necessafgy to pr ﬁé‘ﬂré’%ﬁt@% l?ﬁé‘%wé@shg tH’é‘?\'dTerC@MHmt?ﬁé %éﬂ&?ﬁ%@%%?ﬁ@&ﬁ As

before, the bank "may provide the party with the option to use

exi sting PIN forcegaessinfaymatien rfor Iag\p@risorﬂae pRibk aacc olignti Alowadivl stebes or
obtain a separat IN. The bank will process the details of the party and
provi de the financi'al service provider with the CAN of the party, the

rel evant bank account nunber(s) to be

* a bank account number including the bank identificaton code being the
personal bank account of the party to be used for financial transactions
15 with the host server, shown by step 141, and

* the access number of the host server and a prescribed initiating address
number appended thereto.

The first two entries mentioned above are made so as to go in the message
portion 51 of the registration SMS message packet, and the last entry is made to
20  go into the intended recipient’s address portion 53 of the packet.

On completing compiling the registration text message, it is then sent by the client
to the SMSC server 21, which then directs it to the host server 13 via the
communication link 23 in the manner as previously described, all of which is
represented by step 143.

25  On receipt of the registration message packet by the host setver 13 and decoding
by the message handler 37, the message handler undertakes the authentication
process as previously described in relation to effecting a transaction between two
registered parties, using their PIN, as represented by step 145,



accessed and the relevant PIN for the party. The financial service provider
then enters this information into the client database 45 of the host
server 13worgath43 or 20 registration. The party is then momiSGozdowhat the
systemis available for registration and if the party nomnated for a
separate PIN, is supplied with the PIN-é8&her together with or separately
of the debit or cash card if the latter was requested. The party is al so

provi ded WAﬁbr'tﬁétaWdtféaﬁar% émneﬁt%a@@érmeeénénf etae Fodisiraoss 16 Bendvdiag host

server. 13. The process followed in order to corrp ete registration 1s shown
in Fi gure @oahdleriakela abeckirg gness nddhe spadifie peeaomial bani0aoas ot BB46f the
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nmessage With their M mobi |l e tel e e 15 ng t sager 47 t e
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of the cre n 7.
The' regi st o on usoR ARl e Sar ROl Yo P RS b e B L
nmessage packep,i4khereby the registration protocol for creating this
nmessage packet involves the party entering: a registration comand

signified by a prescribed menonic that 10 represents to the nessage
handl er 37 (Dharteceim cn‘eaaieptydfr(msﬂmgé)aphmlgeaserveoﬂga'rtm regisvamasi usnatblerto

t th t t
o er | noranaera Whbiar e bt e aiotiss hs ThElase oy Sepdatamn e
account{®f hHgkdeiHeYabghdor a8tof Maridonaneiratistrafers ng?dde@@sln thiy aydr, iHée

host server, shown by step 141, and the access nunber of the host server
and a pr escabam@npm%. eAUSe§ tagdnggsgage handler 37 to compile an abandonment text

message that is returned as an abandonment SMS message packet to the client

containing a message that the bank account details supplied were invalid. The

abandonor 43 then terminates the registration process resulting in the host server
15 13 taking no further action in the matter, all of which is represented by step 151.

On the other hand, if a balance is returned, the registrar 38 verifies that the bank
account is valid. It then proceeds to map the GSM telephone number for the client
provided in the registration SMS message packet to the bank account number,
and stores the GSM telephone number as the CIN in the client database 45, along
20 with the CAN, personal bank account numbers and PIN of the party, all of which
have been previously stored in the client database 45. The registrar 38 then
causes the message handler 37 to compile a registration confirmation text
message as an SMS message packet, confirming that the registration process
has been successfully completed and that the host server is ready to undertake
25 transactions for the client, all of which is represented by step 153.

The registration process is then completed as represented by step 155.

Although the present embodiment has been specifically described with regard to a
specific example of a financial transaction involving payment from the client of an
initiating party to the client of a responding party, transactions involving the
30 initiating party obtaining a payment from a responding party follow a similar



nunber appended thereto. The first two entries nentioned above are nmade so
as to go in the nessage portion 51 of the registration SM5 nessage packet,
and the |Iweto3emny is made to 20 go into the intended re@cpisSent@7addr ess
portion 53 of the packet. On conpleting conpiling the registration text
nmessage, it is then sent by the client -t35the SMSC server 21, which then
directs it to the host server 13 via the comunication |link 23 in the

manner as prOﬂulr@aJSéWeld%ICﬂ'iebﬁénsédnbnQBQMQIHWbllbWIn%QWﬁ@@Hf BfedMonSbeRINKES.
25 On receipt of the registration nessage packet host server 13 and
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with the accounting facilities of the party. T hecki ng process

i nvol ves red@®®ting the 5 banking server 29 for the current bal ance of the

personal bank account 33 of the party in question to verify that the bank

account actually exists, as represented by step 147. On receipt of a reply
from the barlRi HRe sléﬁe&@ﬁt Zmbedimentgitla r trargil i seryisee providers der catitrachkadiyher

a bal ance ac Si 5] t d i f not

i nvokes the é%gtklc?y]ﬁg é tsga% é rggpg%(} @ttﬁgtq]a@%sﬁﬁ %rgsasspﬁi’agq‘,glgvlth
event, tte mmnﬁhué&heaﬁmlélF@ermésmﬁtdl@&ﬂ@sepe@ﬁsét@nCt@”@ﬂ‘écﬂé tPdhsfers
abandonrrent text nessage that is returned as an abandonnent SM5 massa%e
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process resulting in the host server
authentication with the host server, In this regard, the host server is permitted to
access the personal accounts of a party to perfect a fmancnal transaction with just

15 the CAN of the party, without providing any PIN of the client, if it exists.

It should be appreciated that in situations where the financial service provider is
still required to provide a IeVel of authentication requiring the provision of a client
PIN to access a personal account of a party with a bank, further embodiments of
the invention are provided to facilitate same. In such embodiments, the provision
20 of a PIN for the bank account of a party can be relatively easily accommodated by
having the registration procedure of the party as a client with the host server 13
include the requirement of the client providing a PIN for the particular bank
account that the party wishes to access via the host server. This bank account
PIN would then be stored in the client database 45 together with the CAN, CIN
25 and PIN for host server authentication. Iindeed, in other embodiments of the
invention, the bank account PIN and the host server PIN may in fact be identical.

As indicated above, there are many variations that may be apparent to the system
and method in order to accommodate particular circumstances not specifically
described in the preceding embodiment(s) that nonetheless fall within the spirit

30 and scope of the present invention. Therefore, it should be appreciated that the
scope of the present invention is not limited to the scope of the particular



15 13 taking no further action in the matter, all of which is represented
by step 151. On the other hand, if a balance is returned, the registrar 38
verifi es wbaB/oi19es bank account is valid. It then proceed®CrsGoapivhe GSM

t el ephone nunber for the client provided in the registration SVM5 nessage
packet to the bank account nunber, and s3pres the GSMt el ephone nunber as
the CINin the client database 45, along 20 with the CAN, personal bank
account nunbghpo@Rtbritiidr&h deri ty, all of which have been previously
stored in the client database 45. The registrar 38 then causes the nessage
handl er 37 to conpile a registration confirmation text nessage as an SMS
nmessage packet, confirmng that the registration process has been
successfully conpleted and that the host server is ready to undertake 25
transactions for the client, all of which is represented by step 153. The
regi stration process is then conpleted as represented by step 155. Although
the present enbodi nent has been specifically described with regard to a
specific exanple of a financial transaction involving paynent fromthe
client of an initiating party to the client of a responding party,
transactions involving the 30 initiating party obtaining a paynent froma
respondi ng party follow a simlar WO 03/019445 PCT/ SG02/ 00172 -36 course,
al beit for the transaction logically followng a different direction of
funds transferral between the parties. Simlarly, a nerely seeking an
account bal ance can be easily accommpdated following a simlar course of
aut hentication, but resulting in the banking server supplying the current
bal ance details of the 5 account, simlar to the process undertaken in the
regi stration procedure, although the anmount of the current bal ance woul d
actually be returned to the client of the party. In the present

enbodi nent, the financial service provider is contractually established as
a "super user" with respect to the banks that are associated with 10
system Thus the financial service provider has perm ssion to effect
transfers



bet ween accounts of bank custoners registered as clients with the host
server 13 wth reduced authentication requirenents, upon such custoners
achi evi ngwoaawiami i cati on with the host server. In this r@gardo2nine host
server is permtted to access the personal accounts of a party to perfect
a financial transaction with just 15 t+@8 CAN of the party, wthout
providing any PIN of the client, if.it exists. It should be appreciated

that in sitTied CoaisngvDRfiRing ehd iaMtiod areeds/FeRowsovi der is still required
to provide a | evel of authentication requiring the provision of a client

PIN to access a personal account of a party with a bank, further

enbodi ment s1,0fA nigifod PorgiriopmirRy & fiRaMuialdethsaetibifdrld patyenaRE an loledrimic
enbodi ments, the provision 20 of a PIN for the bank account of a party can
be rel ati vel y reagsagingéeciivotng partyyavingyamglagienicgiessaging addsest agdre of

the party as ! 1 d Walel i nt  of

the client pr goval(‘rgqr%tag%ﬁ é@?‘b?ﬁz&pgﬁ#ﬁ?q‘;%cggn ngﬁcéoltﬁiﬁ?ﬁ(ﬁﬁglr{sﬁﬁ%a”y
wi shes t® accesisereby & firamcialt traregaction iy be mmrormedanitit thePbahkiogladcolren be
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the bank accoupindBehbaWhiie HaARIngRICKER!, Fidtiabod Borh@inge | dentical . As

i ndi cated above, there are nany variations that may be apparent to the
system and nethod in order to accommbdate particul ar circunmstances not

specifically Jgepfi BRdclBirbAR RIRSEGE TEhiRNROdicRe (Sl bhay, AMNelib&ldie

fall within the spirit 30 and scope Of the present invention. Therefore, it
shoul d be apprreessagel that the scope of the present invention is not
limted to the scope of the particular WO 03/019445 PCT/ S@&2/ 00172 -37-
enbodi nent herein described. W 03/019445 PCT/ S&02/ 00172 -38 The C ai ns
Defi ni ngOt he | nvefit i onbeing sent Hol a gprigdeterminadt ¢leetronic nessaging agdiess for

financial transaction 5é)ﬁor?f1it9§‘5tﬁ'ar@&\fciﬂ9p8%f ﬁrlaﬁ%iélqmngaction;

(i) being prepared in accordance with a first prescribed protocol; and

(i)  requesting that the particular type of financial transaction be
performed; and

15 requesting the banking server of the financial institution of the party to effect
the financial transaction in accordance with the first prescribed protocol of the
electronic message.

2. A method as claimed in claim 1, wherein the server includes serving an
electronic message to the client of the party in response to serving said
20 electronic message from the client of the party for controlling the progress of

the financial transaction.

3. A method as claimed in claim 1 or 2, including linking the electronic
messaging address to the banking account of the party.

4. A method as claimed in any one of claims 1 to 3, wherein the server includes
25 authenticating the identity of the party before proceeding with requesting the
banking server to effect the transaction.



nmessaging facility, the party having an el ectronic nessagi ng address and a
banki ng account nunmber for a banking account with a financial institution,
5 wher ebywe oBionamti al transaction nay be perforned w th tReTis&okbong2
account, and the financial institution having a banking server for
effecting a financial transaction with_ 5@ banki ng account, the nethod
conpri si ng: serving an electronic nessage froma client of the party, the

el ectronic 0 belng set toa redet rmned el ectraonic
messagi ng aadr E’@BP& Eé %‘8 mtlcuw pECoRUNGIRRING Includes

transaction; (idguebinga ;@én@@ﬁél&demtmoaﬁ@@mdm (IWINJ)htoabé bfo’i}idélf 5y Hd gﬁﬁy
pr ot ocol ; and (111) requesting that the particular type of financi

transaction bein geféidiere gleckionict Messgyes piangrechdnbagtkirdgnese wity aofsecbied
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2. A et bod aselechoniednéessageds gofreciwher ein the server includes serving an
el ectronic nmessage to the client of the party in response to serving said
20 el ectronic nessage fromthe client of the party for controlling the

progress of 6. t Aenéthodras elhinmecinsaaiti Snwh&eirtherilibehtitating MdRibsi s ajun 1
or 2, |nclud|n Ilnklggdthe el ectron nmessagi ng address to the banki ng

account of the?pRI&SpN WMRePRERd a@ﬁ%rl é@%‘ﬁﬁ“ﬂ"ﬁ FIhe fom chai perty ead 3,
wherein the Seéhf&rﬁddﬁ?&% hﬂl’i’@%naﬁéaﬁﬂéﬁ@éﬁtlo L'tr’ikgfdrﬂ?er &8 Pdrﬁ P?éststagﬁ DY

before proceeding with requestin server
transacti on. VWoyRlaghiouite MB@B/M@@SCHM ﬁme/pam’dhod as clained in
claim4, wherein the authenticating includes requesting a personal
identification nunmber (PIN) to be provided by the party

10 7. A method as claimed in any one of claims 4 to 6, wherein the authentlcatmg

includes supplying a different electronic messaging address to the party from
the predetermined electronic messaging address, for the party to reply to in
order to progress the financial transaction.

8. A method as claimed in claim 7, including pseudo-randomly generating part of
15 the different electronic messaging address to ensure that it is different and not
derivable from the predetermined electronic messaging address.

9. A method as claimed in any one of the preceding claims, wherein the
particular type of financial transaction involves a financial transaction between
two said parties each having electronic méssaging facilities, whereby:

20 (i)  the electronic message is served from a client of one party and
includes requesting that the particular type of financial transaction be
performed with the other party; and

(iv)  the banking server of the financial institution of each party is requested
to effect the financial transaction relative to the particular party in
25 accordance with the first prescribed protocol of the electronic message.



in a further electronic nmessage prepared in accordance with a second
prescribed protocol, and verifying that the PIN provided in the further 5
el ectroniwormessage is correct. 6. A nethod as clainmed in @cCaiSaoypoaher ei n
the authenticating includes timng out a prescribed tinme period after
requesting the PIN fromthe party and andoni ng the financial transaction
if the further electronic nessage is not” provided by the party within said
prescribed time period. 10 7. A nethod as clainmed in any one of c]ai 4 to
6, wher ei n16h& methhdrasi cainiatgin ¢laiol Bdwberip P Elegiranigi Meesags m&ll{d@ﬁr Ri c
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generating part of 5 the different electronic nessaging address to ensure

that it is different and not derivable fromthe predeterm ned el ectronic

messagi ng addpassterd forhdfRirifiey a%inghahnishdattionYorompany hahimgareeledtrogic
clainms, wherein’the particular type of financial transacti oagl nvo S a
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03/ 019445 PCT%E%%&&%H‘X}@ tﬁ@%@%ﬁ‘?ﬁ%%@iﬂ g‘:s}%ngﬁé'ﬁg' claim9, wherein
the el ectronic nessage includes the electronic nessaging address of the

gggogﬁﬁ (xuﬁgg@e@#ahr{eqripéts%?ﬂgé %Eé\?lﬁg? SernvBP TSR P Rt trofic hiRsBGEMII a
client of the party, the electronic message being prepared in accordance with

a first prescribed protocol and including:

(i) a predetermined electronic messaging address dedicated to the
performance of a particular type of financial transaction; and

15 ' (ii) a request that the particular type of financial transaction be

performed,;

wherein the financial service provider server' includes message handling
means to receive and decode said electronic message, and transacting
means to request the banking server of the financial institution of the party to
20 effect the financial transaction in accordance with the first prescribed protocol
of the electronic message on the financial service provider server receiving

said electronic message.

12. A system as claimed in claim 11, wherein said message handling means is
adapted to serve an electronic message to the client of the party in response
25 to serving said electronic message from the client of the party for progressing

the financial transaction.



11. A systemfor performng a financial transaction for a party having an
electronic 5 nessaging facility, the party having an el ectroni c nessagi ng
addr ess awo 0a0193ahki ng account numnber for a banki ng accouRCTEIGOR0@ 72
financial institution, whereby a financial transaction nay be perforned
with the banking account, and the finan¢lal institution having a banking
server for effecting a financial transaction with the banking account, the
syst em conpt 8.5A systetDaa cldimeddn @laimet voc €2 ,prioetietesaid dinapcial serviserprovigean

bei ng pr epar cdarmeHEEGRBR R ere Pt I B8 ket oS3 RO RR 1 e

including: (i)pgh 8t RIMong >troni c messagi ng address dedicated to
the performance ng?g?a parti cul al?ért%f/pe of financial transaction; and 15 (ii)

a request that the particular type of financial transaction be perforned;
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nmeans to recel ve "and decode sai d_e ectroni c nessage, and transacting means
to request thesdrsicei pepvidarveervel intledes maihgndicaiing tmeans & atheniieaiaithy to

20 effect the fj ' t t ' W first I bed
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server receiving said electronic nessage. 12. A systemas clained in claim
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banki ng ‘accoun
in the further electronic message is correct.

16. A system as claimed in claim 15, wherein said authenticating means includes
timing means to time out a prescribed time period after requesting the PIN
from the party and said financial service provider server includes abandoning

15 means to abandon the financial transaction if said further electronic message
is not provided by the party within said prescribed time period.

17. A system as claimed in any one of claims 14 to 16, wherein the authenticating
means includes supplying a different electronic messaging address to the
party from the predetermined electronic messaging address for the party to

20 reply to in order to progress the financial transaction.

18. A system as claimed in claim 17, wherein the message handling means
includes a pseudo-random number generating means to pseudo-randomly
generate part of the different electronic messaging address to ensure that it is
different and not derivable from the predetermined electronic messaging

25 address.

19. A system as claimed in any one of claims 11 to 18, wherein the particular type
of financial transaction involves a financial transaction between two said
parties each having electronic messaging facilities, whereby:.



14. A systemas clainmed in any one of clains 11 to 13, wherein said
financial 5 service provider server includes authenticating neans to

aut hent i caD@3iE45 i dentity of the party before invoking sacd/SGoansarti ng
means. 15. A systemas clainmed in claim 14, wherein said nmessage handling
means is adapted to request a PIN from-#&e party in a further electronic
nmessage prepared in accordance wth a second prescribed protocol, and the

10 aut henti cat {ing neaidselestbhidenessadd ¥§ sgrvedaby datd vieandizl sévaicet bmvi%lé)d
provided in the further el ectronl c .message is correct. 16. A s m as
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service provide messagmg address or the banking account number of the other party.

21. A method for performing financial transactions between two parties functioning

as clients to a finanéial service provider server for controlling the transaction,

15 the clients and server being interconnected via a communication network, at

least one of the clients being a wireless device, and said financial service

provider server being electronically connected to an account facility for each

client, each account facility having a personal account for the client identified

by an account number, and a wireless communicatioh server for handling

20 messages sent to or received from said wireless device using a wireless
identifying number for the wireless device, the method comprising:-

ascribing a client identifying number to each of the clients of the financial
setvice provider server to uniquely identify each client to the financial service

provider server,

25 ascribing an access code to the financial service provider server to uniquely
identify the financial service provider server to the wireless communication

server and the nature of the transaction to be performed;



server froma client of one party at an el ectronic nessagi ng address
dedicated to the performance of a financial transaction between the two
parties awo ofocdautles a request that the particul ar type ofeCriScamedlat 5
transaction be perforned with the other party; and (ii) the banking server
of the financial institution of each paryg-is requested by said financial
service provider server to effect the particular financial transaction
relative 1o { NeodhhgUly dedblt himbee Adaage dbhi wilheld hhngll Sefyieled
protocol of said el ectronic nessage. 10 20. A systemas clained in clarm
19, wherei n sapbvidercsargs to ensbiatie fimaricial estvicehprovidec to ancassite pagiors!
address of the_gne npar and either the, electronic nessaging address or

t he banki ng aC@SEl%Lfrﬂrﬂj&%%PagY a?ﬂ%“%?ﬂéﬁ”b@?t@?”@l. A nmet hod for perform ng

financial transactions between two parties functioning as clients to a
financial servic rovi der server for.controlli he transaction, 15 the
clients and seF%@?t%ﬂggr?gg?rﬁfs)@?ldgﬁwg'(‘f%@ Wg)%gr @m%e@ﬁh@ﬁnhetmrk, at

| east one of the clients being a wirel ess device, and said financi al
service ir ovi der_serv el ectronicall

r_bein onnect e 0_an account.
Faci |1ty For  cRctproBr i0RRt oA B0 cr Bt 18 SrRson g0 4 Snaid SeRveBunt
for the client prelaaéd fdcrder Oy RcaRRAYST wiATRer firsBNsle8cibdE! @8Bt protocol
comuni cation server for handling 20 nessages sent to or received from said

wirel ess devi c6OU¥INSHG wirel ess identifying number for the wirel ess
device, the nmethod conprising: ascribing a client identifying nunber to
each of the clients of the financial service provider server to uniquely
identify each cli entthe@mountfto harEinsactedr vi ce  provi der server; 25
ascribing an access code to the financial service provider server to
uniquely identify the financial service provider server to the wreless
conmruni cati on servdheaadirebe ofidharathef paty to thedeartsaction coberipiegf @) ikd; WO
03/ 019441% PCT/ SQ02/ Oe(t)c]c?a%s c_o%% identifying the financial service provider server and the
nature of the transaction, and (i) the client identifying number of the

other client, and

\

* the client identifying number of the client sending the message;

the financial service provider server on receipt of said text méssage compiling
15 and sending back a further text message to the sender client in accordance
with a first prescribed server protocol comprising:

» a confirmation of the transaction to be performed,
* arequest for the PIN of the client, and

* a “reply 10" address that is different to the previous address of the
20 receiver;

the sender client on receipt of said further text message compiling and
sending back another text message to the “reply to” address with a second
prescribed client protocol comprising the PIN thereof,



regi stering the account nunber of each client with the financial service
provi der server to enable the financial service provider to access the
per sonal wamsowass of the party associated with the client PCISgiogb@Enr: ng a
personal identification nunber (PIN) for each client; 5 a sender client
conpiling and sending a text nessage t-gt4he financial service provider
server in accordance with a first prescribed client protocol conprising:

the amount tahB&inanaRsaehaes prd\f@era@ngWaﬁfngt@qar%dsr&redp‘annleyforcrecelpt of
transaction conprising: (i) the 10 access code identif %?nf? he fi) anC|aI

service pr owSﬁd ot ext measagreane ditigcaiverl Wikun spishRieselieed gy Ve 35'”9 he
| t ident f
nunber of -t hangi B AR EGrf PRI pn Biso B agkBheE Ying

server on recghpt cibntsai Chcb@?dan&éswa@%mhdimscﬂlﬁecﬁr&dzrwnﬂro‘sgcdﬂaﬁ@ta
further text nessage to the sender client in accordance wth a first
prescri bed selm'élﬂeﬁlaﬁt&ib/dﬂe Qesepking; the trangagiyy @Fﬁation of the transaction
to be perforned, a request for the PIN of the client, and a "reply to"
address that is different to the previous, adgdress of th 20 receiver: the

sender cl i entOnaytbgaticating; the Wanrsactiner thex ”%%@%'a&@“ﬂ%%pprqv Fafgrver
sendi ng baCk Hg h%%énéé%ﬁﬁﬂ%t@v@eﬁ Qﬁe a;g%ﬁluﬁ(thfa%lhtlggcgfecﬁé i}i8s 3pShigond

prescribed clien rotocol conprising t ereo 019445

PCT/ SG02/ 001 7@ansaktioh he whicraihel fansiat sewicepprovidde sewver ietonwsictediy a
prescribed time for receipt of said other text nmessage and if received
within said prescribed tinme, verifying the PIN and if correct, conpiling

and sendi ng aghaghinh Fdithet exid preserited tirfe elsgses without receipt of said other text
10 message or if the PIN is not verified to be correct by the financial service
provider server, the transaction is abandoned by the financial service provider

server.

22. A method as claimed in claim 21, including generating the “reply to” address in
accordance with the first prescribed server protocol to include the access code

15 and a pseudo-randomly generated number.

23. A method as claimed in claim 21 or 22, including the financial service provider
server generating a prescribed “reply to” address comprising the access code
of the financial service provider server to be included in the second prescribed

server protocol.

20 24.A method as claimed in claim 23, wherein the second prescribed server
protocol includes: the financial service provider server also including a request
for the PIN of the other client in the advisory text message and making the
prescribed “reply to” address different from any previous address identifying

the financial service provider server; and

25 the method includes:



other client in accordance with a second prescribed server protocol that 5
i ncl udes an advi ce describing the transaction; and on authenticating the
transact iwn,030i@43 i nanci al service provider server effectPCaEGGe0172
transacti on between the account facilities of the parties to the
transaction to which the financial servi4®-provider server is connected,
wherein if either said prescribed tine elapses without receipt of said

other text 1Gheeshegeliont icoripimgPhhd i sendfig vaek fd ¢ Lol he
financial service row der ?ggvgr t he nt ragnsactl ong?lzote n?%’%\ 8 to ﬁ?t

financial ser \Rrgﬁcrﬁ?%i/ rgely tol @ddegss with the N Hberees onl recaistl of the Iadvmm

i ncl udi ng gen reply to" address in accordance with the first
prescri bed se?\%gm%rg%%%%andteo i nclude the access code 15 and a
pseudo-random y generated nunber. 23. A nethod as clainmed in claim2l or
22, including s

prescri bed " anry Pl seRios Hiliac Bkt HRling € pHESBERFHAD' BR St
ser ;/I ceI Drovi deaid seplydext mebeage"lahddfeldacelvedWatfszlgsa%pmem?dhb@@ véﬁg\t@
pr ot oco aim erein e secon

prescri bed serztﬁgﬁNp?r&d]gEBTrePtn@Pt@Qg qq@é“?ﬂ@&'ﬁ@%ﬁ” service provider server
also including a request for the PIN of the other client in the advisory

t ext nessa ki,ng the res ribed "reply tQ" address different from
any previ 08;;5 %m%@@d %eﬁ'?l”f’ %"Hezq Phé’ﬁm‘%ﬂ'“@@g Geperaiing\ingepreseihast ;

and 25 the nets » L2
cI i ent corrpl | %F\%Césdggg?snay\?z}%i{ g%rﬁfa&%?)}ﬁgeygt rreé(géa%l%?g él%utdggrra gégﬁybed
"reply to" addjeessatadtrivmbras. PI N t her eof on recei pt of the advisory text
nmessage; and the financial service provider server waiting a prescribed
time for receipt of

10 26.A system for performing financial transactions between two parties

comprising:-

ci al

a financial service provider server for controlling a financial transaction
between the parties;

each party having:

15 (i) an account facility that includes a personal account for the party
identified by an account number registered with said financial
service provider server,

(i) a client for connection to said financial service provider server via a
communication network, whereby at least one of the.clients is a
20 wireless device,

(i)  a client identifying number to uniquely identify each client to the
financial service provider server, whereby the client identifying
number for the client that is a wireless device corresponds to the
wireless identifying number thereof, and

25 (iv)  a PIN registered with said financial service provider server;



5 said reply text nmessage and if received within said prescribed tine,
verifying the PINand if correct, authenticating the transaction. 25. A
met hod aswoloajomads i n cl ai m 23 or 24, including generati ngPCRSGoz/e®ce i bed
"reply to" address so that it includes the access code and a
pseudo-random y generated nunber. 10 264gA system for perform ng financi al
transactions between two parties conprising: a financial service provider

server for CoRihkdtarsdiBe R Mol ISR BechBt NER GiBCABIL] oo each

party having: 15 (1) an account faci I'nc I account
for the party identified by an account nunber registered with said

financial servi pr @uhkEer i (44 | 2 ; . ction . to said
fi nanci al servi cgﬁpro%?gg%cg(z%\elfrg&{}tlyaédg) b@B%ﬁ@d@%ﬂﬁ?@\%ﬁ?%ﬁ@%@y at
| east one of the cliesall Bscaunt2umberbassegiittion, of( saik witle! degdtfinancial
identifying nunber to _uniquely.jdentify each client to the financial
servi ce provider servggfw%n@rroé rtsﬁ@’eé'l"i‘rgﬁt identifying nunber for the
client that is a wirel ess device corresponds to the wreless identifying

nunber thereof, d 25 (iv) a PINr registered with sajd financial service
provi der gser ver; %6\0 0% T@')Eﬁg ey }Qﬁbi@@e”%gﬂagﬁ#hag feReralseskbi/ PEe

provi der server bei ngr&deedd Grirg adil MP@I@@@@&/iééxus(rng/ ae%ﬂ?e(ljé%%‘:%tti{yi% Tber

facility and being able to identify and access sane sal d accoun
on registration of safEMkerfordhpdvirslensdevige; service provider server, and 5
(i1) a wireless conmmunication server for handling nessages sent to or

a said client having messaging means for compiling and sending text
messages to said financial service provider server in accordance with:

10 (i) a first prescribed client protocol comprising:

* the amount to be transacted,

* the addrgass of the other party to the transaction comprising: an
access code to uniquely identify the financial service provider to
the wireless communication server and the nature of the

15 transaction to be performed, and (i) the client identifying number
of the other client, and

* the client identifying number of the client sending the message;
and

(ii) a second prescribed client protocol comprising the PIN thereof: and

20 the financial service provider server having message handling means,
authenticating means, transacting means and transaction abandoning means;

wherein:

(a) said message handling means is designed to:



received fromsaid wireless device using a wreless identifying nunber for
the wirel ess device; a said client having nessaging neans for conpiling and
sendi ng tweto3/omassages to said financial service provi der PEEISGO2/00172
accordance with: 10 (i) a first prescribed client protocol conprising:

the amount to be transacted, the addres4/of the other party to the
transaction conprising: an access code to uniquely identify the financial
servi ce provider (Do traeeive reebaidstesbmessagmandreoneileeandsdnd heckal firgepf

the 15 transaction to.,Q forne and (ii) the client identifying nunber
of ,the other client, &E% rp'%séga Tlogﬂ? S?B@é&?'@& H’g’eﬁlYntg_@Fet%f” AROIERNGwith
sending the nessage; aafigt pie‘sbri@e@gémaﬂpww&ﬂ&hé?ﬁfé)rf‘cbirwi"sing.f ot ocol
conprising the PIN thereof; and 20 the financial service provider server

havi ng nessage handl i ng nmeans, authenticating neans, transacting nmeans and

transaction abandoniengs BB@fAEIatioWts Hed ﬂénéﬁioﬁ%@e%ﬁﬂ@dha”dl ing means is
desi gned to: WD 03/019445 PCT/ SG02/ 00172 -47 (1) recelive a said text

nmessage and conpile and send back a further text nmessage to the sender

client 1 reply theselordduedErR AP oritleibieht St Prescribed server
protocol therefor conprising: a confirnmation'of the transaction to be

performed, 5 a request for the PIN of the client, and a "reply to"

(1) i 12 proser i bed® tERY PorEAREE B By ISR 30 Yhe bR RLCERAERE sl

receiver; and

(i) wait a prescribed time for receipt of another text message from the
sender client in accordance with a second prescribed client protocol
10 comprising the PIN of the sender client, and if said other text
message is received within said prescribed time, verify the PIN and
if correct, compile and send an advisory text message to the other
client in accordance with a second prescribed server protocol
comprising an advice describing the transaction;

15 (b) said authenticating means is designed to authenticate the transaction on
said message handling means establishing a prescribed level of security of the
identity of the parties to the transaction;

(c) said transacting means effecting a transaction in accordance with said text

message between the parties in response to said authenticating means
20 authenticating said transaction; and

(d) said transaction abandoning means abandoning said transaction if either
said prescribed time elapses without receipt of said other text message or if the
PIN is not verified to be correct by the message handling means.

27. A system as claimed in claim 26, wherein the message handling means
25 includes a pseudo-random number generating means to pseudo-randomly
generate a number, and said message handling means generates the “reply



sender client in accordance with a second prescribed client protocol 10
conprising the PIN of the sender client, and if said other text nessage is
recei ved wbtoniom4sai d prescribed tinme, verify the PIN and PCfi/SGo2/n@a? ,
conpil e and send an advi sory text nessage to the other <client in
accordance with a second prescribed ser¥#8r- protocol conprising an advice
descri bing the transaction; 15 (b) said authenticating neans is designed to

aut henti cat e tdieaddrass autacoordance switld tie Sisstgercbemishd BErv&P PtoRst ﬁﬁl é5hing a
prescribed | eye) of securité%of t he ident,it;s/hof the parties to the
transaction; E{Eg'%&?@ MPSR3ERdt $hGSniPapmBrisethe AgCess cade aoti e pseudo-
accordance W fghgefhid gb between the parties in response to said
aut henti cati ng meangg %Faé%c?ﬁéeﬁ]?lggati ng said transaction; and (d) said

transacti on abandoni ng nmeans abandoning said transaction if either said
prescri bedogi ARt AidOHt cILiRF S f ' t, nmessage or if
the PINis not y%e?ﬁf%‘?zccll to bg cé%ﬁf%%l{%? g}?’ @grﬁ%ﬁgﬁ{ésﬁﬁ%f‘?ﬂ 'W@Qﬁénsﬂ. A
system &s cl agemreraies al piascdbed Wheplgito” tHudrewss pagecdrandtéd natH B8 Secdhd

i ncl udes a ps - m nunber neratjng neans to pseudo-randomy

gener at e a,nuﬁ%ggflﬁ‘g@%%g\é?rdp@%@ggg Y4 Iq%ﬁﬁo%g‘ﬁg YERAM: onprising dpey WO
03/ 019445 PCTACHR/dIb 62 the ABaidal PAESBFovideraccor dance with the first
prescri bed server protocol for said further text nmessage, so as to

conprise the access code and the pseudo- randomy generated nunber. 28. A

. . v \ , ' | 5
system as @DaAMEEtdm a8 @ali’ﬂe%ﬁmcﬁnyzgne Whelfhs 26h8 Z@W%géwqﬁﬁ%d\ﬁ@gmz

generates a prescribed "reply to" address i n accordanc
prescribed sefperagR cemeded iraceifiancaivwit said secandrsserimd sayvr poiaw! t he

access qgode o fi ' LV ovider. .29. A systemas ¢lajned in

any ong*@of cI@Fﬂnﬂggﬁéio:i'gg?lf%r/?\ti‘ﬁe?wpﬁg]eaa@\%g&}'?tt%’3‘& a'prescribed reply to
address that is different from any previous address identifying the financial
service provider server.

30. A system as claimed in claim 29, wherein said message handling means is

also designed to wait a further prescribed time for receipt of a reply text

15 message from the other client in accordance with a first prescribed client

protocol for the other client comprising the PIN of the other client, and if
received within said further prescribed time period, verify the PIN,

31. A system as claimed in claim 29 or 30, wherein the prescribed “reply to”
address is generated so that it includes the access code and a further pseudo-

20 randomly generated number from said pseudo-random number generating
means.

32. A system as claimed in any one of claims 26 to 31, wherein said
authenticating means authenticates the transaction if said message handling
means verifies that the PIN of the other client received in said reply text

25 message is correct.

33. A method substantially as herein described with respect to the accompanying |
drawings where appropriate.



message conpiled in accordance with said second prescribed server protocol
10 includes a request for the PIN of the other client and a prescri bed
"reply towoOadar®ass that is different fromany previ ous adecessor/dentifying
the financial service provider server. 30. A systemas clainmed in claim
29, wherein said nessage handling neans4ds also designed to wait a further
prescribed time for receipt of a reply text 15 nmessage fromthe other
client in 3kgosgtsreswbstintallidste r 0 t her
client conprisi Sr% t he PI'N ofrglt th&iofbrrig?@CHe?giﬁt\ﬁlkH ﬁé(}tpe?{%rfeh%e%%%g{ atr&ﬁw sai d
further pr es@t"@‘ﬂ@@stwfiﬁs'emmmlat@erl fy the PIN. 31. A systemas claimed in
claim?29 or 30, wherein the prescribed "reply to" address is generated so
that it includes the access code and a further pseudo- 20 randomy

gener ated nunber from said pseudo-random nunber generating neans. 32. A
systemas clained in any one of clains 26 to 31, wherein said

aut henti cating neans authenticates the transaction if said nessage handling
means verifies that the PIN of the other client received in said reply text
25 nessage is correct: 33. A nethod substantially as herein described with
respect to the acconpanying draw ngs where appropriate. WO 03/019445

PCT/ S&2/ 00172 -49 34. A system substantially as described herein with
respect to the acconpanyi ng draw ngs where appropriate.



