WO 2010/076370PCT/FI2009/050732 METHOD, APPARATUS, AND COMPUTER PROGRAM
PRODUCT FOR DETERMINING DATA SIGNATURES IN A DYNAMIC DISTRIBUTED DEVICE
NETWORK 5 TECHNICAL FIELD Embodiments of the present invention rcellﬁ;ﬁf%%go@ to
information gfgr%?d%mgﬁfgoretrieval within a network, and, more particularly, relaté 10 a method,
apparatus, and a computer program product for determining data signatures in a dynamic distributed
device network. 10 BACKGROUND The modern communications era has brought about a tremendous
expansion of wireless networks. Various types of networking technologies have been and are being
developed resulting in unprecedented expansion of computer networks, television networks, telephony
15networks, and other communications networks. As new netwod%kin%gﬁﬁogqaoéo jes evolve, consumer

demand continues MFETRereEsaE HovatidR %@B&&%‘B A orks. Wireless and

mobile netWéHkiRg TEdhVBIatie PdntirlieNd AHRES Sy AdtedNeor KumEY IR FHARER, WVYIE-Broviding more
flexibility and immediacy of information transteET20ARKhe flexibility and functionality of mobile
comgunications devices increases, options for networking technologies continue to evolve. For
example, the technology associated Withﬂ%/&@lwe ELSHfEE d device networks or dynamic architecture
networks, such as smart spaces, are becoming increasingly practical due to the evolution of mobile

communicabshiErgasiebde P HyRrERa el H8r N BAvTPERATOR e A GRS 8Fd8Vices may
use a shanedwidwaofresoe reeicalad serlites tramtbessinformaion svdmmtsereoirorpraiict In this
regard, saitSRaRSs R RIgEeIMPiAyaatiseliepaticasashi@lowing users to flexibly introduce
new glevices and access most or all of the information available in the multiple device environment
from any of the devices within the environr%ené@@?%%ver, information management and message
routing in smart spaces can be complex si é% Smart spaces do not have a static network topology. As
a result, dificeIGes SREM BRSH RS ST Y POWEHS oyt FRsAdRSHISRs SR G W& Hevices within a
smart spaesydhoviiagdhatythe deviceslangthbraksncihtod eformdtionbeiay drotbeddccessible at any
moment gugitpdhe dpvicaileadrepdring sSMak SR8 twhrks, television networks, telephony
15 networks, and other communications networks. As new networking technolegies evolve,
consumer demand continues to fuel increased innovation with respect to utilization of networks.
Wircless and mobile networking technologies continue to address related consumer demands,

while providing more flexibility and immediacy of information transfer.

20 As the flexibility and functionality of mobile communications devices increases, options for
networking technologies continue to evolve. For example, the technology associated with
dynamic distributed device networks or dynamic architecture networks, such as smart spaces, are

becoming increasingly practical due to the evolution of mobile communications devices.

25 A smart space may be an environment where a number of devices may use a shared view of
resources and services to access information within the environment. In this regard, smart spaces
can provide improved user experiences. by allowing users to flexibly introduce new devices and
access most or all of the information available in the multiple device environment from any of
the devices within the environment.

30
However, information management and message routing in smart spaces can be complex since
smart spaces do not have a static network topology. As a result, difficulties often arise regarding
how to handle information present in the devices within a smart space, knowing that the devices
and the associated information may not be accessible at any moment due to the device leaving

35  the smart space.



To manage the unpredictable loss of information access, many conventional smart space networks
employ dispersion algorithms. Dispersion algorithms can divide a data set into subunits or partial
closures and disperse the partial closures thrpughout the smart to various devices. According to many
conventional solutions, the partial closures may be generated such that less 5than all of the partial
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compu S progra%apcrlc())aﬁlé Pafe descrbed that | 5rowde%¥ cf)e?érmining data signatures to reduce the

burden on smart space, and other dynamic distributed device networks with respect to the utilization of
disperpadidata. J&: ihigiggadnexgoniie.e mhbgimian ta 2QiTanstareansmyatb esiuad wadiakddclosures,
for example via ¢ i i ' ito | i [ ' r data
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netwoRthHAEY B Ybrapuet nRYs lPdhsHETIRIER §TRl I3l B AP EAbOITHENtE the data
signatusesrepiresient s atiéi siced fd atatph diageosoetative topirtidledatartlgsurestthatknaay be used

to repragiiceRflkRLIRANGHYE AR 2R HOSIUR IIRIONL AINRERSS PLEGRIPIRAIRNANd transformation.
According to various examp!EP?& lggi&r%pents, the data signature may be dispersed within a smart
I

space TSy A 608 X Rifiform or skewed/non-uniforin dispersion technique.

Dfie to changes in a dynamic distributed device network and/or associated changes to data within the
network, data signatures may be regularty@rarregumaxhaessynthesized or updated to ensure that the

data 3psignalyres accurately represent the data ugon which the dara signaltyes. aig based, The data
signatures ' may Sgpsu?)se’quen(\t?y &OTEC}D{O%I.%IP& e useo %ﬁe ata sighatures WI{h respe(rzlt“%% later
queriedata signahgadispeadess rbupdrarey theadapaergradurds vinsmcedisiiprécepddfinents may
receiveeaaRRyNYh Fhoauesyhnayiaisadae i anstassiedhtising tiay exarapie aupletantiedinlymemial
20 transform or éynthesize partial data closures, for example via cyclotomic polynomial extensions,
into irreducible polynomial expressions or data signatures. The partial data closures may be
local to a device within a dynamic distributed device network, and may be generated based on a
received query. In some example embodiments, the data signatures represent smaller sized data
packages, relative to partial data closures, that may be used to reproduce a full or deductive data
25 closure through a process of combination and transformation. According to various example
embodiments, the data signature may be dispersed within a smart space using a dispersion
technique such as a uniform or skewed/non-uniform dispersion technique. Due to changes in a
dynamic distributed device network and/or associated changes to data within the network, data
signatures may be regularly or irregularly re-synthesized or updated to ensure that the data
30  signatures accurately represent the data upon which the data signatures are based. The data
signatures may be subsequently stored to facilitate use of the data signatures with respect to later
queries.

Having dispersed and updated the data signatures, various example embodiments may receive a
35  query. The query may also be transformed using, for example cyclotomic polynomial

extensions, to generate a target signature. The target signature may then be used to locate, within



extensions, to generate a target signature. The target signature may then be used to locate, within 3 a
smart space or other dynamic distributed network, data signatures that satisfy the target signature.
Two or more orthogonal data signatures mayssubsequently be combined to generate a deductive data
signature. The deductive data signature may be representative of a full data closure of the data
requeStSHBY PR BRI TH GoiniaIe s edmBRipRerdataseeeditstibat date B dimiaiges may be
transfefgnechie. generatente fiithoatadlosre gasatishHinthesgbiucAnehiect absmeexample a
embodagait o edues e Arden.anha conmupiealions DIEsIusIS Of Aduamlg distributed

device network wit pect to utilization of the refatively smaller sized data signatures. %urther,

examSIOBHARIdMF SRS BoTES Rrehaficee derinsen roptalsrphodmapiBecsdvgivftittespect to a
guery {ezgpnicalouipiiedgrdatfooiosife gincasieahe &) lhddishdodynatmiciiséatiangatfull or deductive
closures of data. Additionally, example embodiments provide for tracking of the relevant pieces of data

in a scalable solution. Energy efficiencies are also realized by example embodiments due to the
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also daviestnBpiatiofra dydependeshitanelaionectoretiffatenwi davige ¢ atfaihivs toiné the relitmalthe
constraiisRfiheisplistiops Ar&xarmpie-erabadiment is anRRRalplus fe rdetamining ala signatures.
'Il'Be exam Iet%%%%ggtus may inclutgle a é)rq essor, and the Fpiocleﬁsor 8r‘rlay be configu(li'ed to.receive a
first ql?ér and gen%rr%%gsalfgcvﬁ pert?tsl Te105hre s ine aatd idehtite abayﬁwé’%res?tla&eyﬁ ?'?e processor

may benflifselvesntigurestien syritHbsrAcdugtive sigratei-elotatie hdditivanihl eRBBRE In this regard, the

data sigfaigie mayphe Ak fseduciiie polyeaniahaxpression ang ithe Walabsigiaiuee meychs, orthogonal
to re.maﬁ?g%%@eé'%a&w&?egﬁge‘%f %?&Hl%ler %@8&%1%%&%‘&8%8 “&ﬁx@éﬁé@%&@&é’mces_sor may be
configured to store the data signature in“an information store within a dynamic g&strlbut_ed device
netwoFﬁmﬁ%ﬁﬂﬁané%ﬁ?a@é%@aﬁﬁ%ﬁﬁfaregﬁﬁméﬁap%@%ﬁ%ﬁ%&@éﬁﬁ%@?@%ﬁ?ﬁr@‘&aﬁa
difnatpresoisrpnoligetichhereanpldoc aliffuutar peotpapiapfaciicto nokrdesvatiéadiconestraints
compyiesreagable storage medium having executable computer-readable program code instructions
stored therein. 30The computer-readable program code instructions may be configured to receive a
first query and

An example embodiment is an apparatus for determining data signatures. The example

- apparatus may include a processor, and the processor may be configured to receive a first query
20 and generate a [ocal partial closure of the data identified by the first query. The processor may
be further configured to synthesize a data signature of the local partial closure. In this regard, the
data signature may be an irreducible polynomial expression and the data signature may be
orthogonal to remote data signatures generated from remote partial closures. Further, the
processor may be configured to store the data signature in an information store within a dynamic
25  distributed device network.

In another example embodiment, a computer program product for determining data signatures is
provided. The example computer program product includes at least one computer-readable
storage medium having executable computer-readable program code instructions stored therein.
30  The computer-readable program code instructions may be configured to receive a first query and
generate a local partial closure of the data identified by the first query. The computer-readable
program code instructions may be further configured to synthesize a data signature of the local
partial closure. In this regard, the data signature may be an irreducible polynomial expression
and the data signature may be orthogonal to remote data signatures generated from remote partial

35  closures. Further, the computer-readable program code



generate a local partial closure of the data identified by the first query. The computer-readable
program code instructions may be further configured to synthesize a data signature of the local partial
closure. In this regard, the data signature may be an irreducible polynomial expression and the data
signature may be orthogonal to remote data signatures generated from remote partial 35closures.
FurthdStFredams pidbreeridisme pldg riffecbasale iHEh e il 1 Y BREHRRGIREL T S fe the data
signatdyedmizniisfidbaati diedtereavitiiiia a dynamic distributed device network. Yet another example
embodiment is a method for determining data signatures. The example 5method includes receiving a

first query and generating a |ocal partjal closure of the data identified by the first query. The example
methoﬁ%wmﬁr@@meiﬁﬁmmﬂ*@&%a%ﬁ?& ?@'H&fﬁ?@@mﬁe@%wgaarﬁaqscﬁéﬁr@fﬁw s regard, the
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further,included‘saﬁogng 1Qthe altalsi%nat re.in an inchrt%]agf%n sIoretwithin ab(@/namicddia&rlibuted device
netwoﬂ@%ﬂ“%f_ itioh ?(éngdﬁe %%Soa%i_mnelflﬂtl oF: ai‘appaera U8 S5 geter it INg 8%1;%? %Iéll’cl:}a Ures. The
examplel dppaidtasprisiioe snd damdate sigedivingarivsogliogeandaiemoserdpigsteraingf a local partial
closurgatthe dataddenidied Ly dha dinstguenyhbhalexamplgl @ppaiolus M duahaclbinslugesmeans

for synthesizing a data.signature of the local partial glosure, i thi rd. th ta,signature may be
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signatures generated from remote partial closures. Further, the example apparatus may further include
meang\ioaddaitnglibeaigit: sigbatine:in aruinipparatisriatdreewithiin g dynaipiedistiblbed device
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general terms, reference will now be made to the accomﬁanylng drawings, Which are not necessarily

d
drawn? L Alosaral Hsrdite ilennfisd By e drsistrer nbhe SrarIde ARREHEE TP 8 fining data
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accordixaptple apparatus may further include means for storing the data signature in an information
store within a dynamic distributed device network.
20 - |
BRIEF DESCRIPTION OF THE DRAWING(S)
Having thus described the invention in general terms, reference will now be made to the
accompanying drawings, which are not necessarily drawn to scale, and wherein:
FIG. 1 is an illustration of flow chart of a method for determining data signatures in accordance
25  with various example embodiments of the present invention;
FIG. 2 is block diagram representation of an apparatus for determining and utilizing data
signatures in a dynamic distributed device network according to various example embodiments
of the present invention; and
FIG. 3 is a flowchart of a method for determining and utilizing.data signatures according to

30  various example embodiments of the present invention.

DETAILED DESCRIPTION
Embodiments of the present invention will now be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all embodiments of the

35  invention are shown. Indeed, the invention may be embodied in many different forms and



30various example embodiments of the present invention. DETAILED DESCRIPTION Embodiments
of the present invention will now be described more fully hereinafter with reference to the
accompanying drawings, in which some, but not all embodiments of the 35invention are shown.
Indeed, the YHIEAHEY be embodied in many different folins and WQF CT/F12009/050732
2010/076370PCT1F12009/050732 5 should not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. Like reference numerals refer ® like elements throughout. As used herein, the terms

"data,"” "content,” "information,” and sjmilar terms may be ysed interchangeably to refer to data
capable %%T %ﬁ?@??éﬁé’ﬁ&ﬁ\‘%{;“rg%‘éﬁ Q' E%q]%% %?]3,&%1% ljgftgt%?éfal 15%%%()%0%%%% with embodiments
of the pregdntimeatiton pryidedeprbreiis teetewrs™ b gtlisdy *rpeedis desa Armimnaistertks may be
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refers to an aspect that Is oft t ce and possibly on a separate device that magé, e accessed via a
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network. FEEHREH 481 R8e A APET T 1 ST SEESS artbesiffar BYHEHAY BE (i€ hterchangeably
to refer tossdrmtauphicetiobly Withfer 2o Swraruationn Eitesrel ames WhtF ShSeRIAISY B the present
inventioneMomaves sherdersdaxeraplaty, \asusadlaaielr, isdiqorbVidal tesanvey dwcgualitative
assessmgnt. hytinstead to.mesely canyematilusirationof ar Lasxamidle, The.achiteeure of a smart
spapg or pher dynamic distbiied deyieg networksmay e defined a5 8 ynAey adioc, disrbuted
device néfVSTk Hiaving A dyRamic topology Such thatany “@wce “nfgyalea,ve or enter the network at any
time. In SEEsekdit BIREEYABDAMTEREs 2RUehAHon- e s n ARG d S HOU BL A HE S ifon stores.
Nodes meyebmtirehactosblyithinithe snrartispatenswithiag spplications srcothecentitles that request or
otherwiseisdastMibr drtareferexampla though dhenuseafqueridsnin ibiscegardnanede may be any

application or RN AL.an ARRIISAIAR sxeq4ies iy Alevies, Ganaecisd &9 ihasmarRa saace. A node

may be aware of other nod€es of the smart space, such as adjacent nodes. The application of a node
may be af¢BPfSlication that may implement storing, retrieving, computing, transmitting, and receiving
information. In various embodiments, a node may be representative of applications being executed by
various dewiceshistitirdhdtimsomnpexemplarieansiodistebis;dalmodensiayiie exebatediinyg the same
device, 05 ONG/ABMIEC MR SHOEHIRA MV RLAORRS S0 dyuries idposteuenthadinents, a single
node may be implefented b, more hamaRs geyice sHMbatMR deviseaRhAe.s.pode.

20 space may include nodes and information stores.

Nodes may be the actors within the smart space, such as applications or other entitics that request
" or otherwise interact with data, for example through the use of queries. In this regard, a node

may be any application or portion of an application executed by a device connected to the smart

23 space. A node may be aware of other nodes of the smart space, such as adjacent nodes. The
application of a node may be any application that may implement storing, retrieving, computing,
transmitting, and receiving information. In various embodiments, a node may be representative
of applications being executed by various devices, such that in some exemplary embediments, a
node may be executed by the same device, or one device may execute a plurality of nodes.

30 Further, in some embodiments, a single node may be implemented by more than one device such
that the devices share the node.

A node may include an external interface, a node information store interface, and a task. The
external interface may consider a node’s interaction with the external world (e.g., a user). The
35 node information store interface may be used fo transfer information to and retrieve information

from an information store via the smart space. The task may define a relationship between the



A node may include an external interface, a node information store interface, and a task. The external
interface may consider a node's interaction with the external world (e.g., a user). The 35node
information store interface may be used to transfer information to and retrieve information from an
information ¥Br@W&HESmart space. The task may define a relationshipf b&tHEERARE 3O
2010/076370PCT/F12009/050732 6 external interface and the node information store interface. For
example, if a user wishes to retrieve some information from an information store to a node, a task for
the retrieval (e.g., a query message) may be generated. A node may interact with an information store
in various manners. In this regard, a node may insert information, remove/retract information, query
Sinformafiiimal BLeHS ﬁ?‘hﬁ‘fﬁﬁﬁtﬁﬁ’ﬁ@tiﬁ?é%? Pﬁef’éﬁgeof%%cﬁ% ¢ ?Htfer‘g‘/”fge& 3 subscription),
and canostigisteubsiptiene @, amnslipoetibe Frorhé veardgsatisk oo tlipteraetdie between the
nodes ang:thenifesmation siorasmay be nelaestyalyrefenrsitldo adreqiesisrdinceeonay
communigaie the tﬁﬁyse dte tttﬁottefﬂtw%k% ﬁt@tﬁnmtheem/te%ﬁﬁmﬁ@ge@twformatlon from

the inform tlon store e smart ware of he smart sgace generally, but
B mation, q 11 e 10 an %I’E I’lS 0 PE{SI% en 8&6% &
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the smarigpactomdytveaohsidetect it orforinatiatateresisnay Serad it v ole e Biyial br pace based
informatiggyieseurcasdARyydRvicaiRiavintht Ruiikable mempnnanchcenoenied tmarsipad. space may
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scribing a Tocation WHEFe information may
be stored. According to various embodlments an information store may span a plurality of devices.
The 20infafmationmstoresafaynsiorginfonaydiioh assesiatad withy thensheart sp ase athdt isfformation that

may be a&ﬁﬁsﬁeﬂu\éiﬁeéﬁﬁi%%f&éﬂ@ﬁ@to@é@&%ﬂﬁhﬁﬁfmsﬁwwyet&ﬁm%@&%%&Vt@ny device
that is conpecied to sé‘ﬁantt‘ca%ét’%gt% Eh% %té‘d%?é&*tefo%m%fff %&%Qy Rﬁ istibuied gr dispersed

within the smait space amongst t ormation stores. n t IS reg ata within the1 smart space

may e aMRAHBAE S B ERIO LR B Ry ROl EB&F:%H’ Stk Rigy Bettilized to
dlsperse vatadahy. dpseeaieritneringrasindenasion sras2e ke Fansidp g5t tnfetisEien stores of a
smart spaeepiniagraenexatiyy caambadithe hisythetidis pecsiotiadhoithommayaldmbetysed to
decompogg, @it store may be a logical entity describing a location where information may be stored.
According to various embodiments, an information store may span a plurality of devices. The
20  information stores may store information associated with the smart space and information that

may be accessed via the smart space.

Since information stores may be implemented by any device that is connected to the smart space,

the data of the smart space may be distributed or dispersed within the smart space amongst the
25  information stores. In this regard, data within the smart space may be acted upon by a dispersion

algorithm. Any known dispersion algorithm may be utilized to disperse data (c.g., partial data

closures, data signatures, etc.) amongst the information stores of a smart space.

In some example embodiments, the dispersion algorithm may also be used to decompose a data
30  setinto partial closures (also known as partial data closures) and the partial closure may be

dispersed within the smart space. According to various example embodiments, the original data

set, or a reliable prediction of the original data set, may be generated from two or more partial

closures.

35 Embodiments of the present invention also provide for transforming or synthesizing partial
closures into irreducible polynomial expressions of a desired degree, or data signatures, using a



30set into partial closures (also known as partial data closures) and the partial closure may be
dispersed within the smart space. According to various example embodiments, the original data set, or
a reliable prediction of the original data set, may be generated from two or more partial closures. WO
2010/076370RCTI¥26109/050732 7 factoring algorithm or other mathem&$daF KA (s (e.qg.,
cyclotomic polynomial extensions). In this regard, a query may be received that identifies data (e.g.,
local data) for generating a partial closure. These data signatures may be considered a relatively
lighter version of the partial closures due to the data signatures being smaller in size than the
respective partial closures. In 5 some exemplary embodiments, the_ data signatures are smaller is size
because fstifigit gabierathsTadis ke LA Gres FARIRBIFREISPRTH O FRISESIRTSY as to allow
the data sighattumsdta hecusedfbr qeeeryidghiundtivifalitgatT eaddtadidgmak iregeneegfibeastored in the
informatigr-gtoresat thesmastspacedefaciitaiesatiRiving subseguantaueriasm ONd/jthiman example
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signaturesy g other avice sadikitlissieegkds theseqnienhetiasquery may be transformed using the same
technique to generate a target signature. The target signature may be distributed throughout the smart

space to facilitate the identification of data sjgnatures that match the requested content of the query.
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such, example emboqimegtsdof the H{eoﬁgtgt invention allow for the target and data signatures to
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25facilitate the réiiapie an edffc“:trﬁeénérgsb t of a query of data within the

smart spasbeaarphiBrturshitlted ma it sEnAES eI 88465le embodiments of the present
invention provide balance between computi closures in advance of a query versus defining an access
function. Exampig.pIRedimemts Gansthrieloesifoanaicalyieaninan eiteiandetashien, generate
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operation arc orthogonal to each other. The deductive signaturc may then be transformed, using

for example, an access function or key, into a full closure of the data requested by the query. As

such, example embodiments of the present invention allow for the target and data signatures to

25  facilitate the reliable and consistent dynamic deduction of the result of a query of data within the

smart space via partial, distributed information,

Accordingly, example embodiments of the present invention provide balance between computing
closures in advance of a query versus defining an access function. Example embodiments can

30  therefore dynamically, or in an on-demand fashion, generate query results. Further, the
procedure of determining the query results may converge to mixed feed-back/feed-forward
computing of the information gain while balancing the various factors.

In this regard, to consider the current state of a word (e.g., a partial closure or data signature) at
35  least three separate items of the information to be identificd or consumed may be presented. The
items may be observations pertaining to the current situation, generic knowledge about any



WO 2010/076370PCT/F12009/050732 8 similar situations, and beliefs regarding the non-directly
observable features of the current situation. In case of the logical approaches, observations and
generic knowledge may be encoded in some logic-based language. In probabilistic approaches,
generic knoWRaH&M&ETbe modeled by a probability distribution on the &% BFp8%¥BE ¥ituations.
Observations may result 5in the partial instantiation of some variables. Reasoning with respect to the
data within a smart space may consist of inferring beliefs from observations, and generic knowledge
that seems to be valid across a plurality of sitgations. In logical approaches this reasoning may be

achieved via logical deduction. In probability 10theory, the reasoni 1Il{\lcF)W from computing
conditiorMFrs BEHGES B‘Pdr@i"é’\?gﬁ'fteﬁ?ﬁbﬁ% 6ASPRAEY tﬁ%ﬁ%‘gﬁm‘%@%ﬁﬁ A Yather the

availablesshsemvatiorsse Oibetogiderrppreaghss. @ram@@mané@%ﬁﬁ@m@lcvlmr@%ﬁputed beliefs may
be, on thencemitanysotakenforgrantadufis. angsolital stiongpaintayjtyenay existibiziwesntihe logical and
the probapilisfic @9959@851@%&’«1@%5%%%93 Let%@ga)@gmﬁ@mngom@%%@% kips between

mforgnatlon 15com ati ductive clgsure mechanisi smagl't) ﬁ stltut%j bé/ |Iy of
f:ap[)d an1 10 omev llat €asonl m% [%rcs 110t ata w1 8
pOSS|b|I|ty refation possibill yrela lons ntay char Cterize the same set 0 accepted

beliefs. N@d&f‘réﬁk’lﬁ%bﬁé’l i%fﬁfgﬁ'éﬁgtﬁ bkt Gapnetive diserard&saratsRwdRdse HEREFREE Behe task of
deductivedidsuresdepmmpysifistuatayptherefore converge to the task of searching and allocating a set
of the facts (e.g., a data set) within a disjoint transitive closure generated by the nature of a 20 smart

space eny] ﬁegfm% PfSSRUC Ry EXAURIE y‘%ﬁ%?%‘é'mﬁ@%@\’?}!‘ﬁ%?E%?&éﬁu'&}’ﬁ“tt%m?a'@lﬂse of

non-geco ble ’com onent§ nimum comp t]Ets e 3us talp (fl and useful for

contider ﬁ?ﬁya EEMPISitIsH. ?Jg 8“”%%“&8?‘{}?3%‘%& 18”3&%% five ¢iodureé Géheration, the following
assumptigienesitione vdew, the P@?@Wﬁ@*&@ﬁﬂﬂ@éﬁﬁ?ﬁ&é}wﬁ%ﬁ?&l%%%%%éﬁ‘?ﬁ??’ﬁ‘f@&frles and
partition-based leljibal sadsaning for s twditlercandipddptisitionsl theoribs csetsiof faots f@.g., data sets)
may be recpgnized Q?e%e&&%ﬂ@%ﬁlﬁrﬁ?Qﬁ?%ﬁ!ﬁ%@nfm@@apﬁmﬂﬁ%\@&ﬂ%ﬁ@”esDOndlng
signature, In some Instances, (s fnay be It {é§ %”%%&%HE%'}/ GIORIS EC%UAS igHm i fredicate
calculus orafl 'sets of & tacls of some partl closures wi ?h onaz? natures. nce joined 30or

synﬂ?e&f@&}ﬁﬁ?@r‘fﬁ%‘?ﬁ?@ﬁﬁ&lﬂi@% B RE 86 ‘Ité’fg e 83?5‘ ature. In this
regard, arsletiofifadis (enyly 2 s ibdivitiiconamer chorsFiferiiatonsteresjerryBéiddtesented by a
triple form©f tha:faets)asmél-bSebjRdRreditatecQbjent reprasbatrtionfayh@ie thdk Pfedicate may be

consiste %aﬂalvé%yo@aﬁéapaemué&g forming.a RECESSAY DAL AURREIQsHER SIOMAMIS (e, data
S|gnature2 qcta(;[fj %oft cts%eogalatga%n%t? Sﬁigar&ls}o%ll %}rgl x%n?uslére generated by the nature of a
20  smart space environment. As such, example embodiments of the present invention make use of
non-decomposable components, or minimum components, that are sustained and nseful for

consideration and composition.

To consider the distributed deductive closure generation, the following assumption may be used.
25  Following from decomposability criterion for elementary theories and partition-based logical
reasoning for first-order and propositional theories, scts of facts (e.g., data sets) may be
recognized as a decomposable deductive closure from the perspective of a corresponding
signatare. In some instances, this may be true if the deductive closure is in the form of predicate
calculus of all sets of the facts of some partial closures with orthogonal signatures. Once joined

30  or synthesized, the orthogonal signatures may produce a complete or deductive data signature.

In this regard, a set of facts (¢.g., a data set within one or more information stores) may be
represented by a triple form of the facts, namely a Subject-Predicate-Object representation,
where the Predicate may be consistent and may thereby facilitate forming a necessary partial
35  closure signaturc (c.g., data signature) that is orthogonal to any other partial closure signature.
The Predicate may therefore shape the set of potential information by purpose and definition.



The Predicate may therefore shape the set of potential information by purpose and definition. WO
2010/076370PCT/F12009/050732 9 Thus, an issue for distributed deductive closure generation may
be to provide a co (ﬁ)lete or clustered image of the Predicates throughout all accessible information.

To provide intfe ‘é’r‘f EHCR from the Predicates' consistency, some approp'?%?fé‘" I&%‘i%%ﬁ%able

fragments in terms of signatures may be generated and identified. 5 Accordingly, in some example
embodiments, there are two closures such that their associated signatures may be united to form the
signature of a finite deductive closure for the garticular information space. In this regard, if a fact (e.g.,

a subset %the set of Fatrc(tisgt egu%eabéh \t |§\part of the S|gdnature of the finite deductl e closure then,

according gsilglrllésﬁlsmexam e embodimen §10f6ﬁ1%?temeﬁg{]s atieast R/{/OVIdI FIacts f:e g., subsets of the

set of factyS&trdrimage ﬂ”fé‘i’lc56?%%%%8?%@%é{h‘?%‘éeﬁi@%ﬁﬁ%ﬁtﬁ‘ﬁaﬁoTﬂ@%ﬁ% deductive closure
signaturein@¢trersfore, fittfolibos thiateschrfast(ey.s subsetropthe setohfestb)cdfag finite deductive

closure, whighdssnohaesomposabiaiidhahehaswigegontains Subject-Predicate-Object's only from one
15degomposition component of closure. Accordingly, the partitioning of the signature may be used, as

well as com s of closure, based at east in part on the system of rt es (aX|oms) of closure.
Consicer M FRSER APEE FAHETG SR HLCERE b HBLE AT GELIS PO ATRA S o 26

correspo iR IAAY daiige %@?@@W&ﬁ%@f&lﬂ@? SrslgBre éhﬂ@ﬁﬁlf@l&‘ﬂ?@ w2F&aWi#g orthogonality
by definitiofoofpoly nordalpropesties.dfid takieg thesBredicate panidihcay axcongisténiarepfesentation of

a partial glRssrg.within @l ﬁ%@&@&aﬁlwf&m@yqne@@mmﬁfgtw&r@@Imﬁwmmﬁ&%deducﬂve
clostife syupesisIeRe deserbad: onlihyespe (gw P PRI R RSN
I‘

space), facts or ata may be mserte Emoved Uerles may be inserted andy satléfled Facts
and querFé%“ﬁﬁ%S?S@éed?gﬁ%ﬁ?@Ht% }ngﬁﬁ?égg%t’é(etﬁ]l%%sb?’g%ﬁved/non uniform fashion. Further, in

some example embodiments, facts and queries may be encoded by means of some vector. As a
result, fadtkeasforejiefitiswaay:bataken @ inpilsparameatersioi sonveamiedeteamnitedpalysomial form

and an Iraﬁﬁuﬁ@ﬁo&%@ee&hmm@hmﬁyt Q%%@Q%%Q%é&%é&]@&@%ﬁ!& s%ngﬁfﬂaﬁ@ﬂslb'e

poly mlgléomma ertl:rc%ateonelt Onﬁrgf ggocr nln% on}p Jmtlple rg&ulg?nt dlrrl%dum eexpressmn
may e repres hted fﬁ% Uct of & désire ber of dls?lnc iPredfUeBIa T poly Viidmials of a defined

degree. A@%%Wﬁﬁaﬁrﬁ%w%ﬁgfé#%y Bé‘?éﬁ?é"s"@ht’éa%%‘iﬁﬁbﬁ@}‘?@ﬁ] Qéé?t!}ﬁ%lﬁ?éféa@é%fof distinct
irreduciblégsotynomials, and information transfer can be translated into one or more irreducible
polynomials. Thus, a most relevant first-order logic

Considering the signatures framework described above, a valid irreducible polynomial, with a

20 corresponding key, may serve the role for the signatures creation and validation. Having
orthogonality by definition of polynomial propertics and taking the Predicate portion as a
consistent representation of a partial closure within all accessible information, exemplary
mechanisms for distributed deductive closure synthesis may be described.

25  Withrespect to the operation of the network (e.g., smart space), facts or data may be inserted or
removed and queries may be inserted and/or satisfied. Facts and queries may be distributed or
dispersed in a uniform or skewed/mon-uniform fashion. Further, in some example embodiments,
facts and queries may be encoded by means of some vector. As a result, facts and querics may
be taken as input parameters of some predetermined polynomial form and an irreducible

30  polynomial may be used as a dispersing mechanism.

Since irreducible polynomials may be created by means of a factoring algorithm, the resultant
irreducible expression may be represented as the product of a desired number of distinet
irreducible polynomials of a defined degree. As such, information transfer may be represented
35  through an accumulated set of distinct irreducible polynomials, and information transfer can be
translated into one or more irreducible polynomials. Thus, a most relevant first-order logic



WO 2010/076370PCT/F12009/050732 10 closure, which is a set of facts with redundancy, may be
represented as a predetermined form of polynomial expression. As a result, the task of identifying the
most common deductive closure, also known as the D kernel, may be reduced to the task of updating
irreducible pglgr%fﬂ/i%lﬁéggpressions representative of the D kernel. Deduchi¢&’ H?)%%F%%Vﬁthesis may
therefore be an 5outcome of the updateable irreducible polynomial expressions. Considering the task
of irreducible polynomial updates, the process of deductive closure synthesis (facts closure
generation) may play the role of the updating t@le of the irreducible polynomial expressions. The

updates may be conducted,in.an aggregated fashion and each 10update be manitored and
e vl T B B eontribute
useful infBPRIAIBI! (ETFEEPRCVE Tt Ci6 Al SIS B Sre RSP IS BT gRTIT S Wl as the
associatedsfaotsWErathple kamisbdiryemtsedlsgpiolid e fdasiitnp achbnisin folysbapihg an image
(e.9., a kexnalsdbimageyseitthie dedhetive-ales une dnedJoeitaskingand kespingdhe: rost relevant facts

readily ayailable. ;khe. &I}%&%@@Eﬂ&%&ﬂﬂ@ﬁ@&%@&ﬁ%&ﬂﬂ&mﬁ common or useful deductive closure

and perform appropriate maintenance based on constraints of the smart space and the devices
connected to the smart space. The deductive closure may therefore be assembled by means of the

most usefuisidedeesherieskrbirdhohapnbitomal prebas dhiiftsrats Hodes heckerietured and
20unstrustutbekiSTiiedetyotiveeotosund mayphas hresilt (bl cpdsiteredttof Be bothusthlic and dynamic.

FIG. 1 illysiraiesia: gteashier faclifading dislrbutiechdasuialive gasyie syatiiesimacaerding to example
em%d!”?FHﬁé)&%%é%%ﬁ‘é%ﬁt{%ﬁﬁ% Rbfﬁlﬁ%g%aercq vc@ﬁ%e‘%ﬂr{ees%?% éﬂé&‘cgrﬂeﬁ fhe 25 network (e.g.,
dynamic distributed device K), Th sts may,

etwork), The reque type of message, such as, for example,

any.
a query ST TRRRSSPEHBBPETIB NSRS At ngaﬁﬁnﬁm%m Y BEEH o WHEHEF the requests
may be detBepEsee iFesiesmpb e fEneEtss el aHdqetueistahdybe disseminated within the network
at 120. If the request cannot be decomposed, the request may be forwarded within an updateable path
110. The mom-ARCAMPOsARIS IRAYESRIMAYANRR becBthRasssdtiinuah %@M‘&E?ﬂ%ﬂ%metwmk and a
partal closies selechonmav.be Hdeaken il 1ssRectig. e Iedests gl bl Thgequests may
then be acted poneby one or more in ividual devices of the network to transform the ?/equests as

indicated 3§ HRI%inkPoAd ange HeVRE B Epdcthrarsie qigon or useful deductive closure and

perform appropriate maintenance based on constraints of the smart space and the devices
connected to the smart space. The deductive closure may therefore be assembled by means of
the most useful pieces of the information, where the pieces of information may be structured and

20 unstructured. The deductive closure may, as a result, be considered to be both static and
dynamic.

F1G. 1 iNustrates a method for facilitating distributed deductive closure synthesis according to
example embodiments of the present invention. In this regard, at 100 requests may enter the

25 network (e.g., dynamic distributed device network). The requests may be any type of message,
such as, for example, a query or a request to store information. At 105, a determination may be
as to whether the requests may be decomposed into component parts. If so, the request may be
disseminated within the network at 120, If the request cannot be decomposed, the request may
be forwarded within an updateable path 110. The non-decomposable requests may then be

30  passed through a path within the network and a partial closures selection may be undertaken with
respect to the requests at 115. The requests may then be acted upon by one or more individual
devices of the network to transform the requests as indicated by the link to the single device
perspective flow 101,

35  With respect to the decomposable requests, these requests may be disseminated at 120 and
received by one or more devices of the network. Upon receipt, the request may enter the single



WO 2010/076370PCT/F12009/050732 11 device perspective flow 101. At 125, a partial closures
selection and encoding of the requests may occur. In this regard, the information domain 130 may
provide data through a stored information meta-data analysis process 135 for Bartial closure selection
and informaWo%zghé%'y&ﬁ?ﬁ at 125. The information domain 130 may be a F&E/é’sé’ﬁ%é?ﬁ“oﬁ%f a data
specific domain 5that provides meta-data, including actual content and query related content. Data
specific information may be delivered by a distributed object file system infrastructure and may include
meta-data object distribution and hierarchy. Additionally, a local polynomial cache may provide data for

partial claaule. seicclon ARt HYnrarmateD soding. ol it chis apdigraalg fegeived via the
information dorhain 130 may be reduced by constructng. i5F example cyciGtomic polynomial
extensiofEYAe80, 14 HErpEth i SURrRy S Ao iR frQysy W&Fﬁ@%ﬁ%@f’o@%ﬁ the polynomial
local cachdoragtiThededstrictrsisokpremidls mapive! chribinwleeti s dTheraaittmay then be
reduced virdacipang,storexabpienia domatheiatioabéactariagalgorithia Jhesetfrsiomaperations 145

through 160 13mMay; Arshual eauiamneniied H&%‘Eéﬂ@%ﬁ%‘é&? Riden o maintainths.agguracy of the
polynomllal g&(gge33|onsg§!%tllve t lt)he a%a of the,tparttl | closures, Attrlu%,‘?ur? d%%nn%tructl?ndgf the

- 1100 m.al)f 1VELS %/ a distributed object file Ws e 1n§ras ¢ i3 mct ude.
polynomials over or with fespect’to the extensions fe.g., the Cyclotomic polynomial extensions) may be

performettetrriieRing Ay B RERddiFFEBY polynomial cache 175 for the network. In this regard, the
content of the polynomial cache may be disseminated throughout the network at 120, for example,

based onsdlispelsion ialgpsihmniitiliondadyslivadlasires paahbadsestadasihadoint of the

netwgrk that recelved e raqyestar Al anothen APREORLAIR LSRN ieREIGH & SRS AN example
apparatus 200 configured for dlsfrlbuﬁqagﬁgiedu tive closure %&nthesr!s ina dgnamlc tributed device

network AEEOPEATGHE VR SR ERRERME TR e B PRI IRVEREEH. THE A Parats 00 nd in
particulamtisapelrassppyoBnidmep 8 comgustd rodriprediabemel prapinidprekiiariHtliohatity
describedgetrecatypabave sucleabawithivesdect! {6 gEheratidmandidispersiorcdvitafa sigmatures and
the hand lf@%g&ﬁ&&ﬁﬁ@‘ﬂ&%ﬂ&ﬂﬁé&h@‘f@t&fi@a&fg&ﬂﬁﬂ.rﬂﬂﬁléis@fi‘%@ﬁ%@i H8800s m@dw@;cular thet t
progessor, 205 may e genfighred fo Aty uLsome Qrall afihg.operations es th respect to
FIG%% 1 alﬁéyé?cl%u%agrhe erargEfege;n oqcﬁ#len.ts, tli?; ettpparatus %é% %%é%g%%ncbfggﬁgaqgg or included

as a comPaHeitur SRRy Bl aRaTd &8 munications device with wired or wireless

35communications capabilities. Some examples of the apparatus 200 include a computer, a server, a
mobile tepminal suehsascinmdhile jelephasi caporaiiedigial mssistanh (BRI, @, gager, a

cyclotomic polynomial extensions) may be performed. The results may be storedin a

20 polynomial cache 175 for the network. In this regard, the content of the polynomial cache may
be disseminated throughout the network at 120, for example, based on a dispersion algorithm.
At 170, deductive closures may be restored at the point of the network that received the request
or at another appropriate location.

25  FIG. 2 illustrates an example apparatus 200 configured for distributed deductive closure
gynthesis in a dynamic distributed device network according to various embodiments of the
present invention. The apparatus 200, and in particular the processor 205, may be configured to
implement the operations and functionality described generally above, such as with respect to
generation and dispersion of data signatures and the handling of a query for the retrieval of data.

30  Further, the apparatus 200, and in particular the processor 205 may be configured to carry out
some or all of the operations described with respect to FIGs. 1 and 3.

In some example embodiments, the apparatus 200 may be embodied as, or included as a
component of, a computing device and/or a communications device with wired or wireless
35  communications capabilities. Some examples of the apparatus 200 inchude a computer, a server,

a mobile terminal such as, a mobile telephone, a portable digital assistant (PDA), a pager, a



WO 2010/076370PCT/142009/050732 12 mobile television, a gaming device, a mobile computer, a
laptop computer,a camera, a video recorder, an audio/video player, a radio, and/or a global positioning
system (GPS) device, a network entity such as an access point such as a base station, or any

combination’6f g é%ﬁisgﬁwentloned or the like. Further, the apparatus 20%%5?@3’%’3?@ured to

implement various 5Saspects of the present invention as described herein including, for example,
various example methods of the present invention, where the methods may be implemented by means
of a hardware and/or software configured prod&ssor (e.g., processor 205), a computer-readable
medium, orél;gg like..1.0 The app d;\tus ZOoon%)/Cl(r)rcluqce or otherW|seut%e in communlc(zj-ltlon with a

processor tagf Fﬁ”e“r‘%ra %ﬂewc% a com% nica erzfgd’f—l ?h%rﬂ in ' some

embodim&ht %fu@hagél@fﬁfﬂ%%ﬁwma@rﬁ@%gméaw@oﬂ%wméG(%w“»hﬁﬁ‘aFeﬂ?e apparatus 200
also incluthts akussrinerfacaaBcSipe iptoodssor 66 sty herembodidthasovaritus means including,
for exampiesemBAICEARI 0NaBE Ok A EQacaRsQipacantolias Ve \rifusathemnpRerssngidavices
15ingjudip é@%@gf"{’ﬁ%&%‘ffﬂEﬁéﬁ&%%d@&ﬁ?&%@%n ARl Q%PB!&%HE%HS&&‘CE%G{SQNM circuit),
an FPGA{é %D pr ?él?gmma tlegatte arrgy or a 3} are ccele ator . 3&1 resp ec%to the processor
being an EPEA® A<TE PP TRe I s 1 8y 0e’s &ffﬂ% iy RaFdwareEon %?;red to perform
the operatisHEast ﬁﬁéfﬁr&%‘%@rcgeﬁeage@és&ﬁb% (RereliotRsent XBndrenamisbEirdable the processor

205 is configuredototexi@ctite instructions stored in the memory device 20 210 or instructions otherwise
accessible to the processor 205. Processor 205 may be configured to facilitate communications via the

compunieAlOns NTARS A1 RNeLeAmbIe, contalina einarRATdlor seftuge,noluded n he
e215. T

communications inter e memory devic confi to store varlous information
En i

involved HSEIR S VM&?&R&%W&HW@*%@% i BATaLTR ERaHIF arget and
data sign#taredrnenthationiideavps 2ad iay bachde amiral rbadabiasrorigelinsdiudetaat may
include vaelatiletefido? TTorFlo atile swe NBryhaly bk examfitd, anerriony descen2hfimgagpinclude Random

Access Memaiy Whm&eglagpa@mgsapq/%ﬁ@@& F&AMH%L shra 9{&&%&9@%@%@@ memory,
and4 r the “}«% Fur helratgglb Irm)(s&e ice %10 mle_:% Q%H ﬂfo&P ag lg ngeﬁrg%cylh% dch may be

embeddea &' Yern e, an inc u or'exam emory zll’lras% memory,

magnetic %éﬁ?&%g@@f%@ﬁ%g%ﬁﬁ?ﬂrﬂ ﬂh%{é’v Wéﬁ%ﬁ@%&pé’v ’é]?d“‘}SH?ﬁﬁEhl disc drives
and/or mégiarasessardiatiteanhtior AGdessr the tilcry i RAND; mndorstiveifikellMervryedevice 210 may

include acacheratesforiempop siorageiaf datasdsr tis 1egaxdiveame-t. alh oh sxamgley device 210
may be "E%Q&%Mm{k %CQEQ&%?EQE g&ﬁigured to execute instructions stored in the memory device
20 210 or instructions otherwise accessible to the processor 205, Processor 205 may be configured
to facilitate communications via the communications interface 213 by, for example, controlling

hardware and/or software included in the communications interface 215.

The memory device 210 may be configured to store various information involved in

25  implementing embodiments of the present invention such as, for example, target and data
signatures. The memory device 210 may be a computer-readable storage medium that may
meclude volatile and/or non-volatile memory. For example, memory device 210 may include
Random Access Memory (RAM) including dynamic and/or static RAM, on-chip or off-chip
cache memory, and/or the like. Further, memory device 210 may include non-volatile memory,

30  which may be embedded and/or removable, and may include, for example, read-only memory,
flash memory, magnetic storage devices (e.g., hard disks, floppy disk drives, magnetic tape, etc.),
optical disc drives and/or media, non-volatile random access memory (NVRAM), and/or the like.
Memory device 210 may include a cache area for temporary storage of data. In this regard, some
or all of memory device 210 may be included within the processor 205,

35



WO 2010/07637(_)PCT/F12009/050732 13 Further, the memory device 210 may be configured to store
information, data, applications, computer-readable program code instructions, or the like for enabling
the processor 205 and the apparatus 200 to carry out various functions in accordance with example
embodiment? 8FHEYPdEnt invention. For example, the memory device B¢ FBE B8 @ nfigured to
buffer input data 5for processing by the processor 205. Additionally, or alternatively, the memory
device 210 may be configured to store instructions for execution by the processor 205. The user
interface 225 may be in communication with th& processor 205 to receive user input at the user
interface égg grng{cor tgﬂ}%m\gde o?tﬂyt to a user.as H) exam%It%th{dibI%hvisuall,. 10mechanical or other

. . EVICE e contigured, to store 1 ation, data, a ations . .
output Indica I0NsS. 'F?}e user m%er ace may | C]i'udel or exam fle, a kefbo%ﬁ , @ mouse, ajoystlck, a

display (€Y PHSEEHTNEAIEh RS AsHHETSph SR e kp Sacarbdip s the PTAR S AP &hanisms. In
some examplatenibo dnmantsuheivp lEpobthenuserittecfars 225 mpaychdatinfigtretito present
results ofpeesigiyperiarMes iaqeerdrneanvithiemkadinents of theiiese Myentign: 4aalhe

comryuniggiAIRGILAGR R dBAXPORMATRNIGR.AY TEANHEMPRAIRY HLGINPIRAIAIE, G computer

program grodulpt, ora cotmbinattlortm of r}ardware. and software‘tvhaj;)lés configure receive ‘and/or
transmit G52 FOTIRS & HEttORE SRET 'She STHEPHRYIBS PR A0 Tn communication with the

apparatus 200. In this regard, the communication interface 215 may 20include, for example, an
antenna, Bhtrasisnittehca 12t eive hedikansoeivertiand/oh guppoctingttdiwasesiiralsdinga processor or

a comput@k pediasRroguckfanenahing commupisations with-netwerk.220. 19ithis regard, network

220,92y Be-R:afba'tARRSE. ALANErNIAE CIatdpieddevse NRMDI HRpAIANS 200 may be one of
manyde%ii(::yst tar’eparto'aoll distributed Nk

dynamic distributed device network (e.g., networ FZG') defined as a
network OSSRV BRI THE e fBHLIETRP (R AGHEBRIPRTSRSABBdiments,
network Z20thsajPexémipifynsgueris-plerasrrentidne vbadiecosnthdiniciion ttestace 215, the
apparatusReBan23scamrbucadtaasith yasious tligroneverk ghtitiesdihedcommetigations interface

215 may hereanfiguieddn g{gg\éil%%ﬁgmmunications in 30 accordance with any wired or wireless
co n)nunication standard. For example, communications interface 215 may be configured to provide

for communications in accordance with second- generation (20) wireless communication protocols
15-136 (tim@ awﬁ;mﬂﬂmrgeé@eg%fa may be any device or means embodied in either hardware, a
computer program product, or a combination of hardware and software that is configured to

receive and/or transmit data from/to a network and/or any other device or module in
communication with the apparatus 200. In this regard, the communication interface 215 may

20 include, for example, an antenna, a transmitter, a receiver, a transceiver and/or supporting
hardware, including a processor or a computer program product for enabling communications
with network 220. In this regard, network 220 may be a smart space or other dynamic
distributed device network. Apparatus 200 may be one of many devices that are part of a
dynamic distributed device network (e.g., network 220) defined as a network where devices

25 leave or enter the network at any time. In some example embodiments, network 220 may
exemplify a peer-to-peer connection. Via the communication interface 213, the apparatus 200
may communicate with various other network entities.

The communications interface 215 may be configured to provide for communications in

30 accordance with any wired or wireless communication standard. For example, communications
interface 215 may be configured to provide for communications in accordance with second-
generation (2G) wireless communication protocols IS-136 (time division multiple access
(TDMA)), GSM (global system for mobile communication), 18-95 (code division multiple
access (CDMAY)), third-generation (3G) wireless communication protocols, such as Universal

35  Mobile Telecommunications System (UMTS), CDMA2000, wideband CDMA (WCDMA) and
time division-synchronous CDMA (TD-SCDMA), 3.9 generation (3.9G) wireless



(TDMA)), GSM (global system for mobile communication), 1S-95 (code division multiple access
(CDMA)), third-generation (30) wireless communication protocols, such as Universal 35 Mobile
Telecommunlcatlons System (UMTS), CDMA2000, wideband CDMA (WCDMA and tim

division- syn 6é\%MA (TD-SCDMA), 3.9 generation (3.90) wirelesE® 009/0;’0732
2010/076370PCT/F12009/050732 14 communication protocols, such as Evolved Universal Terrestrial
Radio Access Network (EUTRAN), with fourth-generation (40) wireless communication protocols,
international mobile telecommunications advddced (IMT-Advanced) protocols, Long Term Evolution

(LTE) protocols mdUd'Bfr%to 1 q%%\éﬁ‘m? ok ék{%}llke Flfﬂrther c&agn&ur}&cgg%%s %nte[{fﬁe 215 may be
5conf|gure310 prowdne or comimunications i accordance with techmques such as r example, radio ..

trequencly (A IrtEAh b IRCSRF Sy 47 b e B B RS BB G e T,
includingtt¢aninterabimioures! susi S YEEAISOR AN feotpccd02.ainl goptventgo 2y, 802.11n, etc.),
wireless |peal-aremadeting iki\HAdN) daroliage Iskavarle lister opearatidityoior imictowave mecess (WiIMAX)

techniques @&Iﬁgﬁm@f%%Me&wﬂsg&ﬁmgMr%w?mewam@%?%ﬁshnIques such
as IEEE 80 2.1, %gceT h& T eéjglr% |debandf(UW the like. The s ure synthesizer 240

and the query m nagye ratu% 00nia i Omealt;fféc%trWdiéf\(\a’/h?:t’b & 96(% i&d in hardware, a

computefShaHEhH 1]5?8&!&’&% WFé d%%ﬁﬁ@%?%@%%@%ﬂ%%éﬂé 80k s iotbssor 205
implemefig softwareinstrs ttiehsor wivardWale/donfigtreds prockssomr@g5sthiay istconfigured to carry

out the fupgtions. ohtba SigNatue)syahpsizenddt apeittheq Ul Manageredsms described herein.
In arhexample. %@Jaﬁﬁw}%@éhﬁh&&@&%%%%ﬁem% IRGIYS A" BIPENNiSS SRRl fhevgignature

synthesmer; g(? he query manager 245. In various example embodiments, the signature
synthesi@fifﬁ@‘é}i or the query manager 20245 may reside on differing apparatuses such that some
or all of the functionality of the signature synthesizer 240 and/or the query manager 245 may be
performetitayiarfitsicappikains, 2ifdidehremain denafdie furfctipaality Dithe:gignatyrecsynthesizer 240

and/or thg.QUeRHMANRGRMZAR M @&ﬁﬁﬁt@r}mﬁﬁa@p@m&r RS ALK ARRAIAINSRS: ol he signature
syn S|zer 240 may be conggourg&to r ce ive.a qg and g‘taerate a ‘?cgwgartlalfclos%e of the data

|dent|f|ed BWﬁe aS'PE{}eCCSI nature Yesi rr%la?q also be contigured to syﬁuﬁesme a data

S|gnaturel’83fcﬁ§%"r Bﬁfﬁ%\f’%\’éﬁ%@d\}i‘écﬁ?’ @Réﬁ%f@n%bﬁfﬁlﬁ‘é wy%?ﬁ%t@%ﬁ%%ﬁs In this regard,
the data sighatiedneay thenageirtétiosilsieepedyioriml bxpressiopc Fupdimehe Hatuosignature may be
orthogonabiargmeledata Gignaiwes genaaias 30rfromiemeie aastidbe s uirsy haaegee example

embod'm%tsm%{&mgn%%ﬁimﬁ% MRYiRe.0engraledion eiheraemole deyies.and/or
proggp)sso&i hat are. ggrt %% ynamic dlstrlbut device netwoggh‘;l'gle 1911 tyref%ynthesaer 204 may

i at s
-also be contigired’to storé the datd Signa ?J?%Cm an information store fory device 210)

within the dyhaisie HemIiReeavuTER lﬁﬁfe\%ﬂz‘*ﬁm@@fﬁé RGPS B ﬁﬁ@?ﬂguth@g}g ture
synthesizem2#@ameyodfurtioer i35 cdtiiguigeditos reasiintaesiZe trd/datee signatureasydisily, irregularly,
and/or in gRgpRIREdEm ALY one or more other apparatuses.

25 The signature synthesizer 240 may be configured to receive a query and generate a local partial
closure of the data identified by the query. The signature synthesizer 240 may also be
configured to synthesize a data signature of the local partial closure via, for example, cyclotomic
polynomial extensions. In this regard, the data signatare may be an irreducible polynomial
expression. Further, the data signature may be orthogonal to remote data signatures generated

3¢ from remote partial closurss. In some example embodiments, the remote data signatures may be
generated on other, remote devices and/or processors that are part of a dynamic distributed
device network. The signature synthesizer 204 may also be configured to store the data signature
in an information store (e.g., the memory device 210) within the dynamic distributed device
network. In some example embodiments, the signature synthesizer 240 may be further

35  configured to re-synthesize the data signature regularly, rregularly, and/or in response to, for
example, changes in the data identified by the query or changes in the topology of the network.



example, changes in the data identified by the query or changes in the topology of the network. WO
2010/076370PCT/F12009/050732 15 The signature synthesizer 240 may be therefore configured to

maintain and update data signatures in preparation for subsequent queri}gsTsz% guery.manager 245
may be conwg(wg}d”%‘mf]ndle gueries of data and the retrieval of query 5resUtE R thiS regard, query

manager 245 may be configured to receive a query from, for example, a node implemented on a
device connected to network 220. The query manager 245 may be further configured to generate a
target signature based on the query. In somelexample embodiments, the target signature may be a

transformation_of the uer .int(} irregu%ilble olgnqmial ﬁ(oores_stion fo(rirH.&.Q EQ? guery manager 245
may alsr‘c?%‘g sé%?ﬁ‘%rﬁrsegg S%%S%téﬂga Sast a?lrst%g) and a second IH%IFaaé?g&ﬁlatuI?eatfase‘a on the target

signature AR By KRR AR R WEW A8Ftvork. In this regard, in some example embodiments,

the query manager 245 is configured to transmit the target signature to a plurality of processors. The
progessorﬁerqawaﬁaﬁgwdm B @aﬁkﬁgieeﬂ ‘Ebﬁlwmh? deyite s fliatane] gartofithel dygamic distriputed
devige nelyork. 1A RIOLESROY IR AERRILEF 306 (I8! SIIRBIMER (BrlteREALERSPHARYNaY be configured
to compare thef t%r?e& sgnﬁture t(a dagadg‘l’g&a(;[urreig W p(;rgl an |g]l1;(§r58att%n sltlore access %E to the
processosr)é‘ifn iden ﬁayea1 RrateR IR this regard, thedata signatires may bé 8|r§perse%‘§ within the dynamic

distributeBed N 8 herrarie urHbie BPsrEion Bratie gntasi Gt radin ine BasuBcsTEMEpersion
algorithnetitatdprevidebeda2grnifpamdisperisiortofdatasignafithe swamd fotouandedyied data (e.g., partial
closures)etyacnan-ipHasmiskewed dispersion of data signatures. Further, the query manager 245
may be configured to receive data signatures (e.g., a first and at least a second data signature) from at

least or_we@%the luralit (;{lgroces%)r withip the %namicfgris?gribgﬁd gle icg_ gletgvf%[{k In some example
embodimetite"t nﬂﬁ?@ g %g’ﬁéra 4518 lr*célgéﬂl g’ﬁ%t%? 8P d 4t S/ﬁ‘a%‘uPS fofn an 25information
store acceSHIBiE bysedonpsaraeis ZostusnpiiEg aAmGHENSRYEddciispletiEtted bRiemory device
210. Therclatal Signaturesiqiatechbyithagubeyymanagen2dHmay b pueduciblepolythomial
expressigng I he.Aala RIgNAIES Ty Rave Reengeparalad by trrralssmiac.os edieing the data 300f
partial dafg,c| e%‘i‘éeesst}';g%%-!!r%gruc%gle RElyDO! %EE'BI%%&%E? SN Vigyfor gxar!)'&%‘éor‘%‘%'&t& pigepolynomial
extensions. € query manager f5 ay also be con ilgured to com ITII)e at feas,t two data signatures
(e.g., a filst Had §1§Jﬁ§%?éea%ﬁ5’%%&6%&¥@a‘%ﬁ%?§r&ﬁ%ﬁéb‘ff6‘ errrRREe A HeHSEEHHES bgnature. The
deductiveadatiesignatirdhinay bicameiresemncatorsobla fulbhd araccksstrts, TipwiGleneeianager 245 may
be furthemgonfigudr et it aamnbing datasigninipessdhatharehedhegonaliioiBheadbvathestfe k., a first data
Sig”aturerﬂ?:a&iﬁkﬁé?ﬁb‘ﬁ’g%@'dtﬁa%@%%@& %Eab%ig%%%ﬁ)a &%ﬁ/&gﬁgﬂ%lgeréthm that provides a
20 uniform dispersion of data signatures and/or underlying data (e.g., partial closures) or a non-
uniform/skewed dispersion of data signatures. Further, the query manager 245 may be
configured to receive data signatures (e.g., a first and at least a second data signature) from at
least one of the plurality of processors within the dynamic distributed device network. In some
example embodiments, the query manager 245 may receive one or more data signatures from an
25  information store accessible by the apparatus 200, such as an information store implemented on
memory device 210,

The data signatures located by the query manager 245 may be irreducible polynomial
expressions. The data signatures may have been generated by transforming or reducing the data
30  ofpartial data closures into irreducible polynomial expressions via, for example, cyclotomic
polynomial extensions. The query manager 245 may also be configured to combine at least two
data signatures (e.g., a first data signature and a second data signature) to generate a deductive
data signature. The deductive data signature may be a representation of a full data closure. The
query manager 245 may be further configured to combine data signatures that are orthogonal to
35 cachother (c.g., a first data signature that is orthogonal to a second data signature). In various



WO 2010/076370PCT/F12009/050732 16 example embodiments, the query manager 245 is also
configured to transform the deductive data signature into a full data closure to satisfy a query. FIG. 3
and FIG. 1, described above, illustrate flowcharts of a system, method, and computer S5program
product accgfgiﬁ(aqjg"&%?mple embodiments of the invention. It will be unﬁ%}ﬁgggsf A ¥ach block,
step, or operation of the flowcharts, and/or combinations of blocks, steps, or operations in the
flowcharts, may be implemented by various means. Example means for implementing the blocks,
steps, or operations of the flowcharts, and/or 8@mbinations: of the blocks, steps or operations in the
flowcharts Inglyde hiareare [Imare, andion compIel 0 RiegremRIRduchingluding aymemory
device stquné’on,e or more computer prog%am code Instruc ons, program Instructions, or executable
computef FEATEDIR O rIGAHH AR St ohe IS mple means for implementing the blocks, steps, or
operations of the flowcharts, and/or combinations of the blocks, steps or operations in the flowchart

also inclutde 3 pradassal &chited theveraeesses 20bchbhe @roeasanl matydome@mpiesrbe configured to
perfarm &n%}%?aﬁ@%eea ARG LA dhe parationsiRfi G LyiPgifosmingRadivate

implemeniof ipgieal funclions, exeqHing Stored nstetions; of execiting,alderiifms for performing
each of tR& 0peratong: AtErhative y, an examplé apparatus may comprise fmeans tor performing each

of the op@PSLIGRESIP the HROVFEREFENTH RS Rieara e QROTRHITy B SR XatApIRleRBYfRent, examples of
means fompénformingthéloper sttonsof Fai@icharfdlerfthedpasativiier ob ElBw8dnchdids; for example, the
20processgid0R e oh iR RrAces IRRKeRY NG ANAIGOHIB N fakRFOGRSsHRgIRiRBIation as

desgyibe .r%?l%xéfgm&&%ﬁlgfgﬁge%ﬂé% 8440 BAONIDE ED: MANAG S Adam D gpe example

embodiment, one or more of tihe procedures described herein embo é) .a computer program
product IHETEAAG BrBBFHT BHE ISR A GAS T 8 S YR, O BB 2088 KR Ulons which
embody fhesprieagare s ssplipea g dinesks bdcsto B aNsybPBrRA thsdHp Byt Yuch as memory
device 210nmianappdratitSuctieas apparativs106haihcekecutedibylalprqressenr sudhaas the
processof2dR,AsWIhBe AR nARYISHERRINY R Lade s yRiRRS MayRedeaded onto a
computet prACESHor,of et PLOYAMMARIe. APRAIRILE (80 RIAGESAL. A5 MIPMARevice 210) o
produce a machine w |<;CH), In turn, includes rﬁeans, Sbtor imp eme_I?wtlng the Lﬁ'ICtIOI’IS, specified in the
flowchar HIEHE ST SEBAS SOBh SrAHG LT eSSBS SR BT EhoEhPR e e RESd AP gram code
instructioA$aret ey, storsdmn epoprputenaeeriabiiscstorag donudiomitmtashof theovonipuker, a
processosf feathetipregratiablardppatadis to fanstien inempatiistdarcmanner o tumehnthiat the

instructiopns Riied iRDELRMRYIBE S A0ARIR SRy age MEAIUFFREOsURe, AP, Asticla,phmanufacture which

alscg)w rovides means glplement 35the functlopg 5,%%@‘9(1 in the flow art%otl)llgsck(s), step(s), or

which i
iorSCe39% Sohat e grocessor executing an a or processing informa
operatlorgsf}. The program co . ‘
escribed above, the signature synthesizer 240 and/or the query manager 245.

In one example embodiment, one or more of the procedures described herein are embodied by a
computer program produact including program code instructions. In this regard, the program

25 code instructions which embody the procedures described herein may be stored by or on a
memory device, such as memory device 210, of an apparatus, such as apparatus 200, and
executed by a processor, such as the processor 205. As will be appreciated, any such program
code instructions may be loaded onto a computer, processor, or other programmable apparatus
(e.g.; processor 205, memory device 210) to produoe a-'maching which, in turn, includes means

30  for implementing the functions specified in the flowcharts’ block(s), step(s), or operation(s). In
some example embodiments, these program code instructions are also stored in a computer-
readable storage medium that directs a computer, a processor, or other programmable apparatus
to function in a particular manner, such that the instructions stored in the computer-readable
storage medium produce an article of manufacture which also provides means which implement

35  the function specified in the flowcharts’ block(s), step(s), or operation{s). The program code

instructions may also be loaded onto a computer, processor, or other programmable apparatus to



instructions may also be loaded onto a computer, processor, or other programmable apparatus to WO
2010/076370PCT/F12009/050732 17 cause a series of operational steps to be performed on or by the
computer, processor, or other programmable apparatus to produce a computer-implemented process
such that th&" l‘%gf’ﬂ%ﬁgﬁ@ which execute on the computer, processor, or 8@%%?8%{?’8%?%@@
apparatus provide steps for implementing the functions specified in the flowcharts' block(s), step(s), or
operation(s). 5 Accordingly, blocks, steps, or operations of the flowcharts support combinations of
means for performing the specified functions, iombinations of steps for performing the specified
functions andéosrgl%r%? cod% instr cticg1 for rformin%rtgetﬁgecifie functions, It Willhalso be

¢a operational steps to etftormied on mpUier, Processor, of other
understood%ﬁat, In. some exampie éam (0] n%ents, one or more BO(‘R(S, sleps, or operatllons of the

flowchart OB B N6 AIBTHABE AR P BI6ER S OBtRBE - BP Y B Rt HE SRR O W B P Hilemented by
special putposexherdwalibelsasadico Ppotetosysteihes oropravessdr snphiehisaaeiordnsthes $precified
functionsinprieps;ar e mbinationscfispaciat pumosaharcwane ek pragrameads instructions. FIG. 3
depigts a flowchart describing an example method for determining data signatures in a 15dynamic

distributed devijce network. According, to varioys example embodiments, the operations of FIG. 3 are
porformen By e B0 R 2 S LA PR e Tt GLalaEhs of FIG. 3.
At 300, tH& |@ﬁ¥@m€&¢rf&m&e§5réeabﬁﬂﬁianﬁ&%ﬁﬁpéraravﬁfwgfo%émgﬁﬁ&a%@ 20partial
closure ofrdigiermientifid ibstiitre dirstaueriorii 320 apdata dignatione. niayibelsyhthesizedddom the local
data closti, iis5aRExexa PRI e IBesNaRIs e dalRISInNaiure tRay-hensyithe sizechtough the use

Of cyglotaic. AANAABIRPHISIRI NS, The:fald; SR MA%RR anIERUaRI POl expression

and the data signature may be orthogonal to one or more remoté data Signatures ‘generated from
remote pEHETC DGR ENA GRS FREHRETT S 9 08 < M BB Wghature i an
informatiGhsétByechatid g ipRapiit st ipursscdenbaisendone sEBaplctistaikdfsle method may begin
again at 300 or subsequent to 300, such as at 320, so as to re-synthesize or update the data signature
based onpfgr xample. rhangrsitnadataQnaprNgasdn ietaralomy: ehibe naiwerk, 30 As part of a
quep progedre Iareliievs s daia ety he exampiametid LFIG: nassardinge some example
embodlmeynts,_also Includes receiving a second qliery at é‘ﬁé‘ and generating a target signature based
on the quB%I°a56! 366 tRe BATHRY MiemiperiitialesBichdh st fieaby 4MEBIATH Signature and a
second deadaigribrvreistsedRlthe target signature. In this regard, the first and second data
signatures may be irreducible polynomial expressions. The irreducible 35polynomial expressions may

have beegy g@ﬂ%@f’a@%@ﬁ%ﬁ%@ H@ﬁd&%@&@vﬁg Q@Iﬂé@-hg@r’jaand, at 310, generating a local

20 partial closure of data identified by the first query. At 320, a data signature may be synthesized
from the local data closure. In some example embodiments, the data signature may be
synthesized through the use of cyclotomic polynomial extensions. The data signature may be an
irreducible polynomial expression and the data signature may be orthogonal to one or more
remote data signatures generated from remote partial closures, Further, the example method may

25  include storing the data signature in an information store within a dynamic distributed device
network. At 330, the example method may begin again at 300 or subseguent to 300, such as at
320, so as to re-synthesize or update the data signatore based on, for example, changes i the

data or changes in the topology of the network.

30  Aspart of a query procedure to retrieve a data set, the cxample methed of FIG. 3, according to
some example embodiments, also includes receiving a second query at 340 and generating a
target signature based on the query at 350. At 360, the example method includes locating at least
a first data signature and a second data signature based on the target signature. In this regard, the
first and second data signatures may be irreducible polynomial expressions. The irreducible

35  polynomial expressions may have been generated by synthesizing respective partial data

closures. For example, in some example embodiments, the partial data closures are synthesized



closures. For example, in some example embodiments, the partial data closures are synthesized WO
2010/076370PCT/F12009/050732 18 via cyclotomic polynomial extensions to generate the irreducible
polynomial expressions, or data signatures. In some example embodiments, locating data signatures
may include%%éﬂ]r%o@ﬂg signatures that have been dispersed in a dynaﬁﬁé/EE{’r‘lﬁﬁggﬁﬁevice network
in accordance with a uniform or skewed/non-uniform dispersion algorithm. Further, locating data
signatures may 5 include transmitting the target signature to a plurality of processors within a dynamic
distributed device network and/or receiving dakt& signatures from one of the plurality of processors
within a cynamic distibuid deyice network AL 370y e example Method further comprises combining
a first data signature With a4 Secon %“c)lasta gnature fo generafsepa e uc%ivepdﬁatqaosf’gﬁa ure. The
deductive §3E SN ST HTIT P T ERsAtR Bt ERSdR BeratMBsA. s liKik lpsatRg ddsome
example gmbbuiméntdathdenethodriartine: iyohmlestivaibsfodmingthetdeducte ddtacsigiature into a
full data clasure af 380 ¢0/satishirarsurtyerdbany-mediffieationsenshethes ambaginans of the

invengiong, sehfarhdarain wilcome: i miadde one.skilledin e a4 W Rish eSS aNERtgns pertain
having thg benefl% of the S?a.chln S prg?si_enlreqtln_thgfore#mggﬂdejc‘rl ttlo and the as%oc[ated
drawings: Thérefore, it15 10 be tndersisodsiar the inVehticns afa ot 1o bB eSS thE &pecific
embodimé&maicdivsbitehd stF@dications and other embodiments are intended to be included

within the scope of the 20appended claims. Moreover, although the foregoing descriptions and the
associatesh dravvings: depr therexamiler eBMRim el iniAle saitext abaatiain AxamRIsgombinations of
e'efﬁ‘ﬁntsc%&d!%fré ‘dﬂ%‘tﬂg%é

g;%gﬁHL%&%@&E%%%B%%Q%QNE%@ gogpinations.of glements and/or

functions may ernative_embodiments without de artmg%rom the scope of the

)rovi (

appendeaeers%m’ééﬁﬂntﬂ?sai A PP St dREBTEP SOOI EBIS BP RS s RinafoR S5 functions
other thafHissénehadie ittynalosainsad cabsdvetiaredals o gutenipaaddlbdrinalp heese B forth satisbme of the
appended glaims. Although specific terms are employed herein, they are used in a generic and
descriptive sense only and not for purposes of limitation. 19 WHAT IS CLAIMED IS: 1. An apparatus

e e AL SRS A Bl A RSO ETRS g Pt

to one skilled in the art to which these invéntions pertain having the benefit of the teachings
presented in the foregoing descriptions and the associated drawings. Therefore, it is to be
understood that the inventions are not to be limited to the specific embodiments disclosed and
that modifications and other embodiments are intended to be included within the scope of the

20 appended claims, Moreover, although the foregoing descriptions and the assoctated drawings
describe example embodiments in the context of certain example combinations of elements
and/or functions, it should be appreciated that different combinations of elements and/or
functions may be provided by alternative embodiments without departing from the scope of the

appended claims. In this regard, for example, different combinations of elements and/or

3]
L

functions other than those explicitly described above are also contemplated as may be set forth in
some of the appended claims. Although specific terms are employed herein, they are used ina
generic and descriptive sense only and not for purposes of limitation.



synthesize a data signature of the local partial closure, the data signature being an irreducible _
polynomial expression, and the data signature being orthogonal to remote data signatures generated
from remote partial closures; and provrdfgfor storage of the data signature in an information store
within a dynamic 10distributed device network. 2. The apparatus of claim 1, wherein the processor
configuves AT Spnthiesiz¢ahdtlata signature includes being configured to synthesize the data signature
via cyclotomic polynomial extensions. 15 3. The apparatus of any of claims 1-2, wherein the
processor is further conflgured to re-synthesize the dat nature %ﬁ%%ﬁﬁ% se to changes in the data

identified by tHe first GHERPPAFLBRHPSASSF &R £ Seix] K& processor is further
configured Zomcm@eﬁ\iéfﬁ gexIohd query; generate a target signature based on the second query;

locate at leastafiskéatasiDpatiseRpgaserong datamsigaatyrebased@irigast in parton  the target

signature, the fj t 0 I 5combine the
first data si ?’l}?&elgv%% %%Qge%%%%@dg%qé?natu eto égﬁoegr%%e%%dgedu %gg%;gtg srﬁlg| qaltzure the
deductit&® %gg@qgfﬁ?@ﬁé?@ﬁﬁ%ﬁe% & RO ERIT e e thaeonal & W?ﬁbﬁi’atus of claim 4,
whereinithetpres essorisdirthersonrifigered thotnemsfent the deductive data signature into a full data

closure to Satlﬁwﬂfe ahenRsr3Q of 1 -diheeRparatuSAf AR RhlaiNS AaWDE BiRthR processor

cQ frguqe eVEQS frr&)tv Eta signature and the second data signature includes being configured to
ive the r da a srgnature from one of a plurality of processors within a dynamic distributed device
network. 20 7.The apparatus of any of claims 1-6 further comprising a memory device, the memory

device storingZzomput@rergadeahia pfogiani coblerdnsthtationssancasdibledd theyptiacesse: fdata
configugng. Hie.RHAGRRIWeinS cht ARPRIAYS AEARY AE @m&w@wmt&m@@@%ﬁmpms a

mobile
extensions.

15
3. The apparatus of any of claims 1-2, wherein the processor 1s further configured to
re-synthesize the data signature in response to changes in the data identified by the first query.

4. The apparatus of any of claims 1-3, wherein the processor is further configured
20 to:
receive a second query,
generate a target signature based on the second query;
locate at least a first data signature and a second data signature based at least in part on
the target signature, the first data signature being orthogonal to the second data signature; and
25 combine the first data signature with the second data signature to generate a deductive
data signature, the deductive data signature being a representation of a full data closure.

5. The apparatus of claim 4, wherein the processor is further configured to transform
the deduciive data signature into a full data closure to satisfy the query.
30
6. The apparatus of any of ciaims 4-5, wherein the processor configured to locate the
first data signature and the second data signature includes being configured to receive the first
data signature from one of a plurality of processors within a dynamic distributed device network.



terminal. 9. A computer program product comprising at least one computer-readable storage
medium having executable computer-readable program code instructions stored therein, the
10computer-readable program code instructions configured to: receive a first query; generate a local
partial closure of the data identified by the firsZ@uery; synthesize a data signature of the local partial

closure, the da}a Siv ture begrggs%?glrlregygfgll%goﬁl omial e>$ression, and theddata stlgnature being
orthogonal to rémote data Losignatures generated trom remote partal losuresatd: ™€ provide for
storage BFHHEHATH SO e PRI fEdRRRIe POt BSHY AeRIceERsRaiutd teulceceistivork.
10. Thefootpiitarjprodrapcpesduct of claim 9, wherein the computer-readable 20program code
instructions configured to synthesize the data signature include being configured to synthesize the
data signature via cyg¢lotomic polynpmial extensions. .11. The computer program product of any
of claims 9-103where etﬁgp%%‘l‘g Foredl %ﬁﬁ‘ﬁ%@gﬁ%ﬁ@ﬁ@m&%ﬁg%ﬂﬁﬁﬁ%ﬁ lured to
re-syntHesiigahe data signature in 25response to changes in the data identified by the first query.
12. The computer program product of any of claims 9-11, wherein the computer-readable program

code instructions are ' : i {=1000) ry; 30generate rget signature
based on the Z%cond‘%uégér ;ug&l}%gc%%%gé&tg%&ags‘?tpggﬁétr%%lga%%%ga%}r% an pﬁ%e%%%%%%%ﬁ%%%ature

based dPRERSTIATIARE SHeHRARYT GOPABITETTRS e IRT BIE SoS HtHEH BRI i E HBEEHAI S the second
daté sigratpresareddablecooiyime ¢hde firstrdatiasignafigeadith: the second data signature to generate a
deductive data-gigRatuesihg.geductive data signature being a representation of a full data closure. 21

13. The compyer.pioqral, product ofelain 12, Mhereln.the computer-feadable program code
instructions ar& further configured to transtorm the deductive data Signature’into a full data closure to
satisfy the quesry?theszze a data signature of the local partial closure, the data signature being an
irreducible polynomial expression, and the data signature being orthogonal to remote data
I5  signatures generated from remote partial closures; and
provide for storage of the data signature in an information store within a dynamic

distributed device network.

10. The computer program product of claim 9, wherein the computer-readable
20 program code instructions configured fo synthesize the data signature inciude being configured
to synthesize the data signature via cyclotomic polynomial extensions.
11, The computer program product of any of claims 9-10, wherein the computer-
readable program code instructions is further configured to re-synthesize the data signature in
25  response to changes in the data identified by the first query. |

12, The computer program product of any of claims 9-11, wherein the computer- |
readable program code instructions are further configured to: '
recelve a second guery;
30 generate a target signature based on the second query;
locate at least a first data signature and a second data signature based at least in part on
the target signatare, the first data signature being orthogonal to the second data signature; and
combine the first data signature with the second data signature to generate a deductive
data signature, the deductive data signature being a representation of a full data closure.
35



14. A method comprising: receiving a first query; generating a local partial closure of the data identified
by the first query; synthesizing, via a processor, a data signature of the local partial closure, the
data signature being an irreducible polynomial expression, and the data signature being orthogonal to
10remote data signatures generated from remiite partial closures; and providing for storage of the

data signature jn an iiiﬁrmatlon store within ;‘fﬁ%&?«glc di r|b ted dewce network. 15. The method

of claim 14, wherein syfthegIiTg MesiEhRLR E?g}ﬁ e SompRsrerdePgnature via
cyclotone gemfofs dtwsuersioas: furthes cabicmed o drafsimyndheldids i ve 15tHaigdienromprising

re-synthagizing thedata sigiestdie dadgsponse to changes in the data identified by the first query.
2017.The method of any of claims 14 -16 further comprising: receiving a second query; generating a
target signature based on the second query; locating at least a first data signature and a second dam
sigmature baself'at leASEFHEFRPIHE target signature, the first data signature being orthogonal to
the second datsiynatarersande2Bcombining the first data signature with the second data signature to

generate a dedigiveiSlata GNAHIE. am@@@gp@uv&aqz@mtqum Jgpresentation of a full data
closure. 18. The rHilethod of claim 17 further p%_‘stln tﬁgsfor (ieduct f%}ta signature into

a full data closﬁn 0 sa?% y thak ue? A %\ aratus cor%lpor?a rﬁ ans ror fﬁ‘nng the method
of any of \€RfAE Paing an m‘edumb e polynormal expression, and the data signature being orthogonal to

10 remote data signatures generated from remote partial closures; and
providing for storage of the data signature in an information store within a dynamic
distributed device network.

15. The method of claim 14, wherein synthesizing the data signature includes
15  synthesizing the data signature via cyciotomic polynomial extensions.

16.  The method of any of claims 14-15 further comprising re-synthesizing the data
signature in response to changes in the data identified by the first query.

20 17.  The method of any of claims 14 -16 further comprising:
receiving a second query;
generafing a target signature based on the second query;
locating at least a first data signature and a second data signature based at least in part on
the target signature, the first data signature being orthogonal to the second data signature; and
25 combining the first data signature with the second data signature to generate a deductive
data signature, the deductive data signature being a representation of a full data closure.

18.  The method of claim 17 further comprising transforming the deductive data
signature into a full data closure to satisfy the query.
30

19, An apparatus comprising means for performing the method of any of claims 14-
18. '
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