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RECEIVE AN AUTHORIZATION REQUEST MESSAGE COMPRISING AN
FIRST IDENTIFIER AND AN ENCRYPTED IDENTIFIER 802

VERIFY REQUESTOR TYPE ASSOCIATED WITH REQUESTOR 804

Y

UTILIZE THE FIRST IDENTIFIER TO OBTAIN AN EXPECTED IDENTIFIER
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Y

GENERATE A DECRYPTED IDENTIFIER FROM THE ENCRYPTED
IDENTIFIER UTILIZING A DERIVATION KEY DERIVED FROM A PORTION
OF THE FIRST IDENTIFIER 808

VERIFY THAT THE DECRYPTED IDENTIFIER MATCHES THE
EXPECTED IDENTIFIER 5810

A

PROCESS THE MESSAGE UTILIZING THE DECRYPTED IDENTIFIER
5812
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RECEIVE A MESSAGE COMPRISING AN OBFUSCATED IDENTIFIER
AND AN ENCRYPTED IDENTIFIER 902

Y

IDENTIFY THAT THE MESSAGE COMPRISES THE ENCRYPTED VALUE
5904

Y

GENERATE A DECRYPTED IDENTIFIER UTILIZING THE ENCRYPTED
IDENTIFIER AND A UNIQUE DERIVATION KEY 906

Y

PROCESS THE MESSAGE UTILIZING THE DECRYPTED IDENTIFIER
5908
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