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2004/ 05746 the6cdsm e wal@0Zining important secret data

(referred hereafter as original data), there are potential
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25 proportional fo the number of division with respect to the
original data. Thus there has been a problem that it is
| impractical to realize the conventional method by using the
computer. '
Also, in the conventional method described above, a
30 unit of processing for the division calculation is set up
in order to secure the secrecy of the data, but this unit
of processing for the division calculation requlres a
certain data length, and there has been a problem that the
division calculation cannot be carried out at arbitrary

35 unit of processing.
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According to another aspect of the present invention
there is provided a data division device for dividing
original data into as many divided data as a desired number
of division by using a prescribed processing unit bit

35 length, comprising: an original partlal data generation
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BRIEF DESCRIPTION OF THE DRAWINGS

20

Fig. 1 is a block diagram showing a system
configuration including a data division device for.
realizing a data division method according to one
embodiment of the present invention.

2hb Fig. 2 is a flow chart showing a division processing
by the data division device shown in Fig. 1, in the case
where a number of division is three.

Fig. 3 is a diagram showing outline of a division
Processing and a recovery processing in the case of

30 division into three according to one embodiment of the
present invention.

Fig. 4 is a table showing divided partial data and
their definition formula in the case of division into three
according to one embodiment of the present invention.

35 _ Fig. 5 is a flow chart showing a division processing



30 division into three according to one enbodi nent of

the present invention. Fig. 4 is a table show ng
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t he presen nven
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their definition formula in the case of division into three
20 according to still another embodiment of the present
invention.

Fig. 12 is a table showing divided partial data and
their definition formula in the case of division into four
according to still another embodiment of the present

25. invention.

Fig. 13 is a table showing divided partial data and
their definition formula in the case of division into five
according to still another embodiment of the present

invention.
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BEST MODE FOR CARRYING QUT THE INVENTION

Referring now to Fig. 1 to Fig. 13, one embodiment of
35 the data division method and apparatus according to the



their definition formula in the case of division into
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More specifically, the division device 1 comprises a
’7j divided data generation unit 11 for generating a plurality
26 of divided data D from the original data S, an original
data recovery unit 13 for recovering the original data S
from the plurality of the divided data D, a random number
generation unit 15 for generating random number R which is
used in generating the the plurality of the divided data D
30 from the original data S, and a data transmission and
reception unit 17 for transmitting the plurality of the
divided data D generated by the divided data'generation
unit 11 to the plurality of the deposit servers 7a, Tb and
7c through the network 3, or recelving the plurality_of the
35 divided data D from the plurality of the deposit servers
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data recovery unit 13 for recovering the original data
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ori gl nal partial data. mely, the random nunb i'S
respondence to (number of division ~ 1) sets of the

original partial data. Namely, the random number is
generated and partitioned by the processing unit bit length
as (pumber of division - 1) sets of the random number
partial data having a bit 1en§th equal to the processing
unit bit length. In addition, the original data are divided
‘into the divided data in the desired number of division
according to the processing unit bit length, and each one
of these divided data is also generated as (number of
division - 1) sets of divided partial data having a bit
length equal to the processing unit bit length in
correspondence to (number of division - 1} sets of the
original partial data. Namely, each one of the divided data
is generated and partitioned by the processing unit bit
length as {(number of division - 1) sets of the divided
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generated and partitioned by the processing unit bit

l ength as (nunber of division - 1) sets of the random
nunber 25 partial data having a bit length equal to

the processing wunit bit length. In addition, the

o @ramabsieat a are divided into the divided dat a2b Uanuary 2007
t he desired nunber of division according to the

processing unit bit |ength, and each one of these

di vided data is al so generated as (number of 30

di Vi1 d3Fashesing alihitddgnghht panakidia theyipngcassing
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di eashornamf dﬂW@Sl ed dhvisiord i enghseickl obethe original
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variaples i (= 1 n) to n-i
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daf,a 'é%qh@iétgﬁifﬂmﬁelt&e original data Sis

partitione % rocessing unit bit Ilength from
the toYsaRg these e%mﬁrﬁgl%r ithenaripinal alatdat #hearandom

20 seﬂmm&tr: abty, ninderpeh dddsigagat hese A At I stitlents, i.e.
O“h%l g%lggggf partlarlanddaqcm, the random number partial data

and the divided partial data, can be expressed as follows.

Original data S
25 . = (n-1) sets of original partial data S(j)
= S(1), S(2), -« , S{n-1)

Random number R
(n-1) sets of random number partial data R(j)
R(1}, R(2), ==, R(n-1)

i

n sets of divided data = D(1), D(2), =, D{(n)

35



20 nunber data, the divided data, and their

constituents, i.e. the original partial data, the

random nunber partial data and the divided partia

data, can be expressed as follows. Oiginal data S 25
=WOrRoayosgiet s of original partial data S(j) = S(2kJanuary 2007
S(2), ........ , S(n-1) Random nunber R = (n-1) sets

of random nunber partial data R(j) 30 = R(1), R(2),

, R(n-1 t1S1 8k g0 yi =/ D(1 2), -,
35 9 v%%%’él%l?{é%dl%%gﬁ%nﬂ%ﬁé D46y I hach hiviged "
partial udt'd B, Pf3-Bla, 1y, B3, 251, DI, n-1)
D(2,1), DER22)).DpR2M2L) ~r.. D)2,nrl). . - ... .5
D(n,i), D(n.2), ---. D(n,n-1) (i,=1ton), (j =1to

n-i) This enbodinment is characterized by realizing

$he divi dlonldf Phe.dri gi-nal Ddatm-by carrying out the
exclusive 10 OR (XOR) cal cul ation pfid ordsginal ¢4 o1
partial data and the random tr(1un‘oer palr}l?i'al(“]data V\notl.h s
respect to the plurality of partial data in the

pr ocessihhd suambodimerd®rigt khasadesciddiedy aeareziof the

1 | : Sraewty g '

for TRd By " ke ondeitRarteberty reiel SYToRDe arcasive
1GQr iR d&PRparal alalsion &fd thReorbaidoh pambéplpdrts aind the

da:rﬁ.ndoinnnﬁlﬁ@é_ ﬁ?ﬁrﬁiﬁﬂ fa@.;alkwﬁa ciee%.qart achggceﬂyeﬁMmqlty of
me SLN e 0 nom al , an e. res ue .

) PRt Y BIRTe bR i phEolERR R 4hdesoribed
enpddveener Usese tdpecidichldy veosORK(IXERp daftnitidmiformula
WNireBnkd ﬁ&k%ﬁe‘é¥d¥&s§%boﬂ§ZE?ﬁQBEQHEﬁléeioﬁh&% the

onput er%ﬁr ocessl n% so tha es not require a

C *
15, gRighaal it inlgRaker rBR niie ¢ 2@gloBuPERP R Partial data.
pr aaessh s POVRY thiehabdivyi geskdalea eanviet fener aittiod

foﬁs@ng the polynomial and the residue calculation for the

data division processing, this embodiment uses the
exclusive OR (XOR) calculation which is a bit calculation

20 suitable for the computer processing so that it does not
require a high speed and high performance calculation
processing power, the divided data can be generated for a
large capacity data by repeating the simple calculation
processing, and the memory capacity reqﬁired for

25 maintaining the divided data becomes smaller than the.
capacity that is linearly proportiohal to the number of
division. In addition, the divided data can be generated by
the stream processing in which the calculation processing
is carried out sequentially from the top of the data in

30 units of a prescribed arbitrary length.

Note that the exclusive OR (XOR) calculation used in
this embodiment will be denoted by a symbol "#" in the
following description, and the calculation results
according to the calculation rules for different bits of

356 this exclusive OR calculation are as follows.
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| arge capacity data by repeating the sinple

cal cul ation processing, and the nenory capacity
required for 25 maintaining the divided data becones
smal ler than the.. capacity that is linearly
prepetpsmal to the number of division. In addi tédanuary 2007
the divided data can be generated by the stream
processing in which the cal culation processing is:
carried out sequentially fromthe top of the data in
30 units of a prescribed arbitrary I ength. Note that
t he excl uslyel{dR (X@Rputal cfil @td drs wsed in this

embodi neaglxvaiétl% @%eaﬁfed fyoél %%mol ©"in the

foll owi ng descri ption, culation results
accordln@a%%P¥Qﬁ§Q?aF@ﬁPéF|@ﬁ ¥l é§ flor different bits

6f 35 theslexcitishveeSRIcabeulat ijgnoare as fol |l ows.
-10 WD 2004/ 057461 ) 26 January 2007 cal cul ation
result of 0O is O calculation result of 0*i is 1
cal cul atdb¥r r dsufitbeokCR*@alsuletioncatbel atnmorcatasulty and

Of thd éébé%ﬁ%ﬁi@ut&nh6ﬁ§ ARG ?I Hkai%QF tﬁ%@%tﬁcallﬁ proven

tativit the assocliativity

?Fuﬁﬁﬁ|ﬁé&FPV15$o%%#Ft%QHﬁ hopd- f ol | owi ng equati ons
1hold 10 a*b = b*a (a*b)*c = a*(b*c) 15 In addition,
d AapQ,= 0*a = a also hold. Here, a, b and c
represen it sequences of the sane |length, and O
represents a bit sequence consisting of "0" which has

the sammsheRgth as(c) and c. Next, the operation in
this embodiment will be 20 described with references

to the drawings. First, the definition of synbols
luselh ianditréofil cax zhardt endl akngs. 025 = & alsantloWdwiliére, a,

begﬂ%ﬁﬁf'b?gpréggnﬂI%I%(%%qbgghg§t§§ e )sdﬁgziength ‘and 0

represents a bit sequence consisting of "0" which has the

same length as a, b and c.
Next, the operation in this embodiment will be

20 described with references to the drawings. First, the
definition of symbols used in the flow charts of Figs. 2,
5, 8 and 9 will be described.

(1) ;ijA(i) indicates A(1)#A(2)% - #A(n)

25 (2) c(j,1.kK) is an (n-1)x(n-1) matrix which is defined
as a value of the i-th row and the k-th column of
Uln-1,n-11x(P[n-1,n-1]"(j-1)

Then Q{j,i,J} is defined as follows.

R({n-1)xm+k) when c(j,1,k) = 1
0 when ¢(j,i,k) = 0

il

Q(j,i,k)
where m 2 0 is an integer.

(3) U[n,n] is an nxn matrix with u(i,j) indicating a
35 value of the 1-th row and the j-th column given by:
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25 (2) c(j,i,k) is an (n-1)x(n-1) matrix which is

defined as a value of the i-th row and the k-th

“colum of Un-1,n-11x(P[n-1,n-1]1"(j-1) Then Qj.,i,j)

is defined as foll ows. 30 QJ,i, k) = R((n 1)xnwk) when
c(j,ivk) =1 Qj,i,k) =0 when c(j,i,k) =0 whez@Jdivdry 2007
Ois an i nt eger. (3) U[n n] is an nxn natrlx W th

u(i,j) indicating a 35 value of the i-th row and the

j-th colum given by: -11 26 January 2007 wu(i,j) =1

when i+ 5 n+l = u(i,j) =0 mhen,i+j >n+l 5 and this
matrix will be referred to as an "upper triangul ar

matrix". More spgcif Yoot BIS, |s a matrix such as

the fo||own§§’|€’ ilqv?uii"fb =1101 Il 1
0011°11% 511“0 fU[WEfﬂ;.*L)J‘+j 15“}100 100 0 (4)

P[n,n] is an nxn matrix with p(i,j) indicating a

val ue 50faplgheni s twd tF SWWwand Heh eyt Ba oed WeTergi"ugperbysidkular

p(i, J) ?na%rx\%j Mlore s%ﬁéifal%%i%jﬁ) tﬁi; 1%9”1:1&{111'Fxnsuch1 as the

p(i,J) =0 Otherw se s matriXx
ref err edolbo%digan "rotation matrix". More
specifically, this is a matrix such as the follow ng.

30 111
10 Ui3,3] = j110

100

vn',-

1111
1110
1100
1000

Ul4.4]
15

(4) PIn,n] is an nxn matriz with p{i,j) indicating a
value of the i-th row and the j-th colummn given by:

20
pi{i,J) = 1 when j = i+l
p(i,j) = 1 when 1 =0, j = 1
p(i,J) = 0 otherwise

95 and this matrix will be referred to as an "rotation
matrix”. More specifically, this is a matrix such as the

following.

30

.~ 35
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35 -12 WD 2004/057461 26 January 2007 010 P[ 3, 3]
1001 100 00~ 50100 P[44 =0010 000
1 1000 10 Wien this rotation matrix is nmultiplied
to another matrix fromthe right side, this rotation
mat WP ROMA 46 ef fect of shifting the first col upgJasuary 2007
the second colum, the second colum to the third
colum, n-1-th colum to the n-th 15 colum, and n-th
colum to the first colum in that another matrix. In
ot her words, when fhe trix Pis multiplied to
another matrix fropfth@|right side for plural tines,
each col Bif3. 8% 4 hat cangt her matrix wll be "r ot at ed"
towards the right/dirg¢tion as nuch as that plura
times. 20 (5) Wien A and B are nxn matrices, AxB

i ndi cates a product of matrices A and B. The
calculation rule fferz @ onents of the matrices is
the same as the orﬂ mat hematics. (6) Wien Ais
an nxn memjr4 x4 jard I's a(h integer, A'i 25 indicates a
product of | sets{8f0theljmatrix A Also, A0

~indicates a unit teik . (7) The unit matrix E[n,.n]

%ﬁ an nxn matrix with a- value e(i,j) of the i-th row
d J-th colum given by: 30 e(i,J) =1 when | =]
e(i Wh)en— tbist hetat ba IhhltelspeﬁlxiumdMedt BbSahStiRer matrix

mat FeremS WEB ﬂﬁgﬁf“%{dg l%ﬂﬁggrotatlon matrix has an effect of
shifting the first column to the second column, the second
column to the third columm, n-1-th column to the n-th

15 column, and n-th column to the first column in that another

matrix. In other words, when the matrix P is multiplied to
another matrix from the right side for plural times, each
column of that another matrix will be "rotated" towards the
right direction as much ag that plural tipes.

‘20 (5) When A and B are nxn matrices, AxB indicates a

product of matrices A and B. The calculation rule for

components of the matrices is the same as the ordinary
mathematics.

(6) When A is an nxn matrix and i is an integer, A"i

25 indicates a product of i sets of the matrix A. Also, A°0O

30

- indicates a unit matrix E.

(7) The unit matrix E{n,n] is an nxmn matrix with a
value e(i,j) of the i-th row and j-th column given by:

e(1,j) = 1 when 1 = j
e(i,J) = 0 otherwise

More specifically, this is a matrix such as the following.

-13-



35 -13 WD 2004/ 057461 26 January 2007 1 O Ol E[3, 3]
=010 001 51000 0100 E44 _0010
0001 10 Wen Ais an arbitrary nxn matrix, the
unit matrix has the property that AXE = ExXA = A

Nextq 200444561 ef er ences to Figs. 2, 3 and 4, the 26 January 2007
processing for dividing the original data S will be

15 described. The user of the division device 1 of
this enbodi mrent nakes an access to the division
device 1 fromthe termnal 5 through the network 3
and transmts the[{prd gilnal data S to the division
device 1giihgjtheigdatg|transm ssion and 20 reception
unit 17 o# the diyisiorn device 1 receives the

original data S ftbf ttHe terminal 5 and supplies it to
tshe divi sion device 1 (step S201 of Fig. 2). Note
that, in this g he original data S is assuned
“to be 16 bit's glven By "10110010 00110111". 25

Next, the L spécilf Pe8|t he nunber of division n =3
to the d|9|$| n devigce 4] (step 5203). This nunber of

division n may b aOKglg predet erm ned by the
di vi sion device te’that the three divided data

1generated by the division device 1 according to this

nunﬁﬁéngﬁ e \Hns'_elg.‘ri:ﬁi@rarygq%jﬁl \Mal(*jtlriﬁe gﬁg%I%{(i:Zj%ﬁtpg*)Dl(l%ﬁ the
- n ese divi ded at a , an
) o CefrSeiR P A B i1
Next, with references to Figs. 2, 3 and 4, the
processing for dividing the original data S will be

15 described.

The user of the division device 1 of this embodiment
makes an access to the division device 1 from the terminal
5 through the network 3 and transmits the original data 8
to the division device 1. The the data transmission and
reception.unit 17 of the division device 1 receives the
original data S from the terminal 5 and supplies it to the
division device 1 {step 5201 of Fig. 2). Note that, in this
example, the original data S is assumed to be 16 bits given
() by "10110010 00110111".

25 Next, the user specifies the number of division n = 3
: to the division device 1 (step S203). This number of
division n may be a value predetermined by the division
device 1. Note that the three divided data generated by the
division device 1 according to this number of divisien n=
3 will be denoted as D(1), D(2) and D(3). These divided
data D(1), D(2) and D(3) are all data with the 16 bits
iength which is the same bit length as the original data.

Then, the processing unit bit length b to be used in
dividing the original data S 1s determined as 8 bits, and
the random number R in 18 bits which 1s the same bit length

20

30

35

-14-




l ength which is the same bit length as the origina

data. Then, the processing unit bit length b to be

used in dividing the original data S is determ ned as

8 bits, and 35 the random number R in 16 bits which

i s WheoogesTeslbi t | ength - 14 WO 20041057461 26 JarpéJahuary 2007
2007 as the original data Sis generated at the

random nunber generation unit 15 (step 5205). This

Pr0Cgaskng Al 41t aabengt I\ b it RS RECLL] Sty Rt
user romt ermnal 5 0 %ehe g'l VI SI on devl ce T, or
may BEUEryEleR Wridddbef At e By ThésdPiieissingeyntt bit

1. Notfgthat mddie per Qﬁ@&ﬁf-ﬂéﬁ tw tcnel hse+ e t@ecaerﬁfnal 5
an arblfrar nunber .of .bits but hereg it is assu

be 8°Bi tA® by WiFCH flﬁ‘&i%?.lg. 71 mig Bo & wlug prepparmined
Cénsbnu@hﬂlqAVﬂﬂhen ﬂh61a@dNeN@escthbedtkH|qyomabsiﬂatwnlt bit

S’ 19%% Q%lg;l J#@ ?S,t ﬁgﬁ;ﬁeﬁ'&%%‘isbﬁ Ehﬁexlé) it is

processing unit bit e resu t|n

two 2Fumsichde Bsm%ﬂtfd YaWle By fg(lgin@rleder%e% by

\A%Otldmmr'?leandon@@dd@ﬂﬂﬂy whigx t th@taﬁch;% 8%@&58&? ,original
e (0] nal an
P R B e R O e R e T

l@ rmtowsmgegeit rhiltt ilpingtht g 8 abiltsof thteheesml‘gmmltwo

dat ébx%g‘lﬁaﬁ' A6k 41D J&X:a. sk®) "BKE 4 (2)2RrNESOA by "10110010"

mul tiple o x2.,. Note that the division processing in
t he SQOACIELthe processing unit bit length b is
set to bNeft, bat sthandtebeszomparheaheti thei Bt mdxfgtslebf the
to [ [ 0 I n

e CuipyaL Bt a8 of B Fen itarTer 1 5 g Bt 1o
1b5ut Japged mndrifgiifaisdaeh & \/\ﬁlltﬂﬁigett'h@ubttpl%nglhﬁ tail of

whi ¢hei 6rogindlt @@&a BULLi PiE & ubhBy @r@&m%ggught %Iéteger
X

NexPuT BT b2 57 SBEbe tp i A R PR GRFOGRACI Ao LR the

an cmegﬂrenwImepbeoaeslsimenhiabbwe Lengtti H dsOseblote be 8
ghaﬁigﬂ ec%%ahgﬁxﬂef c{% sﬁ% r&eéht% o' 91 02 50 this
at a has engt equa he processi ng
20ni ¢xapnlq dggvalbdxnot only for the orlginal data S with the
bit length of 16 bits, but alsc the original data S with
the bit length which is an integer multiple of the
processing unit bit length b x {(number of division m - 1) =
8x2,
25. Next, at the step 5209, a variable m which indicates
an integer multiple mentioned aﬁove i1s set to 0. Note that
m is equal to 0 in the case where the original data $§ has
the bit length equal to the processing unit bit length b x
{pumber of division n - 1) = 8x2 = 16 bits as in this
30 example, but m is equal to 1 in the case of 32 bits which
is twice as long, and m is equal to 2 in the case of 48
bits which is three times as long.
Next, whether 8x2 bits of data from the 8xZxm+l1-th bit
of the original data S exist or not is judged (step S211).
- 8B This judges whether the next 16 bits exists in the original
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(nunber of division n - 1) = 8x2 = 16 bits as in this
30 exanple, but mis equal to |l in the case of 32 bits
which is twice as long, and mis equal to 2 in the
case of 48 Dbits which is three tines as |ong. Next,
Wheoress/i8%eEL bits of data fromthe 8x2xmtl-th Dbit26 Jdnuary 2007
the original data S exist or not is judged (step
S211). 35 This judges whether the next 16 bits exists

int -1 2004/ 0574 6 7
it o5 SFPRE, e a1 YPSEon ORI n o TAIEALY U he ster
st e[$21321¢ ¢arciad joad Sar the nmemseaéssﬁlh‘g 'mﬁ tlemeith b

| engtlmBex ofruﬁﬂ¥§loﬁf -diyi si@hp - 1k Ei8§20f:ﬂﬁblﬁﬁ£§1nal ,
of the orlgll) daa spemflq%%bythev able m_Qr

S
not 4atg eF e TRF HaPT dBeh: o1 SFhfg case
I8 t whavei thé mxslgemrxpﬂata S\hien iteheidisvasi m mmes@mnge.
t t d 53 is
he BHISEHAILARA FRoTEHE ARRIHELRU (PR g o

i ncrensied wit pige £AE thepwizinalodpta Yok hbhddts, the
bel Q’erQHIe Atia Shakbhsged ri3mit e et Hidp tszlhab’tttol@e

v GEsBPlad Dttty AF G a1 ol ¢ Pel hig, trat
mhecoprm&i g phecessks dff dinet Weriskbe SR H It glot Mot exist
step Lor: %ghagum?té Yoit %ﬂéaék?ﬂ:fe mds ha%0 thlat

t he léx the origi nal data is 8x2x0+é
= 1%%%@@21%1)?909?(1&5“60&% &hrer aﬁﬁPh%ZH rfsoc e sEePspeel:
i N ble Qlrr@nRay €6k ardridp1k6m Bt 8, s@nchdthehel 8x&xnhe-th

£SS ro t.he At
BT o Yty PFEETEe] Mol 0 aBRm gl L bl BeBPpsts or
15f dta ffrlownthhefMQm egjistst fn pthe (qrimi@alzgata S in 16

Of'@iﬂ.a' aﬁﬁt %h§ré§o§@tt}ﬁ§ tr'&%e@éiﬂ%‘ noderidsl @b @abastep

S(2xm+é I'e changing the variab fromlto 2
nunb@l® -of d| vision n - 1), such that tvvo (= nunber of
di vi si oatnthe 13toets1H, tthe orbytsal= pdet prbcdatanS(Wyit

ang, %%%%gg%tdaﬂ& oW LRE gk ;/M%n ﬂf 1t 'Eﬁ BH: dbPafhe

data FOCESSIi Ng uni
"@er;mmlgdlagat@m dwsset as the original partial data

S(2xm+j) while changing the variable j from 1 to 2 (=
number of division m - 1), such that two (= number of
divigion n - 1) sets of the original partial data S(1) and
S(2) resulting from the division of the original data S by
25 the processing unit bit length are generated as follows.

Original data S = S(1), S(2)
First original partial data S(1) = "10110010"
Second original partial data S(2) = "00110111"
30 _ : :
Next, the random number with a length equal to 8 bits
generated from the random number generation unit 15 is set
as a random number partial data R(2xm+j) while changing the
variable j from 1 to 2 (= number of division m - 1), such

85 that. two (= number of division n - 1) sets of the random
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Oiginal data S = S(1), S(2) First original partial

data S(1) _ "10110010" Second original partial data

S(2) _ "00110111" 30 Next, the random nunmber with a

l ength equal to 8 bits generated fromthe random
nun@20048F7d¢lat i on unit 15 is set as a random nuEinuary 2007
partial data R(2xmtj) whil e changi ng the vari abl e |
from1t02 (= nunber of division n - such 35 that

2 RSt 1 th o BB oo

dat a dRyiyiemPREtRe res@@mlmgnbfewom bhethdlpmcsammfg uhet bit
randeehptihisre Reh¥rhBed PEORSSLAY ggfép$§15)l ength are

generated as follows (step S215) om riunber R =
R(l) R(2) First random numnber partlal data R(1) =
"$011000RandSec onodbearRiomR{unher(partial data R(2) _

"0011010 t 17, .e vi de «
parti al é“itra‘lS 1355?8& Zleﬁb ¥ ?ﬁa?gc%n’% ta% %@Q eacgo%%om
of the pﬂﬁﬂQQmﬂtya%ﬁomtuﬂ@h@wVpdeﬁithQaﬁa|mtzus— "00110101"
generated according to the definition fornula for

gener at i i vi ded data_as shown  in the step S217
whi ch isﬁgél ndl He Pe%&%si%clbﬁla’fldefiheasﬁ% fita
Yar th (@4, 2dat-4) abith t rensgidonre s uedst gner bifalkhdSpat#l, ity of
V\hll c habl.e = N
19cChaPgADY ddis YRE)aBk g‘%ll'ggelr%rdl ﬁé?g%i?%yn&‘ﬂﬁ{o )

odlﬁw S| on n angi n
Fiow %ﬂl\ﬂ“&rﬂoﬁOﬁ Eerlqraffdrngeézbﬁ daﬂ%ﬂl eddta As shown

a reauthe stdie S2ul7 enieg di Viclshedabs Bhar&xdansival o or
o 2 OB w5 b (e A ) oo o dier il

1|§ar flate . gshid eDchapping Die Maribble?) from inﬂrDBlC( number
10&0@11‘;1151%3 §209Hé &hé’ﬂzgjﬁgé q-%%. %@bre G Y pded 5 (-

partl % dat a
number of division n - 1) for each variable I. As a result,

the following divided data D are generated.

20 Divided data D
= three divided data D(i) = D(1), D(2), D(3)
First divided data D(1)
= two divided partial data D(1, J} D(1,1), D(1,2)
7 = "00110110", "10110011"
25 Second divided data D{2)
= two divided partial data D(2,j) = D(2,1), D(2,2)
= "00000011", "00000010"
Third divided data D(3)
| = two divided partial data D(3,j) = D(3,1), D(3,2)
30 = "10110001", "00110101"

| Note that the definition formula for generating each

divided partial data D(i,j) shown in the step S217 becomes

the specific form described in the table shown in Fig. 4 in
35 the case where the number of division n = 3' as in this
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= "00000011", "00000010" Third divided data D(3) t wo
di vided partial data D(3,]j) = D(3,1), [X3,2) 30
*10110001", "00110101" Note that the definition
fornmula for generating each divided partial data
D(WO2po4htMh i n t he step S217 becones the speci2biJanuary 2007
formdescribed in the table shown in Fig. 4 in 35 the

case where the nunber of division n =3 as in this

-17 WO 2004/ Q574 2 e | .
t abFEERLGN § xhonf:ane %aﬂf?u%gcﬁv g"gseegxa&rﬁ & c%,rno%t B€en

def ithati the f @efﬂnia:m@r fgepekationg a‘?ﬁér%IT-W%I éi!le garifgf
i s )l S Lol | 4l ctacna

| di vi I
S DF RS Ho SomeEaiLR rine o idPAuPar PR gRta BT 1
t-sheS(med_eﬁ*m(aar)tl ghedaéai iY(12,0h) fosmel4 ) Fay( g)ene{rnmng the

R

genéoamul@ fare eeievhtibee plre iddvidgfapy Bl dad
andgt hg.es ) nlﬁﬂeoae%@ni@idﬂi|f®rfnanageﬁler§énmtuhe the

di d d partial h bl

1 marbigonaca Behiats BLF o T R0 e AP b
1bhefma/\haﬂe gmmrﬁ)tmg arheaﬂmwidaﬂypaﬂwaégéﬁtaAP{%rZ) is
ge”ﬂzﬁ] N d RBndl V!sﬂgfndﬁ{ %18 i B 5Dis Sewst @r geAbrahe

M case ere the var whi ch |nd|02%es t he {trary
' i ntéginidilon Sosmulsely fheaspgenfhers i refedfed® ?7“1
(Stapregdl9), and the processi ng returns to the step

5211, N&tﬁ or Epnetallndond W13 804 PASEL TP 1RO LhOL 8 Aor

startin e orl gi nal
15ortlesporseti nhere the mi\ﬁ@ﬂleaml 2 Onwhich dngicakpf cthe

bugiﬂﬂegteti" SuSxappL e tHe vaifiBah ﬂ@ti&m‘iem%ni;édbbySl (step

t tart i the 17-th hit
Fhi2itHo Ao b8, PESTRARIGEIECFIONT (e t18 BRerstytt;, Wfere

t hettsd eAmidat, dhes fort heodiessiieg tiat aladel prarbiey e the
(37 95M8531 89 B8 USRS 1aRPOVE &6 deHpBRAThE! 88l the
20 variable m = 1 is attempted, but in this example the
original data S is 16 bits and data starting from the 17-th
bit do not exist, so that the processing proceeds from the
step 8211 to the step $221, where the divided data D(1},
(i) D(2) and D(3) generated as described above are transmitted
25 to the deposit servers 7a, 7b and 7c¢ respectively, from the
data transmission and reception unit 17 of the division
device 1 through the network 3, such that they are
deposited in the respective deposit servers 7 and then the

division processing is finished.
30 Now, the divided data generation processing using the

definition formula shown in the step S$217 of Fig. 2
 described above, or more specifically the divided data
" generation processing in the case where the number of
. division m = 3, will be described.
356 First, in the case where the variable m = 0 that
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25 to the deposit servers 7a, 7b and 7c respectively,
fromthe data transm ssion and reception unit 17 of

the division device 1 through the network 3, such

that they are deposited in the respective dep05|t
serWRRYBSHF then the division processing is 26 January 2007
finished. 30 Now, the divided data generation

processing using the definition formula shown in the

st ep 192k éagksFiRe fnt Cﬁﬂ@@gpf@ovﬁomorth@oﬁgfinltlon formula

spe0|&_call the I vided data =~ generation processing
in t FEO¥RsdMWhRE 8 19 Sr’rﬂrﬁbth%f ifidadspgnthak dataD{i, 2xm+j)
be desdriibgd. (85 Firtst 3,i n +he ©Aw® Whatecbhet Malteakla®h one.

ATl T N A

i ndi cates the 1nteger ni
formula shown in the step 5217 t he divided parti al

%“z%uﬁ@h%i@wﬁy%ﬁlJmﬁggfl&%Z)&%
constitu (0] e | VI de a |

to D(3) HEAD FoPlanga % I *B( 2.1 29
S(1)*Q1,3(2)MQE1L ST1 25D, D)at1, 2, 2)

S(2)*Q(2, 15'(21)2)%28%2%4&(%2%'1%;*@2,2,2)

H*Q 1,2 , :
'5‘%2) q2D2(31)]*)q=2R21)2) 10 I(3,1) = R(1) X3,2) = R(2)
, k) ntdsaz)i s grempained in four equations anong the
) above described six equations is given as follows.
' . Nanely, 15 when c(j,i,k) is a value of the i-th row
and the R{tihick) u't‘hﬁt)fiSZmﬁnﬁaiméd( in four equations among the

U[Za%)o’fr(ephgsgl'ilgéd ]Qix ha’t 5%%'135 68N 2RV oﬁéwé Kamely,
155( JR%%E;M] #%ugs a\,\ﬁg;,u éf eh 1%)11 rog E’Ed the k-th

Ul 2 c2]Lafui] afzz:)z (m&tl‘)lX_Uw 22]5}0@([%,2.‘-’,]2](3 0).le8p k) is

U 2y by, 21

Q(J,1,k)
20 Q(Jj,1i,k)

R(k) when c{(j,1i,k) =1
0 when c(j,i,k) = 1

[}

Thus, when j = 1,

(:) Ul2,2]x(P[2,2))"(j-1) Uf2,2]1x(P[2,2])"0
Ufz2,21=Ef2,2]

U[2,2]

[

[}
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=U22 10 (130 35 -19 WO 2004/057461 26
January 2007 and when j = 2, U2, 2]x(P[2,27)"(j-1) =
U2 21x(P[2,2])"1 = U22]xP[[2.2) 151101 x1 10
10111 (01 10 Using these, each divided partia
datD DP4/057461 | S generat ed by the foll owi ng defi nm.lmaryzoo';
formula. D(1,1) = S(1)*Q1, 1, 1) Q1,1, 2) =
S(l)*R(l)*R(Z) D(1,2) = S(2)*Q2,1,1)*Q2,1.2) =
S(2)* gx*R(f) 5 I 2, 1) =S(1D)*Q1,2,1)*Q1,2,2) =
8(1)‘1‘1(? S *R(1) D(2,2) =
S(2)*Q2,2,1)*Q2,2,2) S(2)*0*R(2) = S(2)*R(2) 20 The -
above degesibpd sef,ionhti om f o myka2fi erp gener gti ng
each divided partial data [ &%2 2 #Eg %Tomm in Fig.
3. Fig. 3is a table that sho e&dAt lat% and the
dgefinition formula in the case {di %i d|n G th orlglnal
data S 0 in 16 bits into threg;( enjﬁ@

division n = 3) by 25 using the processing unlt bi t

|l ength equal to 8 bits-as. Qeié FEed above, and the
calculation fornmula in the casqoot) recovering the
original data S fromthe divided partial data. Now,
the process and the general formof the 30 def|n|t|on
1bor mul a Yoimeydhesat i agch hH vdideddearsibak daty DUipdp)is
and,, hendi ¥ PEsk iR Heakhnded én Kokrmia .D( 1, 2),
EXZ 1 é@aéﬂgjb %Eg ?%ﬁ a#gﬂ%xs 2) will be described.

First, for theflrst di vided data D(1), the first
S(1)+%Q{1,1,1)=Q(1,1,2) = S(1)=R(1)*R(2)

D(1,1) =
D(1,2) = S{2)*Q(2,1,1)%Q(2,1,2) = S(2)«R{1}+*R(2)
i5 D(2,1) = S(1)=Q(1,2,1)*Q(1,2,2)

= S(1)*R(1)%0 = S{1)*R(1)

D(2,2) = §{2)+%Q(2,2,1)+Q(2,2,2)
= S(2)*#0*R(2) = S(2)*R(2)
20 The above described definition formula for generating

each divided partial data D(i,j) is also shown in Fig. 3.
Fig. 3 is a table that shows each data and the
definition formula in the case dividing the original data S
in 16 bits into three (the number of division n = 3) by
95 using the processing unit bit length equal to 8 bits as.
described above, and the calculation formula in the case of
recovering the original data S from the divided partial
data.
Now, the process and the general form of the
30 definition formula for generating the divided data D(1),
D(2) and D(3) and the divided partial data D(1,1), D(1,2),
D(2,1), D(2,2), D(3,1) and D(3,2) will be described.
First, for the first divided data D(1), the first
divided partial data D(1,1) is defined by the above
35 described formula S(1)*R(1)#R(2), and the second divided

-20-



di vided partial data D(1,1) is defined by the above 35
described fornmula S(1)*R(1)*R(2), and the second
di vided -20 WD 2004/057461 26 January 2007 partia
data D(1,2) is defined by the above described fornula
S( 2¥6 R4D3788¢2) . Note that the general formis 26 January 2007
S(j)*R(j)*R(j+1) for D(I,j) and S(j+I)*R(j)*R(j+1) for
the EXl j+1) (where j is assuned to be an odd
r). By the 5 cal.cul atign

et ArkiLan. SPGBy A1 pef et G5 FR1pbOTy fessrived

" 10Xahia, s 6D) 41@Er) X(B)) . i BotH0hBA11Be &en&f)@nlf‘orml\léﬁe
t hat, ﬂ%gfﬂfﬁ@m 0r9:0h (1 NPy dild WLeRur( 9y MU AIS for the

shomn i'n e second IVI h
D( 2)D (1 bield i Jiwrerag aus\uaaéwn%rftq Re &4t 9 Exlzu“i*ae”s By the

?ﬁf 'c‘%ﬁ@u!@%’ticﬁ? aﬁi&ﬁ@ln?eﬁésrtlﬂﬁdieff(ihmﬂgan&&brﬁlﬂ(al) D(and) is
e . secon Vi rti . .
the Qﬂé%gl%g’cﬁ@ef&ﬁ a#%lﬂg%,@%g J:hkbtﬁﬁf)' rl%d Bﬁllouo

genamnali.odot’m |PB)1$(Jt)I:1*aR(jt)1efmer|a(12fpymaﬁﬁ the deflnition
S(j %}mgléjdid&;)sﬂo%l til;_lle 411) (where j is 15 assuned

B th | cul
e def | KHGofF Trorie eCeRd dvied SoBR0BGE. . B i o
1&8 dl@@@@@(ﬁﬁ'tiﬁﬂo éitahat p ¢ .21))dllt$ d@@mﬁ@mﬂy 080 @b,
s or. the thir a i -

di vi 838”{)%9?'{] qm&&t&agggdli@) agefl hed %g@niedizhg\?g Eartlal
) desdatdeRi( % .@milsa dRELped A Hivc abeTede A RRM foxmula)

dat f(z %ﬁ (). , Ir;;ﬁ)tt@ffﬁhaedtm gtéﬁ%ra@oysng epsrs (q;e)ekaf(gr) meba

a e

and h’é;i—h)aﬂfdols(tjﬁé)*ﬁ)?i ]-)-r%l)“(%h&g?% jli) et PJ lf)e
i3n ﬁdﬁhméﬂﬂhafbe Bm bﬂ& ﬁhmhﬂrdulBylDhea@mlﬂuﬂaﬁ}OPOapﬁ@rding
d fl 1 d
1D H BT Pmil P2l 101 02, 1

ooumqmoomﬂot sot fihat thk H@ ae Oeo%c‘?‘?%ﬂqo&r‘? "t he
bit | engiifycof rop. the Bhilda dd¢dlieandaty 3J)(3), aheuftdsto

o v el eatbiey optS PO SUE RS AEREIES Rt e,
2dat destrdfbednfobimtilaeRit h, lapd the second divided partial data
D(3,2) is defined by the above described formula R(2)}. Note
that the general form is R(j) for D(3,j) and R(j+1) for the
D(3,j+1) (where j is assumed to be an odd number). By the
(:) calculation according to the definition formula, D(3.1}) is
25 "10110001" and D(3,2) is "00110101", so-that D(3} is
"10110001 00110101".
Note that, in the above description, the bit length of
S, R, D(1), D(2) and D(3) is assumed to be 18 bits, but it
is possible to generate the divided data D(1), D(2) and
30 D(3) from the original data S of any bit length by
repeatihg the above described division processing from the
top of the data. Also, the processing unit bit length b can
be arbitrary, and it is applicable to the original data S
of arbitrary bit length by reﬁeating the above described
35 division processing for each length of bﬁz sequentially
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repeating the above described division processing from

the top of the data. Al so, the processing unit bit

length b can be arbitrary, and it is applicable to

the original data S of arbitrary bit |ength by

r e B 746he above described 35 division procesx Mghuary 2007
for each length of bx2 sequentially -21 WO

2064/ 057461 1 26 January 2007 fromthe top of t he

ori t r r f I 0

o gh%%l t?;% %o§ 0P| tﬂ@tcﬁ: A8 % &&9& g, otr mto?-g o Qif?éally
of the theocsising! lﬁﬁ&a 15 ﬂvlrténgtbm%zengthowélﬁha%s |&fﬂ

t he fidegeenghieofid her ajuagwabeaﬁ@g Qi% Bt 5eﬂ@th bx2.

. : b
5, TP S0 e JESSESSE i L Bty | RO 1 moe
B ocas dntggef mulmrphﬂﬂ@ddmhenprqneakﬂmm'Mhed abbvkeﬁgﬁh bx2,
adj yst 'iggs{:{]f} ch;sIsilbqrégttg Q{)pi}‘ethqsf IQiaaliofl %Poéééintée of

an integer processi ng unit

bx2 vawa pmbwi»gnqm’ taﬁedP§PFi§6do¥b°c"l‘f’ebéfr R REF 1Rt bl
bz Qenk@h @f(atﬂiﬁit %riganhl whth S’gfcelbﬁn@.ﬁ ﬁﬂtag'élﬂhhﬂ.tlple of
sho on a ri Si QU
recmSSrPﬁ °% Qﬁl%&lﬁap aiéﬁ%?h(?gé ﬁgp ? ﬁg%qgﬁ e tall
4 bbehdegmwéﬂnai deitasE, brh%.d@wreuaMEéean access to

the di V'ﬁé)ﬁﬂ‘gdﬁ‘ﬁhcgeflgeﬁcé "G4 Rk er BhORh S UNkauslh side

') t he net and requests _the recoveﬁg 3 1 dat
. or i §F &l & data the nrsaaﬁsm% TPE ZecPYehs s‘é‘?f'orPr ggnal data
r ecepdm othdlditritiédofataewtli Vit desdevbed. 1. Upon

recei ving f S HECOUEL VL A tafcgg?%hf Oiﬁeg dﬁ\&}a:igégﬁt evice

.5, as the iI'vi ST-on devi ce 1 Knows

18at b TXom the( ZprmpmalyB) thesusss $badnatmenk thi ¢nd requests

gr ' ﬁ%éﬁ@eco@%&? oratRe WSPOSiHaAd daBat Qetlﬁiﬁﬂﬂgﬁh ttheCaueas
a a

: d d th
o ek 159 presntla angaf r ot ith g soun, device
seﬂyeﬂgxﬂarezblandg7ﬁh1§wnnqywerhereqhesm\ﬁmﬂ<t®@ andiginal

R, ﬁiﬁa A AEOT i SRR bl H v des
I

29 hedatiay @tilam | cearaseeqf}irtﬂ'aﬁ%&hige%%%%%#
fr gatehe diyi @@ﬂo@lﬂeﬁi 32 thr aggod)B.serwss 7a, 7b and 7e,

the division device 1 acquires the divided data D(1), D(2)
and D(3) from the deposit sérvers 7a, 7b and Tc through the
(:) network 3, and recovers the original data S from the
25 acquired divided data D(1), D(2) and D(3) as follows.
First, the first original partial data S(1) can be
generated from the divided data D(2,1) and D(3,1) as

follows.
30 D(2,1)*D(3,1) = {S(1)*R(1))*R(1)
= 5(1)+(R(1)=*R(1))
= §(1)=0
= 8(1)
35 More spécifically. p(2,1) is "00000011" and D(3,1) is
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follows. 30 D(2,1)*D(3,1) (S(1)*R(1))*R(1)
S(1)*(R(1)*R(1)) S(1)*0 S(1) 35 Mre specifically,
D(2,1) is "00000011" and D(3,1) is -22 WD 20041057461

26 January 2007 " 10110001" so that S(1) becones

" 10¥P00HEST46A so, the second original partial dai@January 2007
S(2) can be generated fromthe other divided partia

data as foll ows. 5[X2a a&z):(aa*mzn*ma =

S(2) % 2 S(2) 1 "

opett HPEE09GE b, BT €U sttt “RM AT i o

"001101011 w0 tihat s8¢)d betiprinel” DL LU Idatal §(2} can be
: iy .

geneﬁéﬁerm ﬁ&o%sfgal@ @%fsb.(xjn;m fied| %%f)fﬁhg da2358EPro110ws .

S(j)* (R(J)*R(J)) = S(j)*0 = S(J) 20 holds, so that

il(ij) can ﬂxe,@bt*fai(a&ﬁ) by (sal29ukag) ner (2X 2, J')”EIXB IDE

so, in general, ern, jql er e

relations%ip of: 0 25 152% ?gi gRF%E? =

(S(j +1)*R(j +1)) R(j +1) = §0P41P*(R(J+l)*R(J+1)) =

S(J+1)*0 S(j:+1) 30 holsdsy so that S(j+1) can be

obtai ned by calculating D(2,J+1)*D(3;J+1).

i¢ More specifically, D(2,2) 1is "00000010™ and D(3,2) is
"00110101" so that S(2) becomes "00110111".
E'D In general, when j is an odd number, the relationship
of:
i5 D(2,7)+D(3,J) = (S{j)*R(j))=R(J)
' = S(J)+(R(J)*R(J))
= S(j)=0
= 5(j}

20 holds, so that S{(j) can be obtained by calculating
D(2,3)+D(3,]).
Also, in general, when J is an odd number, the

relationship of:

(S{(j+1)*R(j+1))*R(j+1)
S{j+1)*(R(§+1}+«R(j+1))
S(j+1)=0

S(3+1)

25 D(2,j+1)+D(3,j+1)

]

30 holds, so that S(j+1) can be obtained by calculating

D{2,j+1}*D(3,j+1).
Next, the case of recovering the original data § by

' acquiring D(1) and D(3) is as follows. Namely, the
relationship of:

- =23~




Next, the case of recovering the original data S by
acquiring D(1) and D(3) is as follows. Nanely, the
relationship of: 35 -23 WD 20041057461 26 January 2007
D(1,1)*D(3,1)*D(3,2) = (S(1)*R(1)*R(2))*R(1)*R(2) =

S( WO porp/asy4eR(| ) ) *(R(2)*R(2)) S(1)*0*0 = S(1) 26 January 2007
hol ds, so that S(1) can be obtained by cal cul ating

D(l 1)* D(3 1)* D(3 2). More specifically, D(1,1) is

"0011011 :; 0Q0}g (¢ phg)saﬁ)z)l)sml}*mz) :
00110102 ¢%d) %?1‘3‘]"1(3]2]’ ks ( TORG

Slmlarly the reI ationship of HEL (ZJ)L*IB(( )% ,(H%)%(Z})
(S(2)*R(1) *R(2) ) *R(1) *R(2) = 5(1)=0x0

S(2) *(R(1)*R(1)) *(R(2)*R(2)) (152)*0*0 15 = §(2)

hol ds, so that S(2) can be obt & héd by cal cul ati ng

[xl 2) D(3,1)*D(3,2). Mre specifically, D(1,2) is

\ 13Q0 , h$a
ﬁgﬂ%% sgg(tﬁaﬂ“)%df) c]a; %Qeg%ir:%?@d %Zg%)ﬁ.(}:hi 1}:11113
gene[i(d{ LIHRER - 113f]§(3a’r?}0d ok EnBRe ST HRA A aPl bk
A1 163, D]3LXI31b+rn01250@1" and D(3,2) is "00110101"

(S?SSQP(F‘E 5%'3 E{@}L) ‘)(Cﬁ(%gej R&H&%? = S(j)*0*0 = S(J) 30

Il ds, §imh&arl§(1 )thﬁarre@étébli%iimd?ﬂ)y cal cul ating
1, J) X3,J)*D(3,J+1). Also, in general, when j is an

) odd numbgr, L0e 3 1)ep(8,2) = (S(2)*R(1)*R(2))«R(1)*R(2)
| _ S(2)=(R(1)*R(1))* (R(2)*R(2))
= 5(2)%0%0
15 = 5(2)

holds, so that S(2) can be obtained by calculating
D(1,2)*D(3,1)*D(3,2). More specifically, D(1,2) is
"10110011", D(3,1) is "10110001" and D(3,2) is "00110101"
20 so that S(2) becomes "00110111".
In general, when j is an odd number, the relationship

of:

C) D(1,5)*D(3,j)+*D(3,3+1)

' 25 (S(jY*R(J)I*R(j+1))*R(J)*R(j+1)
S5(J1*(R(FI*R(j))*(R(j+1)%R(j+1))
S(J)=0=0

8(J)

i

]

30 holds, so that S(j) can be obtained by calculating

D(1,3)*D(3,])+«D(3,j+1)}.
Also, in general, when jJ is an odd number._ the

relationship of:

35
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rel ationship of: 35 -24 WO 2004/ 057461 26 January 2007
D(1,j+1)*D(3,j)*D(3,j+1) = |

(SO DR ™R+ ) *RO) ¥R+ ) - = _ ‘.
S(j +1)*(R(j)*R(j))*(R(j +1)*R(j +1)) = S(j+)*0*0 5 =
S(jwajoohosdel, so that S(j+1) can be obtained by 26 January 2007
calculating D(1,j+1)*D(3,j)*D(3,j+1). Next, the case
of recovering the original data S by 10 acquiring the

di vi ded d d is_as foll . Nanely, th
el at i onshi b OF RG] W p s 'O NS TATELY TR
E gg B :gg B) F(EEOJ)+;SI()SRI)?RKGJ)+;1) ) *R(J)*E(Ml) . R(2)

hol ds, so théﬁ(é)*%a Egiéjz)o)gt(%%“ I?/”?él%c)ul ating

D(1,1)*D( = B+ r*@*gpemflcauy, D(1,1) is "00110110"
aad 20 (2 (j+a)"00000011" so that R(2) becones
"00110101" Simlarly, the relationship of:
D(1,2)*D(2,2) _ (S(2)*R(1)*R(2))*(S(2)*R(2))

(S( zwlsta) JSoREBRE( R 2)TR(C2N) be28bta e by* CaRL}ating

hoI 1t) @tm’vg;;l)p@r}“ki obt ai ned by caI cuI ating
B; 2 re specificall D(1, 2)

X Siaho1 ex 30”9?20*256 of TeoortRs Wiy CRAEIRgY)data S by
mcmirmgleﬂ@miﬂm agtahBeE) Rl Ddad R 29s S(1ows.
and S( 2) | . Nanely, the
relati ons%["glg %%’%ﬁ\b&%{fg/ 7461 26 January 2007
(S(l)*R(l)*R(Z))*{S(l)*R(l))
{(8(1)*5(1))=(R(1)*R(1))*R(2)
0+0xR(2)

R(2)

il

D(1,1)=D(2,1)

0]

15

holds, so that R{Z) can be obtained by calculating
D(1,1)#D(2,1). More specifically, D(1,1) is "00110110" and
20 D(2,1) is "00000011" so that R(Z) becomes "00110101".
Similarly, the relationship of:

(5(2)*R(1)*R(2)) *(S(2)*R(2))
(5(2)%8(2))*R(1)*(R(2)*R(2))
0£R(1)*0

R{1)

D(1,2)+D{(2,2}

5]
n
oo

holds, so that R(1) can be obtained by calculating
D(1,2)*D(2,2). More specifically, D(1,2) is "10110011",
30 D(2,2) is "00000010" so that R(1) becomes "10110001".
Using these R{1) and R(2), S{1) and S(2) are obtained
as Tollows. Namely, the relationship of:

35
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D(2, 1)*R(1) _ (S(1)*R(1))*R(l1) S(1)*(R(1)*R(1))
S(1)*0 S(1) 5 holds, so that S(1) can be obtai ned by
calculating D(2,1)*R(1). Mre specifically, D(2.,1)
is "00000011" and R(1) is "10110001" so that S(1)
becpgesmt@10010". Similarly, the rel ationship 26 January 2007
10 I(2,2)*R(2) _ (S(2)*R(2))*R(2) = S(2)*(R(2)*R(2))
S(2)*0 S(2) 15 holds, so that S(2) can be obtained by
calculatlng D( 2, 2)*R(2) More specifically, D(2,2) is
00000019z, RER(1)i s (BOLLRIGII *B6LY hat S(2) becones
"00110111". In geneLag 1D*R$1ﬁn odd nunber, the
relatlonshlp 20 of: #éﬁ&xz j) =
(S(j)*R(j)*R(I+1))* csE8d =
(S(J)*S(j))*(R(JI)*Rej pJtR(I+1) O = 0*O*R(JI+1) 25 =
R(J+1) holds, so that R(j+1l) can be obt ai ned by

®al culating D(1,j)*D(2,J) Al so, ene j is
an ndyjdmurmert;harmé(nocalel%ﬂ@r‘@h% g'? “3%1 "zlé‘%g i
20061% Jzé,qgs RUag egﬂﬁﬂcal@ﬁf'uDﬂ'ﬁ)ID(jZSJ'”Op)OOQOM and

E§EF£1)*¥§J ;ﬂﬁ@ﬁ) f?« #%75§§5 }%omes *10110010".

Similarly, the relationship of
10

(S(2)sR(2))*R(2)
S(2)«(R(2)*R(2))
S(2)=0

s(2)

D(2,2)*R(2)

1

fl

15
holds, so that S{2) can be obtained by calculating

D(2,2)*R(2). More specifically, p(2,2) is "o000Qo010", R(2)

is "00110101" so that S(2)} beqomes “060110111".

In general, when j is an odd number, the relationship

20 of:

D(1,j)+«D(2,j) = (S(j)*R(J)*R(J+l))f{S(J)*R(j})
= (S(j}*S(j))*(R(j)*R(j))*R(j+1)
= Q#0*R(j+1)

25 = R(j-:—]_)

holds, so that R{j+l) can'be obtained by calculating

D(1,j)=D(2,]).

Also, in general, when ] is an odd number, the

30 relationship of:

35
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= 0*R(j)*0 5 = R(j) holds, so that R(j) can be

obtai ned by calculating D(1,j+1)*D2,j+1). Using

these R(j) and R(j+1), S(j) and S(j+1) are 10

obtained as follows. Nanely, the relationship of:

D( 2wjo) Zob¥dsyaex (S(j) *R(j))*R(j) = S(j)*(R(JI)*R(j) 26 January 2007
S(j)*0 15 = S(j) holds, so that S(j) can be obtai ned

by calculating D(2,j)*R(j). Simlarly, the

relationship of: 20 IX2,j+1)*R(j+1) =

(S(j +) *ROGLYYEREPEYITIT S(j +1) *(R(j+ )*R(j+l)) =
S(j+1)*0 ==s«sfh)1)aﬁchﬂm§§+1ﬁp*¢§F§+15@mf3%19an be

obtai ned b ul atd | +1) *R(j,%1). escri bed
above, vvhe% ggt‘?ﬁiﬁf%g’%ld été]r*eeRég&ér*ét(é?i@)g
repeating Fhé*®{y1%%on processing fromthe top 30 of
the originalgdaja according to the processing unit bit
length b, it Is possible to recover the original data
by wusing two divided data anong three divided data,

W t haolldsyssagtiadtd Rfj)t benthy e tdiiviededy dasBeh dt)ing

D 2) d. ) ot her enbodi nent of the present
inveR??bﬁFiftDﬁé?§+ ‘possible to carry out the

ori gi nal Waing dibeissi 84Jprenkddiing) .- SVI NWEROCU/ 0T 461
40 JapvaI e YUY AN owsl NGarkdlS ,F 3RAORLNATPSEsHE pideh a
bit length shorter than a bit length of the origina
data S. Nanely, the random nunber R is assuned to be

data witHp(2,J)*R(j) = (S(J)*R(J))=R(J)
= S(J)*(R(J)=R(J))
= 8(j)=0

15 = S(J)

holds, so that S(j} can be obtained by calculating
D(2,5)*R(]).

. Similarly, the relationship of:

20

D(2,j+1)*R(j+1) = (S(J+1)#R(J+1))«R(J+1)
= S(j+1)*{(R(j+1)*R(j+1))
= §(j+1) %0
= S(j+1)
25

holds, so that S(j+1l) can be obtained by calculating
D(2,J+1)=R(j+1). _
As described above, when the divided data are

generated by repeating the division processing from the top
30 of the original data according to the processing unit bit

length b, it is possible to recover the original data by

using two divided data among three divided data, without

using all of the three divided data D(1), D{(2) and D(3).

‘ As another embodiment of the ﬁresent invention, it is

35 possible to carry out the original data division processing

=27~




the same bit length as S, D(1), D(2) and D(3) in the

above, 5 but the random nunber R can have a bit

| ength shorter than a bit Iength of the original data

S and this random nunber R with a shorter bit |ength
canwdeoousagkir epeatedly in the generation of the26January 2007
divided data D(1), D(2) and D(3). Note that the

divided data (3) is generated solely 10 fron1the

random nunber it, so that there is no need h
t he BRrtfdmenthpeF 2RI aumbeg) § VhFh th&1di i‘rFHEEhd %ter an

D(3)a g1y 10%26R! &F ﬁtépﬁﬁ&@;ihamd&ﬂe sit length of the
ori gi nal \dataS b, 100D 18,620% BY! 83bun@Rles 6. data wien

random rep trar y se ecte
160 tiiet $apR0bld bengid) adata. Dlh) otIh(é-‘r) #wBAdB(SR(1Y the above,

R 2Q), AL g IRRREG erﬁlml)re@n @oghy, hand a%ﬁ%) l&ﬁgﬁﬂ 26(0r Y€ than

t h™t hat
ieR(QS(l;:;:it ﬂq(sggszh EofR(tﬂe opqeg%lal -dq,-\!)(az)s al ‘Ege f@%(om )number
R(2® wilh:64) skoi¥el) biR( 82hgth R{&) be usng('ep)éatedll(yza)n the
, R(1 1 R |
{ he TERFFP LSyttt dokidpiafata BRITIBFE) g 17
def i ni ngNehe diati dé¢ gavifed @kam D@@g iy ﬁ%n?werdaﬁd’éﬁlly

1%1?’?%;:199{&&'1?&&?1 %uBBJel} Rbuéolﬁhalthltﬁeﬁélsﬁslﬁo ieed to

sufficien 0 S only u

| en§EROBET FEY rod %B&Bwﬁeﬁflior%ﬁe%%é@ a)ﬁcar dltw)i?led data
b) Conggquerkdy, extdnmlteot ahppasmu!rﬁamfthdabattbenmﬂst@r dhe

has &gsﬂlwéaet STa8 1860 00ie @MRUBLLOL) | RGP el Pahaon

dat r evi ous enbodi

enbuumhemismﬂp@ta@ﬁan afourhi AN 1hE ?%%‘é‘iﬂ tJ&U bips (20
151 MB$tEHE Eaa q&Dwaheﬁfwéms ormgl)nab Ret® Srellzenaddated

| th of. th t d =
- anBeR S ancRrL bl 1O R EERSsrs BEE i dndtR21) -
| ONB(EhORNB2) beBdB3e if i R4 GoRéhQ)},t R(t‘ﬂé Faﬁ(ﬂém R(42)
NUMDR (3 M- PRYBONI Y @fz&becqﬂ%é)ftmﬂ LR @2)D62k(2),

al one odi men

d 5
genét-at |1%{r§°all goFi(?ﬂ?n i 5 U &l 18 H-pgtgg%? {'gq’g(g"rrggr at'eﬁ{ﬁg
QQZ&{m(ﬂOQAkQﬁﬁlﬂ-ﬁl 26 January 2007

In the earlier description, D(3) is generated by
defining the divided partial data D(3,J) as the random
number partial data R(Jj), but in this case it 1s sufficient

O to store only up to D(3,20). Namely, the length of D(3)

25 becomes 1/10 of D(1) and D(2). Consequently, the total
amount of data to be stored has been three times the data
amount of the original data § in the previous embodiment,
but in this embodiment, this total amount can be reduced to
2.1 times the data amount bf the originai data S. The

30 length of the data in the repeated portion of the random
pumber R should preferably be appropriately long enough,
because if it is too short, the'random number R may
possibly be decoded from D(1l) or D(Z2) alone.

_ In this embodiment, the pseudo-random number
35 generation algorithm is used in order to generate the
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random nunber R, for exanple. There are two types of

the random nunber including a truly random nunber

which is generated by using a physical phenonenon in
nature, and a pseudo-random nunber which is generated

by weizegeazépnputer 5 algorithmor the |ike. The26 Jauvary 2007
random nunber can be generated by throw ng di ce many

times or utilizing a physical phenomenon such as

noi ses, but it requires too nmuch tinme and effort so

t hat TEREOBSBUBRRT EndSAT nERHERL S s ThEEJAF RistEALTPRTe Of The
pseudanfamdampebaclhdigenerahay raodoa ddntspedhich is
(|nfornat| e 0 r

geneFafll oh ofb%’a%g?g rlgal?hé lecg‘ﬂt %hggg%éwgﬂ{ q}é%%  and a
det epaewdatiiandoingbamnbam Wirieh Ii@ng@nera‘ﬁ%rhshm@ﬂ gafomputer

be Q?&@wﬁﬂn fdzoﬁ‘fhé ﬂ‘@ét efhese&ehyf 95n@d@"[ﬁhﬂ>erﬂ&%n be
| engt h™ of can its, 160 bit

| ongEPHae L REOVIRE ATk dgaY: FLRES qunditiiaa By o
t he pleyetrddiniptienomahgorsitdimas bbeésps ppart iids reagireedtoo

for ARG, FROTLAUEPEL, £UCh A5 e PLALISHGRon pustor is

uni form t non-correl at S are satis

to swfed diwadengé%sPSW“é’@ﬁ@P@t RGP gegpratag from a

2% ar@@adcg | @28 cpmetilen red daronkeber séed| afdahieANGhd¥8. dhiduber
an

" ht t§57F9A OPS é é?&ﬁ%ﬁﬁﬂﬁt t§?ﬁﬁ%§ according to a
CRYRIEREChfinf Sti ¢ Vit seua0830585 Eprewmt randon nfigber can be

exa'Bﬂt%)inedg‘?rUﬁ'a{‘%ﬂdm% skbal Sf&osesiaqu_et OTHENPEREEh of

a seguence Bgseu o-random nunbers from an

i nputheopeefecrBitorh28 Hidfbel 6 hkiatarono8gen, yopexample.
IOr Ataspks, 1t hes rgaammt@unbgrt& wdteraingBgit ehgatithm,

tot bi t th _of the.o S| n

R REPPRECEL aRpusp Sgo50E; PR fin plapfe SUAL S whe
gen@ﬁaﬁédtitmlnnﬁiﬁmnm1RYagnde§h¢|¢ﬁaTQQB§€éﬂt9@@e$$m?re
seeda@f s£68a bid %uﬂﬂc&%ﬁ%eéeé‘f‘@eﬁame@oﬁefe‘% 3dxamples of

o' $henSPaREa A B ePaP bRk RS e PR AN 9 - 42
Zoe sedUEERS t186LE0 (Bieks "RYEN: Nherw.tipa . gbl ]jp,l’saexglﬂ'ﬂ.'&yf/enc/
e o R RS ETRGS Blnd E cd amn
case ofB¥ avthngr ithgsehelbriginndsibdeats, seneratthdopequence
NuNgera Rong pseudo-random numbers from an input of the random
number generation seed. |
25 For example, the random pumber R with a length equal
‘to the bit length of the original data S is‘generated by
inputting a seed of 160 bits, D{(1}) and D(2) are generated
from S and R as described abové, and the seed of 160 bits
is stored and managed for D(3) rather than storing R. In

30 this way, the number of bits that need to be stored and

managed for D{3) can be reduced to 160 bits even when the

bit length of the original data S becomes long, so that the
total amount of data to be stored can be suppressed. In the
case of recovering the original data S, the random number R

35 with a length equal to the bit length of the original data
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35 with a length equal to the bit length of the

original data -29 WD 2004/057461 26 January 2007

S'is generated again fromthe seed of 160 bits stored

for D(3), and the original data S can be recovered by
uswigoeodgdrg1 R and D(1) or D(2) as descri bed abowsé.Jahlery 2007
enbodi nents descri bed above are directed to the 5 case
where the original data is divided into three, and the

original data can be recovered fromtwg i,ded_dat
butS i¢ denealagedpassih|fram thet SeRL %ﬁlﬁg %62 g?lé?%nf"r

n tbe, de%%r oib@iha’ﬁ. BRG EEEaN e trhae:omen‘gdnby aing

f d data | 10 As
SRR SN T

t he nunbmere @bdivheanion descmbsdchb@muartehéllBPFﬁ?ﬁaFO the

datg 1 fI 08l 8l pehlyr dliodl d5dagplaithlvobenree, and the
esc??%e references to Flg 9 eg data, but
Fi rerigited dode £3mRSRESOTRESE ﬁ%a"ﬂ“’dgﬂé’ deflydqta

maki Ao AR 13SCPESsiwLd o deti $Shennusvdc Tl dﬁWéﬁi‘P’hen to be

term nal angd the. data tra n CE£PbH O b
un|$T?qu5f%Pﬁ8 di LTSI a%%lggg15§%§¥§aeegakg £ number

oriqﬁrﬂﬁvﬂd&ﬁadéﬁérlﬁﬂ&Iﬂbant@rnlnaI 5 and supplies it

150 ‘the diviy egaﬂmcechle @SkeB1 0B 3 cesEhay, ihheheiserse

speC|f|es e nuno of division n as 20 o}
d|VWQﬁﬂﬂwtéévPB@bﬁrf9ﬂnﬂ¥WH§iPBrﬂ1rmﬁ B9 sFéaE 5%% original

) Thl SatiiTiRed ol ded Vit rfomnﬂyvbdeeca deetiau @*ipiteblet @?%ﬁ"l’ri‘é’tfd
Vi sion_ devi hes processing unit
bi twjltgnn&eﬁersn?%s g‘;e gﬁ ned as 8 %I t%s f or eé g‘?hi b
(step 5EGBpE, Nbhe us@iAceRsnitneths onighyeh o¢ y
197 g3l gﬁt §c§eé§ fm thit @§eLsicd dedilcepliefobm Skige Ioﬂw:zrmuwl
not_ i $ judged, an not r o t
hes ¢ gk gher et wpmemisgiel e Feddbigdh ity 15160 the
(stcﬁm?s&aii) de?lso,1 Tecaiivalsl then Wﬁi&:mailndﬁ'éﬁt%s la?Pl the

t 0
SRR ALE i 3 100 e B e

of &ﬂﬂé]or‘i‘gmalth?atva?es §3?i3§?~f5‘?5 ridte PImPEEgRH ‘%JSY]eSioon o as
203Ul )ko thet g1 $hdilort Riesi@¥ampk fom stih wechenal 05 t FEtem$SS03) .
%%%stgumber of division n may be a value predetermined by
the division device 1. Also, the processing unit bit length
b is determined as 8 bits, for example (step S305). Next,
whether the bit length of the original data S8 is an integer
25 multiple of 8xs or not is judged, and If it is not an
integer multiple, the tail of the original data § is filled
up by 0 (step 5307). Also, a variable m which indicates an
integer multiple is set to 0 (step 5309).
Next, whether 8x3 bits of data from the 8x3xm+1-th bit
30 of the original data 8 exist or not is judged (step S31l1).
| Note that this example is directed to the case where the
original data S is data with the bit length equal to 8x3
24 bits.
As a result of the judgement of the step S311, the

- 85 original data § of this example is data in 8x3 = 24 bits
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original data Sis data wth the bit length equal to
8x3 = 24 bits. As a result of the judgenent of the

step 5311, the 35 original data S of this exanple is
data in 8x3 = 24 bits -30 WD 2004/057461 26 January

200W0 20;35hsit a starting from 25-th bit that 26 January 2007
corresponds to 8x3xmtl-th bit in the case of m= 1 do
not exist, so that the processing will proceed from

the step 5311 to the ste 5321_when = 1, but thi
curr@ﬂ?l?a*f%é;%ﬁlﬁﬁlg ?l‘Fi?ss‘d’hsg’l% th% RBETPPER %?t
i s 883%&nd1 =tH tnd iBxBhdidsseofofdat a 1f domdthexflistst so that

bi t ip. the origi gg'wigft o%eer& %%g@lgﬁe e&é& 'SSﬁ.nQOt bRe step

pr 0CESSi proce
53135331 tyrl:esn @ =t Re b%c@ysﬁ lﬁ’&rﬁﬁp?lﬁl Fhe IVé’ﬁ'&laFf)leo’F‘ is 0 so

dﬁt atﬁﬁ@rﬁmmth Bitlid rBXQ:xb+Qf thlea@dltgdﬂﬁaﬁgtslﬂf data
data_S is_set .as.t riginal _parti

o e i g e P b T g or PR e oA BTk b s exier,
di vi sidnthe pl-)ocesaf:ingtma:tceteldseeoselns ofen B818ri gi nal

parti al QQFQ:eSQ%ép A, %n91§§3)—r@ﬁ%“ﬂﬂd@ls%ﬁﬁﬁ1ﬁﬁﬁi bit

di vi sion of t original data S by th proc

S
Ui {1t e At Hasf oo gurérmt dal) Mt Hithe OF aFhip T 18101
noimercanst B sask&ngs htiegwaligina B llimtﬁialg&nﬂ:aaseﬂxm)yjl hérile

randqlm n nberPgenerPBth;(]%Q# }_omlf is ¢1 %Emb%Eeofax{m@ion n

nunbePBFAPE dat wWhil é ¢
var |—abl)e juthobhat thi3e sath ehathe mre’lgiglé spaftiafe data

randqm) ZOSQE'TOﬁﬁd PRrd) desdat fndR(Edom R{h%) d&ﬁ*ﬂsf"&ﬁ)of the

It t th
{ ho Biadbed] Agtan itk PERGTTFAHE itePaeloter
fB31%geherblest, at the step 5317, each divided parti aI
ont e PR e WilachORB L WL RO BN Obgddi® 1o 6 Dits

plurality o t'he enér at ed
acceetengted bhethﬁem&mdpmolﬁum‘%ﬂrnmeéleﬁ‘@lﬂﬁén‘éﬂ%ﬁ ity iSh&et as

di vicgdedy§al8m ASuritfe@Vparitfal heated @y >ak]) while changlng the
O 1o B T ot S e oo TR 0P e randon
20 number partial data R(1), R(2) and R{(3} resulting from the
division of the random number R by the processing unit bit
length are generated {step 8315).
Next, at the step 8317, each divided part1a1 data
- D(i,3xm+j) that constitutes each one of the plurality of
25 the divided data D(i) is generated according to the
definition formula for generating the divided data as shown
in the step S$317, while changing the variable i from 1 to 4
(= number of division n) and changing the variable j from 1
to 3 (= number of division n - 1) for each variable i. As a
30 result, the foliowing divided data D are generated.

35
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to 3 (= nunber of division n - 1) for each variable i.
“As a 30 result, the followi ng divided data D are
generated. 35 31 WD 2004/ 057461 26 January 2007
Di vided data D = four divided data D(i) D(1), D(2),

D( 3y 2044357461Fi r st di vi ded data D(1) three di vi dezé January 2007

partial data D(I,j) 5 =D1,1), D1,2), D(1,3) Second

di vi ded data D(2) = three divided partial data I(2,])
D(2,1), D(2,3) Third divi ded data D(3) 10 =

three di Bk etS?atiﬁtal Dgata D(3,]) D(3,1), (3,2),

(3, 3) Fou tfoug undedeaiaaaataDM)t)==tmme. dicgiyded(3), D(4)

parti al D(4,2), D(4,3) 15 Note
t hat the%gtter%tr?liﬁ%ée ormﬂ a)](t)’lar generat i ng each
di vi ded par tthyeeddiwid¥d garténawdata Rle j9t ep S317

bgcomes ghg(gpg |f]b 1 f gsghi bed in the table
shown in Fi ? (3 ezo)gzg?g V\,hzre t he nunmber of

di vi si on 5§¢ ot ﬂ ﬂ%‘”r‘?teq latarf (gkanpl e. Fromthe table
shown in ki ¢ghrée diviodhsd lparseed dabmtD{2hgldefinition

formula faqr nef at vided partial data
D(1,1) is ?g?g ’i‘%ﬁ’ gg? é?he definition formula
for geneThirfgdiwides vagedDpaitial data D(1,2) is O
M2)*R(1)z Rﬁﬁ%e&(cﬁﬁmdéaepaetwltdm foqsyyha for

R ARG PR BEFIM Cion formui & for
generatiﬂgurﬁe diiwiideeld dphat &4 ) data D(2 1)
gonor at i ng TRe i dagacEat f141 HheaRISL 53100
S(2) *R(2)* A& Li:h 8 (el ni B{DB )X ornul a for generatl ng
ishe
' Note that the definition formula for generating each
divided partial data D(i,j) shown in the step 5317 becomes
the specific form described in the table shown in Fig. 6 in
the case where the number of division n = 4 as 1n this
20 example. From the table shown in Fig. 6, it can be seen
that the definition formula for generating the divided
partial data D(1,1) is S(1)*R(1)*R(2)*R(3), the definition
formula for generating the divided partial data D(1,2) is
S(2)*R(1)*R(2)*R(3), the definition formula for generating
25 the divided partial data D(1,3) is S(3)#R(1)+«R(2)+R(3), the
definition formula for generating the divided partial data
D(2,1) is S(1)+*R(1}*R(2), the definition formula for
generating the divided partial data D(2,2) is
S(2)*R(2) *R(3), the definition formula for generating the
80 divided partial data D(2,3) 1s S(3)*R(1)*R(3), the
definition formula for generating the divided partial data
D(3,1) is S{1)#R(1), the definition formula for generating
the divided partial data D(3,2) is S{(2)*R(2), the
definition formula for generating the divided partial data
35 D{(3,3) is S(3)*R(3), the definition formula for generating
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@n

30 divided partial data D(2,3) is S(3)*R(1)*R(3), the
definition fornmula for generating the divided parti al

data D(3,1) is S(1)*R(1), the definition formula for
generating the divided partial data D(3,2) is

S( 2yd Bgp2ps7sthe  definition fornula for generati g Jahitary 2007
di vided partial data 35 D(3,3) is S(3)*R(3), the

definition fornula for generating -32 WD 2004/057461

26 January 2007 the divided partial data D(4,1) is

R( 1) the HEvdéeidnper bhal fdatauDd 480 §erRtlat.i rdpet Aefinition

gl ;/lﬂﬂdmﬂ%r ;fbé" g8t Pa tXufly 2hel talvB&&i pa;jiﬂﬁag.hgata Di4, 2) is

ef | i on_f.or or. generatin i vi de

ot 0, e By o B ARl B bl 5% Fopie atnbl s @itvided

shovmra:igéndaat Rief i 3 tisoR (Bor nTha tablich@hoaseimEree @ also
sHows28 Qéﬁéféfue%ffgf%i%%oFéi%é?a Gnenat Loget fere m > 0

divi ed data case wheret
var iigheg ﬁ%blbralt%él%giea?bl e mis increnented by 1
(5 gtl ep 53A9):er agwhdﬂaa-imrgoe;;assan@id@i F; oY _boiﬂ?tﬁflﬁ Jv&:yeﬁor

Si i Vi si on progessin a
startrng %%o‘%%eierh % giaf’i%f t"hlg)r o?‘?‘a. Hﬁ?iﬁlg{eams{is
cor dagpeneitrd thy tlhdsv&pl 8812) mandl the nreeeptiow riegurns to
100 thBi stexaimlie Wherer kfk n@imﬂlaéra d§v'i§1314 PdeRRde for

data starting fromthe 25-th bit do not exist., So

t haflath es Bar Ll SEeTnGhp  Beddudifty o the orifingd) date S

tD?gcereqsmﬁﬁﬂmng wben:ﬁetherwmejaﬁ_-dag 8s Y dYemped),, but in
g r CLi oNEe

s atbfebyith SRRET 8L PR HRACH PR FAME 308 pata

f r oft @ He D ffr oy §h§n2§s1ﬂbrblstnd10r setpexbFt uria thﬂ bhe

Fﬂeit)ﬁc:dﬁsﬁslj.(ﬁ% gevkesdd #RsPUMR ts'%%p”@ﬁﬂpr% 3bhe5§%3p 28321,
a e

ed in the pec ve depo
ser V&S Ei"?&%a ‘%?1'%& Wil Bﬁzg 5§4) generated
fi m$md=crmbbé sbate atmmz-aaemtbeeetcdemm|dtepsewasarﬁ’ers 7

SNty L 00 e duSaPLERELARLE 0 (HACEERSFLIJP unse

de OSI't.servers accor di vi
suc’ﬂ Ohathei g ckwinn &qni@@dldahaou:@m e petwepsstt exch

20 ntthagi theyeate mltteﬁe&ﬁetﬁe Moy edth®eda¥p et dtidrers 7

geneﬁaﬂlon roc iséj]sr}.%n progessing is finished. Note that
there are three deposlit servers 7 shown in Fig. 1, but it
is preferable to increase the deposit servers accordling to

the number of division such that different divided data can

25 pe deposited into different deposit servers.

Now, the divided data generation processing using the
definition formula shown in the step 85317 of Fig. 5
described above, or more specifically the divided data

generation processing in the case where the number of
3G division n = 4, will be described.

First, from the definition formula shown in 'the step
§817, the divided partial data D(i,3xm+j)} that constitute
each one of the divided data D(i) = D(1) to D(4) are as
follows, '
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definition fornmula shown in the step S317 of Fig. 5
descri bed above, or nore specifically the divided data
generation processing in the case where the nunber of
30 division n = 4, will be described. First,. fromthe
defWapaog/eri4dor rul a shown in the step 5317, the 26 January 2007
di vided partial data EXi,an%j) that constitute each
one of the divided data D(i) D(1) to D(4) are as
fol | ows 20Q 6 .J 0 A
(1, axme1} o S ‘%%.) ég LR Ce ALY 2 £
(1, 3xm+2;? 211112}_1*)&(@(2 1) pQézy D, 2) ##H(2,1,3)
g((% gxm+|3m(f :8(nﬁ>sw3) 5Q3mis g @3, 1) 26@(:9(13,,31;@(351 ,3)
, 3XMmt
D 2. 3xm+2’;5(2 é%”i)iﬁ: 5%’2“"2“1%“&@% %“2%‘* *3’;‘1'2'3)
DE2, 3xnw39(&.:8p62w8)8@8n£2m)@(®(3 2)29(@(23.22*31)(2 2,3)
D . 3, 3xmi )2 3l B¥ ME 13 1 KXol 3
X wa%o §] EI: ﬁn} :?Mh)( j«) ]2 Qf(la 2,3)
D( 3, 3xm+3 (& 3%ps) 3)8 ’S“*al)f)ﬂ*‘éa(é zs,i 23%81.3¢3)
B((Zl gxwm{utsR@axw%gsmxh&qEnz)z , 5, R([xe:;3), 2)|*Q(2,3,3)
Xmt S v a
Tl S A e Lt R N
afhd the IP-(t4h36'GTthTF dif(%%lﬁatrl X

HE% ﬁig B3, 53<m(2)|=) R(qxim-n—'z k) Is El)venobah Q(J( l{) k)—

X e = en C ,

) 0 20 Tﬁ)\gg 9" &) (P"mcﬂﬁé 3]x(P[3 3])" (j-1) —J
U[33]x(P[33])0 U[33] 011125110 10 0J

Q(Jj.1i,k) is given as follows. Namely, when c(j,i,.k) is
15 a value of the i-th row and the k-th column of 3x8 matrix
U[3,3]x(P[3,3]1"(j~1}), Q{J,i,k) is given by:

Q(J,1,k)
Q(Jj.i,k)

il

R{3xm+k) when e(j,i,k) = 1
0 when c{(j.1,k) = 0

20
Thus, when j = 1,

_ UE3,31x(P[3,3]1)°(j-1) = U[3,3]x(P[3,3])°0 = U[3,3]

O 111
' 25 - . =|110
' : 100

30

35

_34;..




30 35 -34 WO 2004/057461 26 January 2007 when j = 2,
U3, 3Ix(P[3,3])'(j-1) = U3, 3Ix(P[3,3])'1 =
Us3,3]x(P[3,3]) 51111 (010 1101 x 001 1001
00 11)011 1010 10 and when j =13, -
Ul 3w@]2e¢sRpB68] ) *(j-1) = U 3,3]x(P[3,3])'2 15 = 26 January 2007
U3, 3[x(P[3,3])x(P[3,3)) 1111l (010 0111 x 0

0l '0102100 11120=101 00 1 Using these,

each divided partial data D(i,j) is generated by the

fol |y deffirnition formula. 25 30 35 -35 WO

2004/ 057461 26 January 2007 EXl 3xm+l) =

S(3xm+ 1, —
sgsinwwlg 33{381%12 @)} ‘r}ﬁé)?’] 15{{333])2%
S(3xm+2)*Q(2,1,1)*Q 2, 1, 2) Q(z 1} )3 x4 )
S¢ 3xmr2) * R( 3xmr1) * R( 3xm+2) * R( 3xfar3) 1 [o 1 ol

=110 001
10 0) 100
(11 1

= (011
01 0f

10
and when j = 3,

U[3,3]1x(P(3,3])"2
U[3,31x(P[3,3])x(P[3,3])

U[3,8]1x(P[3,3]1)"(j-1)

15
111 010
= 10131if x [001
010 100
(1 11
20 =1101
0 0 1]

Using these, each divided partial data D{i,J) 1is
genérated by the following definition formula.
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5 D(1, 3xm3) = S(3xmk3)*Q(3,1,1)*Q(3,1,2)*Qq3,1,3) =
© S(3xmr3) *R(3xml ) *R(3xmr2) *R(3xm+3) (2, 3xmrl) =

S(3xmr1)*Q(1, 2, 1)*Q(1,2,2)*Q1,2,3) =

S(3xmtl) *R(3xmtl) *R(3xmt2) D(2, 3xm2) = :

S Isomepdesge2, 2, 1)*Q( 2, 2, 2) *Q(2,2.3) 10 = 26 January 2007

S(3xmk2) * R(3xme2) *R(3xmk3) (2, 3xmk3) =

S(3xm3) * (3,2, 1)*Q(3, 2, 2)*Q3, 2, 3) =

S(3xm#3) * R( 3xm#i ) * R .

Sggim,rlg (PXX@J; (ﬁfﬂ}*mﬁué?ﬁ PXJd (151, 2)+(151,8)

S(3xmrl) *R(3xm+1) 45 tta(xauaxﬂﬂz;&xml)*R(Sxm+2)*R(3"m*3)

S(3xm+2 ,+* 3:3)) s £(2,1,3)

sgsﬁnwzg’l@é:z%”‘% O o)

S(3xm+3) *Q 3, 3, 1) *q%(%"mz?*?eg{‘é3§mé3)*3—‘3"m*2)*

S( 3xm+3)5 R IdnP8P) = X By 10 (3, R(Bxnd9, 1,20+Q(3,1,3)

D(4, 3xmr2) = R( waz% 3PQ%3§§37§%Q1+I ‘ﬁg@gmﬁ),*hl@mmm)e

gener al form of the v Si

O di vi gl lq% %pe
ori gi nalD (dat3amat tor oﬁ(rﬁgﬂt*é)f*ﬁéld%f]rh‘rq(lloﬁ 23 *Rb1 nif
shown in the step .8251(73,@1t,1lfl*g(32m9;[)ﬂh(e3xdﬁle)nl tion .
formula shown in the step
descri bdy.2. 3mfé)tﬁa(i(3t’ﬁq‘ézgfﬁg1zn%t d%} QPE z.8)
1ounber, divi ded dat es(mqm&’eeﬁRbamdfm-@(@r’Fmaﬁd -
proceSS| % lénlt Plt é(ﬁg&t 5)*3«{3 bf),ptﬁrgotze@)aa(§ 253)

D, n an respectlv ) Ovarla _I to

n) and j (=1 to rFﬁ(Wr*ﬁ)bE(%’é%Hl)a'SR \?’é(f]]l+§6| es for
i ndi cat i@, 30Re1 Pf= & (Pasah byl o8, i@ 108, 20 aQlb¥ . 3)

nunbers, each one of 1).s of he ori gi nal
partial data, (n-i) Ss(é"t ?+Z'Jf) ﬁhgéxran]:jom nurrber Partl aﬁl
1slat a, un(aetaslneﬁ)m@(mxwaedaﬁat& D, *H%d 3¢ A 3 ot
di vided 35 partial,_ t3&;€ Qb Siﬁlxlﬁuzlj ded dat a WI 'l be
denoted as 5(j), 28)04

%1, PP, SEREBD 5 0P ABRER(3 Chek) WRgPndy BEF 1T

data S(j) is generAatHq&x@s3)*R(3xm+3)

D(4,3xm+1l) = R(3xm+1)
20 D(4,3xm+2) = R(3xm+2)
D(4,3xm+3) = R(3xm+3)

Now, the general form of the division rules for
dividing the original data according to the definition
25 fTormula shown in the step 85217 of Fig. 2 or the definition
formula shown in the step S317 of Fig. 5 will be described.
Note that the original data, random number, divided
data, number of division and processing unit bit length
will be denoted as S, R, D, n and b, respectively, and
30 variables i (= 1 ton) and j (= 1 to n-1}) will be used as
variables for indicating one of a plurality of data or
random numbers, each one of (n-1) sets of the original |
~partial data, (n-1) sets of thé'random number partial data,
n sets of the divided data D, and (n-1) sets of divided
35 partial data of each divided data will be denoted as 5(3),
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b bits of data frombx(j-1)+1-th bit of the original

data S while changing the above described variabl e |
~from1l ton 5 1. Then, when Un,n) is an nxn upper

triangular matrix and P[n,n) is an nxn rotation

mat woxpo4ofjaed , k) is defined as a value of the i2aJanuary 2007

row and the k-th colum of an (n-1)x(n- 1) matrix

U[n 1, n- 1)xP[n [,n-1)"(j-1). Then, Q(J, , k) is defined

k R( n.c(j,i = 1 and Qj,i,k) _
10 0 én % %Pg Wg j%’hen \Nhl | e changi ng the
vari abI e Alsér osmdh poiginnd nmangallnglatthesvm iimblgenerated as
froml,§os oflarfaocrgatf%ﬁ&ifﬁj iplse hy b%egf'mfe b %%91 data S

di vi ed parti i s set

s(j ) "hpleyshangdne ihq m*ﬁe .desqubeécﬁaamblefed Eanﬂ. 3 to n-
dat alD(Thél%hlvﬁle‘heU[hQn] bes ﬁDnD?j ubi);:eﬁ Bfiéngtablatrhmatrlx and
repe I N e above C I Nn r,om e Q

far ) Pleyior ' ot ARG PAPEEER, Merigy RlmpbrlorSangtingg as @
n semltoé o2 % htehé ~thh vir efe chrdiattdaec knthecofamer atfednf (ond ) x(n-1)
the pii,9i:na) A3t 3- §ixﬁ1ﬁi@ ntJiq WQE?SS'M%“@{(& i, k) is
recoverlng t he orlgln a Pron1the dIVI e E _
D(1)detimad a5 8fJahd b(ﬂ)R(Maf"héPec §ehdtlared BHY Wi -
govidivigen ke joui, @) nalo dathanS Whtﬂ)efelhﬂnmg dascvabbgble i
abov. ovl\ﬂ L be des CP d Vr\fgtn Iﬁt #fgbcfet'of'f'oﬂ I to%PGI for

o I n the case 0 our sriown
) t he eanh g’vaﬂréab@lat:h 3?1:@&1 ipe genereh e Fidemh Phetgeheiaatfa

def igist,ijgn 1kosgYl g Heown in Fig. 6 using the variable
j = 3xmtl (m=0is. an arbitrary integer) as

follows. First, the case of obtaining the original
Mtanrom 35 the di vided data D(1) and D(2) will be
descri beB{1:3% W QdG4E85R4641 28) hanuary 2007

D(l,j)*D(2,j) =
(S(J)*R(J)*R(J+|)*R(J+2))*((S(J)*R(J)*R(J+|)) =

( S( naSgHen *{ R 1,* Badh) 4§ R ded ) g thnh) HbRej B0))j) is set to
be:
20
D(i,3) = R{})

By repeating the above processing from the top to the tail
O of the original data S, the number of division n sets of
25 the divided data can be generated from the original data S.
Next, the processing for recovering the original data
S from the divided data D(1), D{2), D(8) and D(4) that are
generated by dividing the original data S into four as
described above ﬁill be described with reference to Fig. 6.
30 In the case of the division into four shown in Fig. 6, the
original data 8§ can be generated from the general
definition formula shown in Fig. € using the variable j =
8xm+1l (m 2 0 is an arbitrary integer) as follows.
_ First, the case of obtaining the originai data § from
35 the divided data D(1) and D(2) will be described.
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5 = 0*0*0*R(j +2) = R(J+2) Consequently, the random

nunber R(J+2) can be obtained by cal cul ating

D(1,j)*D(2,j), and simlarly, the random nunber 10

R(J) can be obtained. by calculating D(I,j+l)*D(2,]j+1)

anove mwesesamwdom nunber R(J+1) can be obtai ned by 26 January 2007
calculating D(1,J+2)*D(2,j+2). Then, by using these
obt ai ned random nunbers R(J)., R(J+1) and R(J+2): 15
D(1,J)*R(J)*R(I+1) *R(j +2) =

(SCp) >R *RO)+)*R(J+2) ) * ((R(J) *R(J+1) *R(J+2)) =
ggjg:(()g(()*ﬂéifij)am(*ﬂ(FS()J+1)*R(J+1)) (R(J+2) *R(J+2)) d:‘?

cal cul ati ng eﬁsﬂw (j%Q §9+ fﬁ{?@ g*qgi ?*19 ﬂm% 1
D( 2, J)*R(s)ewqmunsﬁﬁﬂh’rﬂ( ))g 341712:%%&)&5’&%@&’
by cal culatém(ﬁgg(lj&@)D(l j+1)*R(J)*R(J+1) *R(J+2) or
25 D(2,j+1)* (J+1)*R(J+2) and S(j+2) can be. obtai ned
by cal cuf&kiHcflei ther D(1, J+2)*R(J) *R(J+1) *R(J+2) or
D(2,]+2)*R(J)*R(J+2). Also, simlarly as described

b f
olfar e, Mg gL ag A, shinc:

obt aahe@lla Hdn I SEPY Js)(q 2pf giglipnle, the, rggdom number
1@bt 'alcﬁlyedca:bybet o tXORe 8 abE Wadlcuna tohg 0F 01, H;)*D((z J+1) and

(| Bhs tagtom puahby RLFL S Belodtdtndd o Relbyiating
D(l))(lanﬁ-FZJ('dfb(Z j38) or TI¥IR) bafnusppg) these mPpizgd ppagom

- 38, 748126 Jaiary+2997 D(4) us defined by
R i tgﬁr%&oiﬁg(‘}?hat %]]-?(j R(j +?j; and R(j +2) can be
obtai ned fromD(4) wi t hout any cal cul ation. For

agxanpl e,p @) #rREG ) #R ] jeKRE([G22) can be obtai ned by

the = (S(F)*R(J)*R(J+1)*R(F+2)) % ((R(J)*R(J*+1)¢R(J*2))
= S(1)*(R(*R())+ (R(I+1)AR{I 1)) (R(I42)AR(S+2))
= §5(j)*0=0%0 .
= 8(Jj)

20

so that S(j) can be cobtained by calculating either
D(1,J)*R(J)*R(j+1)*R(j+2) or D(2,j)*R(jI*R{j+1).
Similarly, S5(j+1) can be obtained by calculating
either D(1,Jj+1)*R(J}*R(j+1)}*R(j+2} or
25 D(2,J+1)=R(j+1)*R(j+2). and S8(j+2) can be obtained by .
caleulating either D(1,j+2)%R(j)*R(J+1)*R(j+2) or
D(2,j+2)*R(J)*R(j+2).
Also, similarly as described above, S can be obtained
from D(2) and D(3).
30 More specifically, first R(j), R{j+1) and R(j+2) are
- obtained, and then S(j)., S(j+1) and S{j+2) can be obtained
by the XOR calculation of D(2,Jj), D(2.j+1), D(2,j+2) or
D(3,3), D(8,j+1), D(3,j+2) with R(J). R(J+1), R(j+2).
Also similarly, S can be obtained from D(1) and D(4),

35 or D(2) and D(4), or D(3) and D(4).
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XOR cal culation of D(1,j), D(i,j+1), D(1,j+2) with
R(j), 5 R(j+l), R(j+2). As described above, S can be
recovered fromtwo arbitrary divided data D(1) and
D(2), or D(2) and D(3), or D(4) and any arbitrary one

of woeowdpseled data D(1), D(2) or D(3), for whixgFshuary 2007

difference in the nunber of 10 calculation is one.
Nanely, if three divided data am)ng the four divided
data are acqw red, at |east one of thngbove

descri beB(#hses defingd PER| Liereldo SRatBehefbl) gifdrt) and
dat &(jean &gn rteec mbe:faadeﬁr@m:armlmr atiyhbht esnylicaldedation.

tab ta“and e definition
f or ¥ORac@hculatioas ©ToP (Lhd) diBlilsidsh )i nP6L. §13k with RAd) -

GASQ(9f1§ hegdjysion i nt 0 f| ve, the recovery
processing simlar to bove gescrl bed c{ias]ﬁr ttwh

di vi si ont§ rﬁ%sqr&@,edcghogg r%eﬂﬁnz & by UEFhY

def aﬁbitmﬁmﬁvﬂmﬂl datarp (e atidvDd@d, dex D &&id gnd=D(3), or

4 {1 S
Xnﬁg;% Mdg G egr?rlm'ﬁf'?réﬁé Q)tfeg:ﬁé) dl'QP@éc?od‘lﬁ?i DXl ) 5 lI))(Z)

can recove WO arb rary divid dat a

andon(2§3) ,orfay zplshdammfere@:ceme) t%ﬁdﬂ@(%r, odr D(5)

T T e L

@ndcéiwuladtlilanr &rsyoﬁee Wand13g idi ¢heled dbdipddd HptaDe@yneg the

which a 25 di.fferepce in.the.n e
of teift il facdnate iy  SETHEt il S f bvove
anDd’h@¢m¢efd| vesdivedecbelaterldred seqthdedtherrigisal “aata
one.gf ﬂ&%e@%@\é?FdSﬂg&ﬁ hee 162885 ERFedEli vitRId d8HaSmong
a

can be recovered from

t hat or :qgl na
ar b?lﬁ‘ dopry gigddad ik data anong the five divided
1gdata. 3@iY.sq, sRYRS d\ﬁ‘iﬁ’bltehenﬂmﬁb‘e:tng)ftrcﬁ diviidedndata and .

t at f t i\ d
o iS5 o Eon F UL YathocSRPp o IR drfCRpn i
(n#ive2 dot shef case Oﬂlﬁhedédvﬂai@llinﬁp ifdven &hg recovery
NU&Jceslin Wgnégﬁiﬂaﬁeﬁé thk EBSve ddé’ééieﬂ)éiﬁbasbf of tise

an ‘even nu i S nunber

IS 3 n
o T4 OB & R FRTBEr TORBLELL b5 1o thp Ge7 i bion
2@ 0@bran7 860 GtHa M ied0@dta and J = 4xm+1 (m 2 0 is

arbitréry integer). Consequently, S can be recovered from
two arbitrary divided data D(1) and D(2), or D(2) and D(3),
or D(3) and D{(4), or D(5) and any arbitrary one of the
divided data D(1), D{2), D(3) or D(4), for which a

25 difference in the number of calculation is one. Namely, if

three divided data among the five divided data are
acquired, at least one of the above described cases can be
realized so that the original data can be recovered from
arbitrary three divided data among the five divided data.

30 Also, even when the number of division n is set to be
greater than 5, by forming the divided data similarly, the ‘

35

original datd can be recovéred from (n+l)/2 sets of the
divided data if n is an odd number, or (n/2)+1 sets of the
divided data if n is an even number. This number of sets is
obtained as one plus the maximum number that can be
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sel ected when there are n divided data, the adjacent

di vided data are not to be selected and the n-th

divided data is not to be selected. In other words,

if the maxi mum nunber plus one sets of the divided

da{y AbHosagpui red, two 5 divided data for which 2% January 2007
difference in the nunber of calculation is one or the

n-th divided data and any ot her divided data are

surely contained anong them so that this | yes thée
numbeleoted iwbegeghene aaxhatr drddadcsir b FoP ¢ fig=n
reCﬁ‘i@F&e a hddexte Mbthes efereneeté@ dndy.the. nthe divided

general "division processing in e
nundéfaots qiaf P oH i §5h° ?ﬁ% Eﬁe"gﬁ%ﬁg’i‘%% Eﬁl EH@II%axmum

| engllibés dRuM lonebsetleset ithed diFided  datee afjgepcduired, two
t5r a'&s%&éd tc{}iet Olffbgl 9%&?‘113& %ﬁf@i‘eng@kirﬂgsh@n n&ﬁBQBSof o]
ev

I'VI'ST on romthe term a t
ot @aieubeTAS AGnORACCT Sk tiGh dir19ay dgtd, Aa”ify (dther

di Viggi 0fe dlesi te ater eGREVE St inei gimats ddie@, SSPr bpgt this

the _term.nal_5.and_suppl.i [ O he HevinsceBsdeyifd the
1 (§11¥BS ﬂumb’l:'ﬁeﬂ§ ‘?#é (ﬁezierdggéegllt‘fl es t he nunber of

di virscovery. (arbitrary integer n ? 3) to the division
1Qevi ce Iyfromyihe RBrépéntaao Fifstep GOFpneThilsdivision

nmb f o di |
UePAPGFSFNE div e Tooh Tt fh2 “‘?%‘%’%‘53’??%3“%?%‘1% "

| enghl bhé rdeteassimgednstiey 5@95‘)311 igierd L éﬁscrlbed
arbitr ar]iy ﬂ'é’é eqq % g%@?t@faﬂsﬁﬁﬁ‘:szehé’ ofNBinall dwlnet By

the bit 1ength © e origjnal  dat Slsa t r
25 meking|a GrecsREnte) thi o= e0; Revke S Fyoll €F rorminal

130t 5aNand nﬁtﬁegerataulttaﬁhmsam aadl r@@enihi@noplinétnév of the
dat % Sy Lo fprggeﬂrééttﬁg éﬂ@ginalo\lcﬁ&a 6 from the

var GABILE R ®ifidr cates an  integer SElte
to Gefmimml $54@91)i SNERUG%\HGH er tBR( lT)Slkﬂnt gegﬁcga{’ P
frogubhe 3fhdix(And) ¥eet- éﬂ‘edlftieef thaenumtiegi ofl digiaieh o
teﬁ: Sgroé@g%t%ltl%t@%efhg d§][ B %ﬁ%]'%livféslcﬁl rdee%liEE of from the

a do not exi st b
20r ogesmimgl Vi | (stppo8daed) ¢ cﬂ'k;wenggxggr gﬁz&lvi@&pn n may be a

C“r %?EELV d e 063l ARK Sy e Saqtvibs)oﬁ) @évitdee 15t apso S400e

processaltnag %);Ilst bsg iength b 1gr gcgg’rsthir}%dpr(%%gsd§46§) s

where 1 is an arbitrary integer greater than zero. Next,
whether the bit length of the originql data S is an lnteger
25 multiple of bx{(n-1) or not is judged, and if it is not an
jnteger multiple, the tail of the original data S is filled _
up by 0 (step S407). Also, & variable m which indicates an
integer multiple is set to 0 {(step 5409).
Next, whether bx(n-1) bits of data from the
30 bx(n-1)xm+1l-th bit of the original data S exist or not is
judged {(step S411). As a result of this judgement, if the
data do not exist, the processing will proceed to the step
§421, but currently the variable m is set to 0 at the step
5409 and the data exist so that the processing proceeds to

35 the step S413.
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35 the step 5413. -40 WD 2004/ 057461 26 January 2007

At the step 5413, b bits of data from

bx((n-1)xm+j -1)+1-th bit of . the original data S is set

as the original partial data S((n-1)xm+) while
chawg@izeig/ts et variable j from1l to n-1, such that2é January 2007
(n-1) sets of the 5 original partial data S(1), S(2),
........ , S(n-1) resulting fromthe division of the

original data S b%/at e _processin unit bit length b
are genedt &8 RSB S4lfe PaRlibfn HufBée PR a length
equadx t(@-tthen+ proceisghnyitinot tid drmggnhlbdg@me& disedet as

by the rq\ggmng%m%allgfgg gf% 3%y h wﬂﬁlé Sck?'d%tgl%% the

he random nu

chaﬁ@ﬂlﬁ@bﬂﬁei vﬁ’f?%b‘l &9} of f onFuch d“%rﬁltl(r-l %Lc‘he'{Eh the
(£ 1dri$Qh810pak il mct@rrsnwbes(martl al, datal) R(e]s)u.lting

I 1] f h
e gty SrLE S, TRRLOL B o5 Y L Ballpgerne
b artmil:Sbgenbmm@dlr(grepgwisated\lext at the step

S417, eagbxdi vigled HaAbk ﬁ{mﬁi@ﬂ; avitR( s £ BnddXnayait Rat the
consti t ut es each one o E?gt? urali t¥ﬁgotf) t e divided

dat &BEEF® ggdgﬁgigvgd RFIES e %é?lnlfngﬁm number

Tor menarbol ogensratlisngst bet diwithed rdatiam asugirowmpa2@iph data
theﬁgﬁﬂﬁ%n Wi Eﬁéﬂ%irﬁ“@ $3 vARELBRL &) FerdchO Fol 8-1,

3 e varia om 1
: var |5éll§’F1eth?- (Qs“ld se&al ot 'flh% lfaélldPE‘V\PH'@b%ﬁ' \Hadfé&a&aaﬁtﬁ

arergenerated, -~23 30n-35 resﬁhﬂWQQZ@BéhOBﬁﬂﬁmﬂﬁﬁlon of the

Januar 2007 ed ata D = f dat
D( % lﬁrz;ﬁ % t€ 1'9 a]?é \ﬁﬁ?x%ih B Qie
et gegﬁrdtw d@ﬁ:’fsq@aﬁﬂiﬁlﬁ dat a D(I ,J )

Next, at the step S417, each divided partial data

D(i, (n-1)xm+j) that constitutes each one of the plurality
of the divided data D(i) is generated according to the
definition formula for generating the divided data as shown
20 in the step S417, while changing the variable 1 from 1 to n
and changing the variable j from 1 to n-1 for each variable
i. As a result, the following divided data D are generated.

()
25

30

35
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5=0D1,1), D1,2). -...... , D(l,n-1) Second divided
data D(2) = n-i sets of divided partial data D(2,J) =

D(2,1), X2,2), , D2,n-1) 10 ...... n-th divided
data D(n) = n-i sets of divided partial data D(3,j) =
D( WOoLpp4/B(4612) , --, D(n,n-1) 15 After generatin@é himuary 2007

divided data Din this way for the case where the
variable m= 0, the variable mis increnented by 1

(step 5419), and the processing returns to the step

5411, witidaeded2t®i®ar division processing for 20

dat a st ard imgefesoor t hievime@ndarat B b} t= F(1WheDbR) gi fizl - D(»)

dat a gi@%rﬁrt;%ﬁ%g%@gﬁt%t ?ggjvari able m=11is carried

out .
are processddsass aof ekividedt peRblal e

data of the original data
(gaf’?the

step 541L pyhe)precessi ng-propeeds-fyomthe step S411
to the step 25 542&, \(I]H]%e EE? di vi ded data D
gener at &PCRRIGEIEF FHE o84} are transnitted to the
deposit semver sefs redphiotided! partisin datde Ddas &)
transm ssij Qzagﬂ rlﬁ(:éepg)i on..unif(d mofy the division

’ 't ) 1]

devi ce 1 throug

e network 3, such that they are

deposited in the respective deposit servers 7 and then
146 he 30 di-vi sion processing-is finished. Note that

there are three deposit servers 7 shown in Fig. 1,

but it is preferable to increase the deposit servers

accor di mgthodivibdeuirdedia B2} di vi si on such t hat

di fferent gi_yi e dat Y1G2aeacpaepnsi tduta DIBOJ)

di fferent
Fig. 9, thBBi¥! si® 242 o

eposit servers. 35 Next _giyth reference to
T H87461 26 January

12007 processing in the case where the number of

divisio

Ypel BEv £IWPdid®RNDS 19e6814 bedr for

S
above a geaf'r%%’%eer tothe case where the nubn?er o_fS
di thei oasa weexp ddrevarpaplem = 0, the variable m 1

20

25

30

35

incremented by 1 (step $419), and the processing returns to
the step S$411, where the similar division processing for

data starting from the bx(n-1)-th bit of the original data

§ corresponding to the variabie m = 1 ig carried out.

Finally, when all the data of the original data are
processed as a result of the judgement at the step 5411,
the processing proceeds from the step 5411 to thé step
5421, where the divided data D generated as described above.
are transmitted to the deposit servers 7 respectively, from
the data transmission and reception unit 17 of the division
device 1 through the network 3, such that they are
deposited in the respective deposit servers 7 and then the
division processing is finished. Note that there are three
deposit servers 7 shown in Fig. 1, but It is preferable to
inerease the deposit servers according to the number of
division such that different divided data can be deposited

into different deposit servers.
Next, with reference to Fig. 9, the division

~42-



equal to 3 (n ? 3) as indicated in the step 5403 of

Fig. 8 5 so that the case where the nunber of

division is two will be described by using Fig. 9.

First, the user supplies the original data S by naking

an Ve ewyes746 t he di vi sion device 1 fromthe ter26danuary 2007
(step S501). Then, the/ 10 division n as 2 to the

division device 1 fromthe termnal 5 (step 5503) .

Thi s nunber of, diyi sion a va
pre&éf’é?ﬁ?hlé% Iy HRe a§%|v§t|1%%e3: {1 r of d1v13ﬁon n is 2.

promemslﬁg tunteﬂMoulmemgﬂrﬁésqnib@@tebﬂVQGﬂWaﬁiSQBF?Q to the

(stg 8@8&% t@l@i?nmﬂ@xetc@@rdfﬁ%i%t nl 88 Hbddlert tBan or

orlglnal 'S an 1 nteger nultl | e of % gr ? %l g,
i's Jegagbdwa?ndw B #s inicated dfe 'é iR 5508, °the' &
Bal koOothd hery iclisRawhend aclfe Irﬁnnbfetrl bﬁddimsti)ono igstep will
5505 arla | e i ndi cates an i nteger

% Al so, gt i 0 §F
pfessisined by UiRE ke 5409) . Next, whether 8 bits
of data Fimwmn,t tbesuses -supiiitesofthe2or igiknady idgitaaP BEtIeking

S eéﬁsécégsd1Q5 %ﬁelHf@ﬁﬁiéﬁndﬂ%l@éli)ff§m the @suhinal 5

this enent, if the data do not exist, the
pr ok® %R Q|- | TBFBcé@Eﬁto the step 8521, but
10Ur aentddort e asvar tabtie rivisden flevicarid firee heaterminal

203" 5, g PSSR, BOSFEE d oyaeshomune

;j 551 from
.- 8xmﬂeddteb1ntin9ﬂ bfh@%rdlg”lﬁélondéﬁ’&i‘seﬂs &dsoasthfie

0r'ﬁ¥6¥ﬂsd¥%gthﬁhtd@iﬁiléﬂéﬁﬂ b, isugbtdhiitneidhasosi Yitml (step

T

$hem andamntngabemumpareaufoﬁ oni hot5ig s'iﬂsié'ledasan@héf it 1s

T A RIS et s 1

Nexfillgd mebgt@pcs@m 504dh 819Pded ‘i?&'rilalb Ba¥hich
( 'iﬂﬁ*il:ht@@.daﬁ)(j?mf@‘éér At 1p0Bsiit séesceackisvap $502he

dof i t NGt a0 0a P85, 81 308 el Mg BnPE-tn bit of
20 the orlginal data S exist or not is judged (step S8511).
a result of this judgement, if the data do not exist, the
processing will proceed to the step 5521, but currently the
fariable m is set to 0 and the data exist so that the

(:) processing proceeds to the step S§513. ‘
25 At the step S513, 8 bits of data from 8xm+1l-th bit of

the original data S 1s set as the original partial data
S(m+1), such that the original partial data S(1) is

generated.
Next, the random number with a length equal to 8 bits

30 generated by the random number generation unit 15 is set as
L : the random number parfial data R(m+1) such that the random
number partial data R(1) 1s generated (step 5515).
Next, af the step 8517, each divided partial data
D(i,m+1) and D{2,m+1) that constitutes each one of the
85 divided data D are generated according to the definition
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formula for generating the divided data as shown in

the step S517. After generating the divided data D in

this way for the case where the variable m= 0, the
variable mis 5 incremented by 1 (step 5519), and the

pr oYMy 4tlet urns to the step 5511, where the 26 January 2007

simlar division processing for data starting from
the bx(n-1)-th bit of the original data S

Cor raf r%u?.dl '?Qrt??l:{eﬂ%t\i Ll 2Rl eaiQrach dataakhsi &bwallin the

the data of the original data are 10
procﬁé@@eé%é‘ a result of the judgenent at the step
$511, tﬁ%t@f og&se%iartgn@r eEeedsvidedmdalte Bt bp 96kl way for

h h dd
Gondiss Bas3 R Ao BBBYS. e 1 dheny TR o e

depdsicremenvet 37 1 flesppcsiR] y ankdr $het RECYRIH NE returns to
”a%@ %%Eg @ﬂﬁ WRERR! kRS é‘ﬂﬁitla]r‘B dl?u@ioﬁ hgr dbiesisingntor

devi Ce the networ , Cc t,.the

dep@‘@tﬁeﬁtﬁﬁti% from, Lhe; l?/’é(Ibl'e]p?og#g‘t E&E g 0 ok %&ﬁal data

t her berdiyérsd oy pootRsSTagidtal o mniFshetls Notrd edhapt-

the threed 0 &S ' Lreand
FipfiFreoneh allothp SRR she W?zﬁ%?ﬁam*sg N

mhesveozeseletpc@ @ s"@suétsof nﬂt%ﬂéld@&&’ént Noy, thehgtep 591

di vicded, Pé&@sﬁ%&eb%beéd@rﬂ?@ﬁsmégsuapn:gsiheto the step

deflnltlonfor t h f__Fi
des&Ppbed™BiFS & e &gd Cgﬁet i)l(i‘gl F‘I)} 51%@2)8@\?5 25t gg %S

0 ga@emilb@m amrmeasengrmsmmeda;te ﬁh‘ér@ench?étnﬁﬁﬁg?r 8

Of %glé%vc‘elgﬁ Eromzth@" +At§%rgﬁ§ﬁib§’§&1 drd Fecepbion unit

e m=
1§ef iﬁl of ovhe GHTISA0BhEARi G4 & FOTOHER ?plﬂflettwﬁé' kyfyi §BG
parthat €ady2 a%ldéi:oﬁﬁﬂe@(iﬁh ¥heatrespsctind clepos3l® servers 7

1,1 Kina
Pg an e@ﬂé%%&ﬁéb}%% pg( er]]s)sfiﬁgRé%)Sfé edq ﬁo'te '):11 t
of thete asrk Khoekydepdebt seryieye T. shem@h jggFégJ ’,1 k.;md it
IS gu¥d 45 Yo hgﬁoéi£r&ﬂé”ﬁi%ﬁ@eﬁh&akatihﬁb”tﬂﬁno@ftheéé

20 deposit servers in this case.
Now, the divided data generation processing using the

definition formula shown in the step 8517 of Fig. 9
described above, or more specifically the divided data
generation processing in the case where the number of

25 division n = 2, will be described.
First, in the case where the variable m = 0, from the

definition formula shown in the step S$517, the divided
partial data D(1,1) and D(2,1) are as follows.

30 D(1,1) = S(l)_*Q(l,l,l)
D(2,1) = R(1)

Next, Q(j.i,k) is given as follows. Here, in the case
of n = 2, all of j, i and k only takes & value 1. When
85 c¢{j,i,k) is a value of the i-th row and the k-th column of

Y.




WD 2004/ 057461 26 January 2007 Ix1 matrix

U1, 1]x(P[1,1]"(j-1), Qj,i.k) is given by: Q(J )
R(k) when c(j,i ) =1 CXJ, k) = 0 when c(j,i ) =
5 Ui, 1] x(P[ 1, 1]) (j-l) = U[1,I]x(P[1,1])'O _
(1)WE[2hq4m$74g .(1)x(1) _ (1) 10 Consequently, c(263Jadnary2007
is defined as 1 so that Q1,1,1) is defined as R(i).

Usi ng these, each divided partial data is gener at ed by

the follow ng definition fornmnul % 1) ven by:

S( 1 JLR( m;xtr:g( A1), A *RPLY - Yheld “tlﬁe Qéﬂr%\t}f |g§[ Glel

each divided partial data is generat ed by t he

foll owin defl it ornula =
S(mtl ) R( %Kﬁ Ok tethat in the
case of ahg, nuﬂmerooﬁhdnvwﬁidnkd =125 2, the ori gi na

data S cgpp ,ﬂ@g&egqye[ﬁqu; @qquggkn@qumhyoone of
e

tthe two diVi ata, so that t dat a.

have to be recovered by acqui rl(llrg Eé%gij;f the two
divided data. Now, in the arerddnebid descri bed above,
there can be 30 cases where tI? random nunber
conmponents can be elim nated by carrying out the

cal cul ati on anong the divided partial data that

1ponsti t %&s@bﬁeﬁ@ﬁ!yt h@(:@@!’f@. ydijgi degied s Nasel yhatin
the case of di.vi si on to three, for exanple, the

) di vREEd e titanefipred #2 Bfd)shown in Fig. 4, which are
) .35 def imaheashesk| owsch U5 iMed2pant Dely satar§s Jgarerated by

200%1;%%%;&)&{gsé&hﬂéﬂoﬂ?(f%}mui’él 2) =

S(2

1

it

S{1)*R(1)
R(1)

15 D(1,1)
D(2,1)

When the variable m is used, each divided partial data
is generated by the following definition formula.

20
D(1,m+1) = S{m+1)+R(m+l)
D(2,m+1) = R(m+1)
O ' Note that, in the case of the number of division n =

25 2, the original data S cannot be recovered by acquiring
only one of the two divided data, so that the original data-
& have to be recovered by acquiring both of the two divided
data. :
) Now, in the amendments described above, there can be
30 cases where the random number components can be eliminated
by carrying out the calculation among the divided partial
data that constitute ome and the same divided data. Namely,
in the case of the division into three, for example, the
_ divided partial data are as shown in Fig. 4, which are
.85 defined as follows.
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D(2,1) S(H*R(1), D(2,2) = S(2)*R(2), .......

D(3,1) R(1), D(3,2) = R2), -- 5 For D(l), if D(1,1)
and D(1,2) are acquired for exanple, it follows
that: D(1,1)*D(1,2) = -
( SWD)206(03pER( 2))*(S( 2)*R( 1)*R( 2)) 10 = 26 January 2007
S(1)*S(2)*(R(1)*R(1))*(R(2)*R(2)) = S(1)*S(2)*0*0 =
S(1)*S(2) In general, D(i,j)*D(1,j+1) = S(j)*S(j+l),
where j = 2xmtl 15 and m2 0 is an arbitrary integer.
As can be seen fromthe above described definition,

D 1, 1) g, D§1—29)(1ar*a(geﬂmf23)t.ed)(by2t)he SR LR G "6 2dn
t he n d om e nd--t-he

cont ent bg% ?#1 %@)Qﬁg ? ‘ja{fa%gannggagekaggertal ned
from eabk3ohg =efR(E.b()I- P1320) an®(B¢2, 2y~ al one, but by
§arry|ng out the calculation of D(1,1)*[X1,2), it is
possible to obtaln S(1)*S(2 n a as
the ori BPHaP (bht 45 Piér%) "H%ﬁ g?&n 5ieneg$ %ﬁ‘gnggrﬁw
nugkemptepotenillc@s\Wibat t he random nunber conponent
is elimnated, the 25 follow ng problem ari ses.

Nanel y, regardl ng the individu Qr.i gi

data, iP(a, pmmloﬁ)stz}Sb’e)cﬁ{éS*ﬁrﬁ&Mg(?g# P‘@ila? %1(?‘” -
gt would becone possebkellacs(r:aeeQRen.)aRph)I*GT(ZQ(*B)(Z)QO
that it can be consi gleée %3( A9b.eaf e. For exanple,
when the original dat ata according to a

standard data 30 forﬁaﬁ(lbﬂﬁiZS(Z) is a portion
contai ning the header information in that data format

or the paddin a part of P=DY¥xm+1
0, Tpogersedbi 33(1 de D(ltiﬁ:@ pgr(sl oﬁg y cor%hleglr?snlj i
15Ke¥pargs: os f4 &daebatﬁﬂ;emﬂ:temengs specific to this

data Tofimi,, 5% ah boflhdapere ﬁ@s@@ﬁﬁé@'cﬁaﬂmition.

conj ect art _of
20041 05 4614 J6 112 uare ewraWygb’etPecWé?‘Q& h&he

anWgﬂ%f'cﬁ{‘baOf 2( 2he FghddnY du®er, and the content of the
original data cannot be ascertained from each one of D(1,1)
20 and D(1,2) alone, but by carrying out the calculation of
D(1,1)=D(1,2), it is possible to obtain S{1)#sS(2). This is
not the same as the original data itself, but it contains

no random number component.
When the random number component is eliminated, the
95 following problem arises. Namely, regarding the individual
original partial data, if a part of 5(2) becomes known, for
example, it would become possible to recover a part of 5(1)
gso that it can be considered as not safe. For example, when
the original data is data accordiag to a standard data
30 format, and S(2) is a portion containing the header
jnformation in that data format or the padding (a part of -1
data region filled up by 0, for example), etc.. this

portion may contain keywords or fixed character strings
specific to this data format, so that it may become

35 possible to conjecture its content. Also, a part of S(1)
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of S(1)*S(2). In the case of the division into four,

it can be seen fromFig. 6 that

D(2,))*D(2/j+1)*(2,j+2) _ 5 S(j)*S(j+1)*S(j+2), where

j = 3xmtl and mO is an arbitrary integer. In the
caswogaft4fobsdi vi sion into five, it can be seen 26 damuary 2007
Fig. 7 that D(i,j)*D(i,j+l)*D(i,j+2)*D(i,i+3) _
S(j)*S(j+)*S(j+2)*S(j +3) ,where i =1 or 3, j = 4xmtl

and 10 mt O is an arbitrary integer. Even.i h ase
Whemest e RES®ER” o 14PD; Chorkars oS ELE Chah 7\ gga 2 value
t he gragdemoueper conponent can be elimnated by the
simlar cal gul ation. t i r m Nnet seen
arise i nif‘hgh%a%aesgmﬁéf'r\lgﬁ%h%{ﬁs_njb%r ig}; B.?gﬁﬁ‘l vliq;g?%rﬁl I's

t wo fromeFpos st bt tnd@y Z2of ) i i g *Rd 2aB6v& Hescri bed

g{ oll g ap £1 4§%ﬁ@9|.! #RbLE i o tha+qasedof e is an

vision into three is as follows. Fig. 10 shows the
di vPHBETHAFY i Mtk a in this case, 20 in which
(1, + ) manthd(cagetdf e shiovirsiiom Bngo fligge it can be seen
i nt er chapged, , vhelepl s =5 Pl ARG «Bls, PrbPerir, 5+3) =
ar b?F?B?@ggi nt \cle%g'rt. D{(%'fﬁ‘i&swic'ﬁ(},q*t r(fé ?gndom ur_[b%( +1 and
conBohent &5 kot +Be =S 0J 63} nitherEd leTeh Mhetr trjhé m
192l guk api po ARG ikcherd mieaer25 partial data that
. constitute one and the sane diyvid apl ahbhed
out, as ¥vi% J\Hs%‘let 3% erseeé;\rffef r%g]r'ﬁg% gc.)f 1%vqt hat: . 30
) 35 grddtalD 000 /F5E461he 6ralwernmpnpgp7conponent can’ be
(1 f%‘f‘ %Selﬂ(%r 20k SE P R )caRCh Ak ) 56 S(Note “tRat+th)s=
S( ggqb%@ -ngeﬁQ)gl\?{;&gf];ée) iF\J;( \J(:-ll-l]é) )casé %é]ge ek BBl of
15 division is two.
One possible way of solving the above described
problem which is applicable to the case of the division

into three is as follows.
Fig. 10 shows the divided partial data in this case,

20 in which D(1,j+1) and D(2,j+1) as shown in Fig. 4 are
interchanged, where j = 2xm+1 and m 2 0 is an arbitrary

integer.
In this case, the random number components cannot be

eliminated even when the calculation among the divided
25 partial data that constitute one and the same divided data
is carried out, as follows. It can be seen from Fig. 10

that:

30

3b
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5 D(2,3)*D(2,J+1) = (S(I)*R(I))*(S(i +1)*R(JI)*R(I+1))
= S(J) *S(J+1) *(R(J) *R(J) ) *R(JI+1) =
S(J)*S(J+1)*0*R(J+1) = S(J)*S(JI+1)*R(J+l.) 10
D(3.J3)*D(3,J+1) = R(J)*R(J+1) Also, in this case, the

prewpendgosispat the original

data can be recover &% Janaary 2007

two divided data anong the three 15 divided data is
still intact as follows. In the case of recovering the

original data by acquirin .

be appaPéht j1+l titd) GrK%;]?HgI(R dt*g(ég?(w)%*(%@cé{} ﬁéd 1)

becaluse D§1) zﬁnd D(2)tﬁfg(g?ﬁaﬁﬁ&i)anemi)(m(jﬁdtwtj;lt))

si nply interchangi ng e §1R??H ata tha
he

constitute D(1) and D(2)

case of

recovering the originak see3yi+la¢gaiting D(1) and
%(3) or D(2) and D(3), because D(3) is the divided
a

ta that conprise only the randqom Egggy{)e‘fffﬁ)*gt(ﬂl”

possi bl B(2ol rdtudriths 6% iskdlda
the 25 random nunber postjoes (Gy10aKRYS R QLX) AR +1

exclusive OR calculati ongxf t%ﬂil)tr;rla jwplom nunber s

as necessary for each d

data of D(1) or

D(2). Another possible= \A&S/J)d*fsfsldll\)r*ﬁé-lf%b above

escri bed problemwhich is appli cabl e to any nunber

of division 30 greater tha e three is as
foll 0\/\/51?(-‘?:4@5*.1)(%13*12 ankl %%s(l'?oaﬁt he divi ded parti al
data in this case, in which R(j) is renoved from each

~definitjon for Il%m%ggegegbeler gtrloggrpg,lmat aghestmw@mﬂl

Figs. & 0 ardd m%he %ree

Qats cam drebirtecaryred Framdd &ﬁaiﬁeiisd"c‘f%

155" \i&ﬂ&’gg ddiia ﬁ' S@iappisQt aéSf\é‘Dlaﬁ@M 057461 26
y

20

25

30

35

Januar to the case e si on
is gr eé@rtq%msef pgerecove haeo PYERGI1 Hatd Wy
acquiring D(1) and D(2), it should be apparent that the

original data can be recovered because D(1)} and D(2) of
Fig. 10 are obtained by simply interchanging the divided
partial data that constitute D(1) and D(2) of Fig. 4.

In the case of recovering the original data by
acquiring D(1) and D(3), or D(2) and D(3), because D(3) is
the divided data that comprise only the random numbers, it
is possible to recover the original data by eliminating the
rapdom number portion by carrying out the exclusive OR
calculation with as many random pumbers as necessary for
each divided partial data of D(1) or D(2).

Another possible way of solving the above described
problem which is applicable to any number of division

greater than or equal three is as follows.
Figs. 11, 12 and 13 show the divided partial data in

this case, in which R(j) is removed from each definition

formula for generating D(i,j) as shown in Figs. 4, 6 and 7,
where n-1 > 1 > 0, j = (n-1)xm+1, m 2 0 is an arbitrary

integer and n is the number of division. This also applies
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In this case, the random nunber conponents cannot be
elimnated even when the cal cul ati on anong the divided
5 partial data that constitute one and the sane
divided data is carried out, as follows. In Figs. 4, .
6 awd 28¢4/0ak¥en t he cal cul ati on anong the di vi ded26 January 2007
partial data that constitute one and the sane divided
data is carried out, the random nunber conponents 10
are elimnated as D(

j =to2xheicasel WherqQ' thig ;\%t'a%.q &ﬂyi%%'égi(e% )gr)er? eﬁetﬁa‘l

casgi@t the division into three,
D(2 J) 2, (2, ] +|
3xmth #Fb‘{gm%as(? i &‘2‘% ra%qsc%:} %lugr{’l?ru% fﬂts( ‘M&%h@t be
caselmﬁxlﬁireecﬂlameﬂ menntbefwculﬁ$landam0ng he diV 1ded
3k and th divided data
gEJ }?Qétl j1%[3571(&12 E%a JFﬁa)ﬂ:Pé(l\i/\a!ndere |al} 1 o? Ssé,lm? = 4xmrl

andispraroled QU @i 'fP?a 9¥Snteger) in the case of the
d| Vi si onrp i fi I4V8.6 hbwe'x/,erwhea:s thet edll abba/el orR@mpngsthe

om &a d It f
ggxg?gﬂé aa Eﬁég] dﬂ%% mﬁ%&“&ﬁb éHd the samﬁ
(diﬂ&eﬂﬂqata isocasréﬂd Bt rtapyran%%g%lfmhaeﬁdﬁ"#'gf’ ents
bheapgngﬁgmfﬂhﬁ$dyh§{E@i;Jf¥D(ﬁh?ﬁl®nE §¥j)*8$@dﬂg Swhety J =
remal n in S e e.pro y.
or i §Ima} amb g 8 &ﬁna'bé”a’ét};d' é'?'eﬁ&?% 3 L8 I(:elczlcrltcggg of the
nunievi Sford Hatodithirded miE g )addAgl thb*m(%d@)oﬁ t he
di v 13, AN | X | [ Eﬁ
c;a\slgpgf*#jﬁgqa:*\?i(ii+gh W]l% ﬁrezﬁél ]];slp%lsﬁﬂ@onllIF‘)'I o LS Y
casaritnaggodaitieggrd htn d'rt}eg icage aht Q‘%y&i‘fsj@ 28 EIPF? ngm“ '
15X éaxtl@nﬁ(i%akmﬁi(,bhimgr ﬂz)wtxma) & 20 .st an
ar itra e a atii 00 4xes
ey 38T 2T LT SRR ot o £ Uad pasmer and
obt:ﬂl ned isbyn 35b1#9amm©57m1t12@ maﬁfy tEeo@}iVision

into five.
However, as noted above, R{j) is removed from each

20 definition formula for generating D(i,Jj) in this case
(where n-1 > i > 0, j = (n-1)xm+1, m 2 0 is an arbitrary
integer and-n is the number of division), so that one R(Jj)

will surely remain.
Also, in this case, the property that the original

25 data can be recovered from a prescribed number of the
divided data among the n sets of the divided data is still

intact as follows.
First, the case of the division into three is as‘

follows, in the case of recovering the original data by

30 acquiring D(1) and D(2), R(Jj) (where j = 2xm+l, m 20 is an
‘arbitrary integer) can be obtained by calculating
D(1,j+1)=D(2,j+1) as described above, S(j) can be obtained

by:

35
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D(2,j)*R(j) = S(j)*R(j)*R(j) = S(j)*0 = S(j) 5 and
R(j+l) can be obtained by: D(1,j)*S(j) =
S(j)*R(j+1)*S(i) = S(j)*S(j)*R(j+) = OR(j+1l) 10 =
R(j+1) so that S(j+l) can be obtained by cal cul ating

D( &g 200905R6g +| ) as descri bed above.

recovering the original data by 15 acquiring D(1) and
D(3), or D(2) and D(3), because (3) is the divided
data that conprise only the rando)m nunbers, it is

possi bl @(oJdeRaler= t3d IsRI ! +lJ

data by elimnating

the random nunber paytsi)ep by carrying out the
excl usive OR cal cul gglcjﬁn with as nmany random nunbers

as necessary for 20
or

di vided partial data of D(1)
D(2). Next, the case of the division into four is

as _foll t covering the original
Saerh R S5Ty b ¥ PAptnen 4 : :

) and I(2), R(j+2) can be

obtained by: 25 D(I,j)*DX2,j)=

(S(j)*Roit1yy8E{M2)9 S((ER(J+1)s (3 _

(S(i ) *S()J*(R(] +1)__*Es,§(5§195}%m+j231; = 0*O°R(j +2) =
an

R(j +2) 30 so that (]

e ‘obtal ned by cal cul ati ng

D(1,j)*R(j+1)*R(j +2) 0sR(DF2}j)*R(j +I) as descri bed

bove. In the case. gfjwggovering the original data by

acquiring D(2) and IX3), R(J+2) can be obtai ned by
calculating D(2,j+1)*D(3,j+1) as described above, R(j)
canyo 3akesopin) nat by obtainmed ihyy BIZULADIREY 3, | +2)

as
ab

5195 S 35870 ORI BB Sl Doy 2007

e obtained by. X3, 1) RL) Fata by

(S(J) * RIp) jhR(Pyse of recovering the

15 acquiring D(1) and D(3),

20

25

30

35

or D(2) and D(3), because D(3) is

the divided data that comprise only the random numbers, it
is possible to recover the original data by eliminating the
random number portion by carrying out the exclusive OR
calculation with as many random numbers as necessary for
each divided partial data of D(1) or D(2).

Next, the case of the division into four is as

follows. In the case of recovering the original data by
acquiring D(1) and D(2), R{j+2} can be obtained by:

(S(J)*R(J+l)*R(J+2))*S(J)*R(J+1))
(S(J)*S(J))*(R(J+1)*R(J+l))*R(J+2)
0*0%R(j+2)

R(j+2)

D{1,J)+D(2,5}"

so that S(j) can be obtalned by calculating
D(1,J)*R(j+1)*R(J+2) or D(2,j)*R(j+1) as described above.
In the case of recovering the original data by
acquiring D(2) and D(3).'R(J+2) can be obtained by
calculating D(2,j+1)+D(3,j+1) as describedlabove, R(j) can
be obtained by calculating D(2,j+2)%D(3,j+2) as described
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= S(HND*((RIIH)*R(i)) 5 =95(J)*0 = s(J) and R(J+1) can

be obtained by: 10 D(2,J)*S(J) (S(I)*R(I+D))*S(J) =
(S(J)*S(J))*R(I+1) = 0*R(JI+1) R(J+1) 15 so that

5(J) can be obtained by calculating D1, _

J) * WakeddosRE0+2) or D(2,J)*R(J+l) as descri bed apéeJanuary 2007
In the case of recovering the original data by

acquiring D(4) and any one of D(1), D(2) and D(3),

because D(4) is the divided data that conprise only

t he akeidomSAd InGaBebe ohtringdpBXsible to recover the
original data by elimnating the random nunber

portion carryi out, t. ive OR cal cul ation

with as ﬁ%fr?y*]r)a*ﬁ&g%ﬁu%épgRég)’(?%%@e)ssary for each

di vi ded partial data= dFIDEIYXREI) RO br a D(3). 25
nsequently, S can Qqurgqgvered fromtwo arbitrary

divi ded data D(1) and D(1 ), or 2) and D(3), or D(4)

and any arbitrary ohé@f the. divided data D(1), D(2)

or D(3), for which a difference in the nunber of

cal cul j.Qn.kS Eﬁg@ if.three divided data
armnadufhié?f%&rcgﬁ\??%e a é%t&ére acqui red, at | east
one of the abpve descri bed cases can be realized so
wg_tttheDQtﬁlﬁsbaggjﬂafjasqam:hejwm&crﬁdffromd_ - ded
arbitrary ree divide our divide
data. Next, the case ég(gﬁégagwig%*qF)nto five is
basically the sanme =a9+Rlig+tase of the division into

four, in all of 35__;%qj9§§e of recovering S by
acquiring D(1) and D(2), or -51 WD 2004/057461 26

“January 2007 D(Z) and D(3), the case of recovering S
1Y aeaihhtng( P an dedobfd)inednsly tded codleding

TeoNGL T oy Yy AECH B9 D23 At A 98°aBbeRlika avove.

X 2)%
in the case of recovering the original data by

acquiring D(4) and any ome of D(1), D(2) and D(3), because
D(4) is the divided data that comprise only the randon

20 npumbers, it is possible to recover the original data by
eliminating the random number portion by carrying out the
exclusive OR calculation with as many random numbers as
necessary for each divided partial data of D{1) or D(2) or

D{3).

25 Consequently, S can be recovered from two arbitrary

divided data D{1) and D(2), or D(2) and D(3), or D(4) and
any arbitrary one of the. divided data D(1), D(2) or D(3),
for which a difference in the number of calculation is one.
.Namely, if three divided data among the four divided data
30 are acquired, at least one of the above described cases can
be realized so that the original data can be recovered from
arbitrary three divided data among the four divided data.
ﬁext. the case of the division into five is basically
the same as the case of the division into four, in all of
85 the case of recovering S by acquiring D(1} and D(Z), or
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Consequently, S can be recovered fromtwo arbitrary 5
divided data D(1) and D(2), or D(2) and D(3), or D(3)

and D(4), or IX5) and any arbitrary one of the

divided data D(1), D(2), D(3) or D(4), for which a

di wheewmmesmel n t he nunber of cal cul ation i s one26 January 2007
Nanely, if three divided data anong the five divided

data are acquired, at |east one of 10 the above

descri bed cases can be realized so that. the i gi.nal
Hat DarodoDi 830y e ATG A BFOTSR I i 23 grIiLELE D)

datgamng ,t hadf tve disd ded rdabeer Msd bevesawkeing f5)
nunber of divi sj i t e.ndfaher than 5, by
f ortth G Fh& 8 e#ﬁg)d’aﬁ)a&i’mb?gyl%/I,ugt[ﬁg) 15 ori%i na%r
data caGobsensentky ed faagmbenresevered LToR tHE FRAYSTY

Q?tﬁ(}g o aidéténn pgfl HRR,) 06 (1(2) dndsels)of ot x(3) and

di vi ta1f nis an eyen nunber. Thi,s.n f -
setl(4)s o5pPAPhetPh SN @'rélllyg 2} T8 I %en ﬁ%gée? ey

campe, pebectBdswhen D(Here farewnich \4 dddfegence tHe the
adj acent 20 diyi dat a .a n e isekaeteddpntied data

ata i's not to be selected..|ln pther
woraiene thehlvesdiitethdater 2pe (ACBHE et &go’re‘f‘?@ i or

161 vipded ok agaser Afcilidatds tup belindadddedasa tloat vilieh

diff th nb f | ' ‘o
nerisERal WhR Al tE Atacany e fa GRS IrtCe Jvided

) ar gasyr ehyng othai Motk adomdedhdmtaso that this gives

o the nu of _dj vi aptigdr € d18Gessary iorsdtheo be
recove??igﬂbtpé éf%é?ﬁqet%hgﬁ%r 32%331‘{;‘8" e{j%ggd%re %ﬂmy the
datzxeatdrvisennd mdhd@reLoehEL S fHhE P Bed '

1£MoediARAT §2Fa in 3Q recorwdedd afram ri@cdd dengeh@difurhie

such or FD and this_nacoudi i(HPR§aD $&ts of the
in@&?’gafag?‘é#?rﬁonaqgo%u grﬁ sysétlg'm@%(]eyg?o A s is
r eddwdddd odatdel ac disdiang efed Rilkeih FR1SBIRPYL Ly St

| Etoﬂth fie §OAP WAL lpf.ﬁ(%t et RaRumn anemErushaat éam be
hecisched oramg s aRE Anth T Mt econbot 0 5T,
200281 08ded Sda D AQ0 4G5 266he 26e Uanrtieat yang0ghe n-th divided
data is not to be selected. In other words, if the maximum
number plus one sets of the divided data are acquired, two
divided data for which a difference in the number of
(Z) caleulation is one or the n-th divided data and any other
- 25 divided data are surely contained among them, so that this
gives the number of divided data that are necessary for the
recovery. .
Note that the processing procedure of the data.
division method of the above described embodiment can be
30 recorded on a recording medivm such as CD or FD and this
récording medium cap be incorporated into a computer
system. The program recorded on the recording medium can be
downloaded into the computer system through a communication
channel, or installed into the computer system from the
35 recording medium, and then the computer system can be
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operated by the program such that the conputer system
functions as a data division device for realizing the

data " division nmethod. By using such a recording

medium the distribution of the program can be '

i npVQAEH/SHGINs descri bed above, according to the2@mwary 2007
descri bed enbodi nent, the prescribed definition

formul a conprises the exclusive OR of the original

partial data.and the random e artial data
P hat OB A R S EIRF A oD ERE by i CRE TR 575 o
pr octwmsd tignzower af datz atimiisignodévid: tihe pekyhoihalthe data

and § &5 s, &@ltﬁHgatlkspms% %ﬂgyaedreéoqfa\i%@t iu@ﬁf‘uﬂly i

not necessary, SSI gener ate th
di V|@Peftﬁrd5’ﬂléléaspfyt%d)rqmrékll gam\be dFRIOVRG-a  si n’pl e
cgl cul at ixgn dBEES €664 %c&r\éena%évfuilﬁgs ARCithOabbee dexqydbed

capaci.ty. .dat Al so e oLl dat ISiLe R

o P oRREhE, e i arihgal el e eRehi £ CEAMS SR the
dat aexcrluamanbaroi;’ et orfiginehepanmiisdr deftadhnd st random
am’riﬂlm%eg' BE?’«:i&i’ Mtd Neo ehytdark dald LBabdai®d high

generate the original data can he recoveiredout

by & GFWFB%%I ﬂ%’t%}qaﬁ”&npl’eg%‘i’sfg&é@ ROFSEr 19D A ES
i Ith®s pbhgionihel b eesoliudi valdulatiandasheequitied nal
dat g vere ve S ny.dt yi t
O AR EER) R O " B s i 2o
o destg\euyeelteltheorljﬁvriad@ﬂ datie e@s@yn&pddatlaclr:b? Rt giepegting a

fromimpde c2bcdRltidabrbBs sty hRnNGLER! kesPat ttoe the
ality of divided partial data generated by

appﬁ?f'ﬁﬁ FRAGE% 994 partial data, random number
‘ysartial Abda, ik dirdgdeall pdatd dls dabaveged]drsatamﬂying the

proﬁS?f‘xH‘&ddi% %rﬁ;%ige% h‘tP e LdYvS a@h Eh@éli aééhum%%? less

transm eposi servers throu he netvvor
30 &hen sthe ambed ﬁﬁnég‘éusw tanengeﬁogwr%]ér%r%"
t hal i PBaYd - dsRY &he@naﬂak@axﬂﬁee%aesSsrﬁmt highd erri‘gﬁlﬁh.s data

t hrou the netwqrk a t for the d

i PR G Ko oMRAEd P Dt GRS BRC ot PLeg pged number

28hax exhinh r@nylessetbamnthe ammber ofidéivioimani ead, the
original data can be recovered even when as many divided

data as the number of division minus x are lost or

destroyed.

. In addition, the original data is received from the
25 terminal through the network, and the plurality of divided -
partial data generated by applying the original partial

data, random number ﬁartial data and divided partial data
generation processing with respect to this original data
are transmitted to the deposit servers through the network

30 and stored and maﬁaged by the deposit servers, so that many
users can make accesses from the terminals through the
network and make request for the data division, so that the
data division device can be shared by many users and can be

- made economical.
35 As described, according to the present invention, the
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35 As described, according to the present invention,

the -53 WD 2004/057461 26 January 2007 original data

is divided by the processing unit bit length ‘into a
plurality of original partial data, a plurality of

r awdam4nsmiber partial data are generated, and d2¢iJamdary 2007
partial data that constitute each divided data are 5
generated according to a prescribed definition formul a

formed by the excl usive he ori h
dat araginal h@?%ﬁ&oﬁ?ﬁﬁ%({ o3, S gr‘“’ag? A%gﬁ{lha%lt lengt
usi mgta a dpf drd 11it9n of oo i i dlo med 16y dh@aemlﬂ}é’ir@él@ﬁ of

cal Cahabe Sun g;'arlciaf Rita GAlC oAbl 2Be Ui dabla viaed
t he " 2BRPHLRY P8cessi g Tather than the paol ynomi al
andpehtiabsdafise thedl eanaﬂ‘aﬁtec &acbn i Thdgd )}PBJS%&I' i t

%oeéeﬁg%afgﬁtﬁc{&rﬂihkgﬁo Sheetcandeli géfnefrﬁmmﬁm:suga

cal cul ation process n
genérPEERy BadhS e&ﬁéugff%% ogvé;ﬁ ?’l éﬂﬁﬂ %lﬁ df€a and
capgke ! yaddm rhmbeepaartragl tdedasi #pl ‘éh% t&éluﬁ}m&t Pon

br oﬁ?iﬁa{l@ioxﬁ g:lﬂfa aa %p%ﬁ'et ¥xéf\§]§ﬂfeﬁ®1{ fcanculation

mai |V|de dat a becones na Ier t han Epe

capaiel ¢ly i$1a€t h1§ crAeakation SdtePoRafor i EMENSET
18f pAbYd S Ok rathies tl@axbetnmtpeadynbmlal Imciartm@dlr@mige

descrj bed apove tosth QiFBea nigh
i VFLREIEY ropfant Sl yEdy Ot oS iR uRRGAIFRCe hig
r ans@mdwwmhrhmhonerf%mm céﬂ-cu%FonilRFQﬂ’é’ﬁs&ﬁgapower '

for %é%ﬁ %ﬁ%hdéﬁhfﬁﬂtgéﬂeraﬁba eﬂﬁﬂﬁﬁaﬁﬁxidmickhg even
usi ve ca

I f
Séf%pranm@ear@e fBpae1 B dirhon o BPP BAF 1%, AR5

16loveyaiulddidos pabsesm.l fEnel tthenmoeinéxyy tdﬂ’@@ity required
enb di e v SmddWmdd8 e@NELSE the
%% ga%gaF orrég?q%d gg?gng§%1nunb aeong of
andcemm:idw tiaiteid] l'iltl%‘%}'ld’aﬁ’é'oPSFﬁ%‘Ein%Jy 1"t°né7 &r
pardivlsdai.a generated by the exclusive OR

;ﬁgcgLZHQ$Qﬁ8&QOF§H%%ﬁ¥ﬁJ%§§Otﬁ ??£$ﬁ1é¥a£§ AestdpiBed above

20 is directed to the case where the divided data include one
divided data formed by a random number alone, and one or
more divided data formed by the divided partial data
generated by the exclusive OR calculation of one original
partial data and one or more random number partial data.

25 However, it 1s also possible to modify these -
embodiments such that the divided data include one or more
divided data formed by a random number alone, and one or
more divided data forméd by the divided partial data
generated by the exclusive OR calculation of one or more

30 original partial data and one or more random number partial
data.

It is also possible to hodify these embodiments such
that the divided data include two or more divided data
formed by the divided partial data generated by the

35 exclusive OR calculation of one or more original partizal
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)

It is also possible to nodify these enbodi nents such

that the divided data include two or nore divided data
formed by the divided partial data generated by the 35

excl usi ve OR cal cul ati on of one or nore origina

par tMOAY4/EBHI WO 2004/ 057461 26 January 2007 dat2é Jumskary 2007
one or nore random nunber partial data. It is also to

be noted that, besides those al ready nentioned above,

many §ugi f n RY 3t L0 f the oye
enbodlnenfgﬁﬁ%?g §rQE%r Q%Phgétnagg tp%ﬂfiﬁﬁ ﬁ??ﬁe 5

novel and]gﬂﬁénﬁbﬂ%dﬁsbﬁe&@@ﬁéstb$ttfhﬁqidggenhose already

i NnvemémtrioneAC D6k N@any ﬁbh1?ﬂ&£&i€ﬂy'%hQthpﬂétfﬂﬂg of the

vari S i nt.ended to be incl yded within t
scop?ﬂo%t ﬁgﬁgdmendtedmagl Ppiiadq gvi t%’?“%@%f’?‘i“%(fr%the

- 55 mvg@o.m@wmwareoaa uﬁeg!tlﬁf)@s? ofCtAEMBrdsert dafvantion.
di vi siceargetgod, fan gh}é dh o8 %l gﬁ&avéznfaotiﬁng age

many dIVIa g ata as a. eS|re divi'sio

usi n§2%°pre c??kﬂﬁdiﬂFSE€§§lW%Fhﬂﬂ ﬁhﬁlﬁcPE¢mﬁﬁ1the appended

conprilgimg. the steps of: generating a plurality of

original partial data by dividing the original data

bé the prescribed processing unit bit length; 10
nerating a plurality of random nunber partial data

each having a length equal to the prescribed

processing wunit bit length, froma random nunber

having a length less than or equal to a bit I ength of

the original data, in

15

20

25

30

35
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correspondence to the plurality of original partial

data; 15 generating a plurality of divided partia

data that constitute each divided data by using

exclusive OR calculation of the original partial data
anaWoRe4EHedom nunber partial data, each divi de2b January 2007
partial data having a length equal to the prescribed
processing unit bit length; 20 and generating the

di vided data in the desired {%g?ﬁ% of division from
the plurality of divided par a such that the
original data cannot be ascertained from any one

di vi fled g@td%al 2061 Ditin b1 ﬁapaanciaiti apiBenal data into

recovere froma prescribed t he .di VIPn by

dat ey gamdded dpih Wisdaddast ed ?“m?ﬁé ght §visio

di Vviigd Oip rebhedcpibed drdckssihgreit tiie lengghnatomprising
part aI dcata agd the random nunber partial data 30

are § many as the desired nunber of

di vi Si on gemenaglmea urghétraes enigispdnraethal dite by

cl ai e I el ddebed ep O cdmy i
@g}i‘ld&?{? ERE Nott nafi vh@gdnflatie iph beaepHsc g

di vi a_forned by a 35 random nunber al one, and

one WHHHLE 4eRE¥UYd data formed by -56 WD 2004/ 057461

26 Jan ua@naﬁ@ﬂing he pdiuvadlgtly paf trizaldodabembencran @glpyata
the ex SIRY ul faQn 840+ ding
par (A HavEe 4 15D, ebbP e Rl Brabe Rb S Hn e

dat s it lamethiaxon o g&nﬂpmmww@arohaﬁiwrﬁslength less

V‘hﬁb"t@ﬂaﬂ Fbee@m ftQU Vi @qg ted e Q{mﬁebﬁrﬁggﬁmmta, in

“nu er alone_l s ar ne peat | ran r

wi t FoEKesPendsngs tp &gf RATEEN IR é’% Pﬁigiﬁag@%mf} data;
1di Vi si ongemélvod ngf ac paineBi txve dlinriﬂhé paetiali \dated that
dat g Lgmgt@vea%#oaa%mua% b??lr %?ntseié’m@ﬂvé))of(a

pseudo-random n ener at ed

om | nf or mat
pr esedrbbatiehgth thec QF ek pagtisd dats a‘?fb‘i)rﬁq‘rﬁ rﬂ?‘&dom
genguabePNpAhRNl 8%k, each divided partial data having a
length equal to the prescribed processing unit bit length;
20 and .
generating the divided data in the desired number of
division from the plurality of divided partial data, such.
that the original data cannot be ascertained from any one
divided data alone but the original data can be recovered
25 from a prescribed number of the divided data among

generated dividéd data.

2. The data division method of claim 1, wherein the
original par-tial data and the random number partial data
30 are generated as ina.ny as the desired number of division

minpus one.

3. The data division method of claim 1, wherein the
divided data include one or more divided data formed by a
35 random number alone, and one or more divided data formed by
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15 8. The data division nethod of claim1l, wherein the

di vided data include two or nore divided data forned

by the divided partial data generated by the

exclusive OR calculation of one or nore original

par¥? 0485¢d and one or 20 nore random nunber p2é6tyanhary 2007
data. 7. The data division nethod of claiml, wherein

when the original data, the random nunber, the

di vi dgd 42t Ased Nertdgs! &spenw%%fat% A, Vil Oék@ﬂpm%e OR

processing unit bit 0 25 are dehoted as_S,

D, ncahau twwé”ctop\?epy mOKﬁaMF&EPE§1| ppetial glgpa a?ﬁdl one or
j (:maaréoreihdc)m afmbesefantialv dajtabl es, each one of

(n-1) sets of the original partial data, (n-1) sets

of the random nunber partial data, n sets of the

divi ded dehea dBtaaddvisioy mdbwdobfdelatieds parterglin3@he one

dat adph@affaadaavwelﬁﬂe@l%ﬁ 258 ‘Ei%ﬂoﬁ{iﬁ’béﬁ aXdne 1R Jf}eried by

D(j), D( I , .res ectlve each original part
dat a @(?f)“”igs agéﬁ@?%&‘ e‘gl"é{%erb WB}éPsa’bfa’a'&%‘é”frr%% determined
bx(jteggthr.th bit of the original data S while
changing a variable j froml to n-1, Un,n) is an nxn
matrix with u(i,j) indicating a value of 35 i-th row

HAd §-t h Thel dahiagdiaieiop netRodeod iy BOFReraln, Jhe one

=1 dﬂﬁ%ﬂeﬁ+ﬂafanf$rﬁad ) a=rnd¥heudblel a1dhe PsPPOridd by a

PP B P eblak S Bk She o
1+1 prgEicribed lengfdn alccording tdih[ﬂﬁeuﬂb—raﬁdomhnumbsm

c(J,éen@.&' f.o]ge%i'gq%h?%_a value of i-th row and k-th

col um 1) matrix
W n-1. n- |]xP(n| n-1]' (J-1), where

U Itﬂﬁl n- 'Eﬁ%ﬁizﬂ:d vl 164 ﬂ%tl%?ﬂ@fte%l&iﬁr QQUﬁheﬁém the

mat r,i, X . se

ol 1A o fedng® g o mgl RugigBaciate grmed by the

R( kiiwheéed aaktiiad) &ata generated by the exclusive OR
calculation of one or more original partial data and one or

20 more random number partial datsa.

7. The data division method of claim 1, wherein when the
original data, the random number, the divided data, the
desired number of division and the processing unit bit
25 length are denoted as S, R, I, n and b, respectively,
variables 1 {= 1 ton) and j (= 1 to n-1) are used as
variables, each one of (n-1) sets of the original partial
data, (n-1) sets of the random number partial data, n sets
of the divided data D, and (n-1) sets of divided partial
30 data of each divided data are denoted as S(j), R{j), D{(J),
and D(i,j); respectively, each original partial data S(j)
is generated as b bits of data from bx(j-l)}+1-th bit of the
original data S while changing a variable J from 1 to n-1,
Uln,n} is an nxn matrix with u{i,J) indicating a value of

85 i1-th row and j-th column given by:
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and J,i.k) = 0 when c(J,i.k) = 0, each divided

partial data D(i,J) is generated by: 20 D(i,J) =

"S(J)(k[11QJ.i,k)) when | < n D(1,J) R(J) when I' = n
whi |l e changing a variable I from1l to n and changing a

25 variable j from1l to n-1 for.each variable i, 2¢8smeary 2007
[?1QJ.i.kK) = QJ.i.1)*QJ,i.2)* - XJ,i,n-1) and *
denotes the exclusive OR calculation. sO 8. The data

di vi sion nethod of claim11l, wherein each divided data

IS generated such that a random nunber conponent

cannot be elimnated by carrying out cal cul atron

among the divi,ded )paril‘,@,!endg.tjad . constitute the

each 35 qll vi de d’ 2004]1057461 26 January

2007 9.7 The Y&t dl Vi gﬁ et Aot “of claim 8, wherein

each divided data is generated by first generating

the pl wr atio,y) Of adi widedtpar wied pdat B tibdicaodngtad tvatee of
each divides Fat ana PYenUsbNBmdgi¥e8Sey i bed definition
formula formed by the exclusive OR calculation of the
original partial data and the random nunber parti al

data, and thdan(i.g? et dh¥hept dg=oktd divi ded partial data

and anot her di(di,gded- pawhérli € at .aJjafang t he di vi ded

parti a4 data gdyay) copspifdikeseach divided data. 10

10. The data Cfl vi sion nmethod of claim8, wherei n each-
divided data is generated by first generating th

cplural i t 90366k 48 d’eéilﬁﬁd’rﬁﬁaﬂr VG&‘E%O%(# ~th rpfged k-th column
‘consti t ube sach-Nix(nded madatza UDG+3).nbY ] ¥Bsliorg, ®-1]° (j-1), where

prescri b@ﬁ,-qemppxwﬁnl an&ﬁm %5 O&éﬁe@e;i %&m of a matrix

excl

t] o e_ori [
and t'fe ‘ﬁé‘n&o?n%ﬁﬂg g?t?éﬁs FhP ggﬂﬁl ﬁ@‘ﬁ 3n%{/|
aj-th r%ﬁdénkhdﬁbé@fifé’&ﬂt$%IQ(da¥ elf)RtJB(l#?r UH?’D(WUH &)= 1
with a andl gqejof,k) & ro she@nge,Dixin=10> i > 0, where n

|5 the desi reghiflugPAdecbarbibl Skt pt1,3)( B detEhseRg:

m: O is an

20 D(i,J) = S(J)*{jj:Q(j.i.k)J when 1 < n

D(1,jJ) = R(j) when i = n
while changing a variable i from 1 to n and changing a
26. variable jJ from 1 to n-1 for each variable i, where

5 a5, 1.k = 0(J,1,1)#Q(,1,2)% — #Q(J.1,0-1)

and « denotes the exclusive OR éalculation.
30 : _
8. The data division method of claim 1, wherein each
divided data is generated such that a random nudber.
component cannot be eliminated by carrying out calculation
among the divided partial datas that constitute the each
85 divided data.
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20 arbitrary integer. 11. A data division device for
dividing original data into as many divided data as a

desi red nunber of division by a using a prescribed
processing unit bit length, conprising: 25 an '

ori JYheM4453468i al , data generation unit confi gur ez January 2007
generate a plurality of original partial data by

dividing the original data by the prescribed

processing unit bit Ilength; a random nunber

generation unit configured to generate 30 a plurallty

of rafdomPmisatapdiriaionmetteaciothalrhy & whergtin each

f?gﬁl gifxdetf RS Gk @egepw@@w &g%ﬁ@: Eéelbéltahdgﬁl%gtthe plurality
SS

equal Ofo dt?dp p%%@?ﬂ %?Pe?ﬁgla&rl gPﬁBF Uk £aqhy divided data

cobr espordence poesheibel utedlintigioh Oorminalfopaetli By the

dat a; iV ihde

cont| Grrag oY bR Ge b o YL HETRELLAN, WA kg1 aata ana

gener @t% rangegy BrRbgr gFardiiglddatpar end thix dntpaehanging one

constdividedepabhtdayi diegh daldashythsrk Wm@@éd%hyeﬁii data among

I ti f.th I I t d t
randati® dansdre e Tia it PBaki SonsiiBthapehaptrigen date.
H/ing a 5 length. equal to the prescribed processing

unit It a | epat tea
conf I1§ ﬁ’gﬁgg&%nec?lgﬁesaog Mégﬁ ?‘%%& Hl rB Ivlﬁé‘réj:fﬂ ch

) desi A2 fiEkRatho %1 BERerBhes ot £t Iﬂea@aﬁwyg g¥he plurality
di vi déddpa:tdecalpaiaﬁ&l gdeh phatj X Rhaqr icohsod tufk daich divided

AR R o et
pPeskYi Hial exnimsdiveoPRt helalilstien oft shanonigigaierarddal

di vi dgeh dald thel Zanfom OfR & ﬂyP%QEQWHREQdLEdeﬁHén remov1ng
CaUSIQﬁT%ﬁCO uter to 15 function as a divisio

|
devi® °H|HBmB?Yg?qEﬂialdQP§alﬁfé)aﬁrQHn9}1 37 with a
di videldiedatfa lagnaadesngehbhwriers af > o wisdr@n nby sushsg

a pr&@ﬁ?ﬁeﬁ?%nﬁﬁgfe§§'J¥5f§y o, b't I?Hgier+f:h%n%0Epgt8ris an
gfograHIpro uct conpri
arbitrary integer.

11. A data division device for dividing original data into
as many divided data as a desired number of division by
using a prescribed processing unit bit length, comprising‘£
25 an original partial data generation unit configured to
generate a plurality of original partial data by dividing
the original data by the prescribed processing unit bit
length;
a random number generation unit configured to generate
30 a plurglity of random number partial data each having a
length equal to the prescribed processing unit bit length,
from a random number having a length less than or equal to
a bit length of the original data, in correspondence to the
plurality of original partial data;
35 a divided partial data generation unit configured to
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a first conputer program code for causing the conputer

20 to generate a plurality of original partial data by
dividing the original data by the prescribed

processing unit bit length; a second conputer program
COd®ORUMNTI46ISi ng the conputer to generate a pl u2@Jangary 2007
of random nunber partial 25 data each having a | ength

equal to the prescribed processing unit bit |ength,

[f O £ ARAAMNTNRAL 1Y 00 av1 hER Uk 11535 dbRAN LAkt
equal " to a bit engt _of the orrginal data,in -

cor r xPEtddnde eachrdividadadaty B wsing caclpgiveafR

dat a;caiiQua_atclibhdof:Ofwto&rilg@heg_rﬁmﬁqig_dtaftg gﬁastng 1|tahﬁiom
computer to generate a plurality,of diyi. rtia

dat o HRET BBASIRL i ealhcl: U HAF A Ty SR by bvine a
exE| UsingghORqusdl tell e orestrited aricgiesalinganni bl biatlenegth;
and thg random nunber partial data, each divided

partial data having a 35 length equal to the ‘
prescribel PiBLIRG 9aFaugrReRt QgL congheygsd to generate
2004406746%i d6d Jbaisany 2007desintkda nivpbietr hot odpul seton from the

o oOREMERSEy [ oF FLRPLEELLE Y.l EHETAHS il nes
tife gatie atanyobibaliapcabtiapeed ifalondang, ose s¢thldathidaitealone
G\ 30810, o e el 6t icoribed
o oWEmSE (S ite SHELaPR it OB BPatrRcal vidadodatate-
anong generated divided data. 10 15 20 25 30 35.
12. A computer program product for causing a computer to
15 function as a data division device for dividing original
data into as many divided data as a desirednnumber of
division by using a prescribed processing unit bit length,
thg computer program product comprising:
a Tirst computer program code for causing the computer
20 to generate & plurality of original partial data by
dividing the original data by the prescribed processing
unit bit length; i
a second computer program code for causing the
computer to generate a plurality of random number partial
25 data each having a length equal to the prescribed
processing unit bit length, from a random number having a
length less than or equal to a bit length of the original
data,in correspondence to the plurality of original partial
data; ’
30 a third computer program code for causing the computer
to generate a plurality of divided partial data that
constitute each divided deta by using exclusive OR
calculation of the original partial data and the random
number partial data, each divided partial data having &
35 1length equal to the prescribed processing unit bit length;
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and
8 Tourth computer program code for causing the

computer to generate the divided data in the desired number
of division from the plurality of divided partial data,
such that the original data cannot be ascertained from any
one divided data alone but the original data can be
recovered from a prescribed pumber of the divided data

among generated divided data.
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