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CLAIMS 

[Claim 1] A computer-implemented method for acquiring and recording tracking 

information on a blockchain, the method comprising: 

verifying, by a terminal device, an identity of a user who is to submit 

transaction data for recordation on the blockchain; 

submitting, by the terminal device, a log entry for recordation on the 

blockchain and for validation by a consensus process provided by the blockchain, 

the log entry including login information of the user or a login timestamp; 

in response to receiving a confirmation result indicating a successful 

validation by the consensus process provided by the blockchain and recordation of 

the log entry on the blockchain, allowing the user to use the terminal device to 

request recordation of the transaction data on the blockchain; 

acquiring, by the terminal device, tracking information to be submitted with the 

transaction data for recordation on the blockchain, the tracking information including 

identity information of the user and a location of the terminal device;  

generating, by the terminal device, a data package including the tracking 

information and the transaction data; and 

submitting, by the terminal device, the data package for recordation on the 

blockchain. 

 

[Claim 2] The method of claim 1, wherein the verifying the identity of the user 

further comprises: 

collecting a biometric feature from the user.  
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[Claim 3] The method of claim 2, wherein the verifying the identity of the user 

further comprises: 

determining, by the terminal device, whether the user has an existing account 

created at the terminal device; 

in response to a determination that the user has an existing account created 

at the terminal device, processing a request to log into the existing account.  

 

[Claim 4] The method of claim 3, wherein the processing the request to log into 

the existing account further comprises: 

determining, by the terminal device, whether the biometric feature collected 

from the user matches a biometric feature associated with the existing account; and 

in response to a determination that the biometric feature collected from the 

user matches the biometric feature associated with the existing account, submitting, 

by the terminal device, the log entry including at least one of the identity information 

of the user or the login timestamp for recordation on the blockchain.   

 

[Claim 5] The method of claim 3, wherein the processing the request to log into 

the existing account further comprises: 

receiving, by the terminal device, a login password from the user.   

 

[Claim 6] The method of claim 5, wherein the processing the request to log into 

the existing account further comprises: 

determining, by the terminal device, whether the biometric feature collected 

from the user matches a biometric feature associated with the existing account; 
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determining, by the terminal device, whether the login password received from 

the user matches a password associated with the existing account; and 

in response to a determination that the biometric feature collected from the 

user matches the biometric feature associated with the existing account and a 

determination that the login password received from the user matches the password 

associated with the existing account, submitting, by the terminal device, the log entry 

including at least one of the identity information of the user or the login timestamp for 

recordation on the blockchain.   

 

[Claim 7] The method of claim 2, further comprising: 

receiving, by the terminal device, a request to create a new account from the 

user; 

collecting, by the terminal device, a verifiable identification, in addition to the 

biometric feature, from the user; 

determining, by the terminal device, validity of the verifiable identification and 

the biometric feature collected from the user; and 

creating the new account for the user in response to a determination that the 

verifiable identification and the biometric feature collected from the user are valid.   

 

[Claim 8] The method of claim 7, wherein the creating the new account for the 

user comprises: 

receiving, by the terminal device, a login password from the user; 

creating, by the terminal device, a cryptographic key pair for the user; 

submitting, by the terminal device, the verifiable identification and the 

biometric feature collected from the user for recordation on the blockchain; and 
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storing the verifiable identification and the biometric feature collected from the 

user at the terminal device to facilitate a subsequent request to log into the new 

account.   

 

[Claim 9] The method of any preceding claim, wherein the acquiring, by the 

terminal device, tracking information to be submitted with the transaction data for 

recordation on the blockchain further comprises: 

identifying, by the terminal device, a product associated with the transaction 

data;  

acquiring, by the terminal device, product information regarding the product 

associated with the transaction data; and 

including, in the tracking information, the identity information of the user, the 

location of the terminal device, and the product information regarding the product 

associated with the transaction data.   

 

[Claim 10] The method of claim 9, further comprising: 

including, in the tracking information, a device identifier identifying the terminal 

device.   

 

[Claim 11] The method of any preceding claim, wherein the transaction data being 

submitted is for updating a smart contract recorded on the blockchain, and the 

method further comprises: 

receiving, by the terminal device, an error message from a blockchain system 

indicating an error reported by the smart contract; and 

reporting the error message to the user.   
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[Claim 12] The method of claim 11, wherein the error is reported when the smart 

contract determines that the transaction data submitted is invalid. 

 

[Claim 13] The method of any preceding claim, further comprising: 

logging the user out of the terminal device; and 

submitting, by the terminal device, the identity information of the user and a 

logout timestamp for recordation on the blockchain. 

 

[Claim 14] A device for recording tracking information of transaction data on a 

blockchain, comprising: 

one or more processors; and  

one or more computer-readable memories coupled to the one or more 

processors and having instructions stored thereon that are executable by the one or 

more processors to perform the method of any of claims 1 to 13.  

 

[Claim 15]  An apparatus for recording tracking information of transaction data on a 

blockchain, the apparatus comprising a plurality of modules for performing the 

method of any of claims 1 to 13.  

 

[Claim 16] A non-transitory computer-readable medium having stored therein 

instructions that, when executed by a processor of a device, cause the device to 

perform the method of any of claims 1 to 13.  

 


