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PET/ GB97/ 01288 CONNECTI ON ORI ENTED COVMUNI CATI ONS NETWORK A si npl e,
user-friendly and conmercially secure neans of providing access to the

endl ess variety of services and sources of information that is and will be
avail abl e vi aMaf3/M4#%4t ernet i s described. 5 PGRIERI7(04288
described is an adaptation of the principles enployed in an Intelligent

Net work such as is described in Patent Application No. GB 2272603 and
proposed for the tel ephone network and are applicable to ATM X25 and
simlar networks. To gain access to even the nost renote and obscure source
of information, a user 10 sinply opens a session with a Broker or
Enquiry type service. As the user's needs are identified, the session wll

final “obj ect ve 15 reached NG DNCHRIERED FRUREAf s BB °f ne"t r ansf or
activity. 15 Brokers do not reveal any information to

their client users as they transfer sessions to other Brokers or Servers.
Havi ng gai ned access to a service via a Broker, a user cannof. regain %fcess
to that service w t houf SiRpls psegiicady sndeopmerqullyeaure PEOVHling; agesss to the

I nformation directly to the user whose identitiy is verified. 20

Br okers do not haﬁ@i{@S variety; of sesvigesrangd spurces of information that is and will be available via the

Internet is described.

5 What is described is an adaptation of the principles employed in an Intelligent
Network such as is described in Patent Application No. GB 2272603 and proposed for the

telephone network and are applicable to ATM, X25 and similar networks.

To gain access to even the most remote and obscure source of information, a user

10 simply opens a session with a Broker or Enquiry type service. As the user’s needs are
identified, the session will be transferred from Broker to Broker and from Server to -

Server until the final objective is reached. The user does not participate in the transfer

activity.

15 Brokers do not reveal any information to their client users as they transfer sessions
to other Brokers or Servers. Having gained access to a service via a Broker, a user cannot

regain access to that service without again going via the Broker.

Servers deliver information directly to the user whose identitiy is verified.

20 Brokch do not handle the information.
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5 The Internet is increasingly being used for commercial and industrial purposes

which, apart from causing an explosion in traffic, will require that the future network

provides a highly efficient and commercially secure “on-demand” service.

The old-pals-act which enabled users to clamber around one another’s networks
10 (and be satisfied with the performance) cannot continue. Internet Providers must be

independent of and impartial to the users.

The future Internet Providers will be similar to the telephone network Providers.
Users will pay a fixed charge for Internet access and will almost certainly pay an
15 additional usage charge. In some cases, a further charge may be levied by the distant

terminal for the actual information delivered.

According to the present invention there is provided a communications network

comprising means for interconnecting a user computer terminal to a further computer

20 terminal, which further computer terminal is one of a plurality of computer terminals
connected Iin the network, wherein a virtual message path is established from the further

computer terminal to the user computer terminal in response to an open message sent

from the user computer terminal to a user router which sends a service request to the



20

plurality of conputer term nals connected in the network, wherein a virtual
nmessage path is established fromthe further conputer term nal

term nal, which further conputer termnal is one of a

to the user

conputer termnal in response to an open nessage sent fromthe user
conput er ter WOEW4494 a user router which sends a service r &GHEBPTRIZ8Y e
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PCT/ GB97/ 01288 3 further conputer termnal via one or nore further routers.

The present invention will now be described By way of exanple, with
reference to the acconpanying drawi ngs, in which: 5 Fi gure
1 shows a bl ock difaghentompjuted Eermivakviaote artmone further rowers| | ustrat e | nt er net
addressing; Figure 2 shows diagrammetically the establishnment of a virtual
nmessage path; Figure 2A shows the structure of a host/router |ink header;
Figure 2B shows the format of a typical OPEN MESSAGE;, 10

Figure 2C shows the fompRpreftht ifvéntibh &Rl ndw b ebrBad bF-wRPSER mple At ftrdice t O

Rout er;

to the accompanying drawings, in which:
5 Figure 1 shows a block diagram of an Internet structure to illustrate Internet
addressing;
Figure 2 shows diagrammetically the establishment of a virtual message path;
Figure 2A shows the structure of a host/router link header;
Figure 2B shows the format of a typical OPEN MESSAGE;
10 . Figure 2C shows the format of a typical OPEN MESSAGE passed from Router
to Router;
Figure 2D shows the format of a typical message packet passed along a message
path;
Figure 3 shows diagrammatically the creation of a special service message path;
15 Figure 3A shows the format of a typical SERVICE_ACK message;
Figure 3B shows the format of a typical SERVICE_REQUEST MESSAGE;
Figure 3C shows the format of a typical OPEN_SERVICE message;
Figure 4 illustrates diagrammaticaily the usage of path-complete messages;

Figure S illustrates diagramatically the procedure for initiation of a service

20 transfer;

Figure 6 illustrates diagrammatically the procedure for completion of a service
transfer;

Figure 7 illustrates diagrammatically the procedure for establishing an incomplete



Figure 2D shows the format of a typical nessage packet passed along a
ressage path; Figure 3 shows diagrammatically the creation of a special
servi ce nessage path; 15 Figure 3A shows the format of a
typi cal SERVI CEACK nessage; Figure 3B shows the format of a typical

SERVI CEREQUBSIYTMEBSAGE;, Fi gure 3C shows the format of a tppracabroizss
OPEN_SERVI CE nessage; Figure 4 illustrates diagrammatically the usage of

pat h- conpl ete nmessages; Figure 5 illustrates diagramatically the procedure
for initiation of a service 20 - transfer; Figure 6 illustrates

di agrammatically the procedure for conpletion of a service transfer; Figure

I st rates di ARaRITA Rtk dn 618 FaBhOSRAMEpbAkiesthd RRlike3N N0 an T ncompl ete
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message, Figure 8 illustrates diagrammatically the use of an incomplete message path;
Figure 9 illustrates diagrammatically the sending a SERVICE_REQUEST via an
5 old Internet network;
Figure 10 illustrates diagrammatically the establishment of an incomplete service
delivery message path; and
Figure 11 illustrates diagrammatically the delivery of service via an incomplete
message-path.
10
The “connection-oriented” requirement
The provision of an efficient on-demand service will require Internet “sessions” to use
virtual-message-paths that must be opened and closed in 2 manner similar to the

establishment of calls in a telephone network enabling the network to refuse traffic which

15 exceeds the available capacity and ensuring that established sessions will not be violated.

Charging is another aspect of the future Internet that will require sessions to be
opened and closed. Intemet Providers will record the traffic at network terminals and at
gateways to other networks for charging purposes, but will need to know which end

20 terminal originated each active session; - that is “which end is paying?”

The simple-session requirement

Perhaps the majority of Internet usage will continue to be where a user establishes



Figure 8 illustrates diagrammatically the use of an inconpl ete nessage
path; Figure 9 illustrates diagrammatically the sending a SERVI CE_ REQUEST
via an 5 old Internet network; Figure 10 illustrates

di agranmmatical ly the establishment of an inconplete service deliver
message path;“@%ﬁ“ﬁ”bure 11 illustrates diagrammatical |y t hECHEPYNILIS of
service via an inconpl ete nessage-path. 10 The "connecti on-oriented"

requi renent The provision of an efficient on-demand service will require
I nternet "sessions" to use virtual -nmessage-pgaths that nust be opened and
closed in a manner simlar to the establishnent of calls in a tel ephone

net wor k enabl i ng taR@nEehde-path deffss/the Tntéraétito Conditt@Rinigle one-to-one sessiexceeds
the avail abl e capacity and ensuring that established sessions will not be

violated. Charging is another aspect of the future Internet that wll
require sessions to be opened and closed. Internet Providers will record

the traffic at network | 0 gé@ﬁgl t; VRS a Ko
char gi ng purposes, but %@H&é&gg@mﬁg%%wﬂ%l C tgnrgﬁlg% ihfEfmdifon l:dtfgz“rlm' npaei
originated each active .sessjion; .- that.is "which.end.i i T

si npl e- sessi on retfﬁ?sf’ogrﬁaﬁqr e‘FWEB‘%’_nF fad kr‘r’:aﬂ’pc‘;’ iats§ssg:$ “?'n tg? E"Z}%(Ot%goé’écg a\?\nslr?lay
continue 5t o be m%ﬁf%m?axi‘éﬁ%rcgﬁ}eﬁ.bjrhig pn%ﬁmd is known as “chaining”.

Alternatively, the terminating end may send to the user the address of the remote
information. The user is required to end the current session and open a session with the
new address to obtain the information. Returning an Internet address in this manner is

10 known as “referral”.

“Chaining” and “referral” will continue to be used in the future but in many cases

it will be preferable to use the proposed means of “special-service” delivery.

15 The “special-service” requirement
In many cases, an Internet user may merely know that he wishes to buy software,
insurance, or contact a large multi-national business organisation and will need to open

an initial session with a broker or receptionist in order to proceed.

20 Having interrogated the user to identify the service required, the
Broker/Receptionist may not need to participate in the ensuing activity but may be
unwilling to use “referral” as this would give information to the user that could be used,

or misused on future occasions.
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termnating end may send to the user the address of the renote information.
The user is required to end the current sesgion and open a session with the
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) "referral™
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will continue to be u$&d in € bu n nmany cases It will be
preferable to use the proposed neans of "special-service" delivery. 15
The "special -service" requirenment In many cases, an Internet user may
nmerely know that he w shes to buy software, insurance, or contact a |large

mul ti-national business or§aHieEspuldpassfig infpmatipelopthes v85en an initi al
session with a broker or receptionist in order to proceed.

5 the user could amend the information to gain access to other services

provided by the Server.

the information may enable privileged access to the service and privilege
charges to be applicable.
10
“Chaining” may also be unacceptable. Apart from the additional handling and
resources involved, the Server may be unwilling to deliver its service via a Broker and

may require to deal directly with the user.

15 Service delivery requires that the user can be transferred from Broker to Broker
and from Server to Server as service delivery proceeds, without being involved in the

transfer activity.

OQUTLINE OF SPECIAL-SERVICE IMPLEMENTATION

20 “Special-service” sessions will be established in reverse.

When a user requests access to a special-service, the special-service will be given

identifiers enabling it to establish a virtual-message-path through the Internet to pick-up



20 Having interrogated the user to identify the
service required, the Broker/Receptionist may not need to participate in
the ensuing activity but may be unwilling to use "referral™ as this would

give information to the user that could be used, or m sused I
occasi ons. WAS7M49A1 1941 r@@c&#&ﬂmﬁ

PCT/ (B97/ 01288 6 e.g. the user could bypass the Broker on future
occasions. the user could pass the information to other users. 5

the user could amend the information to gainy access to other services

provi ded by the Server. the informati on nmay enable privileged access to the

service and pri Vi hRee8naINALSRS-phil Hof APk £ afuBer'sThternEl Rutr (rhessay switchingbe
unacceptabl e. Apart fromthe additional handling and resources involved,

the Server may be deliver its service via a Broker and may
require to deal dpggﬁgh%la?"hgthe user.

As the session proceeds, the identifiers may be passed from Broker to Broker and
5 from Server to Server, enabling the user to be transferred from one to the other, or

enabling other Brokers or Servers to be brought into the session.

This basic concept of special-service delivery is very simple, but because the
present Internet is not connection-oriented, a detailed description of its implementation
10 requires that the creation of a virtual-message-path for a simple session is described and

that the method of interworking with existing equipment is included.

After accommodating the introduction of new transport layer protocols and

reviewing the requirements of special-services in the Internet name and address structure,

15 the implementation is detailed in three parts.
Part 1. Creating a viral-message-path.

Part 2. Special-services.

Part 3. Accommodating existing equipment.



15 Service delivery requires that the user can be
transferred from Broker to Broker and from Server to Server as service
delivery proceeds, without being involved in the transfer activity. OUTLINE
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sessions wi |IWOR#484k abl i shed in reverse. Wien a user requ@®STHERIFBIEE to a
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to establish a virtual -nmessage-path through the Internet to pick-up WO
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5 As the penetration of new style equipment increases, new transport layer protocols
will be introduced which are more suited to a connection-oriented environment, but some

time will elapse before such protocols are universally available.

The old protocols will continue to be used when no other protocol is mutually
10 available. When old protocols are used in a connection-oriented manner, the IP header
is redundant and should be ignored or even omitted. (It would be used only to make a

checksum

To accommodate the introduction of new protocols, when opening a session, a

15 user will indicate in the OPEN message the old and new protocols available for the
transport layer session. The distant end will indicate in the OPEN_DONE message the

chosen mutually available protocol. (If old network equipment is encountered, the

session will use old network protocols)

20 INTERNET NAMES AND ADDRESSES
Internet names
To send a message or open a session in the Internet, a user provides the Internet

name of the distant end. The intitial task in any activity is to consult a cache or Domain



10 requires that the creation of a virtual -nessage-path for a
sinple session is described and that the nethod of interworking with

exi sting equipnent is included. After accommobdating the introduction of new
transport |ayer protocols and review ng the requirenents of .
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the inplenmentation is detailed in three parts. Part 1. Creating a
virtual - nessage-path. Part 2. Speci al -services. Part 3.
Accomodat i ng exi sting equi pnent. WD 97/ 44941
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Routers) will continue exl sting proto
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environnent, but sone tine will el apse before such protocols are
uni versal ly avail abl e.

Internet addresses
5 User addresses (See Figure 1)
For the majority of Internet users, the more significant bits of the user’s address
(netID) will identify the user’s Router; the lesser bits (hostID) identifying the user’s

terminal.

10 The user’s Internet address will not identify a particular Router if the user is’
connected to an elongated private network that gains access to the Internet via several

Routers.

Such users present no problems for simple Internet sessions; whichever Router is
15 used to establish a virtual-message-path at the start of the session will be the Router used

throughout the sess:on However, when users have to be picked-up for special-service

delivery, the user’s address must identify the Router that invoked the service.

To accommodate special-service delivery to such users, each Router will allocate

20 one address from its own address range. This address will be used by the Router as the
USER’S INTERNET ADDRESS in all the SERVICE-REQUEST messages that it creates

to invoke service delivery to such users; the address could in fact be used in all

SERVICE-REQUEST messages. (The request message includes a reference number



The ol d protocols will continue to be used when no other protocol is

nutual ly 10 avai |l abl e. When ol d protocols are used in a
connection-oriented manner, the |IP header is redundant and shoul d be

i gnored or even omitted. (It would be used only to nake a checksum To
acconmodat e twe9¥4#d4toducti on of new protocol s, when openi n@caI/chRerEREEN, a 15
user will indicate in the OPEN nessage the old and new protocols avail abl e
for the transport |ayer session. The distant end will indicate in the
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session in the | nP8rHEY 'éfeﬂgbfl‘ﬁptgi\'eﬁddgfnf%w?ﬂé‘gmé‘fmﬁ nme of the distant
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The future Internet address structure will include “networks™ (netIDs) that are lists

5 of Brokers and Services but have no relation to the location of the Routers and Servers.
A single address (hostID) within such network might identify all the worldwide services

provided by General Motors of America, adjacent addresses identifying Siemens of

Germany, Reuters News Agency or Mitsubishi of Japan.

10 Thus, the netID part of the address is merely a “special-service” identifier and the

hostID part is no more than an index number identifying the service.

PART 1
CREATING A VIRTUAL-MESSAGE PATH (See Figure 2)
15 |
The host/Router link
Internet terminals are called “hosts™. A host may be a simple PC capable of little
more than one task at a time; an ISDN type terminal with several ports, each capable of
several sessions; or 2 inainframe computer with innumerable hardware and software

20 “ports”, each capable of countless simultaneous sessions.

Whatever the configuration, a session within a host can be uniquely identified by

a “port” and “session” number.



and will remain, rather arbitrary. Internet addresses 5 User
addresses (See Figure 1) For the majority of Internet users, the nore
significant bits of the user's address (netlD) will identify the user's
Router; the lesser bits (hostlD) identifying the user's termnal. 10

The user's | ntWPAE494dress will not identify a particul ar FREHEI7PI28E he
user is connected to an elongated private network that gains access to the
Internet via several Routers. Such users present no problens for sinple

I nternet sessions; whichever Router is 15 4 used to establish a
virtual - nessage-path at the start of the session wll be the Router used

throughout the session.a HRWRYGEfereHAGRMBSL SRniXRY 8 sdsSiolPon tRE RKIEEEIVRN ARbst and
speci al -service delivery, the user's address nust 1dentify the Router that

i nvoked the servic jal - i jMEr. ers,
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service delivery to such, users; the address could in fact be used in all
SERVI CE- REQUEST rre%?i@&?‘.m("‘l' erdupReTRUFESESe i ncl udes a reference nunber

5

X

The host relates the session-reference to the appropriate port and session, the
Router relates the host/session-reference to the route and virtual-chanmel-number (VCN)

that forms the next link in the chain toward the distant end.

10 The session-reference number will be allocated by the host on originating sessions

or by the Router on terminating sessions.

The host/Router link header might appear as shown in Figure 2A.

15 The control flags may be used as follows:

00

ordinary message packet (new version)

10

session control message (OPEN/CLOSE etc.)

01

{not used)

11 old version message packet (no session-reference)

20
A host passes control messages (OPENICLOSE) received from the Internet to its
control port. On hosts which deliver special-services, this port will require a standard

port number in order to allow new version SERVICE-REQUEST messages to be received
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Figure 2) 15 The host/ Router I|nk Int ernet termnals are called "hosts". A
host may be a sinple PC capable of little nore than one task at a tine; an

| SDN type termnal with several ports, each capabl e of
The OPEN message

 To open a virtual-message-path through the Internet, a host sends an OPEN
5 message to its Intemnet Router. The message contains the distant host’s address and port
number which are derived from the Internet name and protocol indicator (ftp, hitp, etc)

specified by the user.

As new transport Jayer protocols are introduced, more than one protocol indicator

10 might indicate the same port (ftp, newftp). The OPEN message will list the different
protocols that are available at the user end and the distant end will indicate the éhosen

protocol in the OPEN DONE message. A typical OPEN MESSAGE is shown in Figure

2B.

15 VCN Allocation

Each Router uses the distant-host-address in the OPEN message to identify the

route towards the destination and allocates a VCN to identify the session on the link to
the next Router. The OPEN message is then passed on the control channel (VCN 0000)
to the next Router in a message packet carrying the allocated VCN where the process will

20 be repeated.

At the link level, an OPEN message being passed from Router to Router might

appear as shown in Figure 2C.



several sessions; or a inainframe conputer with innunerabl e hardware and

software 20 "ports", each capable of countless sinultaneous
sessions. \Watever the configuration, a session within a host can be
uniquely identified by a "port"” and "session" numnber. WO 97/ 44941

PCT/ GB97/ 0128WOBY/H44841 sessi on-r ef erence nunber” identifies a&@SEEE8H%®n the
Il i-nk between a host and its parent Router. Al nessages sent or received
during a session will have the session- reference nunber in the host/Router
|'ink header. The reference may be suppl enentjgd by a sub-session nunber
during multi-sessions. 5 The host relates the session-reference to the

appropriate port and swgag&re&{@gd ffRFs db%dr\g}fcﬁﬁmgﬂqdmbﬁﬁﬁﬁje%swfo&ﬁ@nce
- channel - nunber

to the route and virtua (W that forns the next link in
the chain toward the di stan ﬁ‘@&ﬁ (8_ - The session-reference
: ttention. . : .
number will be al I'S¥%f&5° ’9}'? EBBsT on on gi nating sessions or by the
Router on term nati ng sessions.
To avoid VCN collisions, the Router at one end of a link may allocate VCNs in

5 the range 0001 - 7 FFF while the Router at the other end allocates 8000 - FFFF. (This

assumes that VCN 0000 is used in both directions for control messages.)

To accommodate the existing and other network-layer protocols, link
implementation may find it convenient to allocate a separate control VCN for each
10 protocol. Messages received on such VCNs will be passed directly to the appropriate

handler.

All subsequent control messages - in either direction - will be sent on the control
channel in a similar manner, with the link header being followed by the RELEVANT

15 _ VCN and the control message itself.

OPEN_DONE
Reserving capacity
Routers will reserve capacity (in terms of anticipated mean bits per second) on the
20 links employed as indicated in the OPEN_DONE message, and will refuse traffic which

exceeds the capacity available.

A Router will convert an OPEN_DONE message into a FAILURE message if it



The host/Router |ink header m ght appear as shown in Figure 2A. 15

The-contrtol flags my be used as follows: 00 - ordi nary nessage
packet (new version) 10 - session control nmessage (OPEN CLCSE etc.)
01 - (not used) 11 - ol d versi on nessage packet (no

sessi on-ref evemeriedd0 A host passes control nessages ( OPENpEr/@Bbioitsgcei ved
fromthe Internet to its control port. On hosts whi-ch deliver
speci al -services, this port will require a standard port nunber in order to
al | ow new versi on SERVI CE- REQUEST nessages to be received WO 97/ 44941
PCT/ GB97/ 01288 12 via ol d version Internet Fyui pment. The OPEN nessage To
open a virtual -nessage-path through the Internet, a host sends an OPEN 5
nessage to its | niindsfstit rasnetqrovidehe papaciyydudicagad;in the OREN: DONE mefsagso pon;
address and port

receiving a FAILURE message the originating host will be required to send a CLOSE

message to release the established part of the message-path.

5 Using the message-path
Once a message-path is established, the originating host will open a transport
layer session. Message packets will be passed from Router to Router with the Link
Header indicating the allocated VCN. Each Router will replace the incoming VCN with

the outgoing VCN as the message is switched as shown in Figure 2D.
10
Diverting a message-path
2nd OPEN_DONE message
To OPEN a simple Internet session, a user may need to OPEN an initial session
with the distant host’s Port Mapper in order to learn the appropriate port number.
15
With new equipment, the distant host should be able to divert the Port Mapper

session to the required port without requiring the user to re-open the session.

There may be need for a control message to change the chosen protocol and

20 reserve appropriate network capacity.

The message content will be seen to identical to the OPEN_DONE message.

Hosts and Routers should be prepared to accept a second such message, including that a



nunber which are derived fromthe Internet nanme and protocol indicator -
(ftp, http, etc) specified by the user. As new transport |ayer protocols
are introduced, nore than one protocol indicator 10 m ght

i ndicate the sane port (ftp, newftp). The OPEN nessage will list the
different proMRQY4¥4nhat are available at the user end and PREGEY&Et end
w1l indicate the chosen protocol in the OPEN DONE nessage. A typical OPEN
MESSAGE is shown in Figure 2B. 15 VCN Al | ocation Each Router uses
t he di stant-host-address in the OPEN nessage;d0 identify the route towards
the destination and allocates a VCN to identity the session on the link to
the next Router. T L Soel t: I

(VCN 0000) to the l%glie‘t ﬁﬁ?@%ﬁg& S?T%Fstgggéﬁbac g‘fgggaer‘?isfiﬁdéqﬁﬁgcﬂ 0 ateig?j
VCN where the procgss w |/l . be repeated. At the link |level, an
OPEN nessage bei ngt ?)%gts‘"éctﬁlcf‘%agmﬂouter to Router m ght appear as shown in
Fi gure 2C. WO 97/ 44941

PCT/ GB97/ 01288

An OPEN_DONE message may also be sent to a host more than once during

5 special-service delivery when a session is transferred from one Server to another.

Closing the message-path
When the session ends, the transport layer session will be closed followed by

closure of the virtual-message-path.

10
Message-paths are controlled by the originating terminal and closed by the
exchange of CLOSE and CLOSE_ACK messages. The CLOSE_ACK message being
returmed on a per link basis.
15 The terminating end may invite closure with a CLOSE_REQUEST message.
PART 2
SPECIAL SERVICES (See Figures 3 & 4)
20 INVOKING SPECJAL-SERVICE DELIVERY

To open a special-service session in the Internet, a host sends an OPEN message
to its Internet Router as normal. The message includes the distant-host-address derived

from the Internet name specified by the user.



13 Messages received on a link's control channel (VCN 0000) will be passed
to the Router's session processor for attention. To avoid VCN collisions,

the Router at one end of a link nay allocate VCNs in 5 t he range
0001 - 7 FFEF_while the Router at the other end all ocates 8000 - FFFF. (This
assunes t hatWOEKM#00 i s used in both directions for cont rRSIT/GRZESs. ) To

accommodate the existing and other network-Ilayer protocols, |ink
i npl ementation may find it convenient to allocate a separate control VCN
for each 10 protocol. Messages rggeived on such VCNs will be

passed directly to the appropriate handler. Al subsequent control nessages

- in either directi ofghen'tht hisd?@p&fiils tRE ndmeof# Nebidl-seri) M) ndifd FarS bf thk &7
manner, with the link heenader bei ng foll gvvedobygée"le sRELE\’/ANTn 15 MbmhL

VCN and the contggl . HBsSa88ss Jifigk b« F%ﬁ\g_ oFRE ; ving capacity Routers
wll reserve capa{%‘{y In tsesrr#s off.‘ snt|C| pat egﬁﬁ@%{r‘. bits per second) on the
20 | i nks enpl oyed as indicated in the OPEN DONE nessage, and wl |
refuse traffic which exceeds the capacity available. A Router will convert

an OPEN_DONE message gl o & f o bR ol 2 Sidress, the Router retuns a SERVICE_ACK

5 message to the host (Figure 3A) and sends a SERVICE_REQUEST message (Figure 3B)
to the nearest “Sorter”. (A Sorter is located with any convenient Router and has an

address in the range used by any other host connected to that Router.)

The SERVICE_ACK message

10 The SERVICE_ACK message contains no parameters. It informs the user that the
session may involve more than one transport layer session and that the initiative to open
and close those sessions will be at the distant end. The user must assume the default

situation - that messages will be sent and received via old network equipment and will

have IP/TCP type headers.
15
All messages sent or received during the session (old protocol or otherwise) will
use the current message-path; with link headers quoting the SESSION_REFERENCE and
the control bits set to 00 (or 10 for new version session control messages).
20 The SERVICE_REQUEST message

The SERVICE_REQUEST message contains:
(i) the special-service address

(i)  the REQUEST REFERENCE number (See NOTE)
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PCT/ (3B97/ 01288 14 finds that it cannot provide the capacity indicated in
the OPEN_DONE nessage. Upon receiving a FAILURE message the originating
host will be required to send a CLOSE nessage to rel ease the established
part of the rWQdAYdpath. 5 Using the nessage- patWr 88
nmessage-path is established, the originating host will open a transport

| ayer session. Message packets will be passed fromRouter to Router with
the Link Header indicating the allocated VCNj; Each Router will replace the
incomng VCN with the outgoing VCN as the nessage is swtched as shown in

Figure 2D 10 Diverti il TR S80S 1Ekhb: Bhe (R Nmmgyssage To OPEN a
sinple Internet sessio a user may need to OPEN an initial session with

the distant host's Por t;VaPRglusd:d HEAEH adlfdsd (i faf BEanBBCARILAYORGter in
all SERVICE_REQUEST messages)
(v) the transport layer protocols available

5 Items i and v are taken from the user’s OPEN message,

Items ii, iii & iv are provided by the Router.

NOTE The REQUEST_REFERENCE number identifies the Router’s current
session-record.

10 To enable service delivery via old network equipment, the
REQUEST_REFERENCE number takes the form of an Internet address,
the net ID part of the address identifies the Router, the hostID is the
reference number. Request-reference numbers occupy only a small part
of the hostID range, the greater part being used by the hosts connected to -

15 the Router.

* The Sorter opens the SERVICE_REQUEST message to identify the special-
service address and uses a look-up table to re-address the message to the appropriate
Broker or Server.
20
In the case of services which are provided by other network operators or in other
countries, the Sorter will re-address the message to a Sorter in that network or country;

there is no need for internetwork management of Sorters.



Wth new equi pnent, the distant host should be able to divert the Port
Mapper session to the required port without requiring the user to re-open
the session. There nay be need for a control nessage to change the chosen
protocol and 20 reserve appropriate network capacity. The nessage
content wil | weoo7desan to i dentical to the OPENDONE nessage. p¢tyeberoisnd

Rout ers shoul d be prepared to accept a second such nessage, including that
a WD 97/ 44941

PCT/ GB97/ 01288 15 Router may change the masg ge to a FAILURE nessage if it
finds that it cannot provide the required cdpacity. An OPENDONE nessage nay

al so be sent to a hos t e durin eci al - servi ce
delivery when a sessi §ﬁ@i€l§-rm]f@8ssﬁeﬁH?"o‘ﬁ%c@é‘i”b‘él}amf%ﬁgﬁﬁ‘fy%?ef CRREi ng
t he nessage-path Wen the session ends, the transport |ayer session will be
closed fol | owed HYESEasE2nd erea ajmessage-Pathas theyaee passedyis, Rodters and Sorters to the

Server; each Router and Sorter allocating a VCN or session reference as necessary.

5 The message-path created by the SERVICE_REQUEST message is used only as
the RELEVANT_VCN to retum the REQUEST_DONE or FAILURE message from the
Server via the Sorter to the originating Router. The originating Router will CLOSE the
path when the retumed message is received. No capacity is reserved for the
SERVICE_REQUEST session.

10
ESTABLISHING THE SERVICE DELIVERY PATH
The OPEN_SERVICE message
Upon receiving the SERVICE_REQUEST message, the Broker or Server will

choose the protocol to be used and establish a message-path to the user via the Internet

15 with an OPEN_SERVICE message.

The OPEN_SERVICE message, see Figure 3C, contains:
(i) theuser’s address as DISTANT-HOST-ADDRESS
(ii)  the user’s Internet name
20 (iii)  the originating Router’s REQUEST_REFERENCE number
@iv) | the transport layer protocol to be used for service delivery
(v)  the capacity and switching priority to be reserved by the Routers.

Items (iv) and (v) are valid only if a complete virtual-message-path can be



Message-paths are controlled by the originating termnal and closed by the
exchange of CLOSE and CLOSEACK nessages. The CLOSEACK nessage bei ng

returned on a per link basis. 15 The term nating end may
invite closure with a CLOSE REQUEST nessage. PART 2 SPECI AL SERVI CES ( See
Fi gures 3 & 402744941 | NVOKI NG SPECI AL- SERVI CE DEL| \NER{GBH0138ken a

speci al -service session in the Internet, a host sends an OPEN nessage to
its Internet Router as nornmal. The nessage includes the

di st ant - host - address derived fromthe Interpgt nane specified by the user.
WO 97/ 44941
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the netl D part of the st ant - host “address w | speci al -service"
identifier. Upon receiving a "special-service" address, the Router returns
a SERVI CEACK 5 nmessage to the host (Figure 3A) and sends a

SERVI CE_REQUEST mess agﬁle@E%{rSERéﬁ%E messages will be treated as a normal OPEN message by

all Routers except the final Router that connects to the user or LAN. This Router uses
5 the REQUEST_REFERENCE to find the session record, verify the USER's INTERNET

NAME and pick-up the message-path to the user.

The OPEN_DONE message
OPEN_DONE to the Server

10 The Router then returns an OPEN_DONE message to the Server. The message
repeats the protocol, capacity and priority fields from the OPEN_SER VICE message and
is used by all Routers to reserve the necessary capacity. To the Server, the message

confirms the protocol to be used and indicates that a complete virtual-message-path has

been established.
15
OPEN_DONE to the user
The same OPEN_DONE message will be sent to the user but with the forward and
backward capacity and priority fields reversed (the capacity and priority may be required
by a LAN Router).
20

The message tells the user which transport layer protocol will be used for service
delivery and overrides the default old network protocol established by the

SERVICE_ACK message. At the end of the transport layer session, the user must revert



to the nearest "Sorter"”. (A Sorter is |located with any conveni ent Router
and has an address in the range used by any other host connected to that
Router.) The SERVI CE_ACK nessage 10 The SERVI CE_ACK
nmessage contains no paraneters. It inforns the user that the session may
i nvol ve nore WO&H4BHe transport |ayer session and that the picrigBopéiesse t 0
open and cl ose those sessions will be at the distant end. The user nust
assunme the default situation - that nessages will be sent and received via
ol.d network equi prent and will have | P/ TCP %@/pe headers. 15 All nessages
sent or received during the session (old protocol or otherwise) will use
the current nessa et-ggghﬁl with I'ink headers quoting the SESSI ON REFERENCE
and the control bi E 2% o 00 (or 10 for new version session control
nmessages). 20 The SERVI'CE_REQUEST nessage The SERVI CE_REQUEST
nmessage contains: (i) the special -service address (ii) the REQUEST

REFERENCE nunber éSee NOTE)
ontrol message interface

The user’s Internet Router will be required to provide an interface for subsequent
5 control messages as both the user and Server will consider themselves to the session

originator. For charging purposes, the session must be considered to be originated by the

Server.

The REQUEST_DONE message
10 Having received OPEN_DONE indicating that the message path is complete, the
Server will retum a REQUEST_DONE message to the originating Router using the

message-path created by the SERVICE_REQUEST; that path will then be closed.

Delivering the service
15 Using the established rnessage-path, the Server will open a transport layer session
with the user to commence service delivery. This will often involve interrogating the user

to further identify the service required after which the user may be transferred to another

Server.

20 SERVICE TRANSFER (See Figures 5 & 6)
THE TRANSFER_REQUEST message
A Server transfers a user to another Server by closing the transport layer session

and sending a TRANSFER_REQUEST message to the other Server. The
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PCT/ (B97/01288 17 (iii) the user's Internet nanme (prine user's nane) (iv)
the user's Internet address (this nmay be an address used by the Router in
al | SERVI CEREQUEST nessages) (V) the transport | ayer protocols avail able
5 WO 97i4alens i and v are taken fromthe user's BPFRBHNEge,
ltens ii, iii & iv are provided by the Router. NOTE The

REQUEST REFERENCE nunber identifies the Router's current session-record. 10
To enable service delivery via old net k equi prent, the

REQUEST _REFERENCE nunber takes the forn1of I nternet address, the net

L o .
SRt or. drrat CSpRBice, RER SRt tul adfkath ol B RN whSrenth myst bR

speci al - service address and uses a Iook up table to re-address the nessage
to the approprlat@VBF@ker or Server.

5 The message will usually be addressed directly to the other Server, but may be
addressed via a Sorter as before, in which case the SPECIAL_SERVICE_ADDRESS

field must be updated.

The message packet may include information obtained during the earlier session
10 and indicate which party is expected to pay for the transferred service. All such

information is of no consequence to the Internet.

The TRANSFER_REQUEST message will be forwarded to the new Server and

a message-path created for the retum of the REQUEST_DONE or FAILURE message.

15
The OPEN_TRANSFER message
The new Server will use a OPEN_TRANSFER message to establish a message-
path via the Internet to the user. The message content is the same as an OPEN_SERVICE
message and is treated as an ordinary OPEN message by all Routers except the final
20 Router that connects to the user or user's LAN. This router uses the

REQUEST_REFERENCE number to find the session record, verify the USER’S

INTERNET NAME and complete the virtual-message-path to the user.



20 In the case of services which are provided by other network operators or
i n—ottrer——countries, the Sorter will re-address the nessage to a Sorter in

that network or country; there is no need for internetwork nmanagenent of
Sorters. WO 97/ 44941

PCT/ GB97/ 0129® 9¥8498ERVI CE_ REQUEST nessages use the control PCRiEBATOI288 | ke any
other control nessage and create a nessage-path as they are passed via
Routers and Sorters to the Server; each Router and Sorter allocating a VCN
or. session reference as necessary. 5 The message-path

created by the SERVI CEREQUEST nessage isS us® onl y as the RELEVANT_VCN to

Lo the or gi nat rPESvQRE RERUEST, BENFH CLARE ~EpPESEitssteefh c pat  wihen

ot G R 2225 g oot bR Be KRS el 2 pore
message to the new Server and to the user as before, and will send a CLOSE_REQUEST

message to the old Server on the old message path. (If the previous session uses old

5 network procedure, no CLOSE_REQUEST message can be sent.)

The previous Server will CLOSE the old message-path when the

CLOSE_REQUEST message is received.

10 Upon receiving the OPEN_DONE message, the user will cancel the default
situation (restored when the previous transport layer session was closed) and await the
opening of a new transport layer session using the protocol indicated in the OPEN_DONE

message.

15 _ When the new Server receives the OPEN_DONE message, it will send
REQUEST_DONE to the old Server on the TRANSPORT_REQUEST message-path and

will commence service delivery.

After receiving REQUEST_DONE, the old Server will close the

20 TRANSFER_REQUEST message-path.

Subsequent transfers

The session transfer activity may be repeated any number of times.



Upon receiving the SERVI CEREQUEST nessage, the Broker or Server will choose
t-he protocol to be used and establish a nessage-path to the user via the
I nternet 15 wi th an OPEN_SERVI CE nessage. The OPENSERVI CE
nessage, see Figure 3C, contains: (i) the user's address as

- DI STANT- HOST-WOBRES$8 (ii) the user's Internet nane 20 PCT/GB97/01288
(ki1) the originating Router's REQUEST REFERENCE nunber (iv) the
transport |ayer protocol to be used for service delivery (V) t he capacity
and switching priority to be reserved by thg,Routers. Itenms (iv) and (v)
are valid only if a conplete virtual -nessagé-path can be WO 97/ 44941
PCT/ (B97/ 01288 19 established and are use after being transferred to
an OPENDONE nessage. The OPEN_SERVI CE nes will be treated as a nornal

OPEN nessage by all Routersegégfﬂhuﬁﬁixﬁbﬁg ROLING ppects to the
user-or LAN. This Router us REXLOE

NCE to find the
session record, verify the USER s | NTERNET

To interwork with existing equipment, new version hosts and new version Routers
5 must be able to handle the existing procedures and must be able to receive and send old
version messages. Control flags indicate the presence of old version messages on

host/Router links; on links between Routers, old version messages use a special VCN.

A SIMPLE SESSION IN THE UNKNOWN INTERNET (See Figure 7)

10 Although capable of old network procedures, new version hosts will never initiate
old version sessions. Even when a session is known to involve old version equipment,
a new version host will try to establish a virtual-message-path, thereby ensuring as far as
possible the continuity of the session. (If only the distant host were old version
equipment a virtual-message-path could be established right across the Internet.)
15 The OPEN message
When a new version host sends an OPEN message into the Internet, a message-
path will be established to the distant host or to the point that thell')ath meets old version

equipment.

20 “If the path meets old version equipment, the Router at the interface to the old
equipment completes the path to the old network route and returns OPEN_OLD to the

originating end.



NAMVE and pick-up the nessage-path to the user. The OPENDONE nessage

OPEN _DONE to the Server 10 The Router then returns an
OPEN_DONE nmessage to the Server. The message repeats the protocol, capacity
and priority fields fromthe OPEN_SERVI CE nmessage and is used by all
Routers to "eosw#pdit he necessary capacity. To the Server, pchpihsisaoe
confirnms the protocol to be used and indicates that a conplete

virtual - nessage- path has been established. 15 OPEN DONE to the user The
same OPEN _DONE nessage will be sent to the user but with the forward and
backward capacity and priority fields revetded (the capacity and priority
may be required ¥ 6 bﬁN Router). 20 The nessage tells the user which
transport | ayer HPEEY-OKD ] €used for service delivery and overrides
the default old network protocol established_ by the SERVI CEACK nmessage. At
the end of the transpdrOHENOFDapessage,see Figure A dnformthe ysesthatithe message-path

is open but is not complete and that old network procedures must be used. The message
includes a field that must be used as the SOURCE_ADDRESS in the IP Headers; it
5 identifies the interface Router and its session-record number. (Similar to the

REQUEST_REFERENCE number in SERVICE_REQUEST messages.)

The OPEN_OLD message also indicates nominal capacities and priorities to be
reserved by the Routers.
10
Once an interface to old version equipment has been provided, it is not possible

to return to the new version procedures if later equipment has new version capability.

Conducting the session (See Figure 8)

15 The user will send and receive messages with IP/TCP type headers on the
established virtual-message-path. (With the link-header using the SESSION-
REFERENCE and the control bits set to 00.) The DESTINATION_ADDRESS in the IP
header will be the same as the distant-host-address in the OPEN message, the

SOURCE_ADDRESS will be that provided in the OPEN_OLD message.

Forward messages
Upon receiving forward messages from the user, the Router at the interface will

pass the messages to the old network route. The messages will continue to their
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PCT/ (B97/ 01288 20 to the default. Control nessage interface The user's
Internet Router will be required to provide an interface for subsequent 5
control nessages as both the user and Server will consider thenselves to

t he session og'i‘b?"(fé?‘br. For charging purposes, the session RGHGBYL1288
considered to be originated by the Server. The REQUEST DONE nessage 10

Havi ng recei ved OPEN-DONE i ndi cating that the nessage path is conplete, the
Server will return a REQUEST_DONE nessage t he originating Router using

the message-path created by the SERVI CEREQUEST; that path will then be

cl osed. Deliveringy éﬁﬁn&?ﬁs}’ d etwork procedures Using the established
nmessage- path, the Server WI open a‘transport |ayer session with the user
to commence service delivery. This wll often involve interrogating the
user to further identify t he service required after which the user may be
transferred to an e( rver. SERVI CE TRANSFER ( See Figures 5
& 6) war: essages

Messages returned from the distant end will be addressed to the

5 SOURCE_ADDRESS given in the forward messages, which identifies the interface
Router and its session-record number. Upon receiving the returned messages, the

interface Router will find the session-record and return the messages, with headers, to the

user on the established virtual-message-path.

10 Closing the session
When the session ends, the originating host will CLOSE the message-path to the

interface Router in the normal manner.

A SPECJAL-SERVICE SESSION IN THE UNKNOWN INTERNET
15 INVOKING THE SPECIAL-SERVICE
When a new version host attempts to OPEN a session with a special-service
address, the Internet Router addresses a SERVICE_REQUEST message to the nearest

Sorter which re-addresses the message to an appropriate Server.

20 If an old version host attempts to gain access to such a service, the special-service
address will appear in the DESTINATION_ADDRESS of an IP header received by a new

or old version Router. A variety of treatments are possible, but are not detailed herein.



THE TRANSFER _REQUEST nessage A Server transfers a user to another Server by
closing the transport |ayer session and sendi ng a TRANSFERREQUEST nessage
to the other Server. The WO 97/ 44941

PCT/ GB97/ 01288 21 TRANSFER REQUEST nessage contains the sanme information as
t he ori gi nalWSBPRMYBE REQUEST nessage, but indicates that Por/GReT/EREINY
nmessage- path nust be diverted. 5 The nmessage will usually
be addressed directly to the other Server, but nay be addressed via a
Sorter as before, in which case the SPECI A, SERVI CE_ADDRESS field nust be
updat ed. The nmessage packet may include information obtained during the

earlier session ty i s expected to pay
for the transferr§e Vé(e:]r?'vlluggUEg?qquﬂg m&%%s of no consequence to
the Internet. gP R REQJEST massage will be forwarded to the new
Server and a nes -p ®reated for the return of the REQUEST_DONE or

FAILURE message. If the message path from the Router via the Sorter to the chosen Server encounters
old version equipment, the Router at the interface will prefix the SERVICE_REQUEST

5 message with an IP/UDP Header and forward it via the old version equipment.

For this purpose, new version Routers will have a ready-made IP/UDP Header.
The Router will be required to complete the DESTINATION_ADDRESS, CHECKSUM
and LENGTH fields each time the header is used. The ready-made header may also be

10 used to forward TRANSFER_REQUEST messages.

A Sorter will be required to accept IP/UDP messages only when old network
eqqipment exists in the path between the Sorter and the Routers which it serves; or when
SERVICE_REQUEST messages are received from Sorters in other networks or other

15 countries. Having received a request message using IP/UDP, the message should be

forwarded to the Server in the same manner.

The SERVICE_REQUEST message will be delivered using the IP/UDP protocol
to the Server’s control port (a standard port number on special-service equipment.)
20
The ACK_OLD message
Servers do not acknowledge SERVICE_REQUEST messages delivered by

IP/UDP. Having forwarded the message, the interface Router will return ACK_OLD to



15 The OPEN_TRANSFER nessage The new Server wi ||l use a OPEN_TRANSFER
message to establish a message- path via the Internet to the user. The
nmessage content is the same as an OPEN_SERVI CE nessage and is treated as an
ordi nary OPEN nessage by all Rout ers except the final 20 Rout er

t hat connect sWOJ7#438L user or user's LAN. Thi s router usesPGTHEBI7/01288
REQUEST REFERENCE nunber to find the session record, verify the USER S

| NTERNET NAME and conpl ete the virtual -nmessage-path to the user. WO

97/ 44941 27 PCT/ GB97/ 01288
22 OPEN_DONE, REQUESTDONE and CLOSE - REQUEST nessages Havi ng conpl eted the
new message- pat h, y4hei Bgﬁlﬁ%ﬁ send an OPENDONE nessage to the new
Server and to the USeP as ?ore and will send a CLOSE_REQUEST nessage to
the old Server on the old nessage path. (If the previous session uses old 5
net wor k procedure, no CLOSE_REQJEST nmessage can be sent.) The previous

Server w [l CLOSE the %edAEEfaﬁge- ema\émng gar;m rs. The originating Router will CLOSE

the partly established REQUEST message-path (used only to return DONE or FAILURE
5 messages from the Server) and await the commencement of service delivery; a time-out

and escape procedure being available if no response arises.

SERVICE DELIVERY VIA OLD NETWORK (See Figure 10)
THE OPEN_SERVICE message

10 Having received the SERVICE_REQUEST message (by whatever means), the
SERVER will attempt to open a message-path to the user by sending a OPEN_SERVICE

message into the Internet.

- If the message-path meets old version equipment, the Router at the interface to
15 the old equipment will complete the path to the old network route and rearn OPEN_OLD

to the Server.

The OPEN_OLD message
The OPEN_OLD message informs the Server that the message-path is not

20 complete and that old network procedure must be used.

The message gives nominal capacity and priority reservations and includes a field

that must be used by the Server as the SOURCE_ADDRESS in the IP headers. The



CLOSE_REQUEST nessage is received. 10 Upon receiving the
OPEN-DPONE-nessage, the user will cancel the default situation (restored
when the previous transport |ayer session was closed) and await the opening
of a new transport |ayer session using the protocol indicated in the
OPEN_DONE e se@gm449415 When the new Server pegBdNRgsst he
OPEN_DONE nessage, it wll send REQUEST DONE to the old Server on the
TRANSPORT- REQUEST nessage-path and will comence service delivery. After
receiving REQUEST DONE, the old Server will close the 20
TRANSFER_REQUEST nessage- pat h. Subsequent t P8nsfers The session transfer
activity may be repeated any nunber of tines. . WO 97/ 44941

PCT/ GB97/ 01288 23 idgniiss SonmEriee feuiesand s SesSiercedeENT

Upon receiving the OPEN_OLD message, the Server will retum

REQUEST_DONE to the request message source. (If the request message delivery had

5 encountered old-network equipment, it will not be possible to return a REQUEST_DONE
message.)
Conducting the session (See Figure 11)
Forward messages
10 The Server will commence service delivery using the part established message-

path. (i.e. The link header will hold the session_reference number with the control bits

set to 00.)

EBach message packet will have an old version IP/TCP type header. The
15 DESTINATION_ADDRESS in the header will be the originating Router's
REQUEST_REFERENCE number received in the
SERVICE_REQUEST/TRANSFER_REQUEST message. The SOURCE_ADDRESS
will be that received in the OPEN_OLD message, identifying the interface Router and its
session-record.
20
The interface Router passes messages received from the Server into the old

network which forwards the messages to the originating Router as identified by the

DESTINATION_ADDRESS.



To interwork with existing equi pnent, new version hosts and new version
Routers 5 nmust be able to handl e the existing procedures and nust
be able to receive and send ol d version nessages. Control flags indicate
the presence of old version nessages on host/Router |inks; on |inks between
Routers, ol d WeA%¥#3# nessages use a special VCN. A S| MPLE SCIGRIX01288 THE

UNKNOWN | NTERNET (See Figure 7) 10 - Al t hough capabl e of old
net wor k procedures, new version hosts will never initiate old version
sessions. Even when a session is known to ir}?ol ve ol d version equipnent, a
new version host will try to establish a virtual-nmessage-path, thereby

ensuring as far as pos’ﬁlebér&iﬂaﬂﬁgqﬁﬁ?&u nghﬁc%atttgf!)ﬁg?m mON('J\EDQ@lSF A't' E%

di stant host were old version egul prment a virtu nessage- path cou

established right tf(%&lgrggrsﬁ?sstggg mﬁhﬁ%éﬁ?ﬁc? Hlém?err].t iemﬁds%ﬁélssmﬁéc%%an\é%e n

a new version host sen Ssage | rnet, a nmessage- path

will be established to the distapnt host or to.the point that the pat ets
ol d version equi pRETs hpmessages to the user on tﬁ)"T 75'3?’%"’%3%?%@% ahﬂe 081&%‘? Sﬁge
equi pnent, the Router, at the interface tgoe the old eglui pment conpl etes the

path to the ol d néthdink beadess dold he segsiqn-istcraneenynaenywith thegantg] bit 501089 end.
5
The user will be in the default situation and will be expecting service delivery
using old network protocols. The port and session to which the messages belong will be
identified by the session-reference number in the link header; the IP Header in the
forward messages will be used only for checksums and to provide the address for returned

10 messages.

Backward messages
To simplify the handling of backward messages, the originating Router will record
in its switching table the route from which forward messages are received. The table
15 must be'updated each time a forward message is received as the route may change
without notice if service delivery is transferred to a Server which also needs to use old

network procedure.

Messages returned to the Router from the user will have IP/TCP type headers and

20 will use the established one-link message-path (the link-header holding the session-
reference and the control bits set to 00). The DESTINATION_ADDRESS will be the
SOURCE_ADDRESS received in the forward messages which identifies the interface

Router and its session-record.



WO 97/ 44941

PCT/ GB971°01288 24 The OPEN OLD nmessage The OPEN OLD nessage, see Figure 7A,
informs the user that the nessage-path is open but is not conplete and that
ol d network procedures nust be used. The nessage includes a field that nust
be used as t FNOBAREEADDRESS in the | P Headers; it 5 PCT/GBIMbEZRBi f i es
the interface Router and its session-record nunber. (Simlar to the
REQUEST REFERENCE nunber in SERVI CE_ REQUEST nessages.) The OPEN _OLD nessage
al so indicates nom nal capacities and priorjties to be reserved by the
Routers. 10 Once an interface to ol d versi o equi pnrent has been provided,

it is not possible torefurn to t new versi gn_procedures if | ater

equi pment has new veryfeéi?uggéygﬁﬁef"r%mmﬂfﬁ?ﬁ’ﬁé‘%’ﬁ%‘“?@%glﬁ@ﬁtwewqgﬁ%re 8)
15 The user will send and receive nessages with I P/ TCP
type headers on the established virtual -nessage-path. (Wth the

| i nk-header using the_SESS| ON- REFERENCE and the control bits set to 00.)
The DESTI NATI ONADDRES®he# the, dnterface Ropter gcpivesythet messagenit gecoghises that the

di stant-host-address in the OPEN nessage, the
DESTINATION_ADDRESS is a session-record and returns the messages to the Server

5 on the established message-path.

Closing the previous message-path (if any)
If the service delivery were the result of a service transfer, the originating
Router’s records would hold references to the path used for the earlier session. The
10 records will be updated and a CLOSE_REQUEST message sent on the previous message-

path.

The previous Server will CLOSE the previous message;path when it receives the
CLOSE-REQUEST message.
15
If the previous session encountered old-network equipment, no
CLOSE_REQUEST message could be sent. The previous Server would CLOSE the
previous incomplete message-path after receiving REQUEST_DONE from the new
Server; or after fecciving ACK_OLD in response to its TRANSFER_REQUEST message

20 indicating that REQUEST_DONE would not be received.

Closing the session

When the service-delivery is complete, the final Server will CLOSE the part



SOURCEADDRESS wi | | be that provided in the OPENOLD nessage. 20 Forward
messages Upon receiving forward nessages fromthe user, the Router at the
interface will pass the nessages to the old network route. The nmessages
will continue to their . WD 97/44941

PCT/ GB97/ 0128WO03%4¢ékt i nati on usi ng ol d network procedur es.PO3AERSHA1288
nessages Messages returned fromthe distant end will be addressed to the 5
SOURCE_ADDRESS gi ven in the forward nessages, which identifies the
interface Router and its session-record nu r. Upon receiving the returned
nmessages, the interface Router will find the session-record and return the

MEssages, Wi th heaﬁ@%‘)ﬁsi%& Rw&sgé‘e W{n &y}l rﬁ'aﬁiu‘}b ﬂé%ﬂw%&O%%the host/Router

virtual - message- pa _ € sesslion € session
ends,_ t he ori gi nat i nq h@g%mv(\)nmmg%m txhgmr‘rjessage path to the

MULTI-SESSIONS
5 A user may establish several simultaneous sub-sessions in the pursuit of a session.
No special handling is required in the Internet as the user would be able to relate the

different Internet sessions as being part of one master-session.

A multi-session may also be formed by a special-service Server adding other
10 Servers instead of transferring to other Servers; or by a mixture of user and Server created

sub-sessions.

A Server adds another Server by sending an ADD_REQUEST message to the new
Server containing the same information that would be contained in a

15 TRANSFER_REQUEST message.

The new Server will establish a message-path to the user with an OPEN_ADD
message containing the same information that would be contained in an
OPEN_TRANSFER message.

20
The user’s Router will return an OPEN_DONE message to the new Server which

will send REQUEST_DONE to the Server that initiated the ADD.



interface Router in the normal manner. A SPECI AL- SERVI CE SESSI ON | N THE
UNKNOWN | NTERNET 15 | N\VOKI NG THE SPECI AL- SERVI CE When a new
version host attenpts to OPEN a session with a special -service address,

t he

I nternet Router addresses a SERVI CE_REQUEST nessage to the nearest Sorter

whi ch re- addwesd494t he nessage to an appropriate Server. 2BCT/GB97/01288

| f- an ol d version host attenpts to gain access to such a service, the
speci al -service address wil|l appear in the DESTI NATI ON ADDRESS of an IP
header received by a new or old version Routger. A variety of treatnents
possi bl e, but are not detail ed herein. 97/ 44941

PCT/ GB97/ 01288 26 SERV REQUEST Vi | t See Fi 9) | PLUDP
Header If the message '[k)%tE'ﬁse’f Srqgﬁﬂﬁfrh‘\éah%)lg(f gehoré%tf\ép{uﬁggsé'ggt"gi"%gr{)gef?{é STHREEA?

Server encounters v, i on equipnent, the Royter at the [nterface wl
prefix the SERVI cégégﬁ?é@‘%'f gossage t the tser frinaing st L‘?H“faﬁ“ﬁ“ﬁﬁ‘ terpacd 1 the
forward it via the_old version equipnent.

OPEN_DONE message.

5 Upon receiving the ADD_DONE message, the user’s host will open a sub-session

as indicated by the SESSION_REFERENCE and sub-session number in the link header.

The ADD facility is dependent upon new version equipment. There is no means

of separating the different sub-session windows if old version equipment is encountered.
10
THE FUTURE INTERNET - CHARGING
Basic charges
Internet users will pay a fixed-fee to their Intermet Provider and will probably pay
an additional usage charge, each session being charged to the session originator.
15
Session charges will depend upon the time that a session remains open (and upon
the number and sizc of the messages carried). Session charges should be sufficient to

deter users from blocking network resources by keeping sessions open unnecessarily.

20 Special-service charges
Sessions originated by Brokers or Servers in response to service or transfer
request messages will be charged to the Broker or Server. Some Service Providers may

choose to pay the session charges (like Freefone in the telephone network) while others

are



For this purpose, new version Routers will have a ready-nmade | P/ UDP Header.
The Router will be required to conplete the DESTI NATI ON ADDRESS, CHECKSUM
and LENGTH fields each tine the header is used. The ready-nade header may
al so be 10 used to forward TRANSFER REQUEST nmessages. A Sorter
will be requiV8@"4¥45accept | P/ UDP nessages only when ol d nRGRGBITRIES pnent
exXists in the path between the Sorter and the Routers which it serves; or
when SERVI CE_REQUEST nessages are received from Sorters in other networks
or. other 15 countries. Having recejved a request nessage using

| P/ UDP, the message should be forwarded to the Server in the sane manner.

The SERVI CE_REQUESayRa66ngfasiibil the fesiéEdhangey 16 theliiérdgt Ieviean! A34itibNA1 EtiaBied6iChe t O

the Server's control port (a standard port nunber on special -service

equi prent . ) 20 The,AgKed dRRAARKIBEURIFRAOsdMLespCkNOW edge
SERVI CE_REQUEST nessages del ivered by I P/UDP. Having forwarded the nessage,

the interface Router will return ACKOLD to WO 97/ 44941
PCT/ GB97/ 01288

Collecting Service Provider’s charges
5 To deliver special-services, Brokers and Scrvers are given the user’s Internet
name/address. Most simply, the charge for the service should be collected from that

name/address.

Collecting service delivery charges on behalf of thé Service Providers could be

10 a very attractive and very profitable service provided by the Internet Operators.

Recording the charges levied by Servers for service delivery will be the
responsibility of the Service Providers - not a problem for the Internet! (A Broker may

elect to pay for a session between a Server and a user - then add commission before

15 charging the user.)

SECURITY
User identity verification
The user-friendliness and commercial security are interdependent and lie in the
20 fact that services are delivered directly to the user who has no knowledge of the service’s
source or the detail of its invocation. The Server is given the user’s identity which is

verified by the user’s Internet Router from the session records.



27 the originating Router. The ACKOLD nessage has no paraneters. The
originati-ng Router will CLOSE the partly established REQUEST nessage- path
(used only to return DONE or FAILURE 5 nessages fromthe Server)
and await the commencenent of service delivery; a tinme-out and escape
procedure bewog7edai | able if no response arises. SERVI CE Didmosahvizs§ A OLD
NETWORK (See Figure 10) THE OPENSERVI CE nessage 10 Havi ng
recei ved the SERVI CE_REQUEST nessage (by whatever neans), the SERVER wil |
attenpt to open a nmessage-path to the user by sending a OPEN_SERVI CE
message into the Internet. If the mssage-&&th nmeets ol d version equi pnent,
the Router at the interface to 15 the old equipnment will conplete
the path to the BrepchieResMitYoute and return OPEN OLD to the Server. The
OPEN_OLD nessage The OPEN OLD nessage infornms the Server that the
nmessage-path i s not 2Bhecommercial se piihe profefurens in RAFtRtHbYaRle 1o (e Bcktal e
must be used. The nessage gives nom nal capacity and priority reservations
and incl udes a fisevidestdradelivercd tdvagifiable yser paree. Ser ver as t he SOURCEADDRESS
in the I P headers. The

5 This verification is not possible when services are delivered via old version
equipment as the DESTINATION_ADDRESS in the IP header is a session-record

reference number and the user’s identity is not included.

Also, when message paths are established via old version equipment, the user is
10 given a session-record reference number to use as the SOURCE_ADDRESS in IP

headers.

Having established a message-path via old version equipment, a knowledgeable
and meddlesome user could extricate this session-record reference number and use it to

15 build SERVICE or TRANSFER_REQUEST messages with a bogus user-name.

The user may also cheat the system when services are known to be delivered via
old version equipment, by sending REQUEST messages to Servers containing a false
user’s name and address but with the true address in the REQUEST_REFERENCE field.

20 This method may not be so attractive to a dishonest user as it requires revealing the true

address.

Servers must be aware that the user’s identity cannot be verified when services



WO 97/ 44941

RCT/ GB97/ 01288 28 address identifies the interface Router and its
session-record. Upon receiving the OPENOLD nessage, the Server will return
REQUESTDONE to t he request nessage source. (If the request nessage delivery
had 5 WO Bunt ered ol d-network equi pment, it will BCHCHIEORSSs bl e
to return a REQUEST _DONE nessage.) Conducting the session (See Figure 11)
Forward messages 10 The Server will commence service
delivery using the part established nessagencpath. (i.e. The |ink header

wi Il hold the sessionreference nunber with ?%e control bits set to 00.)
Each nmessage pack A \, i;on | P/ TCP type header. The 15
DESTI NATI C]\I_ADDREs\Srtéd‘wli‘}r‘;'l'e'?F{g‘Jl %gﬁgﬁﬁ\%*ﬁ&gﬂé' the originating Router's
REQUEST _REFERENCE nunber recei ved in t he
SERVI CE_REQUEST/ TRANSPER _REQUEST nessage. The SOURCEADDRESS



will be that received in the OPEN _OLD nessage, identifying the interface
Router and its session-record. 20 The interface Router passes nessages
received fromthe Server into the old network which forwards the nmessages
to the originating Router as identified by the DESTI NATI ON_ADDRESS. WO
97/ 44941 WO 97/44941 PCRGBYTABR®® 01288
29 The ori gi nattng Router—+ecognt-ses that the DESTI NATI ONADDRESS in the
forward nessag ' I- REFERENCE nunber. It finds the session-record
and passes thermmammu user on the 3%stabl i shed nmessage path, albeit
only one I|ink. d ' s hold the session-reference nunber with the
control bits set to 00.) 5 The user will be in the default situation and

wi |l be expecting service delivery using old network protocols. The port

and session to V\Me nmessages belong will be identified by the
sessi on-referenc r in the link header; the IP Header in the

1. A communications network comprising means for interconnecting a user computer
5 terminal to a further computer terminal, which further computer terminal is one of a
plurality of computer terminals connected in the network, wherein a virtual message path
is established from the further computer terminal to the user computer terminal in
response to an open message sent from the user computer terminal to a user router which

sends a service request to the further computer terminal via one or more further routers.

10
2. A communications network as claimed in Claim 1, wherein the virtual message
path is established using network provided references.
3 A communications network as claimed in Claim 1 or 2, wherein a special service
15 request is sent from the user router to a sorter, which sorter, using information from a

database held therein, readdresses the special service request to an appropriate further

computer terminal connected in the network.

4, A communications network as claimed in any preceding claim, the network being

20 the Internet.



forward nessages will be used only for checksuns and to provide the address
for returned 10 nmessages. Backward nessages To sinplif y the
handl i ng of backward nmessages, the originating Router will record in its
switching table the route fromwhich forward nmessages are received. The
table 15 WO 9714494%,st be updated each time a forward nmesPEFGHIFOR8R ei ved
as the route may change without notice if service delivery is transferred
to a Server mh%gh_aL§g~Qggg§T%gﬁgse ol d netywork procedure. Messages
returned to the Router—f+romthie—user will hdPe 1P/ TCP type headers and 20
wi Il use the established one-1ink nmessage-path (the |ink-header holding the
session- referéence and the control bits set to 00). The DESTI NATI ONADDRESS
will be the SOURCE ADDRESS received in the forward nmessages which
identifies the interface Router and its session-record. WD 97/ 44941

PCT/ GB97/ 01288 30 The Router will send the nessages into the Internet using
ol d- net wor k procedure.
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When the interface Router receives the nessages it recogni ses that the
DESTI NATI ON_ADDRESS is a session-record and returns the nessages to the
Server 5 on the established nessage-path. C osing the previous
nmessage-path (if any) If the service delivery were the result of a service
transfer, theweord74#dati ng Router's records woul d hol d ref er BER/EBI704288 he
path used for the earlier session. The 10 records will be updated
and a CLOSE_REQUEST nessage sent on the prgz'ous nessage- path. The
previous Server will CLOSE the previous nmessage-path when it receives the
CLOSE- REQUEST nessage. 15 If the previous session encountered ol d- network
equi pnent, no CLOSEREQUEST sage coul d be sent. The previous Server would
CLCSE t he previous inconpl §t€ fmessage-path after receivinng REQUEST DONE
fromthe new Server; or af t|dn receiving ACK OLD in response to its

TRANSFER_REQUEST nessage 2( 2 i ndi cating that REQUEST DONE woul d
not be received. Cosing t ssion Wien the service-delivery is conplete,
the final Server will GAGE iheﬁpart
. o a
[Tl TR T [7)]
qul— wo 17
Scalico T U az
ui o |{wg 252 T =
OH9 g \ wos _Pu 2
AAA LoV o —-Zu'—)'C_CO’I- &2
s QA 0ooZo* ©
Y] . Zl_—_IQ_ s u
= o Oc™ w: I
o] L rs5Z wk
[ond uJLLﬁ 3
>k 35<
ANA VY 2
e Z
z24|28
aseo
o>LI55
o o
O @
AN | v -
. o 58
V] = T
. > A
Aoy Q
L
o W
AA: Vé E%I
. O D2We
E2all|go 2159
oS Il>E Lt
(’2 o 8;_.
O TZ
AN Vv 295
o : OBF | w
L < (T g S
3 N o= 8
< D W@ | w
AAA | v LL 230 =2
o o W oL w
wSw < 50
zwhil|wo Eouw
i & B 10 0 E D
363 |25 2L
w Of] |t 7}
oFllng o8
W N faXa)

USER

SUBSTITUTE SHEET (RULE 26)



WO 97/ 44941

PCT/ G3B97/ 01288 31 established nessage-path in the normal nmanner. The user
will CLOSE the host/Router |ink when no nore transfers are expected.

MULTI - SESSI ONS 5 A user may establish several sinultaneous
sub- sessi ons IWOPH#ur suit of a session. No special handl i RETIGBIT/eIG8S r ed
in-the Internet as the user would be able to relate the different Internet
sessions as being part of one master-sess . Anulti-session may al so be
formed by a special-service Server addi ngé/ t her 10 Servers

instead of transfeqring|to other Servers; or by a nﬁture of user and
Server created sub4sgssijons. A Server adds anot her rver by sendi ng an
ADD REQUEST nessagd Eo tjhe new Server containing th rre i nformation that
woul d be cont ai ned i§ a |15 TRANSFER REQJE%gessage The new
Server will establilsfg a {ressage-path to the user wt OPEN_ADD rressag(éé
cont ai ni ng the sans J'I:niormatlon t hat woul d be cont a@&‘tj I n an OPEN_TRANSRER
nmessage. 2»— >;..
' WO | v o I
>< W L w n
Q| 2 ~ & @
g < w <
N (5(2 33 ‘ w 0|-')
« [ Z
| =B ¢ w "y
- o
SE| = i Wy 2 9
= = @ @
>0 D ! v O
o ®) z  w
i ot L s
= o o
< == '®) =
8 = i
| (7)) o 2 ,:E
é w w O «
Dccl | g w
G =2 g ¢
o Y (@] Pow
=4 w o
D:’m o O
o‘). ujcuf.'»l L S @
. Qo Q T O
oD zF| > o 3
- w— W |
L —8 Ay 93
-~ |z 1T a1 = EE
-3 o = oy Ll <
w w < 2 o a >
e Ak 2 |
< O DY
5. | = 4o )
T
o =2 =
aEl g ofl «— <5 |
, EZ | > | w o s o
z4 1o |0 Q L) A
QO [8ZI81< W & =¥ "%
YRR Se  Qu x|
. ox<| @ |w o Q
O |83412|= i e oAls
L J4s |l O | W Qo E O l
w =|a SF S
221z 1|0 i OTg
ZZ | © LJ A | u
13k R
oF| g %
- =
< <
> O 2
= O T
s |3 3
> <

SUBSTITUTE SHEET (RULE 26)



20 The user's Router will return an OPENDONE nessage to the new Server
which will send REQUEST DONE to the Server that initiated the ADD. WO
97/ 44941 PCT/ GB97/ 01288
32 The user's Router will also allocate a sub-session nunber before sending
an ADDDONE meS¥@8W4P4Y the user containing simlar informati SFTIGHITHAES
contained in the OPENDONE nessage. 5 Upon receiving the
ADDDONE nessage, the user's host will open4§ sub-session as indicated by

t he SESSI ON REFERENCE and sub-session nunbé in the |link header. The ADD
facility i s dependent upon new version equi pnment. There is no neans of
separating the different sub-session windows if old version equipnent is
"encountered. 10 THE FUTURE | NTERNET CHARG NG Basi ¢ charges Internet users
will pay a fixed-fee to their Internet Provider and will probably pay
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an additional usage charge, each session being charged to the session

ori ginator. 15 Session charges will depend upon the tinme that a session
remai ns open (and upon the nunber and size of the nmessages carried).
Sessi on charges should be sufficient to deter users from bl ocki ng network

resources by KE¥@BT#4lsessi ons open unnecessarily. 20 PCT/GB97/01288

Speci al -servi ce charges Sessions originated by Brokers or Servers in
response to service or transfer request nessages will be charged to the
Broker or Server. Sone Service Providers choose to pay the session
charges (like Freefone in the tel ephone n,g,twor k) while others WO

97/ 44941 PCT/ GB97/ 01288

33 may not only pass-on the session charggs to the user but |evy an

addi tional charge for the actual service delivered (like Prem um Ratg
servites). Collecting Service Provider's ghar ges 5

del i ver special -services, Brokers and Scr®ers are given the user's |Imternet
nane/ addr ess. Mst si rrply, t he charge forc‘t he sef &I e shoul d be col Igct ed
fromthat
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nane/ address. Coll ecting service delivery charges on behalf of the Service
Providers could be 10 a very attractive and very profitable
service provided by the Internet Operators. Recording the charges |evied by
Servers for service delivery will be the responsibility of the Service
Provi ders - noWO%/4498bl em for the Internet! (A Broker nmay eFEEGCBYYMPERy for
a session between a Server and a user - then add conm ssion before 15
charging the user.) SECURITY User identity,xerification The
user-friendliness and commerci al security %( e interdependent and lie in the

20 fact that services are delivered directly to the user who has
no know edge of the service's source or the detail of its invocation. The
Server is given the user's identity whichgg verified by the user's
Internet Router fromthe session records. EQV\D 97/ 44941
PCT/ GB97/ 01288 34 Breaching security %8
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The commercial security of the procedure is in part attributable to the
fact that services are delivered to a verifiable user nanme. 5

"This verification is not possible when services are delivered via ol d
versi on equi pnent as the DESTI NATI ON_ ADDRESS in the I P header is

sessi on-recor WQ®Mdence number and the user's identity is HSPGPW@PHﬁed

Al so, when nessage paths are established via old version equi pnent, the
user is 10 gi ven a sessi on- recorﬁgreference nunber to use as the

SOURCEADDRESS in | P headers. Having est abl

hed a nmessage-path via old

versi on equi prent, a know edgeabl e ang wedd| esome user could extricate this

sessi on-record reference nunber and u8legit t
TRANSFER_REQUEST nessages with a bogu€ mser -
t he system when services are known to%be del ijv

equi pment, by sendi ng REQUESTn®sages T o%sSelv
nane and address but with the, true address i

bui | d SERVI CE or

ameg The user may al so cheat

glad via old version
©& cpntaining a fal se user's
t hig REQUEST_REFERENCE fi el d.

20 Thi s met hod may hot be so attra
requires revealing the true alidress. Servers nmis¥
identity cannot be verified when services \l
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