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BACKGROUND OF THE INVENTION

The invention generally relates to the field of computer
networks, and specifically to extending 1lower-layer £flow
control end-to-end between network hosts attached to legacy
networks not otherwise supporting such flow control.

Transmission Coﬁtrol Protocol (TCP} is the standard
transport protocol used with the Internet Protocol (IP), which
is both the dominant data communications protocol on LANs and
the basic protocol used to build the worldwide Internet. TCP
is a connection-oriented, end-to-end reliable protocol designed
to fit into a layered hierarchy of protocols which support
multi-network applications. TCP provides reliable inter-
process communication between pairs of processes in host
computers attached to either the same or distinct but
interconnected computer communications networks. TCP assumes
it can obtain a simple, potentially unreliable datagram service
from lower level protocols. Further, TCP is capable of
operating above a wide spectrum of communications systems
ranging from hard-wired connections to packet-switched or
circuit-switched networks.
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bandwidth with cell loss rates no greater than link error
rates. The ABR service is designed for bursty applications
where the application’s bandwidth requirements are difficult to
predict in advance. The service uses the QFC protocol to
provide a feedback mechanism that controls the source rate to
ensure zero cell loss regardless of network congestion. QFC is
a hop-by-hop protocol that uses buffer state accounting to
ensure that each hop along a data path cannot send more data to
the next hop than it has room to buffer, thus preventing
overflow and data loss.

One example of a QFC implementation providing link level
flow control is found in U.S. Patent Application No. 08/
(Attorney Ref. No. ASCOM-102DX), which is incorporated herein
by reference. |

TCP and IP are "layered over," or carried by, link layer
networks. Such link layer networks have traditionally been |
LANs such as Ethernet or FDDI, WANs such as X.25 or Frame
Relay, and IP networks made up of serial lines between routers.
TCP/IP traffic is sent in packets that can be many hundreds or
thousands of octets in length. If a packet is dropped by a
network due to congestion or a transmission collision, TCP
detects the loss and retransmits the packet following a time-
out. Higher layer flow control protocols such as TCP impose
end-to-end flow control to ensure that the receiver is not
overrun by the sender, and take steps to attempt to prevent
network congestion along the traffic path.

Though the mechanisms differ in details, both TCP and QFC
incorporate flow control, using buffer availability information
to provide a reliable service.
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control, using buf af/(:aﬂ)lapbltlrlaaflcl: nsfc%rrcr:%tsl g?xd destinations are directly
connected to an ATM network such as the case between Hosts A
and B in Fig. 1, flow control, such as provided by QFC, ensures
that sources can transmit no faster than the rate at which both
the destination host and the network are able to accept the
stréam of traffic. The same holds true for any reliable flow
control protocol at the ATM layer. However, it is desirable to
extend the benefits of ATM layer flow control to source and
destination hosts which are connected to distinct LANs (or
extended LANs), each of which in turn is connected to an ATM
network, without requiring any changes to the networks
supporting the hosts (the host networks) or hosts themselves
and in a manner transparent to host networks.

BRIEF SUMMARY OF THE INVENTION

The present invention provides the ability to extend
lower-layer flow control end-to-end between host systems
attached to networks not otherwise supporting such flow
control, without requiring any changes to the host networks or
hosts themselves. In a first embodiment, the present invention
extends ATM network flow control to hosts on LANs communicating
over an ATM network(s). These LANs are referred to generically
as legacy networks, though "legacy" is not meant to imply only
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support higher layer, end-to-end flow control.

In one embodiment, the present invention enables the use
of ATM as a link layer network to carry TCP/IP traffic. As
previously noted, higher layer flow control protocols, such as
TCP, offer end-to-end closed loop flow control. When used
together with a lower layer flow control, there are two
autonomous closed loop flow control protocols, one at the
transport layer and another at the ATM layer, operating at the
same time on the same traffic stream. Independent operation of
the two layers may result in a situation where the lower layer
protocol throttles back the flow, while the higher layer
protocol might ramp up leading to excessive packet loss and
unstable behavior. Such independent, multiple layered control
loops are referred to as being uncoordinated due to the absence

of any control information transfer from the lower to the
higher layer.

Examples of other higher-layer protocels to which the
present invention has applicabili'ty include DecNet and Burst
Mode 1IPX; these are merely representative of the range of
suitable protocols which presently exist, and exemplify the
type of protocol to which the present invention is applicable
and which may be later developed.

' The present invention utilizes coordinated, multiple
layered control loops. Fig. 1 also illustrates the situation
where Host C represents the source host and Host D represents
the destination host, each being directly connected to a LAN
which ie in turn connected via a router, bridge, Ethernet
switch, cell switched router, or other legacy intermnetworking
device to a device with an ATM network interface and preferably
supporting QFC. Such switches are termed "ATM-attached edge
devices." 1In the prior art, ATM layer flow control is only in
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to hosts on Légﬁééénggggfxﬂﬁégéfgg%;teg %Iow control at the ATM layer is
unable to prevent the ATM network from being overrun by the
source host. As a result, packets may be lost at the ATM
switch closest to Host C, requiring Host C to timeout and
retransmit the packets.

The present invention addresses this situation in a first
embodiment by providing ATM layer flow control to Host C in a
way that is transparent to Host C and the network to which it
is attached. This is done by coupling ATM layer feedback
information to TCP's window advertisements, which are carried
in the TCP header, using an approach referred to as "Instream
Window Management" (IWM). Through the coupling with TCP, the
link layer flow control feedback is conveyed transparent to the
network hosts; no changes are required in the legacy networks
or hosts.

Higher layer window advertisements are observable at the
ATM-attached edge device. Consequently, it is possible to
utilize the IWM process to provide the coordination required
between the lower and higher layer flow controls. ATM-layer
edge devices are thus provided with explicit control over
transport-layer windows. Host D sends back window
advertisements piggybacked on the TCP headers to the source,
Host C. The ATM switch closest to the LAN of Host D, also
referred to as the Egress Intelligent Edge Device or "Egress
IED," uses a right edge of the window advertised by Host D as
an indication of how many bytes Host D can accept at a given
time. The Egress IED thus uses that information to ensure that
it does not forward more than that number of bytes to Host D.
As a result, the window right edge limit is reflected in the
QFC "forward counter" value that the Egress I1ED provides to its
upstream neighbors. The Egress IED as well as all other AIM
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urther constralnlng the TCP advertised window information seen

by the source host, Host C, if required. The modified value of
the window, passed further upstream to the data source, is
referred to as the "Ingress Window."

The Ingress IED may also need to genexrate TCP headers on
its own, even in the absence of a TCP header arriving from the
destination host. This is necessary when the Ingress IED
begins to have more space available on its LAN-side input
buffer pool, and thus needs to inform the source host of this
status. These locally-generated TCP headers appear to the
source host as TCP headers with zero-length segments. TCP
headers from the destination host passing through the Ingress
IED are referred to as Modified Acknowledgments or "Modified
ACKs" while those locally generated by the Ingress IED are
referred to as Generated Acknowledgments or "Generated ACKs."
The Modified ACKs and the Generated ACKs are utilized by the
Ingress IED to ensure that the Ingress Window values provided
to the source host are consistent with the last Ingress Window
value supplied and the actual value of the window as provided
by the destination host. Thus, the flow control enabled by the
ATM network is extended both through the Egress IED to the

destination host and through the Ingress IED to the source
host.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The invention will be more fully understocd by reference
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networks or hefddbrding to the present invention;
Fig. 5 is an illustration of information provided in a TCP
window advertisement; and _
Fig. 6 illustrates a further embodiment of the present
invention.

DETAILED DESCRIPTION OF THE INVENTION

The key to the coordination of layered control loops, as
provided by the present invention, lies in the fact that higher
layer flow control windows are obsexrvable, and therefore
manipulatable, at a lower-layer edge device. In light of this,
the present invention provides "Instream Window Management"
(IWM} to provide coordination between the lower (e.g.
Asynchronous Transfer Mode or ATM). and higher (e.g.
Transmission Control Protocol/Internet Protocol or TCP/IP)
layer protocols. U.S. Provisional Patent Applications Nos.
60/017,504 (Attorney Ref. No. ASCOM-107Xg800) and 60/019,701
(Attorney Ref. No. ASCOM-107Ag800) are incorporated herein by
reference for the purpose of further illustrating the subject
matter of the present invention.

IWM, as described subseguently, provides a number of
benefits with respect to coordinated flow control. For
instance, the present invention avoids deadlocks between the
higher and lower layers. IWM dynamically modifies the
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.the coordination required between the 1 ower and hi gher |ayer flow controls.
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t he connectlarerafdpy centrol osIWMndees not require one-to-one mapping of :
transport-layer flows to lower-layer connections, thus avoiding
problems when multiplexing multiple flows on a single stream.
The input buffer in an ATM-attached edge device is shared in
the present invention among all independent transport-layer
flows arriving from the various sources on the attached LAN,
and IWM uses the combination of buffer availability and lower
layer flow control feedback to manage the transport-layer
windows and prevent input buffer overflow. To the extent
higher and lower layer multicast mechanisms and connections are
in use, IWM includes them in the coordination process to avoid
contention between unicast and multicast traffic for available
resources. Finally, IWM works seamlessly with existing legacy
devices; no change in LAN hosts are required, and no
requirements or operational details of the existing lower-layer
and transport-layer flow control are violated.

Higher-layer £low control protocols (e.g. TCP) are
typically window-based, employing a receiver-advertised window
to limit the number of bytes transmitted from a source (or
source host) to the receiver (or destination host). The source
host must stop transmitting once it has exhausted the window of
data which was conveyed to it by the destination host until a
subsequent window provides an indication from the destination
that more data can be transmitted. The size of the window is
typically determined, at least in part, by the Round Trip
Bandwidth Product {(RTBP), which represents the round trip time
between the hosts in question multiplied by the bandwidth of
the connection. If this number is high, more data can be sent
between windows, though any 1loss will 1likely require
retransmission of a significant gquantity of data. Thus, the
goodput (i.e. the efficiency of retransmission avoidance) of
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Ingress |ED are referred
an ATM network prov1d1ng Quantum Flow Control ("QFC") as

described in U.S. Patent Application No. 08/______ _, Attorney
Ref. No. ASCOM-102DX, which is assigned to the Assignee of the
instant patent application and incorporated herein by
reference. The following discussion refers to the preferred
embodiment which utilizes an ATM network or networks as the
lower-layer, though the present invention is applicable to any
network supporting a lower layer flow control protocol which
provides intra-network flow control. The best overall service
is provided by the present invention if the lower layer
protocol guarantees a reliable, i.e. low loss, service.

Flows from the legacy network to the ATM network are
switched after identification by an ATM edge device, the
Ingress Input/Output Module (IOM). Within the ATM network,
there is in general no knowledge of frame structure.
Therefore, the coordination of the control functions between
higher and lower layers must occur in an edge device that can
take buffer capacity and lower layer flow control into account,
and that has knowledge of frame structure. In particular, the
coordination must take place at the ATM-attached edge device in
the direction towards the source legacy network. Such a
coordinating ATM-attached edge device is herein referred to as
an Intelligent Edge Device (IED). The IED can be an Ingress
IED, because data flowing into the ATM network enters the
network at this point, or can be an Egress IED because data
exiting the ATM network does so at this point. The
nomenclature "Ingress" and "Egress" 1is relative to the
direction of data flow; depending upon the data flow
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up to and including the acknowledgment number less one. As
illustrated in Fig. 5, the window in the ACK indicates the
number of additional bytes that the transmitter may send
without resulting in buffer overrun at the destination host.

At the lower layer, "Quantum Flow Control” (QFC) enables
the ATM network to guarantee zero cell loss within the ATM
network regardless of the degree of congestion, thus providing
high network utilization and efficiency. When TCP/IP traffic
sources and destinations are directly connected to such an ATM
network, such as Hosts A and B in Figs. 1 or 3, the ATM network
flow control protocol ensures that the source host cannot
transmit faster than both the destination host and the
intermediate network are capable of accepting data. While in
a preferred embodiment this protocol is QFC, alternative
embodiments may employ any reliable lower layer flow control
protocol. 1In Fig. 2, Hosts A and B are direct-attached hosts
to ATM switches, thereby supporting a Reliable Low Loss (RLL)
service end-to-end.

However, if either, or both, of the source and destination
hosts are LAN-attached to the ATM network, including via
extended LANs, each of the LANs must interface the ATM network
through an IED. This is the case for Hosts C and D in Fig. 3.
Such IED interfaces enable the extension of the benefits of the
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the ATM layer, and the end-to-end TCP flow control at the

transport layer, the flow control data flowing in the direction
opposite of data flow. Though not illustrated, for purposes of
simplicity, there is flow control in both directions in the
case of data flowing in both directions.

Without the Ingress and Egress IEDs illustrated in Fig. 3,
QFC flow control is only in effect between the ATM edge
devices. Therefore, while TCP prevents the destination host
from being overrun by the source host, TCP alone is unable to
prevent the intermediate ATM network from being overrun by the
source host. ARs a result, packets may be lost at the ATM
switch closest to Host C, necessitating the retransmission, and
possibly multiple retransmissions, by Host C of the lost
packets. To address the situation, the present invention
enables the extension of QFC flow control data back to the
source host via the Ingress and Egress IEDs.

This is accomplished by coupling the QFC feedback
information to the window advertisements of TCP, which are
carried in the TCP header. Again, for the purposes of
simplicity, the present description assumes one TCP connection
mapped to the underlying ATM connection. However, the present
invention can also apply to the case of multiple TCP
connections per ATM connection. Further, each of the Ingress
IED and Egress IED are capable of functioning as the opposite
edge device when data flows in the reverse direction.

For purposes of illustration, consider a unidirectional
data path originating at Host C and terminating at Host D, as
shown in Fig. 3. TCP enables Host D to send window
advertisements back to Host C. From the point of view of the
Egress IED in communication with Host D, the Egress IED is
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advertised number of bytes to Host D. As a result, the window
right edge limit is reflected in the QFC protocol buffer state
that the Egress IED provides to its upstream ATM switch
neighbors. Thus, the Egress IED, as well as all of other QFC
elements (e.g. ATM switches) along the presently considered
connection, avoid cell loss at destination Host D.

Now consider the unidirectional data path emanating from
source Host C, as in Fig. 3, and the respective Ingress IED, as
in Fig. 4. From the point of view of the Ingress IED
communicating with Host C via a Network Interface Card (NIC),
the Ingress IED cannot allow Host C to overflow the LAN-side
input buffers of the Ingress IED. This is accomplished by
constraining the TCP window advertisement information which was
originated by destination Host D. The Ingress IED, using
window modification circuitry (Window Mod. Ckt.) associated
with the buffer pdol, effectively creates a logical "local
window" which tracks available frame buffer space on the LAN-
side input buffer pool of the Ingress IED. Based upon this
capacity and the TCP window available to Host C, communicated
by Host D, the Ingress IED selectively modifies the TCP window
advertisements prior to forwarding them to the source host.
For example, if the TCP indicated another 1000 bytes of data
could be sent on a connection, but the local window of the
Ingress IED can support 500 bytes for that connection, Host C
will see an advertised TCP window of S00 bytes. As the local.
buffer space in the Ingress IED becomes available, TCP window
advertisements modified by the Ingress IED will be increased
until they eventually match the advertisements originated by
the destination host.
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be more fully underisd aw Ryprehehen§eoptimized when the LAN of the source
- host is directly attached to the Ingress IED and similarly when
the destination host LAN is directly attached to the Egress
IED. However, this approach also functions if either host is
attached to an extended LAN, though the possibility of packet
loss may then exist in the intermediate bridges and routers

connecting the LAN segments.
Whenever a TCP ACK from the destination host to the source

host, which has the form

ACK(last_seen seq, window),

passes through the Ingress IED, the Ingress IED records the
values of both the acknowledgment number (last_seen_seq, which
is the window left edge) and the value of the window in the ACK
(the difference between the window edges), and may then modify
this window value downward. The window wvalue passed further
upstream to the source host is referred to as "Ingress Window."
In order to maximize the rate of operation of the IED, the
preferred embodiment of the present invention utilizes a
hardware implementation of the functions necessary to observe
the TCP windows, to modify them as required, and to generate
acknowledgments as necessary. For instance, registers are
provided for all recorded data wvalues relating to the TCP
window advertisements. The logic required for parsing the TCP
flow control information and for constructing the appropriate
acknowledgments is implemented in one or more Application
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follow ng description in conJ unction with the acconpanyi ng draw ngs of

whi ch: Fig. 1 illustrates various hosts configured with respect to
an ATM network incorporating a reliable flow control protocol; Fi g.
2 illustrates data and flow control paths between two hosts directly
connect ed typ ¢y/48hfg ATM net wor K; Fig. 3 illustrates per/usemslsl ow

control paths between two hosts indirectly connected to a QFC ATM net wor k;
Fig. 4 represents an Intelligent Edge Device or "IED' according to the

present invention; Fig. 5 is an ihhustration of information provided
in a TCP w ndow advertisenent; and Fig. 6 illustrates a further
enbodi ment fFeqifd prigserdASICayenti on. DETAI LED DESCRI PTI ON
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loops, as - py quided By"the present ventl o, T gs 10, Eh fact, That I gher
to allow additional traffic, the higher layer may still be
unable to transmit. For TCP as the higher layer, a timeout
will eventually resolve the deadlock, but other higher-layer
transport protocols may not provide this facility.

To resolve this problem, a first embodiment of the present
invention employs the autonomous generation of transport-layer
acknowledgments when the lower-layer is ready to accept wmore
traffic. Thus, the Ingress IED may need to generate ACKs on
its own, even in the absence of an ACK arriving from the
destination host. This addresses the situation where the
Ingress IED acquires more available space in its LAN-side input

-buffer pool, and needs to communicate this to the source host.
The connection can make forward progress without relying upon
the destination-generated ACKs which are generated only when
destination host actually observes more TCP segments on the
connection. These locally-generated ACKs appear to the source
host as TCP headers with zero-length segments. Such Ingress
IED~generated acknowledgments are referred to as "generated
ACKs," while those produced by the destination host and
modified by the Ingress IED are referred to as "modified ACKs."

When the first ACK of a data flow passes through the
Ingress IED, that IED may modify the Ingress Window value such
that the window value provided to the source host is

0 <= Ingress Window <= TCP_Window

A smaller Ingress Window value represents a restraint on the
buffer space available to this data flow within the Ingress
IED. On subsequent ACKs of the same data flow, the Ingress IED
may again modify the window wvalue returned to the source host.
The acknowledgment number may have advanced since the last
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ransport CP/ 1P | ayer) w ndow based upon

Last_Ingress_Window - k <= Ingress_Window <= TCP_Window

The Ingress IED maintains the "Last_Ingress Window" as well as
the last acknowledgment number and last TCP_Window for each
connection. The Ingress IED may determine k by subtracting the
value of the last acknowledgment number £rom the current
acknowledgment number.

The Ingress I1ED can actually reduce the value of the
Ingress Window by k from one ACK to the next, as long as the
acknowledgment number itself has increased by k. This keeps
the right edge of the ACK window non-decreasing. At the other
extreme to this example, the Ingress IED may not restrict the
window at all, thus providing the source host with the same
window that was generated by the destination host.

In the case of generated ACKs, triggered as appropriate as
local buffers in the Ingress IED are made available, the
Ingress IED creates an ACK that uses the value of the last
acknowledgment number as the current acknowledgment number.
For the window value, the Ingress IED provides a new Ingress
Window value such that

Last_Ingress_Window <= Ingress_Window <= Last_TCP Window

Generated ACKes, which have the same acknowledgment number
as the previous ACK, may appear to the source host as duplicate
ACKs which could trigger a fast retransmission by the source
host. However, such a retransmission need not consume network
resources since the Ingress IED is able to determine that the
segment being retransmitted was already delivered to the
destination host, was the result of a duplicate ACK, and the
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represents the round frip tinge between the hosts |er}_%ue§1t| b hu tIP|Ied by
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usage until the next ACK such that F is no more than the

current right edge of the destination host window.

As previously noted, the present invention is applicable

to a variety of network arrangements between a pair of hosts,

each providing some form of end-to-end flow control at an upper

layer and a lower layer, intré.-network flow control within at

least one network intermediate the hosts. For instance, in

Fig. 6, two high-speed networks, Networks 1 and 2, are shown

intermediate Hosts E and F. Here, rather than providing

modified and generated ACKs directly to the source host, the

Ingress IED of Network 2 provides such information to the

Egress IED of Network 1. Otherwise, each of the high-speed

Networks 1 and 2 perform as the prototypical ATM network

described above with respect to observing, utilizing and

modifying higher-layer flow control information passed between

Hosts E and F. As before, no modifications are necessary to

the communicating hosts, Hosts E and F, or to the networks upon

which they reside, identified as Legacy LAN 1 and Legacy LAN 2.

To reiterate, "legacy®” is used here to identify networks

supporting a higher layer, end-to-end flow control protocol,

known or yet to be developed.

These and other examples of the invention illustrated



retransm ssion of a significant quantity of data. Thus, the goodput (i.e.
the efficiency of retransm ssion avoi dance) of WO 97/ 45978

PCT/ US97/ 08116 - 9- t he transm ssion
protocol suffers. To achi eve coherence of data grouped into packets,
| ower- layer flow control functions nust be coordinated with the

hirgher -1 ayer wos45#18nt rol functions. Specifically, the hi ghBET/USYIHFHE

f eedback nust be correlated to the feedback mechanismin the |ower-|ayer.
In a preferred enbodi nent, the |lower-layer is an ATM network providing
Quantum Fl ow Control ("QFC') as described7?rn U S. Patent Application No.
08/ Att orney, Ref ) ASCO}{/%IOZDX, which is assigned to the
Assi gnee of tAROVE n%lf%n’tmb%ﬂdé?ﬁ{ L&’pﬂﬁyc i GFaERdSi AR r bBF RStk r BFFP\PL
rref erence. Theh¢ oinventmigrdiisckesbenlimited smldlye byr eher sedpe eatd dspinit
which utilizess aph AWK Qhifgt Works as the lower-layer, though the
present invention is applicable to any network supporting a | ower | ayer
fl ow control protocol which
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reliable, i.e. low loss, servi. Flows from t hdHISGHERT HasvBaER o
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i n gener al ywipoHienl edge o ure. Therefore, therosmmeigation of
the control functions between higher and | ower |ayers nust occur in an

edge device that can take buffer capacity and | ower |ayer flow control
i.nto account, and that has know edge ofis-rane structure. In particul ar,
the coordination nust take place at the ATM attached edge device in the
direction towards the source | egacy néDAIME. Such a coordinating
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data flow depend| ng upon the data f|ow )
PCT/ US97/ 08§g3port1ng such lower layer flow control, said method

comprising the steps of:

interpreting, by said intermediate network, higher layer
flow control information from one of said host networks;

establishing, by said intermediate network, a flow control
status of said intermediate network; and

forwarding, by said intermediate network, higher layer
fiow control information as selectively modified by said
intermediate network based upon said interpreted higher layer
flow control information and said intermediate network flow
control status, to another of said host networks.

2, The method of claim 1, wherein said steps of interpreting,
establishing, and forwarding are accomplished by an edge device
within said intermediate network.

3. The method of claim 1, wherein said step of interpreting
further comprises storing data £from said higher layer flow
control information in registers within said intermediate
‘network and comparing said stored data against previously
stored higher layer flow control data.

4. The method of claim 1, wherein said step of interpreting
further comprises receiving said higher layer £low control
information at a first edge device of said intermediate
network, forwarding said higher layer flow control information
between consecutive elements within said intermediate network,
and interpreting said higher layer flow control information
within a second edge device of said intermediate network.
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| ower | ayer flioforwatioh based upon said calculation prior to forwarding

cks

said modified flow control information.

7. The method of claim 1 wherein said step of forwarding
further comprises forwarding unmodified higher layer flow
control information.

8. The method of claim 1 further comprising the steps of:

generating, by said intermediate network, higher layer
flow control information based upon said interpreted higher
layer flow control information, said intermediate network flow
control status, and previously modified higher layer flow
control information; and

forwarding said generated higher layer flow control
information to said another of said host networks.

9. A method of extending an intra-network flow control
protocol from an intermediate network to host networks
interfacing said intermediate network and supporting end-to-
end, trangport layer flow contrel, said method comprising:

receiving a flow control message at a first element of
said intermediate network from one of said host networks;

propagating said received flow control message through
said intermediate network to a second element;

selectively wmodifying said received flow control message

-
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protocol. In Fig. 2, Hosts A and B are direct-attached hosts to ATM
swi tches, thereby supporting a Reliable Low Loss (RLL) servi ce end-to-end.

However, if either, or both, mf sh&%&@dén(l& Bed desti r g' E
LAN- attached to the ATM networ ia exte %E%?E‘ﬁ @'}1 t he
LANs nmust interface the ATM ne an | ED. h| ase flor

Hosts C a OtD?{jéﬂﬁ g. 3. Such s enabl e the PETIUSHHISI® Of t he

benefits o WD 97/ 45978 : _

PCT/ US97/ 08116 -11- reliable | ower |ayer
fl ow control protocol to hosts which argo-not directly attached to the ATM
net wor K. Fig. 3 illustrates the ATM switches along the data path

bet ween Hoddys saiahdirbemnediatei catwerkhbasEd tibow torermedigte triedwark
| ayer, and ,{Qﬁ, %‘iixfttz%leﬁ‘_ﬁfgﬁﬁaﬁ QY caprol at the transport |ayer, the
ol aat a

flow contr [ owi n |nt edlrectl n opposite of data flow. Though

not illustrated, qr@?arS&F‘Eo§éé opedififgd jfdiow, confrpd TEssRgty T AMMNEIN bot h
di rections ¢ ddiel host networks. :

10. The method of claim 9 wherein said step of receiving
further comprises receiving, at a first intermediate network
edge device, a TCP/IP acknowledgment from a destination host
accessible on said one of said host networks.

11. The method of claim 9 wherein said step of propagating
further comprises passing said received flow control message
between intermediate network nodes in a direction opposite a
respective flow of data between said one and another host
networks.

12. The method of claim 9 wherein said step of propagating
further comprises passing said received flow control message
from a first element of an intermediate ATM network supporting
Quantum Flow Control to other such elements in a direction
opposite a respective flow of data through said intermediate
ATM network.

13. The method of claim 9 wherein said step of selectively
modifying further comprises:

parsing said received flow control message at a second
element of said intermediate network;

comparing said parsed flow control message to a previously
parsed and stored flow control message;

identifying a capacity of said intermediate network based
upon said intermediate network flow control information; and

selectively modifying said received flow control message
based upon said comparison and said identification.

I
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case of data flowng in both directi ens———W-theut—the I ngress and

Egress IEDs illustrated in Fig. 3, Q:T%sfsho control is only in effect
bet ween the ATM edge devices. Therefor o ¢edvent s the
destination host from being overrun b)h/ﬂ H st, TCP alone is

unable to prevent the internedi ate ATM bei ng overrun by the
source host. wemseresul t, packets may be lost at the ATM sWrHER70813%est

to Host C, necessitating the retransm ssion, and possibl y-nuttote
retransm ssions, by Host C of the lost packets. To addr eﬂ‘gst&\&ﬂ HAS BEEN
situation, the present invention enables-2le extension df QFCREPIAGED

control data back to the source host via the Ingress,_and Egress TEDs. .
This is accorfiki skea mgfhogogfl iA@im nk wigxein RRfFhcREeR nPhr AREMERALRY
the w ndow advéutthesedompafh s€éEP, trsliistii taiag, Cdrometa bacbhé TGPeheedeate
Again, for th rppses f Loplicity, t r de { R a

one TCP connec?]iegﬁognapp%czﬁo% o] t%ﬁagglﬁ%derlai n%ee&%ﬁlggg%%gct ﬁgénd %\%ve?,&?ﬁg
present i nveng@ickhowindarent dpply aamndee hostecapresgibioion FeRrd evefberi ofis
per ATM connecigiz@Q. hEYEt hefwomash of the Ingress |ED and Egress I ED are
capabl e of functioning as the opposite edge device when data flows in the
reverse direction. For purposes of illustration, consider a

uni di rect i onal 15dat Anpintexnétyarit ingwhichiggite@meddater nétrediind caterHdsyeD,

as shown in fAieg cohtroll s hAdRh@sd Hstiveel Hdst Sﬁ@éwoiﬁcé‘d%‘(‘ipporting_
adverti sements hack to Host Fromthe point . of view of the Egress IEDin

C.
conmuni cat i on WBRFoSBYEF FHYY Esod EFOrBTising:

plural host networks supporting higher layer, end-to-end
flow control therebetween; and

at least one intermediate network interconnecting said
plural host networks and supporxting lower layer flow control,

each of said at least one intermediate networks comprising
a first node for receiving flow control information

- from a first of said plural host networks, N

circuitry for selectively modifying said received
flow control information based on said received flow control
information, previously received flow control information, and

intermediate network lower layer flow control status, and
' a second node for forwarding said selectively
modified flow control information to a second of said plural

host networks.

16. The internetwork of claim 15 wherein each of said plural
host networks supports TCP/IP transport layer flow control.

17. The internetwork of claim 15 wherein said at least one
intermediate network is comprised of an Asynchronous Transfer

Mode (ATM) network.

18. The internetwork of claim 17 wherein said lower layer flow
contxrol is Quantum Flow Control.

N
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PCT/ US97/ 08116 WO 97/ 45978 -12- given an

I ndi cation of how nmany._bytes Host-D-ean accept at the present nonent from
the ATM connection carrying the TCP connection, based upon the right edge
of the window in the W 5P nt (Fig. 5). The Egress |ED uses
that information to enj es not forward nore than the

adverti sedwowvssrsof b As a result, the w rciouss7ioghé edge

limt is reflected in the Q-C protocol buffer state that—the—Egress—t+E=D

provides to its upstream ATM switch nei ghbors. Thus, t'ﬁéﬂ:&ﬁﬁgg HASCBE

well as all of other QFC el enents (e.g.-2ATM swi t ches) |al ongRERIAGEDesent |y
consi dered connection, avoid cell loss at destination T D. Now
consi der thé%uni Bhe cinttemeatwiarkaopatleBwaifavhegeinosaiddiinee Hode $s &S i N
Fig. 3 andfihgtrﬁﬁE@%ﬁéd@hdéﬂﬂé%ﬁ%rkEEHQ@Sde+{Eéqé%%adﬁed tﬁgggkﬁhf'Poént of
vi ew of thehggﬁrgsE | .ED %on%un#tl ng w th Host vi a a_Network "f.n erface
Card (N O), e"PhEPEE 2P EPARIRA &7 ITRFH0S Edowo coRErel ohnEREmRRIPR| de

i nput buf f eEzonf sab@ finptedwstEBetwoFkis i s acconplished by constraining
the TCP wi ndow advertisenent information which was originated by
destination st, D. . The Ingress |ED  ,using w ndow nodification circuitry
(VWndOMINbd? th?&ea%%Eﬁ§Qﬁ§ﬂ?r of claim 15 wherein said second node is

a second intermediate network edge device attached to said
second host network and adapted to transmit said selectively
modified flow control information to said second host network.

21. The internetwork of claim 20 wherein said second
intermediate network edge device comprises said circuitry.

22. The internetwork of claim 15 wherein said circuitry
comprises:

a parsing unit for parsing data from said received flow
control information; '

first storage elements for storing said data from said
received flow control information and data from previously
received and parsed flow control information; _

a comparison-element for comparing said stored data;

second storage elements for maintaining a flow control
status of said intermediate network; and

a flow control information modification assembly for
selectively modifying said flow control information based upon
input from said comparison element and contents of said second
storage elements.

23. The internetwork of claim 15 wherein said second node is
further adapted for forwarding said selectively modified flow
control information to said second of said plural host networks
via at least one further intermediate network.

(T



with the buffer pool, effectively creates a logical "local w ndow' which
tracks avail abl e frarre buffer space on the LAN- side i

pput—buffer—poel—af
the Ingress |ED. Based upon this cdpiaShee maénmc P THISISHEEN HAB HHEY |t o
ect

Host C, communicated by Host D, the | vel y REMAGERS the
TCP wi ndow advertisenents prior to f Hre—sourte oSt
For exanpl e, wbevhss78CP i ndi cat ed anot her tes of dat ZCTARATPIHe sent
on a connection, but the |ocal w ndow of the Ingress | ED can support 500
bytes for that connection, Host C wll see an advertised TCP w ndow of 500
bytes. As the local buffer space in the I733ress | ED becones avail able, TCP

wi ndow adverti seme ts nodified %E gngress IED will be increased until
they eventual | $% mat THS t %H%""tq nfs2 YeE§By the destination
host . V[)Qiidﬁ&ﬁ&&ultry'ls further adapted for selectively creating

T F o 4 are BEPPEIted, fhow ppmcio}  informeic Yaseq upd SEald HoLLped
(F.C.) flowi ngf{l.ﬁwt Kongirodct infprmation, previously rece:.ved flow control
information, and intermediate network lower layer flow control
status, and
said second node is further adapted for forwarding said
selectively created flow control information to said second of
said plural host networks.

25. An intelligent edge device of a first network, said
intelligent edge device interfacing said £first network,
supporting a lower layer £low control protocol, to one of
plural second networks, each supporting a higher layer, end-to-
end flow control protocol, said edge device comprising:
buffers for storing
flow contrel information orlglnated by one of said
plural second networks and subsequently forwarded through at
least one node of said first network, and | '
first network lower layer flow control status;
circuitry for analyzing said stored flow control
information, for analyzing said lower layer £flow control
status, and for selectively mwmodifying said flow control
information based upon said analyses; and
a forwarding element for forwarding said selectively
modified flow control information to said one of said plural
second networks.

26. The edge device of claim 25 further comprising plural
network interface modules, at least one of said modules for
receiving said flow control information forwarded through said
at least one node of said first network, and at least one of
said modules partially comprising said forwarding element.
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reverse to that of the data flow, and Network Line Cards (NLCs) which
provide a physical interface to the high-speed transport network, which in
the preferred enbodi nent is an ATM network. The advart | ough
the IED in the forward direction is under the control E@“

RERLACEOour ce|

engi ne. The | WM approach is optim zed when the [LAN o
hest is di mobligsomttached to the Ingress IED and siml ar

destination host LANis directly attached to the Egress |ED. However, this
approach also functions if either host is attached to an extended LAN,

t hough the possibility of packet |oss m~then exist in the internediate
bridges and routers connecting the LAN segnents. Whenever a TCP ACK
from the det’i-naffh6n edget deyicre afofi@dm f?%st FUMRheT Repreipgr plural
ACK(| ast _seertwetk WMAtewface mpakdes,thaoufiirdthe subgeessof ERvhidle Ifagr ess

| ED d : : k . ,
which (s ¢ RECeiile Bl S dolf R MY CATRRE, W et BReRC Fheh™
(the differ &5¢N9dt hatarmpion feswardgdshhrrenar faldtded 9asdi ppe n9fss ofi ndow -

\r/]al ue dovvn}/\wad,d Faiesw ﬁd?%mj La&xqoagsedaéulréﬁerodf SAstr eedul&s tﬂhachts..caqm“ye f
ost is referred.tqo _as_"lI ess_Wndow.," order to maxim ze the rate o
operation cﬁéqﬁaiﬁ%éﬁg Fﬁéag%?eY%gg%? eﬁ%ﬁ&&Pﬁént of the present invention
utilizes a hardware inplenmentation of the functions necessary to observe
the TCP wi ndows, to nodify themas required, and to generate

acknow edgnents as necessary. For instance, registers are provided for
all recorded data values relating to the TCP

" This Sheet Has Been Reﬁaced
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wi ndow advertisenments. The logic required for parsing the TCP flow control
I nformati on and for constructing the appropriate acknow edgnents is

i npl emented in one or nore Application WO 97/ 45978

PCT/ US97/ 08116 -14- Specific 1Cs (ASICs).
If lower-layer flow control alters the flow or content of higher-|ayer
acknow edgmenMO#EH8when the | ower |ayer is ready to allow g‘E’HP?W@K‘dP
traffic, the higher layer may still be:unable to transmt. For TCP as the
hi gher layer, a tinmeout will eventuallyfy@solve the deadl ock, but other

hi gher-1 ayer transport protocols nmay hot provide this facility. To

resolve this problem a first enbodi nent of the present invention enploys

t he aut ononous generation of transport-|layer acknow edgnents when the

| ower.-l ayer is ready to accept nore traffic. Thus, the Ingress |IED nmay need
to generate ACKs on its own, even in the absence of an ACK arriving from

t he

:I'-III 1M e
Host A
ATM Network Host D

Host C F IG' 1 e

L%
HEBMHIN) it fea,
B M) A 1B 0 .

A )
(Hosi A) P 5 @
source N oy
x N - S, ..
AT Dala Flow ATM ‘Swtch KL
lo destination D
- QFC Flow Conirol QFC ATM Nelwork -
back o source Hos! B
<. 1P Flow Conirol  (destination)
back to source

FIG. 2

SUBSTITUTE SHEET (RULE 26)



destination host.
acquires nore available space in its LAN-side input buff
tq communi cate this to the source host.
progress w thout

restraint on the buffer

again nodify the wi ndoW
acknow edgnent nunber

Thi s. addresses the situation where t

The connection c
relying upon the destination-generated

generated only when destination host actually observes nore TCP S$ﬁ9
the connecti OWOYTH¥®3® | ocal | y-generated ACKs appear to the FEIYS™

TCP headers with zero-length segnents
acknow edgnents are referred to as

by the destination
s "nodi fied ACKs."
t he Ingress |ED,
w ndow val ue provi ded tog
| ngress_W ndow <= TCP_<di-i

Such Ingress | ED-
%[ fted ACKs, wh

host and nodifi ed
first ACK of a data fl
that | Efo desfingkiondi fy the | ngress W ndow

he Ingress | ED

er pool, and needs
an make forward
ACKs which are

ts on

gener at ed
ile those produced

y the Ingress IED are referred to

ow passes through
val ue such that the

host is 0 <=
Edﬁqf@@frﬁﬁnl I er Ingress Wndow val ue represents a
\,@W&FIabletothl dafd flowwithin the
Ingress IED. On subsequefﬂ? Fis@rGontpél t he same d fl | ngress | ED may
kil doblceiimed to the sodfce host.
may have advanced since the | ast
‘ gress
D ‘
2( ........ rmemalimumy
Hos' A x ...........
Ingress // ........... Host D
RS
‘j -------- A itch —
L OFC ATM Nelwork ¥ M1 g
Hosl B
el FIG. 3
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WD 97/ 45978 PCT/ US97/ 08116

- 15- wi ndow was provided, by a value k >= 0. The Ingress IED may nodify
t he wi ndow value fromthe destination host to be the |Ingress Wndow val ue
such t hat Lastl ngress Wndow - k <= Ingress_W ndow <= TCP_W ndow

The Ingress | ED nmaintains the "Last_Ingress_Wndow' as wel |l gﬁus#ﬂgukast
acknowl edgnemo swas¥8r and | ast TCP_W ndow for each connect P ngr ess
| ED may determine k by subtracting the value of the |ast acknow edgnent
nunber fromthe current acknow edgnent_nunber. The Ingress | ED can
actual Iy reduce the value of the Ingeds Wndow by k fromone ACK to the
next, as long as the acknow edgnent number itself has increased by k. This
keeps the right edge of the ACK wi ndow non-decreasing. At the other
extreme to this exanple, the Ingress |ED may not restrict the w ndow at
all, thus providing the source host with the same w ndow t hat was

generat ed by the destination host. In the case of generated ACKs,
triggered as appropriate as |local buffers in the Ingress |ED are nade

avai l able, the Ingr eﬁf IED ?Breq? esman‘gACIﬁot hﬁt lzsz‘esz:,,t hﬂ val ue of the | ast

Last Sequence No. Highest Sequence No.
Received by Destination Which Destination Host
Hosl, Minus One Con Accommodale
(i. Window "Left Edge") (ie. Window "Right Edge")
Adjustable Downword By

ess ED Based
M Network Stute

FIG. 5

]
L1l
Host
LEGACY HIGH-SPEED HIGH-SPEED LEGACY
LAN 1 TRANSPORT TRANSPORT LAN 2
NETWORK 1 NETWORK 2

FIG. 6
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acknow edgnent nunber as the current acknow edgnent nunber. For the w ndow
val ue, the Ingress |ED provides a new Ingress W ndow val ue suégoshss-?
.Last _I ngress_W ndow <= | ngress_W ndow <= Last_TCP_W ndow pogener at ed
ACKs, which have the sane acknow edgnment nunber as the previous ACK, my
appear to the source host as duplicate ACKs which could trigger a fast
retransm ssion by the source host. However, such a retransm ssion need not
consunme network resources since the ITdress IED is able to determne that

the segnent being retransmtted was al reidy, del i veri to the destination
host, was the QUSd gl“tm oF 1oWuBPREEPE ARECAnGis hed cell-relay, prokasel

PCT/ US97/didkbrterized by quantized buffer statelfeedbé€kl arGEt sippbad be

|nteH|gyggIﬁg§¥éﬁ¥§§gégdngégggéegggg W&IM) Available Bit Rate (ABR)
cell sexrvice that is distinguished for its ability to support
instantaneous access to unused and therefore available network
bandwidth with cell loss rates no greater than 1link erroxr
rates. The ABR service is designed for bursty applications
where the application’s bandwidth requirements are difficult to
predict in advance. The service uses the QFC protocol to
provide a feedback mechanism that controls the source rate to
ensure zero cell loss.regardless of network congestion. QFC is
a hop-by-hop protocol that uses buffer state accounting to
ensure that each hop along a data path cannot send more data to
the next hop than it has room to buffer, thus preventing
overflow and data loss.

One example of a QFC implementation providing link level

Ly

flow control is found in U.S. Patent Application No. 08/847,658
now issued as United States Patent No. 5,781,533, which
is incorporated herein by reference.

TCP and IP are "layered over," or carried by, link layer
networks. Such link layer networks have traditionally been
LANs such as Ethernet oxr FDDI, WANs such as X.25 or Frame
Relay, and IP networks made up of serial lines between routers.
TCP/IP traffic is sent in packets that can be many hundreds or
thousands of octets in length. If a packet is dropped by a
network due to congestion or a transmission collision, TCP
detects the loss and retransmits the packet following a time-
ocout. Higher layer flow control protocels such as TCP impose
end-to-end flow control to ensure that the receiver is not
overrun by the sender, and take steps to attempt to prevent
network congestion along the traffic path.

Though the mechanisms differ in details, both TCP and QFC
incorporate flow control, using buffer availability information
to provide a reliable service.
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the Ingress |ED. Wth regard to the Egress | ED, whenever a TCP ACK
fromthe destination host to the source host passes through the Egress

4 ED, the Egress | ED reads the acknow edgnent nunber and wi ndow in the ACK
and restricts the buffer usage of the data flow at the Egress IED to be
consistent wwth the right edge of the w ndow fromthe destination host.
This restriction on buffer wusage propagates backwards through the ATM

network via QFC The Egress | ED keeps track of the nunber of bytes F
forwarded to the destination host on a per-connection basis. To guarantee
no cell loss, the Egress |ED nust restrl ct buffer usage until the next ACK

such that Fis no nmore than the currem~ri ght edge of the destination host

Wi ndow. re I ous not ed, t, sent nti.Qn i plLicabl to

a variety of &?&&%n??nﬁégﬁg? Y p&r"'rfn&% hgéfg& ?2 FO¥PEPdi ng

sone for develepdricp- teh\d ﬁlsewcforwml ast aanlmlpenaylea-yeremla towe:aﬁraryer

I ntra-ne flow ntroI Kl

host s. #g:?’r/§ﬁsf§ ‘i n Fﬁc&x @g%/?\tﬁopﬁ%ﬁetts%%gsf Wé’lri Eﬁg{gem%r KS f' and

2, are shdwATM neérmemtattéxemwxclé,amtdFreaslsenMedmm mmapp@mk@tng

modi fi ed _an di t o, Eh ngr.e ED
1 edaang prowggfe e, A0 ded St e SEHE i Beti. Zelf ckndrPisd

of Netwo I nf'ormat1 on
Q her wi s&Fe@dgiedretransmjssisneef Newmpk@tg nagketpewhw%wmﬁe tens

pr ot ot yplo&ahuﬁwéa%t W Eel‘i‘%s ¢h @sﬁgaﬁovem ¢ 1 £ SPeL tr dri PSP N\ St due
utilizing and nodi fying her - | ow, control i.nformati,on asscgcett
he

bet ween [ange s a‘?&st]b%f%né i/ﬁ}SeﬁDdFFF’caFFH £inge rRQUIL,
conmuni ¢ atdtigimelSsidis OB @k at Wedd & heryetismies cipt sy cdf ttitay

e B AR G576 BOhE P ERB b g o, e
end-t o- embﬁﬂapsexnﬁrthepmenwmmk
When TCP/IP traffic sources and destinations are directly
connected to an ATM network such as the case between Hosts A
and B in Fig. 1, flow control, such as provided by QFC, ensures
that sources can transmit no faster than the rate at which both
the destination host and the network are able to accept the
stream of traffic. The same holds true for any reliable flow
control protocol at the ATM layer. However, it is desirable to
extend the benefits of ATM layer flow control to source and
destination hosts which are connected to distinct LANs (oxr
extended LANs), each of which in turn is connected to an ATM
network, without requiring any changes to the networks
supporting the hosts (the host networks)'or hosts themselves
and in a manner transparent to host networks.

REPLACEMENT SHEET

10 NOV 1999




* known or yet to be devel oped. These and ot her exanples of the
I nvention illustrated WO 97/ 45978
PCT/ US97/ 08116 -17- above are intended by

way of exanple and the actual scope of the invention ,
solely by the scope and spirit of the follow ng clai PLACEMENT _SHEET
10 NOV 1999

-4-

SRIZF SUMMARY OF THE INVENTION 1

Tna present invention provides the ability to extend lowex-
iaver flow contrxol snd-to-end betwsen host systems attached to
networks mnot otherwise supporting such Z£low control, without
reguiring any changas to the host networks or hosts themselves.
In a first embodiment, the present invention extends ATM network
flow control to hests on LANs communicating over an  ATM
network(s). These LANs are referred to generically as legacy
networks, theugh ‘"legacy® is not meant to imply only those
networks which are currently knovwn to exist, such as XDSL and
BEtharnet, including Gigabit "Ethernet. In fact, the present
invention is applicable to any network or networks which support
nigher layver, end-to-end £low control.

In onaz embodiment, the present invention enables the use of
ATM &3 a link layver network to caxry TCP/IP trafific. s
previously noted, higher layver £low control protocols, such' as
TC?, offer end-to-and closed lcod flow control. Wnen used
together with a lower layer flow control, therxe are two autonomous
closed loop flow control protozols, one at the transport layer and
another at thea ATM layer, opérating at the same time on the same
traffic stream. Independent operation of the two layers any
result in a situation where the lowsr layer protocol throttles
back the flow, while the higher layer proteccol wmight ramp wo
leading to excessive packet loss and unstable behavior. Such
irdepsndent, multiple layered control lcops a2re referred to as

Leing uncoordinated due to the absence of any control information

fes

ransfer from the lower to the higher layer,

Examples of other h:.che*‘-layer protocoels to which the present
invention has applicability include DecNet and Burst Mode IPX;
these are merely representative of the range of suitable protocols

which presently exist, and exemplify the type of protocol to which



- 18- CLAIMS 1. A nethod of_extending | ower |ayer

flow control of an intermedi ate network to host net ) sy gher
:l ayer flow control and interconnected through said {n At F Kk,
said nmet hod conpri sing: i nterpreting higher |ayel flow control
informati on fromone of said host networks; est apl i EBNRY ®99| _
control status of said internmedi ate netgwork; di fying said hijgher

| ayer flow control information, at least in part, sed on sarda—

i nterpretdng of said hi r. layer. flow contyol i Rt ok LSal 1L ow
control é%%tl?§eo%en§ai gan%f'e%]rt’r‘?ed'rlEt eal?é\'l’ﬁ\%%}gea Eraf WA Or wardi ng sal e
modi f i edgevdliayed.ayer flow control information to another of said host
net wor ks. 2. The nethod of claiml, wherein sajd inter

r.et,i 0g,
est abl i shi ng, THOPISRERG ARTCREHRRr BERE29® SRR % %é?ggv#_éxeﬁﬁ?hi n
sai d i nt ggediate et Workyg, 1 33],5'3"31&%},?%&% chal B duatMe maraakigst ¢
interpreting furthér conpfises storing data fromsaid higher layer flow
control regxrsatisorthien sayicst dostwianti Hosdi @ iremsransditst EheetdRstinahdon
conparing,sai desLRr 5d: 431 3:1393L 15" BLEYLRUA! Y510 ENLEREE 1V Yn turn

connected via a router, bridge, Ethernet switch, cell switched

router, or other legacy internetworking device to a device with an

ATM nstwork interface and preferably supporting QFC. Such
switches are termed "ATM-attached edge devices.' In the pricr

art, ATM layer flcw control is only in effect between the ATM
switches at the boundaries of the ATM network, while TCP flow
conrrol is in effect end-to-end. While TCP prevents the .
destination host form Dbeing overrun by the source host,
uncooxrdinated f£low control at tha ATM layer is unable to prevent
the ATM network from being overrun by the source host. As a
result, packets may be lost at the ATM switch closest to Host C,
recquiring Host € to timeout and xretrxansmit the packets. The
pressnt invention addresses the situation in a first embodiment by
providing ATM layer flow coatrol to Host € in a way that is
transparent to Host C and the network to which it is attached.
This is done by coupling ATM layer feesdback information to TCP's
window advertisements, which are carried in the TCP header, using
an approach referred to as “"Instrxeam Window Management' (IWM).
Through the coupling with TCcP, the 1link layer £flow control
feedbzck is conveyed transparent to the network hosts; no changes

are required in the legacy networks or hosts.

Lad

#igher laver window advertisements are observable at the aTM-
attached edge device. Consequently, it is possible to utilize the
IWM process to provide the coordination required between the lower
and higher layer flow controls. ATM-layer edge devices are thus

provided with explicit control over. transport-layer windows. Host



fl ow control data.

4. The method of claim1, wherein said interpreting

L
~

further conprises receiving said higher |ayer flow cﬁgﬂp@@b g

first edge device of said internediate network, forw

]

at a

| ayer flow control information between consecutive e ehents within
i nternedi ate network, and interpreting said higher 10 NGOV 1999
-19- layer flow control information within a second gdge devi ce of shi

o Al

shi

i nt er medi at e net worKk. 5. The nmethod of claim1 whefein said establishing
further conprises identifying the statug-of a QuantumElaow Contral

process

wi thin said internedi ate _network. 6. The net hod ﬁf claim1 wherein said

f orwar di Ay =FEBhERCKoHpRIQEsadvertisements plggybac

ed on the TCP headers

to the source, Host C. The ATM switch closest to the LAN of Host

D, also referred to as the Egress Intelligent Edge Device or

"gEgresz IED," uses a right edge of the window advertised by Host D

as 2n indication of how many bytes Host D can accept at a given

time. The Egress IED thus uses that information to ensure that it

does not forward more than that number of bytes to Host D.

AS a

result, the window right edge limit is reflected in the QFC

nforward counter" wvalue that the Egress IED provides tc its

upstream neighbors. The Egress IED as well as all other ATM

network elements along the connection avoid cell loss

direction of Host D.

in the

In the case where the source host is directly connected to

the LAN, such as Host C in Fig. 3, an Ingress Intelligent Edge

Device or "Ingress IED" can ensura that the LAN cannot overilow

that IED’s LAN-side input buffers. This is accomplished ky the

ITngress IED examining the acknowledgment number and the window in

“he TCP header from the destination host, Host D, and by Ifurthex

constraining the TCP advertised window information seen by the

source Trost, Bost C, if required. The modified wvalue of the

window, passed further upstream to the data source, is referrad to

as the "Ingress Window."

The Ingress IED may also need to generate TCP headers on its

ovr:, even in the absence of a TCP header arriving £from the

destination host. This is necessary when the Ingress IED begins

to have more space available on its LAN-side input buifer pool,

and thus needs to inform the source host of this status.

These

locally-generated TCP headers appear to the source host as 7ZCP

headers with =zero-length segments. TCP? headers from the

destination host passing through the Ingress IED are referred to
as Modified Acknowledgments or "Modified ACKs" while those locally

generated by the 'Ingress IED axe referred to as Generated



cal cul ating a capacity of said internedi ate network based upon said higher

| ayer flow control information and said internediate ne rol
-status and sel ectively nodifying said higher layer flo IME rjon
based upon said cal culation prior to forwarding said nodifTed hrgher "%r
fl ow control information. 7. The nethod of claim1l ereiqosgbg,]

forwardi ng further conprises forwarding unnodi fied higher{ | aye 11897
control information. 8. The method of claim1l further] cenprising:
generating higher layer flow control i-#&ernmati on basedjupon said

interpreted higher |ayer flow.contrpl /i rmat | on, WW
network % 06%‘5?981“ Y3t 0%, gﬁﬁeﬁ?gﬁiog‘% ‘m)h" igfa"ri‘&ﬁ r er”% ow®
control ig¥mramedorCKkendre utilDfalmnsi e alrreeserabedohiegbtre | eyt tHow
control informatign to said anot her of said, host networKks. 9. A nethod of

ext endi ngIEFSSHt FEPREVWIRRVES oRZEBHERD] EBr ERBCEPUFFBNTARE | AFRS ARBFRSEANL.

net wor k 1,0 0S5k Nelar &%dr@%?r ankBY §§}lﬂei E&%ﬂ?@ﬁaﬁﬁd NELUOLKe 8 value

supporting, transport layer flow control, sai®@ nethod conpri sing:

recei vi ngp% theawdpdev aserovfided bynthel deetirafeion hwsiti.r sfThusentine H¥owsai d

I nt er rredicaog_,l%rggt \&Eglgﬁoﬂzo@%emyﬁfirgetr@?osztk nleé V\Q;Etlférided both through the
Engress IED to the destination host and through the Ingress IED to
ﬁhe source host.

2 methed of extending lower laver flow contrxol of an
intermediate network to host networks supporting higher layer flow
contrxol and interconnected through gaid intermediate network, said
method comprising: interpreting higher layer £flow control
information from one of sald host networks; est@blishing a flow
control status of said intermediate network; modifying said higher
laver flow control information, at least in part, based on said
interpreting of said higher laver flow control information and
said £flow control status of said intermediate network; and
forwarding said modified higher layer flow control information to
another .of said host networks.

A methcd of extending an intra-network flow control protocol
from an intermediate network to host networks interfacing said
intermediate network and supporting transport layer Zflow control,
said method comprising: receiving a transport layer £low control
message at a first element of said intermediate network from one
of said host networks; propagating said received transport layer
flow control message through said intermediate network to a second
element; selectively modifying said received transport layer Ilow
control message based upon intermediate network flow control
information; and forwarding said modified transport layer E£low
control message to another of said hest networks.
2n intermetwork in which intermediate network lower layver flow

control is extended between host networks supporting higher layer
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propagating said received transport |ayer flow control nessage
through said internmedi ate network to a second el enent; Wﬁl Y
nodi fying said received transport |ayer flow control ne WENT‘“ THET
i nternedi ate network flow control information; and f prwardrng-—sa+g”

nodi fied transport |ayer flow control nessage to anot hgr ofawﬁyp@?&

net wor ks.

conprises receiving, at ‘a first intermedi ate network eqdge—device g TCP/ P
acknow edgnment froma destination host accessible on sgid one of said ho$t

net wor ks.

conpri ses

10. The nethod of claim9 wherein said recdi Min

11. The nethod of claim9 whegei n said propagarmy—ftHt-Rer |

passi ng said received flow_control nessage between inter nedi at e

networ k notkA | PREXAINe AFRTIGHPES PAUAALedINSE MREVORER SUPRIKE1RS: Réeher
sai d one apyl,anofs); RBALrBE! VBEKEbetween; and at least one intermediate

network interconnecting said plural host networks and supporting
lower layer flow control, each of said at least one intermediate
networks comprising a First node for receiving higher layer flow
control information from & first of said plural host networks,
circuitry for selectively modifving said received higher layser
flow control information based on said received higher laver flow
control information, previously received higher layer flow control
information, and intermediate network lower laver flow contrdl
status, and a second nocde for forwarding said selectively modified
higher layer flow control information to a second of said plural
host networks.

A network device operazble to interface a £irst network,
supporting a lower leyer flow control protocol, to at least one
second network, supporting a higher laver £low control protocol,
said device comprising: buffers for storing higher layer flow
control information originated by at least one device in said

second network, and lower layer £flow control status associated

with said first network responsive to said lower Ilayer f£flow

control protocol; circuitry for analyzing said stored higher layex
flow control information, for analyzing said@ lower layer <flow
control status, and for selectively modifying said higher layer
flow contrel informztion based upon said analyses; and a
forwarding element for forwarding said selectively modified higher
layer fiow control information to said second network.

A network device coperable to interface a £irst network
supporting a first flow control protocol to at least one seccnd
network supporting a transport layer flow control protocol, said
device comprising: buffers- for storing transport laver flow
control information originated by at least one device in said

second network, and first flow control protocol status associated



12. The method of claim9 wherein said propagating further conprises
passing said received flow control nessage froma first elenent of an
tntermedi ate ATM network supporting Quantum Fl ow Cont r@—to—et )
elements in a direction opposite a respective flow of jddihs

I nt er medi ate ATM net wor k. 13. The nmet hod of claim9j
sel ectively nodi fying further conprises: par si ngjsai ' v
control nessage at a second el ement of said internedi ¢
conparing said parsed flow control nessage to a previpu
stored flow control nessage; | dentdgigi ng a capacjty of said

I nt er nedi at e netw rkf,based upon said inter medi ate networ K T ow-eerral
infornati’fﬁ'l?h afag irst network responsive to said first fdgw control

sel ecti vebyotBulT yicagchatdy’ 8621 e V10 Sa8l' Ok PESSALE A8 140D $7hd
conparison and said identitication. o
control information, for analyzing said first flow control

protocol status, and Ifor selectively modifying said transport
layer flow control information based upon said analyses; and a
forwarding element for forwarding said selectively modified
transport layer £low control information to said at least one
second network.

2 network device operable to interface 'a first network
supporting a first flow control protocel to at least one second
network supporting a second flow control protocol, said device
comprising: buffers for storing second flow control protocol
information originated by at least one device in said second
network, and first flow control protocol status .associated with
said first network responsive to said first flow control protocol;
circuitry for analyzing said stored second flow control protocol
information, for analyzing said first flow control rotocol
status, and for selectively modifying said second flow control
protocol information based upon said analyses; and a forwarding
element for forwarding said selectively modified seéond flow

control protocol information to said at least one second network.

BRIEF DESCRIPTION OF TEE SEVERAL VIEWS OF THE DRAWING
The invention will be more fully understood by reference



14. The met hod of Clain19 wherein said forwarding further conprises
transmtting, froma second internedi ate network edge device, a selectively
+rodi fied TCP/ I P acknow edge to a source host accessible on said anot her of

sai d host networks. 15. An internetwork in which interimp -

| ower | ayer flow control is extended between host network ,
hi gher | ayer flow control, conprising: pl ural host 2 e
hi gher | ayer flow control therebetween; and at | east atje

network interconnecting said plural hostgfetworks and suj
| ayer flow control, each of said at |east one internedia
conpri si ng a first nodmaims receiving higher
information froma first of said plural host networks,
for selectively nodifying said received higher |ayer flow control

I nformati a0 Dasethsd oF2iehtte8EDhY CLbutird N@k era¥ebw! EONE LM IGOlanl Nf or mat i on,
previously received higher |ayer flow control information, and_ internediate
net wor k | dREermegiates nglwesht to| hagtameswoxkg supporting dH@hegsdéayer flow
forwardin L&h s&l L¥eE¥n R L4 a9 i ghek k 3y N 4 Lpf or j on
to a secogaﬁ?f Egﬁcﬁf%?qura}:é‘%%?&én%tmrkgg sa&é.ﬁ%ﬁée mt'ga(ryra\ete%\%wt{%f C adl‘m
15 wher ei method edgragdisdngkural host networks supports TCP/IP transport

| ayer flom’ccwgﬂégrpr ting higher layer flow contxol information from one

of said host networks; _ _

establishing a flow control status of said intermediate
network;

modifying said higher laver flow control informaticn, at
least in part, based on said interpreting of said higher layer
flow control information and said flow control status of said
intermediate network; and

' forwarding said modified higher laver flow control

‘information to another of said host networks.

2. The method of claim 1, wherein said interpreting,
establishing, modifying and forwarding are accomplished by 2

device within said intermediate netwoxrk.

3. Th= method cf claim 1, wherein said interpreting further
comprises storing data from said higher layer flow control
information in registers within said intermediate network and
comparing said stored data against previously stored higher layer

flow contrxol data.

4. The method of claim 1, wherein said intexpreting furthex

coxprises receiving said higher layer flow control information at
a first edge device of said intermediate network, forwarding said
higher layer flow control information between consecutive elements

within said intermediate network, and interpreting said higher

* c L M S *




-.22- 17. The internetwork of claim 15 wherein said at |east one
I nternmedi ate network i s conprised of an Asynchronous Trans (/
ACEINSNT

net wor k. 18. The internetwork of claim 17 wherein said
control is Quantum Fl ow Control . 19. The i nternetwork
wherein said first node is a first internedi ate network ¢dg
attached to said first host netwrk and adapted to recei
flow control information fromsaid first host network.
internetwork of claim15 wherein said segqgnd node is a

network edge device attached to said second host networK -
transmt aver SRt crpergl nbefqrmation yashinagcseqonsly a8ge ASViraf

to said sgeold st eREEAE.

5. The method of claim 1 wherein said establishing further
comprises identifving the status of a Quantum Flow Control process

within said intermediate network.

6. The method of claim 1 wherein said forwaxding further comprises
calculating a capacity of said intermediate network based upon
said higher layer flow control information and said intermediate
network flow control status and selectively modifying said higher
layer flow control information based upon said calculation prior

to forwarding said modified higher laver flow control information.

7. The method of claim 1 wherein said forwarding further comprises

forwarding unmodified higher layver flow control information.

8. The method of claim 1 further comprising:

generating higher layer flow control information based upon
said interpreted higher layer flow control information, said
intermediate network flow control status, and previously modified
higher layer flow control information; and

forwarxrding said generated higher layer £low control

information to said another of said host networks.

9. A nethod of extending an intra-network flow contxol protocol
from an intermediate network to host networks interfacing said
intermediate network and supvorting, transport layer f£low control,
said method comprising: '

receiving a transport layer flow control message at a first
element of said intermediate network from one of said host

natworks;
/

AL A



21.--The internetwork of claim 20 wherein said second inter nedi
edge device further conprises said circuitry for selectively

ate network
nodi f yi ng

said received higher |ayer flow control information. 22.

i nternetwork of claim15 wherein said circuitry for selectiye ,‘A(Eiﬁ WTHSHEET
said received higher layer flow control information further Jjcenpri ses:

a parsing unit for parsing data fromsaid received higher |aye f1QNOY 1999
control information; - first storage elenents for storing]sfid data from
sai d received higher |ayer flow control _information and datajfrom

previously received and parsed higher 59er fl-ow control inf

nat ion:

a conparison el ad&%&n&ogﬂﬁé'fﬁﬁéﬁyéa’%f@ﬂ% @tfa¥?r flow c

-23- secon storage | ement mai nt al ow cont

onErol ot us of

sai d i nt er nhegi¢sage fduwwuok: sabd intermedibtw c.enWonlk ttanfa reemtondn ededlept cat i on

‘assenbly for

selectively modifying said received transport layer flow
control message based upon intermediate network f£low control

information; and

forwarding said modified transpor: laver flow control message

to another of said host networks.

10. The method of claim 9 wherein said receiving further comprises

receiving, at a first intermediate network edge device, a TCP/IP
acknowledgment from a destination host accessible on said one of

gaid host networks.

11. The method of claim 9 wherein said propagating further
comprises passing sald received flow control message between
intermediate network nodes in a direction opposite a respective

£low of data between said one and znother host networks.

12. The method of claim 9 wherein said propagating Ffurther
comprises-passing said received flow control message from a first
element of an intermediate ATM network supporting Quantum Flow
Contxol to other such elements in a direction opposite a

respective flow of data through said intermediate ATM network.

13. The method of claim 9 wherein said selectively modifving
further comprises:

parsing said received flow control message at a second
element of said intermediate network;

comparing said parsed flow control message to a previously
varsed and stored flow control message;

identifying a capacity of said intermediate network based

upon said intermediate network f£low control information; and

* c L M S *



sel ectively nodifying said higher |ayer flow control infopmation based upon
i nput fromsaid conparison el ement and contents of said sgy e

‘el ement s. 23. The internetwork of claim 15 wherein said see :
further adapted for forwarding said selectively nodified jhi gher | ayer—
control information to said second of said plural host ndgtJor 18 NQ®
| east one further internedi ate network. 24. The interngtyork of clal m
wherein said circuitry for selectiyely nodifying sajd recerve
layer flow control information is further adapted for setres el
gener at ed hi @eé-reqtayelwmmimq aaldnrecnve@mmwmoa pasgagecervee
hi gher r n ved hi gher | ayer
flow con se%d ?)Yr rgr%?‘lao%&-“én sloﬁé‘bﬁe e %%t%vﬁ)é/ﬁ(d’al%d%r' | ayer flow contr ol
status, and sai d second node is further adapt ed for forwardi ng said
sel ective]ly created her_ layer flow, contgQl_infor n to sai d second of
sai d pl eria1 ﬁ&sf“'ﬁ@?aoc? cj'al%% WACEE{RoFR1QA SRR Fa PEER®E i nterface a

first neioy-kseSURRRNSMIEE Fhd, 0‘4;@'611' QYSémBﬁ&W e sREOHhOERbrk (i | east
one second network, supporting yer flow control protocol, said

devi ce cHFHEsi ﬁgse’eCtmﬁ%F@Gﬂ-@r"—egt B@?ﬁﬁ acknowledghi §Rer $onrae Hosk
control a‘.éél‘fne%rs%ﬁboenoééﬁ NARHeBY o8t ob P8Sho NG4S, I N sald second

net wor k,

15. An internetwork in which intermediate network lower layer
Tlcw control is extended betwa2en host networks supporting higher
layer flow control, comprising: . ,
plural host networks supporting higher layer flow control
therebetween; and
at least one intermediate network interconnecting said plural
host networks and supporting lowexr laysr flow control, each of
said at least one intermed.i'ate networks comprising
a first node for receiving highexr layer £low control
infermation from a first of said plural host networks,
circuitry for selectively modifving said received higher
layer flow control information based on said received higher layer
flow control information, previously received higher laver flow
control information, and intermediate network lower laver flow
control status, an
a second node for forwarding said selectively modified higher
layex flow control information to a second of said plural host

networks.

16. The internetwork of claim 15 wherein each of said plural host

networks supports TCP/IP transport laver flow control.

-
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- 24- ' | ower | ayer flow control status associated with said first
network responsive to said | ower | ayer flom/contr?: pr ot ocol ;

-circuitry for analyzing said stored higher |ayer ow cont | [PreY s mmn
for analzzing said |l ower |ayer flow control status, and fo L$E&@ma@r MEE]
nodi fyi ng said higher layer flow control information base pon said
anal yses; and a forwarding el enent for forwarding saild isel&NOVdp99
nodi fied higher layer flow control information to said seqgord networKk.
26. The device of claim25 further comp22sing at | east ong network

i nterf Le.for receiving said hjgher layer flow cont'ral information,
Isgi'gr ngf\%‘oﬂﬁq‘ﬁﬁt é?g%ﬁée cfl\fﬁ QQCS%FPQ%J%%% SRS ﬁFp [Fe®®. 27. The
devi ce ofirtleaistizate futwtatk 4RNBoISIIKed|dH &in ReVWBhkoAM £ TaeR FaRdMbES. @

i f which for receiving said
first SUQ%JF)Onetw$§i. J

18. The internetwork of claim 17 wherein said lower layer flow

contrel is Quantum Flow Control.

18. The intermetwork of claim 15 wherein said first node is a
first intermediate network edge device attached to said first host
network and adapted to receive higher laver flow control

information from said first host network.

20. The intermetwork of claim 15 wherein said second node is a
second intermediate network edge device attached to said second
host network and adapted to transmit said selectively modified

higher layer flow control information to said second host network.

21. The internetwork of claim 20 wherein said second intermediate
network edge device further comprises said circuitry for
selectively modifying said received higher layer flow control

information.

22. The internetwork of claim 15 wherein said circuitry for
selectively modifying said received higher layesr flow control
information further comprises:

a parsing unit for parsing data from said received higher
layer flow contxrol information; _

first storage elements for storing said data from said
received higher layer flow control information and data from
previously received and parsed higher layer flow control
information; |

a comparison element for comparing said stored data;

* c L M S *




Ri gher

information fromsaid first network, and at |east one of I&PI;A@EMBN@SSHEFT
partially conprising said forwarding el enent. 28. The ne nou of-cta
wherein said establishing further conprises identifying ﬂgg.@@ hcp
by hop flow control protocol at a switch attached to said nter %

net wor K. 29. The nethod of claim28, wherein said hop pylhopflow contirqgl
protocol is Quantun1FIom1CbntroI 30. ,The nethod of cljaim 1, wherein,
sai d hi gher IH{)Iowcontrol is TCP/TP’Tl ow control

-25-  31. Thes%%éq FLOrage ot Hementfh &og; W&Fﬂlm%e@ ﬁ]@brcwmﬂ-c%‘?ﬂ?‘éﬁ IS

| ayer flow control information as distributed flo

r+

a transpgftsd @y SntlhRuisoné nllework3Zandne Nethod of claiml, wherein said

| ower

| ayer flow contr ol

a flow control information modification assembly for
selectively modifying said higher layer flow control information
based upon input from said comparison element and contents of said

second storage elements,

23. The internetwork of claim 15 wherein said second node is
further adapted for forwarding said selectively modified higher
layer flow control information to said second of said plural host

networks via at least one further intermediate network.

24. The internetwork of claim 15 wherein

said circuitry for selectively mbdifying said received higher
layer flow control information is further adapted for selectively
creating generated higher layer flow control information based
upon said received higher layer flow control information,
previously received higher layer flow control information, and
intermediate network lower layer flow éontrol status, and

said second node is further adapted for forwarding said
selectively created higher layer flow control information to said

second of said plural host networks.

25. A network device operable to interface a first network,
supporting a lower layer flow control protocol, to at least one
second network, supporting a hlgher layer flow control protocol,
said device comprising:
buffers for storing
higher layexr f£low contrel information originated by at

least one device in said second network, and

* c L M S *



i«s a link [ayer flow control. 33. The nethod of cl wherein said
I nternmedi ate network flow control information conpri
by hop flow control protocol at a switch attached to|s
net wor K. 34. The nethod of claim 33, wherein said
protocol is Quantum Fl ow Control. 35. The nethod o
transport layer flow control is TCP/IP flow-control.
claim9, wherein said intra-network flow control is

control . 37. The nethod of claim.l15 B4erein said

| ower | ayer flow c ntro se stat us  of h qp‘flow
control protocol a 5& é’cﬁgﬁ’vf%f %P%‘}%taégrsr?é: 5?8 ﬁg?w

The net hgdrgt ﬁéﬂWﬂiﬁersﬂWsﬁva 88i saidtswardilaernElvwrdohtwsl | ayer flow

control is a hog by hop flow control protocol.
protocol;

circuitry for an alyzzng said stored higher layer flow control
information, for analyzing said lower'layer £flow control status,
and for selectively modifying said higher layer flow control
information based upcn said analyses; and

a forwarding element for forwarding said selectively modified

higher layer flow control information to said second netwozk.

26. The device of claim 25 further comprising at least one network
interface module for receiving said higher layer flow control
information, said network interface module comprising said

forwarding element.

27. The device of claim 25, further comprising plural network
interface modules, a first subset of which for receiving said
higher layer flow control information as distributed £low control
information from said first network, and at least one of said

modules partially comprising said forwarding element.

28. The method of claim 1 wherein said establishing further
comprises identifying the status of a hop by hop flow control

vrotocol at a switch attached to said intermediate network.

29. The method of claim 28, wherein said hop by hop flow control

protocol is Quantum Flow Control.

30. Tne method of claim 1, wherein said higher layer f£low control
is TCp/IP flow control.

* c L M s *



3-9 The met hod of claim 38, wherein said hop by hop flow control

S CUantun1FIOM/CbntroI 40. The nethod of clai m 15/ pWhEre::
lFayer flow control is TCP/IP flow control. -

prot ocol

-26- 41. The method of claim 15, wherein said higher
a transport |ayer flow control. 42. The net hod of
I nternmedi ate network flow control is a link |layer fl¢w|control.

gl gi m DWO\M@WE

devi ce of cIa|n125 wherein said higher |ayer flow cpntTot p.utc"nL_.s

TCP/ I P. -25-

31. The method of claim 1, wherein said higher layer flow control

is a transport laver flow control.

32, The method of claim 1, wherein said lower layer flow control

is a link laver flow control.

33. The method of claim 9 wherein =said intermediate network f£low

control information comprises a status of a hop by hop flow

control protocol at a switch attached to said intermediate

network.

34. The method of claim 33, wherein said hop by hop flow control

protocol is Quantum Flow Control.

35. The method of claim 2, wherein said transport layer flow

control is TCP/IP flow control.

36. The method of claim 9, wherein said intra-network flow control

is a link layer flow control,

37. fThe method of claim 15 wherein said intermediate network

lower layer flow control status comprises the status of a hop by

hop £low control protocol at a switch attached to said

intermediate network.

38. The method of claim 15, wherein said intermediate network

lower layer flow control is a hop by hop flow control protocol.

39. The method of claim 38, wherein said hop by hop flow control

protocol is Quantum Flow Control.

40. The method of claim 15, wherein said higher layer flow control

is TCPp/IP flow control.

* ¢ L M s *



44. The device of claim 25, wherein said higher |ayer flow control protocol
Is a transport layer flow control protocol. 45. The device of claim 25,
wherein said |ower |ayer flow control protocol is a li h RELT 0
pr ot ocol . 46. A network device operable to interfacela RE] BXQL@M ek
supporting a first flow control protocol to at |east ope second net wor
supporting a transport |ayer flow control protocol, sajd 10 NOV. c®¥Brikiing:
buffers for storing transport layer flow con rJI |nfornat|o
originated by at |east one device in said second netwoyk, and

first flow control protocol status associated W th sai@-first nefwork
responsive to said first flow controf Brotocol cirCuitry for

anal yzi ngysaifle ShOlich [JARIARA! 14 OXiHed Y 200! hobnbi! PUVEY | Qlbw bBhtrol
anal yzi ng - sai |"Ow COnt ro pro oco status,; and for selectively
nDdlfylngssaldrams@uqhmuaﬂeayeioﬁlcmmthhJol |nfornat|on based upon said
anal yses; and a forwarding elenent for forwarding said selectively
nodi fied transport layer flow control information to said at |east one
second neRworke method of claim 15, wherein said intermediate network flow

control is a link layer flow control.

43. The device of claim 25, wherein said higher layexr flow control

protocol is TCP/IP.

44. The device of claim 25, wherein said higher layer flow control

protocol is a transport layer flow control protocol.

45. The device of claim 25, wherein said lower layer flow control

protocol is a link layer flow control protocol.

46. A network device operable to interiace a first network
supporting a first flow control protocol to at least one second
network supporting a transport layer flow control protocol, said
device comprising:
buffers for storing
transport layer flow control information originated by
at least one device in said second network, and
first flow control protocol status associated with said
first network responsive to said first flow control protocol;
circuitry for analyzing said stored transport layer -flow
control information, for analyziné said first flow control
protocol status, and for selectively modifying said transport
layer flow control information based upon said analyses; and
a forwarding element for forwarding said selectively modified
transport layér flow control information to said at least one

second network.

-
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-27- 47. The device of claim 46, wherein said transport |ayer flow control
protocol is TCP/IP. 48. The devi ce of claim 46, wher ééigaid first flow
control protocol is a link [ayer flow control protocol ARt il
device operable to interface a first network supportin qﬂgﬁg@ﬂ?i&ﬁﬁﬁ?
control protocol to at | east one second network supporjti ng,rgli&‘?ond fljo
control protocol, said device conprising: buf ferd flor H@%’
second flow control protocol information originated b | east _one device
in said second network, and first flow contfol protocol statu
associated wth said first network respgrsive to sai d*frrst—H-aw.contro
pr ot ocol ; circuitry for analyzing said stored second flow contro

pr ot ocol 47nf BReedevite ofr cdadmy4f ngvharial iSadd £LrenseeRE rHYes tevol
status, andefgf %?%éggalquyngy#ﬁying said second flow control protocol

I nformati on based upon said anal yses; and a forwarding el enent for
forwardi ng said selectively nodified

48. The device of claim 46, wherein said first flow control

protocol is a link layer flow control protocol.

49. A network device operable to interface a first network
supporting a first flow control protocol to at least one second
network supporting a second flow control protoceol, said device
comprising:
buffers for storing
second flow control protocol information originated by
at least one device in said second network, and
first f£low control protocol status associated with said
£irst network responsive to said first flow control protocol;
circuitry for analyzing said stored second flow control
protocol information, for analyzing said first flow control
protocol status, and for selectively modifying said second flow:
control protocol information based upon said analyses; and
a foxwarding element for forwarding said selectively modified
second flow control protocol information to said at least one

second network.

50. The device of claim 49, wherein said second flow control

protocol is TCP/IP.

51. The device of claim 49, wherein said first flow control

protocol is a link layer flow control protocol.

52. The method of claim 1, wherein said lower layer flow control

is an ATM layer flow control.

* c L L} s *
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53. The method of claim 9, wherein said intra-network flow control

is an A™ layer flow contreol.

54. The method of claim 15, wherein said intermediate network flow

control is an ATM layer flow control.

55. The device of claim 25, wherein said lower layer flow control

protocol is an ATM layer flow dontrol protocol.

55. The device of claim 46, wherein said first flow control

protocol is an ATM layer flow control protecol.

57. The device of claim 49, vherein said f£irst flow control

protocol is an ATM layer flow control protocol.

I —————
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(57) Abstract

Method and apparatus for extending lower-layer flow control end-ta-end, transparent to network host systems, between network hosts
attached to legacy networks without requiring any changes to the host networks or hosts themselves. In a first embodiment, a source
host and a destination host, each residing on a respective LAN, communicate via an intermediate network supporting the lower-layer flow
control. A higher-layer, end-t0-end flow control protocol exists between the hosts. The lower-layer flow control profocol accounts for loss
of bandwidth between each hop within the intermediate network. To extend the lower-layer flow control protocol to the hosts, an intelligent
edge device of the intermediate network adjusts observed higher-layer flow control parameters based upon the state of the lower-layer flow
control. No modifications to the legacy network or hosts is required, and the extension of low control is transparent to the legagy networks.




