WD 2006/ 130258 PCTI US2006/ 015054 Title: ADVERTI SI NG
I N APPLI CATI ON PROGRAMS TECHNI CAL FI ELD [0001] The

W6 dlasasi2sg nvention rel ates generally to advertpsi/og0as6h5054
in particular to advertising in application prograns

Titn AR SRR C hAR B PREAN em an Too02)

Advertising in general is a key revenue source in just
about any commerci al qggsgg¥#§§ ach as many
consumers as possible ﬁL ts are typically
[oo®f]esent e Vilbfect Rividtidaad1stes gehhBy oidOdtisin@aHdin partidular to
print nedia Ssuch as newspapers and nmagazi nes. _.Howeve

advoitising in 4elieation REOZERY that swn Qs anoRd-upsicampwer in offlias piidagfige
envil@Bedtound a new and perhaps | ess expensive nmedi um

for reaching vast nunbers of potential custoners

across a large and diverse geographic span.

Advertisenents QQA:@GRbﬂﬁﬁjB@ﬁqgﬁNvngﬁmq|y be seen

on web pages or web sites as I N pop-up
[0002]ndows Advertisiag prageneraLis a ke ievenue sowrpssingest abquogyzjommprcial

di [ I

mail douSRu§E pifyectsh s AlpdIB B M BRI esenicd vie
blllbcmrdsotelwmonhmdmehrsl prinatmediayuches sewspapsrearfdonagazines. However, with

N

medit@ rfoﬂfeaoahlgeumlnlumbsm of ﬁcm:nﬂabctmtohErslmis ¥ laegesandrd s mvg gsographic
onés stem q f ? 1 en the " 1l
spafy QY et Op 1 el e v PR e g e sies s vl as
in poBup |wfiﬁ9d(fv@[|\_7}111feh @.@grti‘étﬂl@fhlﬁfis VIEITRY. Weﬁ b az ed emil
services e subject matte e advertise
(005 sel ot BMGRCBMSALESLD THIBeBih OB o PR HASHTRIRe
revéfikd contiRiOb idURabebtNer chiHn%ls ik 18P bEBUHMbIR Foraa0attiSARER! Dhie
particularly for the mail recipient. This dellver
curippRslige MA0S JobExpP Sy INuphieS RO BIE e TR L thecSHicef an omail
sysRHA Rl BEMBMN iSws MERaNR W AR sPUdR. W@fn‘s ?s%hbﬁialfy‘ doh&waéh @8 Provider
never be read by the recipient. there is a
of thoeraait seaver sqfprarapropides the seriveior frs% ﬁ@chraéww agb-pasegempil
ser\ﬁge aTho %ﬁé&t m%&%@lﬁe?hv&?&%h@ﬂﬁﬁa? bel 82044 ac;E)SfHﬁrﬁ;QB the content of
vertising supported software systens today are
the welbmirpgea]. Enfottumatela thlmbems@cprefm ¢onggrag qulaﬁlyvﬁm thpymail
remptl}%t eﬂﬁé &eéigérgﬂdp%% carl X@iﬁ%\ﬁ}gblgrﬁge%e%rg%l? gclix)r%!?t ﬁ@ﬁl{?{!@%d lelnents
cancmm/( ternutanaticdly fdtecbdwsé n¢vepb¢ haaqbby thie rdeipers. Tbln;b‘élg@e@ja petential

for e IR Svep o oo Y SEh s PRIty Wi th
[00b4je coO nl’l'@/ptcabédvblitlmngl atpportai o fvane splsld:m:b‘(edar.wae hvyb-\haﬂed,l sach as a
e serv

wefsPisen SRR STt ah I LB AHVART DHE B r iy gh the mailis

stofRd] 4@ S€fls PITMID PAgRB tontdiging Gleethatl dugterti It(SthB @nd-Baek, perhaps with ads
ot her p055|ble scenarios, such as

embedged intes HAMLLRSgE t18 hisits ingse gy e sdelsiqpgp st the

ser{u}i@ﬂtn‘éalhéﬁ’wiﬁ{ E 86htéMt oPRIS AHE, Al ehal/ Aot UéQ)VBﬂjDWbﬁ‘%ﬂ abdut tHegprivacy
war e is thus desirable to find

impligatias ofths seryice Prvidesgriomatically ssppnjageihe fafa ﬁaﬂgf&/ﬂw‘)&%& content

targeted advertising. But in other possible scenarios, such as a free, advertising-supported word

processor, the data is not typically stored or accessible to the provider of the software. It is thus

desirable to find a way to target ads to users such that privacy is not violated.
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and then running the content-targeted advertisements stored on the client against the decrypted
data.



data but can still conduct targeted advertising with
respect to such data. This can be acconplished in part
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[OOZEJar ed w, %Q}eken € dySBbent At Br %&&éﬂisﬁ}g 25@%5111 PYsot 8 ah B&ction model.
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aspegts of the invention are described herein in connection with the following description and
the annexed drawings. These aspects are indicative, however, of but a few of the various ways
in which the principles of the invention may be employed and the subject invention is intended

to include all such aspects and their equivalents. Other advantages and novel features of the
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the advertisers. The display of sonme advertisenents
can be subject to tine-out or other

we@xpsnankson-rel at ed periods. Wien an adverti SepEnUsInNas015054
ti med-out or their expi ration period is satisfied,

rti sement . L er !
i B b SR SR B HBTSRLEO B RR B Henion when
conflédredindosiphaioadvithghd draw[n@®13] To the acconpli shnent of
the foregoing and related ends, certain illustrative
aspects of the invention are described herein in

connecti on W tHRIER®HESURIPNONOHGSIE DRAMINGSNd  t he
annexed_draw ngs.
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accaslm&:etwnhfantah;mcsmibheembjemnnmntlomn [0015] Fig. 2 is a

ock diagram pf .a.syste oy

oo, SER85T) BRSPS BBt ot
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apllcatlon pro%(ﬁ?rqonacllent @ 0N 8 ..t machi

del]vg\yéq) algﬂ: 1%%9 tcpggeﬂdarg £ p)glaenavts( ipanany 1rca1i1cHl on a client machine

in a@%@e[rx@@%ﬁ alhdpRctdT tiRSABeE: idfenfidke Subj ect invention.
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upBBhy flvelibh&id éﬂ&@& B9te RN B Fik Y WRdaHe é‘l@ﬁﬁfstdnﬁ@dml’atcordance
rocessi n on at | east a pOftI on of that content

with e aspse@f By spbjecténviealian. j n accordance with an aspect of
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facilitates ensuring that the content-targeted advertisements selected for display on the chent-run
application is displayed in accordance with an aspect of the subject invention.
[0023] Fig. 10 illustrates an exemplary environment for implementing various aspects of

the invention.



controlling a level of functionality of an application
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whyoshs2sser i n accordance with an aspect of tHEr/us2006/015054

subj ect invention. [0021] Fig. 8 is a flow chart
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strugtigsiens Aesfiges ﬁ'&?rShP‘f'f‘E)l digggany gy 9rdﬁ%ﬁ9ef%‘tﬂéta‘8fd“°flh’élg the
subldVEMeR. 4 WO 2006/ 130258 PCT/US2 0 0 6 /111 5115 4
%)E i
LED DESCRI PTI ON OF THE | NVENTI ON 0024 The .
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soffwaid, onsorfiyaredie skecufion. dfor examplparcpwpensnighasehe bufrianotdimited to
bellb%, %Foggsss i rﬁ?ﬁ cgn é: rgtgeﬁ, Ie’lr 2 r@ge solc' %BOE’J%%%‘ é}{légljﬁ)célgitt%ra thiad of
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e AP YA PR Do bG8 R ok RERE i process
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but is not limted to a process_runnin

ge%rf{@h@c@@waph& il exefde mfcziﬁla%%] dstusedberein.dhe, eHB| E‘ger%l“e
ref&d E&l@%ll?ft? th@;ﬁ?&:%s of Peaséhity éBGﬁtQJFlnfélﬂﬂ% RateOBIHE §fstenBP¥nvironment,

ration, both an application running on a
ancg@wg’rfrcmn@l sqt Bobservetions @a paniedvie eYRsEHaRT dathelnfreng Fan be

emg@ggﬁg gcga%xﬁgf‘ga%ﬁ%lﬁé bt Q:'tl@n %r B4 nggeﬁ te aﬂ:ﬁ’éﬂaﬁﬂlt} BEEB8tion over

a conponen ocal'i zed on one
staieg) rfmnxemplan dhomfergicsican Mrebabﬂsstlme gt isyibe epmprigtion of a probability

dlsﬁl%npon over atL: ngziﬁﬂereﬁb%s?&&% a c%'ilsﬂicg tﬁ{ﬁtdf Aa gt?%er:vents. Inference can

varli ous I n enes an
alsb ﬁtcfdfmd) qddhlﬁqueﬂ emploged for oompmsing h@blekcwl myendsiiigro @ set of events and/or

datg aS%c n%ﬁq negﬁ Cf%g%ﬁ?%ﬂltf U x?s?r{lﬁtgm l?g\ﬂgvg Ea\lfeglgst Vétiso § ?roml“hsst%{ Sf observed
evdntd aadbjteRH €89nt dinal)/ vaieteh or nos _Elfes:ventsgzﬁe gasrmtahed:m close temporal

e R AT I ST R T P
[oR7PCeSS Réferki@AEOR h@ElgaQ @hbire 1 highflevel blogk diagdamsofafsydtére 100 that
facﬂ}{catgs trl?e dggl\egf {)to c%gteent-fargeted advertisements in accordance with an aspect of the
subject invention. The system 100 comprises an advertisement receiving component 110 that
can receive one or more content-targeted advertisements from a network 120 or server. At least
a subset of the advertisements can be stored on a client such as in an advertisement data store
130. An advertisement display component 140 can display at least one advertisement from the

subset of advertisements as a function of context relating to a user-computer interaction.
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and/or user froma set of observations as captured via
events and/or data. Inference can be enployed to

wo dmetidd2ys a specific context or action, or canpQEUSI08s/E5054
a probability distribution over states, for exanple.
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adveRiserthdits @M PRUSWAILRIAAhd St 8f tHeMisért aptplRITNER). When the user
proxi mt and whet her the events and data cone fr

has@ggeesysd a ﬂ‘/‘é!’flezillt oiejlerthe glicyt eprsereaihe é%“é‘menT @ Coment‘targeted
advlgﬁfsﬁlrg kdeGssOWEtEhifid £hd dlspldy R Bodt Peldvahtl MaertiRIntsl! 136 on the
diagram of a system 100 that facilitates the display
conggnt @fih@ Byet’s degugnent dHenge dha seuienis mosconircigd apt %ﬁé%mmlws passed
to tﬂ@se‘?\%? 661 2f udeNickS M ERKerkiSRARAL. | B usa_xhseelﬂf of ﬁ{@djd%sement can
conprises an advertisement receiving conponent 11
triggérathe sereen ta acess wed sne more adbelated dnformntion 4 Ge ey based on the click
dtdeertlsements froma network 120 or server. At | east
a subset of the adverti senents can be stored on a
[0029]i ent Foc bonaesapiplicationsitwdri¢hi cbammbntdtauast@eqb pra sergd, thapontent

advertisenent dis nent..1
can agglél[ly %ehszorgg {/neentc@g ﬁé‘%rfn é'ﬁr) tgm YL 4"Qe @ 1%5?%% n@f)o?s%ssmn of the
keyoud\tkdt thesRtRotk SZ(BSr ﬁrvfeutﬁfldonnbcteﬂ t(o:thmnemtork ddeahotrsge the user’s
ser-co grac [ 130258 PCT/
prlﬁteecolntﬁ}gp 3‘%31% con stl[ 10‘05 c? f(ﬁfueﬁ]} g%%e%e ea%ve gn%g)g f;%nt r¥ S%re% on the
serfdr! !Aﬂ%kﬁﬁpl@ hilgmgy taC‘Be[d:ﬁ@p’ ishd skyDaipE alﬁghfcktgmmr a¢dathé the cloud”
user s rlva e qgata contents o
applicpiiss; ingyhtich weawné&ét iy 1 CORIFIIARR SEFVeR HEES PR g amphgre. The

corﬁ&ft ¥A! in€lhdd il WRIrdbleldect filtBtas HScumeteentiltlSMbtok,%nd eediked
docunent in a word processing applicati

[00§3}]t ent ReferringBovy tkigen thesg is deraensiated a Fp@&:nbgﬂ()t th%t facilitates

dlsﬁl‘?x%’ig E&t&@-@ar%&edjﬁfv%l%tﬁlﬁts Wi Hwhed @B @r online in accordance with an
advertisenents relate the closest to the docunent.
aspeptf degubjactpinignton. tRhesyster dQ@inelndesrpannaeqiagit pemponent 210 that can
det\/ﬁ\ﬁ’%/&ﬂ&%ﬂfe% HRF &€ cBéht 9@@13 léﬁfh{e ot O%H@&Hdedh aﬁ%dlﬁﬁk)ﬁ display
e user as accessed docurment or file,
corgpanenit230 ahat surselent anger mmmlsmtsﬁg display based on whether the client
220 1%%1{?1% or 1gg t When @ﬁl A {l%eih%ﬂpf@‘:(g%‘s Iﬁt&n&?tﬁhgﬂ O}H&n%f‘@hck-

adverti seffénts -
thrbm of ammﬂsnmemﬁ (etgn d“oulslﬁmgs)udmthHGWHén@ﬁsemeh@ os ed-vaated

not contact r d
in grél}avtgt} Cadlﬁf)l‘i l:ie Sfeli;1 us e 1erﬁ 2&6‘ Eo? dp’ﬁfaggontgé \ﬁ/see? ?’?Iz%h%hcgcctar% &d
adwestisemsnts buich las 6€lickrheache e)uy itk at Gantbotkstoygenm’t dre largely if not

server, t cce nd send .nore.ad-r, Jated i nformati on
co’i“BletleE'én & Veo‘ﬁ%é‘at Biet C&‘F’i‘tggo afg in ®[0029] For some
[oo3ppl i cat Wﬂélﬁthe BlisM D 20is défliae, diffead typad ori fornsitosfadvertisements can be
server cont ent

emgloysd, p1%>eal < Pk Dpang 2 gﬁr@ﬁgusﬁ%é g?’”f’%rﬁ%l‘ﬁg/’ AP phipge-based

ad RPSHRS A gfge of pHoh@-bas}éGMd\?e@tls‘iﬂgﬂhclﬁd& ﬁbeﬁet\/@ﬂkadklgﬁlsahents Pay per
server 1 connected to the not se

call gbjertiserngs FATeSTS GHERAES Sughtp “;Fél{l oS 23513 o capladietank 8 Credit
CHENRP nstaRlI Rl Rehe AR Bakit § b rt{sed thiRBh BINO NefvdRks. MINDNetworks

or Bank §$ can set up a special phone number that is specific to this advertisement. MNO

Networks can monitor all traffic on that phone line or Bank $ can send MNO Networks their
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server. An exanple m ght be a "backup in the sky" type

application or a "data in the cloud" application, in
wovoehs@sgiser can store his/her content on a SBCMES2006/015054

accessi bl e from anywhere. The content can include any

. Stora obj,ect such

inceming P@les_t al[ncB%r n?_-\;gf;%r% i Iﬁ éﬁﬁ ca esl\/lllg\%‘ﬁ%t%/%ﬂisﬁgf és%énalmg volume

of tehEfidsmbartt o tike hyad Bie B0Re ﬁdvanttlséxmnlt hnd kit Bank §lios pperydatigr per
cont ent - @?rgeted advertisenments to users when offline

HmencEEmenhRASISy accor dance with an  aspect of the subj ect

[OGBZ]V ent i @rintabReospenk €4A Adédbei divplayetess adveriseagane Rtegardless of the
onponent 210 t hat can(1gltecﬂwﬁgd/or det erm

me%qfﬂélﬁ aglyeatisements emplsyed, they shquigbbesitorgd (ot waleahaadaﬁﬁorage

datAVELIF0IvBIREIY c1RhSiPbAhe. CONPoOnent 230 that can sel ect
one or nore advertisenents to display based on whet g
gen offline,

[008He c| i éMthouglpdick-shrepgh agBvibr wigh the pefworls i agf fesfale W
userhﬁagnﬁE‘ﬁg fagle%éfghcq(%ng)fﬂmé veFREhent SRV addRIVnhIonehd. (H@wever,

advertisenents (e.g., for billing purposes)
the achd:itlmwcmﬂné shoulicheenehed on theeplipwticampuefer Whifedhqelienbis online. Thus,

whg’rfaep&]s%} cllﬁ;ﬁs SE oftﬂgw aﬁ@aﬁéah%ﬂé 1948 chPbe Bl3RURY sﬁo@vntrﬁ‘@re

advertisenents such as
1nf6r@|atlmkregfafdmg tth:e aduwnselmest berskmiag th@t thist ibfpokaiosrveasstongd to the

B

advettisenént 220mimsben Hf ddvariserkinks welreentsetsycticleddor rore imfognatipn) can be

a rtis nt,s .c ed. Exanpl es incl ude
reCBr:aSﬁe@dé%sr edé’f‘lﬁlan‘%efj‘ﬁmdggéﬂgr nk Cola W and
[OOBJgjone bapksh thamriﬁ%gbmsntmgmpéhehmﬁ dofect tan the ol ds online again, an
vertising jnc es er, ¢ advert|
Compaint S R meR BIBE e Adiri ST e S diibase 250,
The \Qﬁia{es 820 irehfkte 2oy idgexpREd advEisenRamnK adifg el ddverfisdntknts, and/or
rep}ﬂ%)g }q&%%;\geprglgns 4@%94([29[%“%?‘[; E@yl glgviéggvﬁ%(lj%g(r: S lgsgf ct;ag{p% ugqulred to

perfREaiREorRBRAEHE H@@(«%’I’k 340ab sireh®RRE hisia@vdr@seln@hiS. For example, users
adverti senment. Net works can nonitor all traffic

cangh¢ requied M@dlcplﬁgegqnng‘éﬁckt@ netyiarke249dn padey IQeenigg yse of a free
verglhﬁ bf a 11 EQQIWJ&@’ Oét-rh%r\f géquQctQ)n@Mtﬁéjtheséb’ﬂ%ape may be disabled

ncom i st and/ or p one records. In either
(e. zam in m@mmdpmnwm uses egphlishey atcenegen figdhe etwork 240.

[ﬂ(fggﬁf fic "ﬂﬁlﬁﬁ ang) @g] , tﬂ%an{g %%@trétb@?gmén{ m that facilitates controlling

erti semsn a o er - cal or per
thetfumwnairty efiy rpilivsiion prp@ed2h aRtipritaisd on @&mb@f@dwﬁmg permitted

b . .
esuger l?e aCC!ZIP? an&y Vglql %1 ?&\( 8ft¥'lé ?@@%ﬁ%ﬂ;l@g??@ﬂ%gé@rgggllwes a

I ne adver i semen
mah@eﬁteﬂ)tr@dlpbmeﬂt BH thhi deterinBiesilie fvelrc{gdvertiintgdliawed BB @ user on the

Cll%plt f:%rgpt{t%%a %h}%g%#(i iﬁo gljgb\?r}?%ve{ %%%ﬁér?é&%% I‘fza %gltfse a{l application control
cohp@rhidze whant ffl frctenalityusfan apptiyticit to ke cﬂlentainichmb 820. However,
ClICng?<$ﬁfllne adverti senent

o 0L SRS SREOIERAPFOAT 088 A R PRIUtio B isabled or

oﬂ@ﬂﬁ&ﬂ@ﬁﬂ&gahe client conputer while the cllent S
online. Thus, when_a user clicks on an of

(0038l er t i s%%rﬁmg DAFR . AT e SSBRE UGS IR feiliates

dlsk)ﬁilﬁé A&t Rar ?&Q@&(ﬂﬂeﬂﬁeﬂqaﬁs 1%‘316151[&1‘&1 %:rﬁms inP%BoHIAIRE with an aspect
hat "this information was stored to t

of the subject invention. The system 400 includes a server 410 and at least one client machine

420. The server 410 has stored therein encrypted content and encrypted advertisements 430

which may correspond to such content. When certain content from the server 410 is desired by

the user, such encrypted data can be sent to the client 420, whereupon it can be decrypted by a
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client's nenory before going offline. Any click data
(e.g., nunber of inpressions of each advertisenent

wapmensuxker of advertisements where users cli CRenu$mne/015054
nDre |nfornat|on) can be recorded and/or tracked

i.l e the cI| fE1]
decwﬂgrbcéqwexg d sstct)rg Sélg?blg ?zggt{% %%f hﬁ“ggg né ﬁ%o can use a
decﬁﬁ)hbllﬂ Reyafstiisinot &Wealﬁ@ thaheueotpanea tha@fo usadosabbaidi C'anﬂoy tamper

fe th rtjisements | he ad st or a
with B Ssbin F L ST i e ROy BB P e 1R he
dec%\ﬁlsﬁ kéﬁ&ﬂﬁ? glsem &b regcrppw% a0vEr dsiaf adaudtsscurigndéasnre.
repl acing ol der versions .0 rtlsenents M
(0038 51 ondhe FrentFced o PBBCY B RAo R e TSP g g can run
clichP&Has 6h tHeQ:hExﬂ%oﬁiE t8OFKileA4Rink @o & YerednS Uhé Fevel iy be advertising
adverti senents or exanple, users gn be required.to

suppestado dihe s9rvsy splbweRmaYBlse vapte dpléteriiiRdveaemnty b chiggt

sof&% Y& bé@u?e bt Bey 418 ﬂlspl‘éﬁ‘erds TONsiAblePRRbE %fecﬂﬁed like the standard
tware. O herw se, some functions within th

Pog omaxl\mo@ocnwleb enyiplisabsasavare qould. congsgt, andyng @é(att'éﬂv%ﬂts would
t
necg& bE rd%h‘gyér? &}%@fﬁu@? aa%leélﬁg)w ?%1 %F?l%%éd ?%t;g{r{égelf Eﬁlmmoral

user bcbulxisd;reae auaxac@pssc@wawcattuhatthrs apescial pratoegl apd displgy pmal without
the apfertfls;élerrl]]%ﬁtls oﬁlﬂs {hg (/eraspﬁw%@ Q]c(aj\'&/ H.p?@le RIa9L& ?gefspgci}ﬁc to the

aSed oh eve i'sing perm
clisnhsfinames. i n accordance wi th an aspect of the subject

ventiqn. The system 300 C
003 oo o8 pR TG Pk Rl R e PIRAETENA fin the place
whéﬂe |tl€t\lﬁdeﬂ§éyas sicred amhthéhereate theie pivn chien safewarethandoek notalisplay the

A hi gher ] evel of advert
advﬁBBF‘?l@gf I%& YE%WF]P'D‘?n imuny dﬁgﬁ'{n‘i‘lggg ({%8915 gﬁrff ?ﬁ\ﬁre and delete the
part SiNE¢ bsda dhalt Hmép1@§s tafadpRiseraét. oro frevehhigotic bi these scamatiosthe client

Sofbg ¢ NS FIREIOES 1SR oot ouet e 5 SRIoES 1568 for Digital

R@l‘tﬁﬁ%a@%&{t to H’lﬂ@ Eéyéﬂ A€ té Sakd dued 1sk-kel Qﬁﬁfﬂf thRefots, rpafigularly
now t o . here is represented a system 400 that
secfigs thattdaﬁp%e; advcﬁr%ﬁsmgabmgw&w sioditied opyigmpgred with in any way.

nulﬁgéf%ﬂe'cﬁlﬁ ks Bcnus@@fc' dcﬁl@@é @13 P50 FOATRmIpIE, e GOMWAE 6&Je itself can
an aspect of he su JeCt i nvention. The system

be mcyntwcqnd dearypted it thé ifly4 Jropaatieplais the e&etcoww@m&ﬂileeﬁ%ret key can be
en&ﬁ&&i ri?ef%ré%% coddf d%ﬁ‘gfft@ﬂ felGiehias sohOb®e: s&&@rﬁ%bﬁp%ngnt can check

crypted content and encrypted adverti sénents
fonmblcggemybxcdmomqa ohdilitianaltyy @th:(@h e insertodiileai chasksugseritical

sec 18rr1] ! ?nlgfud g%@/e&ﬁg a%sc,egdg &hd ﬂig tc e ﬂl{e%s%?e of (l?tﬁer%%% Fanction

SUeh&ner be sen he ent
conmuely ¢findesirable oadifivetiahs @re;qytee&db‘;?mallyz U 206@d h@ﬂ@@@ can be

oA b S R 0 SRR i
that €8 alh&etidng cbde hyyatot beenkayperdiatiti.s not r e\éeal ed to the
e _user oes an

r to ensure that th C
088 per ° oK OF il Syvaren oRe piis BT SuRBRRghy fop e
encfrﬂﬁion trhe plﬁHlﬂg:éil Harﬂihe ﬁSdélfyt gm@é’nﬁomd&r fudivadie) g/htlh the prlvate key can be
decryption y on the clienpt ca C
scge (GHArURIB R DRl horemepee Srp B e Gl LR seffvare.or there
md‘_?yfb@ oﬁ@plﬂﬁlﬁ bwpliviid Moy Rlr@urath diser SARECIRAILGAT. Witng public key
can run client code _on the client conputer

crmpqgra@hy allysiguliiple geryers {edisplappads §cg,a\gé\fenﬁﬁ9ntb Eor instance, a version of
an @AUR LH1RARA can be sold that would work with many different mail servers. The public

keys can be signed, and subject to revocation checks. In this way, a client can connect up to its

server and deliver its signed public key. The server can check the signature and then use the
8



supported. The server software may al so want to
deliver the advertisenents to the client software and

wo coobe3esy e that they are displayed. If a sinpp@r/us2006/015054
pr ot ocol mere used, like the standard POP enui

pul R0 60epivds 180 @nyc&k%n?{}é?éﬂggsa[ﬁgﬁﬂ% flerFR0 A Hexse@Bdich the
pubMictkey aal sendsl adyertisisg éﬂleﬁidvqj'hﬂng)dmhldda m:nctreptgd; wd:h the message

Ho [ .
T o

ser@di®uivithomt Wofrying thap the@ doied thleﬁ buikitession§lofithe ctlhﬁ ssﬁawaremthout

sof tware, can enc t the email usi a k fic,t
SRS (e COUPRTEESS PGB P TBY s At s Bobi
keytt@ lafsntles fE8ok ke fof 4 §MmERE Enveypeionaidorithmdo tﬂé&llerhtaz&ﬂ then
where the secret key.is stor eol and .then creat

encayith theideirand adyrertysinedising dhe g¥an keyt Whirlsprpxiges %ﬂraﬁar protection, but

ma?@yﬁﬁﬁééﬁﬂmgnts Al ternatively, an inmmoral user could
decode the client software and delete the part of

[00d8lde t hdf amizbypreafly highauabobrficlisunpruging walﬁfﬂéererrv?h%ﬁtYhthat

putitfe lﬁ esrg\ﬁﬁ ' gﬁ'd {)15(9:@ ofilal c@l@ltﬁcat@ R:fvbc‘!ﬁ()ﬁ li2The Hﬁ'c@ﬁbe checked
tec O he secret K simlar to the
4

or lteézchd mﬁwduslédtofdgtenmng hether amug Eeyr\mﬁgf@ﬁ@rhas ganetbpdie
[Odﬁg[?f O e ar\sdarfoﬁs < eC gs ih E@ctor 6 W e s@fject Hﬁe&%ﬂ%\ull now be

ul ar I spl ay advertising, have
desonbedbaezn semndoifactlsdlt @rto 1ba ng@r@q;bd\md hpprwmqrd/thmye suhject invention is

RS L5 AR R A

ware co
ocein i différent oadedls a:heltorymtoedemky mﬂeothdryicts frompthattshown and, desduibed

code, cont aj nj,n S encrypt ed,
hergy SPEA o e ORI At YodeE ol ag FRGo1RE il o ptiodolony
couly alte2mativ elfe P@%seﬂ%amﬁ& offigérrelftbdigates & evénts, such as in a state

br eakpoi nt s. jtio de can ser
diagizay | MerReveg ot flkd ﬂ usﬂ%@ﬁ?@m%e r?f’é*FrﬁiljForfB‘p %W&‘ﬁiﬂ@o ogy in
acoRMBee WiRthE Bilj&ct iRettR@r ypt the nmessage or ot her wi se
function caorrectly if_ undesirable nodi |cat|op E
apy, et od 500 that

(0042} ect edReferringpey to ¥iges. Biers b @ 08 e R LSRR Ay
facBREOY §fa 1}&' cORKSR 1 ét@d Mi/@lttls&ﬁ@ltéj\ﬁi@l{ MRecon aﬁﬁl@ﬁtldrﬁpfﬁgrﬁﬁs in

secret. he truste har mare can verlfg
acqoriaBea Widh #ipseesg el tha subinst invensiont Ahpwetdad i9¢ lﬁ“’(’l[’mﬂ“gl t

ad\;E?tYsepi@ntQQﬁ h'cl? ﬂ'{akl}in@é{@“f@ NE&Rkarhfle, baPerRitehs ckiele downloaded
ogr ap for th encryption. The public ke

frometh¢ hvé@ngt oy ptherrnet‘mrk sesopeer anbiterahprthewtente At 0, Wéh@ 500
caxl(c?éfe A2 R thed fh% ﬁg‘b gsedh‘fl&é( Bt c?gl ﬁt fegﬁ Ia%{lﬁs%mf ad\-}—d}ﬁgeﬁlents stored

eas n ent software,
on tlrteenhent camye theplam:é tythiolupar bkf@ﬁ/Op thevckiers’sistaje (offline f’rd?nhé@@lﬁ 530.

Thgtsis? dtlf?erentt I%chrm%a# ?d‘verti%gé%rﬁgga?xe e?ﬁs?ﬂg =d ?lil)ﬁl L%I };\gl?en ofﬂlae since the

raphy OWs™ mu
usefrtsrabmqgno\mnracﬂ widndny aﬁwmserrsn‘amn b¢ sanaparas limitedy fFor &mstance, an
ication

adm ﬁﬁf &é’ tlo dm}aly%gaélﬁ\e?é ?lgong ‘Ftﬁgg Bd%eirtlsemeé\% re{%her tﬁan chck—based

adﬁdﬂ@iaﬁﬂnts ameh 5 ullineBtoffli@e.r evocati on checks. In t h| s vvay

i ent _can conneci. up to |t ser.v er i
0800 LoBTRERRED t Fiech.ab Byimphryreiitg 600 Tae BElS gy die

ad ke 8N stafed dhhige BieliRf20L) 8/ i3 A& 1iEKETY difide & Bo®n/ Whin online,

5115 4 public key. to deliver, encrypted content u in
ad‘épr%ﬁsé@maPtomontthfaqlle@frf@}a;‘75@@6%%1 éé%i‘g*é !fs?t rFFPé“p )

advertisements which have “timed-out” or expired can be removed from the client’s storage and

replaced with more current advertisements. In addition, advertisements can be selected to be
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public key and sends advertising. The adverti sing
shoul d be encrypted with the nessage content, to
w@e@easizsgrodi fi cati on. The public key i nfor matponusmos/eisoss

be given to various mail servers w thout worrying
senétgzl%e/\?gjlrggty W?é)r%%edtpgt agegl%/agéjct (Imgtg ngsre ' 81?)%11601(1fotng§no(ﬁ| 1h<91r1]&1ng but not

limt&to et ustty dpatogehphaidaed/or scopmphis )nforﬁtaeome rver may

I nstead_use the i n1 a se $Sien
o0pd)y & JHAERS 5 Bitde v e IhGh{ IR bl SERh By method
70084t fidiihtes nOONIRE alldvel @t&hlactlamlltﬁ@[\mrapplﬁdaﬁ@a 054 elignt. HEhe method
seSS|on key, which provides s rotectio

but
TOBYPILS TSI FIoE MR oMUt If PASHHBBRBS R F ek PPt ot 710

and' SeOFR@ fat Rhst & kB oF tiR RAverEibdneent ol id dliend o@fnpﬁﬂéb&‘cINOKA‘yﬁO a level
t hat = public key can be revoked - an

of aglertising permitad by dhauseien the ghient W&Wdﬁgfmle%‘ﬁ é‘hec"rgné% (96 fjmctionality

of # 'IeaEt%fn@ 5@?&%&%@9&%& biYent Qandﬁtré‘% WHid¥or bsEdNIRA af740 based on
ubl ey's certificate has gone [0041] Various

me#wﬁhéddWﬁ@$@%ﬂkwmébﬁ&Wdéﬂbe with the subject invention
[oowsel now, ?%08 ARSE id OGSy laft R r?sﬁtﬂaﬁé% A ex@f gﬁry thbthbF800Qhat

unders d ‘and appreC|ate hat ect
facilitatesrensuoing ithat thespntentrthngetgd We[thgmmtsj@iec@fl f@r@@lay@g the client-run

app%&m%n "iasccilgpl%x in Aégox%g&cg vﬁ@%ﬁ% lﬁgk%bﬁ%’tglil%ﬁhon The method 800

nventi o ere &S5
mvcl@mdeﬂmantgl opniaittand edvestisements tof a Qinnttmmhlrs lab§¥ amd @nsuring the

h I i h
sy by P srep St oo ra R T Brich IO BRePY &t 3960l gy
[00g6pul d aIAreemﬁlblaVﬁxhlythbda%(Hmsmnmédg &amay foBow ésfudher facilitate

Inte vent sych.as. i,n a ta.e
ensy g aThE Tenb st e et Fa ey & g g ron
applietibnfiedisgleyed Mo h@ﬂi&ﬂhbd BO(IT@thﬁtﬁiue g)jthleﬁcryﬁﬁigahdjmtmt whereby the
Wit h the subj ect inve LOO4 Ref e di
encryRgion gsedicaR praploy gy Y gichgha g 8{%%‘#3?%5? @’e semggding
prividxdyBatn adfifieh, d Jeﬁlfﬁﬁte%f&lﬂhéMci@f fo€ thatp@blic lte@fcgleb@ﬂowded bya
adverti sements with respect to appllcat|0ﬁ rans

trugiede R e Aé 82 wltedn%thoda%)&éé% Igpiter{el (SHBTREVII AR Rt elated

appTiQ@acﬂ? H?lﬁﬁilﬁ%g%é IR, (B shyShRpering i is cﬁﬁ%%r&d Mﬁﬁtﬁmﬂﬂy af at least
client nmachi ne at 510. or exanp a Vertl senents can

ongyppHentian @ad@@herftrc@mmq Héltqdrhaé?drfé‘tth%k"‘ﬂtoﬁ mpgERgigetedi(at 930).
[00?3]6\/ er gperdt R rﬁ%*vl&% Em&ll dofiBkt foNan%gsoas ddaeo B fi8fdct invention,

can deter _ er the client is onllne or
Figo1q fridrthe foAlDWIneabacuwcmbes@tendﬁd te gipwideiadeint gerera desception of a

sui letog?raﬁlj}% &Q, roftl‘t%%ht tf? %Hlll@l%go&s E)olf%rsugé&?ﬁjve n may be

I'i'ne or o
implemerdéd. f\&fhnmhe irxycmono$ dexciitedtin the general contextioé ccdnmmraye@ltable

msfrmtlgp% NS V! tpF]oggahnm pnfo]c lllllesn xecute&g Bllge or ngosfg Eorﬁn%l,&%k l)ll 5tMertdgv1ces

y advertisernen
thoks¢ skilledldn thHe@rt wmséc@gmee thatthe mdmﬂamn w&ealsafwmptwma@durocombmatlon

wifsBftr b et A0S 4 RREaRPL SRR Bl g bR

[0038T | | ne. GRS ] howenér profiagh Hsdule’ uﬁlltgie réutingg) pﬂ»geampi alyjyets,

met hod 600 that facilitates u ti adv |
corgpRAIRls B3k Sflﬁeueﬁ:.%fh%lﬂer%ﬂr@ pa%c@sﬂ QB TIPTRE PRGCUIAT data types.

Th® Bﬂ)drﬁﬁlg lefivisdnaien: 1040 o blher@(amfl@ QY e EﬁltaBI%f@élﬁﬁngSétﬂ[r@ﬁnent and is
the client can be selectively updated at 610.

notelszfan%ﬂdéo sugger) any B EHoREs [ ihe LPhalise of fuReipnaly: OfEhe ‘nvention.
Otlf el RHowRBorRGutdr RPRURY e ViR, a8l oPEnTigurdtiGsALE nAP Be suitable

for use with the invention include but are not limited to, personal computers, hand-held or laptop

devices, multiprocessor systems, microprocessor-based systems, programmable consumer
10



replaced with nore current advertisenents. In

addi tion, advertisenents can be selected to be 9 WO
wWQEOM6A3038258 PCT/US2 0 0 6 /111 5115 4 sent teCt/082006/015054

client's storage that are based on the user's profile

nf ormat i onyhncl.udi n t
elec&rgmg&rngéw Pgﬁ &}11(1)1}:&& otgg)r?ap %ame! <lfomrp %?s Hﬁtrbegggilﬁﬁutﬁxg
envirdfimémgthadnelide the ghovd systelmsroe de\scelsJ dndsherléeed a fl ow

l,agramof a met hod.  700. t hat f :
[Oog%nt r ol |V?1ﬁ|bregerﬁm§g gc‘inll"lgf s AR GRCmBlaLy §1v );ompenatl rllagdp% Henting
varidls @&pédts 6fithe inVégiondrichaids a &ﬁﬁbultdﬂ\l ol equroempuwr I’QJZGmﬂal(bS a

ProEHBRRF S DG NEFEeD o] It PB4 B Lier g b 01

coupleY ﬁsﬁﬁﬁ&iﬁﬂi&h&t@ﬁchhﬁgmm ﬁ(b’ttlmﬁtéﬂw &Iﬂsyﬁém?xi’dﬂxorﬁl()lﬁ&@ the
a level of advertising permtted by the user, %{1
proggspipgtnit HH 4p d hejpiosgssing aeit Sd embe I"a’&‘?us available processors

Dudl %%F&e@kérﬁ ¥nd &fler@l‘iulilllﬁa&tssd? BRhAdRRlrésCdol @R bé etfiployd 20 the
the client can be regul ated or controlled at 740 based

progassing heit [®@del of advertising allowed by the user.
[00[5 045] ek %/ g‘%sl 18t Beﬁag? of&&Waﬁ@?éstof@fimﬁ%ﬁlfe@)hﬁ&dmg the

exenpl ar 800 t facilitates ensuri n<I:1
memhla/tbus hemewntyexntrelker getesithesal bus o extonah bus, aed/a@leesl pesrusing any

vargbﬁ&laggﬂa%pﬂ btulé]?tﬁﬁiltécﬁﬂés 1[1&9d1n$@911h o‘fﬂ tg(pto' 1 gft §Q§ mﬂﬁgrlbl"Standard

danc aspect | ect i nventi on.
Architecture (154, M@o-Channel Atebltalteim @é@A)} @X@@d@@ﬁﬁ (BHWA), Intelligent

o RHRSTEDE £y S L USRIV IR BB A A0 Ol

UniveshleSetial EustSBb aydwancat Gaahics [PG@%GP)AHexemﬂrﬁbmp\yter Memory Card

IS SR e DA (i st Shinly O,

[ooaﬂ]v erti SERRHdEn mh@@t B 6filuddi sqthtily mmot;hmzo bieminvolatile

plication is dis T can.conti
mefiPph e F RIS B G A A BB T BT SRS ranster
inf&HRRE o Betw eI Yents wikhah the ck@putsion2 tshet asafkiyg ttatgaib el stored in
clients have the corres ondlng

norgalsiraamors 164 0t Vbatialoaika b LgteroForplsMs mpmery 102
caﬂﬁﬁ&’lu%@@a@&l?&@ﬂxbﬂﬁ@dl&) ? rogharih®dbRCR ORI (PROI\ﬁt el8ctficalliyhe

900 can nonitor for tanperi

n
progeeapablesRAMEPROM) electrieglyierasals Bﬁ&’?@ﬁ%’&%@ Bhflash gemory.
Vo?altllquémorgfl 03 Mcl %1@&9 doBhcbeés er&%ﬂN(IﬁA@@) whi¥8 acts & external cache

nction east one R&lﬁ& cation on
megiorye iy wanoﬂsléuﬂtnamrt and nohkaiiation, i aVadipblg fin ma%p@rmsnsgwh as

syn%grt&)gﬁs%lfﬁg%%g@ (%yn]aln%%xll/l DR AN @}';ncfn%no @[ﬁ%ﬁ[ (SDRAM), double

or various aspects
dath mteSDRAN (DIPR §DRAM)a richanted S‘IEAM\&Eﬁ@RAM:)c%@hM M

ed .t.o i }ﬁ{QM?eneral description of a
Istgt%‘&g@ gdglrera P“ﬁg enw{onmen " 1010 in which various
[0083ect s @rfm;tdnffr 19 lmgtlexcincllu(haseclho‘cabler‘myreb@vablcrp'bbttbmoetblatlle

e the iny s. des rlbed in t e
conBv e R il 0. RREE g P e IR EIPERTOR Rige rmee 1024
incideg bagis At Lahiexd to, s gicest1ikd alyagadtiz disk difiirb eﬂappyrplsk driee, mpe drive,

ot her _devi Cﬁéprt ose.skilled in the a

Jaz &g P SEve: 95 TS PFBRTY AR 4 BEmH Sf'mﬂ‘plla Adjtiy disk

stoka@'e qmaﬁ d1eR stotdge Mmeataeparnelo@F ﬂiﬁoﬁibﬂi&h@@wﬁﬂ dther staageamedia
onbi nati on of hardware and soft

inciusing: Bytmot limEedoean ophea gisk ﬁ‘f%ﬂlﬁl\ya%a F%’&Haa 1?%9{\4 deyice (CD-
ROVIP @TARBord 48N &HeICD-R Drive), CD rewritable drive (CD-RW Drive) or a digital

versatile disk ROM drive (DVD-ROM). To facilitate connection of the disk storage devices

11



conponents, data structures, etc. that perform
particul ar tasks or inplenent particular data types.

wd bweaprsat i ng environment 1010 is only one exeapis2008/015054
a suitable operat| ng environment and is not intended

o BETRTRE P (b S B0 e s o

integfacgpL26r systens, environnents, and/or confi guratl ons

t .
[00%:%1?' u g?ftolgf %:Jag)%%glj@t%fi tl}ﬁgf gdﬁf%escrb s éo(l;fﬁ&é re ‘éﬁg ac’ts A a% intermediary
betWedndrsére bt 1B bhsipdoniputet @sbures, deseribed mrsontzé&smerasmg tieimnment

SRS B TR Sef QLA P o

stord@ bMVAfsK stBfage 1004 hEOITRIGhIRS] Snd AIBICHE FRBBrcEUTE fputer system 1012.
di stribute corrputl ng enV| ronnments that include t

Sysiggoirplisgiiope k3 Odakedidyaniags of B dnanpremepicd reBisa9}Y Wfaﬂng system

lOfSQﬁI%ﬁwggtﬁﬂ iddiles 1032 A fRoLBAR Uk YORNNdrePEIRNIN s34 memory
for inp errentlr%:a‘[ vari ous aspects of the invention

101i69¢ Py d@ls siqrage dtis 1@11%pprpﬁ@teééfrﬁémeérlb1% inventipn 3a&e a
1mﬂ?én?&1?e?l%1ﬁ9va‘x‘fghs oﬁl:p%gig st EShBRARNLY of&pbfiting Brktedhs.

system bus 1 system bus 1018 coupl es system
[0084mponert vser ergérs domeandsior inflesmatiomintoethie easnpuierd 013 dirqugh input

de\ﬂ;%gsg h¥3 61 qé&t tdQVl&J%g 83 (pfngﬁ@% $hie G} flﬁnlfeg 104 a g)g fing dev1ce such asa

essin can e any varli OU avar |
mopﬂ’eotrmkbaﬂk stylusPBoadh mﬂ,d{egpuaut ggggplmna,ndys@plﬁ game pad, satelllte dish,

s LGSR RN ST B SR B3I B i, o

andcaler gpuadyyicel cmeﬁn@thetpmessmgﬁmbl]@létsﬂmraugh theeystém bus 1018 via

s USSR R R BT AP P gy et o
garhleSIbdl?fg gﬁtna/ uniVetdl edrial Bis (B8B).| @bt davise(8y (AD igecdottteas the same type
I NCl udi ng

of spia Pt Conteei) [BE: b (4 SRR RarEiREpe T B frblte input to

corﬁ&&' 10EL laHd & c(u'b@ﬁ}nforﬁ%h&ﬂﬂ&ﬂ cbxﬁﬁutéﬂ@@\)o anl dutRit devgent040.
i ve El ectroni ngcfﬂo VESA Local

Output 3dapisr H42dnprovidedhio lstrate dasts fheraar ?5@3 Ou(tpwﬁngég‘io like
mo§ﬁ(§rs asbealﬁb‘l% &@%ﬁhﬁer%&’@@ CRer @tﬁ\ﬁ b GsesRo40 thﬁﬁ@iﬁlre special adapters.

Per sonal Co ter Meno | nt er nat

Therewpitiadantess | g7cnglmde /by )raew O%iHEPﬂsﬂﬁ} @ndesfﬁpslmt%trons‘gﬂé?% sound
carh!‘ttnﬁtr J%@&@e 4 ﬁgﬁs)of cdiiBzbh bItW?:eﬁbﬁ% Bﬁtﬁhﬂfe"ﬂéé Yo4daHa the system bus

es volatile nenory 1 and nonvol atile

10180 Apshoid e inatsil ¢hat pthert dew@qcﬁmsl/os %temﬁO(f Be\aEsp Prqymbsrhﬁlw& and

t i nformati on between
OutgFt ngﬁ’?ktfés El?cﬁ alsp&aéé goon%uﬁ%gi 1012 such as during
[00sS]ar t - upConimitestl6t2chnioperatvime obtabiked emsrpompnt LR Jogisal
COI%%%)O]C | 4] u‘?’tmro{riet rleglote coglgut%%; Cf(l)% %&E&%ﬁ%&%ﬂ&ﬂ%%@&l ’i’ﬁe remote

can 1nclu
coppagis Imzabdaa bR@Vbl(sRmelEérﬁa:stewecal rbyterpn OWWMI agvdRGNAtion, a

(EP . €l crlcall eras
mlmp’:‘&;. or g{)ﬁ)lfagc%%ﬁ )916‘_1]}6?2% otl}eg F%ngxggn R;Rr\]&%lgc rﬁog% %récgtép like, and
tyﬁi@ﬂ? ir)%élL{dlEblAtMny ovhilolf ti@@letnedss desctibédelaticahempnentll?. FRypurposes
of illustration

of lér\em Sl @ MG ﬁtyragg 8‘?‘?8‘332]3’%?5 ksldﬂ?lsttrg{eh gxﬁtih 6%¥§ ic%gwfter(s) 1044.
%B%put@b(@&l@ﬂ@ iSOt {IEROMected Ydedhputed W61 20FRINEK SREAM, interface

1048 and then physically connected via communication connection 1050. Network interface

1048 encompasses communication networks such as local-area networks (LAN) and wide-area
networks (WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper

Distributed Data Interface (CDDI), Ethernet/IEEE 1102.3, Token Ring/IEEE 1102.5 and the
12



data rate SDRAM (DDR SDRAM, enhanced SDRAM ( ESDRAM ,
Synchl i nk DRAM (SLDRAM, and direct Ranbus RAM

wd BRAd2ss [ 0052] Conputer 1012 al so i ncludes PCT/US2006/015054
renovable/nonrennvable vol ati |l e/ nonvol atile conputer

llkeS %Iggeé;hg@%es 15?15‘% gltl & a%olé ll‘%t%ﬁ&o??mn{ QL dao% ‘ﬁgﬁg @u&nt@kv?tkhing
netwdrkd lilednie@rated Se¢ivices DhgliaENetwnﬂ«g IESIDND add sklaﬁpns/tbmecbﬂ (pmkyt

.dj sk drive, tape drive iMe, Zip drive, LS-100
swifghipg aelige i oo 1ifes ST, 2t Dol 1
oosgyditio Ulomﬂiuﬁl@atléﬁ @hA@Eod(B)2U50 dfers fcthel Hardwhefsafjearaenipiyed to

con;slq%gﬁ]r@ 3}3%3{1( %Eg%a%%m it clmrﬂl?%hso {}HW g\ﬂnlg ﬁggﬁ’lgﬁfc%ﬁ oa?eics%n 1050 is
shoWH &6} iRSstrdtieUMRAS insﬂb S,&n 1@@% IiCn Glsbbe EXbhal t&Bomputer 1012.

recordabl e drive (CD ive), CDre Itaglﬁﬁ§4 %
The(lxa;tgl @ffﬁw&neewa'y éf?rgfp@%ﬁctwf\/te thegreprak dterkacpd&inslydes, for
exefnp C?es Iy, li@Einhi dnd e RemANBamblopRs Qich bblendleml 1ncludmg regular
orage devices 11 WD 2006/ 130258 PCT/USZ 0 0 6 /

telepliong grade TEPaMs, sablpmodgms anch Ifksmadeis, ISPN edeptpeppnd I%}Pemet cards.

n-re heltbjeéd I
[00 ?ﬁ torf g@?’e& h% L egrf gég&?fe@ ab§vle gﬁ(c{?%&égléia)énp%’er%gg;c RUG et rzlivtentlon tis,
of cBige, ndOpadsibleto tessrilseofvenyenorceivable cambinatign efigomponents or
o BB At BB ALk s
art t@yl Ecoghinettha cn‘fahyvﬁrr&ler mmmansaamdq»pmlmuong ofsthe subjnct ipe@tion are

10
posSBfy Ageo Bl ERASE Bvelf el G Bhdt 87 pRR aftons
modificitiogs, @Qdmattaﬁbnﬁhatfﬁmitﬁlﬁ 2he spisiy atesvopp@l the gipewded B0

e 5 e ST AR g o

the 3REH B &M id ﬁﬂ@d&@%eﬁﬁ@tﬁm ie b rfaafierisimify &t thertenm fosmyprising” as
1016 or, on disk stor [

a It..is.to be appreciated
“copipgising hig nﬁirsfe@étwl}eﬁ\?@%ﬁﬁy aS@éF?ﬂHSO?%P&ﬁ%ﬁtcgﬂ@mw th
vari ous operating systens or conbinations of operating
systens. [0054] A user enters conmands or infornmation
into the conputer 1012 through input device(s) 1036.
| nput devices 1036 include, but are not limted to, a
poi nting device such as a nouse, trackball, stylus,
touch pad, keyboard, m crophone, joystick, gane pad,
satellite dish, scanner, TV tuner card, digita
canera, digital video canmera, web canera, and the
i ke. These and other input devices connect to the
processing unit 1014 through the system bus 1018 via
interface port(s) 1038. Interface port(s) 1038
i nclude, for exanple, a serial port, a parallel port,
a gane port, and a universal serial bus (USB). Qutput
devi ce(s) 1040 use sone of the sane type of ports as
i nput device(s) 1036. Thus, for exanple, a USB port
may be used to provide input to conputer 1012, and to
out put information fromconputer 1012 to an out put
devi ce 1040. Qutput adapter 1042 is provided to
illustrate that there are sonme out put devices 1040
like nonitors, speakers, and printers anong other
out put devices 1040 that require special adapters.

13



The output adapters 1042 incl ude, by way of
illustration and not |[imtation, video and sound

w@ 200d33mbat provi de a means of connecti on bet vieenutsives/n15054
out put device 1040 and the system bus 1018. It should
be noted that other devic Aﬁpﬂ{or systens of devices
provi de both input and output capabilities such as
renote conputer(s) 1044. [0055] Conputer 1012 can
op Ete in a networked environnent using |ogica
conh B i 4L 5 one or nore remnote computers, such as
renote conputer(s) 1044. The renote conputer(s) 1044
can be a persaopal conputer, a server, a.router, a..

L. netAwtsienpaat faciliigier displey ‘Eonﬁnt"i%’f&ﬂeg Bl BELeTsRiSFREREsine:
apR! dopfpeRont thaPRESiveIQUhER-taketed Sivbrtisaany andatoracubedel the
and the like, and typically includes many or all of

adverigeraqnis i dicgicopisEdnd el ative to computer 1012. For

PUrROFEStiseRlentdi§y ompBfknY that dTRIERE Mdweiidkmefts @il ti€subset of
1046 1s 1llustrated with renote conputer

s) 1044. .
advResiseynentscasmfumadion 6F congeairejating @qnseralowu@b-ﬁé@%qﬁ@& the,context relating
to af E:g:ﬂ %hﬁBf Y ﬂ%ﬁo@vﬂ{g@b‘ﬁlﬁe@f 8 WAL chittiR oF 26 tual Bac8BS or

t hen physically connected via comuni cation connection
geogiBlic oNd¢mwgrdphicinforhativn aba@ 48 userconpasses

communi cati on networks such as | ocal -area networks

(LAN) and wi de-area networks (WAN). LAN technol ogi es _
2. i ncThedgstéin béclaibh & furihbudostprifiag a mantgsmieaioen(ppDDLt Jhat determines if

er i stributed Data,lntert ) .
the AR Fyapytira o8P P g Al i iRl bmponetsestine
advRisMERRORGHsHBH 25 8 fRCion ISAvIRtHRr the £drfut&Tid Bn-dine bii ElinedNAN

technol ogi es include, but are not limted to,
point-to-point links, circuit swtching networks Iike
3. | nteseéted osﬁlﬁi\{ﬁ ¢, erthdr gbrhgisirlyed d&ﬁ{]pbﬁetﬁ' thSDE\&ltrEl’S devel c:jf
vari ations thereon,  packet sw tching networ nd,.
funpfioge i prayidsd R PHRFCHR AL spyeERlicat TR BE P EEIRIRR By fstient
cor IR b RSN ofORD of KIVEEiSing Periniiedbrifbvaee/ sof t war e
enpl oyed to connect the network interface 1048 to the
bus 1018. Wil e comuni cati on connection 1050 is
4, ShopQ §QEmidrbuii 1N cEhprididg/a deDfritf BorSutRRk tBAt dé@Aines if
it canalso be external to conputer 1012. The
soffyeareivedatiag soidventisenantdisplanhas bpeymedifigtect i on to t he
network interface 1048 includes, for exenplary

purposes only, internal and external technol ogies such
5. as, Threowetem of nleinu @i faghar sguiprising anaipdiyh eerapepenidbatisplgeivgly updates

L S R R L G T S O

i ncl udes exanples of the subject invention. It is, of

i b d ' y ' .
6. ggﬁ@?«%gﬁglgl;of g Tc’ni I(B’r;%g s&bget't of g’&freftﬁgx{l%\ésg% ?ée(:)l%(i%ekgﬁ;p\élﬁ Qé £ function of

onent's” or
gedqdphizamd/oplenmiesaphidinfogmitiva relatigac tit leasy emet usenof thaxlicotm@mputer.
of ordinary skill in the art may recognize that many

further conbinations and pernutations of the subject
7. | NVER dyeBmasfelaih 0 Sfithdreompanyg dliefdk yhat §tties satitgne it an encrypted

invention is intended to epbrace all such alterations,
forppfhatils ’i?ﬁ?lY‘%S’r?élS‘r&amﬂpt%‘gW '3? FE%%C‘WP&FW all within the
spirit and scope of the appended clains. Furthernore,

to the extent that the term"includes" is used, in
8. ei t Acpmppisr mglemenisg r@eé@@rtpaétf@cgﬁatgsr delivery of content-based

advertisements, comprising:
storing advertisements on a client computer;

determining whether the computer is on-line or offline; and
14



the clains, such termis intended to be inclusive in a
manner simlar to the term"conprising" as

w0 compns62s$ Ng” i s i nterpreted when enpl oyed as BCT/US2006/015054
transitional word in a claim 13 WD 2006/ 130258

PCT/L US2. 0 Q | . j ' | Fwhet

1 displaying I%u%ﬁ{ élf]t%am %1? tsél‘? |tg%?hae§%%%"ﬂU&r 6L 2hTBEbn' oF whether
the Connpuiditis draligedred-ldaver t i serrent s, conprising: a

conmponent that receives content-targeted

adverti senents and stores a subset of the
9. advEehiehRdfitRing B, fartkdricempristiyvpordirring aliudt thmbugh activity on the client

adverti senent di s one at di -
conayirop SERTENE ShemE ERE DEIR QB e AT SRALRE ke sy
infdrtBEdni t8 BndthereOmp@¥t relating to user conputer
interaction, the context relating to at |east one of
t he follomﬁng online/offline status; content of a
10. ! ©Xird@etiAlFCREA BOIﬂrthé?rcomﬁﬁé?xgg s%ﬂﬁ@@he%dv@iﬁﬁ@ﬂfn@ﬂhé & auction
i nformati on about the user The systemof claim1
modalr t her conprising a managenent conponent t hat
determines if the client conmputer is on-line or
off-l1ine, the advertisenent display conponent
11.sel Bomiatpd e glaim 8i @éh@wp@pmznwr@mmayg are-quf pepieds Hrthgpubset of
adV\é\QIQ%IHG%IES ?&Jﬂ I‘Cﬁlotﬂpqﬁig fO 8&]5 cJah Bg a ?IIHCQ&II OfI ﬂe@ﬁcnc? of a— lé][ﬁay, duration
her conpri sing ohent
of mageromlth;e tliewedongpluter, fmapphcvabrimlf oftthe gﬂ'vomscte@ltsl aﬂd/or Storage CapaCIty of
nnection with an application program enpl oyed by the
ﬂw&?‘%ﬁ?“ g%hputer as a function of |evel of advertising
pern1tted by the user. 4. The systemof claim 1,

RS LR TN T L

di spl ay has been nodified. 5. The system of claim 2,
further | Si

conpri sing an update conponent that .
13.5 oI BernafAd St el e ﬁerga@wﬁsg@g@%wﬁfea}ea G elepigd atleast n part
as&ﬁh&{bho@%&ag&@i weemdoh@entdekhtc pgefpUt er is on-1ine.
. The systen1o? claim1l, the subset of advertisenents
|s selected in part as a function of geographic

14.aN AR GRSPEBRAISC th BRRETTrhdRRIseRAbRS bd’iﬁlprls@s Pdy-peeadl
one user of the client computer. 7. The system of

advertigpments. further conprising a server that stores
content in an encrypted formthat is received and
decrypted by the client conputer. 8. A conputer

15.i nph eomputertesdsbleautdivnbavingstared thersen eRapmUuies eyecytable instructions for

erti senents, corrprl Si ng. stori ng
car{é/gx\[ké (r?.l? he%@é ?claﬂgg

I'senments on a client conputer; determ ning
whet her the conputer is on-line or offline; and 14 WO

16.2Oog/c%n%gt%grglm%gmems% nQetlQodGth{t %éc%ui%slésp‘}ay of content, comprising:

delivering content and advertisements to a client computer; and

ensuring display of the advertisements if the content is to be displayed.
17.  The method further comprising encrypting the content.

18.  The method of claim 17, encrypting the content comprises employing encryption that

uses a public key such that only trusted clients have corresponding private keys.
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di spl ayi ng a subset of the advertisenents on the
client conputer as a function of whether the conputer

wo s00en3d2ssne or off-line. 9. The nethod of cl ai PrBUS2006/015054
further conprising nonitoring click through activity

19, 825&?5 ?rgﬁlo'p S Slajgl PETHEL %on?#ging??cgivi\{%eahc%%%fgzﬁ{eaoc gnﬁ'fgélﬂ{tfg&y for the

publiok&r predil@rbytOnardtpagy. conputer. 10. The net hod of
claim8, further conprising selling the advertisenents
via an auction nodel. 11. The nethod of claim 8§,

20.fu fk’)lthB ?{ettgo@rwgiaﬁxh {U@ fexeek :Mmg}]ﬂgi ﬂf@ﬁto?lﬁg fme!famﬂﬁn% witht he
subset o adverti senents ereln the .tine-out .

advg e st AT ITS O e FORR S bR B Gifinaly of the

appHHiiBh F&@raﬂ?:ﬁs_ StuRRADS Ahpefigs. Cl i ent conput er,
I napplicability of the advertisenent, and/or storage
capacity of the client conmputer. 12. The nethod of
claim8, wherein the subset of advertisenents are
content-targeted. 13. The nmethod of claim8, wherein
the subset of advertisenments are selected at least in
part as a function of user geographic and/or
denographic profile. 14. The nethod of claim8, the
subset of advertisenents conprises pay-per cal
advertisenents. 15. A conputer readabl e nedi um having
stored thereon conputer executable instructions for
carrying out the acts of claim8. 16. A
conput er-i npl emented nmet hod that facilitates display
of content, conprising: delivering content and
advertisenents to a client conputer; and ensuring
di splay of the advertisenents if the content is to be
di spl ayed. 17. The nethod further conprising
encrypting the content. 18. The nethod of claim 17,
encrypting the content conprises enploying encryption
that wuses a public key such that only trusted clients
have correspondi ng private keys. 15 WO 2006/ 130258
PCT/US2 0 0 6 /111 5115 4 19. The nethod of claim 18,
further conprising receiving a certificate of
authenticity for the public key provided by a trusted
party. 20. The nmethod of claim 16, further conprising
monitoring for tanpering with advertisenent-rel ated
software running on the conputer, and limting
functionality of the application programas a
function of tanpering. 16
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