WO 2009/ 061741PCT/ US2008/ 082370 COMPUTER ENABLED METHOD AND APPARATUS TO

| NHI BI T CONTENT AND OTHER COPYI NG CROSS- REFERENCE TO RELATED APPLI CATI ON
[0001] This patent application clains priority benefit of U S Provisional
Application No. 61/002,145 filed with the U S. Patent and Trademark O fice
on Novenber 6, 2007 and of U.S. non-provisional Patent Application No.

12/ 069,293 filed wwth the U S. Patent and Trademark O fice on February 7,
2008. The entire contents of those patent applications are hereby

i ncor por at ed"BSP*V¥F &y ence herein. FIELD OF THE | NVERTPER'FO592] Prevention
of conputer content and software (including data) copying, and a nethod to
def eat sane . CBATKGROENBBLED 6B TESHP ANEr AP Pl TRSMEIHIBIY @O TENRaut hori zed
copyi ng) by "hackers" or compisicAla@ébbt R 1S @ major comnmercial problem
wor | dwi de. A substantial portion of the software and digital content
actual Iy purchased by 1 N' ;L ‘Q'Enﬁyﬁﬁﬁh?' that is it is copied

W thout regard to the T gt O e—actoat~ owners. Conput er
software and content typically being distributed on digital nedia is
readi |y col9P¥d. Tiisgapreppali sPriggai oAt & Yeth Piovplaya i PRIGHYE NG or piracy

are rel ati ygdoy, 1we@ki ABdrN@s Paled s Trageark G4 NolasEef tive aider e has

devel oped e field of co rotecti i refers. t.o technology to
frustrate @S&HmE%BVPﬁﬁPw&?ﬁﬁﬁm?ﬁaﬁ°H%RF%éﬁﬁﬁggﬁgF%&ﬁ%?%%&%ﬁai|ab|e to
copyri ght Owierag OficevaFetetay HROGoPy eprot@etts oifhaseiarewplvaiass feen devel oped

over the y@g&gﬁgﬁgﬁ&gh;Xagg&mgégkﬁal data and nedia, and these al so apply
to conputer software Cne current software copy protection technique

i ncludes a dongle, which is a piece of hardware containing an el ectronic
serial nunber that nust be plugped THHVEREIGMONpuUter to run the protected
software. This adds substantial cost for the software publisher. Another
met hod i s 0821 e feavytpibi dfiepmpner emenypt edtveodiecifidre daskcopying ewlur e

cryptosystggﬁmngmﬁ&%ﬁmﬁypicaIIy only used in high security environnents
such as for tinancial transactions. Another technique is a registration key

used when running a conputer prﬁgéaﬁéégﬁ%émare) and required to execute the

program (software). It is also e code norphing or code

obfuscati on which hides the execution | ogic of )
[0003] Software and content piracy (unauthorized copying) by “hackers™ or commezcial

entities is a major commercial problemn worldwide. A substantial portion of the software and

digital content actuaily purchased by consumers is illegally copied, that is it is copied without
regard to the copyright rights of the actual owners. Computer software and content typically

being distributed on digital media is readily copied. The legal weapons against such illegal

copying or piracy are relatively weak and hard to enforce.

[0004]  Therefore there has developed the field of copy protection, which refers to
technology to frustrate such copying rather than to the legal remedies available to copyright
owners. A variety of copy protection schemes have been developed over the years generally
for digital data and media, and these alsc apply to compuier software. One current software
copy protection technique includes a dongle, which is a piece of hardware containing an
electronic serial number that must be plugged into the computer to run the protected software.
This adds substantial cost for the software publisher. Another method is bus encryption, an
encrypted code for use in secure cryptosystems. This is typically only used in high security
environments such as for financial transactions. Another technique is a registration key used
when running a computer program (software) and required to execute the program (software;.

1t is aiso known to use code morphing or code obfuscation which hides the execution logic of



the protected software code. Most of these copy protection schenes create
extra expense for the software vendor or extra trouble for the software
user in terns of installation and use. [0005] A typical personal conputer
copying schene (program of the type widely available to hackers and others
provides a disk image of the file to be copied. Sone of these schenes
actual |y bypass certain known copy protection schemes. Sone copy prograns
are i nt efffetecnd saBware godenog afrhede cepiprowpipnoElives criaie edtie ereneeriat the onput er
sof t war e sékdvenl OOk FoNEE B Y sdrRBFiskiSn RANCHIRINL G IPGE] tion between

t he hackers or pirates who wish to make illegal/unauthorized copies of
comercially avail able software and the software vendors and content

provi der $090RI0 AWySiBal toer s B¥RMutes fphing QR%INE GorB¥rad B 68¢ WiBBRNSailableGs ef or e
there is_an opwgﬁhg need for neﬁﬁ%%é% %ro?%c%ioﬁ net%g%s. %UNNARY [ 0007]

Pr ovi ded PRHEFE 27Ty des palisk érags At Refifde Parrpedpome hssereheashitedy

cur rk ent | %%@Vﬂehamkﬁovﬂﬁéo‘@?@@keé@@m&l%” E. ssaﬁlfetcw@r;ﬂogrml ﬁ@lﬂk@ﬂ&d@@ﬂﬁsem%w COIO?/ ing
packages 0 nexpect e "ille ! cial characters in the volune
(or dire@?%?gégﬁﬁ%ﬁﬁp%wtWH@“?ﬂ%Fﬁ%P%%g$W%ﬁﬁ%& content or data subject to
bei ng copied. This method can be used alone or with a broad range of other
known co rotectjon technol agi es _such as Ri ard (available fraom

Macr ovi s{f%]rqelcg're o lf.y tﬁffr%(ljs Brogs” ?ngﬁtéoni %e§%eeﬁgl{%8(e§n?§ Péfﬁtﬁ%ﬁ”h? ﬁ'éslhtt?) def eat
ths Confmif@ﬂhgﬂ@hﬂﬂmﬁkfgmﬁbWOQﬁdmmﬁﬁmyy@ﬁﬁybhge@@msthmeﬂmenfﬁﬁé@ted

sof t war e, . a resent .l_nvent.| reis
provideda% %%%ﬁg%o% ﬂ%@ﬁé@ﬁﬁgié?%%%ggif%?ﬁﬁﬁ’2%@%%%ﬂg%“ﬁ@ﬁ%gﬁﬁhggegnputer
syst em enwpraomgentd raneivrgpyamoteqsien ateibods. syst em conprising the acts of:
providing a volune or directory designating a storage area in a conputer
storage nedium the volunme or directory having a name, the nanme conform ng
to requirenments of the operating s$SME#RYaltering the name of the volune or
di rect or Yodo9 pREIdUERerats &R %ro%@orﬁﬁ@cﬁ@cﬁnﬁra PRkd 6 QAN ZRGeRY atfGmoper ati ng
system as appropriate respectively for a voFune or directory nanme, whereby
copyi ng GFSEBhrEERRUST sofitrarcy GrdimEhen copPb coRIFYE Packigshibli tsedod wERBOTH] In a
second agRRGh"Ppedill RnPEEIERLhd VB (0P BirectoREMEmé for leQUAARE oPotkdr LEMEW ENt i ON
nmet hod of allowi ng copying of a volunme or directory of copy protected

. py f i f
stored cOht®hEOsr garieichr e dbimmAter cay 8t et eltus Pofifehbroat ReedlWife or
ﬂl r _ect or kn&ﬁﬁdo@ﬁ%ﬁoteﬂ@on&ecﬁxﬁ@ﬁ@@%u@f BRipFuad (ﬁﬂid zllb%l& 8bm l&.&e@fo&@@n @%‘.)Uﬂ]s@nd
aving a nane, the nane being co pr gt ect including a ast one

char act eP"WEEd PEEIYH ‘?E%Odagn%a?i’ﬁ?rg%? it%lgl%fg?t dge fﬂ%“‘sﬁ’é}rﬁﬁg‘iﬁ’ grf?r%iﬁé‘ﬁ%‘f“fl%g system
of the coopttzerf sy stwprotéded sekwadimventi on met hod conprising the acts of:
creating a volunme or directory; assigning a nane to the created vol une or
directory that conforns to respectively volune or directory nane
requi r engéM03ajdh atfhe agperdtliengessy stvemjonathere asgbgdhidngnéthel « oodyendtedihzt he copy
prot ect ed, val r.dir ry to.re tiv .the created directory or
Dot une. - 165090 & o B RN L SEERERLA Pk AR RS S [REHERY
provi ded e wsmfuprevidingadabire areldedeny skeogiange ¢ olpet erca oodeorfiprer swragyi ng out
the ab Ov?neﬁﬁllnb ﬁlg'volume or directory having a name, the name conforming to requirements of the

operating system; altering the name of the volume or directory to include at least one character

not recognized by the operating system as appropriate respectively for a volume or directory

name, whereby copying of content of the volume or directory is inhibited.



BRI EF DESCRI PTI ON OF THE DRAW NGS 100081 Fig. 1 shows a set of volune
nanmes for the Wndows operating system [0009] Fig. 2 shows a vol une nane
with a special character. 100101 Fig. 3 shows the volunme nane of Fig. 2.
100111 Fig. 4 shows the Fig. 3 representation with the special characters
renoved. WO 2009/ 061741PCT/ US2008/ 082370 DETAI LED DESCRI PTI ON Copy
Preventi on Method [0012] This disclosure is directed to nodifying the way
copyri ghﬂ%?a'ftdétm éﬁtwnd(qsms:r fdhryesssfinvigpiion herg isgupiaded gatrgpmvspicamedeickal di sc

or ot her ,ERIR ?Bﬂi@ﬂ_@né@@h&td&oﬁ%&@%@&e& abe@tQthht $Ush if DakmpsReci al
characters are |nc uded in the associ ated volunme nane, for the purpose of

thmartln§W§?%%WﬁW§m¥bt%%%@”&ﬁ”dﬁéﬁ?ﬁd??%@ﬁ“t%ﬁ?mﬁ?mﬁ%g‘%Fmgm@éﬁQP&T pur pose

conmput i Nehe oY GadkOdbiGhe, th naM@b@ﬁ@copy @rdﬁ&f@%@rﬁchﬁiﬁig%ﬂ&@st%ﬁ@&iﬁ%te@nm |y
refers to a S|ngle accessi bl e stora (memr % argg with a S|n%ne file

system DSFFOENS 3 SERORALE 'Bhthg "aPH i PP DERESE g RRPUTHER™ IS ve. A
vol une i Strcﬁlhﬁ&tﬁﬁkﬂe&dd aorllqﬁ@ngﬁie a€lf biv &eatiB@h hoi%amaaﬂﬁsiﬂgﬂlﬁg dnape wper ﬂ.t i ng
SySt ens se vol U cinto ope at | 1 ng tens sSucC as
Ve oo xIECopSIaREs BB pam e C LRSS (R i ROETEE RIS | ng

syst en) . requirements of the operating system; and assigning the content of the copy protected volume or

directory to respectively the created directory or volume.

[0007¢] In a third aspect of the present invention, there is provided a computer readable medium

storing computer code for carrying out the above method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0098] Fig. I shows a set of volume names for the Windows operating system.

[8009] Fig. 2 shows a volume name with a special character.

[0010] Fig. 3 shows the volume name of Fig. 2.

[0011} Fig. 4 shows the Fig. 3 representation with the special characters removed.
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{0014] The usual practice enployed in the creation of a volune nane is to
use one or nore standard ASCI| characters or keyboard characters which are
recogni zed and accepted by operating systens and application software of
various cross platformconputing products. Many applications used in making
unaut hori zed copi es of copy protected content use the volunme nanme of the
content to establish a directory and/or filename on the hard disk drive of
the conputer that is being used to nake the copy. oygh the
characters UEH"“"t'he vol une nane may not be crltlgyﬁvfﬁé&g%cess or the

pl ayback of the original content (such as stored on an optical disc), it

can be critical in the proceBEIALERTHESORETHINt 0 nake a copy of the content.
[ 0015] By inserting certain 'unrecogni zable' characters, 'illegal filenane'

char acter sc@?{ PROASIAAdRed keyboard characters into the name of the vol une,

it has been found that some existing software applications and/or operating

systems nis()blﬁl_alﬂm biids @lsrdﬂézrtéd%m&dﬁg/ﬁg @t @@51 Bpichled &nRE: (Mili@Gt ory with that

vol une na his results 1n an aborted and unsuccei?s ful tterrpt to nmake

t he unaut h#ftvare ehdogesAataRiH oplisar i PHNCE SPEPRAS LBEE FEFR KA BN speci fi es whi ch
are the relRysd)buct harB&taesiEmnciat 50 incieda i ddstoiakerguasaspdoital  char act ers.
[0016] Presented here i h ndows .cont.ext). for altering a
vol ume nan® gﬂ”&iﬁ‘f‘% t%fnpafosnéa%s o‘%ﬁfggﬂ‘eo%leltc—x §J\{§2 W% ]ipn}(pa ‘conventi onal
"screen shatdbutsgvenak pm@lf:tm"esvoluwptlhCW%@W@WW@%&PMW&WWQanarre as "MSN

TEgT;' The, %ﬁ@é&&ﬁméﬁ%&@%&&% tred RHRES dngle DWQyRH0 %Q@zmesldam WS2008/ 082370
modi fy, rep

ace or substitute one or aract in the vol une
name as shyWF At 2 A%d Aigh &ivgr & P‘?:‘Efﬂ"rléal?caﬁ%ﬁ%ﬁ ’I':‘%‘f lﬁ’%ﬂ%}nﬂov’f *hi s exanpl e,
the added sReditAkypehrrast ferhsisd Waukori zontal el lipsis symbol '...' which
is placed at the end of the volune nanme. This character can be generated by

some wor d_pog el RGN AHANBHahGalleadSEhACDBKARYAR Gode for the
symbol re specifica this exanpl e the character was generated

via a stanHﬁWSPﬁd‘Fb@P%ﬁEWD&éP&WP@PI}gSKSé‘“S’}Board usi ng the shortcut key
met hod of Alt plus '0133" froma nuneric PC keypad. Wiile this particul ar

charact er ©6id] d Theusad pepice enbgyet ahefordadonhny RRCHRG BN 1B P°GF PABst W ndows

operating gy3he ¥(§c11 'cﬁara\é@x% oI %Mdk%&ete&s%h&h%aé@Q&&& axfd&bdeﬁt&dﬂ}e copy attenpt
by several currently avail [0017]

e co%%/ % $ lica |ons é or ‘ﬁm
There are §W§Paﬁy5‘%’ﬁsﬁé‘f’ap§b‘§8?"a§f’f“ﬁ f o8t €oF RATOE % oyed such as the
"illegal fMa@}r’@ﬁI&aﬁHﬂaﬁe&Cﬁ;aﬁa&ng ﬁfaﬂhorhedtcepiesb)fcﬁm$t0¥€\ﬂémdmm wgpbkr ati ng syst ens:

V12" " judiciou nd/ Qraobhek ASGlF characters
and/ or ANSP’GiE’i?neaIr?ae cAcgﬁff*t? %é‘%g@?%eg&gtaﬁ?é%@%on ot andard keylgoard
char act er s the gompyleuiivg ishaire nicd r ke te eyt Hab: alfioreh By Poieies profdeti on from

unaut hor i zZggukORME ngy e&hbé &:tl&@torat@&agﬂw@xaybdcﬁpammglalpbwbaede aor use of the

original content of p pard,

unr ecogni z S§HFEOE @I"Pté?@laiillsc)o}“’??(r)ge C‘%c{%‘r\‘a%% Efocf?%s “%/A%n (%?"it?%%{éar%o%hﬁg? acters are

t he forwar émshash (/), the NUL (which marks the end of a nane) and the
colon (:). For UNI X-type including Linux operating systens such characters

are the fofgypd ﬁfl 11%§Ihnéde)talﬂ\/|ﬂh1€<ﬁ0ﬁ1ﬁbfe R@ardicrC 0l Vilef@padhatdads @mnoh-NUL ( or
NI'L). Gre gtgldgrggcéy%garﬁaractgrs into the name of the veolume, it has been found that some

existing software applications and/or operating systems will fail in their attempt to create a

file or directory with that volume name. This results in an aborted and unsuccessful attempt

to make the unauthorized copy. Each operating sysiem specification specifies which are the

relevant characters, also referred to here as special characiers.

[0016] Presented here is an example (in the Windows context) for altering a volume name
of an optical disc storage. Figure 1 shows in a conventional “screen shot” several volumes,

with one conventional volume name as "MVSN TEST". The present method would insert,



10019] Al so disclosed here is a conplenentary "defeat” nethod or
circunvention technique to allow copying of content or other data resident
on optical disc or storage nedia (typically in the formof a conputer file
or files) that is copy protected by use of 'unrecognizable', "illegal
filenanme' or non-standard keyboard characters in the volune nane as

descri bed above, so that the copy protected content can be successfully
copied onto a hard disc drive or other recordabl e i ally in the
U.S. such cSRAPH{* def eat technol ogies are iIIegaﬁﬁﬂh g?gﬁﬁﬁgtigita

M | I enni um Copyri ght Act (DMCA); hence the current description is not

i nt ended troodidveplet e subgindopser were sreciolehastrterys de 5eluByge 2f YOP0P The first

exanpl e Qfmesé%l%@f'ﬁ%@%"ﬁ{fsx@ reek | NE @R URPK! RofdiZadectopyratdram a fil e which
has earlier been copy protected as described,above 1s to _create a new

generic ( dhrhoBeRRIRRY™Y + WG Faraed e S B YRR FTC AT on) vol une Of

di rect ory JR@Br bHE Rndsicd MRk PELEAIRCH1ES2008¢ ASABA0rMMSN Test or any
generic vol r dir ry._na on i LV, L her storage
nedi a and C]Sbleg%re essy?‘%%’qgés g%%rle %ﬁeglgga%}?’lmeégtg }g&? %ghe%gév!‘(ctl rwgsc I(’S%}fdg%ar vol urme,

t her eby i astandprd e(perenel pohmues koyboahd pees ter shoteudeh PPeA A irdiid 1 3nd where its

content i s, @, LORVHGICERRE Rhid e pRi@laeGh@eefWobR be kGZLIoy REsecond exanpl e
of such a nethod of creating an unauthorized %ggd_'s toth%%h% a new user
defi ned any™&E8RIBFHPHRY WP URE VS PPETPe BEETY 'NE ‘{ A58 B RECTORY or

any gener i €e RgPREmQny khealansaldirakattiicopéngapplanipnsipogage. media and simlarl y
process the associated files to the new directory or volunme. [0022] The

third exangh; OfnestGhe REBhH QRS cheh & hilGardR ehiandeb@hiamamgmy is to check
character by character in the coR,}\//ié rotected volu ‘Qg"gL[ﬁqéory nane for
| .

any ' unr ecidgiing giragers’ propipyied py mopt Sirareratigs SYNERY st andar d' keYboar d
char act er Sudf6usgeidsehete M oidd WNETI Cfaradies et AWShEtdndech®S@hnme content and a

simlar na ut without 1 ; i Le, L AGLER “illegal
filenane' %%TB%%ngngﬁ ﬂ%ggik?%g%%%@%?ﬁéﬁﬁgggﬁggﬁda%roc%ggfthe associ at ed
files to tivevidrevrtopisingioe voruthifired corying whilguomisativps ITREHE R 28340 PB| e of such a

met hod of G gakd RgindRokRaditiabhted copy is to check character by character
in the copy protected volume or directory name for 'unrecognizabl e

characters "Ll il ' . - 4, dacharacters and
8} %or I\E/Qf‘cl bS E( [ﬁﬁgﬁl, o fé:? n(x:z?lgg i %;ﬁ?ﬂ?}éc;t F(ﬁ%’(ﬁ@% grd

remove t ho$ unrecogni za S, m%a il ename’ characters or
non- st andafilehake gameirts are Fa fae e plashtp therBdt @hich makethe esrf oPafenydname, and

process t hg. a5508i @t 88pf-lybesctdnd INRxREMMPbyidRs Qkh cHafaierk @ik Yhe
forward slash (/) which is the directory separator and NUL (or NIL).

Circumventiop Method

[0019] Also disclosed here is a compiementary “defeat” method or circumvention
technique to allow copying of content or other data resident on optical disc or storage media
{typically in the form of a computer file or files) that is copy protected by use of
'unrecognizable’, 'illegal filename' or non-standard keyboard characters in the volume name
as described above, so that the copy protected comient can be successfully copied onto & hard
disc drive or other recordable media. Generally in the U.S. such copyright defeat
technologies are illegal under the Digital Millennium Copyright Act (DMCA); hence the

current description is not intended to advocate, endorse or recornmend use of same.

[0020] The first example of such a method of creating an unauthorized copy from a file
which has earlier been copy protected as described above is to create a new generic {and

conforming to the operating systern specification) volume or directory name (such as
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[0024] As an exanpl e of copy protected volune names of an optical disc
Figure 3 (same as Figure 2) shows the volunme name as "MSN TEST ...". in

ths exanpl e, the horizontal ellipsis symbol' ..." is the 'unrecognizable
illegal filenanme' or non-standard keyboard character (or characters). ’
[0025] Figure 4 displays the resulting altered volume name MVSN TEST

2%;?23% any.'up[ec$ﬁniz?ble', "illegal filenanme' or non-standard keyboard

ers in.it. e alteration is carried out by, o]
four exenpl FPYAEYHbLds. This altered vol ume nane P A N Laégeiﬁfgvg

directory on a hard disk drive or any recordable nmedia, and its content i
that of t MV Te rahy ssoamcepitme oNATPTD TSI ALPRINII TS PHYS TR | oozaie nA e

corr eSpon?rie?i&g?i bR Y Sss6Rhica8RE b B nebvhiBebpue cRiBE Ngdy ghiab heeopy protection

and def ea of) I's the,actua#@§$tenation pr o Q%p%&%ng) whi ch execut es

respect i vePlyme HEFRHUWE BT PRV AR S SAER” pr dgrams are readily
coded by onec@frerdinary skill in the art in any convenient conputer
| anguage, in light of this disclosure. [0027] This disclosure is

illustrati nﬁl | Jd 7 Fd o jofal i i

UiryB 12N eheRQbnd chdRhlid Bich b Wethb@bt crdislah Galihansd s Is xeesappar ent to
t hose skl!yedﬁln t he artl%n_li ht of .this dis?I surﬁyqﬁgﬁefg &ﬁfended to
fall wi thiafey BE" EEpIEGPrPHE Y KON R S"%\bs’ ~ R
2009106174} B bAAS26H8) Q8RAM Bk AfitSr any storage media and similarly process the

associated files to the new directory or volume.

[0022] The third example of such a method of creating an unauthorized cepy is to check
character by character in the copy protected volume or directory name for any
‘unrecognizable’, 'illegal filename’, or non-standard keyboard characters and create a new
volume or directory with the same content and a similar name but without those
'unrecognizable’ characters or 'illegal filename’ characters in the new conforming name, and

process the associated files to the new volume or directory.

[0023] The fourth example of such a method of creating an unauthorized copy 1s to check
character by character in the copy protected volume or directory name for ‘snrecognizable’
characters or illegal filename' or non-standard keyboard characters and remove those
‘unrecognizable’ characters, 'illegal filename’ characters or nou-standard keyboard characters

to create the new conforming name, and. process the associated files to the new volume or

directory.

[0024] As an example of copy protected volume names of an optical disc, Figure 3 (same
as Figure 2) shows the volume name as "MYSN TEST ...", In this example, the horizontal
eliipsis symbol "..." is the 'unrecognizable', legal filename' or non-standard keyboard

character {or characters),

[0025] Figure 4 displays the resulting altered volume name MV SN TEST without any
'unrecognizable’, Hllegal filename' or non-standard keyboard characters in it. The alteration is
carried out by, &.g., one of the above four exemplary methods. This altered volume name
could also be made into a directory on a hard disk drive or any recordable media, and its

content is that of the original content.
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What is clainmed: 1. A nethod of copy protecting stored content or data hi
a conputer system environnent having an operating system conprising the
acts of: providing a volune or directory designating a storage area in
a conputer storage nmedium the volume or directory having a nane, the nane
conforming to requirenents of the operating system altering the nane .
of the volune or directory to include at |east one character not recogni zed
by the operating system as appropriate respectively me or

di rectory n3fe?’ ﬂﬂé?eby copyi ng of content of the v%iﬁﬁgﬁ%%gﬁfrectory i's
inhibited. 2. The method of Caim1l, wherein the at | east one character is
not in combidsimahceresicding spbaatmrdericaty of Bigeovemeshrds beh PPTWEEN Y ng syst em

3. The net ' 58 1608d) WhERSlec@RGsplddeaaker is an ASCI 1 or
ext ended E%%?F%%?gﬁgﬁgﬁ%%ﬁ%%§g§Ig%%%g}d?chara ter. ﬁ#. $§%1 t hod of Claim
3, mhereiﬁmﬁﬁ@”éf%W@%%Fméném%ﬁﬁ@%@f@F“F§W§8#gg¥gﬁofw’H?Y g%gup consi sting
of i, ', Jartin any conVenfeni computerdanguaze, in lghy of ik digher®. 5. The nmet hod of Caim 1,
wherein the operating systemis one of a Wndows-type operating system a
UNI X-t ype e abhngsciyet £ ModhdvnlBG ipiRs hikpeodnetat iligesystem 6. A

conput er readabl e nedi um storing conputer code for rryi,ng..out the method
of mé ai m ppparent to those skilied in the art in igght of EthI)S disclosure ang are?ntenge% o %h w%hm ldle

scope of the appended claims.



7. A circunvention nethod of allow ng copying of a volune or directory of
copy protected stored content or data in a conputer system environnent, the
vol une or directory WD 2009/061741PCT/ US2008/ 082370 desi gnating a storage
area in a conputer storage nedium and having a nane, the nane bei ng copy
protected by including at | east one character not recognized as appropriate
for the name by an operating system of the conputer system the

ci rcunventign hod conprising the acts of: creati pgr @M Or
di rectory; WOZS@@@ﬁgning a nanme to the created volunme or directory that

confornms to respectively volume or directory nane requirenents of the
operating system and assi gningydche content of the copy protected
volune or directory to respectivel'y the created directory or volune. 8.
The net hod of - C ai n?, wherein the created volune or directory nanme is user
defi ned. 9¥haTheldmethod of Caim 7, wherein the created volune or directory

nane is ge}r.]er i & method of copy protecting stored content or data in a computer system environment
having an operating system, comprising the acts of;
providing a volume or directory designating a storage area in a computer storage
medinm, the volume or directory having a name, the name conforming to requirements of the
operating system;
altering the name of the volume or directory to include at least one character not
recognized by the operating system as appropriate respectively for a volume or directory

name, whereby copying of content of the volume or directory is inhibited.

2. The method of Claim I, whersin the at least one character is not in conformance with

file naming requirements of the operating system.

3. The method of Claim 1, wherein the at least one character is an ASCII or extended

ASCII or non-standard keyboard character,

4, The method of Claim 3, wherein the at least one character is selected from the group
comsisting of: ...,\,/,:,%,7,",<,>,{,NULand ".
5. "The method of Claim 1, wherein the operating system is one of a Windows-type

operating system, a UNIX-type operating system and a Macintosh-type operating system.

6. A computer readable medivm storing computer code for carrying out the method of
Claim 1.
7. A circumvention method of allowing copying of a volume or directory of copy

protected stored content or data in a computer system environment, the volume or directory



10. The nethod of Caim?7, wherein the created volunme or directory nanme
conforms to the original volunme or directory name and with any character
not recogni zed by the operating systemdeleted or nodified. 11. The nethod
of Claim7, wherein the operating systemis one of a Wndows-type operating
system a UNI X-type operating systemand a Maci ntosh-type operati ng system

12. A conputer readable nedium storing conputer code for carrying out the

met hod of d ai nP.
WO 2009/061741 PCT/US2008/082370

designating a storage area in a computer storage medjum and having a name, the name being
copy protected by including at least one character not recognized as appropriate for the name
by an operating system of the computer system, the circumvention method comprising the
acts oft

creating a volume or directory;

assigning a name to the created volume or directory that conforms to respectively
volume or directory name requirements of the operating system; and

assigning the content of the copy protected volume or directory to respectively the

created directory or volume.

8. The method of Claim 7, wherein the created volume or directory name is user defined.
9. The method of Claim 7, wherein the created volume or directory name is generic.
10.  The method of Claim 7, wherein the created volume or directory name conforms to

the original volume or directory name and with any character not recognized by the operating

system deleted or modified.

11.  The method of Claim 7, wherein the operating system is one of 2 Windows-type

operating system, a UNIX-type operating system and a Macintosh-type operating systern.

12. A computer readable medium storing computer code for carrying out the method of

Claim 7.



