CYBERSECURITY SYSTEM

Cross Reference to Related Applications

This application claims priority under 35 U.S.C.91d) to U.S. Provisional
Application No. 62/066,769, filed October 21, 20ldntitled, “Cybersecurity
System,” the contents of which are incorporateeingn their entirety.

Field of the Invention

The present invention relates to a cybersecuristesy for processing events to
produce scores, alerts, and mitigation actions.

Background of the Invention

Traditionally, cybersecurity systems are limitedtieir ability to account for device
differences in large networks and to perform regmktprocessing. In a large network,
there will be many devices and their behaviors vii# quite different. The
conventional approach is to develop a single bemawiodel for the network or for
each type of device in the network (workstatiormvee switch, router, etc. in the
network). The problem with this approach is thas ttype of approach does not
capture the differences between individual deviéewther limitation of traditional
cybersecurity systems is that conventional behal/imodels are built manually after
enough data has been accumulated, investigatedexloratory data analysis and
analyzed. Traditional systems often require: a grer®o manually build models,
previous state information about entities of insérand distributed / batch analytics
that can process the data in multiple passes apudreedistributed or disk based data.
As such, real time data is not leveraged efficigntlat all.

It is generally desirable to overcome or ameliomate or more of the above described

difficulties, or to at least provide a useful aftative.



Summary of the Invention

According to the present invention there is prosgide cybersecurity system for
processing events to produce scores, alerts, arnigiation actions, the system
comprising:
a plurality of sensors, each of the plurality afisars being configured to:
receive sensor data from the network,
process the sensor data to form events, and
transmit the events;
a distributed analytic platform, the distributedalytic platform configured to:
receive the events from the plurality of sensors,
process the events to form analytic workflows arstrithuted analytic
platform messages each of the distributed anapfitform messages
associated with at least one of an alert, an uptage first analytic
model, and cyber behavioral information, each oé& thAnalytic
workflows:
associated with one or more logical segments, and
including at least one of the first analytic modal,second
analytic model, a rule, a data transformation, andhta aggregation,
and
transmit the analytic workflows and distributed Igtia
platform messages;
a plurality of scoring engines, each of the playatif scoring engines being
configured to:
receive the analytic workflows from the distributadalytic platform,
receive the events from at least one of the ptyraf sensors,
process the received events using the analytic fleavk to produce
scoring engine messages, and
transmit the scoring engine messages; and
a real time analytic engine, the real time analgtigine configured to:

receive the analytic workflows from the distributahlytic platform,
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receive analytic workflow and event processingsule
receive the scoring engine messages from the plurad scoring
engines,
receive the distributed analytic platform messdga®s the distributed
analytic platform, and
process the scoring engine messages and the disttianalytic
platform messages using the analytic workflows fittve distributed analytic
platform and the analytic workflow and event prateg rules to form a threat
intelligence message, wherein the threat inteltgemessage comprises at
least one of:
a broadcast message, the real time analytic ecgimiggured to
transmit the broadcast message,
a mitigation message, the real time analytic engm&igured
to transmit the mitigation message to a controh@langine for taking
a mitigation action associated with a first logisagment of the one or
more logical segments when the processing by thktirae analytic
engine indicates the mitigation action limits tiepact of anomalous
activity, and
a model update message, the real time analytic nengi
configured to transmit the model update messageigdating one or
more analytic workflows when the processing byréed time analytic
engine indicates the model update message impaiviesist one of a
detection rate of the anomalous activity and a ¢gdn in a false
positive rate,
each of the one or more logical segments assogiatin
at least one of the first analytic model, the sécanalytic model, a
third analytic model, a set of analytic modelsanranalytic workflow,
one or more sources of inputs about activity witlihe logical
segment, and
a set of actions for mitigating an impact of theomalous activity

occurring within the logical segment.
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According to the present invention there is alsovgted a cybersecurity system for
processing events to produce scores, alerts, arnigiation actions, the system
comprising:
a plurality of sensors, each of the plurality afisars being configured to:
receive sensor data from the network,
process the sensor data to form events, and
transmit the events;
a distributed analytic platform, the distributedalytic platform configured to:
receive the events from the plurality of sensors,
process the events to form analytic workflows arstrithuted analytic
platform messages each of the distributed anapfitform messages
associated with at least one of an alert, an uptage first analytic
model, and cyber behavioral information, each o& thnalytic
workflows:
associated with one or more logical segments, and
transmit the analytic workflows and distributed lgtia platform
messages;
a scoring engine, the scoring engine configured to:
receive the analytic workflows from the distributadalytic platform,
receive the events from at least one of the ptyraf sensors,
process the events using the analytic workflowsprmduce scoring
engine messages, and
transmit the scoring engine messages; and
a real time analytic engine, the real time analgtigine configured to:
receive the analytic workflows from the distributshlytic platform,
receive analytic workflow and event processingsule
receive the scoring engine messages,
receive the distributed analytic platform messdga®s the distributed

analytic platform, and



process the scoring engine messages and the disttitanalytic
platform messages using the analytic workflows fittv distributed analytic
platform and the analytic workflow and event prateg rules to form a threat
intelligence message, wherein the threat intelbtgemessage comprises at
least one of:
a broadcast message, the real time analytic ercgimiggured to
transmit the broadcast message,
a mitigation message, the real time analytic engmafigured
to transmit the mitigation message to a controh@langine for taking
a mitigation action associated with a first logisagment of the one or
more logical segments when the processing by thktirme analytic
engine indicates the mitigation action limits tiepact of anomalous
activity, and
a model update message, the real time analytic nengi
configured to transmit the model update messageigdating one or
more analytic workflows when the processing byrdsd time analytic
engine indicates the model update message impaiviesist one of a
detection rate of the anomalous activity and a ¢tdn in a false
positive rate,
each of the one or more logical segments assogiatin
at least one of the first analytic model, the sécanalytic model, a
third analytic model, a third analytic model, a sétanalytic models, and an
analytic workflow,
one or more sources of inputs about activity witlihe logical
segment, and
a set of actions for mitigating an impact of theomalous activity

occurring within the logical segment.

Although certain techniques for predictive modeliage known, the approach
described herein can be used to integrate a segthantalytic modeling with a type

of data center micro-segmentation that enablessyiséem to take the appropriate
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mitigation event for each micro-segment. In otheordg, according to some

embodiments, a large enterprise network is firsidédd up into a large number of
homogenous data center micro-segments based dreltavior of the entities in the

micro-segments, the users that interact with thiies) and the packets and flows in
the micro-segments. In particular, large numberssejments are created in the
enterprise in which sensors are placed that calectallata for one or more such
segments. Models are then built for each segmewt,each segment is monitored
with a sensor and a scoring engine, and mitigadictions that are appropriate are
taken for that particular micro segment. In othesrds, the use of event-based
modeling and multiple models are integrated withl tene scoring engines, and data
center micro-segmentation, which allows for effeetiapplication of appropriate

mitigation events for each micro-segment.

Although separating the building of analytic modédsspecial case of which are
behavioral models) and the scoring of analytic nedasing two different
applications is a standard technique in the manioof real time systems and the
generation of alerts, the use of multiple sensoid multiple scoring engines that
communicate over a high performance ESB; the gliditupdate a model interchange
format (MIF) model, such as Portable Format for lties (PFA), using a message
sent over the ESB; the collection of evidence ewsnevent from multiple scoring
engines, each communicating using a threat inezltg message (TIM) to a real time
analytic engine (RTAE) over the ESB; and the preicegsof these TIMs by the RTAE
in order to send out appropriate mitigation evéntgigation TIMs) over the ESB are
each individually significant advances over the wea single scoring engine
processing a single stream of data that can omllace a model interchange format

document with a new one.

In accordance with the disclosed subject mattestesys, methods, and non-transitory
computer-readable media are provided for providingybersecurity system for

processing events to produce scores, alerts, anghtion actions.



In some preferred embodiments, the disclosed subjatier includes a cybersecurity
system for processing events to produce scorass,aad mitigation actions. In some
embodiments, the system includes a plurality ofsees) each of the plurality of
sensors being configured to receive sensor dama fhe@ network, process the sensor
data to form events, and transmit the events. imesembodiments, the system
includes a distributed analytic platform, the diited analytic platform configured
to receive the events from the plurality of sensprecess the events to form analytic
workflows, each of the analytic workflows assoaite@ith one or more logical
segments, and transmit the analytic workflows aistriduted analytic platform
messages. In some embodiments, the system inctugksality of scoring engines,
each of the plurality of scoring engines being muned to receive the analytic
workflows from the distributed analytic platforngceive the events from at least one
of the plurality of sensors, process the receiwahts using the analytic workflows to
produce scoring engine messages, and transmitthimg engine messages. In some
embodiments, the system includes a real time doayigine, the real time analytic
engine configured to receive the analytic workflofsm the distributed analytic
platform, receive analytic workflow and event presiag rules, receive the scoring
engine messages from the plurality of scoring ezgjineceive the distributed analytic
platform messages from the distributed analytidfpten, and process the scoring
engine messages and the distributed analytic platimessages using the analytic
workflows from the distributed analytic platformdathe analytic workflow and event
processing rules to form a threat intelligence mgssIn some embodiments, the
threat intelligence message comprises at leastobraebroadcast message, the real
time analytic engine configured to transmit the doltast message, a mitigation
message, the real time analytic engine configupelainsmit the mitigation message
to a control plane engine for taking a mitigatiani@ associated with a first logical
segment of the one or more logical segments whermptbcessing by the real time
analytic engine indicates the mitigation actionilénthe impact of anomalous activity,
and a model update message, the real time analygime configured to transmit the
model update message for updating one or more tamahorkflows when the

processing by the real time analytic engine in@isathe model update message



improves at least one of a detection rate of tlerabous activity and a reduction in a
false positive rate. In some embodiments, eadhefne or more logical segments
associates an analytic model, a set of analyticatspdr an analytic workflow; one or
more sources of inputs about activity within tbgital segment; and a set of actions
for mitigating an impact of the anomalous activitgcurring within the logical

segment.

In some preferred embodiments, the plurality ofsses, the plurality of scoring
engines, the distributed analytic platform, thel riéd@e analytic engine, and the

control plane engine are connected using an obd&od network.

In some preferred embodiments, the plurality ofsses, the plurality of scoring
engines, the distributed analytic platform, thel riéd@e analytic engine, and the
control plane engine communicate by sending assatimessages over an enterprise

system bus.

In some preferred embodiments, the plurality ofsses, the plurality of scoring
engines, the distributed analytic platform, thel riédme analytic engine, and the
control plane engine are connected using an obé&odl network and communicate by

sending associated messages over an enterprisensyss.

In some embodiments, the system described herdimefucomprises an ingest actors
module, the ingest actors module configured toivecthird party application data
from at least one of a third party application antthird party device, and transmit the
third party application data for further processimgat least one of the plurality of

scoring engines, the distributed analytic platf@ma the real time analytic engine.

In some preferred embodiments, the plurality ofsses, the plurality of scoring
engines, the distributed analytic platform, thel teae analytic engine, the control
plane engine, and the ingest actors module areecteth using an out of band

network.



In some preferred embodiments, the plurality ofsses, the plurality of scoring
engines, the distributed analytic platform, thel teme analytic engine, the control
plane engine, and the ingest actors module comrmateiby sending associated

messages over an enterprise system bus.

In some preferred embodiments, the scoring engirferther configured to receive
the model update messages, and process the updasages concurrently with the

processing of the events.

In some preferred embodiments, to form at leastanine broadcast message, the
mitigation message and the model update messagee#h time analytic engine is
further configured to receive a first output atistftime from at least one of the
plurality of scoring engines, the distributed atialyplatform, and the plurality of
sensors; retrieve first state information corresjpon to the first output; update the
first state information with first output data; pess the updated first state information
by an analytic workflow associated with the reahdi analytic engine to form
processed updated first state information; stoee phocessed updated first state
information in the real time analytic engine; reeea second output at a second time
from at least one of the plurality of scoring eraginthe distributed analytic platform,
and the plurality of sensors; retrieve second ste#tamation corresponding to the
second output; update the second state informatiinsecond output data; process
the updated second state information by the awcalarkflow associated with the real
time analytic engine to form processed updatedrebstate information; form the at
least one of the broadcast message, the mitigatiessage and the model update
message based on the processed updated secondnf&iatgation; and store the

processed updated second state information iretildime analytic engine.

In some preferred embodiments, the real time acadytgine is further configured to
receive an interim output at a third time from eddt one of the plurality of scoring

engines, the distributed analytic platform, and pherality of sensors, wherein the
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third time is subsequent to the first time and ptiothe second time; retrieve interim
state information corresponding to the interim oitpupdate the interim state
information with interim output data; process tipelated interim state information by
the analytic workflow associated with the real tiemealytic engine to form processed
updated interim state information; and store thecgssed updated interim state

information in the real time analytic engine.

In some preferred embodiments, the analytic wowkdlocomprise a Model
Interchange Format document, wherein the Modelréhnge Format document
supports a composition of analytic models; a segatiem of analytic models; an
ensemble of analytic models; a composition of amalynodels with rules; a
composition of analytic models with pre-processiaigd post-processing stages,
wherein the preprocessing and post-processing stagiides data transformations
and data aggregations; and the analytic workflozessh of the analytic workflows
comprising at least one of analytic models, ruldata transformations, data
aggregations, and compositions of the analytic nspdéhe rules, the data

transformations, the data aggregations, the se@tiemns, and the ensembles.

In some preferred embodiments, the real time acadytgine is further configured to
transmit an updated behavioral model to one or nwiréhe plurality of scoring

engines when changes to one or more of the analgikflows exceeds a threshold.

In some preferred embodiments, the events compmtskeast one of data about
network flows, data about packets, data aboutiestitlata about users, data about
workstations and servers, data about routers artdhes, data about external network

entities, and data about internal and externalagsvinteracting with the network.

In some preferred embodiments, one or more of thealgty of sensors and the

plurality of scoring engines are integrated ingrayle application.
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In some preferred embodiments, the real time acadyigine is integrated with one or

more of the plurality of scoring engines.

In some embodiments, the mitigation action compregeleast one of: closing at least
one port, modifying of at least one packet datafrotling the transmission of packets
or flows, blocking a subnet, blocking one or mareeinet Protocols (IPs) or ranges of

IPs, and blocking one or more internal or extetRal

In some preferred embodiments, the mitigation actomprises at least one of:
taking at least one of a server and workstatiohneff creating at least one of a new
virtualized server and new virtualized workstatiom a protected image, and

blocking an action associated with at least onth@fkerver and the workstation.

In some preferred embodiments, the anomalous Bctamprises at least one of a

reconnaissance, exploit, intrusion, compromisedershreat, and attack.

In some preferred embodiments, the mitigation acttomprises at least one of
modifying of at least one packet data, controlling transmission of packets or flows,
and removing authorization and access privilegesafo entity associated with the
anomalous activity, wherein removing authorizateond access privileges comprises
at least one of blocking network access, blockiogeas to network devices, blocking
access to servers, blocking access to workstatiand, blocking access to other

computing devices.

In some preferred embodiments, the anomalous Bcisvassociated with at least one

of an internal bad actor and an external bad actor.
In some preferred embodiments, the system furtbepcises a visualization engine,

the visualization engine including a monitor, thsualization engine configured to

receive statistics and graphical images associatfid the processing of scoring

11



engine messages by the real time analytic engind; display the statistics and

graphical images on the monitor.

In some preferred embodiments, a cybersecurity oritwg disclosed that includes a
plurality of the cybersecurity systems describerkime wherein each of the plurality
of cybersecurity systems is configured to exchaagselected threat intelligence
message with one or more of the other cybersecay$yems, wherein the selected
threat intelligence message is encrypted to prowdesecure mechanism for
transferring information, wherein the informatiam the selected threat intelligence
message does not expose sensitive internal infmmeadbout the transmitting

cybersecurity system.

In some preferred embodiments, the cybersecurisgesy is further configured to
exchange an external threat intelligence messadle a&icompatible third party
system, wherein the external threat intelligencessage is encrypted to provide a
secure mechanism for transferring information, itifermation in the external threat
intelligence message does not expose sensitivenaiteformation about the system
transmitting the external threat intelligence mgssaand the external threat

intelligence message is formatted with a common élidtterchange Format.

In some preferred embodiments, the distributedysicgdlatform is further configured
to receive the scoring engine messages, and prtioesscoring engine messages to

form threat intelligence messages.

In some preferred embodiments, the broadcast messagprises at least one of an

information message, a cyber event message anéramassage.

In some preferred embodiments, each of the plyrafitogical segments is associated
with at least one of a division of the network,i@sdon of the traffic on the network,
a division of users on the network, a division elides on the network, a division

based upon third party data, and data associatibdatvieast one of the divisions of
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the network, the traffic on the network, the usamsthe network, the devices on the

network and third party data.

In some preferred embodiments, at least a firssidin overlaps with at least a second

division.

In some preferred embodiments, at least a firssidin overlaps with at least a second
division and the plurality of sensors, the plusalif scoring engines, the distributed
analytic platform, the real time analytic enginke tcontrol plane engine, and the
ingest actors module communicate by sending agsdcmessages over an enterprise

system bus.

In some preferred embodiments, the disclosed subjatier includes a cybersecurity
system for processing events to produce scorass,aad mitigation actions. In some
embodiments, the system includes a plurality ofsees) each of the plurality of
sensors being configured to receive sensor dama fhe@ network, process the sensor
data to form events, and transmit the events. imesembodiments, the system
includes a distributed analytic platform, the disited analytic platform configured
to receive the events from the plurality of sensprecess the events to form analytic
workflows, each of the analytic workflows assoait@ith one or more logical
segments, and transmit the analytic workflows aistriduted analytic platform
messages. In some embodiments, the system inciudesring engine, the scoring
engine configured to receive the analytic workflofsm the distributed analytic
platform, receive the events from at least onenhefplurality of sensors, process the
events using the analytic workflows to produce sgpengine messages, and transmit
the scoring engine messages. In some embodiméetsystem includes a real time
analytic engine, the real time analytic engine mpmed to receive the analytic
workflows from the distributed analytic platformeceive analytic workflow and
event processing rules, receive the scoring engiessages from the plurality of
scoring engines, receive the distributed analytlatfgrm messages from the

distributed analytic platform, and process the isgprengine messages and the
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distributed analytic platform messages using thalydic workflows from the
distributed analytic platform and the analytic witolw and event processing rules to
form a threat intelligence message. In some embenlisn the threat intelligence
message comprises at least one of a broadcastgees$isa real time analytic engine
configured to transmit the broadcast message, matdn message, the real time
analytic engine configured to transmit the mitigatimessage to a control plane
engine for taking a mitigation action associatethwai first logical segment of the one
or more logical segments when the processing byréla¢ time analytic engine
indicates the mitigation action limits the impa¢tamomalous activity, and a model
update message, the real time analytic engine gunefil to transmit the model update
message for updating one or more analytic workflasuen the processing by the real
time analytic engine indicates the model updatesamgs improves at least one of a
detection rate of the anomalous activity and a ¢edn in a false positive rate. In
some embodiments, each of the one or more logegahents associates an analytic
model, a set of analytic models, or an analytic kftow; one or more sources of
inputs about activity within the logical segmentgaa set of actions for mitigating an

impact of the anomalous activity occurring withive logical segment.

These and other capabilities of the disclosed stimjeatter will be more fully
understood after a review of the following figurdstailed description, and claims. It
is to be understood that the phraseology and tedogy employed herein are for the

purpose of description and should not be regardduingting.

Brief Description of the Figures

Preferred embodiments of the present inventionhareafter described, by way of

non-limiting example only, with reference to theampanying drawings, in which:

Figure 1 is a system diagram showing a cybersegcinamework;.
Figure 2 is a system diagram showing a cybersegcfratmework implemented over

three networks;
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Figure 3 is a system diagram showing network tagsried at different parts of an
enterprise network;

Figure 4 is a block diagram showing a scoring esgin

Figure 5 is a flowchart illustrating a method obpessing and sending messages by
the real time analytic engine;

Figure 6A is a flow chart showing processing ofuitgor events directly;

Figure 6B is a flow chart showing associating onenore persistent states with each
event;

Figure 6C is a flow chart illustrating pre-procegsand post-processing of an analytic
model,

Figure 7 is a system diagram showing processingativork traffic to produce
analytic models;

Figure 8A is a system diagram showing an ensenfbigdels;

Figure 8B is a system diagram showing a composdrachaining of models;

Figure 8C is a system diagram showing segmentectisiod

Figure 9 is a flow chart depicting flow of data ween components in the
cybersecurity framework;

Figure 10 is a system diagram illustrating a respdo an external threat to the cyber
security framework; and

Figure 11 is a system diagram illustrating a respoan internal threat to the cyber

security framework.

Detailed Description of Preferred Embodiments &f litvention

In the following description, numerous specific alst are set forth regarding the
systems and methods of the disclosed subject mattdrthe environment in which
such systems and methods may operate, etc., inr dodgrovide a thorough

understanding of the disclosed subject matterilltbg apparent to one skilled in the
art, however, that the disclosed subject matter beagracticed without such specific
details, and that certain features, which are Wwsdwn in the art, are not described in

detail in order to avoid unnecessary complicatibthe disclosed subject matter. In
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addition, it will be understood that the embodinseptovided below are exemplary,
and that it is contemplated that there are othstesys and methods that are within the
scope of the disclosed subject matter.

Some embodiments of the present disclosure relatereating a cybersecurity
framework. The cybersecurity framework performsedgbn and mitigation actions
in near real-time across a distributed enterprishjle simplifying monitoring,
analytics and deployment.

The processes described herein in some embodimsathe out of band ESB and the
out of band network, which permit processing thrgdaamount of network flow data,
files of packet{PCAP) data, system log data, external threat datd,other data of
interest by the distributed analytic platform; neeal time scoring; near real time
processing of threat intelligence messages (TIMs}jgation events, and model
updates by the various components of the systerd; raar real time analytic
visualization, monitoring, and updates to dashb®ard

Representative actions in the cyber environmentudtec the analysis of cyber
analytic data, building behavioral models, behaliomodel scoring, updating
behavioral models, sending alerts, assessing aks#tgling command, control and

mitigation actions, real time visualization, anceogiing a collaboration framework.

System Architecture

Figure 1 is a system diagram showing a cybersgcingtnework, according to some
embodiments of the present disclosure. Figure vstsensor 102 (also referred to
herein as cyber sensor), ingest actors 104, disédbanalytic platform 106, scoring
engine 108, real time analytic engine (RTAE) 1li8ualization engine 112, control
plane engine 114, and distributed enterprise sendas (ESB) 116. In some
embodiments of the present disclosure, sensor @R saoring engine 108 are

combined into a single integrated application. Fegli also shows additional system
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components, including end points 120, data plar® 4@rvers and workstations 126,
cyber operations (ops) staff and cyber analysts 128 party applications, third

party applications, sources and devices 130, aaddils, switches, and routers 132.

Each of the elements in Figure 1 are describedarerdetail below. Briefly, sensor
102 captures and processes data from the entedaiaglane 122 and passes the data
to ESB 116, where the data is routed for furthecessing. Data plane 122 transmits
data to and from the various devices on the enserpretwork including from end
point devices 120, servers and workstations 128 ,fmewalls, switches, and routers
132. Control plane engine 114 receives processtdfoam ESB 116 and monitors,
configures and re-configures network devices, iticlg switches, routers and
firewalls 132. Scoring engine 108 receives datenfEBSB 116 and for each event in
the stream, processes the event using one or mahgtia models, to produce outputs,
including scores, alerts and messages, as wetla®ed information. Ingest actors 104
capture and process data from third party appbtaoatisources and devices, and send
the data to ESB 116, where the data is routed ddhér processing. Distributed
analytic platform 106 (which can also be referredas an analytic cloud) is a
distributed computing platform that can be usedafioalyzing large amounts of data
and producing various analytic results. Distribusealytic platform 106 receives and
sends data to and from ESB 116, ingest actors ROAE 110, and visualization
engine 112. RTAE 110 receives data from ESB 116 theddistributed analytic
platform 106 and performs near real time computatiesing distributed memory and
specialized processors, such as GPUs, createsreahtime visualizations, and
creates near real time decisions about mitigatictioas by processing data from
multiple scoring engines 108 and other sourcesualigation engine, dashboard and
monitor 112 receives and sends data to and from ESB RTAE 110 and analytic
platform 106, and provides cyber ops and analy88&adlvisual representation of the
other elements described in Figure 1. Visualizagogine, dashboard and monitor
112 can provide user configurable dashboards, geoveal time information and

support for real time queries from RTAE 110, previand visualize the results of
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analysis using the distributed analytic platforn® 1@nd provide interactive ability to

query for entities, alerts, events, PCAP data, fifata, graphs.

As Figure 2 shows, in some embodiments of the ptedisclosure, a cybersecurity
framework can be implemented over three networkguré 2 shows an enterprise
data plane 122, an enterprise control plane 20d,amnout of band system network
206. In some embodiments of the present disclosurenterprise service bus 116 is
deployed over the out of band system network. Titeob band system network 206
connects cyber sensor 102, distributed analytitfqrla 106, RTAE 110, scoring
engine 108, control plane engine 114, and mitigategents 210. In some
embodiments, two or more of the following composecbmmunicate with other
components in the out of band network through ESIB: icyber sensor 102,
distributed analytic platform 106, RTAE 110, scgriengine 108, control plane

engine 114, and mitigation agents 210.

In some embodiments, control plane engine 114 esd $nitigation messages to
mitigation agents 210 through the enterprise comiiame 204. Mitigation agents 210
can be embedded in the control plane engine 11Magrbe embedded or integrated
with other components of the system or with othevices or components of the
enterprise. For example, a mitigation agent 210 tmayntegrated with the control
plane engine 114 and send messages to the entecpnsrol plane to close ports or
block IPs. Mitigation agents 210 send a mitigatamtion to the control plane, which
then takes an action, such as modifying tablesrouter or switch. Mitigation actions
include modifications that result in closing a pasblating an end device, server, or
network service, isolating a subnet, etc. Anothaneple is that a mitigation agent
210 may send a mitigation action to a network dewic the enterprise data plane that

modifies packets or changes the transmission dgtaor flows.

In some embodiments, sensors 102 (also referrdaetein as cyber sensors) are
positioned on the enterprise data plane 122. Asribesl in more detail below,

sensors 102 collect and process network data oartfegprise data plane 122 to send
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the processed data to the out of band system net@@®. In some embodiments,
cyber sensor 102 can be connected directly torsg@mgine 108 (e.g., without being

connected through an ESB 116) or integrated wighsttoring engine 108.

As shown in Figure 2, an enterprise network fundi@s the data plane 122 and
carries the bulk of the data that passes overehgarks in the enterprise. In addition,
some enterprises may use a control plane 204 famamicating control information

to switches, routers, firewalls 132, and other ekndevices. The control 204 and
data plane 122 are logically separate and may or mo& share the same physical
network. In some embodiments of the present disoipghere is also an out of band
system network 206 that the system components aisedmmunication. In this

disclosure, out of band refers to a separate palysitwork from the enterprise data

plane 122 and control plane 204.

In some embodiments of the present disclosuregtihef band system network 206
has higher capacity than the enterprise data pl@@e For example, if the enterprise
data plane is a 10G network, then the out of bamstesn network may be a 40G
network. If the enterprise data plane is a 40G agtwthen the out of band system

network is a 100G network.

In some embodiments, the components described abdvgure 1 are located within
the same network. For example, in some embodimemntigrprise plane 122 and
control plane 204 are in the same network as diggd analytic platform 106,
scoring engine 108, real time analytic engine (RYAIO, visualization engine 112,

and control plane engine 114.

In some embodiments of the present disclosurecybersecurity system described
herein, for example in Figure 1, can be deployed piurality of physical or logical

locations. Each of the deployed cybersecurity systean be configured to exchange
selected threat intelligence messages with oneave rof the cybersecurity systems.

In some embodiments, selected threat intelligenessages are encrypted to provide
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a secure mechanism for transferring information. smme embodiments, the
transferred information in the selected threatliigence message does not expose
sensitive internal information about the transmgticybersecurity system, such as
specific internal devices compromised or specifiteinal IPs under attack, but

instead contains information about types of attaekternal IPs, etc.

In some embodiments of the present disclosurecybersecurity system described
herein can be configured to exchange an extermeathntelligence message with a
compatible third party system. The external thredelligence message can be
encrypted to provide a secure mechanism for tramsfe information. In some

embodiments, the information in the external thrie#&tlligence message does not
expose sensitive internal information about thiatties, such as specific internal
devices compromised or specific internal IPs undttack, but instead contains
information about types of attacks, external IRs, €he external threat intelligence
message can be formatted with a common Model Iné&rge Format for behavioral

models that is understood by the scoring enginesiiltuited analytic platform, and

real time analytic engine.

Figures 1 and 2, taken together, are describedne wuhetail below.
Enterprise Service Bus 116, messages and topics.

In some embodiments of the present disclosuregubhef band system network uses a
distributed enterprise service bus (ESB) 116 fanmmnication. A distributed ESB

116 is language and platform agnostic and can declany enterprise service bus
including, but not limited to AMQP, NSQ, ZeroMQ, R&MQ, Adeptia ESB Suite,

IBM WebSphere ESB, Microsoft BizTalk Server, ancda€e Enterprise Service Bus.
An ESB 116 delivers messages reliably and, in reagbodiments, has a very high
throughput. Generally, an enterprise service busitmis, routes and resolves
communication from a variety of devices. Devices a@aclude end points 120 and
data plane 122. End points include end user devigéssuch as workstation servers,

personal computers and mobile devices such aspbelhes and tablets. The data
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plane 122 includes devices that carry networkitraffich as firewalls, switches, and
routers 132. In addition, control plane trafficfieewall, switches, routers 132 and
other devices that are part of the control plaredge passed to the out of band system

network.

In some embodiments, messages on ESB 116 are ygiligitied into separate
streams, often called topics, each with their owauwes, so that the messages related
to one topic do not interfere with messages relate@nother topic. The present
disclosure in exemplary implementation uses tofcsreate separate queues in the
ESB 116 so that different types of events procebgettie scoring engines, messages
passed to different system components, differgregsyof TIMs, etc. all have different

queues.

Data is passed to the out of band system netwarkpfocessing, analysis, and
visualization in two main ways: via sensors 102 araingest actors 104. Sensors
102 and ingest actors 104 are discussed in moeel delow. The processing and
analysis of data results in the creation of furthecords and (threat intelligence
messages) TIMs, which are passed to the out of BES#| and the creation of real
time visualizations and various reports, all of ethiare described in more detail
below.

Sensors 102.

One way that data enters the system is via senSersors 102 capture and process
data from the enterprise data plane 122 and ergerpontrol plane 204 and pass the
data to the out of band system network for furjm@cessing. Network taps, which
are part of sensor 102, are inserted at key p&antaetwork visibility and mirroring

of network traffic to support real-time process8ensor 102 is described in more
detail below in the description accompanying Figureand 9. Briefly, sensor 102

processes packets and builds records and flowsiatesw with the processed packets.
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In some embodiments, there are at least three :pantsincoming data port an
outgoing data port, and a monitor port. Either atlselected data determined by the
sensor, is mirrored on the monitor port. The datdhe monitor port is processed to
produce records that are passed to the out of B&®l 116 as described below. In
some embodiments of the system, there is also réhf@ort that provides command
and control information to the sensor and tap. fblueth port can be used to change
which data is being collected and processed, ak ageto take certain mitigation
actions, such as not passing through to the ouggmant certain packets. For example,
packets associated with a particular IP, port,aexéd data, or computed feature can
be blocked.

Figure 3 is a system diagram showing network tagseried at different parts of an
enterprise network, according to some embodimehntseopresent disclosure, 302

is a network tap 314 that is at the enterprisevgayebetween the enterprise network
and the external Internet 32Q.302 is the visibility point on network tap 314 @rto
firewall 312 and can be positioned on an extermatich 310. § 302 is the external
facing interface of the customer infrastructurej agpresents the first opportunity to
use statistical and analytical models, and othehrtejues to detect probing,
intrusions, network reconnaissance, attacks orettterprise, and other behavior by
bad actors; to begin the process of attributiog.(edentifying the actor behind the
threatening behavior); and to develop appropriaspanses to stop or to limit the
impact of the behavior. Traditionally, the302 interface is the boundary between the
outside and the inside of the information infrastawe. Normally this is the outward
facing interface of an entire enterprise, but feese purposes; 802 can refer to the
exterior boundary interface, or the outward facinterface of any information
infrastructure; enterprise, container, cloud or kgooup. b 302 is the point where
customers generally implement their first stagetqmtion, usually using a router
Access Control List (ACL) or a commercial firewatlution. Normally these devices
are enforcing a conservative (mostly restrictivegess control policy, and represent
the principal protection point for the infrastruetu For many sites, the 1302
interface is also a Network Address Translation TN Aoint, which modifies packet
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addresses to minimize the exposure of infrastrecidentifiers to external entities.
Types of bad actor behavior seenpahtlude:

1) Remote attempts to discover and penetraterettdefenses;

2) External, but local, strategies to penetratergr infrastructure;

3) Insider mediated external access control meetitons;

4) Internal facilitated external access;

5) Traditional cyber exploitation; and

6) Infrastructure rootkit based exploitation.

I, 304 and 4 306 are internal facing interfaces within the gmigse and anomalous
cyber activity within the enterprise is referredhierein as an internal attack.304 is

a network tap 314 that is positioned between therprnse firewall 312 and the rest of
the internal enterprise networks. Sensor applian806 enables visibility into lateral
network traffic within the enterprise; hetwork taps 306 are positioned on internal
switches 316 and can see traffic to devices, sgcvebservers, enterprise servers,
workstations, desktops, and other such device308 is a network device that can
process data on the enterprise control plane. tergé in many deployments of the
system, except for the simplest networks, therebeilmultiple sensors of types306
andlz 308 For some complex networks there may be multiples@s of typesy302
andl, 304.

In some embodiments, data and activity fran302, kL 304, L 306 and 4 308 are
continuously correlated and scored to command amtk@ all enterprise networks
and components through control plane interfaces@eh02 in conjunction with the
scoring engine 108 and behavior models and RTAE @rbduce TIMs, including
TIM mitigation and TIM model update messages thatgassed along the ESB 116
and consumed by enterprise and network componergspport real time command
and control actions. Examples of mitigation TIMslanodel update TIMs that are
used in some embodiments of the present disclaereescribed below. Briefly, an
example of a mitigation TIM in some embodimentstiod present disclosure is a

message to close a particular port or isolate #cpéar device. An example of a

23



model update TIM in some embodiments of the preskstlosure is lowering a
threshold of an alert in a post-processing elenoérd behavioral model workflow
based upon behavior in the enterprise network. drendetail, the scoring engine 108
parses a model update TIM, to identify the appedpricomponent of the PFA
document to update, such as the value of the tbie @i the appropriate PFA element
in this example, and replaces the current valub®threshold with the new value of
the threshold supplied in the model update TIM. theo example of a model update
TIM in some embodiments of the present disclossrehianging a coefficient in an
analytic model or a coefficient in the pre- or ppsicessing PFA components of an
analytic model.

Ingest actors 104.

A second way that data enters the system is viesingctors 104. Ingest actors 104
can be designed to process data from third pampjicgions (apps), sources and
devices 130. Third party applications (apps), sesirand devices 130 can include
other system components; log files produced by wstatlons, servers, network
devices, and other computing devices on the engerpetworks; information streams
produced by other security applications, includingst based security systems;
external third party sources of data, includingmiation about threats, reputations of
IPs, response policy zone (RPZ) information andteel information; other systems
with the same architecture, either at other geducaply distributed locations of the

same enterprise, or associated with other entemyriand other systems with a
different architecture but following an agreed updormat for exchanging

information.

Ingest actors 104 receive input data to process fome of the sources described
above or directly from the ESB 116. After procegsimgest actors 104 delivers the
processed event back to the ESB 116 for additipmatessing by other system
components. Ingest actors 104 receives input datgrocess from third party

applications (apps), sources and devices 130, anfdrms data processing and the
conversions required so that input data can beitnéted to the ESB 116, RTAE 110
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or distributed analytic platform 106 for furtheropessing. In some embodiments,
processing at ingest actors 104 involves takingitirgata and converting the input
data into a format suitable of ingestion by ESB ,1RFAE 110, or distributed
analytic platform 106.

Scoring Engine 108.

A scoring engine 108 is a module that can imporaaalytic model (or an analytic
workflow) and takes data from the network and frottner system modules. Once an
analytic model is imported, a scoring engine cadra stream of data and for each
event in the stream, process the event using oneocg analytic models, to produce
outputs, including scores, alerts and messagesjelisas related information. The
scoring engine 108 and data flows associated with gcoring engine 108 are

described in more detail below in the descriptiocompanying Figures 7, 9 and 4.

As described above, scoring engine 108 is a mdtalecan score data with statistical
and behavioral models at network speeds. Modeldeanuilt offline from historical
data or from streaming data. In some embodimenrising engine 108 can emit
scoring engine messages, such as alerts, contametalata data and scores. In some
embodiments, scoring engine is PFA-compliant, axrileed in more detail below.
Scoring engine 108 can score data using statistpr@dictive, and data mining
models such as a cluster model, baseline modekday network or a regression and
classification tree. Models can be built offlinesbd on historical data. Models can

also be streaming analytic models, as discussetbie detail below.

Figure 4 is a block diagram showing a scoring emgim accordance with some
embodiments of the present disclosure. Figure 4vshoputs to scoring engine 402,
PFA document 404, PFA execution engine 406, stetat® information for analytic
models 408, model update TIMs 410 and outputs Zh2 inputs to the scoring
engine 402 can be a stream of events, or more @gneaiata records. The scoring

engine 108 processes the inputs 402 using the REAugon engine 406. PFA is a
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language that describes how inputs for analytiesteansformed and aggregated to
produce analytic outputs. The PFA execution endales inputs to the scoring
engine and produces outputs following the proceasdsprocedures (also referred to
herein as the analytic workflows) in the PFA docuiné04. For example, a PFA
document 404 can describe a classification andess@gn tree; the PFA execution
engine 406 takes inputs to the classification agassion trees and produces outputs
of the classification and regression tree. Theisgogngine 108 contains stored state
information for entities and updates this statenmfation as specified in the PFA
document 404. In some embodiments, to update thltanprocessing, the scoring

engine 108 imports a new PFA document 404.

In some embodiments of the present disclosureaiagytic processing in the scoring
engine 108 can also be updated by sending one o model update TIMs to the
scoring engine 108, which updates the appropriadmponents of the PFA
documents, as specified by the model update TIMdéscribed above, the update can
include a change to a threshold value or to a mefit of an algorithm that is part of
an analytic model. This type of update, which femed to herein as a small update,
can be applied by a scoring engine to a streamata thid-stream without stopping
the processing of data by the scoring engine. ltargdates are also possible, such as
switching out an entire PFA document 404.

More generally, a scoring engine 108 in some embedis of the present disclosure
can be based on other Model Interchange Formatex&mplary Model Interchange
Format is based upon a specification that allowsufadating of model information

concurrent with the scoring of data records byrtiael, such as provided by read-
copy-update policy supported by cells and poolthen PFA specification. The read-
copy-update policy allows the PFA document 404 ¢ordad by the scoring engine
concurrent with the updating of some componentthefdocument. Near real time
scoring, as described in some embodiments hegeiglated to supporting concurrent
scoring of data using models with concurrent updgtf models. More generally, an

exemplary Model Interchange Format for the pres#istiosure is based upon a
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specification for describing analytic models andalgtic processing of data by
transformations and aggregations that supportsrasse outputs of analytic models,
transformations and aggregations to the inputs afero analytic models,
transformations and aggregations.

Distributed Analytic Platform 106.

Distributed analytic platform 106 or analytic cloud a distributed computing
platform that can be used for analyzing large ansohdata and producing various
analytic results. Distributed analytic platform 1€én hold large amounts of data for
analysis, both using a distributed file system,hsas Hadoop or MapR, or using a
non-relational (e.g., NoSQL) database, such as elBascumulo, MapR-DB, etc. In
some embodiments of the present disclosure, thebdited analytic platform 106 is a
distributed computing platform that includes suppgor MapReduce and iterative
MapReduce computations, such as those support&pdrk. The distributed analytic
platform 106 in some embodiments of the presemaBsre, also includes support for
performing iterative computations with data eitloer disk, in memory, or both on
disk and in memory, as well as support for NoSQtablases and other specialized
applications and tools for working with distributddta in a systems such as Hadoop,
MapR, Spark, or other distributed computing platfoDistributed analytic platform
106 also includes a REST-based API so that theowsrsystem components can
access data and information in the distributedyaicgblatform 106 in a uniform way,
independent of the particular analytic, processamponent within the distributed
analytic platform that produced the data or infaiiora

The distributed analytic platform 106 receives deden sensors 102 and ingest actors
104 via the distributed ESB 116. In some embodisenthe present disclosure, the
distributed analytic platform 106 also receivesadditectly from ingest actors 104.

There are several types of outputs from the distieddb analytic platform 106,
including: threat intelligence messages (TIMs) & sent to the ESB 116, and from
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the ESB 116 to the control plane engine 114; dath @ata structures describing
visualizations of the data that are sent to the RTAO (as described in more detail
below), and from the RTAE 110 to the visualizatemgine, dashboard and monitor
112; analytic workflows, including analytic modetigscribed in portable format for

analytics (PFA) (as described in more detail beJas) well as other languages that

can be used for describing analytic models forisgogngine 108.

The distributed analytic platform 106 collects,atls, integrates and builds behavioral
models from large collections of flow data (e.gtwork flow streams and data files),
packet data (e.g., PCAP files), and log files froetwork devices, servers, and other
devices. The environment is designed for machisedéarning algorithms that may
take minutes to hours or longer to run. The outpusanalytic workflows, which can
include behavioral models, and distributed analptatform TIMs (also referred to
herein as analytic platform messages). In some dmamts, the analytic workflow
contains many segmented models, each associathdawitgical segment. In some
embodiments, the analytic workflow contains mangnsented workflows, each
associated with a logical segment. In some embausnethis environment is
designed for data scientists and support discavefimew threats and the production

of analytic models for the other environments.

The distributed analytic platform 106 may also udd a virtual machine
infrastructure that can include virtual machinesdontainment of potential malware.
Malware can be executed in a virtual machine, whishisolated from the
cybersecurity framework. In some embodiments, ih&al machines include Linux

containers.

Real Time Analytic Engine 110.

RTAE 110 receives data from ESB 116 and the digteth analytic platform 106 and
performs several functions, including performinganeeal time computations of

derived, aggregated, and transformed data usinghdited memory and specialized
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processors, such as GPUs; creating near real tisn@lizations of network activity,
behavior of enterprise entities, users, and flowstential threats, correlated
behaviors, etc.; and creating near real time dmtssiabout mitigation actions by
processing data from multiple scoring engines aheérosources. Some examples of
creating near real time decisions about mitigatamtions are discussed in the
description accompanying Figures 10 and 11. In sembodiments, data received
from the distributed analytic platform 106 incluaealytic workflows and distributed
analytic messages. In some embodiments, RTAE 14@ ralceives scoring engine
messages from the scoring engine and analytic Yeevkéind event processing rules
from at least one of distributed analytic platfouser configured settings, and results
of third party analytic systems. The near real tmmializations are passed to the
visualization engine, dashboard and monitor 112dieplay. In some embodiments,
the near real time decisions about mitigation evané structured into command and
control (C2) messages (e.g., mitigation TIMs), pds® the ESB 116, which they are
processed by the control plane engine 114, whictuin takes various mitigation
events or actions, such as closing a port, modifypackets, blocking a subnet,
blocking one or more Internet Protocols (IPs) arges of IPs, blocking one or more
internal or external IPs, controlling the transnuesof packets or flows, taking at
least one of a server and workstation offline, tinggat least one of a new virtualized
server and new virtualized workstation from a pct#dd image, blocking an action
associated with at least one of the server and wbekstation etc. In some
embodiments, a mitigation action can also inclufaaving authorization and access
privileges for an entity associated with anomalaasvity. Removing authorization
and access privileges can include at least ondooking network access, blocking
access to network devices, blocking access to mervielocking access to
workstations, and blocking access to other comgudevices. In some embodiments,

RTAE 110 is integrated with one or more scoringieeg into a single application.

In some embodiments, RTAE 110 provides a GPU-basesonment for managing a
massively large number of parallel computing thee&ar real-time analytics. An

RTAE database can also be leveraged by all compuoéhtactors to run in near real
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time large-scale data processing tasks for sophtsti analytics. RTAE 110 includes
a real time statistical engine for summarizing stegus of enterprise in visualization
engine, dashboard and monitor 112; and a real ¢imggne for processing TIMs from
multiple sensors 102, computing the appropriatégatibn action if any, and sending
the appropriate TIM (including score, alert, updatetigation action, etc.). RTAE
110 also includes a REST-based API, so that theusarsystem components can
access data and information in the RTAE 110 in ifotm way, independent of the
particular the particular analytic, process or comgnt within the RTAE 110 that
produced the data or information. Due to the volwheata and the near real time
computations required, specialized processorscraiprocess large blocks of data in
parallel, such as the GPUs used in some embodinoérikee present disclosure, are
used in the RTAE 110.

RTAE 110 can also send command and control (C2)sages called threat
intelligence messages (TIMs) to other componenthéncyber security framework.
For example, the RTAE 110 performs a wide rangewant based actions such as
updating analytics, visualizations and alerts, gaifion actions for the control plane
and distributed sensor updates, etc. Flow agentsgeal by the RTAE 110 similarly
provide the intelligence for the wide variety ofeats enabling publication and
subscription requests and what metachannels atedeio specific topics, types, and

concepts.

In some embodiments of the present disclosureRIMRE 110 produces mitigation
TIMs sent from one or more behavioral models. Ims@mbodiments, the TIMs are
sent to the ESB 116 by scoring engines 108. Thisw&iTIMs are collected by the
RTAE 110, processed, integrated and fed into amatioelel, which, depending upon
the results from the new model, may result in agatton. In some embodiments, an
RTAE 110 communicates a mitigation TIM over ESB 1@@&®ne or more mitigation
agents 210, the mitigation TIM including instruct®oto take specific mitigation

actions, such as closing a port.
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Figure 5 is a flowchart illustrating a method obpessing and sending messages by
the real time analytic engine, according to somebaments of the present

disclosure.

Referring to step 502, first one or more messagas) as TIMs, are received by an
RTAE 110 from one or more scoring engines, theribisted analytic platform or
other system components. As described in more|ldetagin, the first message can
include a TIM generated by the scoring engine erdlstributed analytic platform.
The TIM can include data associated with an alertwith making a small
modification to a PFA document. RTAE 110 can alsoeive analytic workflows
from distributed analytic engine and analytic wéolaf and event processing rules. In
some embodiments, the analytic workflow and eveotcgssing rules can specify
thresholds associated with analytic models or dicalyorkflows. For example, an
analytic workflow and event processing rule cancgpehat all activity related to a
certain analytic workflow with scores beyond a awrtthreshold be classified as
anomalous activity. As described herein, anomal@etivity can include a
reconnaissance, exploit, intrusion, compromisederghreat, and attack.

[0001] Referring to step 504, RTAE 110 proceskeséceived TIM using the
analytic workflows and the analytic workflow andeew processing rules. In some
embodiments, entity information is retrieved fromme tTIM, the associated state
information is retrieved from the RTAE 110, and state information is updated with
information extracted from the received TIM. In soembodiments, the stored state
information is associated with previously receivegssages from at least one of
sensors, scoring engines and the distributed aogligtform .

Referring to step 506, RTAE 110 can take the fallmvactions based on the
processing: i) transmit a broadcast message amstit a model update to a scoring
engine when the RTAE 110 determines that an updatetel is likely to improve the
detection rate or reduce the false positive ratéhefcurrent model; iii) transmit a
mitigation action using the control plane enginal anitigation agents when the
RTAE 110 determines that the received TIM indicaées intrusion or probable
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intrusion, or other anomalous activity; iv) transam analytic model when changes to
an analytic workflow exceed a threshold; and v)twaireceive additional TIMs. In

some embodiments, RTAE 110 processing also incladad/zing the updated state
information to determine if any action should bketa In some embodiments RTAE
110 can send one of a broadcast message, mitigatessage and model update
message after receiving a first output at a firstet from scoring engines, the
distributed analytic platform, and the plurality sénsors. In some embodiments,
RTAE 110 waits to receive several outputs from isgprengines, the distributed

analytic platform, and the plurality of sensorsoprio sending one of a broadcast

message, mitigation message and model update neessag

As described above, RTAE 110 can transmit oneroitigation TIM, a model update
TIM and an analytic model based on the process$tngexample, a TIM received by
an RTAE 110 indicating a likely intrusion at a pdedtected by a sensor and scoring
engine associated with the port can result in &atibn TIM being sent, which will
close the port. At the same time, RTAE 110, basedhe same received TIM, can
send to all the scoring engines a model updategihgra parameter in the scoring
engines to better account for the intrusion oraffeelated to the intrusion. If the
RTAE 110 determines that a scoring engine or oflystem component requires a
change more significant than a threshold amoumtahge, the RTAE 110 can send
an updated behavioral model instead of the moddhtgp In some embodiments,
RTAE 110 can also send a broadcast message, waitlnclude at least one of a

cyber event message and an alert message.

Control Plane Engine 114.

The control plane engine 114 relates to monitorocapfiguring and re-configuring
network devices, including switches, routers amewfalls. The control plane engine
114 is responsible for taking mitigation action®menunicating with mitigation
agents, sending alerts related to the control pland supplying data so that the

visualization engine, dashboard and monitor 112pramide situational awareness of
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the control plane infrastructure. Situational awass in this context refers to
information that provides a summary of the entiirethe control plane; current traffic
on the control plane; the normal traffic on the teonplane; deviations, if any,
between the current traffic and normal traffic; aother information related to
unusual activity, activity associated with potehbad actors, or related behavior. In
some embodiments, control plane engine 114 getgatian TIMs from RTAE 110,
scoring engine 108 and distributed analytic platfd:06.

The control plane engine 114 includes C2 computeradhat generate real time
command and control messages. Preplanned actiensnanaged throughout the
control plane and data plane, such as blockingifspdPs, isolating a suspicious
workstation or redirecting packet flows.

The control plane engine 114 includes DNS, DHCRJ Hh address management
(DDI) 140. The DDI module 140 includes global devigraph, trust protocol 1D
within control flows and device and flow fingerpisn Global device graph includes a
visual representation of all network devices antiviag. Trust protocol ID within
control flows includes encrypted strings within keis. Device and flow fingerprints
are managed by the control plane and utilize theadyc host connection protocol
(DHCP) to uniquely fingerprint all devices on thetwork.

Other system components.

Other system components include a registry (nowshdhat is accessible by all
components. In some embodiments, the registry dedthighly available data about
commonly used services, data structures, messagat® and other information that

simplifies the development and operation of theesys

Behavioral Modeling and Real Time Scoring
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In some embodiments of the present disclosure, iieiah models are utilized to
qguantify the likelihood of cyber intrusions, theepence of bad actors (whether
external actors or “insiders”), and other behawmat warrants action, either the
manual examination by a cyber-analyst or the autethaction of a mitigation

device.

In the present disclosure, a behavioral model sefera statistical, data mining or
other type of algorithm that takes inputs (or “ee&n processes the inputs to
compute features, and processes the features tputerautputs (or “scores”). Events
as described herein usually refer to a temporaltlei@d stream of inputs that are

processed one by one.

Figures 6A-C, 7 and 8 are system diagrams showifgyeht ways that events can be
presented by behavioral models, according to sombodiments of the present

disclosure.

For real time or near real time analytics, evengspaiesented event-by-event and can
be scored event-by-event to produce outputs irriatyaof ways. Figure 6A is a flow
chart showing processing of inputs or events diyeatcording to some embodiments
of the present invention. Data attributes 602 aeluo produce features 604. In some
embodiments, features 604 are formed by transf@mrmaggregating data attributes.
For example, if the data attribute corresponds titow record, an example of a
feature can include a binary variable that equalhén the flow is a short duration
flow, and O otherwise. Features 604 are in turrcggeed by a model 606 to produce
model outputs 608. Figure 6B is a flow chart sh@nassociating one or more feature
vectors (also referred to herein as state vectortd) each event, according to some
embodiments of the present disclosure. An evergdsived 610, and data attributes
are determined for the event 612. The data atgthate used to produce features for
the event 614. When a new event is processed stdoiated stored feature vector or
feature vectors, which are persistent from evergvent, are retrieved and updated

with the data from the new event 616. After thddeavector(s) is updated 618, it is
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used as the input to a behavioral model 620 toym@dutputs 622. An example of a
feature vector that is updated with each eventn®ranalized number of flows in a

specific time window (e.g., within a 10 second nmayvtime window). Figure 6C is a

flow chart illustrating pre-processing 638 and pastcessing 640 of an analytic
model, according to some embodiments of the praefisaliosure. Data pre-processing
638 transforms or aggregates the data, createsrdeaéectors, and performs other
processing as desired, prior to passing the datant@nalytic model 630. Post-
processing 640 transforms and aggregates, comadtkisonal outputs, and performs
other processing as required. As an example of-grosessing, a post-processing
module can compile and evaluate various statisbicketermine if the model has seen
enough events to be considered statistically vdfidtatistically valid, the score is

sent out; otherwise, the score is suppressed.Heomethods shown in Figures 6A,
6B, and 6C multiple models can be used, with thgpuds of one or more models
being used as the inputs to one or more other mpdsl described in more detail

below in the description accompanying Figures 83 a8d 8C.

For batch processing of data in analytics, inpués gathered together in a file, or
multiples files, and the file(s) are processedrtipce the outputs associated with the
analytic models. As mentioned above, for the siedata that is typical in cyber
applications, a distributed analytic platform igddor the analytic processing.

The models themselves that are used to processseweproduce outputs can also be
produced in different ways. As shown below in Fegu7 and 9, a distributed analytic
platform 106 can be used to process the inputs ddels to produce the analytic
model. In some embodiments of the present disaosbe model is expressed in a
model interchange format, such as PFA, when cam lteeused for scoring events in
batch using a distributed analytic platform, orsineaming fashion using a scoring
engine. In one of the embodiments of the presead@sure, PFA models can also be

produced by two other system components: the RTkEtlae scoring engine itself.
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Figure 7 is a system diagram showing processingetfvork traffic to produce
analytic models, according to some embodimenthefpresent disclosure. Figure 7
shows network traffic 702, event record and filédder 704, PFA models repository
706, packet processor 708, scores 710, insights ratch analysis of event data 712,
events 720, PFA models imported 722, enriched nétflow and PCAP files 724,
PFA models exported 726, sensor 102, distributediyaa platform 106, and scoring
engine 108.

Network traffic 702 is collected by sensor 102. €enl02 includes packet processor
708, which is designed to process packet datanatdpeed (i.e., the speed in which
data is moving through the network). Packet prameg88 is able to process packet
data at line speed using highly optimized softwsteeks, and, in some embodiments
of the present disclosure, specialized hardwaresolne embodiments, a zero copy
technique is used for improving packet processiagopmance. Packet processing
includes extracting attributes of packets, suctestination and source ports and IPs,
protocol flags and other attributes of TCP pack&t®P packets, etc., looking at
combinations of extracted attributes to identifg@fic protocols, and enriching the
information with other data, such as Dynamic Hostfi@yuration Protocol (DHCP)
data, geo-location data, etc. Information from mplét packets corresponding to the
same source and destination IPs and ports arega@tdeo produce flow records by
event record and file builder 704 that are passdbd scoring engine 108 through the
ESB 116. In some embodiments of the present disdosnformation from single or
multiple packets are processed to produce othestygp events that are passed to the
scoring engine 108 through the ESB 116. For examiplsome embodiments of the
present disclosure, each packet can scored indildby the scoring engine 108;
selected packets, such as those correspondingetoromore protocol types, or other
attribute or feature, can be scored; or other coatlons of packets can be processed
by the scoring engine 108. Multiple packets ar® @iocessed by event record and
file builder 704 to produce files of packets (PCARS) that are passed to the
distributed analytic platform 106. In some emboditseof the current disclosure, the

sensor 102 processes data in collaboration wittngity engine. The role of the entity
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engine is to enrich the flow events and PCAP filis unique entity identifiers since

IP addresses often times change within enterprigeaments that use DHCP.

The sensor 102 transmits events 720 to scoringherifd8 for real time scoring over
an ESB 116. In some embodiments, scoring enginerd&@s a PFA file 722 from a
PFA model repository 706 containing a descriptiormailtiple models, how to pre-
process the inputs to models, how to post-prodessotitputs of models, how to
compose models, how to send events to segmentedelsnodtc. In some
embodiments, an imported PFA file 722 can expresaralytic workflow. In some
embodiments, the analytic workflow contains muipegmented analytic workflows,
each associated with a logical segment. For exaniptpure 8A shows how the
outputs of multiple analytic models can be combiteegroduce a single output, while
Figure 8B shows how the output of one analytic nhede be used as the inputs to
two or more other analytic models. Analytic modelslude, but are not limited, to
cluster models, baseline models, classification r@ggession trees, neural networks,
random forests, Bayesian models, and any of therosatistical and machine
learning analytic models that are known to expertthe field. Scoring engine 108
converts scores of each event and creates mutiplkes of TIMs, including TIMs
containing scores, event notification, or alertificztion, model update TIMs, and
mitigation TIMs 710. In some embodiments, scoringiee 108 can build additional
event features from the received event informatiorsome embodiments, sensor 102
is controlled by the RTAE 110, which can change tyyme of packets and flows

collected, how events and flows are processedédgehsor, etc.

Sensor 102 also transmits network flow records RGP files 724 to distributed
analytic platform 106. The data transmitted by sbasor may be enriched by adding
at least one of: data and metadata about entibesreed, data and metadata about the
network traffic, data and metadata associated wsbrs, data and metadata about
workstations and servers, data and metadata abotgrs and switches, data and
metadata about external network entities, and dathmetadata about internal and

external devices interacting with the network. Bistted analytic platform 106
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processes the received information, in multiple syaycluding using statistical

algorithms, machine learning algorithms, and othkgorithms to build analytic

models that can be executed by the scoring end®necessing of the received
information in multiple ways as described aboveais example of the batch

processing of event data, flow data, and other da¢ationed elsewhere in this
disclosure. Analysis of the data processed inwlaig can lead to insights about cyber
behavior 712, such as the presence of unusualspicsous behavior. These models
can be exported as a model interchange format,”R-& models 726 to a PFA model
repository 706. The PFA models are received bysttwing engine 108, added to
existing collections of PFA models, which chandes ¢ollection of PFA documents
accessed by the scoring engine 108 for procestimgevents. Distributed analytic

platform 106 can also score the events in batch 712

In some embodiments of the present disclosure tsngan be network flow records
produced by the sensor 102, packet records prodhbgethe sensor 102, records
extracted by the sensor 102 from log files fromwaek devices, workstations,

servers, or other systems, or records extractegorige other mechanism.

In some embodiments of the present disclosure tsnagte events that are associated
with entities, such as network devices, users, attd the inputs are processed by
retrieving one or more state vectors that storsigint information for that entity,

updating the state vector using information from #vent, and then using the update

state vector as the input to the model.

In some embodiments of the present disclosure,aandescribed above with respect
to Figure 2, one or more sensors 102 collect andgss data from the enterprise
being protected, produce event based records, thasevent based records to the
system’s ESB 116, and one or more scoring engi@8gdad the event based records
from the ESB 116, and process the event basedd®tmproduce various outputs.
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In some embodiments of the present disclosure anatyodels are deployed in
scoring engines 108 in order to detect cyber bemand changes in cyber behavior
at line speed as network data is processed. Analgtdels deployed in scoring
engines can be utilized for many different use sase cyber-network. For example,
an analytic model in a scoring engine 108 can leel s detect unexpected changes in
network devices, workstations, servers, etc. Unebgaechanges can be defined in
several ways, including, for example, by changethencommunication patterns of
devices on the networks (*communities of interesii) this case, different types of
models, including baseline models, can be usedetectl changes. Using baseline
models to detect changes can also be employedi¢otdesider or lateral movement
threats. Scoring engine 108 can also be used toradate suspicious behavior across
sources. For example, certain flows may occurgtitrfrom certain countries. If some
of these flows are also found to be associated faited login attempts, then the risk
associated with all of these flows would be eledai®hen the risk score passes a

threshold, an alert is sent.

In some embodiments of the present disclosure,ipieilinodels are present and can
be combined in different ways. Figure 8A is a systiagram showing an ensemble
of models, according to some embodiments of thesgmtedisclosure. Analytic
models 1 802 through n 804 are combined to genglesioutput score 806. The
analytic models can be combined using averagingngoor any other method of
combining the models. For example, voting is used¢dmbine categorical outputs
from multiple models (corresponding to a singleut)pin which the category that
occurs most frequently as the output of the modelkselected as the output of the
ensemble. Figure 8B is a system diagram showin@raposition or chaining of
models, according to some embodiments of the predisnlosure. The output of
analytic model 1 810 can be fed as inputs intoydicamodel 2a 812 and analytic
model 2b 814. The outputs of analytic models 2a&ilfiand 2b 814 can be used as
the inputs to the analytic model 3 816. In some @dithents, analytic model 1 810,
analytic model 2a 812, analytic model 2b 814, amalygic model 3 816 can be any
model. For example, the models are not restriabed particular subset of models.
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The models can be chained together in any configuraFigure 8C is a system
diagram showing segmented models, according to sontediments of the present
disclosure. Each model 820, ..., 822 is associatéud avunique key to distinguish the
segments. Since the models will in general be wdiffe between the different
segments, the same input event will create multiifierent outputs, corresponding

to the various different models, associated withwlrrious segments.

In some embodiments of the present disclosureaBlerfFormat for Analytics (PFA)
is used, since it supports the three types of pialthodels mentioned above, whereas
other Model Interchange Formats (MIF), such as ietied Model Markup Language
(PMML), only support limited types of compositiofimodels, not arbitrary chaining
together of the outputs of one or more models th®oinputs of one or more other

models, as is, for example, supported by PFA.

In some embodiments of the present disclosure eehpydducer is used that exports
a MIF document that is imported into one or morerieg engines. In some
embodiments of the system the MIF document is eert the ESB 116 to the scoring
engines 108 and in some embodiments the MIF docuimdoaded into the scoring
engine 108 via another mechanism, including anaduband network linking the
distributed analytic platform 106 to the scoringimes 108. In some embodiments,

the MIF document is a PFA document.

In some embodiments of the present disclosureethez several different types of
TIMs that are outputs of the models. These inclupgscores associated with input
events that are stored for potential analysis enfttiure; ii) scores associated with
input events that are sent for further processimgmodel update TIMs; and iv)
mitigation TIMs.

Updating behavioral models.

Figure 9 is a flow chart depicting flow of data Wween components in the

cybersecurity framework, according to some embodimef the present disclosure.
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As described briefly above and in more detail bel®VAE 110 and control plane
engine modules and agents can take mitigation retibor example, the analytic
model in the scoring engine 108 can be updatedhenad four ways. First, a new
analytic model can be created in a batch analyiit and exported in a model
interchange format 902. In some embodiments ofpitesent disclosure, the batch
analytic job is run in the distributed analytic ghdeam 106 and exported as PFA. The
batch analytic job uses as inputs data from the@eri02, such as network flow data,
PCAP data, and data from other systems and sererend, a new analytic model
can be created in near real time using the RTAEexipabrted in a model interchange
format 904. In some embodiments of the presentia$isce, the RTAE 110 exports
the model as PFA. Third, changes to the modelfitsal be made through a model
update TIM 410. A model update TIM 410 can inclunfermation so that particular
values, variables, and PFA elements in the PFA meod can be updated without
replacing the entire PFA document. Since PFA docisnean be large in size, the
ability to update specific values and elements gisirnodel update TIM that is the
result of processing TIMs and other informationtbg RTAE 110 contributes to the
speed at which data is processed. Fourth, the pdeasnof the analytic model itself
can be updated in the case the model is a streamalg! in which the parameters or
other components of the model 914 (vs state infoonaassociated with entities) is
updated when events are processed 908. A streamaatgl in this context is an
analytic model that is built from data that is pesed just once as it passes through
the scoring engine. This is in contrast to analytiodels that are built with batch
analytics, as described above, in which data recard persisted to disk, such as the
disk associated with the distributed analytic gatf 106, and can be read and

processed as many times as the particular algoothamalytic requires.

As described above, in some embodiments, sens@gel@ive input events from
network traffic. Type of input events can includeets from network packets, events
from network flows, events from monitoring systenesents from log files, and

events from other systems and applications. Alsdeasribed above, an output of the
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scoring engine 108 can include TIMs. In some embedis, TIMs can include scores
associated with events that are stored for poteatialysis in the future, scores
associated with events that are sent for furtheradyc processing, model update
TIMs, and mitigation TIMs.

An element of the present disclosure is that mieltgcoring engines 108, multiple
sensors 102, or other components of the systeroa@urrently send messages to the
ESB 116 and the scoring engines 102 can be comtlyrrepdated. In some
embodiments of the present disclosure there aréipteuscoring engines 108, which
read model update TIMs. In other words, multiplessgs 102 can be used with
model update TIMs sent over the ESB 116 to conatlyeipdate a scoring engine
108; a single sensor 102 may send model update oids the ESB 116 to update
concurrently multiple scoring engines; or multigensors and multiple scoring
engines may send model update TIMs to update coerdly multiple scoring engines
108 using multiple sensors 102. In some embodiméméssystem described herein
includes only one scoring engine 108 connectedulbiple sensors 102.

In some embodiments of the present disclosures¢beng engine 108 is designed so
that model update TIMs can be processed concuyreiith scoring of events by the

scoring engine so that it is not necessary to gtefscoring engine in order to update
it with a model update TIM. This ability to procedsanges to PFA documents at the
same time that the scoring engine 108 scores eegidts because the PFA standard
contains language components that supports comoyriges described above. In some
embodiments of the present disclosure the impleatient of the scoring engine 108

supports the various concurrency elements suppbstélde PFA standard.

The RTAE 110 processes TIMs and events from thergg@ngines 102 and other
system modules and determines mitigation action®dlsTcontaining mitigation

actions are sent to mitigation agents, which perftte mitigation actions, which, in
some embodiments, use the control plane to chamgeot network devices, such as

routers and switches. In some embodiments, the RTKE scoring engines 108, and
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related system modules are on an ESB 116 runnireg the out of band system
network.

A component of the current present disclosure s dlupport for an analytic
framework that can use multiple models that canctsabined in different ways,
including the following: i) segmented models, inigfhthe inputs are sent to one or
more of the individual models, with each model asged with one or more
restrictions, such as specified time period, a ifpdcnetwork segment, etc.; ii)
ensembles, in which the inputs to the models amenoon and the outputs of two or
more models are combined into a single outputjiprcompositions of models, in

which the output of one or more models are usétesmput of another model.

In some embodiments, models need to be periodicaliyilt or retrained to take into
account changed conditions, such as new behaviamprovement in modeling
technology. When a new model is created, new mochs be compared against
current models to choose a winner (e.g., using gih@amchallenger methodologies).

In some embodiments, the process is human readabl@uditable. Models can also
be incrementally updated. This allows for model®¢omoved into production and to
be built from live data rather than waiting for eigb valid and appropriate historical

training data.

In addition to the types of TIMs already mentionad,important component of the
present disclosure is the use of external TIMsef TIMs, as described in the
present disclosure refer to TIMs generated outsiflethe enterprise by other
enterprises either employing instances of the myster instances of other systems
that generate TIMs that can interoperate with TiMsd by the system described in

the present disclosure.

External TIMs work as described above with the pkioa that external TIMs

corresponding to other instances of the systemritbestcin the present disclosure do
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not contain any identifying information of the emese that generated them, but
instead information such as information about edkrlPs, new thresholds or
components for PFA documents, new post-processiles,retc. that can be shared
between two more enterprises running the systewrides in the present disclosure.

In some embodiments of the present disclosure readtdIMs are created by the
RTAE 110 of the first enterprise; encrypted beftreing passed from the first
enterprise to the second enterprise; decrypteddyséecond enterprise; passed to the
RTAE 110 of the second enterprise. After being inazk by the RTAE 110 of the
second enterprise, the external TIM is processeulasly to the way that internal

TIMs are processed.

External TIMs can be processed automatically byRAAE 110 of the enterprises
that receive them, and, unlike, other types of ahr@formation shared between

enterprises, are not designed for manual processing

In some embodiments of the present disclosurefreadtd IMs can be generated by
other systems using conventions and standards dakeby the various enterprises
sharing external TIMs. For example, TIMs can cantamformation changing
threshold for certain types of alerts, such asdtassociated with lateral movements
within an enterprise or exfiltration of data outasf enterprise. When one enterprise
that accepts and sends external TIMs detects attlofeone of these types, it can
automatically generate an external TIM that cart semther enterprises that accept
external TIMs, which in turn can process the exkiiiiM, and take actions to lower
the thresholds for the attack observed by the dinsérprise.

Streaming analytics.

In some embodiments of the present disclosurearsirgy analytics are used within
the scoring engine 108 to update the parametdtseahodel, the features used in the

model, or the structure of the model itself, vereal/ updating the states associated
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with entities that are scored by the model. In sa@n#odiments of the present
disclosure when a first score is received at postgssing, various statistics are
compiled and evaluated to determine if the moded b@en enough events to be
considered statistically valid. If statisticallylih the score is sent out; otherwise, the

score is suppressed.
For example, the variance or other statisticaltattes of the distributions associated
with one or more features in the model can be caetpand when these statistics fall

below a threshold, scores can be emitted by theemod

Micro-segments for Cyber Analytics

In some embodiments, an enterprise can be dividedding the internal and
external entities that interact with the enterprisgo logical segments that can be
independently modeled, monitored and mitigated. Tdggcal segments are also
referred to herein as micro cyber segments. Asribestbelow, each logical segment
can associate: i) at least one of an analytic maglelet of analytic models, or an
analytic workflow; ii) one or more sources of inpw@tbout activity within the logical
segment (e.g., tap points); and a set of actiomsnfitigating the impact of the

anomalous activity occurring within the logical sent.

The present disclosure in some embodiments makesfutiousands to hundreds of
thousands or more micro cyber segments. In someo@mints of the present
disclosure, different ways to divide an enterpiige micro cyber segments are used,
depending upon the cyber behavior of interestatredytic model being used, and the
mitigation being used. In other words, in some ednnents, different, often

overlapping, micro cyber segments are used ataime $ime.

A micro cyber segment is defined by splitting artegporise using one or more
dimensions. Dimensions can be defined using ategaf the network, including IP,

network segment; attributes of the devices beingleteal, including type of device,
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etc.; features of the network or device, such ambmr of flows during a specified
time window, cardinality of the graph created wlwere device communicates with
another device, etc.; features of the flows assediavith a device, such as type of
protocol used, etc.; attributes and features ofitibernal and external entities that
interact with the network, including type of usenle of user, etc.; temporal

dimensions, such as time of day, day of week, etc.

A micro cyber segment can be created by using onertgion and creating different
segments by partitioning the dimension into diffénegions; or taking the product of
two or more dimensions, and separately partitiomagh dimension to create multi-

dimensional segments.

Once the partitioning into different segments is@€a separate analytic model for the
data associated with the entities in that segmemomputed. For this to be done,
some embodiments use sensors that monitor relelaatfor entities, users or flows

associated with that segment and collect and psabesdata.

In addition to monitoring and modeling a micro cyb&egment, one or more
mitigation actions are defined for that segmentiddiion actions may include black
listing the entities associated with that segmerthat switches and routers no longer
send data to the entities in that segment; blatind) certain ports associated with the
entities in that segment; modifying data flowingtoinor out of the segment;
redirecting traffic to or from the segment; restaytthe entities associated with
devices in the segment from a clean install; usingalization techniques or moving

target techniques to increase the security of thiées, etc.

One of the criteria for deciding upon the apprdgerisegmentation is to create
segments that are homogenous enough in their @rytic behavior that they can
be modeled with an analytic model. For examplepseds can be divided until the
variance or other statistical attributes of therdistions associated with one or more

features or other components of the models in eneagfall below a threshold and
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are stable over time. In some embodiments, thaidivs can include a division of the
network, a division of the traffic on the netwogkdivision of users on the network, a
division of devices on the network, a division lzhsgon other data, including third
party data, and data associated with at least btigeadivisions of the network, the
traffic on the network, the users on the netwdnk, devices on the network, and third
party data. In some embodiments, one or more divgsican overlap with another

division.

In some embodiments of the present disclosureytnahodels associated with each
micro cyber segment are expressed in model intagghéormat, such as PFA, and a
scoring engine is used so that micro cyber segnertshbe monitored at line speed
and mitigation events can be sent out in near treed as events are scored by the

scoring engine.

Moving Target Defense Using Virtual Environments

In some embodiments, the RTAE 110 includes a \ideéense module (VDM) 150
that is integrated with micro cyber segments feating, managing, and tearing down
virtual environments including their correspondimgtual networks. The virtual
networks associated with these virtual environmentfuding routing information
from lp and | to I, as described above in Figure 3. Virtual defenselute 150
receives ID d and ID k. As discussed above, IRihcludes data received external to a
firewall, and ID | includes data received internal to a firewallstime embodiments,
ID is an encrypted, immutable, globally unique IBUID) for all network and data
packets within the cybersecurity framework, whighaleles machines to uniquely
separate “allowed” activity from “suspicious” acdtiv ID can enable parallel real-
world and virtual world environments to operate @taneously in addition to their
management, visualization, analytics, alerting, #cenables unique baselines and
analytics to be based on the entire history opaltikets entering the cyber security
framework throughout their processing and utilizathistory. In some embodiments,

event triggers for enabled for machine speed paaf@d mitigations when ID packets
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are detected (e.g., lateral movement, unauthoridzeffastructure changes,

unauthorized VPNSs, spoofing, etc.).

In some embodiments, virtual defense module 13 esi secure virtual machines or
virtual containers with IDs to create and managéh bitrusted” and “untrusted”
physical and virtual environments for dynamic coexly. In this way, a “virtual
attack surface” can be created for identifying steps activity. This forces the
attacker to distinguish the real (“trusted”) entesp data and processes from the
hundreds to tens of thousands of virtual envirorsdfuntrusted”) dramatically
reducing the probability that an attacker is susftésand increasing the probability of
detection and mitigation. DDI infrastructure casaabe utilized to manipulate packet
flows and interconnections within and between theual and real world networks
and components. Virtual defense module 150 can rdigadly re-direct from the
control plane suspicious active to specified virteavironments for pre-planned
actions triggered by scoring engine. Trust relaiops can be enabled between the
container, its content and the framework thereltgrekng uses for ldentity Access
Management (IDAM) and Attribute Based Access Cdr(tBAC ) for policy based

access control to all data and machine processhmiie cyber security framework.

Example Detection and Mitigation

Figure 10 is a system diagram illustrating a respdo an external threat to the cyber
security framework, according to some embodimefthe present disclosure. The
process includes an external bad actor 1006 imgain attack, sensor 102 / scoring
engine 1 1002 detects threat and publishes a TIB51IRTAE 110 receives message
and decides on mitigation and publishes to ESB Xb#étrol plane engine 114

receives mitigation action (MA) 1003 within mitigat TIM 1008, sensors 102 and

scoring engine 2 1004 receive model update TIM & update state, and control
plane engine 114 takes action closing the portriBgaengine 1 1002 and scoring

engine 2 1004 have similar functionality as scoengine 108 described herein.
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At step 1011, the attack initiated by the extedpadl actor 1006 bypasses IDS and
firewall Access Control List (ACL) rules and pass@®ugh the firewall 132.

At step 1012, sensor 102 processes packets and ffom the external threat 1006.
Scoring engine 1 1002 generates TIM 1005 whenteate a threat event. Scoring
engine 1 1002 publishes threat event and TIM 108Ghstributed ESB 116.

At step 1013, RTAE 110 receives the threat evedt™dM sent by ESB 116. RTAE
110 process TIM 1005 from scoring engine 1 1002 RTAE 110 decides on
mitigation based on the TIM 1005.

At step 1014, RTAE 110 decides on mitigation. RTAE publishes one of a model
update TIM 906 and a mitigation TIM 1008 to allralents connected on ESB 116.

At step 1015, control plane engine 114 receivesitgation TIM 1008 associated
with IP reputation changes resulting in actionshsas blocking the IP or port or
alerting analysts of anomalous activity. Contrchr@ engine 114 takes mitigation

action 1003 by closing the port used by the extexatr 1006.

At step 1016, scoring engine 2 1004 and other sgangines connected on the ESB
116 receive a model-update TIM 906 from RTAE 11@ ahmange their scoring

behavior to better detect bad actors employinglambiehavior.

Figure 11 is a system diagram illustrating a respoan internal threat to the cyber
security framework, according to some embodimenthe present disclosure. The
process includes an internal bad actor 1106 imlaan attack, sensor 102 / scoring
engine 1 1102 detects threat and publishes a TIO51IRTAE 110 receives message,
RTAE 110 decides on mitigation and publishes to BB, control plane engine 114
receives a mitigation TIM 1008, sensors 102 / sgpangine 2 1104 receives model

update TIM 906 and updates state, and control engjene 114 takes action closing
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port. Scoring engine 1 1102 and scoring engine @ Ifave similar functionality as

scoring engine 108 described herein.

At step 1111, an internal actor 1106 initiates mekw reconnaissance (e.g.,

reconnaissance of critical assets) within the enitex network.

At step 1112, sensor 102 processes packets and fisgociated with the internal
threat. Scoring engine 1102 creates events fronp#okets and flows and sends a
TIM 1005 to ESB 116.

At step 1113, RTAE 110 processes the TIM 1005 bgriESB 116. In step 3, RTAE
110 decides on mitigation based on the TIM. RTAB piiblishes mitigation TIM
1008 over the ESB 116 to control engine plane Iidita all entities affiliated with
the mitigation actions in the data plane 122 suchirawalls, routers, switches 132 or

endpoints 120 such as workstations, servers orledbvices.

At step 1114, the mitigation TIM is sent to the EBE5.

At step 1115, control plane engine 114 receivesntiteggation TIM 1008. Control
plane engine 114 takes action by closing the pget by the internal bad actor 1106.

At step 1116, scoring engine 2 1104 (and any asleering engines on ESB 116)
receive the model update TIM 906 from RTAE 110 ahdnge their scoring behavior
to better detect bad actors with similar behavior.

The subject matter described herein can be impleaden digital electronic circuitry,
or in computer software, firmware, or hardware)uding the structures disclosed in
this specification and structural equivalents tbérer in combinations of them. The
subject matter described herein can be implemeagemhe or more computer program
products, such as one or more computer programgibtgnembodied in an

information carrier (e.g., in a machine readableagje device), or embodied in a
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propagated signal, for execution by, or to conth@ operation of, data processing
apparatus (e.g., a programmable processor, a cemput multiple computers). A
computer program (also known as a program, softveféware application, or code)
can be written in any form of programming languageluding compiled or
interpreted languages, and it can be deployed ynf@am, including as a stand-alone
program or as a module, component, subroutine tteer ainit suitable for use in a
computing environment. A computer program does nemtessarily correspond to a
file. A program can be stored in a portion of a tihat holds other programs or data,
in a single file dedicated to the program in questior in multiple coordinated files
(e.g., files that store one or more modules, sugnams, or portions of code). A
computer program can be deployed to be executesnencomputer or on multiple
computers at one site or distributed across maltgtes and interconnected by a

communication network.

The processes and logic flows described in thigifipation, including the method
steps of the subject matter described herein, @rmpdsformed by one or more
programmable processors executing one or more demguograms to perform
functions of the subject matter described hereinopgrating on input data and
generating output. The processes and logic flows alao be performed by, and
apparatus of the subject matter described heremn beaimplemented as, special
purpose logic circuitry, e.g., an FPGA (field pragmrmable gate array) or an ASIC

(application specific integrated circuit).

Processors suitable for the execution of a compptegram include, by way of
example, both general and special purpose micrepsars, including multi-
processors, such as GPUs, and any one or morespoycef any kind of digital
computer. Generally, a processor will receive ungions and data from a read only
memory or a random access memory or both. The &mselements of a computer
are a processor for executing instructions andoomeore memory devices for storing
instructions and data. Generally, a computer w#loainclude, or be operatively

coupled to receive data from or transfer data tdyath, one or more mass storage
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devices for storing data, e.g., magnetic, magnettical disks, or optical disks.
Information carriers suitable for embodying compyieogram instructions and data
include all forms of nonvolatile memory, includibg way of example semiconductor
memory devices, (e.g., EPROM, EEPROM, and flash angndevices); magnetic
disks, (e.g., internal hard disks or removable g)iskagneto optical disks; and optical
disks (e.g., CD and DVD disks). The processor &ledtmemory can be supplemented

by, or incorporated in, special purpose logic dirgu

To provide for interaction with a user, the subjetatter described herein can be
implemented on a computer having a display dewcg,, a LCD (liquid crystal
display), LED (Light-Emitting Diode), OLED (Organitight-Emitting Diode), or
CRT (cathode ray tube) monitor, for displaying mmh@tion to the user and a
keyboard and a pointing device, (e.g., a mousetaackball), by which the user can
provide input to the computer. Other kinds of desican be used to provide for
interaction with a user as well. For example, festtlprovided to the user can be any
form of sensory feedback, (e.g., visual feedbadkditary feedback, or tactile
feedback), and input from the user can be receivezhy form, including acoustic,

speech, or tactile input.

The subject matter described herein can be impleeden a computing system that
includes one or more back end components (e.g.ata derver), middleware

components (e.g., an application server), or freml components (e.g., a client
computer having a graphical user interface or a lwelwser through which a user can
interact with an implementation of the subject mmattiescribed herein), or any
combination of such back end, middleware, and freami components, either on
physical hardware, on virtual environments, or gsinntainer-based technology for
deploying applications, such as Linux containeifse Tomponents of the system can
be interconnected by any form or medium of digdata communication, e.g., a
communication network. Examples of communicatiobwoeks include a local area

network (“LAN”) and a wide area network (“WAN"), @, the Internet.
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It is to be understood that the disclosed subjeaitanis not limited in its application
to the details of construction and to the arrangemef the components set forth in
the following description or illustrated in the diags. The disclosed subject matter
is capable of other embodiments and of being medtand carried out in various
ways. Also, it is to be understood that the phriggoand terminology employed

herein are for the purpose of description and shoat be regarded as limiting.

As such, those skilled in the art will apprecidtattthe conception, upon which this
disclosure is based, may readily be utilized asasisbfor the designing of other
structures, methods, and systems for carryinghmuséveral purposes of the disclosed
subject matter. It is important, therefore, that thaims be regarded as including such
equivalent constructions insofar as they do noadepom the spirit and scope of the

disclosed subject matter.

Although the disclosed subject matter has beenritbestc and illustrated in the
foregoing exemplary embodiments, it is understduat the present disclosure has
been made only by way of example, and that numecbiasiges in the details of
implementation of the disclosed subject matter tmaynade without departing from
the spirit and scope of the disclosed subject mattkich is limited only by the

claims which follow.

Throughout this specification and the claims wHalow, unless the context requires
otherwise, the word *“comprise”, and variations suels “comprises” and

“comprising”, will be understood to imply the inglion of a stated integer or step or
group of integers or steps but not the exclusioanyf other integer or step or group of

integers or steps.
The reference in this specification to any prioblpation (or information derived

from it), or to any matter which is known, is naind should not be taken as an

acknowledgment or admission or any form of suggasthat that prior publication
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(or information derived from it) or known matteras part of the common general

knowledge in the field of endeavour to which ttpedfication relates.
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Claims Defining the Invention

1. A cybersecurity system for processing eventprtmuce scores, alerts, and
mitigation actions, the system comprising:
a plurality of sensors, each of the plurality afisars being configured to:
receive sensor data from the network,
process the sensor data to form events, and
transmit the events;
a distributed analytic platform, the distributedalytic platform configured to:
receive the events from the plurality of sensors,
process the events to form analytic workflows arstrithuted analytic
platform messages each of the distributed anapfitform messages
associated with at least one of an alert, an uptage first analytic
model, and cyber behavioral information, each o& thnalytic
workflows:
associated with one or more logical segments, and
including at least one of the first analytic modal,second
analytic model, a rule, a data transformation, anthta aggregation,
and
transmit the analytic workflows and distributed Igtia
platform messages;
a plurality of scoring engines, each of the playatif scoring engines being
configured to:
receive the analytic workflows from the distributadalytic platform,
receive the events from at least one of the ptyraf sensors,
process the received events using the analytic fleovk to produce
scoring engine messages, and
transmit the scoring engine messages; and
a real time analytic engine, the real time analgtigine configured to:
receive the analytic workflows from the distributuhlytic platform,

receive analytic workflow and event processingsule
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receive the scoring engine messages from the plurad scoring
engines,
receive the distributed analytic platform messdgas the distributed
analytic platform, and
process the scoring engine messages and the disttianalytic
platform messages using the analytic workflows fittv distributed analytic
platform and the analytic workflow and event prateg rules to form a threat
intelligence message, wherein the threat intelbgemessage comprises at
least one of:
a broadcast message, the real time analytic ercgimiggured to
transmit the broadcast message,
a mitigation message, the real time analytic engmafigured
to transmit the mitigation message to a controh@langine for taking
a mitigation action associated with a first logisagment of the one or
more logical segments when the processing by thktirae analytic
engine indicates the mitigation action limits tiepact of anomalous
activity, and
a model update message, the real time analytic nengi
configured to transmit the model update messageigdating one or
more analytic workflows when the processing byrdsd time analytic
engine indicates the model update message impaiviesist one of a
detection rate of the anomalous activity and a ¢tdn in a false
positive rate,
each of the one or more logical segments assogiatin
at least one of the first analytic model, the sécanalytic model, a
third analytic model, a set of analytic modelsanranalytic workflow,
one or more sources of inputs about activity witlihe logical
segment, and
a set of actions for mitigating an impact of theomalous activity

occurring within the logical segment.
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2. The system of claim 1, wherein the plurality sgnsors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, and

the control plane engine are connected using anfdudnd network.

3. The system of claim 1, wherein the plurality sgnsors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, and
the control plane engine communicate by sendingceted messages over an
enterprise system bus.

4, The system of claim 2, wherein the plurality sgnsors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, and
the control plane engine communicate by sendingcet®d messages over an

enterprise system bus.

5. The system of claim 1, further comprising anestgactors module, the ingest
actors module configured to:

receive third party application data from at leaste of a third party
application and a third party device, and

transmit the third party application data for fttprocessing by at least one
of the plurality of scoring engines, the distritdinalytic platform and the real time

analytic engine.

6. The system of claim 5, wherein the plurality sgnsors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, the
control plane engine, and the ingest actors moaleconnected using an out of band
network.

7. The system of claim 5, wherein the plurality sgnsors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, the
control plane engine, and the ingest actors modudemunicate by sending

associated messages over an enterprise system bus.
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8. The system of claim 1, wherein the scoring emggrfurther configured to:
receive the model update messages, and
process the update messages concurrently withrtleessing of the events.

9. The system of claim 1, wherein to form at least of the broadcast message,
the mitigation message and the model update mesegeeal time analytic engine is
further configured to:

receive a first output at a first time from at kease of the plurality of scoring
engines, the distributed analytic platform, andghgality of sensors;

retrieve first state information correspondingtte first output;

update the first state information with first outplata;

process the updated first state information byraalysic workflow associated
with the real time analytic engine to form procekspdated first state information;

store the processed updated first state informatiothe real time analytic
engine;

receive a second output at a second time fromaat lene of the plurality of
scoring engines, the distributed analytic platfoamd the plurality of sensors;

retrieve second state information correspondintpéosecond output;

update the second state information with seconpubutata;

process the updated second state information by atiheytic workflow
associated with the real time analytic engine tonfprocessed updated second state
information;

form the at least one of the broadcast messagaitigation message and the
model update message based on the processed updeted state information; and

store the processed updated second state informatithe real time analytic

engine.

10. The system of claim 9, wherein the real timalgic engine is further

configured to:
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receive an interim output at a third time from eddt one of the plurality of
scoring engines, the distributed analytic platforamd the plurality of sensors,
wherein the third time is subsequent to the firmetand prior to the second time;

retrieve interim state information correspondinghe interim output;

update the interim state information with interiotut data;

process the updated interim state information by #malytic workflow
associated with the real time analytic engine tonfprocessed updated interim state
information; and

store the processed updated interim state infoomati the real time analytic

engine.

11. The system of claim 1, wherein the analytic kifowws comprise a Model
Interchange Format document, wherein the Modelréhnge Format document
supports:

a composition of analytic models;

a segmentation of analytic models;

an ensemble of analytic models;

a composition of analytic models with rules;

a composition of analytic models with pre-procegsand post-processing
stages, wherein the preprocessing and post-progesstages includes data
transformations and data aggregations; and

the analytic workflows, each of the analytic wodkits further comprising
compositions of at least one of the analytic mgdels rules, the data transformations,
the data aggregations, the segmentations, anchsesndbles.

12. The system of claim 1, wherein the real timalgic engine is further
configured to:

transmit an updated behavioral model to one or nuréhe plurality of
scoring engines when changes to one or more o#tlaéytic workflows exceeds a
threshold.
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13.  The system of claim 1, wherein the events camt least one of:

data about network flows, data about packets, dhtait entities, data about users,
data about workstations and servers, data abouéerso@and switches, data about
external network entities, and data about inteanal external devices interacting with

the network.

14. The system of claim 1, wherein one or morénefglurality of sensors and the

plurality of scoring engines are integrated ingrayle application.

15.  The system of claim 1, wherein the real timalyic engine is integrated with

one or more of the plurality of scoring engines.

16.  The system of claim 1, wherein the mitigatiotiam comprises at least one of:
closing at least one port,
modifying of at least one packet data,
controlling the transmission of packets or flows,
blocking a subnet,
blocking one or more Internet Protocols (IPs) oges of IPs, and

blocking one or more internal or external IPs.

17.  The system of claim 1, wherein the mitigatiotiaam comprises at least one of:
taking at least one of a server and workstaticitinef
creating at least one of a new virtualized servad aew virtualized
workstation from a protected image; and
blocking an action associated with at least oneth#f server and the

workstation.

18. The system of claim 1, wherein the anomalotisigccomprises at least one

of a reconnaissance, exploit, intrusion, compromisgder threat, and attack.
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19.  The system of claim 18, wherein the mitigatamtion comprises at least one
of: modifying of at least one packet data, coninglithe transmission of packets or
flows, and removing authorization and access i@k for an entity associated with
the anomalous activity, wherein removing authormatand access privileges
comprises at least one of blocking network acce$scking access to network
devices, blocking access to servers, blocking actesvorkstations, and blocking

access to other computing devices.

20.  The system of claim 18, wherein the anomalatisity is associated with at

least one of an internal bad actor and an extéadlactor.

21. The system of claim 1, further comprising auslgation engine, the
visualization engine including a monitor, the viszetion engine configured to:
receive statistics and graphical images associat#ld the processing of
scoring engine messages by the real time analygme; and
display the statistics and graphical images ombaitor.

22.  The system of claim 1, configured to exchangexernal threat intelligence
message with a compatible third party system, where
the external threat intelligence message is enedyfd provide a secure
mechanism for transferring information;
the information in the external threat intelligenmoessage does not expose
sensitive internal information about the systemgnaitting the external threat
intelligence message; and
the external threat intelligence message is foedattith a common Model

Interchange Format.

23. The system of claim 1, wherein the distribuggtlytic platform is further
configured to:
receive the scoring engine messages; and

process the scoring engine messages to fornt thteligence messages.
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24.  The system of claim 1, wherein the broadcasisage comprises at least one

of an information message, a cyber event messataraalert message.

25.  The system of claim 1, wherein each of the gityr of logical segments is
associated with at least one of a division of teevork, a division of the traffic on the
network, a division of users on the network, a sl of devices on the network, a
division based upon third party data, and data cssal with at least one of the
divisions of the network, the traffic on the netkothe users on the network, the

devices on the network and third party data.

26.  The system of claim 25, wherein at least & dirgsion overlaps with at least a

second division.

27. The system of claim 26, wherein the pluralifysensors, the plurality of
scoring engines, the distributed analytic platfothe real time analytic engine, the
control plane engine, and the ingest actors modudemunicate by sending

associated messages over an enterprise system bus.

28. A cybersecurity network comprising a pluralitfythe cybersecurity systems
of claim 1, wherein each of the plurality of cylesrity systems is configured to
exchange a selected threat intelligence messade avie or more of the other
cybersecurity systems, wherein:

the selected threat intelligence message is ptedyto provide a secure
mechanism for transferring information, wherein itfermation in the selected threat
intelligence message does not expose sensitivenaitanformation about the
transmitting cybersecurity system.

29. A cybersecurity system for processing eventprtmluce scores, alerts, and

mitigation actions, the system comprising:
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a plurality of sensors, each of the plurality afisars being configured to:
receive sensor data from the network,
process the sensor data to form events, and
transmit the events;
a distributed analytic platform, the distributedlytic platform configured to:
receive the events from the plurality of sensors,
process the events to form analytic workflows arstrithuted analytic
platform messages each of the distributed anapfitform messages
associated with at least one of an alert, an uptage first analytic
model, and cyber behavioral information, each o& thnalytic
workflows:
associated with one or more logical segments, and
transmit the analytic workflows and distributed lgtia platform
messages;
a scoring engine, the scoring engine configured to:
receive the analytic workflows from the distributadalytic platform,
receive the events from at least one of the ptyraf sensors,
process the events using the analytic workflowsprduce scoring
engine messages, and
transmit the scoring engine messages; and
a real time analytic engine, the real time analgtigine configured to:
receive the analytic workflows from the distributshlytic platform,
receive analytic workflow and event processingsule
receive the scoring engine messages,
receive the distributed analytic platform messdga® the distributed
analytic platform, and
process the scoring engine messages and the disttibanalytic
platform messages using the analytic workflows fittve distributed analytic
platform and the analytic workflow and event praieg rules to form a threat
intelligence message, wherein the threat inteltgemessage comprises at

least one of:

63



a broadcast message, the real time analytic ercgimiggured to
transmit the broadcast message,
a mitigation message, the real time analytic engmafigured
to transmit the mitigation message to a controh@langine for taking
a mitigation action associated with a first logisagment of the one or
more logical segments when the processing by thketiree analytic
engine indicates the mitigation action limits tinepact of anomalous
activity, and
a model update message, the real time analytic nengi
configured to transmit the model update messageigdating one or
more analytic workflows when the processing byrdsd time analytic
engine indicates the model update message impaiviesist one of a
detection rate of the anomalous activity and a ¢tdn in a false
positive rate,
each of the one or more logical segments assogiatin
at least one of the first analytic model, the sécanalytic model, a
third analytic model, a third analytic model, a sétanalytic models, and an
analytic workflow,
one or more sources of inputs about activity witlihe logical
segment, and
a set of actions for mitigating an impact of theomalous activity

occurring within the logical segment.
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