[DESCRIPTION]

[Title of Invention]

INFORMATION PROCESSING APPARATUS, INFORMATION
PROCESSING METHOD, AND STORAGE MEDIUM

[Technical Field]
[0001]

The present invention relates to an information
processing apparatus, an information processing method,

and a storage medium.

[Background Art]
[0002]

Patent Literature 1 discloses a ticket-less
boarding system in which biometric information such as
a face image is used as a boarding ticket to perform a
procedure with the biometric information in a plurality
of procedure areas (a security inspection site, an
immigration site, a Dboarding gate, and the 1like)

without a ticket medium being presented.

[Citation List]
[Patent Literature]
[0003]
PTL 1: Japanese Patent Application Laid-Open No.
2007-79656

[Summary of Invention]
[Technical Problem]
[0004]

As 1illustrated in Patent Literature 1 as an
example, in a current airport, a passenger arbitrarily
chooses either one o0of a method with Dbiometric
authentication and a conventional method of causing a
recording medium such as a boarding ticket to be read
by a terminal apparatus and performs a procedure

related to boarding on an airplane in accordance with



the chosen method. However, to improve the throughput
in the airport, there is a demand for further
facilitating use of Dbiometric authentication Dby
passengers.

[0005]

Accordingly, in view of the problem described
above, the present invention intends to provide an
information processing apparatus, an information
processing method, and a storage medium that can
facilitate use of biometric information in procedures

related to boarding of passengers.

[Solution to Problem]
[0006]

According to one example aspect of the present
invention, provided is an information processing
apparatus including: an acquisition unit that acquires
first history information indicating that a procedure
related to boarding of a passenger in an airport was
performed with Dbiometric authentication and second
history information indicating that the procedure was
performed with reading of a medium; and an output unit
that outputs usage status of the biometric
authentication in the procedure based on the first
history information and the second history information.
[0007]

According to another example aspect of the
present invention, provided is an information
processing method including: acquiring first history
information indicating that a procedure related to
boarding of a passenger in an airport was performed
with biometric authentication and second Thistory
information indicating that the procedure was performed
with reading of a medium; and outputting usage status
of the biometric authentication in the procedure based
on the first history information and the second history

information.



[0008]

According to yet another example aspect of the
present invention, provided is a storage medium storing
a program that causes a computer to perform: acquiring
first history information indicating that a procedure
related to boarding of a passenger in an airport was
performed with Dbiometric authentication and second
history information indicating that the procedure was
performed with reading of a medium; and outputting
usage status of the biometric authentication in the
procedure based on the first history information and

the second history information.

[Advantageous Effects of Invention]
[0009]

According to the ©present invention, it is
possible to provide an information processing apparatus,
an information processing method, and a storage medium
that can facilitate use of biometric authentication in

procedures related to boarding of passengers.

[Brief Description of Drawings]
[0010]
[Fig. 1]

Fig. 1 is a block diagram illustrating a general
configuration example of an information processing
system in a first example embodiment.

[Fig. 2]

Fig. 2 is a diagram illustrating one example of
information stored in a token ID information database
in the first example embodiment.

[Fig. 3]

Fig. 3 is a diagram illustrating one example of
information stored in a passage history information
database in the first example embodiment.

[Fig. 4]

Fig. 4 is a diagram illustrating one example of



information stored in an authentication history
information database in the first example embodiment.
[Fig. 5]

Fig. 5 is a diagram illustrating one example of
information stored in an operation information database
in the first example embodiment.

[Fig. 6]

Fig. 6 is a diagram illustrating one example of
information stored in a reservation information
database in the first example embodiment.

[Fig. 7]

Fig. 7 is a Dblock diagram illustrating one
example of a hardware configuration of a management
server in the first example embodiment.

[Fig. 8]

Fig. 8 is a Dblock diagram illustrating one
example of a hardware configuration of a check-in
terminal in the first example embodiment.

[Fig. 9]

Fig. 9 1is a Dblock diagram illustrating one
example of a hardware configuration of an automatic
baggage drop-off machine in the first example
embodiment.

[Fig. 10]

Fig. 10 is a Dblock diagram illustrating one
example of a hardware configuration of a security
inspection apparatus in the first example embodiment.
[Fig. 11]

Fig. 11 is a block diagram illustrating one
example of a hardware configuration of an automated
gate apparatus in the first example embodiment.

[Fig. 12]

Fig. 12 is a Dblock diagram illustrating one
example of a hardware configuration of a boarding gate
apparatus in the first example embodiment.

[Fig. 13]

Fig. 13 is a block diagram illustrating one



example of a hardware configuration of an operation
terminal in the first example embodiment.
[Fig. 14]

Fig. 14 is a sequence diagram illustrating one
example of the process in a reservation system, the
check-in terminal, and the management server in the
first example embodiment.

[Fig. 15]

Fig. 15 is a sequence diagram illustrating one
example of the process in the automatic baggage drop-
off machine and the management server in the first
example embodiment.

[Fig. 16]

Fig. 16 is a sequence diagram illustrating one
example of the process 1in the security inspection
apparatus and the management server in the first
example embodiment.

[Fig. 17]

Fig. 17 is a sequence diagram illustrating one
example of the process in the automated gate apparatus
and the management server in the first example
embodiment.

[Fig. 18]

Fig. 18 is a sequence diagram illustrating one
example of the process in the boarding gate apparatus
and the management server in the first example
embodiment.

[Fig. 19]

Fig. 19 is a sequence diagram illustrating one
example of the process in the reservation system, the
operation terminal, and the management server in the
first example embodiment.

[Fig. 20]

Fig. 20 is a flowchart illustrating one example
of the process in the management server in the first
example embodiment.

[Fig. 21]



Fig. 21 is a
a window output by
example embodiment.
22]

Fig.

[Fig.
22 is a
a window output by
example embodiment.
23]
Fig.

[Fig.
23 1is a
a window output by
example embodiment.
24]
Fig.

[Fig.
24 is a
a window output by
example embodiment.
25]
Fig.

[Fig.
25 1is a
a window output by
example embodiment.
26]
Fig.

[Fig.
26 is a
a window output by
example embodiment.
27]
Fig.

[Fig.

27 1is

diagram illustrating one example of

the management server in the first

diagram illustrating one example of

the management server in the first

diagram illustrating one example of

the management server in the first

diagram illustrating one example of

the management server in the first

diagram illustrating one example of

the management server in the first

diagram illustrating one example of

the management server in the first

a schematic diagram illustrating a

neural network used in a learning process in a second

example embodiment.
28]
Fig.

[Fig.

28 is a flowchart illustrating one example

of the process in the management server in the second

example embodiment.
29]
Fig.

[Fig.
29 is a
a window output by
example embodiment.
301
Fig.

[Fig.

diagram illustrating one example of

the management server in the second

30 is a block diagram illustrating a general



configuration example of an information processing

apparatus in a third example embodiment.

[Description of Embodiments]
[0011]

Illustrative example embodiments of the present
invention will be described below with reference to the
drawings. Throughout the drawings, the same components
or corresponding components are labeled with the same
references, and the description thereof may be omitted

or simplified.

[First Example Embodiment]
[0012]

Fig. 1 is a block diagram illustrating an example
of the overall configuration of an information
processing system 1 in the present example embodiment.
The information processing system 1 1s a computer
system that manages and supports an operation related
to an inspection procedure at immigration to a user
(hereafter, referred to as a “passenger”) U at an
airport A. The information processing system 1 is
operated by a public institution such as an office of
administration of immigration or a consignee consigned
for the operation of the institution, for example.
Unlike the information processing system 1, a
reservation system 2 is a computer system provided in
an airline company. The reservation system 2 includes
a reservation information database 3 that manages
boarding reservation information. Note that, although
only one reservation system 2 1is illustrated for
simplified illustration in Fig. 1, the reservation
system 2 is provided for each of a plurality of airline
companies.

[0013]
In the information processing system 1 of the

present example embodiment, a check-in terminal 20, an



automatic baggage drop-off machine 30, a security
inspection apparatus 40, an automated gate apparatus 50,
and a boarding gate apparatus 60 are connected to a
common management server 10 wvia the network NwWl,
respectively.

[0014]

Similarly, in the reservation system 2 of each
airline company, the check—-in terminal 20, the
automatic baggage drop-off machine 30, the security
inspection apparatus 40, the automated gate apparatus
50, and the boarding gate apparatus 60 are connected to
a server (not illustrated) via the network NW2,
respectively. Operation terminals 22 (32, 42, 52, 62)
used by staff members S1 to S5 are connected to the
management server 10 via the network NW1l and connected
to a server of the reservation system 2 via the network
NW2, respectively. Note that each operation terminal
22 (32, 42, 52, 62) may be connected to the networks
NW1l and NW2 via access points (not illustrated).

[0015]

The networks NW1l and NW2 are formed of a local
area network (LAN) including LAN of the airport A, a
wide area network (WAN), a mobile communication network,
or the like. The connection scheme is not limited to a
wired scheme but may be a wireless scheme. The
networks NW1l and NW2 are different networks from each
other. That is, in the present example embodiment, the
information processing system 1 is not directly
connected to the reservation system 2.

[0016]

The management server 10 is provided 1in a
facility of an airport company or the like that runs
the airport A, for example. Note that the management
server 10 may be a cloud server instead of a server
installed in a facility where an operation is actually
provided. Further, the management server 10 1is not

necessarily required to be a single server but may be



an entity formed as a server group including a
plurality of servers.
[0017]

As illustrated in Fig. 1, inspection procedures
at departure from the country in the airport A are
sequentially performed at five touch points P1 to P5.
The relationship between respective apparatuses and the
touch points Pl to P5 will be described below.

[0018]

The check-in terminal 20 is installed in a check-
in lobby (hereafter, referred to as “touch point P1")
in the airport A. The check-in terminal 20 is a self-
service terminal by which the user U performs a check-
in procedure (boarding procedure) by himself/herself.
Further, the operation terminal 22 1is installed in a
manned counter in the check-in lobby. The staff member
S1 uses the operation terminal 22 in order to perform a
check—-in procedure of +the wuser U. The check—-in
procedure is a procedure to register information used
for identifying the user U who is going to board an
airplane. Upon completion of the procedure at the
touch point P1l, the user U moves to a baggage counter
or a security inspection site.

[0019]

The automatic baggage drop-off machine 30 1is
installed at a baggage counter (hereafter, referred to
as “touch point P2”) in the airport A. The automatic
baggage drop-off machine 30 is a self-service terminal
which is operated by the user U by himself/herself to
perform a procedure of dropping off baggage that is not
carried in an airplane (baggage drop-off procedure).
Further, the operation terminal 32 is installed in a
manned baggage counter. The staff member S3 uses the
operation terminal 32 in order to perform a baggage
drop-off procedure of the user U. Upon completion of
the procedure at the touch point P2, the user U moves

to a security inspection site. Note that, when the
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user U does not drop off his/her baggage, the procedure
at the touch point P2 is omitted.
[0020]

The security inspection apparatus 40 is installed
in a security inspection site (hereafter, referred to
as “touch point P3”) in the airport A. The security
inspection apparatus 40 is an apparatus that wuses a
metal detector to check whether or not the user U wears
a metal that may be a dangerous object. Note that the
term “security inspection apparatus” in the present
example embodiment is used as a meaning including an X-
ray inspection apparatus that uses an X-ray to check
whether or not there is a dangerous object in carry-on
baggage or the 1like, a terminal apparatus of a
passenger reconciliation system (PRS) that determines
whether or not to permit passage of the user U at the
entrance of a security inspection site, or the 1like
without being limited to a metal detector. The user U
who completes a check-in procedure or an automatic
baggage drop-off procedure goes through a security
inspection procedure by the security inspection
apparatus 40 in the security inspection site. Upon
completion of the procedure at the touch point P3, the
user U moves to an immigration site.

[0021]

The automated gate apparatus 50 is installed in
an immigration site (hereafter, referred to as “touch
point P4”) in the airport A. The automated gate
apparatus 50 is an apparatus that automatically
performs an i1mmigration procedure of the wuser U.
Further, the operation terminal 52 1is installed in a
manned counter in the immigration site. The staff
member S4 uses the operation terminal 52 in order to
perform an immigration procedure of the user U. Upon
completion of the procedure at the touch point P4, the
user U moves to a departure area in which a duty-free

shop and a boarding gate are provided.
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[0022]

The boarding gate apparatus 60 1is a passage
control apparatus installed for each boarding gate
(hereafter, referred to as “touch point P5”) in the
departure area. The boarding gate apparatus 60
confirms that the user U is a passenger of an airplane
who is allowed to board via the boarding gate. Further,
the operation terminal 62 is installed in a manned
counter at a boarding gate. The staff member S5 uses
the operation terminal 62 in order to perform a
boarding procedure for the user U to board an airplane.
Upon completion of the procedure at the touch point P5,
the user U boards the airplane and departs from the
country.

[0023]

As illustrated in Fig. 1, the management server
10 has a token ID information DB 11, a passage history
information DB 12, an authentication history
information DB 13, and an operation information DB 14.
Note that databases included in the management server
10 are not limited to the above databases.

[0024]

Fig. 2 is a diagram illustrating one example of
information stored in the token ID information DB 11.
The token ID information DB 11 has data items of “token
ID”, ™“group ID”, “feature amount”, “registered face
image”, “token issuance time”, “token issuance device
name”, “invalid flag”, and Y“invalidated time”. The
token ID is an identifier that uniquely identifies 1ID
information. In the present example embodiment, the
token ID is temporarily issued provided that there is a
matching in a matching result between a passport face
image read from a passport at the touch point Pl and a
face image obtained by capturing the user U having the
passport. Then, when the user U finishes a procedure
at the touch point P5 (boarding gate), the token ID is

invalidated. That 1s, the token ID is a onetime 1ID
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having a lifetime (life cycle).
[0025]

The group ID is an identifier used for grouping
ID information. The feature amount is a value
extracted from biometric information. For example, the
same group ID 1is set for the wuser U having an
accompanying person or the users U of a party traveler.
The registered face image is a face image registered
for the user U. The term of biometric information in
the present example embodiment means a face image and a
feature amount extracted from the face image. Note
that the biometric information is not limited to a face
image and a face feature amount. That 1is, a
fingerprint image, a palm-print image, a pinna image,
an iris image, or the like may be used as the biometric
information of the user U to perform biometric
authentication.

[0026]

The token issuance time 1s the time when the
management server 10 issues a token 1ID. The token
issuance device name is a name of a device from which a
registered face image that triggers issuance of a token
ID is acquired. The invalid flag is flag information
indicating whether or not the token ID 1is currently
valid. Once a token ID 1is issued, the invalid flag
becomes a value of “1” indicating that the token ID is
valid. Further, once a predetermined condition 1is
satisfied, the invalid flag is wupdated to a wvalue of
“0” indicating that the token ID 1is invalid. The
invalidated time is a timestamp when the invalid flag
is disabled.

[0027]

Fig. 3 is a diagram illustrating one example of
information stored in the passage history information
DB 12. The passage history information DB 12 has data
items of “passage history ID”, “passage touch point”,

“passage time”, “device name”, “operation system type”,
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“token ID”, “reservation number”, and “airline code”.
The passage history ID is an identifier that uniquely
identifies passage history information. The passage
touch point corresponds to each name of the touch
points Pl to P5 where the wuser U has passed. The
passage time corresponds to each timestamp when the
user U has passed by each of the touch points Pl to P5.
The device name is a model name of an operation
terminal used in each procedure at the touch points P1
to P5. The operation system type 1is a type of an
operation system to which an operation terminal belongs.
Note that, by extracting the passage history
information on a token ID basis, the management server
10 can recognize up to which touch point the user U has
completed the procedure. Further, 1in the present
example embodiment, the reservation number and the
airline code are data items that are stored instead of
the token ID when a recording medium such as a boarding
ticket is read to perform a procedure at a touch point.
That 1s, passage history information is registered in
the passage history information DB 12 for both cases
where the procedure at each of the touch points P1 to
P5 1is performed with a method in accordance with
biometric authentication and where the procedure 1is
performed with a conventional method of reading a
recording medium.

[0028]

Fig. 4 is a diagram illustrating one example of
information stored in the authentication history
information DB 13. The authentication history
information DB 13 has data items of “authentication
history ID”, “token ID”, “authentication touch point”,
“device name”, “location ID”, “authentication score”,
“authentication processing time”, and “authentication
result” (success/failure of biometric authentication).
The authentication history ID 1is an identifier that

uniquely identifies authentication history information.
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The authentication touch point corresponds to the name
of a touch point at which an authentication process is
performed. The device name is a model name (device
information) of a terminal apparatus used in biometric
authentication at the touch points Pl to P5. The
location ID 1is an identifier (location information)
that uniquely identifies respective sections in which
terminal apparatuses are arranged at the touch points
Pl to P5. ©Note that, since a token ID is included in
authentication history information, the token ID can be
used as a key to acquire attribute information on a

passenger from the operation information DB 14

described later. Further, attribute information on a
passenger (age, sexuality, membership category,
nationality, or the 1like) may be stored in the

authentication history information.
[0029]

Fig. 5 is a diagram illustrating one example of
information stored in the operation information DB 14.
The operation information DB 14 has data items of
“token ID”, “reservation number”, “airline code”,
“passenger name”, “departure place”, “destination
place”, “flight number”, “date of flight”, “seat
number”, “seat class” (for example, first «class /
business class / economy class), “nationality”,
“passport number”, “family name”, “first name”, “date
of birth”, “sexuality”, “membership category”, “with or
without accompanying person” (for example, an infant, a
young child, a person needing a helper, or the 1like),
and “accompanying person category”. The reservation
number 1s an identifier that uniquely identifies
reservation information regarding Dboarding to an
airplane. The airline <code 1s an identifier that
uniquely identifies an airline company.

[0030]
Fig. 6 is a diagram illustrating one example of

information stored in the reservation information DB 3.
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The reservation information DB 3 has data items of
“reservation number”, “airline code”, “passenger name”,
“departure place”, “destination place”, “flight number”,
“date of flight”, “seat number”, “seat class”,
“nationality”, “passport number”, “family name”, “first
name”, “date of Dbirth”, “sexuality”, “membership
category”, “with or without accompanying person”, and
“accompanying person category”.

[0031]

In the present example embodiment, once a
terminal apparatus at each touch point (the check-in
terminal 20 or the like) reads a reservation number and
an airline code from an airline ticket medium presented
by the wuser U, the terminal apparatus can inqgquire
boarding reservation information from the reservation
system 2 of an airline company corresponding to the
airline code based on the reservation number. Note
that a method of inquiring boarding reservation
information from the reservation system 2 is not
limited thereto.

[0032]

Further, after a token ID and a face image of the
user U are registered in the token ID information DB 11,
boarding reservation information acquired from the
reservation information DB 3 1is associated with the
token ID and registered in the operation information DB
14. Thereby, a terminal apparatus at each touch point
can acquire operation information including boarding
reservation information from the operation information
DB 14 by wusing the token ID as a key and use the
acquired operation information in a procedure at each
touch point.

[0033]

Next, with reference to Fig. 7 to Fig. 13, an
example of a hardware configuration of each apparatus
forming the information processing system 1 will be

described. Note that, since devices whose names are
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the same but references only are different in Fig. 7 to
Fig. 13 are devices having a similar function, detailed
description thereof will be omitted in the subsequent
drawings.

[0034]

Fig. 7 is a Dblock diagram illustrating one
example of a hardware configuration of the management
server 10. As illustrated in Fig. 7, the management
server 10 has a central processing unit (CPU) 101, a
random access memory (RAM) 102, a storage device 103,
and a communication I/F 104. Each device is connected
to a bus line 105.

[0035]

The CPU 101 is a processor that has a function of
performing a predetermined operation in accordance with
a program stored 1in the storage device 103 and
controlling each component of the management server 10.
The RAM 102 is formed of a volatile storage medium and
provides a temporary memory area required for the
operation of the CPU 101.

[0036]

The storage device 103 is formed of a storage
medium such as a nonvolatile memory, a hard disk drive,
or the 1like and functions as a storage unit. The
storage device 103 stores a program executed by the CPU
101, data referenced by the CPU 101 when the program is
executed, or the like.

[0037]

The communication I/F 104 is a communication
interface Dbased on a standard such as Ethernet
(registered trademark), Wi-Fi (registered trademark),
4G, or the 1like, which is a module wused for
communicating with the check-in terminal 20 or the like.
[0038]

Fig. 8 is a Dblock diagram illustrating one
example of a hardware configuration of the check-in

terminal 20. As illustrated in Fig. 8, the check-in
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terminal 20 has a CPU 201, a RAM 202, a storage device
203, a communication I/F 204, an input device 206, a
display device 207, a medium reading device 208, and a
biometric information acquisition device 209. Each
device is connected to a bus line 205.

[0039]

The input device 206 is a pointing device such as
a touch panel, a keyboard, or the 1like, for example.
The display device 207 1is a 1liquid crystal display
device, an organic light emitting diode (OLED) display
device, or the like and used for display of a moving
image, a static image, a text, or the 1like. In the
check—-in terminal 20 of the present example embodiment,
the input device 206 and the display device 207 are
integrally formed as a touch panel.

[0040]

The medium reading device 208 1is a device that
reads a passport or an airline ticket medium of the
user U and acquires information recorded on the
passport or the airline ticket. The airline ticket
medium may be, for example, a paper airline ticket, a
mobile terminal that displays a duplicate of an e-
ticket, or the like. The medium reading device 208 is
formed of a code reader, an image scanner, a
contactless integrated circuit (IC) reader, an optical
character reader (OCR) device, or the like, for example,
and acquires information from various media held over
the reading unit thereof.

[0041]

The biometric information acquisition device 209
is a device that acquires a face image of the user U as
biometric information of the user U. For example, the
biometric information acquisition device 209 1is a
digital camera that captures a face of the user U
standing in front of the check-in terminal 20, and the
biometric information acquisition device 209 captures a

face of the user U and acquires a face image.



18

[0042]

Fig. 9 1is a Dblock diagram illustrating one
example of a hardware configuration of the automatic
baggage drop-off machine 30. As illustrated in Fig. 9,
the automatic baggage drop-off machine 30 has a CPU 301,
a RAM 302, a storage device 303, a communication I/F
304, an input device 306, a display device 307, a
medium reading device 308, a Dbiometric information
acquisition device 309, a baggage transport device 310,
and an output device 311. Each device is connected to
a bus line 305.

[0043]

The baggage transport device 310 transports
baggage of the user U in order to load the baggage to
an airplane that the wuser U 1is boarding when the
identity verification of the user U is successful. The
baggage transport device 310 transports baggage that is
placed on a reception part by the user U and attached
with a baggage tag to a cargo handling section.

[0044]

The output device 311 is a device that outputs a
baggage tag to be attached to dropped-off baggage.
Further, the output device 311 outputs a baggage claim
tag required for claiming baggage after arriving at the
destination. Note that a baggage tag or a baggage
claim tag is associated with at least one of passport
information and boarding information.

[0045]

Fig. 10 is a block diagram illustrating one
example of a hardware configuration of the security
inspection apparatus 40. As illustrated in Fig. 10,
the security inspection apparatus 40 has a CPU 401, a
RAM 402, a storage device 403, a communication I/F 404,
an input device 406, a display device 407, a medium
reading device 408, a biometric information acquisition
device 409, and a metal detector gate 410. Each device

is connected to a bus line 405.
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[0046]

The metal detector gate 410 is a gate type metal
detector and detects a metal worn by the user U passing
through the metal detector gate 410.

[0047]

Fig. 11 is a block diagram illustrating one
example of a hardware configuration of the automated
gate apparatus 50. The automated gate apparatus 50 has
a CPU 501, a RAM 502, a storage device 503, a
communication I/F 504, an input device 506, a display
device 507, a medium reading device 508, a biometric
information acquisition device 509, and a gate 511.
Each device is connected to a bus line 505. Note that
the automated gate apparatus 50 is arranged in the
entry inspection site has the same hardware as the
automated gate apparatus 50 arranged in the immigration
site.

[0048]

The gate 511 transitions from a closed state to
block passage of the user U during standby to an opened
state to permit passage of the user U under the control
of the CPU 501 when identity verification of the user U
at the automated gate apparatus 50 is successful and
the user U passes through immigration. The scheme of
the gate 511 1is not particularly limited and may be,
for example, a flapper gate whose flapper provided on
one side of the pathway or flappers provided on both
sides of the pathway are opened and closed, a turn
style gate whose three bars rotate, or the like.

[0049]

Fig. 12 is a Dblock diagram illustrating one
example of a hardware configuration of the Dboarding
gate apparatus 60. As illustrated in Fig. 12, the
boarding gate apparatus 60 has a CPU 601, a RAM 602, a
storage device 603, a communication I/F 604, an input
device 606, a display device 607, a biometric

information acquisition device 609, and a gate ©611.
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FEach device is connected to a bus line 605.
[0050]

Fig. 13 is a block diagram illustrating one
example of a hardware configuration of each of the
operation terminals 22, 32, 42, 52, and 62. As
illustrated in Fig. 13, the operation terminal 22 has a
CPU 221, a RAM 222, a storage device 223, a
communication I/F 224, an input device 226, a display
device 227, and a medium reading device 228. Each
device is connected to a bus line 225. Note that each
hardware configuration of the operation terminals 32,
42, 52, and 62 1is the same as that of the operation
terminal 22.

[0051]

Next, the operation of each apparatus in the
information processing system 1 in the present example
embodiment will be described based on Fig. 14 to Fig.
26.

[Check—in Procedure]
[0052]

Fig. 14 is a sequence diagram illustrating one
example of the process in the reservation system 2, the
check—-in terminal 20, and the management server 10.
This process is performed every time the user U uses
the check-in terminal 20 to perform a check-in
procedure.

[0053]

First, the check-in terminal 20 determines
whether or not a passport of the user U is held over a
reading unit (not illustrated) of the medium reading
device 208 (step S101) and stands by until a passport
is held over (step S101, NO).

[0054]

Next, if it is determined that a passport is held
over the reading unit of the medium reading device 208
(step S101, YES), the check-in terminal 20 acquires

passport information on the user U from the passport
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that is held over (step S102). The acquired passport
information includes a passport face image of the user

U, identity verification information, a passport number

’

information on a passport issuance country, or the like.

[0055]

Next, the check-in terminal 20 captures a face of
the wuser U by using the Dbiometric information
acquisition device 209 (step S103) and transmits the
face image, the passport information, and the device
information and the location information of the check-
in terminal 20 to the management server 10 (step S104).
Note that it is preferable to display a window used for
obtaining consent of the user U before capturing a face
image.

[0056]

In response to receiving information from the
check—-in terminal 20, the management server 10 matches,
at 1:1, a face image recorded on the passport of the
user U (hereafter, referred to as “passport face
image”) with a face image captured by the check-in
terminal 20 (hereafter, referred to as “target face
image”) (step S105).

[0057]

Next, the management server 10 issues an
authentication history ID and registers, in the
authentication history information DB 13,
authentication history information in which an
authentication history ID, an authentication score, an
authentication processing time, and an authentication
result are associated (step S106).

[0058]

Next, if it 1s determined that the matching
result between the passport face image and the target
face image indicates a successful matching (step S107,
YES), the management server 10 issues a token ID (step
S108). The token ID is set to a unique value based on

date and time or a sequence number at a process, for
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example.
[0059]

Next, the management server 10 uses the target
face image as a registered face image and registers the
relationship between the token ID and the registered
face image in the token ID information DB 11 (step
S109) . Further, the management server 10 updates the
authentication history information DB 13 in order to
add the token ID to the authentication history of the
matched user U (step S110).

[0060]

In the present example embodiment, the reason why
a face image captured on site (target face image) 1is
used as the registered face image is that the lifecycle
of a token ID is terminated within the day, that a
captured image is closer to an image captured in the
subsequent authentication process than a passport face
image in a quality (appearance), or the like. However,
a passport face image may be set as a registered face
image (registered biometric information) instead of a
target face image (captured face image). For example,
when a lifecycle of a token ID spans a long term (for
example, when a token ID 1is wvalidated for a certain
lifecycle if the user U has a membership, or the like
in airline services), a face image of a passport or a
license card may be set as a registered face image.
[0061]

Next, the management server 10 transmits the
issued token ID and the matching result of a successful
matching to the check-in terminal 20 (step S111).

[0062]

On the other hand, if it is determined that the
matching result between the passport face image and the
target face image indicates an unsuccessful matching
(step S107, NO), the management server 10 transmits the
matching result of the unsuccessful matching to the
check—-in terminal 20 (step S112).
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[0063]

Next, based on the matching result of the
successful matching received from the management server
10, if the check-in terminal 20 determines that the
check-in procedure can be performed (step S113, YES),
the process proceeds to step S114. Contrarily, based
on the matching result of the unsuccessful matching
received from the management server 10, if the check-in
terminal 20 determines that the check-in procedure 1is
not performed (step S113, NO), the check-in terminal 20
notifies the user U of an error message (step S115).
[0064]

In step S114, the check-in terminal 20 determines
whether or not an airline ticket medium of the user U
is held over the reading unit of the medium reading
device 208. The check-in terminal 20 stands by until
an airline ticket medium is held over (step S114, NO).
[0065]

Next, if it is determined that an airline ticket
medium is held over the reading unit of the medium
reading device 208 (step S114, YES), the check-in
terminal 20 acquires recorded data such as a
reservation number, an airline code, and the like from
the airline ticket medium that is held over (step S116).
[0066]

Next, the check-in terminal 20 transmits the
recorded data to the reservation system 2 of an airline
company corresponding to the airline code (step S117)
and requests matching between the recorded data and
boarding reservation information.

[0067]

In response to receiving recorded data from the
check—-in terminal 20, the reservation system 2 matches
the recorded data with boarding reservation information
stored in the reservation information DB 3 (step S118)
and transmits the matching result to the check-in
terminal 20 (step S119).
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[0068]

Next, 1in response to receiving the matching
result of a successful matching from the reservation
system 2, the check-in terminal 20 performs a check-in
procedure such as confirmation of an itinerary,
selection of a seat, or the like based on the input
information on the user U (step S120). If there is no
matching in the matching result in the reservation
system 2, the check-in terminal 20 may notify the user
U of an error without performing a check-in procedure.
The check-in terminal 20 then transmits, to the
management server 10, a token ID, operation information,
and passage history information indicating completion
of procedure at the check-in terminal 20 (step S121).
Further, the passage history information includes
information such as the passage time at the touch point
Pl, the device name of a terminal used for the
procedure, or the like.

[0069]

Next, 1n response to receiving the information
from the check-in terminal 20, the management server 10
registers passage history information indicating a
relationship between the token ID and the passage
information at the touch point Pl in the passage
history information DB 12 (step S122). The management
server 10 then registers the operation information
including the boarding reservation information received
from the check-in terminal 20 in the operation
information DB 14 (step S123).

[0070]

As described above, a target face image (captured
face image) successfully matched with a passport face
image acquired from a passport in a check-in procedure
is registered in the token ID information DB 11 as a
registered face image, and a registered face image and
operation information in the operation information DB

14 are associated with each other by the issued token
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ID. This enables biometric authentication by wusing
face matching between a captured face image and a
registered face image at each subsequent touch point.
[Baggage Drop-off Procedure]

[0071]

Fig. 15 is a sequence diagram illustrating one
example of the process in the automatic baggage drop-
off machine 30 and the management server 10. This
process is performed when the user U who completed the
check—-in procedure makes a baggage drop-off procedure
if necessary.

[0072]

The automatic baggage drop-off machine 30
continuously or periodically captures the area in front
of the apparatus and determines whether or not a face
of the wuser U standing in front of the automatic
baggage drop-off machine 30 is detected in the captured
image (step S201). The automatic baggage drop-off
machine 30 stands by until a face of the user U is
detected in an image by the biometric information
acquisition device 309 (step S201, NO).

[0073]

If it is determined that a face of the user U 1is
detected by the Dbiometric information acquisition
device 309 (step S201, YES), the automatic baggage
drop-off machine 30 captures the face of the user U and
acquires the face image of the user U as a target face
image (step S202).

[0074]

Next, the automatic baggage drop-off machine 30
transmits the target face image of the user U captured
by the biometric information acquisition device 309 and
the device information and the location information of
the automatic baggage drop-off machine 30 to the
management server 10 together with a matching request
(step S203). Thereby, the automatic baggage drop-off

machine 30 requests the management server 10 to match,
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at 1:N, the target face image of the user U captured by
the biometric information acquisition device 309 with a
plurality of registered face images registered in the
token ID information DB 11 of the management server 10.
[0075]

In response to receiving the information such as
the target face image and the matching request from the
automatic baggage drop-off machine 30, the management
server 10 performs matching of the face image of the
user U (step S204). That is, the management server 10
matches, at 1:N, the target face image received from
the automatic baggage drop-off machine 30 with a
plurality of registered face images registered in the
token ID information DB 11. ©Note that the registered
face 1images to be matched are 1limited to images
associated with the token ID whose invalid flag has a
value of “1” (valid).

[0076]

Next, the management server 10 issues an
authentication history ID and registers, in the
authentication history information DB 13,
authentication history information in which the
authentication history ID, the device information, the
location information, the authentication score, the
authentication processing time, and the authentication
result are associated (step S205). Note that, if the
matching result 1in step S204 indicates a successful
matching, since the token ID associated with the
successfully matched registered face image can be
identified, the token ID is included in the
authentication history information.

[0077]

Herein, 1if the management server 10 determines
that the matching result indicates an unsuccessful
matching (step S206, NO), the management server 10
transmits the unsuccessful matching result to the

automatic baggage drop-off machine 30 (step S209), and
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the process proceeds to step S210. Contrarily, if the
management server 10 determines that the matching
result indicates a successful matching (step S206, YES),
the process proceeds to step S207.

[0078]

In step S207, the management server 10 acquires
boarding reservation information such as a reservation
number or the like from the operation information DB 14
by using, as a key, the token ID associated with the
successfully matched registered face image in the token
ID information DB 11. The management server 10 then
transmits the token 1ID, the boarding reservation
information, and the matching result to the automatic
baggage drop-off machine 30 (step S208).

[0079]

Next, 1if the automatic baggage drop-off machine
30 determines based on the matching result that the
procedure can be performed (step S210, YES), the
process proceeds to step S212.

[0080]

Contrarily, 1f it is determined Dbased on the
matching result that the procedure is not performed
(step S210, NO), the automatic baggage drop-off machine
30 notifies the user U of an error message (step S211).
[0081]

In step S212, the automatic baggage drop-off
machine 30 performs the process of a baggage drop-off
procedure of +the wuser U based on the Dboarding
reservation information received from the management
server 10.

[0082]

Next, the automatic baggage drop-off machine 30
transmits, to the management server 10, the token 1ID,
the operation information, and passage history
information indicating that the baggage drop-off
procedure of the user U completed after the matching of

the face image (step S213). Note that the passage
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history information includes information such as the
passage time at the touch point P2, the device name of
the used terminal, or the like.

[0083]

In response to receiving the information from the
automatic baggage drop-off machine 30, the management
server 10 registers, in the passage history information
DB 12, passage history information indicating the
relationship between the token ID and the passage
information at the touch point P2 on the user U (step
S5214) . The management server 10 then registers the
operation information received from the automatic
baggage drop-off machine 30 in the operation
information DB 14 if necessary (step S215).

[Security Inspection Procedure]
[0084]

Fig. 16 1is a sequence diagram illustrating one
example of the process 1in the security inspection
apparatus 40 and the management server 10. This
process 1is performed when the user U who completed a
check—-in procedure or a baggage drop-off procedure goes
through a security inspection procedure.

[0085]

The security inspection apparatus 40 continuously
or periodically captures the front area of the metal
detector gate 410 and determines whether or not a face
of the user U standing in front of the metal detector
gate 410 is detected in a captured image (step S301).
The security inspection apparatus 40 stands by until a
face of the user U is detected in an image by the
biometric information acquisition device 409 (step S301,
NO) .

[0086]

If it is determined that a face of the user U 1is
detected by the Dbiometric information acquisition
device 409 (step S301, YES), the security inspection

apparatus 40 captures the face of the wuser U and
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acquires the face image of the user U as a target face
image (step S302).
[0087]

Next, the security inspection apparatus 40
transmits the target face image of the user U captured
by the biometric information acquisition device 409 and
the device information and the location information of
the security inspection apparatus 40 to the management
server 10 together with a matching request (step S303).
Thereby, the security inspection apparatus 40 requests
the management server 10 to match, at 1:N, the target
face image of the wuser U captured by the biometric
information acquisition device 409 with a plurality of
registered face images registered in the token 1ID
information DB 11 of the management server 10.

[0088]

In response to receiving the target face image,
the matching request, and the like from the security
inspection apparatus 40, the management server 10
performs matching of the face image of the user U (step
S304) . That is, the management server 10 matches, at
1:N, the target face image received from the security
inspection apparatus 40 with a plurality of registered
face images registered in the token ID information DB
11. Note that the registered face images to be matched
are limited to images associated with the token 1ID
whose invalid flag has a value of “1” (valid).

[0089]

Next, the management server 10 issues an
authentication history ID and registers, in the
authentication history information DB 13,
authentication history information in which the
authentication history ID, the device information, the
location information, the authentication score, the
authentication processing time, and the authentication
result are associated (step S305). Note that, if the

matching result in step S304 indicates a successful
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matching, since the token ID associated with the
successfully matched registered face 1image can be
identified, the authentication history information
includes the token ID.

[0090]

Herein, if the management server 10 determines
that the matching result indicates an unsuccessful
matching (step S306, NO), the management server 10
transmits the matching result of the unsuccessful
matching to the security inspection apparatus 40 (step
S5309), and the ©process proceeds to step S310.
Contrarily, if the management server 10 determines that
the matching result indicates a successful matching
(step S306, YES), the process proceeds to step S307.
[0091]

In step S307, the management server 10 acquires
boarding reservation information such as a reservation
number from the operation information DB 14 by using,
as a key, the token ID associated with the successfully
matched registered face image in the token ID
information DB 11. The management server 10 then
transmits the token ID, the boarding reservation
information, and the matching result to the security
inspection apparatus 40 (step S308). The process
proceeds to step S310.

[0092]

Next, 1if the security inspection apparatus 40
determines based on the matching result that the
procedure can be performed (step S310, YES), the
process proceeds to step S312.

[0093]

Contrarily, 1f it is determined Dbased on the
matching result that the procedure is not performed
(step S310, NO), the security inspection apparatus 40
notifies the user U of an error message (step S311).
[0094]

Next, the security inspection apparatus 40
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performs the security inspection process on the user U
based on the boarding reservation information received
from the management server 10 (step S312). In the
security inspection process, the CPU 401 controls each
component of the security inspection apparatus 40.
Thereby, the security inspection apparatus 40 detects a
metal worn by the user U passing through the metal
detector gate 410. The user U who has passed through
the metal detector gate 410 moves to an immigration
site.

[0095]

Next, the security inspection apparatus 40
transmits, to the management server 10, the token 1ID,
the operation information, and passage history
information indicating that the security inspection
procedure of the user U completed after the matching of
the face image (step S313). Note that the passage
history information includes information such as the
passage time at the touch point P3, the device name of
the used terminal, or the like.

[0096]

In response to receiving the information from the
security inspection apparatus 40, the management server
10 registers, in the passage history information DB 12,
passage history information indicating the relationship
between the token ID and the passage information at the
touch point P3 on the wuser U (step S314). The
management server 10 then registers the operation
information received from the security inspection
apparatus 40 in the operation information DB 14 if
necessary (step S315).

[Immigration Procedure]
[0097]

Fig. 17 is a sequence diagram illustrating one
example of the process in the automated gate apparatus
50 and the management server 10.

[0098]
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The user U who completed the security inspection
procedure moves to the 1mmigration site and goes
through an immigration procedure at the automated gate
apparatus 50. The automated gate apparatus 50 and the
management server 10 perform the process illustrated in
Fig. 17 every time each of a plurality of users U is
subjected to the immigration procedure.

[0099]

The automated gate apparatus 50 continuously or
periodically captures the front area of the automated
gate apparatus 50 and determines whether or not a face
of the user U standing in front of the automated gate
apparatus 50 1s detected in a captured image (step
S401) . The automated gate apparatus 50 stands by until
a face of the user U is detected in an image by the
biometric information acquisition device 509 (step S401,
NO) .

[0100]

If it is determined that a face of the user U is
detected by the Dbiometric information acquisition
device 509 (step S401, YES), the automated gate
apparatus 50 captures the face of the wuser U and
acquires the face image of the user U as a target face
image (step S402).

[0101]

Next, the automated gate apparatus 50 transmits
the target face image of the user U captured by the
biometric information acquisition device 509 and the
device information and the location information of the
automated gate apparatus 50 to the management server 10
together with a matching request (step S403). Thereby,
the automated gate apparatus 50 requests the management
server 10 to match, at 1:N, the target face image of
the wuser U captured by the biometric information
acquisition device 509 with a plurality of registered
face images registered in the token ID information DB

11 of the management server 10.
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[0102]

In response to receiving the target face image,
the matching request, and the like from the automated
gate apparatus 50, the management server 10 performs
matching of the face image of the user U (step S404).
That is, the management server 10 matches, at 1:N, the
target face image received from the automated gate
apparatus 50 with a plurality of registered face images
registered in the token ID information DB 11. Note
that the registered face 1images to be matched are
limited to images associated with the token ID whose
invalid flag has a value of “1” (valid).

[0103]

Next, the management server 10 issues an
authentication history ID and registers, in the
authentication history information DB 13,
authentication history information in which the
authentication history ID, the device information, the
location information, the authentication score, the
authentication processing time, and the authentication
result are associated (step S405). Note that, if the
matching result in step S404 indicates a successful
matching, since the token ID associated with the
successfully matched registered face image can be
identified, the authentication history information also
includes the token ID.

[0104]

If the management server 10 determines that the
matching result indicates an unsuccessful matching
(step S406, NO), the management server 10 transmits the
matching result indicating an unsuccessful matching to
the automated gate apparatus 50 (step S409), and the
process proceeds to step S5S410. Contrarily, if the
management server 10 determines that the matching
result indicates a successful matching (step S406, YES),
the process proceeds to step S407.

[0105]
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In step S407, the management server 10 acquires
boarding reservation information such as a reservation
number from the operation information DB 14 by using,
as a key, the token ID associated with the successfully
matched registered face image in the token ID
information DB 11. The management server 10 then
transmits the token 1ID, the boarding reservation
information, and the matching result to the automated
gate apparatus 50 (step S408). The process proceeds to
step S410.

[0106]

Next, if the automated gate apparatus 50
determines based on the matching result that the
procedure can be performed (step S410, YES), the
process proceeds to step S412. Contrarily, if the
automated gate apparatus 50 determines based on the
matching result that the procedure is not performed
(step S410, NO), the automated gate apparatus 50
notifies the user U of an error message (step S411).
For example, a notification window including a message
such as "“Please move to immigration procedure at the
manned counter” is displayed on the display device 507.
[0107]

Next, the automated gate apparatus 50 performs an
immigration procedure of the wuser U Dbased on the
boarding reservation information received from the
management server 10 (step S412) and opens the gate 511
(step S413). The user U who has passed through the
touch point P4 moves to a departure area in which a
boarding gate is provided.

[0108]

Next, the automated gate apparatus 50 transmits,
to the management server 10, the token 1D, the
operation information, and passage history information
indicating that the immigration procedure of the user U
completed after the matching of the face image (step

S414) . Note that the passage history information
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includes information such as the passage time at the
touch point P4, the device name of the used terminal,
or the like.

[0109]

In response to receiving the information from the
automated gate apparatus 50, the management server 10
registers, in the passage history information DB 12,
passage history information indicating the relationship
between the token ID and the passage information at the
touch point P4 on the wuser U (step S415). The
management server 10 then registers the operation
information received from the automated gate apparatus
50 in the operation information DB 14 if necessary
(step S41l6).

[Boarding Check at Boarding Gate]
[0110]

Fig. 18 1is a sequence diagram illustrating one
example of the process in the boarding gate apparatus
60 and the management server 10. This process 1is
performed when the user U passes through a boarding
gate.

[0111]

The boarding gate apparatus 60 continuously or
periodically captures the front area of the apparatus
and determines whether or not a face of the user U
standing in front of the boarding gate apparatus 60 is
detected in a captured image (step S501). The boarding
gate apparatus 60 stands by until a face of the user U
is detected in an image by the biometric information
acquisition device 609 (step S501, NO).

[0112]

If it is determined that a face of the user U is
detected by the Dbiometric information acquisition
device 609 (step S501, YES), the Dboarding gate
apparatus 60 captures the face of the wuser U and
acquires the face image of the user U as a target face

image (step S502).



36

[0113]

Next, the boarding gate apparatus 60 transmits
the target face image of the user U captured by the
biometric information acquisition device 609 and the
device information and the location information of the
boarding gate apparatus 60 to the management server 10
together with a matching request (step S503). Thereby,
the boarding gate apparatus 60 requests the management
server 10 to match, at 1:N, the target face image of
the wuser U captured by the biometric information
acquisition device 609 with a plurality of registered
face images registered in the token ID information DB
11 of the management server 10.

[0114]

In response to receiving the target face image,
the matching request, and the like from the boarding
gate apparatus 60, the management server 10 performs
matching of the face image of the user U (step S504).
That is, the management server 10 matches, at 1:N, the
target face image received from the boarding gate
apparatus 60 with a plurality of registered face images
registered in the token ID information DB 11. Note
that the registered face 1images to be matched are
limited to images associated with the token ID whose
invalid flag has a value of “1” (valid).

[0115]

Next, the management server 10 issues an
authentication history ID and registers, in the
authentication history information DB 13,
authentication history information in which the
authentication history ID, the device information, the
location information, the authentication score, the
authentication processing time, and the authentication
result are associated (step S505). Note that, if the
matching result in step S504 indicates a successful
matching, since the token ID associated with the

successfully matched registered face image can be



37

identified, the authentication history information
includes the token ID.
[0116]

If the management server 10 determines that the
matching result indicates an unsuccessful matching
(step S506, NO), the management server 10 transmits the
matching result indicating an unsuccessful matching to
the boarding gate apparatus 60 (step S5509), and the
process proceeds to step S510. Contrarily, if the
management server 10 determines that the matching
result indicates a successful matching (step S506, YES),
the process proceeds to step S507.

[0117]

In step S507, the management server 10 acquires
boarding reservation information such as a reservation
number from the operation information DB 14 by using,
as a key, the token ID associated with the successfully
matched registered face image in the token ID
information DB 11. The management server 10 then
transmits the token 1ID, the boarding reservation
information, and the matching result to the boarding
gate apparatus 60 (step S508). The process proceeds to
step S510.

[0118]

Next, if the boarding gate apparatus 60
determines based on the matching result that the
procedure can be performed (step S510, YES), the
process proceeds to step S512.

[0119]

Contrarily, 1if the boarding gate apparatus 60
determines based on the matching result that the
procedure is not ©performed (step S510, ©NO), the
boarding gate apparatus 60 notifies the user U of an
error message (step S511). For example, the boarding
gate apparatus 60 displays a notification window
including a message such as “Please move to procedure

at the manned counter” on the display device 607.
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[0120]

In step $S512, 1in response to receiving the
boarding reservation information from the reservation
system 2, the boarding gate apparatus 60 performs check
for boarding of the user U based on the flight number,
the gate number, the boarding start time, and the 1like
included in the boarding reservation information. When
permitting the boarding, the boarding gate apparatus 60
opens the gate 611 (step S513). The user U who has
passed through the touch point P5 boards an airplane.
Note that, if the boarding gate apparatus 60 determines
not to permit boarding in step S512, it 1is preferable
to notify the wuser U of an error message without
opening the gate 611. For example, the gate 611 is not
opened when the user U makes a mistake in the number of
the gate 611, when the current time is before the time
to the boarding start time, or the 1like.

[0121]

Next, the boarding gate apparatus 60 transmits,
to the management server 10, the token 1D, the
operation information, and passage history information
indicating that the user U completed the boarding on
the airplane after the matching of the face image (step
S514) . Note that the passage history information
includes information such as the passage time at the
touch point P5, the device name of the used terminal,
or the like.

[0122]

In response to receiving the information from the
boarding gate apparatus 60, the management server 10
registers, in the passage history information DB 12,
passage history information indicating the relationship
between the token ID and the passage information at the
touch point P5 on the wuser U (step S515). The
management server 10 then registers the operation
information received from the boarding gate apparatus

60 in the operation information DB 14 if necessary
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(step S516).
[0123]

The management server 10 then updates the token
ID information DB 11 (step S517). Specifically, the
management server 10 updates the invalid flag in the

token ID information DB 11 to a value of invalidity

(“0"”). Thereby, the lifecycle of the token ID expires.
[Procedure by Method Other Than Biometric
Authentication]

[0124]

Fig. 19 is a sequence diagram illustrating one
example of the process in the reservation system 2, the
operation terminal 22, and the management server 10.
This process 1is performed when each of the staff
members (S1 to S5) uses the operation terminal 22 or
the like to perform a procedure. Herein, the operation
terminal 22 arranged at the touch point Pl will be
described as an example.

[0125]

First, the operation terminal 22 determines
whether or not a passport of the user U is held over a
reading unit (not illustrated) of the medium reading
device 228 (step S601) and stands by until a passport
is held over (step S601, NO).

[0126]

Next, if it is determined that a passport is held
over the reading unit of the medium reading device 228
(step S601, YES), the operation terminal 22 acquires
passport information on the user U from the passport
that is held over (step S602). The acquired passport
information includes a passport face image of the user
U, identity verification information, a passport number,
information on a passport issuance country, or the like.
[0127]

Next, the operation terminal 22 determines
whether or not an airline ticket medium of the user U

is held over a reading unit of the medium reading
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device 228 (step S603). The operation terminal 22
stands by until an airline ticket medium is held over
(step S603, NO).

[0128]

Next, if it is determined that an airline ticket
medium is held over the reading unit of the medium
reading device 228 (step 8603, YES), the operation
terminal 22 acquires recorded data such as a
reservation number and an airline code from the airline
ticket medium that is held over (step S604).

[0129]

Next, the operation terminal 22 transmits the
recorded data to the reservation system 2 of an airline
company corresponding to the airline code (step S605)
and requests matching of the recorded data with the
boarding reservation information.

[0130]

In response to receiving the recorded data from
the operation terminal 22, the reservation system 2
matches the recorded data with the boarding reservation
information recorded in the reservation information DB3
(step S606) and transmits the matching result to the
operation terminal 22 (step S607).

[0131]

Next, 1in response to receiving the matching
result from the reservation system 2, the operation
terminal 22 determines whether or not the procedure at
the touch point Pl can be performed (step S608).
Herein, if the operation terminal 22 determines that
the procedure can be performed (step S608, YES), the
process proceeds to step S609. Contrarily, based on
the information received from the management server 10,
if the operation terminal 22 determines that the
procedure 1is not performed (step S608, NO), the
operation terminal 22 provides a notification of an
error message (step S610).

[0132]
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In step S609, the operation terminal 22 performs
an inspection procedure (check—-in procedure) at the
touch point Pl based on information input by the staff
member S. The operation terminal 22 transmits, to the
management server 10, the reservation number, the
operation information obtained by the process at the
operation terminal 22, and the passage history
information indicating completion of the procedure at
the operation terminal 22 (step S611).

[0133]

Next, 1in response to receiving the information
from the operation terminal 22, the management server
10 registers the passage history information in the
passage history information DB 12 (step S612). The
management server 10 then registers the operation
information received from the operation terminal 22 in
the operation information DB 14 if necessary (step
S613) .

[Statistics Analysis Process]
[0134]

Fig. 20 is a flowchart illustrating one example
of the process in the management server 10. This
process is performed in a predetermined cycle or when a
process request is input by a manager of the system or
the like.

[0135]

First, in response to acquiring a statistics
analysis condition set by the manager or the like (step
S701), the management server 10 acquires passage
history information of a specified period based on the
statistics analysis condition from the passage history
information DB 12 (step S702). Note that, when a
procedure 1is performed with reading of a recording
medium at each of the touch points Pl to P5, passage
history information including no token ID is acquired
from the passage history information DB 12.

[0136]
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Next, the management server 10 acquires
authentication history information at the time of
passage at a touch point from the authentication
history information DB 13 by wusing the token 1ID
included in the passage history information as a key
(step S703).

[0137]

Next, the management server 10 acquires operation
information including attribute information on the user
U from the operation information DB 14 by using the
token ID included in the passage history information as
a key (step S704).

[0138]

Next, the management server 10 performs a
statistics analysis process on the passage history
information, the authentication history information,
and the operation information (attribute information)
(step S705). The management server 10 performs a
statistics process for each touch point, for each
attribute of the wuser U, or for each period, for
example.

[0139]

Then, in response to acquiring a display
condition for a statistics analysis result designated
by the manager or the like (step S706), the management
server 10 displays the statistics analysis result on
the operation terminal 22 or a terminal wused for
display (not illustrated) (step S707).

[0140]

Fig. 21 to Fig. 26 are diagrams illustrating one
example of a window output by the management server 10.
Fig. 21 illustrates an analysis menu selection window
used on which a system manager selects an analysis
result to be displayed. In the center region of the
window, a plurality of analysis menus Ml to M6 and an
analysis condition set button M7 by which the window is

changed to a window wused for setting an analysis
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condition are displayed.
[0141]

Fig. 22 is a dashboard window in which different
types of statistics results are displayed all together
in a dashboard form. The dashboard window illustrated
in Fig. 21 is substantially formed of four regions Al
to A4. The region Al indicates results in which the
authentication accuracy is statistically analyzed for
each location.

[0142]

The region Al is formed of regions All to Al4.
The region All displays the average authentication
accuracy, the average authentication time, and the
token ID usage rate for a location (“T1l South W”). The
“token ID usage rate” has the same meaning as a usage
rate of Dbiometric authentication. Addition of the
number of records of history information (first history
information) on a procedure with biometric
authentication (that 1is, the number of users of
biometric authentication) N1 and the number of records
of usage information on a procedure with reading of the
recording medium (that is, the number of users of a
medium) N2 results in the total number of passengers N3.
Thus, when the token ID usage rate is denoted as R, R =
N1 / (N1 + N2) can be calculated.

[0143]

The region Al2 displays the average
authentication accuracy on a terminal ID basis. The
region Al3 displays the average authentication time on
a terminal ID basis. The region Al4 displays the token
ID usage rate on a terminal ID basis. Note that, in
Al2 to Al4, the locations of the terminal ID of “#51”
to “#54” are “T1 South W”, and the 1locations of the
terminal ID of “#61” to “#64” are “T2 Main building”.
[0144]

In the region All, the region Al2, and the region

Al3, a terminal which does not satisfy a predetermined
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threshold may be detected and displayed with emphasis.

For example, in the region Al2, the terminal whose
terminal ID is “#52” can be detected as a terminal in
which the average authentication accuracy is less than
a threshold of 0.96. Further, process results of
biometric authentication (authentication accuracy,

authentication time, and authentication success rates)

may be aggregated and output on a location basis. Then,
when the average authentication accuracy on a location
(arrangement place) basis does not satisfy a
predetermined threshold, the information on such a
location may be output.

[0145]

In the region Al3, the terminal whose terminal ID
is “#52” can be detected as a terminal in which the
average authentication time exceeds a threshold of 1
second. Similarly, when the authentication success
rates are displayed on a terminal basis in the region
Al, a terminal in which the authentication success rate
is less than a predetermined threshold can be detected
and displayed with emphasis.

[0146]

The region A2 indicates results obtained by
statistically analyzing the distribution status of the
number of staying passengers for each location. The
region A2 is formed of a region A2l and a region A22.
The region A21 displays the number of passing
passengers in a form of a pie graph. The region A22
displays the number of expected staying passengers in a
form of a pie graph.

[0147]

The region A3 indicates results obtained by
statistically analyzing the average passage time and
the throughput of a terminal for each device. The
region A3 is formed of a region A31 and a region A32.
The region A31 displays the average passage time on a

terminal ID basis in a form of a bar graph. The region
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A32 displays the throughput on a terminal ID basis in a
form of a bar graph.
[0148]

The region A4 indicates results obtained by
statistically analyzing the number of passengers for
each time zone. In the region A4, the number of
passengers 1s categorized by before and after the
security inspection site (PRS) and by location in the
touch point P3 (Tl South W Satellite 4 / T1 South W
Satellite 5 / T2 Main building / T2 Satellite).
Further, the region A4 is formed of the regions A4l and
A42. The region A4l displays the number of passengers
for each time =zone 1in two locations (Tl South W
Satellite 4 / T2 Main building). Further, the region
A42 displays data of change in the number of passengers
for each time zone and for each location with eight
types of polygonal lines.

[0149]

Fig. 23 is a window for change in the number of
token ID registrants illustrating a change in the
number of registrants of token IDs. In the upper part
of the window, a button Bll used for switching the
statistics period of data between a yearly basis, a
monthly basis, and a daily basis and a button B1l2 used
for outputting a statistics result as a CSV file are
displayed. In this example, the button Bll of a yearly
basis is selected. Further, in the center part of the
window, the number of registrants in a period of years
from 2018 to 2019 is displayed in a bar graph, and the
numbers of registrants for respective touch points are
displayed in a polygonal line graph and a list table.
Note that, although Fig. 23 displays all the legends,
it is possible to provide a button used for selecting a
touch point and display only the change in the number
of registrants for the selected touch point.

[0150]

Fig. 24 is a window for attribute analysis of
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token ID registrants in which the number of registrants
of token IDs is analyzed for each attribute of the user
U. In the upper part of the window, a button B21 used
for switching the statistics period of data between a
yearly Dbasis, a monthly basis, and a daily basis is
displayed. In this example, a monthly basis 1is
selected. Further, a button B22 used for switching the
display period is displayed next to the button B2l.
Further, in the center part of the window, the analysis
results for each nationality, for each sexuality, for
each seat class, for each airline, and for each age are
displayed in pie graphs, respectively. ©Note that not
only attribute information but also an analysis result
using boarding information (for example, an analysis
result for each destination) may be displayed.

[0151]

Fig. 25 is a window for change in usage rate for
each touch point in which the usage rate of biometric
authentication is analyzed for each touch point. In
the upper part of the window, an area selection button
B31 used for selecting a touch point and a button B32
used for switching the statistics period of data
between a yearly basis, a monthly basis, and a daily
basis 1is displayed. In this example, a monthly basis
is selected. Further, a button B33 used for switching
the display period is displayed next to the button B32.
In the center part of the window, the respective
numbers of biometric authentication users (the number
of users) at four touch points (the check-in lobby, the
baggage drop-off site, the security inspection site,
and the boarding gate) are displayed in bar graphs, and
respective usage rates of biometric authentication at
the four touch points are displayed in polygonal 1line
graphs. For example, as the usage rate of biometric
authentication, the ratio of the number of passengers
actually wusing biometric authentication out of the

number of passengers registering biometric information
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used for the boarding procedure (the number of
passengers whose token IDs are issued) may be indicated.
Further, the ratio of the number of passengers using
biometric authentication out of the total number of
passengers may be indicated.

[0152]

Fig. 26 is a window for change in the
authentication rate Dby touch point in which the
authentication rate (authentication success rate) of
biometric authentication is analyzed for each touch
point. In the wupper part of the window, an area
selection button B4l used for selecting a touch point
and a button B42 used for switching the statistics
period of data between a monthly basis, a daily basis,
and an hour basis 1is displayed. In this example, a
monthly basis is selected. Further, a button B43 used
for switching the display period is displayed next to
the button B42. 1In the center part of the window, the
total number of authentication targets in the security
inspection site is displayed in a bar graph, and the
authentication rate of biometric authentication 1is
displayed in a polygonal graph.

[0153]

According to the present example embodiment, the
management server 10 can recognize the usage status of
biometric authentication of the users U from various
points of view by statistically analyzing history
information (token ID information, passage history
information, authentication history information, and
operation information) registered in databases when the
users U have ©performed respective ©procedures at
respective touch points based on biometric
authentication for boarding airplanes. Accordingly, it
is possible to facilitate use of biometric

authentication in procedures at respective touch points.

[Second Example Embodiment]
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[0154]

The information processing system 1 in the
present example embodiment will be described below.
Note that references common to the references provided
in the drawings of the first example embodiment
indicate the same object. Description of features
common to the first example embodiment will be omitted,
and different features will be described in detail.
[0155]

The present example embodiment is different from
the first example embodiment in that the management
server 10 further has a function of creating a learning
model based on token ID information, passage history
information, authentication history information, and
operation information, applying new data to the
learning model, and performing a simulation of a
throughput or a proposal of the optimal layout or
number of installations. That 1s, 1in the present
example embodiment, the CPU 101 of the management
server 10 also functions as a learning unit and a
prediction unit.

[0156]

As one example of a learning method in the
management server 10, a general deep learning framework
such as TensorFlow, Caffe2, PyTorch, or the like can be
used for learning.

[0157]

Fig. 27 1s a schematic diagram illustrating a
neural network used 1in a learning process in the
present example embodiment. The neural network
illustrated in Fig. 27 has an input layer having a
plurality of nodes, an intermediate layer having a
plurality of nodes, and an output layer having a single
node. For example, the number of passengers who have
passed through each touch point in a predetermined
period, the number of installations of terminals at

each touch point at a procedure, a passage time, and
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the like are input to each node of the input layer.
Each node of the intermediate 1layer 1is connected to
each node of the input layer. Each element of an input
value input to a node of the intermediate layer is used
for calculation in each node of the intermediate layer.
Each node of the intermediate layer calculates a
calculation value by using an input wvalue input from
each node of the input layer, a predetermined weighting
coefficient, and a predetermined bias value, for
example. Each node of the intermediate layer 1is
connected to the output layer and outputs the
calculated calculation value to the node of the output
layer. Calculation values from respective nodes of the
intermediate layer are input to the node of the output
layer.

[0158]

The node of the output layer calculates a
processing time (estimation wvalue) at each touch point
by using calculated values input from respective nodes
of the intermediate layer, a weighting coefficient, and
a bias wvalue. Note that, for example, a Dback
propagation method is used when a neural network 1is
trained. Specifically, an output value obtained when
data is input to the input layer is compared with an
output value obtained from training data, and an error
resulted from the comparison is fed Dback to the
intermediate layer. This is repeated until the error
becomes below a predetermined threshold.

[0159]

With such a learning process, when any number of
passengers 1is input to the neural network (learning
model), a predicted processing time at each touch point
can be output at high accuracy. Note that a learning
model created by the learning process is not limited to
that described above.

[0160]

Fig. 28 is a flowchart illustrating one example
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of the process 1in the management server 10. This
process 1is performed in order that the system manager
or the 1like recognizes the usage status of biometric
authentication in an airport.

[0161]

First, the management server 10 acquires
installation data of terminals (step S801) and acquires
data of change in the number of passengers (step S802).
[0162]

Next, the management server 10 performs a
prediction process based on a learning model (step
S803) and then outputs a prediction result (step S804).
[0163]

Next, the management server 10 references the
prediction result and determines whether or not the
predicted retention time of passengers at each touch
point exceeds a predetermined threshold (step S805).
In the ©present example embodiment, the predicted
retention time of passengers is considered to be the
same as the predicted processing time of a terminal
apparatus. Herein, 1f it is determined that the
predicted retention time exceeds the predetermined
threshold (step S805, YES), the process proceeds to
step S806. Contrarily, if it 1is determined that the
predicted retention time does not exceed the
predetermined threshold (step S805, NO), the process of
Fig. 28 ends.

[0164]

In step S806, installation data in which the
number of installations of terminals has been changed
is applied to the learning model, and the prediction
process Dbased on the learning model 1is repeatedly
performed. For example, the number of installations is
decremented and input to the learning model, and the
number of installations when the predicted retention
time corresponding to the number of passengers becomes
less than the threshold is calculated.
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[0165]

The management server 10 then displays a proposal
window to propose the optimal number of installations
and places (step S807) and ends the process of Fig. 28.
[0166]

Fig. 29 is a diagram illustrating one example of
a window output by the management server 10. Fig. 29
is a proposal window to propose the optimal number of
installations of terminal apparatuses that perform
biometric authentication. In the center part of the
window, a proposal message based on the analysis
process performed by the management server 10
(“Passengers from country X are expected to increase
significantly in a period from month M1 day D1 to month
M2 day D2. Please install another N check-in
terminal (s) in section AA of the check-in 1lobby.”) is
displayed. Note that, in addition to such display, a
map of the area of interest 1in an airport may be
displayed, and a place for which the number of
installations is proposed may be displayed with
emphasis.

[0167]

As described above, according to the present
example embodiment, the management server 10 can create
a learning model based on history information on
passengers and predict a predicted retention time
(predicted processing time) of passengers in the
airport based on the 1learning model. Further, the
management server 10 can propose the number of terminal
apparatuses which are to be installed at each touch
point and have a biometric authentication function

based on the prediction result.

[Third Example Embodiment]
[0168]
Fig. 30 is a block diagram illustrating the whole

configuration example of an information processing
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apparatus 100 in the present example embodiment. The
information processing apparatus 100 includes an
acquisition unit 100A and an output wunit 100B. The
acquisition unit 100A acquires first history
information indicating that a procedure related to
boarding of a passenger in an airport was performed
with biometric authentication and second history
information indicating that the procedure was performed
with reading of a medium. The output unit 100B outputs
the usage status of the biometric authentication in the
procedure based on the first history information and
the second history information. According to the
information processing apparatus 100 in the present
example embodiment, it is possible to facilitate use of
biometric authentication in procedures related to

boarding of passengers.

[Modified Example Embodiments]
[0169]

Although the present invention has been described
above with reference to the example embodiments, the
present invention is not limited to the example
embodiments described above. Various modifications
that may be appreciated by those skilled in the art can
be made to the configuration and details of the present
invention within the scope not departing from the
spirit of the present invention. For example, it
should be wunderstood that an example embodiment in
which a part of the configuration of any of the example
embodiments is added to another example embodiment or
an example embodiment in which a part of the
configuration of any of the example embodiments is
replaced with a part of the configuration of another
example embodiment is also one of the example
embodiments to which the present invention may be
applied.

[0170]
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Further, the configuration of the present
invention is applicable not only to an international
flight but also to a domestic flight. 1In the case of a
domestic flight, a 1:1 matching process between a
passport face image and a captured face image in
addition to an immigration procedure may be omitted.
In such a case, for example, a captured face image at
the time of purchasing a boarding ticket can be used as
a registered biometric image. When a terminal such as
a smartphone or a personal computer is used to purchase
a boarding ticket or perform check-in online, if a face
image captured by a terminal is registered, the user
can also board an airplane through face authentication
at the airport A.

[0171]

Although the check-in terminal 20 reads a
passport face image from a passport and thereby
issuance of a token ID is applied to the management
server 10 in the first example embodiment described
above, such issuance may be applied to the automatic
baggage drop-off machine 30 or the security inspection
apparatus 40 taking a case of an online check-in
procedure into consideration. That is, the management
server 10 acquires a passport face image and a target
biometric image from any one of an operation terminal
that performs the operation related to the time of
departure of the user U. Issuance of a token ID may be
applied in a first performed procedure operation out of
a series of procedure operations performed at the time
of departure. In such a case, the process 1in the
automatic baggage drop-off machine 30 or the security
inspection apparatus 40 includes a step of acquiring
recorded data from a passport and an airline ticket
medium, a step of 1inquiring Dboarding reservation
information from the reservation system 2, or the like
in the same manner as in the case of Fig. 14.

[0172]
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Furthermore, the type of a statistics analysis
process 1is not limited to those described above. For
example, analysis may be made for a series of
procedures related to a certain user U. Specifically,
the history information may be acquired from the
passage history information DB 12 and the
authentication history information DB 13, respectively,
by using a token ID of the user U as a key, and a
procedure area (touch point) for which passage history
information or authentication history information 1is
absent may be detected and analyzed. That is, when the
user U completes a procedure by reading of a recording
medium such as a boarding ticket at some of the touch
points, a touch point for which passage history
information 1s present but authentication history
information is absent can be detected. For example,
there may be a case where biometric authentication is
used at the check-in 1lobby (touch point P1l) and the
baggage counter (touch point P2), then, biometric
authentication is not used at the security inspection
site (touch point P3), and biometric authentication is
used at the immigration site (touch point P4) and the
boarding gate (touch point P5), and the authentication
history at the touch point P3 1is thus missed.
Similarly, when the operation terminals (22, 32, 42, 52,
62) are used to perform procedures but some
registration process of passage history information is
not performed, a touch point for which both passage
history information and authentication history
information are absent can be detected. It is possible
to recognize a traffic line of the user U by detecting
and analyzing such a missing state of records. As a
result, it is also possible to change the layout or the
number of installations of terminal apparatuses having
a biometric authentication function and facilitate more
use of biometric authentication.

[0173]
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The scope of each of the example embodiments
further includes a processing method that stores, in a
storage medium, a program that causes the configuration
of each of the example embodiments to operate so as to
implement the function of each of the example
embodiments described above, reads the program stored
in the storage medium as a code, and executes the
program in a computer. That is, the scope of each of
the example embodiments also includes a computer
readable storage medium. Further, each of the example
embodiments includes not only the storage medium in
which the program described above is stored but also
the program itself.

[0174]

As the storage medium, for example, a floppy
(registered trademark) disk, a hard disk, an optical
disk, a magneto-optical disk, a CD-ROM, a magnetic tape,
a nonvolatile memory card, or the 1like can be used.
Further, the scope of each of the example embodiments
includes an example that operates on 0OS to perform a
process 1in cooperation with another software or a
function of an add-in board without being limited to an
example that performs a process by an individual
program stored in the storage medium.

[0175]

The whole or part of the example embodiments
disclosed above can be described as, but not limited to,
the following supplementary notes.

[0176]

(Supplementary Note 1)

An information processing apparatus comprising:

an acquisition unit that acquires first history
information indicating that a procedure related to
boarding of a passenger in an airport was performed
with biometric authentication and second Thistory
information indicating that the procedure was performed

with reading of a medium; and
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an output unit that outputs usage status of the
biometric authentication in the procedure based on the
first history information and the second history
information.

[0177]

(Supplementary Note 2)

The information processing apparatus according to
supplementary note 1 further comprising an issuance
unit that issues a token ID corresponding to registered
biometric information on the passenger used for the
biometric authentication,

wherein the first history information includes
information on a procedure area in which the registered
biometric information was registered and the token 1ID,
and

wherein the output wunit outputs the number of
registrations of the registered biometric information
for each procedure area.

[0178]

(Supplementary Note 3)

The information processing apparatus according to
supplementary note 2,

wherein the first history information includes
attribute information on the passenger, and

wherein the output unit outputs the number of
registrations for each attribute information.

[0179]

(Supplementary Note 4)

The information processing apparatus according to
supplementary note 2 or 3, wherein the output unit
outputs a usage rate of the biometric authentication in
the procedure area based on a ratio of the first
history information and the second history information
for each procedure area.

[0180]
(Supplementary Note 5)

The information processing apparatus according to
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any one of supplementary notes 2 to 4, wherein based on
the token 1ID, the output unit detects, out of a
plurality of procedure areas, the procedure area for
which the first history information on the same
passenger is absent.

[0181]

(Supplementary Note 6)

The information processing apparatus according to
any one of supplementary notes 1 to 5,

wherein the first history information includes
terminal IDs of terminals wused in the biometric
authentication and process results of the biometric
authentication, and

wherein the output unit aggregates and outputs
the process results for each of the terminal IDs.

[0182]

(Supplementary Note 7)

The information processing apparatus according to
supplementary note 6, wherein based on the process
results for each of the terminal IDs, the output unit
detects a terminal in which an authentication success
rate is less than a predetermined threshold.

[0183]

(Supplementary Note 8)

The information processing apparatus according to
supplementary note 6 or 7,

wherein the first history information further
includes information on arrangement places of the
terminals in the airport, and

wherein the output unit aggregates and outputs
the process results for each of the arrangement places.
[0184]

(Supplementary Note 9)

The information processing apparatus according to
supplementary note 8, wherein the output unit outputs
information on an arrangement place in which average

authentication accuracy obtained by averaging
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authentication accuracy of the biometric authentication
for each of the arrangement places 1is less than a
predetermined threshold.

[0185]

(Supplementary Note 10)

The information processing apparatus according to
any one of supplementary notes 6 to 9 further
comprising a prediction unit that outputs a predicted
processing time in the procedure based on a learning
model in which a relationship of the number of
passengers in a predetermined period, the number of
installations of terminals, and a required time for the
procedure is learned in advance.

[0186]

(Supplementary Note 11)

The information processing apparatus according to
supplementary note 10, wherein the prediction wunit
outputs information to facilitate a change of the
number of installations when the predicted processing
time exceeds a predetermined threshold.

[0187]

(Supplementary Note 12)

The information processing apparatus according to
any one of supplementary notes 1 to 11, wherein the
output unit outputs different types of statistics
analysis results based on the first history information
and the second history information in a dashboard form.
[0188]

(Supplementary Note 13)

An information processing method comprising:

acquiring first history information indicating
that a procedure related to boarding of a passenger in
an airport was performed with biometric authentication
and second history information indicating that the
procedure was performed with reading of a medium; and

outputting usage status of the biometric

authentication in the procedure based on the first
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history information and the second history information.
[0189]

(Supplementary Note 14)

A storage medium storing a program that causes a
computer to perform:

acquiring first history information indicating
that a procedure related to boarding of a passenger in
an airport was performed with biometric authentication
and second history information indicating that the
procedure was performed with reading of a medium; and

outputting usage status of the biometric
authentication in the procedure based on the first

history information and the second history information.

[Reference Signs List]

[0190]

NW1l, NW2 network

1 information processing system

2 reservation system

3 reservation information DB

10 management server

11 token ID information DB

12 passage history information DB

13 authentication history information DB
14 operation information DB

20 check-in terminal

30 automatic baggage drop-off machine
40 security inspection apparatus

50 automated gate apparatus

60 boarding gate apparatus

22, 32, 42, 52, 62 operation terminal
100 information processing apparatus
100A acquisition unit

100B output unit
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[CLATIMS]
[Claim 1]

An information processing apparatus comprising:

an acquisition unit that acquires first history
information indicating that a procedure related to
boarding of a passenger in an airport was performed
with biometric authentication and second history
information indicating that the procedure was performed
with reading of a medium; and

an output unit that outputs usage status of the
biometric authentication in the procedure based on the
first history information and the second history
information.

[Claim 2]

The information processing apparatus according to
claim 1 further comprising an issuance unit that issues
a token ID corresponding to registered Dbiometric
information on the passenger used for the biometric
authentication,

wherein the first history information includes
information on a procedure area in which the registered
biometric information was registered and the token ID,
and

wherein the output wunit outputs the number of
registrations of the registered biometric information
for each procedure area.

[Claim 3]

The information processing apparatus according to
claim 2,

wherein the first history information includes
attribute information on the passenger, and

wherein the output wunit outputs the number of
registrations for each attribute information.

[Claim 4]

The information processing apparatus according to

claim 2 or 3, wherein the output unit outputs a usage

rate of the biometric authentication in the procedure
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area based on a ratio of the first history information
and the second history information for each procedure
area.

[Claim 5]

The information processing apparatus according to
any one of claims 2 to 4, wherein based on the token ID,
the output unit detects, out of a plurality of
procedure areas, the procedure area for which the first
history information on the same passenger is absent.
[Claim 6]

The information processing apparatus according to
any one of claims 1 to 5,

wherein the first history information includes
terminal IDs of terminals wused in the biometric
authentication and process results of the biometric
authentication, and

wherein the output unit aggregates and outputs
the process results for each of the terminal IDs.
[Claim 7]

The information processing apparatus according to
claim 6, wherein based on the process results for each
of the terminal IDs, the output unit detects a terminal
in which an authentication success rate is less than a
predetermined threshold.

[Claim 8]

The information processing apparatus according to
claim 6 or 7,

wherein the first history information further
includes information on arrangement places of the
terminals in the airport, and

wherein the output unit aggregates and outputs
the process results for each of the arrangement places.
[Claim 9]

The information processing apparatus according to
claim 8, wherein the output unit outputs information on
an arrangement place in which average authentication

accuracy obtained by averaging authentication accuracy
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of the Dbiometric authentication for each of the
arrangement ©places 1is less than a predetermined
threshold.
[Claim 10]

The information processing apparatus according to
any one of claims 6 to 9 further comprising a
prediction wunit that outputs a predicted processing
time in the procedure based on a learning model in
which a relationship of the number of passengers in a
predetermined period, the number of installations of
terminals, and a required time for the procedure 1is
learned in advance.

[Claim 11]

The information processing apparatus according to
claim 10, wherein the prediction unit outputs
information to facilitate a change of the number of
installations when the ©predicted ©processing time
exceeds a predetermined threshold.

[Claim 12]

The information processing apparatus according to
any one of claims 1 to 11, wherein the output unit
outputs different types of statistics analysis results
based on the first history information and the second
history information in a dashboard form.

[Claim 13]

An information processing method comprising:

acquiring first history information indicating
that a procedure related to boarding of a passenger in
an airport was performed with biometric authentication
and second history information indicating that the
procedure was performed with reading of a medium; and

outputting usage status of the biometric
authentication in the procedure based on the first
history information and the second history information.
[Claim 14]

A storage medium storing a program that causes a

computer to perform:
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acquiring first history information indicating
that a procedure related to boarding of a passenger in
an airport was performed with biometric authentication
and second history information indicating that the
procedure was performed with reading of a medium; and

outputting usage status of the biometric
authentication in the procedure based on the first

history information and the second history information.



