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CLAIMS 

What is claimed is: 

1. A digital asset tracking system, comprising:

one or more Client Machine (CM) being installed with an Agent;

an Asset Management Platform (AMP) managed by a System Administrator; 

wherein the AMP allows the System Administrator to make informed decisions on which 

assets are to be armed for monitoring; and 

a Callback Server being installed in a server, hosted either by cloud service provider 

or in an enterprise network on an internet facing interface; wherein the Callback Server 

listens-in and logs all communications received from armed assets; and when an armed asset 

is being opened and viewed, the arming on the armed asset triggers a communication back 

to the Callback Server that logs all communications received; 

wherein the Agent comprises: 

a Fingerprinting Module extracting basic system information of the CM as inputs, 

using the extracted basic system information to create its System Profile as outputs; 

an Asset Collection Module extracting from the CM Digital Assets such as 

documents, multimedia files, and folders as inputs, and then using the extracted documents, 

multimedia files, and folders to create an Asset List; thereby the Asset List is a list of the 

names and information of the digital assets residing in a CM; 

a Policy Module querying the Database Server via the AMP server about the digital 

assets to be armed and selecting arming methods to arm the to-be-armed digital assets; and 
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a Communication Module transmitting the System Profile and the Asset List to the 

AMP, receiving arming policy and transmitting arming result to AMP;  

wherein the Agent continuously monitors the armed assets for an event including 

copying of contents (partial or full) of the armed assets locally, copying of the armed assets 

to another destination, duplicating of the armed assets, and printing of the armed assets, and 

when the event detected, the Agent arms the new copied asset being present both locally and 

in the another destination and the duplicated asset, and sends an alert to the AMP to notify 

the System Administrator of activities related to the detected event; and  

wherein arming the digital asset involves inserting a process or enabling a service 

within the armed digital asset, said process or service operationally triggers a “callback” 

when the armed digital asset is opened by its associated application in both authorized and 

unauthorized machines.   

 

2. The digital asset tracking system of claim 1, wherein the CM is selected from a group 

consisting of a desktop, a laptop, and a mobile device.   

 

3. The digital asset tracking system of claim 1, wherein the AMP comprises an API 

Server, a Database Server, and an Asset Administrator Web Application;  

wherein the API Server is an interface that provides means for other components to 

send and receive information from the Database Server;  

wherein the Database Server stores operational and information data that is used by 

the digital asset tracking system; and  
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wherein the Asset Administrator Web Application is a web application server that 

hosts a web portal for the System Administrator to interact with and manage the digital asset 

tracking system; 

thereby when the Asset Administration Web Application prompts the System 

Administrator to view the assets identified in each CM, to indicate which of the assets are 

armed and which are not, and to select the asset(s) that needs to be armed for monitoring, a 

database in the Database Server is updated when an “arm” action(s) is saved. 

 

4. The digital asset tracking system of claim 3, wherein the web portal is accessed via 

an administrator web browser.  

 

5. The digital asset tracking system of claim 3, wherein the API Server routinely 

retrieves those logs and perform analysis; thereby the information gleaned from the analysis 

is presented in the Asset Administration Web Application so that the System Administer 

uses the information to identify which armed assets are accessed, where they are accessed 

from, and information of the user identity and the underlying IT environment where the 

armed asset was accessed. 

 

6. The digital asset tracking system of claim 1, wherein the basic system information of 

the CM includes hostname, OS version, IP address, MAC address, and hard disk serial 

number, and installed applications. 

 

7. The digital asset tracking system of claim 1, wherein the Asset Collection Module 

routinely checks for updates on the information of the Asset List. 
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8. A digital asset tracking method, comprising: 

identifying and registering digital assets; wherein the identifying and registering 

digital assets includes extracting and fingerprinting basic system information of a CM to 

create a System Profile, extracting names and information of digital assets residing in the 

CM to create an Asset List; and transmitting the System Profile and Asset List to an Asset 

Management Platform to be stored therein; and wherein the Asset List is routinely updated; 

determining digital assets to be armed based on type of asset, applications available 

and application version;  

arming the digital assets by inserting a process or enabling a service within the digital 

asset, such that when the armed digital asset is opened by its associated application, the 

process or service is parsed and triggers a “callback”; wherein the arming digital assets 

includes arming the digital assets that are identified to be armed for monitoring by a System 

Administrator; wherein a database is updated when an “arm” action(s) is saved;  

when the armed digital asset is copied (partial or full) locally or to another 

destination, duplicated, or printed, arming the new copied or duplicated asset being present 

both locally and in the another destination and the duplicated asset, and sending an alert to 

notify the System Administrator of such activities; and  

calling-back by calling back to a Callback Server when the process or service within 

the armed digital asset is triggered; where the calling-back includes logging in all 

communications received about opening and reviewing an armed asset; and   

routinely retrieving those logs and performing analysis of the retrieved logs. 




