W03/ 023578 07/03/ 2006 PCT/ U502/ 25307 USI NG DATA STORED IN A

DESTRUCTI VE- READ MEMORY Field of the Invention The invention generally

rel ates tovgbﬁglﬁisb%t' ng comercial products, and 5 nore parél c Q750 /2806
.using destructivé-read nenory to provide linited access to T08%%%5
commercial products without having to enpl oy cunbersonme protective

t echnol ogy to préSG DATRSTERERCINA DESTRIJCTIVESREAD MEM@RYi al product s.
Background 10 Recently there have been many advances in comunity file
sharing technol ogy, and in technology required for digitally encoding nusic
dat a, audField sfidienventionl data. These advances al |l ow people (or nachines)
to easily “share and exchange such data, either directly or indirectly

- though shari ngTisenvestioh genSrailp relbmsito distiteiting lcosvnereial fredudshricdo ai d
prollferatlon of commercial and non 15 commerci al data, such as nusic. A

si gni f§ canioré pattieulariy Gteadingdsstitivs-mdd Rembhad prividdiirhfiéd Hbdassite enf orci ng
£aqpyrights and/or sharing policies for certain data. For exanple, one nmay

desire todistiited coniABRial BrodBcRYitRut Bavidy lohPiBy BR8befsBnitoyBlRad t he sang
or novie, such that it caaﬁooncy be 8 aye"?a cer?al n nﬁrrber o# times, or

only for @ceh id K t t ly and 20

conpl ex secur%@te@ﬁ%@ﬁgggfagﬁ-ﬁ%@%ﬁ Ié;/tng#S?%éhﬁr orﬁtegtgt% digital data
di stribution. Such security techniques increase the costs of providing data
~to .consuners, increase costs for devices to present the datd, -and provide

nore op | for problens to occur. | WD 03/023578 07/03/ 2006
PCTI US02/ olnld .

J 10 - Recently there have been many advances in community file sharing

| technofogy, and in technology required for digitally encoding music data, audio
and/or visual data. These advances allow people (or machines) to easily share
and exchange such data, either directly or indirectly tﬁough sharing services.
Such sharing technology can be used to aid proliferation of commercial and non-
15 commercial data, such as music. A significant issue hindel;i-ng such profiferation,
is difficulty in eriforeing cqpyrights and/or sharing policies for certain data.
‘For example, ong may desire to “rent’ a song, or a movie, by allowing one

to download the song or movie, such that it can only be played a certain number

of times, or only for a given time period. To effect such restraints, costly and
20 complex security techniques are typically employed to control digital data’ .

d.istribution. Such security techniques inct_‘easje the costs of providing data fo

consumers, increase costs for devices to present the data, and provide more

opportunity for problems to occur.




Brief Description O The Draw ngs The features and advantages of the

present invention will becone apparent fromthe follow ng detailed .
descripti oq%m éﬂeﬁresent invention in which: FIG | illustrat@g,/03/2006
according t 8H& 3 Wbodi nent, a destructive-read menory and BEEUE2R584V.

- control logic for reading fromthe nmenory and witing back to the nenory.

FIG 2 i|BrietDes@iptiRCOPTHE D¥awihgane enbodi nent, determ ning whet her
continued access to data read froma destructive-read nenory should be

permtted. 10 TheGeatérds drdsddvah@ges EF%rﬁég%tﬁrﬁlgﬂgrg] \gfﬂ?%?i)fﬁ%'gppa%n‘t'ser

utilizing a web browser to purcChase or acqui use ' fn conjunction-

With & desinuee folGwhng diaiBRABENptBh G b drbddriif AL A bl e comput i ng

environnment in which certaln aspe e i nven y be i npl enent ed. :
15 Detail ed Deggri pied Li it atj in the prior art, and '
specifically, to '|rQ%@%e%%gggﬁgn&qggo#&é@(ﬁo@q@ﬂg%ﬁfﬁy@ﬁ%%cgwgﬁaq or protecting

dist_r"burnggg.n t [ |\Va- L mory is utilized to.store data. As

used herei n,&?h%dtégsrs rgr?a%g;b %h{r¥]§°§'§?%rf&g§ng5%%%9%?"[}% aAWEGe of dat a L
that can red. in a nenory, for exanple, nusic, audio, video, conmputer
s_oftvvare,bgglfg%@gﬁ’q?ﬂr}g eés, etc., as well as instructions to ‘program or '

configure a Fj Programmabl e, Gate- Array, Digital Signal Processor, or

the like. V\heﬁ'%d%t’E”?c*%"‘?%é‘c%ﬂsfg'ﬂ“ﬂL'j%PP%@m%Qan?fgn@ﬁt?m'@madv!&@éd, the - -
accessed: nmor,y is autonmatically erased by the act of reading. 07/03/2006
WD 03/ 02 @uﬁéﬁPE@ﬁ%’éﬁﬁ)”Fag @aFea destipttiverpad mesmnry seyld ber ead nenory i s

. magneti c cor.e menor
gl permrﬁed. y

\) 10 FIG. 3 illustrates, according to one embodiment, a user utilizing a web
browser to purchase or acq_uire data for use in conjunction with a destrucfive-read
memory.

FIG. 4 illustrates a suitabie computing environment in which certain aspécts
. of the invention may be implemented.
15.

| Detailed Description

To overcome limitations in the pridr art, and specifically, fo réifnove need for
complex security measures for protecting distributed data, a destructive-read:

memory is utilized to store data. -As used herein, the term “data” is intended to

20 in'cfude any type of data that can be stored in a memory, for example, muSic;
audio, video, computer software, digital images, etc., as well as instructions to ,
program or configure a Field Programmable Gate Array, D_igitalSigna!- Proceésor,

or the like. When data in the destructive-read memory is accessed, the accessed

memory is automatically erased by the act of reading.




devel oped at the Massachusetts Institute of Technology (MT) by Jay
Forrester in the 1950s. In magnetic core nenory, a binary bit (one/zero)
was stored as a magnetic field in a very small ring of ferrousqgyetesyalpoes
I'n order two®adige state of a bit in aring, the rragneti];mf/ﬁ@ﬂ-}agg '

. thanged to a known state and consequently the stored magnetic ief of the
ring i's lost.. The value of the bit read. (one/zero) was determ ned by

noni toring t hONSRrgerle §f & destreyriqad meapPl igumagngtic Gereonemgy to a known
state, i.e. during the read operation. Due to linmted capacity difficulty
of use ar?@Vﬁ*PBﬁd@gﬂle Iagsechisstts dnstigge of Technology (MIThiyydest Farresterdnmenory was
used sparingly. However, recent advances in storage technol ogi es have

creat ed [thg 8@’3/%;%61&9%5@ ovradrenaryi aihinant bih(ongézero)uas steredeasch
-featurestithat can be used to the advantage of the invention. Once data is
secur el y magnefic daldine w@ryrpingll gngpokfdmons suaddrizd freordeyio read densthte ofeasi | y
read w thout conplex protection schenes, since the act of readi ng destroys
45 t'hé dathit inearthg, The magestic fielt is\ohangaditd 2 Rtowe staénandcorisequeastiyessity for
‘conpl ex protection schemes for stored data, which in turn reduces the cost

and conptrexsibred megnsticfield of e g (elosthe ik bithe OtFéadfoneperd)act uring
devi ces .to present stored data. Rather than a manufacturer, distributor,

~etc. havivag deterfrdgatbbp modReiNgehy cRAKRONMNe Aignefd feld QuAR@iRBhangaut hori zed
usage, which entails use of conplex encryption - _

to a known state, i.e. during the read operation.

| J Due tfo limited capacily, difficuity of use, and high cost, back in the 1950s,

. 1'0 ' magnetic core memory was used sparingly. However, recent advances in
_storage techndlogie's have created large capacity storage mediums with

- destructive-read features,that can be used to the advantage of the invention.
Once data is securely acquired and simply stored in such a rnemory,' it can be-
easily read without complex protection 5¢he_mes, since the act of reading destroys

16 the dataread. |

This destructi\fe'fread féature removes the necessity for complex protection

'schemes for stored data, which in turn reduces the cost and complexity required |

to provide data, and-the cost of manufacturing devices to present stored data.

e L . . -

Rather than é manufacturer, distrjbutor, etc. having to focus on securely en.;odin.g
20 aata to prevent unaufhorized usage, which entails use of complex encrypﬁnn

| ,schemes, complex key management fo control data acceSs, compliance with -~
government encry.p.tion export reguiations, etc., instead focus may be directed
‘towards protécting the mechanism used for writing read data back into the

- destructive read memory. This write back proieCtion is independent of the data




schenmes, conpl ex key managenent to control data access, conpliance with
gover nnent encryption export regul ations, etc., instead focus may be
directed towards protecting the nechanismused for witing rea¢7da03/bade
into the O¥OWBNESI%e read menory. This wite back protecti @CTIGS02/25307
~-1ndependent of the data. 3 07/03/2006 WO 03/023578 PCTI US02/ 25307 bei ng

stored in whet her
stored daP gip'gss Eﬁg’?’th&?@%ﬁ@ogé@%aé’r% St%re?ﬁi%gf#ﬁ%@ﬁ\%&f‘é@pﬁﬂﬁg to one
enbodi ment structive-read nmory 100 and associated control 1logic-for
readi ng 16@?4&%%&'%?? QQHdeE iting 104 back to the menory. The FIG |
embodi nent may be incorporated into a personal digital device, such as a
personal digital assistant, portable nmusic or video playback device, into
“consuner electronics such as those installed within. a hone or office, or
ot her - machi nest1G1{ ifystrates, acenrdingdp qre embodimstya festiyslive-mad y confi gur ed
such that the act_of reading a portion of the destructive-read nenory

dest ro’§/s neatH e and awoqzﬁgd cpilEe} logigior yeashing 1¢hfromdirmamony@angdi | | be
appreci ated that other nenory constructs nmay be used instead, such as
convent i owelingRHtbaskie dbe sramramsr Fhe FiAM) cwbediment mayda IBCWRMG(I M,
Synchronous DRAM (SDRAM), etc., 15 where incorporated into the rrem)ry
package, iofo aanerage@kﬂlgitaédewemh aserpersdiat digitakadsisiarg, portablemusieat i cal |y
erases the contents of the nenory after it is accessed. As illustrated,
the read omiidesd eybatl 2ieveumbdcersunetr eleetreniss sectoas tose dfstailed within ent s of

t he destructive-read menory 100. Read data may be provided to an 20
external aphbrpeior dffice, eruztheamachingy/si cal data output on a hardware device,

e‘T.}. , headphone out put, video output, network output, etc. Qutput 106 may
SO fige .an It is assumed that the memory is physicaily configured such that the act of

reading a portion of the destructive-read memory destroys the contents of the

read memory portion. However, i will be appreciated that 6ther memory

constructs may be used instead, such as 6onventiona-l Random Access Memory

(RAM)_ such as Dynamic RAM (DRAM), Synchronous DRAM (SDRAM), etc., |

15 .where incorporated into the memory package, or an'a’ssociéted memory
controller, is logic that automatically erases the contents of the memory éf_ter itis

accessed.

As iliustrated, the read interface 102 is used to retrieve some or 2ll of the

: éontents of the destructive-read mqury 100. Read data may be provided to an -

| 20 external output-1b6,'such asa p_hysical data output on a hardware device, é.g.,
1 | headphone output, video output, network output, etc. Output 166 may also be an
internal output, such as on a circuit board or integrated circuit, where the'ou.tput is
provided as input to ofher-contro[ logic ot data bus. it will be appreciated that the-

| read interface may be configured to operate and be accessed in a_Va;iety of ways




internal output, such as on a circuit board or integrated circuit, where
the output is provided as input to other control logic or data bus. It wll

be appreciated that the- read interface may be configured to o na o
~accessed i N8 %4tP# y of ways WO 03/023578 PCTI 03/2 3 !200%_CH£’§ g on
the environment in which the destructive-read menory is inplenmented. The

- write i nt ggp@finglédtheerNiESnét ifwhich tHaldesinittivetdR Hembhyiet | ve- read |
menory. This interface may be used to initialize the nenory with data from

some 5 dajgieReheq, 108, such as a point of sale termnal, network, wireless
transm ssion, -etc., or it may be used to rewite the read nenory with the

read data. |In ‘ﬁriﬂe%tﬁﬁé\fe{ ﬁdﬁimsgg rt1{’ pﬁaée)gétgmto He &é&@ruﬁg\ﬁjreéﬁat erface 102 is

conmmuni cati vely couple access contr 110, which in

furn 1 SRR SThb YRbAGHA 6888110 iiated 18 g Ui uatd from i ont nued

-access controlier Ts fespon or enforcin ccess rights associ at ed
wi th dat r I hal S ' . i ment ,

Bestr dey; e Rebel et UpriA bt biES BTN oot CABIRENES CC 108
-where the wite-enable 112 first, uses sone traditional . aythentication
process t%tcvéi’lrﬁ&laa(yg’%\ﬁetdé%?\‘%rgﬁitt%r‘?ar?emﬁ’é"r?@'rvi?}" ﬁde?‘ﬁgﬂtaaﬂpmﬁq@?singl e

~(or large) bulk itin data to. the nory. For . exanpl a. device can be
Lol i it Db e oyl otihe (ol bR d oA SomHngenl SR S G o
and/ or. visual works or other data into the destructive-read ry. Once

the menor §oRdRRAAcEesSEARIPIRT I MIER b YED s SRR GRS S6URERP 1%  hout
requiring any. encryﬁ;t lon of the stored data. For sinpli cié_?/, jt is assuned -

" the dest MIdeiRteDaEP4rethis spninged aceass £ontiolgh iespensiie for ifr6igr ol | ed by a

' gi)gle associ ated access rights, however it wil|l be appreciated that 'the

- dést flct iapeeseaghterassnciatechyills dateestaiactin fhadesiustiveriead memmery 140avi ng their

~own access terns. For exanple, the destructive-read nenory may

ER In one embodiment, destructive-read memory may initialized (written} from

a data source 108, where the write-enable 112 first uses some traditional

authentication process to validate write-enabling the memory, and then allows a

single {or large) bulk writing of data to the memory. For example, a devic_e can be

- 15 _initialized for initial use by loading a series of purchased audio and/or visual works

or other data into the destructive-read memory. Once the memory is write-

| enabled, data can be loaded into the memory without requiring any encryption of

~ the stored data.

F'or simplicity, it is assumed the d_estruc_t_ive-read memory stores da{_a

) 20 whose acoess is controlled by alsingle associated access rights, however 'it will be

. -appreciated thét the destructive-read memory may store multiple data items, each

' having their own access terms. For example, the destructive-read memory may
store 'rhultiple songs, some distributed freely, and others having restricted access.

- rights enforced by the continued acées_s controller 110,




store nultiple songs,. sone distributed freely, and others having restricted
access rights enforced by the continued access controller 110. WO

03/ 023578 PCT/ US02// 25307/ O 6 When data is accessed in the 07/03/2006
destructi vavQ 8HeP35@nory, the contents of the nmenory is deRCERYII25IMGwever ,

incident to reading the nenory, the continued access controller 110 may

determ ne thahaRaEeass id gccteggecfﬁﬂﬁggegﬁﬁsﬁivéﬂgéﬂ Hepl%{yéﬁ%%&ﬂ}éﬁg of g{ét this

situation, the continued access contro € rea a back to

the destr ter FIG 2

i1l ust ratrg%tn ccorglciio %%%@W%@%h?eadgﬁt@%ﬁqgﬁ% "w% %Hé'%edcontl nued
access tq ruc read ermtted. In
this enbdtfi %%%?6&%%; {%&ggﬁa ‘EH‘%@F???PS? Pﬁﬁaé@?‘ﬁa \)sg'of'@atffo menory,
such as thr et nsatlon at a store, of file sharing
bet ween i%&?O&%alng’ E‘t’%ﬁonn@@ Eue%f"c‘i?ﬁﬁéﬁmtﬁqyﬁ‘i@@yw\?ﬁ%t%@ﬁgred data is.
stor_eg 2%2 g t he estructlve read menpry. Wien the destructive-read
menor 3l 601‘2@4 e deRtriclve-rad memery By W§¥:Pf%‘fe wgbveface 1@k a2 device

i ncorporating the destructive-read nenory, a test 206 is perfornmed to 15
determ ne whether access to the read data may continue. For exanple, a song
may have been rented and stored in the nmenory, where the song is only '
allowed. to E&sz@ly&teat@m@écorﬁwgttn|0§1esetf@bq§}¢m@1t detesigivgadtbenr (not
illustrated) is associated wth the song and set to one. Wen the song is
- pl ayed, ctortinsdracsesstaydaltereaddume matastrdctive-read oyemoanysbaili g t hat conti nued
usage is not allowed, thus 20 continued access is denied and the read data
i s al | owpdrmitted e iraihis emlasiidett] Oatass asqghiyediz0idoctheafestrastivegeptiayed t he song.
Copversely, if the test 206 indicates that access may continue, then the

readigat mensory duchen thaalh aQRirdteise ttdmeactiontdt wastorechy wag offflesharingor
exanpl e, one nmay have rented a video good for five days playback. In this

he ot oo S R heR e o) e Do cssoctated i
The acquired data is stored 202 in the destructive-read memory. When the
destructive-read memory is read 204, such as by way of a user or controller of a
device incorporating the deétrubtive—read memory, a test 206 is performed to
16 determine whether access to the read data may continue. For example, a song
may have been rented and stored in the memory, where the song is only aliowed
" to be played once. In tﬁis scenario, a usage counter (not iflustrated) is associated
3 with the song and set to one. When the song is played, the counter may be
decremented to zero, indicating that continued usage is not allowed, thﬁs
20 cdntinued access. is denied and the read data is allowed to remain erased 210 as
| a by product of having played the song..
Conversely, if the test 206 indicates that access may continue, then the
read data is written baék 208 into the destructive-read memory. For example, one

may have rented a video good for five days playback. in this sce’nario_, a time

25 - controller (not illustrated) may be associated with the data within the destructive-
. s .




6 WD 03/023578 07/03/2006 PCT/US02/25307 read nenory, where the test 206

val i dates conti nued access (e.g., playback days remaining) against t?e
Bé06

time contrqller. 1t wll be appreciated that a device incorpor@ffi/
-_destructivg‘-'(#g%?p#%rmry, or the destructive-read menory it sRFUSRESHr ough
encryption, in order to prevent attenpts to illicitly nodify access

cont i nuatfie8d memayswhere tHatest 200 vektites thaindes RS | Ta?EaEPHWsY . In one
enbodi ment, the testing 206 nechanismis protected, sudrﬁ) S may provide a

variety dﬁmﬁﬁmg)oﬂgainsnmtomc@ﬂrdn@tenmpl%a@h@&ia@%% daggeiated with
~stored data to regul ate access and continued access. to Stored data.

Al er nat iinedrporafing greavestodiue 4 SAShbCoMAEIduBbANEYaRP i) regrle, or the

like, may be associated so as to allow arbitrary t perations to

control anaepmviderdvareny bR hsldR ir?t[a%(ge@a{gat; ay E% %ag%jaitl?rlgua rates,

-according to one enbodi nent, a user utilizin pur chase or

S descruct e ean noPy Ll A cBAMEs fclber RaOE BBy 20 of &

a destructive-read nmenory. The user starts r

conput er AlBfnafvel, FBgHRE bodts Sidrdliis fv?a@ﬁjd:l lﬁéjn%ﬁggé (b} coe egfa?ﬁ@gi ',aff(’e t hat

wirel ess portable cOnmputer, "persona

wireless _ BN i ke that
pur chase. a0 oo e iRy Hrela B3R and Se¥Elep e pawEicasspact | on 302,

pur chase and

In the i bhyshi@e gggnli he_user purchases a |inited-used product,
e. o Gag:)é on %hﬂégﬁa of tinmes, or wthin a

., one that can ‘certai n nunber

certain date, LN Q ., sone her restriction, such as a policy.
The product’ Singi;gte }%A’aﬂhaﬁ' &’5&@%"@0&56( Beahaiyy js rrofegtad: sueh as

. 10 through encryption, in order to prevent attempts to illiciﬂy modify access

continuation rights for data stored in the destructive-read memotry.

FIG. 3 illustrates, according to one embodiment, a user utilizing a web
browser to pu_rchase or acquire data, such as frorﬁ an online store, for use in
. -15  conjunction with a destructive-read hemory. The user starts 300 a web browser
of a computer, or uses anothér user interface, such as a purchase tablet, wireléss
'por_tablé computer, personal digital assistaht, or the like that is conﬁgured fo

obtain data forrthe user.

| ASsuming the user is seeking to purchase and download data, the user
20 completes a purchase transa'ction. 302. In the illustrated example, the user |
'_purchases a limited-used prodﬂct, é.g., one that can be only used a certain
“number of times, or within a certain date, or according to some other restriction,
suchas a poliéy. The product’s data is downloaded 304 to a destructive-read
merhory, such as one incorporated into a portable access device of the user, é.g.,-

- 25 amusic pfayer_, video player, etc. In the illustrated embodimént, due to the
. 7 ' :




menory, such as one incorporated into a portable access device of the user,
e.g., 25 a nusic player, video player, etc. In the illustrated enbodi nent,
due to the 7 WO 03/023578 07/03/2006 PCT/ US021 25307 inherent|l gy75ai®/2006
nature of HROHEBFBuctive-read nmenory, the data is stored i RCBUS02/25307
--unencrypted format. If the user is using an interface to access the data

e b ranERir ) safel RIS g BEh BRI oh §1 L8 i oty Bepaccesed: 1t

is assunmed a w or wreless conmuni ca exi s r ansf er

acquired gag r%}ﬂ er's device for accessing the data, e.g., Bluetooth
(promul gatem E‘??bg@slé?m IBM Intel, and others), infrared, or other

communi cati on Lgyes.. ending.on the user, interface,, .and the
transfer di stalhgj%m\?g%@%ﬁ@ C%é? PB?‘?SFé@%ﬁPEU@Q%Ia erentiiof B8 10 usage
limts ar n .306 for the downl oaded. data to, prevent  tanpering.
These i taéﬁgstog'%'ﬁ%ﬁ}eh%t%ﬁ P beiasHese tﬁés W%@Wﬁ eEwEelesHnt rol | er
110 (RIG _1). |In one odi t, the restrictions are progranm ng. | anguage
" code that quémggz@@ﬁqrb@etg%xlsﬁﬁngﬁﬁné{eéacwretdlﬁat%B?ﬁherﬂ'F’@HS&‘@lé‘ﬁ@@rcont roll er.

It wll be aggre i ated that_ various methods may be enployed to transfer the
usage 15 FEBFING thedrtaqe-gnBivateath (rremulgated by, ETigerong IRMoBtRbiang t he
restrictions within the downl oaded data, wapping the data and

restrict i Gpers)digarad) egpthar copeunisation echniguess Papsading on thewssngh some

met hod. The user then accesses 308 the data, causing the stored data to be
_dest r oy edNtefface #and3he tiassise distanne.d/atiousi eoremunivatioh éedhaiques @ré nued access to

the 20 data is allowed. As discussed above, the test may conprise specific
testing @dH¥oyesksoci ated with the downl oaded data, or a certain test

aJ) eady supported by the

7 10 Usage fimits are then set 306 for the downloaded data to prevent .
tampering. These limits determine the operation of the continuéd access
controller 110 (FIG. 1). In one embodiment, the restrictions are programming
language code that is executed or interpreted by the continued access controlier.
It will be appreciated that various methods may be employed to transfer the usage

15 restrictions along with the data, including embedding the restrictions within the
downioaded data, wrapping the data and restrictions into a logical document, e.g.,

with XML, or through some method.

The uSer then accesses 308 the data, causing the stored data to be

destroyed. A test 310 is performed to determine whether continued access to the
20 datais allowed. As discussed above, the test may comprise specific testing code
assoqiated with fhe downloaded data, or a certain test_élready supported by the
- accessing device incorporating the destructive-réad memory, e.g'., accéssing
device may be required to provide support for certain common tests, such as fdr

usage count limits or time limits. If 310 continued access is not allowed, then




accessi ng device incorporating the destructive-read nenory, e.g., accessing
device may be required to provide support for certain comon tests, such as
for wusage count limts or time limts. If 310 continued accessQi7y ¥ 2006
al | oned, tNEQOINI3FB/ 023. 578 07/ 03/ 2006 PCTI US02/ 25307 pr ocEesSyuse/Si@ps 312
with the destructive-read nenory in the state of the data having been
erased. Vi i f 3 canti nue ccess,is allowed, ,the ysage data is .
updat ed l@@%sg @grsééese%& \@/ﬁﬁh&ﬁ]ersgmg 'Vﬁgﬁa%%rvﬁﬁ&eeﬁéﬂf%&étw? Awritten back
to the rrrﬁgg'rn% 5 316. Thus, for exanple, if the restrictions include a
usage i ) tbr?gﬁ e'1""I’1Se‘adpresent access i s counted against the restriction.
When the | ast,allowe cess occurs,  then the test 310 would fail and
processing mﬁsweg?'bﬂéﬁf HYpd arcesfcisaligwed e upagrid@aieHpdaied ng er ased.
“kn the il lystrated enbodi nent, once testing 310 tenporarily wite-enables
a devi ce3éH~zq’ ER?#GHH%@FPDE@S&@@-W&@ FRAdoaLa i Wettaralackite thé memeny back 316

wi t hout encryption. In such fashion, a data provider may initially encrypt
 tata Po piBt éBHS-JQWWPl?,I if theirestretions inghde & upagealirit,tthen theqtressriton -
‘automatically renmoved fromthe data during an initial read and wite-back
process. acoaesds eplided againstdhe osstrictioor Whamibedast allds¢hagoessiotenrsf o utilize a
" dat'a encryption schene that operates only once to uniquely distribute
pur chasethepdbe tash 330 wouplfiad bad eroceBsity wobulhstop B2 fxth tswWestrneaiissussi on are
intended to provide a brief, general description of a suitable conputing
envi r onnisat! memoly idingenabed.n msihe dlusirgibd idhtbodirhéntSbrcd @ting RNt i on may be
I mpl emented. An exenplary system for enbodying, 20, for-exanple, the _
. destr uct fewmoradwiRnBiabidd a Geice dmplo)HaliRSruBtvERRAH My, tHaakg system
bug 402 for coup ling various machi né conponents. Typically, attached to

tRe fous igneitteh ®RER 396 WithBd: erryBYBR! h 4R th&hibn, a 4 Ipr&ir may
initially encrypt data to protect against illicit acts_., and then have the protection
automaticafly removed. from the data during an initial read and write-back process.
- This embodiment aliows, for example, a data provider to utilize a data encryption
scheme that operates only once to uniquely distribute purchased data to a

15 purchaser.

FIG. 4 and the following discussion are intended to provide a brief, general

'descriptiOn of a suitable computing environment in which certain aspects of the

| illustrated invention may be_-implemented. An exempléry system for embodying,
20. for example, the destructive—read memory of FIG. 1, includes a machine 40ﬁ_
having system bus 402 for coupling various machine comp;anents. Typicaily, '
attached fo thé. bus are processors 404, a mem'ory 406 (é.g., RAM, _ROM),
storage devicés 408, a video interface 410, and input/output interface ports 4-1.2.
| The system may also include embedded controllers, such as Generic or

25 Programmable Logic Devices or Arrays (PLD, PLA, GAL, PAL), Field-
, , s




storage devices 408, a vi deo interface 410, and input/output interface
ports 412. The system nmay al so i nclude enbedded controllers, such as
Generic or .25 Progranmabl e Logic Devices or Arrays (PLD, PLA, 0GXQ3P2BNG
Field 9 WOW8AYIZSH/8 07/ 03/ 2006 PCTI US02/ 25307 processi ngPETHS8/BIP wi t h
the destructive-read nenory in the state of the data having been erased.
However, PlogbdiimabRiGt hS Q%ﬁ’? ' is updated 314
to refl ect tghe curren’t'éﬁgggg?mé\?'hpé@é“ga ( tégﬁﬁgm\%g%??éejﬁh al%:i to the o

menory  YA%16), shiischip ebmPuRi®lshharl éarﬁ?,godrtﬁéﬁl{ei 3{1&1 ?ﬂeés;)l;sgeg‘lp :I"ﬁd i en the.

limt, then the present access IS coun agai nhs ction.

woul d st on T3 Es o TR o done o e aioh skt ik UKL gL Baber | o The

evi co. o DS PRARIBR or PRECRERG ety 14 TP Rifion dnifhork ietare 216

data o nror kReRlazo, B S pafiiake BysRakdndvBr MFemeoburaycian © 0"
read and write-back.

- | . d durij initial
SRR e e M U A D R e s

process. -
pur chas RS w38 SRtk ST 28015 dhed SeRABOTICGANRS, df Scussi on ar e
“envi ronmlie BRI B AP dptah Gutesed oreRier SATiGBs 1 at ed | nvent i on My be
I npl emented. An exenplary system for enbodying, 20, for-exanple, the '
dest ruct i ve- r EXUINMYRMEAYNAY bEfescribed;hygelpensedo piegramanaddes fetvi ng system -
b& 02 for coup |ing various machi ne conmponents. Typically, :
- _1 performing tasks or implementing abstract data types, e.g., procedures, functions,
data structures, application programs, etc., that may be stored in memory 406
and/or storage devices 408 and associated storage media, e;g., hard-drives,
ﬂoppy—disks, optical storage, magnetic cassettes, tapes, flash memory cards,
memory sticks, digital video disks, biological storage, as well as transmission
15 environments such as network 422 over which program modules may be
delivered in the form of paékets, serial data, paralle! data, propagated signals, or
other transmission format,
: j llfustrated methods and corresponding written descriptions are intended to
illustrate machine-accessible media storing directives, or the like, which may be.
20 incorporated into single and multi-processor machines, portable computers, stch
~ as handheld devices including Personal Digitél Assistants (PDAsj, cellular
telephones, etc. An artisan.wifl recognize that program modules may be high-

- level programming language constructs, or low-level hardware instructions and/or

contexts, that may be utilized in a compressed or encrypted format, and may be |

10

w




attached to the bus are processors 404, a nmenory 406 (e.g., RAM ROV,
storage devices 408, a video interface 410, and input/output interface
ports 412. V@%&és%em may al so i nclude enmbedded controllers, subf/4s3/2006
Generic or rammabl e Logic Devices or Arrays (PLD, WAUS“@&@WPAL)
Field 9 WO 03/ 023578 07/ 03/ 2006 PCT/ US02/ 25307 used in a distributed

net wor k enwsedime distribntedstedwerk envirbnmaht amicdtored irelmotleand/emmempie Thus, for
exanple, with respect to the illustrated enbodi nents, assum ng machi ne 400
oper at es amemushyo and/ or vi sual playback device incorporating a 5
destructive-read nenory, then renote device 414 nmay be a server for
purchasing or oThgd, brsaapii) withgssit & henlustrateb aphbodanenideadstnidd 6 a user

|nterface for naklng t he purchase or acquisition. It will be appreciated
that .1 enot gaERfRI 400Sopefiitds aﬂ%,@dmvahdb& ws%f ms;rﬂa%ﬁ delike ufs@gmramqglao and
t herefore include many or al Its el enen It should al so be

appr eci it egedth @ktivaReay vﬂéﬁloﬁp%erﬂr%otétl;lévﬂ@h@%aﬁf%eeé@dé%r Plichbging Singl e

‘device, or separate conmunicatively-coupled cohponents. Having descri bed

and 111 ust pati ngrv{g B{dtrﬂ@ @ét&??rcﬁl?}ﬁﬂé%k'éh‘ﬂedgvl 19 d fser ﬁéﬁ%@é‘ﬁ:‘? to

Illustrated e e recogni ze t hat t ustrated

embodi Tent SRR HEpIRAL Shddisho A 1BREAr ARt fidk hthHbagRRAr [ ng

from 15 suc ples. event oregol ng di'scussion has

ocused, ony skl 6 HRBEIEE Puchle A P PRE BB TSP, s
st el e SV s LR I L2
: _ r]It ° dboc? ed wi }\ at sqggle r&eacé c(J)r separate communicatively-coupled

components. _

Having described and illustrated the principles of the invention with

'refe_rence to illustrated embodiments, it will be recognized that the illustrated

émbodiments can be modified in arrangement and detail without departing from
15 . such principles. And, even though the foregoing discussion has focused on

particular embodiments, it is understood other conﬁgu.raﬁons are contemplated.

In particuiar, even though expressions such as “in one' embodiment,” “in another
) embodiment,” or the like are used herein, thes_e phrases are meant to generally
\ - reference embodiment possib_ilities; and are not intended to limit the invention to
20 particular embodiment configurations. As used herein,_these terms may reference

 the same or different embodiments, and unless indicated otherwise, embodiments
are combinable into other embodiments.
: Consequently, in view of the wide variety of permutations to the above- -
described embodiments, the detailed description is intended fo be illustrative only,

B 25  and should not be taken as limiting the scope of the invention. What is claimed as
' 11 . ,




20 particul ar enbodi nent configurations. As used herein, these terns may
reference the sane or different enbodi nents, and unl ess indicated

ot herwi se, _enbodi ments are conbinable into other enbodinents. 07/03/2006
consequent PP 98357 ew of the wide variety of pernutations tBCUHE02R587e-
descri bed enbodi nents, the detailed description is intended to be

i 11 ustrativiaedmention Zberefate siscilllsdchatodieationess Ay !dofid Wittt ftes@pape of the
invention. What is clainmed as 11 WO 03/ 023578 07/63/2006 PCT/ US02/ 25307

the i nvent i @y spititesf éfiedfotiowing dMdimssmeleqiRAidite MekQps as may come within the
scope and spirit of the followi ng clalnms and equival ents thereto. 12

07/ 03/ 2006 What is clained is: 1. A nethod for controlling nmedia playback,
conprising: reading data froma destructive-read nmenory; 5 determ ning

aut horization to subsequently access the read data; and if authorized, ‘
witing back the read data to the destructive-read nenory. 2. The nethod of
claim1, wherein witing back the read data occurs contenporaneous wth

the data is being read fromthe destructive-read nenory; 10 3. The net hod *
of claim1, wherein witing back the read data occurs after at |east a
portion of the data is read fromthe destructive-read nenory. 4. The

met hod of claim1, further conprising: 15 decrenenting a usage counter

after the reading data; and : ' ' : .

5
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determ ning the authorization based at |least in part on the usage counter.
5. The nmethod of claim4, further conprising: purchasing a conmerci al
product having an associ ated usage al |l owance; and 20 setting tbhqg/AGRPHR006
counter based at least in part on the usage allowance. 6. The method of
claim5, further conprising: wherein one or nore comercial products may be
stored within the destructive-read nenory, the conmmercial products being
sel ected ones of a video recording, an audio recording, 25 a mnusic
recording, directives for a device, instructions for a processor, a

conput er appdtisGRiimas:pr ogram a cryptographi c key, and an identity
identifier. 7. The nethod of claim1, further conprising: storing in the
destructive-read nmenory sel ected ones of video data, audio data, nusic 30
dat a, direktivdsmetaed fer caallipg mediagleybaek Pawpsisifgr a processor, a conputer
application progidmidata fro@yeitagivapdidendiRyy;, and an identity identifier. 8.
The netshod of L. . .Sk Ng:_storin roduct in the

destr utgti ve-r ea%géhﬁemr_r'%gr?/Lﬁr_lﬂ_’h;agﬁ{tﬁ%géggédgﬁéye%c?grhﬁéﬁd%ﬁ%’ %.d The nmethod of claim
1, further comfraréprizgd Wiingyariote trad data taghe drgirective-ishd emese commer ci al
product in the destructive-read nmenory in an unprotected format. 10. The
met hod of ,cl ai o] STRISYINAToh i th Ss
rights foﬁpthe?h%?g$Hgﬁgﬁg]gescrh§%f gmgvﬂﬁﬁ%h§%?g§9m§9§%ﬁ%%9?ﬁ%%@§ta in

t he dest r dftedatpds pdngderidrant e deplygtiveterdhgemens downl oaded description of the
data against a local policy; and performng the authorization to

subseque nt.."l y a?ﬁaerﬁéth(w dr QlaiFne1s, Rf&Lin Evﬂtin&; Qgckqﬂmlag Qgg gccur%%ﬁ(?r%?legét g B&rﬁcrr}c or the

dat a.
of the data is read from the destructive-read memory.

4, The method of claim 1, further comprising:
15 decrementing a usage counter after the reading data; and
determining the authorization based at least in part on the usage counter.

5. The method of claim 4, further comprising:
purchasing a commercial product having an associated usage allowance; and

20 - sefting the usage counter based at least in part on the usage allowance.

6. The method of claim 5, further comprising:

wherein one or more commercial products may be stored within the destructive-read
memory, the commercial products being selected ones of a video recording, an audio recording,
25  amusic recording, directives for a device, instructions for a processor, a computer application

program, a cryptographic key, and an identity identifier.

7. The method of claim 1, further comprising:
storing in the destructive-read memory selected ones of video data, audio data, music
- 30 data, directives for a device, instructions for a processor, a computer application program, a

cryptographic key, and an identity identifier.

8. The method of claim 1, further comprising:
storing a product in the destructive-read memory in an unprotected format.

35
9_. The method of claim 1, further comprising:

13




10 1. The nethod of claim11, further conprising: determ ning authorization
to wite-enable the destructive-read nenory. 12. An article for controlling
medi a pl ayback, conprising: 15 a machi ne-accessibl e nedi a havi n§ 7a53£ 2810
data, wherein the data, when accessed, results in a machine perform ng:
readi ng data froma destructive-read nenory; determ ning authorization to
subsequent|ly access the read data; and if authorized, witing back the read
data to the destructive-read nmenory. 20 13. The article of claim 12,
wherein witing back the read data occurs contenporaneous with the data is
bei ng read fr onstering adimitgdruge tomesreid pebdna incthe destrdktiveflead mervarg Inesnof cl ai m 12,
wher ei 1 Wrirfpkdidttdaasinat he read data occurs after at |east a portion 25 of
the data is read fromthe destructive-read nenory. 15. The article of claim
12 wherein the machi ne-accessible nedia further includes data, when
accessed biP-t heTheenettiod ef claire duilnther ¢amprisies: nachi ne perform ng: decrenenting a
usage wounter afolvbadifyhd @adlbdtgssHyh@ foratiadOarfel REdFbitingmt Baaaut hor i zat i on

based at | east itg;in %rt on tgeg(fegﬁj%g‘%e counter. 16. The article of claim15

wherein the machy Aglgdaud 52 UPTHEr i ncl udes data, when accessed

by the machi ne,vakdgtig thesdawnloaded dasegitionef herdtoagrinsty loplipdieichg a commer ci al
product havi ng paford®g @2l aathEitkalibthdg SibaéduONERERss Rititespa& tSHb HbHbadbe Usage

counter b in part on the usage allowance. 17_ The article of
claim16, aa\%geg?géhﬁéﬁﬁgé%ér@mre commerci al products may be stored within 14

07/ 03/1%006 the destructive-read menory, the comercial products being
sel ected anes Ghe metbdigRlaines Unblém@mprishiy: audi o recording, a nusic recording,

directives for dgteﬂ'ﬁﬁ{rﬁgca%tho}izg |t;[nrtcl>'l %Fit%%ﬂgblé t?'ng dg‘strggti(\)fg-%% (r)nréh‘lor?'(.

12. An article for controlling media playback, comprising:
15 a machine-accessible media having associated data, wherein the data, when accessed,
results in a machine performing:
reading data from a destructive-read memory;
determining authorization to subsequently access the read data; and
if authorized, writing back the read data to the destructive-read memory.
20
13. The article of claim 12, wherein writing back the read data occurs contemporaneous with

the data is being read from the destructive-read memory.

14. The article of claim 12, wherein writing back the read data occurs after at least a portion

25  of the data is read from the destructive-read memory.

15. The article of claim 12 wherein the machine-accessible media further includes data, when

accessed by the machine, results in the machine performing:
decrementing a usage counter after the reading data; and
30 determining the authorization based at least in part on the usage counter.

16. The article of claim 15 wherein the machine-accessible media further includes data, when
accessed by the machine, results in the machine performing:
purchasing a commercial product having an associated usage allowance; and

35 setting the usage counter based at least in part on the usage allowance.

17. The article of claim 16, wherein one or more commercial products may be stored within

14




conput er application program a cryptographic key, and an identity
identifier. 5 18. The article of claim 12 wherein the machi ne-accessible
medi a further includes data, when accessed by the machine, resQ7t/93A2006
machi ne perform ng: storing in the destructive-read nmenory sel ected ones of
a video recording, an audio recording, a music recording, directives for a
device, instructions for a processor, a conputer application program a
cryptographic key, and an identity identifier. 10 19. The article of claim
12 wherein the machi ne-accessible nedia further includes data, when
accessed bipe dertrustive et memerudhe camnancial hrodurtedizing eelpred wesvirayides tagpridng, a

product i nar diRioGBEding G s e QRGN TBIRERA s foPa B&Vicd NINIALHRRS BFa %r@éé&?&r;a 15 20. The
article of ia further includes

j erein the machi ne-acgessj bl e
dat a, V\hencoglgg{g@é%cg“\%f " ﬁg?ﬁ{gﬁ@?h'? '&’Lﬁ"ﬁgn Idﬁ"tpﬂgemﬁge&hi ne perforning:
storing a limted-use comercial product in the destructive-read nenory in
an h_unpﬁr ot ®ct edrhé @niBRbE cla%? 12&?]er8?h1 &e@r‘aﬁi(’njiﬁé-&a:@{sibfé'nﬁdf&‘fﬂr&eméﬁc@s gat%%ﬁ]
machi ne- ac rther includes data, en accessed by e
machi ne, r%g%?%@yfi%#pﬁ%ﬁ%%ﬁtsn@thﬁe“?afc(l%"r"?r??ﬁfﬁm'%ml oadi ng the data, access
rights for the SiPERGn thedlgstaiciivegead irmoniselstied pres ¢ba vdeo retopliignep audie data in
td he destyue&dm;ﬁmaﬂcmﬁg(uirébadeis&g%ida@?et, iﬂ&_rudﬁm@t]oeaﬁ@;@%éa&,sgedn%ieen of the
ata agai -y p ' rform.ng.the authorization to
subse uen%?@hcgtghgfsbg'la\'}‘\i ?Hyé\ﬁe{ raec%g(eﬁ’gngﬁne'dﬁé'%{%té%éd access rights for the
data. 2. The article of claim 12 wherein the machi ne-accessibl e nedia
further irel udase stadicgt e WREGHEES BElcHE-dobR sibB &laHIB RurthErSSdlldb Sddtd) whéle
machine PebdQlddl o mifhfle T RUILIMhE hadtil [RlbAfRG! O to write-enable the
destructive-r eaotl’_ menory. v v

storing a product in the destructive-read memory in an unprotected format.

15 20, The article of claim 12 wherein the machine-accessible media further includes data, when
accessed by the machine, results in the machine performing:

storing a limited-use commercial product in the destructive-read memory in an
unprotected format.

20 21. The article of claim 12 wherein the machine-accessible media further includes data, when
accessed by the machine, results in the machine performing:
downloading the data, access rights for the data, and a description of the data;
storing the data in the destructive-read memory;
validating the downloaded description of the data against a local policy; and
25 performing the authorization to subsequently access with respect to the downloaded
access rights for the data.

22, The article of claim 12 wherein the machine-accessible media further includes data, when
accessed by the machine, results in the machine performing:
30 determining authorization to write-enable the destructive-read memory.

15




