- 1 S05P0027 DESCRI PTI ON DATA COVMUNI CATI ON

APPARATUS AND METHOD FOR MANAG NG MEMORY OF DATA

COVMUNI CATI ON APPARATUS Technical Field [0001] The
present invention relates to a data conmuni cation
apparatus including a relatively high-capacity nmenory
and a nethod for managing the nenory of the data
communi cation apparatus and, in particular, to a data
communi cation apparatus fon storing electronic val ue
information in a nenory area and comruni cati ng SEMB®27
information including electronic paynent information
and a nethod for managifigdkherraRNoOry of the data
comuni cati on apparatus. [0002] More specifically,

biea preesmtiCRIVent APFRRZEIUE! @SDt REBHON SOk GIRNAT NG AUEMORY
apparatus and a nethod for managing the nenory of the
dat a conmuni c&Fi BT ANICATOON AAPRIGRTIUSg a file
systemfor a service provider in a single nenory area
and allowing a plurality of service providers to share

the .data,.c ni cati on apparatus to provide a
TEPHPATTE yiSAC s

services with the data comuni cation
{g@9g{atus. In particular, the present invention
relates to a data comunication apparatus and a

et hog eesaRPagivkhdike FemRtYs ©f 4 kRtdatdmmunication
comuni cation apparatus for managi ng a session - 2
apparatus including a relatively high-capacity memory and a
method for managing the memory of the data communication
apparatus and, in particular, to a data communication
apparatus for storing electronic value information in a
memory area and communicating secure information including
electronic payment information and a method for managing the
memory of the data communication apparatus.
[0002]

More specifically, the present invention relates to a
data communication apparatus and a method for managing the
memory of the data communication apparatus for allocating a
file system for a service provider in a single memory area
and allowing a plurality of service providers to share the
data communication apparatus to provide a plurality of
services with the data communication apparatus. In
particular, the present invention relates to a data
communication apparatus and a method for managing the memory

of the data communication apparatus for managing a session




SO05P0027 between the data comruni cati on apparatus and
an external apparatus for each of a plurality of file
systens and anal yzi ng, managi ng, and dealing with a
threat to security independently for each file
system Background Art [0003] Exanples of wreless
comruni cation neans that is applicable only in a

| ocal area include a contactless IC card. [0004] In
general, this type of wireless communication is
realized on the basis of the principal of S05P0027

el ectromagnetic induction. That is, the wireless

bEORERRI GRS QRai SoRRE] QfABGn BYpARat & CRlA aaa\ékegrﬁal
menory function and a card reader/witer for

appgesisingoa geonryf of dlhealCtgabcd f014 eadtemaf epguati on
fromand wite information to the nenory. A |oop coi

aptlyhiend.Creardiser vagl akead ipyi watly xdilreandtansecurity
antenna of the card reader/witer serves as a

iedeRmfsnFlvofPr eFhdils PoEkPR-transfornmer as a
system The card reader/witer transmts electric
power and information to the I C card using

pglestdpnmgneti c induction. The 1C card can operate
using the supplied electric power so as to respond to
[amo3inquiry signal fromthe card reader/witer. [0005]
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Examples of wireless communication means that is
applicable only in a local area include a contactless IC
card.

[0004]

In general, this type of wireless communication is
realized on the basis of the principal of electromagnetic
induction. That is, the wireless communication is performed
by an IC card having a memory function and a card
reader/writer for accessing a memory of the IC card to read
information from and write information to the memory. A
loop coil of the IC card serves as a primary coil and an
antenna of the card reader/writer serves as a secondary coil
so as te form a transformer as a system. The card
reader/writer transmits electric power and information to
the IC card using electromagnetic induction. The IC card
can operate using the supplied electric power so as to
respond to an inguiry signal from the card reader/writer.

f0005]




When the card reader/witer nodul ates an electric
current passing through the antenna, the induced g
voltage of the loop coil of the IC card is nodul at ed. |
Using this effect, the card reader/witer can
transmt data to the IC card. Additionally, as the
| oad between termnals of the |loop coil of the IC
card varies, the inpedance between antenna term nals
of the I1C card reader/witern varies, and therefore,
the passing electric current or the voltage of tdwepoo27
antenna varies. Using this effect, the I1C card can
trangfgd cdel 8SPENSE Y ADE LERT flodPAARSS W LLt 0006]
Cont actl ess short-range comuni cati on systens
- cupebhdipiEsinG eardaghame keganhl, WEESIHARAEUSE1 uge tHF
their sinplicity of operation. For exanple, a
theclwdn yvadddef ohhefC pmrsbral moddeated i cdtsiog this
i nformation, and el ectronic value information (e.g.,
ehfheet edilofieg dt reReey/ Wit oFe canokean ol arflate &gr ghe IC
The cargd .readec/witers are disposed in cash
AFS pedehaS BRI Y o ihtoad) BRF TS thoete Af v
qti gat.e rail.way, staf i ser
lgﬁgaggjhﬁ&rggga?g g%gvéﬁ?ﬁgs’cg?% ?@%%§§F§¥?§2V?e he
“ahtetd 4 GAANEOBt 3t H1RSSIY A¢aes8a4bE/widd varies, and
reader/witer. Thus, the authentication process can be
therd trmed thp0087$ indRedlenitiryi ¢ vt befithert Mhicovelreade i 6f
fine processing technology, an IC card having a
the| antapsay VRE GRS capdting this eS§bsFO0Ahe IC card can

- transmit a response to the card reader/writer.
[0006]

. Contactless short-range communication systems including
IC cards have been in widespread use due to their simplicity
of operation. For example, a security code, other personal
identification information, and electronic value information
(e.g., an electronic ticket) can be stored on an IC card.
The card reader/writers are disposed in cash dispensers, at
the entrances/exits of concert halls, and at ticket gates of

‘railway stations. When a user places an IC card above the

- card reader/writer, the IC card can contactlessly access the

card reader/writer. Thus, the authentication process can be

performed.

[0007]

Recently, with the improvement in fine processing

technology, an IC card having a relatively high-capacity




menory space has been realized. Since the IC card

having a high-capacity nenory can store a plurality

of applications at the same tine, the IC card can be
used for a plurality of purposes. For exanple, one IC
card that stores a plurality of applications (e.qg.,

el ectronic noney and an electronic ticket for a

speci fic concert hall) can be used for a variety of

pur poses. Here, the terns '@l ectronic noney" and
‘"electronic ticket" refer to a paynent (electronigsp0027
paynent) systemusing electronic data issued to a

[ : und .pr.ov V. e

I A ear T o At e Ty kel EBobT 17 dnadeFho =
hiBR-tépsaith inends@dchy $:disera pllachDOty her drfp1¢@k€ions
above the card reader/witer. The card reader/witer
apotes smamd Cigmrdtht &l lcdndresn Yhenstdef@arad plurality of
reader/witer finds an external IC card, the
PEBRATS? cation e*pBPheercthd d cagdr dhahdstarescgr glurality
reader/wiiter starts. 0009], At that tine, the user

°f npir s e B Pi Py cOUE TO e "ORSY P L aderrARFEFeRIC

re (WAL A R r th ' t rety

R o TRECELiE S R ) o8 PR
vahusty tdre Repseral iglend,i toheVebihsCOLi QN 1 Unic money” and
aut henti cati on process is perfornmed between the |
"ehecdtandic thiekear drefadeard W phehent T Se GaemE ct Pa pode: )
used during accessing the ICcard is referred to as a
sy@@@@d@ng_ efecEpgPppDZata issued to a user in accoxdance

with a fund provided by the user or such electronic data
itself.
[0008]

In general, the IC card is used by a user placing the
IC card above fhe card reader/writer. The card
reader/writer poles an IC card at all times. When the card
reader/writer finds an external IC card, the communication
between the IC card and the card reader/writer starts.
[0009]

At that time, the user inputs the security code to the
card reader/writer. The card reader/writer compares the
input security code with the security code stored in the IC
card. Thus, the personal identity verification or
authentication process is performed between the IC card and
the card reader/writer. (This security code used during

accessing the IC card is referred to as a "personal




identification nunber (PIN".) If the persona

identity wverification or authentication process is
successful, the wuser can use an application stored in
the IC card, for exanple. That is, the user can

access a service nenory area allocated to the
application (hereinafter referred to as a "service
menory area"). Wien accessing the service nenory

‘area, appropriate encryptedscenmunication is performnmed
dependi ng on the security level of the applicati ®uspe027
[0010] Furthernore, if the IC card and the card

iBeRdef Wdilbar nuksées d(saaden/ Wikt ef . aRDAALYS) abRe! 4
a wred interface (not shown) for comunicating w

vaniektarinal cappatiadénisi datiocad@drbbess tis the celseELESSthe
cont actl ess interface, the function of either one of
ughe ¢an dmed aandek hecalbrah seaded/ i tler I8y cabdt hfean be

grOV|ded to an apparatus, such as a cell phone,
KonalThatght al The H5qTare?( PEAFS Artl S8 éFgoRaRory area

SRIBMEL <o LASUSh . 0a5e, Hhe.l G card Leohnol ogy can,

e appi ENer a Irectiona

" SOFPAHY %snwp Lpdorf acgmen| Qgééésfﬁgf &?&a%mcM&mry

short-range comunication is performed anong
a E€dP WRirSpa i 8t & offec 4 yifteidmabinfin 8@pt i ANGES per 88Emé@- ONe
comuni cation using an IC card is perforned
- deprardsirat weehhe | seauditty deyedont dpparatlisesioan
communi cate w th an apparatus other than a
[¢&Htlact 1 ess 1C card. In such a case, an application

can etgggg%£¥¥jlf1twg EE 8ggdto gﬁe Eard E%Eﬁg¥y%rlter
(card reader/writer apparatus) include a wired interface
(not shown) for communicating with an external apparatus in
raddition to the wireless contactless interface, the function
of either one of the IC card and the card reader/writer or
‘both can be provided to an apparatus, such as a cell phone,
a personal digital assistant (PDA) and a personal computer.
In such a case, the IC card technology can be applied to a
general bi-directional short range communication interface.
[0011]

For example, when short-range communication is
‘performed among computers and home information appliances,
one-to-one communication using an IC card is performed
- therebetween. -In addition, some apparatuses can communicate
with an apparatus other than a contactless IC card. In such

a case, an application can be provided in which one-to-many




conmuni cation is perforned between one apparatus and a
plurality of cards. [0012] Additionally, a variety of
applications that use an IC card in order to

external ly communi cate el ectronic value information
(such as electronic paynent) can be run on an

i nformati on processi ng apparatus. For exanple, by

using a keyboard and a display on the infornmation
processi ng apparatus, a user-can comrunicate with the
IC card. Since the ICcard is connected to a celdosp0027
phone, a user can send information stored in the IC

cBRthGn ¥ B r! 6keBBORSrhd Mot feuht BEL ﬁréﬁflsngnhhg IC
card, the user can send paynent fromthe cell phone

pYihaalhe, lott eamas. [0013] Thus, if a file systemfor a
service provider is allocated in an internal nenory
[6Pf1l%he I C card and service information used for the

service provider (e.g., user . '
i dediqiitéarpbhy awt Hemicgat PEnapmk statdngn Ehakf v ereati JF

about the remainjng value, or the use histor I
RER i GaE T O PRETI G FerBhp LA tA T o £ Bk e
1RR AANLAG (@58, 500L1edAN9a COIMMCAIAN N Thnl 5y LA1E
repl acenent for a nown prepald card and a service
- i6B8E i gedchbys hpdQ@usCanrde éﬁﬂﬂkﬂ%ﬁdby[gg%ﬁ& a

Conventional |y, each service provider issues an
" kewrebrd AndS@58082Vay on the information processing
. apparatus, a user can communicate with the IC card. Since
the IC card is connected to a cell phone, a user can send
information stored in the IC card via a telephone line.
Furthermore, using the IC card, the user can send payment
from the cell phone via the Internet.
[0013]

Thus, if a file system for a service provider is
allocated in an internal memory of the IC card and service
- information used for the service provider (e.g., user
identification/authentication information, information about
the remaining value, or the use history (lecg)) is managed in
the file system, a useful service based on contactless
short-range communication that is the replacement for a
known prepaid card and a service card provided by each store
can be achieved.
[0014]

Conventionally, each service provider issues an IC card




to a user to provide the service thereof. Accordingly,
the wuser has a plurality of cards, each used for one
service, and caries the cards with them In contrast,
according to an IC card that has a relatively
hi gh- capacity nenory space, the IC card can provide
sufficient nmenory space for storing information about
a plurality of services in the internal nenory.
[0015] For advance- paynent 7t ype cards, such as
prepai d cards, to ensure proper business conductsos@no27
i ssuing the cards, protect the purchasers of the
£6a5 OgscAnd, PASVERet e ek lthwe@f the LRuRg17A the
| aw regarding the regulation of the
uady amce -palneal i typer calrds , asdchhaeséd kedr (darovBrascd he
"puri ka" |l aw) has been established so that the issuers
apfl caghamddepapneat wiipdhear. ds Inustn et st @ccaicthng Heo
authorities and are regulated by the law Al so,
2Bctordtity Yy PAE f‘anaft&Ffeﬁrﬁ’owaFn@a@cd&ﬂv@ﬁW@ﬁY space,
r e to _users an ng nmarketin rde
t%?éyengﬁfﬁéa'PfOVl n%%l§§eﬁk %%%or%.&mi e 85nf%ﬁﬁlng
1 REGHRSS JUShole Rrbiied i@y @fpggf@ﬁéks‘%H“%h@ogagernal
surface of the card) (see’section 12 of the
mnédde] When prOV|d|ng a prepaid card that stores
prepaid information in the nmenory thereof, the nunber
[@f1lproviding services is linmted to one due to the
printing of information on a nediumregul ated by the
| awFoFneggatastayneng-tgpepppds, such as prepaid ‘cards,

to ensure proper business conduct for issuing the cards,
protect the purchasers of the cards, and ensure the
credibility of the cards, "A law regarding the regulation of
-the advance-payment-type cards and the like" (known as the
"purika" law) has been established so that the issuers of
advance-payment-type cards must register with the
rauthorities and are regulated by the law. Also, according
to the law, for providing a convenient service to users and
maintaining marketing order, predetermined items, such as a
logo and the contact address must be printed on a prepaid
card (on a surface of the card) (see section 12 of the law).
(0016}

'~ When providing a prepaid card that stores prepaid
information in the memory thereof, the number of providing
services is limited to one due to the printing of

information on a medium regulated by the law. In contrast,




when an 1 C card function is used on a nobile device
(e.g., a cell phone) having a display function, the
requi renent of the regulation of the | aw can be
satisfied by displaying information related to the
desired value information (refer to, for exanple,

Pat ent Docunent 1). Thus, a plurality of service

provi ders can share the I C card function.

Accordingly, for the service providers, the workl oad

to issue a card is reduced whereas, for the usersgsp0027
the nunber of I C cards that the user should carry
whkhhak hemd S o edueedon {OULEs Uaf or et Llievivaencay | a
plurality of service providers share a single nenory
cal aphdite )leariviagr ¥i &Esgilr0y i fieictisn, athowedntioeheael yr
access a nenory area of a different service provider
thhi chgslEries viiethenbrw, carhédevakbésfied dnatisphagety
for each service provider may be used by the
1BFPFRR R JRdaFREr F2 dh s clamicedpratneierifommagipasireter

. .the_ service pravjder cannot provi a reliable._,
ehor ot el s? BFhett R e TR s Bt 3 edeagaisy of
Lhe; val tie ik QL MBL ) Olha Wity hirgn L i gul g t hus

Ssuf%erﬁﬁg)ébononic Iogg. F%ﬁl ? c%ﬁgre 6%§Pnin t he

Acasedimfls Fopl Uhal ddwiofe $RILVEGErs PrEnd dRrk18har €can
ICcard, it is required that the user can consider
ighee |C wardd isorbéuged avtch richat, €achtiserusdece, prbei gdember

or%ginally i ssues when the user uses the service. In
of bt t5ils tthat| thearey shosddi Fadry ovidy éhamf dat needuees.
[60%” S05P0027

Unfortunately, when a plurality of service providers
share a single memory area and each service provider is
allowed to freely access a memory area of a different
service provider which shares the memory, the value
information set for each service provider may be used by the
different unauthorized service provider. As a result, the
service provider cannot provide a reliable service. BAlso,
the user has the risk of leakage of the value information
with high liquidity, thus suffering economic loss.

[6018]

Therefore, in the case where a plurality of service
providers share an IC card, it is required that the user can
consider the IC card to be a card that each service provider
originally issues when the user uses the service. In

addition, the IC card is required to have a feature to




securely manage the information for each service
provider in the nenory area. [0019] [Patent Docunent

1] Japanese Unexam ned Patent Application Publication
No. 2003- 141434 Disclosure of Invention Problens to

be Sol ved by the Invention [0020] The present

i nvention provides an excellent data comrunication
apparatus and net hod for managing a nenory of the

data conmuni cati on apparatug that can store electronic
value information in the nmenory area and securel 50580027
exchange the information for, for exanple, electronic

sBay e -madé%gz%LeTb§f$¥§§ﬁyyh %B¥egééﬁnkéfyﬂége rovider in

provi des an “excel | ent a communi cat1 on appar at us
tnadneminodrear nmanaging a menory of the data

communi cati on apparatus that can provide a user wth
[e@s?] of use as if an IC card were directly issued by

a service provider of the service that the user is
[RarentdoFumerhgl And that has a mechanismto securely
_ Jnanqgg [}nfornation about. a gluralit of service

PROVT e S FRTA S Aehtr S aPeR 362 halt TR i5iaditari - of003-

18€4yj ce providers can share one IC card. [0022] - 10
S05P0027

Disclosure of Invention
Problems to be Solved by the Invention
[0020]

The present invention provides an excellent data
communication apparatus and method for managing a memory of
the data communication apparatus that can store electronic
value information in the memory area and securely exchange
the information for, for example, electronic payment.

[0021]

. The present invention further provides an excellent
data communication apparatus and method for managing a
memory of the data communication apparatus that can provide
a user with ease of use as if an IC card were directly
issued by a service provider of the service that the user is
currently using and that has a mechanism to securely manage
information about a plurality of service providers in a
memory area so that the plurality of service providers can
share one IC card.

[0022]




The present invention further provides an excell ent
data conmuni cati on apparatus and a nethod for nanagi ng
a nenory of the data communi cation apparatus in which
File systens of the service providers are allocated
in the nenory area and, when the plurality of service
provi ders shares the data comunication apparatus, a
session between the file system and an externa
apparatus is managed for each file system Thus, a
threat to security is independently analyzed, S05P0027
managed, and dealt with for each file system Means
for Ti\’@ \fnlr%gehgell?\l;&m gﬁfﬁ fhggﬁél %‘He‘ii g Egcgbfent
present i nventi on, at conmuni cat i on appar at us
- dhayi mm&wsagg&aﬁfb Rgagi Rgthbdier e ikt gsRGce
by separating the nenory space into one or nore file
msgstenst ithel ddés aomhentdatdinngppeaasud am wheghes8ilag
performance of one of a nutual authentication and a
SyeFems 2t ithe ﬁ@FVacge@EHWJ{C‘;?réoééef at legated ine té%m%tmry
to be ace sse m ext er nal arat us, or
aﬁ?%g?“aﬁln g‘ﬁ ﬁc)‘é]E? Y r?ffoF‘ﬁ'ﬁYf' T LA ﬁﬁaﬁ%s the

s gl e oeaclLfd | ¢ Sustem whsider hectile

systemis in an enti"¢at’i on-requir state
- sybigh Her fer E&E@Ené’i Mpurfust N8 Mg @Hm%ehh%ﬂ@n

and the verification for the security code is
syegeest ahuwel, bBnthresl easaeecsiiai eyi hs Whiddperideatagcess
Is permtted after the one of the nutual
apyt heatt/i caniegrdangnd ndeaddr witbateoneddr file seetemnty

code is - 11 SO5P0027
Means for Solving the Problems

[0023]

According to the present invention, a data
communication apparatus having a memory space and managing
the memory space by separating the memory space into one or
more file systems includes authenticating means for
requesting performance of one of a mutual authentication and
a verification for a security code for each file system to
be accessed from an external apparatus or a program,
authentication information managing means for managing, for
each file system, whether the file system is in an
authentication-required state in which performance of one of
the mutual authentication and the verification for the
security code is regquested or in a release state in which
the access is permitted after the one of the mutual

authentication and the verification for the security code is




conpl eted, and state managi ng neans for returning the
file systemfromthe release state to the

aut hentication-required state in response to an
occurrence of a predeterm ned event. As used herein,
the term "data conmunication apparatus” refers to a
contactless IC card including a wirel ess

comuni cations unit and an I C chip having a data
reception/transm ssion funciion and a data processing
unit, a contact I1C card having a termnal on theso5p0027
surface thereof, or an information communi cations
cBRPREALAIS Lt Gratd REkdgiRPAMEns2rRET SANAL 1RGNENPhENE
system (PHS), or a persona di gital assistance (PDA))
siyBtédf f@n athel CelbiPe NAETRY] thheheSalBhdritiGlait@Bnasedidted
of a contact/contactless IC card. This data

steheuin catspomsappar @t ussdaseacrendry mrekternéheadi aget .
data accumul ating menory (e.g., an EEPROM and a data
Aproeed diargioni the Therr dated ac GRRIIAN EBR T o Apparatus”

fgrther has a da% Co ni c tLong function. Ln the

rRhEE° 10 © 6T TER AT e, L h CarT PHORGIPGT dtrer RaF

oS 206 TRASUTL 1 8 UGl @1 ch Cﬁ%@iﬁé‘ orpeLating an
[ C chip, may be renovably ouht ed TO the cell phone.

rédebt i analdatismt B8idiC G IRY aniNg | Siey PHrIeBSSEhPelinit,
identity nodule (SIM function for storing the

asclrsttadtharC icatdr hatiman eprevindedl byn acloeldurghonetherect,
carrier. The data comuni cation apparatus can carry

opan dHiorresaRnnterEyrdirarigngnabpi it ileng., a cell
communi cati on petwork, such as the Internet, or can

- PRPRRctd PeESn RIADRRE W EhomahPiherfaP RBP3FHR bis
dfélt.’éﬁ a‘@sﬁ%@a%e""&ﬁﬁ)ﬁsﬁln\éluai%g aﬁso%oc%zlé having the

same function as that of a contact/contactless IC card.

This data communication apparatus has a memory area
-including a data accumulating memory ({(e.g., an EEPROM) and a
+ data processing unit. This data communication apparatus
further has a data communications function. In the case of,
for example, & cell phone, an external storage medium, such
:as an IC card incorporating an IC chip, may be removably
mounted to the cell phone. Additionally, the IC chip may
include a subscriber identity module (SIM) function for
storing the subscriber information provided by a cell phone
carrier. The data communication apparatus can carry out
data communication via an information communication network,
such as the Internet, or can directly communicate data with

an external apparatus either wired or wirelessly.




[0024] The present invention provides a service that
ensures security of, for exanple, the exchange of

val ue informati on using the tanper resistant and

aut henticating function of an 1C card. Mre
particularly, the present invention reduces the card

i ssuing | oad of service providers by allow ng the
plurality of services to share a single nenory space
inside the IC card. Also; ithe present invention
reduces the nunber of cards that a user carries sEb0027
manages. [0025] When a plurality of service providers
[6bgye a single nenory area and sone service provider
is allowed to access a nenory space for a different

pr ovihgdepreyvahtiei ivdmiat beBvs@és DY28GReSEh¥E Cersures
provi der may be accessed by other unauthorized

- ssenyite girov¥pdeesamp BH26lhe kerchbeange ast vedoeorddifngmaoion
the present invention, file systens for a plurality

uptng drhf CeTRREVE et altte 28 subheRtiGatingdsifHgreleRnof 2n
pace, a one_data co ni_cation apparatus.can_b

R PR S T R e PR R M B0 peSuces

| %0t seryi . .

N A e e aag e WA

pliafidye oSy sk eBcdUNG istRSeas 3ihdTEWaldoryt BHSce inside

appropriately preventing one of the file systens

tii¢ . B cagnle oRlsde ey direseprovhdertsiornf memubesnghe number
accessed (intruded) by the other file - 13 S05P0027

of cards that a user carries and manages.

[0025]

When a plurality of service providers share a single
memory area and some service provider is allowed to access a
- memory space for a different provider, wvalue information set
by each service provider may be accessed by otﬁer
unauthorized service providers.

[002¢&]

In contrast, according to the present invention, file
.systems for a plurality of service providers are allocated
‘in .a single memory space, and one data communication
.apparatus can be shared by the service providers so as to
provide a plurality of services. By separating the memory
area into a plurality of file systems, the border between
the file systems functions as a firewall, thus appropriately

preventing one of the file systems (i.e., one of the service

providers) from being accessed (intruded) by the other file




systenms. [0027] Initially, the entire nenory area in
an IC card is managed by an original card issuer of
the IC card. Wen a service provider other than the
original 1C card issuer separates the nenory area to
generate a new file system the service provider is
required for the privilege of separating the nenory
area and the authentication by the original 1C card

i ssuer. [0028] By repeating such a separating
operation, a plurality of file systens coexist iguddve27
nmenory area of the IC card. The separation of the
sbkkt&ensystemis considered to be a virtual card

i ssuing operation. [0029] After the nmenory space is
[separated, in order to access the file system the
aut hentication by the service provider of the file
systlemtiigligquthedceninggl aeeonf diwn dut kenttCcatidoni by
the original 1C card issuer. That is, to access the
mpppged st M oFtolaRl str TR RtSISEar| 8h RS N 199 d-i s¥her a
S§§¥-°f the.%jle gﬁste IS required. furthernnne, b¥
a5Et gnittgvacséclri'ty theaREFJI PN P e dBAUET I e

sé%ﬂ'@ﬂgs g@leamg}ngfgtgf%a (t%r %nfeltrgg% ér}rév\b%%fliel N§i¥§r¥1,enﬁhe
I'n accordance w1tih the security Tevel, thé PIN may be

s¥eridd edodhieBr $Earddiidhed $8EVERE prividegalBRORYarating

‘the memory area and the authentication by the original IC

card issuer,

[0028]

By repeating such a separating operation, a plurality
of file systems coexist in the memory area of the IC card.

- The separation of the file system is considered to be a
virtual card issuing operation.
[0029]

After the memory space is separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by the original IC card issuer. That is, to
access the file system, mutual authentication using the
issuer key of the file system is required. Furthermore, by
. assigning a security code, namely, a PIN to each file system
or a directory (or a file) in the file system in accordance
with the security level, the PIN may be verified when

starting a service.




[0030]  For a systemin which a nenory area of an IC
card is separated into a plurality of file systens for
the service providers and is shared by the service
provi ders, when access to a given file systemis
attenpted and nutual authentication and PIN
verification are carried out and when the system
enters a release state and the session is
established, the security-ofat.he other file systens
becomes a concern. This is because, if the stata;ngOOz?
the session is nmaintained, the threat of the security
(@habpe other file systenms being cracked arises during
the session. [0031] Therefore, according to the
presmift d RYeRbhon WidiSiangembhe LHOCtdORNONC card is
separating the nmenory area into a plurality of file
sspstensd tioget keplurdhitheofSeduei tyscode Hef ithiecationce
function of the directory and file in each file
PEQELERYs taiel ishpbared Y Hheseeaviicy pfowitdrshi When
stem can he |ng endentl anal yzed, managed, and
aaéaf? W th.9*FEdo 2?9- THERTS lsméﬁeraptﬁ%ramg frtypl

ah?ﬂéxﬁ@ici;élo% %éllat Efﬁ \% fl%la%gggegren trhreie %Eyand when
card and an externdl —app ara us Or a program
tﬁ@a§&3¥%ﬂIE%tE&EeasyéiéHBé‘%t%%eagﬁ83§ﬁ@’sééHio%y§Ee”1
managenent information (including the rmutual
eatdinbidliceht ithe batorimt icm)handtRéN FEl€LasRtens becomes
information held in each nenory area are reset.
arFgeR¢rthor §his 15 b8OBREO2EL the state of the session is

‘maintained, the threat of the security of the other file
systems being cracked arises during the session.
[0031]

Therefore, according to the present invention, by using
the function of separating the memory area into a plurality
of file systems together with the security code verification
function of the directory and file in each file system, the
threat to the security of each file system can be
.independently ‘analyzed, managed, and dealt with.

[0032]

That is, when a plurality of logical file systems are

dispesed in the memory area of the IC card and an external
apparatus or a program changes the file system to be
accessed, the system management information (including the
mutual authentication information) and PIN release

information held in each memory area are reset. Furthermore,




by resetting the power supply of the IC card after a
certain period of tinme has el apsed since the IC card
was powered on (e.g., a period of tine in which the
used session encryption schenme cannot be decrypted on
the basis of present-day cracking technol ogy and the
speed of present-day conputers), simlarly, system
managenent information and PIN rel ease information

are reset. [0033] Thus, byimppropriately sw tching
between the authentication-required state and reiEas®27
state, the system can elimnate the threat of

b§" BELL NG FAYSEApBYe £ 00 ' i h i

S e g K

PREESEIG £ IdiveNhiaeNel &bk &X GEld@nthdat@a €MMRIsCablieBed on
appar atus and nethod for nmanaging a nenory of the

(dat a- commamiiodabit ohimgpiar athishc ahebes @t masdednt katrganion
store electronic value information in the nmenory area
Sghgme sSETadl Peererarifed e itheobaals onf Ryesengrday

exaQPIe el ectronic ment . Addi tj onal
crac

, 0035 ,
atcor _rﬁfﬁﬁ?o R&Y pt'dse ei%??@ﬁ%?%n? %ﬁ?n258§¥|F8ﬁ¥“8%&%9f
s§8£&%¥H§Za%?%ge§pﬁéﬁéﬁéﬁ%ﬂ%’qn?%&ﬂggiéﬁ"an&"¥1ﬁ9Egggése

menory “of ata comuni cation apparatus can
ipromhaedt hat eageprovide a user with the ease of use

as if - 16 S05P0027
[0033]

Thus, by appropriately switching between the
authentication-required state and release state, the system
‘can eliminate the threat of cracking caused by continuously
maintaining the session state.

Advantages
(0034}

According to the present invention, an excellent data
communication apparatus and method for managing a memory of
“the data communication apparatus can be provided that can
store electronic value informaticon in the memory area and
securely exchange the information for, for example,
electronic payment.

[0035]

Additionally, according to the present invention, an
excellent data communication apparatus and method for
managing a memory of the data communication apparatus can be

provided that can provide a user with the ease of use as if




an I C card were directly issued by a service provider

of the service that the user is currently using and
that has a mechanismto securely nmanage i nformation
about a plurality of service providers in a nenory

area so that the plurality of service providers can
share one 1C card. [0036] According to the present

i nvention, an excellent data comunication apparatus
and a nethod for managi ng-aigrenmory of the data

communi cation apparatus are further provided in 8027
File systens of the service providers are allocated in

ahh@cr@mmeqreeaﬁ@éuw}%u@ae yreéfwc@ I%%mﬁegeof the

provi ders shares the ta co ni cat1 on ppara us, a

s8e§stOnel whenusthe: § i die-1synsh eMiangy ah eXiernNaks a
apparatus is nmanaged for each file system Thus, a

nehheatsn dcseegnirbyyi sandgdepdndrat ion arfadutzed plurality
managed, and dealt with for each file system [0037]
O;ﬁ\cé%?‘dlr%g PEGVEHBT Hr &R ehtMeNPFENBEOR, SHYChas et Réurality
function of separating the nenory area into a

OBl LT I1Y PPV RFFE SYRIURES G hercaidh the securi ty
[ggg@ verification function of the directory and file
In each file system the threat to the security of

eachddol-ai sy st &nmuapR@enkndepandent,| Wnagak¥zedht data

managed, and dealt with. [0038] Further features and
cadvani@agaenobppheapiesant a md¥hoS0EHOMBhaging a memory
of the data communication apparatus are further provided in
which File systems of the service providers are allocated in
the memory area and, when the plurality of service providers
shares the data communication apparatus, a session between
the file system and an external apparatus is managed for
each file system. Thus, a threat to security is
independently analyzed, managed, and dealt with for each
file system.

[0037]

According to the present invention, by using the
function of separating the memory area into a plurality of
file systems together with the security code verification
function of the directory and file in each file system, the
threat to the security of each file system can be
independently analyzed, managed, and dealt with.

[0038]

Further features and advantages of the present




invention will becone apparent fromthe foll ow ng
detail ed description of exenplary enbodi nents with
reference to the attached draw ngs. Best Mde for
Carrying Qut the Invention [0039] Enbodi nents of the
present invention are now herein described in detai
wth reference to the acconpanying draw ngs. [0040]

The present invention provides a service that ensures
security of, for exanple,-tiie exchange of val ue
informati on wusing the tanper resistant and S05P0027
aut henticating function of an |1C card. Mre

iRAEht Lol BF 1YL bebBnP BSRMeritN @Bl PAe I ESUGRS not RELERI L
i ssuing | oad of service providers by allomnng a

dpburigptiion off seempresy tanwiddmnends Skigh erdRIFRhy-cSPaCehe
inside the IC card. Also, the present invention
afbgchs duverimgaber of cards that a user carries and

manages. [ 0041 Here, when plurality of service
BB?BJ%B§?§£§h§P rﬁln%ﬁh§1éhﬁeﬁﬁV?nﬁ%%% and sone service
$¥ der is allowed to access a nenory space for a
d| erent provider, value information set by each

ser &R dRmeMt des s B%e@@ﬁ@sfﬁ5gﬁﬁﬁonogqgrnow hereln
unaut hori zed service providers. [0042] According t

dédher resam def¥eDtyDh deifke ety st €85t Hdrackompi8ying
SO05P0027

drawings.

[0040]

The present invention provides a service that ensures
security of, for example, the exchange of value information
using the tamper resistant and authenticating function of an
IC card. More particularly, the present invention reduces
the card issuing load of service providers by allowing a
plurality of services to share a single memory space inside
the IC card. Also, the present invention reduces the number
of cards that a user carries and manages.

[0041]

Here, when a plurality of service providers share a
single memory area and some service provider is allowed to
access a memory space for a different provider, value
information set by each service provider may be accessed by
other unauthorized service providers.

[0042]

According to the present invention, file systems for a




plurality of service providers are allocated in a

single nenory space, and one data communi cation
apparatus can be shared by the service providers so

as to provide a plurality of services. By separating
the nenory area into a plurality of file systens, the
border between the file systens functions as a
firewall, thus appropriately preventing one of the

file systens (i.e., one of ite- service providers)

from bei ng accessed (intruded) by the other file so5p0027
systens. [0043] Initially, the entire nenory area in

pa0rhCi RISk iservABBAGESy Ve @ Qe gh N3Latdd 04 $S g%ggé
e

the 1C card. Wien a service provider other than

membgi napadd; @arldohssdeta Sep@natasibheapRimityisacea be

generate a new file system the service provider is

spegeiiriey the selhgipei nideigterst seepar b i pupvitdee anphorglity
rea and the authentication by the original IC card

O: sSBEVLCT004 4y sﬂ?i‘%‘?t%%_%ﬂ‘ﬁy‘%ﬁa@éeq sind@par Rt gatity
oENePIJEL O ACCRRS pINF T I RURT ML IV, oyerens.
a yt oS YERE™Fi | e

ut henticati on b € Service provider

FEMSE M4 S eavibefain Rliage ag%resﬁia@é&}h%}te%mﬁa BYe

the original 1C card i1ssuer. Therefore,” "when using
ofathe sSRIM GgstamdiSel. Of, e b€ €neds&an RPipabRidease
of use as if the IC card were directly issued by the
frenvihemproredeed of inthmidset)vibgethhattHdwe fiider siystems.
currently wusing. - 19 S05P0027
[0043]

Initially, the entire memory area in an IC card is
managed by an original card issuer of the IC card. When a
service provider other than the original IC card issuer
‘separates the memory area to generate a new file system, the
service provider is required for the privilege of separating
the memory area and the authentication by the original IC
card issuer.

[0044]

After the memory space is separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by the original IC card issuer. Therefore,
when using each service, a user of the IC card can obtain
ease of use as if the IC card were directly issued by the

service provider of the service that the user is currently

using.




[0045] Furthernore, by using the function of
separating the nmenory area into a plurality of file
systens together with the security code verification
function of the directory and file in each file
system the threat to the security of each file
system can be i ndependently anal yzed, nanaged, and
dealt with. [0046] The basic concepts of noncontact
data conmmuni cation between;@an I C card and a card
reader/witer are described next with reference d@pgg27
Figs. 1 and 2. [0047] Wreless data conmuni cati on
(Bghyeen a card reader/witer and an IC card is
reallzed on the basis of the principles of

el ectyamegneti e hPduitdPRneFiEdncdi orf JeRLLCALE ¥y the
illustrates the basic concepts of wreless data

menOMy i el ilanobet peenabiwwardd readesyatdierccareénar ¥ Gh
card. A card reader includes an antenna LRw conposed
the setwuiFycerHe Byrapptatiiny dunetéct reft twher KkémectRuy tand
f%ﬂe antenna |LRw, a magnetic field is generated around

B HhtiTia LRV YBREEh e et 8 eRENEC &9 sisugsty of gach

ical | the | d. At terninal
BT R b P TR ) o Pl gty o

d¥9lt ageH. s caused by the magnetic field generated by
the I oop antenna L, of the card reader/witer. The
[0Dgecti on voltage is input to the - 20 S05P0027

The basic concepts of noncontact data communication
between an IC card and a card reader/writer are described
next with reference to Figs. 1 and 2.

(0047}

Wireless data communication between a card
reader/writer and an IC card is realized on the basis of the
principles of electromagnetic induction. Fig. 1
schematically illustrates the basic concepts of wireless
data communication between a card reader/writer and an IC
card. A card reader includes an antenna Lgzy composed of a
loop coil. By applying an electric current Igzz to the
antenna Igy, a magnetic field is generated around the antenna
Lgw- On the other hand, a loop coil L. is electrically
formed around the IC card. At terminals of the loop coil I
of the IC card, an induction voltage is caused by the
magnetic field generated by the loop antenna L. of the card

reader/writer. The induction voltage is input to the




termnals of the IC card connected to the term nals of
the loop coil L,. [0048] The coupling ratio between
the antenna LRw of the card reader/witer and the

| oop coil Lc of the IC card varies depending on the
positional relationship therebetween. However, froma
system perspective, the antenna LRw of the card
reader/witer and the loop coil L, of the IC card form
one transformer. Accordingly; the read/ wite operation
of the IC card can be nodel ed as shown in Fig. Z5095p0027
[0049] The card reader/witer nodul ates the electric

[ 0 e enna
UL AR B ol BB R P S, B s
1b§ mpgit at ed. Using this phenonenon, the card
readerIMW|ter can transmt data to the |C card.
[p09%50] Additionally, the I1C card has a function to
change the |oad between the termi nals of the | oop

coi IThe dompadngr dabhte bativekndbha antdwa drurafedheocehed
card reader/witer (load sw tching). Wen the |oad

rBRUVECH T PEn Ha| LooR qHd Foopt 't 1T Caydr Y@sies he

ance between the term als of . the, . antenna of the.
A FREERNE S e PaFlQa??aSis AhZofbnln el |0

ulegds) Cfxfdi'r[re'% é&ﬁ;@r oHgl LfEnANtenng ltﬁ\é’
or a voltage V of t antenna LRw is produced -

cS0BPORYer /writer and the loop coil L. of the IC card form

one transformer. Accordingly, the read/write operation of
the IC card can be modeled as shown in Fig. 2.

[Q049]

The card reader/writer modulates the electric current
Iry applied to the antenna Lgy so thaﬁ a voltage Vy induced in
the loop coil L. of the IC chip is modulated. Using this
phenomenon, the card reader/writer can transmit data to the
IC card.

[0050]

Additionally, the IC card has a function te change the
load between the terminals of the loop coil L. in accordance
with data to be returned to the card reader/writer (load
switching). When the load between the terminals of the loop
coll L. varies, the impedance between the terminals of the
antenna of the card reader/writer varies. Thus, the
variance in the electric current Izy passing through the

antenna Lgy or a voltage Vgy of the antenna Lzy is produced.




By denodul ating this variance, the card reader/witer
can receive the data returned fromthe IC card.

[0051] That is, by varying the load of the antenna in
accordance with the response signal to the inquiry
signal fromthe card reader/witer, the IC card can
nodul ate the anplitude of a signal appearing in a
reception circuit of the card reader/witer. Thus,

the 1C card can communicate;;with the card
reader/witer. [0052] The IC card may be a card gtpdmyoo7
comruni cati on apparatus or nmay be an infornmation

0 : r s (e.g.
R e B L ek L R e e
redkdvé Ud iRRa FOEushdW! iyt ¥heaScUsg herein, eit her
one of the apparatus incorporating an IC card and the
[apparatus in which the 1C card is renovably nounted is
also referred to as an "IC card". In addition, the
i nt égvadt dd/ bYr%@ﬁxingﬂtbeh&vhngQNﬂKCa@aﬁﬂnﬁuh@tion is
~mounted in a_nobile device a cel|] phone or a
'aﬁfﬂﬁd%ﬂﬁf &chlﬁP%r?ﬁﬁHQﬂFﬁaﬁd€€§g|E@'QﬁbdF§FH§Y(é1@nal

£DSF o002 c.SOmpuLer. / (POD. | 197 87 oL SOynlate. Al e

an exter aratus In SUC a case

afBl feddield4dgs s§8n§ft£ﬂﬁ%@rlnﬁeEherJ@@ée;&ﬂto%r fc@%@ui@ oL

addition to the interface tor comunicating wt
thar chreadeidewy vk ete W I athuel, tWel eCesstd/.can 2;3mmunlcate

S05P0027

with the card reader/writer.
[0052]

The IC card may be a card data communication apparatus
or may be an information communication apparatus (e.g., a
cell phone) incorporating an integrated circuit chip having
-.an IC card function. For simplicity, as used herein, either
one of the apparatus incorporating an IC card and the
apparatus in which the IC card is removably mounted is also
referred to as an "IC card". In addition, the integrated
circuit chip having an IC card function is mounted in a
mobile device (e.g., a cell phone or a PDA) and an
information processing apparatus (e.g., a personal computer
(PC)} in order to communicate data with an external
- apparatus. In such a case, the IC card includes an external
peripheral interface in addition to the interface for

communicating with the card reader/writer wired or

wirelessly.




[0053] Fig. 3 illustrates the hardware configuration
of a data communi cation apparatus according to the
present invention. The data conmuni cati on apparatus
has an I C card function that allows the interna

nonvol atile nmenory thereof to be accessed when a
communi cation antenna is attached and a reader/witer
function that supplies an external apparatus having

an I C card function with electric power in order to
achi eve data exchange. The data conmuni cati on S05P0027
apparatus incorporates an IC chip including a card
(bygefion analog circuit 30, a data processing unit

40, and a card reader/witer function analog circuit
50. Hiy.an exomgd@ateshews hArdherdradMmgurbbecd GLaf data
has the card read/wite function. However, this card
copmeigrdtionf appérams sawirddng essien iraleskeat iineewfion.
the present invention. [0054] |In the card function
TAp g Gorpurti caplon frragrtitaveas aeddl veddpfuanation

nt enna 32 are.rectiflied ctifier 3 and are

by.a r

At i Verdd £8°at iyt ﬂpggééth © UMfiftor4a “8F FER E@u%ﬁ
PLOLESSiL A, U Tl o]e] lreyjt | erial
aregulator 33° f%ﬁﬁﬁﬂa _qghl%g?%ﬁ%%r%ﬁnﬁﬁ%%gxggag?é %n
ré£sNonsette ausé@idn tHa@naliphnpsd £ UR_r8harLpsionals
input termnal Pon. The logic circuit 38 controls the
hyoinage fComntdefsertiiain wiPB ¢ BOGPAI? power in order to
achieve data exchange. The data communication apparatus
incorporates an IC chip including a card function analog

circuit 30, a data processing unit 40, and a card

reader/writer function analog circuit 50. In an example

-shown in the drawing, the IC card has the card read/write

function. However, this card read/write function is not an
essential feature of the present invention.
[0054]

In the card function analog circuit 30, carrier waves
received by an antenna 32 are rectified by a rectifier 31
and are delivered to a signal processing unit 44 of the data

processing unit 40 and a logic circuit 38 via a serial

. regulator 33.

[0055]
The logic circuit 38 starts in response to a start

signal input from a start-signal input terminal Pgn. The

logic circuit 38 controls the voltage from the serial




regul ator 33 and the voltage input froma power supply
termnal VDD so as to supply a power supply voltage
appropriate for the 1C card. [0056] The seri al

regul ator 33 remai ns the output voltage constant

regardl ess of the |level of the input voltage. That

is, if the input voltage is high, the serial regulator
33 increases the internal inpedance so as to nmaintain
the voltage constant. In-costrast, if the input

voltage is low, the serial regulator 33 decreasespidi®o7
internal inpedance so as to maintain the voltage

r%%ﬂﬁfg@gf 3i 21%71theAv¥9££r$€geln%%tte%§:8ﬁ1 §9 5@?& ts%r ?Df:L ring

put termn vol tage Trom a power S

terhEhl EQNHeCcid % stu Em;ngl MR %Ql?)@@?t ega_tspgé he
logic circuit 38. tage of "an external power

a@ppppylaﬁanfbrbahamﬂa c@r@deternined vol t age, the
voltage detector 39 outputs a signal for disabling
[PReblLse of the external power supply to the logic
circuit 38. [0058]. Additionally, in the card function
analr%’ge é.err&a tr%@ul%\torcéirj’r FEFR2 hAY € IEF‘etoé’cttpblF 3gltage

gg%@ S% SroEaQAQLNaV ﬁf'QB“t framihe antenpa

ﬁ a
carrler waves. MBVES i Aput

ikrompthe Q%&%%n%o%@aé@ciéﬂkig%hetﬁér£é§{a1W@Q@%&atéx 33
carrier wavé detection signal VR Iis output to the - 24

iH0bENEY the internal impedance so as to maintain the
voltage constant. In contrast, if the input voltage is low,
the serial regulator 33 decreases the internal impedance so
as to maintain the voltage constant.

[0057]

‘A voltage detector 39 monitors the input terminal
voltage from a power-supply monitoring circuit connection
terminal Vsr connected to the logic circuit 38. If the
voltage of an external power supply drops below a
predetermined voltage, the wvoltage detector 39 outputs a
signal for disabling the use of the external power supply to
the logic circuit 38.

[0058]

Additionally, in the card function analog circuit 30, a
carrier-wave detector 34 determines whether radio waves
input from the antenna 32 include carrier waves. If the
radio waves input from the antenna 32 include the carrier

waves, a carrier wave detection signal VR is output to the




logic circuit 38. The logic circuit 38 can further
output a signal indicating that the carrier waves are
detected to the data processing unit 40. [0059] A

cl ock extractor 35 extracts a clock fromthe radio
waves input fromthe antenna 32 and delivers this

clock to a clock selector 36. A clock oscillator 37

is conposed of, for exanple, a quartz resonator

di sposed outside the IC cargy - The cl ock oscillator 37
generates a clock of the driving frequency used d®fpgo27
the IC card and delivers the clock to the clock

1864 ECLOotA: sHhe Fhocioael calay, 36,86l aet oLt &
c?ock %%P%Vered fronwt%%lcﬁ%%%uégtﬁgc %? éﬁgﬁﬁa ?Héput @
sebagk ideldmamgdihhomideLack Qacill AOra3Lca8d to the
delivers the selected clock to each conponent of the
db€acarceced0680uniTheéo card reader/witer function

analog circuit 50 includes a transm ssion anplifier
[895°h reception signal detector 53, a reception
anplifier filter 54, and transm ssion and reception

ant ehifd9 42 RhBASECT [Po6FFraMhen® t FLRfdmitternghaatagdio

Lh SX%HﬁJ roc ing. unit 44 qof .the data.,processin
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to an anal og base-band. The transm ssion sighal 1Is

fott grdngregma h@aant epdsodt od alilsheskiansitS&d Ghe IC card.
anplifier. - 25 S05P0027

The clock oscillator 37 generates a clock of the driving
frequency used for the IC card and delivers the clock to the
.clock selector 36. The clock selector 36 selects one of the
clock delivered from the clock extractor 35 and the clock
delivered from the clock oscillator 37 and delivers the
selected clock to each component of the IC card.

[0060]

The card reader/writer function analog circuit 50

includes & transmission amplifier 51, a reception signal

‘detector 53, a reception amplifier filter 54, and

transmission and reception antennas 52 and 55.
i0061]

When transmitting data, the signal processing unit 44
of the data processing unit 40 modulates and D/A-converts
the data to generate a transmission signal that is up-
converted to an analog base-band. The transmission signal

is output from the antenna 51 via the transmission amplifier.




A signal received by the antenna 52 is detected by the
reception signal detector 53 and is anplified by the
reception anplifier 54. The signal is then delivered

to the signal processing unit 44. The signa

processing unit 44 down-converts the signal to the
anal og base-band signal. The signal processing unit 44
then D/ A-converts and denodul ates the signal to
reproduce the digital data.25[0062] The card

read/ wite operation between the 1C card and thesgsrod27 |
reader/witer is the same as that described in |
Al 8k ghi PNrd Q iKle@spy 1 063] 55T, si ng
un|? 40 i ncl udesbylﬁﬁggﬁ%¥?%%i?% l?ﬁggggg%gigéggﬁébed
recgpal opricessi agredidr 85 amdCeBt kabli PrRrCe@ssithg unit
(CPU) 45, a data encryption engine 46 using, for
regapplen anpd idaea éﬁcryxhd(ﬁiqaaéndarthédxaﬁﬂivamedrtorthe
correction unit 47 using, for exang the cyclic

ce
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above-descri bed conponents are connecte each

dehb@lil Miaks aRel BL@AARl t DUSPrIR064] thd ftﬁLgQFELaMéa%sr ves
as a main controller that perforns overall control of

[o@de2bperation of the I1C card. The CPU 45 - 26
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The card read/write operation between the IC card and

the card reader/writer is the same as that described in
relation to Figs. 1 and 2.
[0063]

The data processing unit 40 includes, in addition to
the above-described signal processing unit 44, a central
processing unit (CPU) 45, a data encryption engine 46 using,
for example, the data encryption standard (DES), an error
correction unit 47 using, for example, the cyclic redundancy
check (CRC), a random access memory (RAM) 41, a read only
memory (ROM) 42, an electrically erasable and programmable

ROM (EEPROM)} 43, a UART interface 48, and an I?C interface

49. All the above-described components are connected to
each other via an internal bus.
[0064]

The CPU 45 serves as a main controller that performs

overall control of the operation of the IC card. The CPU 45




execut es program code stored in, for exanple, the ROV
42 (or the EEPROM 43) in the execution environnent
(descri bed below provided by an operating system
(OS) of the IC card. For exanple, the CPU 45 executes
an application about data to be transmtted and data
received via the card function analog circuit 30 and
the card reader/witer function analog circuit 50.
[0065] The signal processigy -unit 44 nodul at es,
D/ A-converts, and up-converts data to be transmdgdgsedo27
via the card function analog circuit 30 and the card
ager [ f [ l; Lreout -50. ensii g
o aseg Sanr 1A oy oun? ESk\EHp Iy ShICRONDEZ (ox
thaerirmdukat g8 the &ackinied dabaronddi6Gkethe: BES
engi ne 46 encrypts and decrypts data to be
be¢tans mnavededndy dat eopeactiivedsvseert heoared fthacI€ omazxrd.
analog circuit 30 and the card reader/witer function
Fahaogr e r EbPt CBY Usiargcatsecret aeli atdoppabent data
sche based on a . publicly recognjzed al gorithm |
F OO T ERG 37 B FDEREe AV ey ol 1% e GHdancyREHERK
t exLye 1.8 1 a I a . Clreuj.t
g L G e A e R
cbfuit0668] The UART 48 and the 1 2C interface serve

as an external - 27 S05P0027
[0065]

The signal processing unit 44 modulates, D/A-converts,
and up-converts data to be transmitted via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50. The signal processing unit 44 also down-
converts, A/D-converts, and demodulates the received data.
[0066]

The DES engine 46 encrypts and decrypts data to be

transmitted and data received via the card function analog

© - circuit 30 and the card reader/writer function analog

.circuit 50 using a secret key encryption scheme based on a
publicly recognized algorithm.
[0067]

The CRC 47 performs a cyclic redundancy check on data
received via the card function analog circuit 30 and the
.card reader/writer function analog circuit 50.

[6068]

The UART 48 and the I%C interface serve as an external




wired interface for connecting the IC card to an
external apparatus, such as a cell phone, a PDA or a
personal conputer (not shown in Fig. 11). The DART

(uni versal asynchronous receiver transmtter) 48
converts parallel signals to a serial signal or
converts a serial signal to parallel signals in a
conmputer. [0069] The RAM 41l is a witable nenory

unit. The CPU 41 executes & program usi ng the RAM 41

as a work area. A nenory space provided by the RA¥pbD27
i s addressable. The CPU 41 and each conponent on the

wifd @ Nile RUSCRBraCeHRT ARG tABMREYCSRRGS h0Q40L ndhe
EEPROM 43 is a nonvol atile nmenory unit for which an

appasecersaichoascancdiel parcher, medeead qew gat-aoneitten.
As used herein, the nenory area in the IC card is

coragiteat | jpotr ehewneth tiiigas 18 ) wr i Thbl GART eauninetbhel
EEPROM 43. [0071] The nenory area includes at | east

AR AROUSy SEERTLVER LR THiICERAl 4% st@vatte Rerdtichrea
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pPrOMiAersighhes than dhe kG card issuer separates the
menory aréa to generaté a new file system The file

[cegEration fromthe nenory space in the EEPROM 43 and
an access operation after the file separation - 28
SO5PBEe2FAM 41 is a writable memory unit. The CPU 41

executes a program using the RAM 41 as a work area. A
memory space provided by the RAM 41 is addressable. The CPU
41 and each component on the internal bus can access the
memory space.

[0070]

The EEPROM 43 is a nonvolatile memory unit for which an
erase operation can be performed and new data written. As
used herein, the memory area in the IC card is basically
referred to as a writable area in the EEPROM 43.

[0071]

The memory area includes at least one file system. In
an initial state, the memory area is managed by a single
file system managed by the original IC caxrd issuer.
Subsequently, a service provider other than the IC card
issuer separates the memory area to generate a new file
system. The file separation from the memory space in the

EEPROM 43 and an access operation after the file separation




are described in detail below. [0072] Fig. 4 is a
schematic illustration of the structure of a contro
system of the nmenory area in the IC card according to
the present invention. As shown in Fig. 4, this

control systemis basically inplenented in the form

of a subsystem of the operating system The contro
systemincludes a protocol interface nodule, and an

OS core nodule, and a file ogystem [0073] The

protocol interface nodul e handles an access requesispo027
to the file systemfrom an external apparatus via the

2281 L0k B iphaLel ] Iardace, such as the UART 48,
and an access request to the file systemfromthe

[oargl] reader/witer via the contactless IC card
interface. [0074] The OS core nodul e encodes and
decdties datia exsdtengedc Wlihsthetfdid efsyatent reotueetcsd
the error of the data using the CRC, manages the
anﬁ%@?ojofsyééleﬁl eﬁdm%gnerrmrym@ﬁabmwhe o chedEEPROMIiNg
checks a PIN, and perforns nutual authentication.

FOB%]p’iﬁﬁﬁnﬁeﬁﬁﬁ?létlcﬁrhe 36 S5PE mbRILT R priovithés control
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ccessing the
th@ﬁ¥|JﬁbﬁNﬁinGUE§@%eﬁL Z%heSQ%EQQQZ system includes a
protocol interface module, and an 0S8 core module, and a file
system.
[0073]

The protocol interface module handles an access request
to the file system from an external apparatus via the
external peripheral interface, such as the UART 48, and an
raccess request to the file system from the card
.reader/writer via the contactless IC card interface.

[0074]

The 0S5 core module encodes and decodes data exchanged
with the file system, corrects the error of the data using
the CRC, manages the number of data updates for each block
.0f the EEPROM 43, checks a PIN, and performs mutual
authentication.

{0075]

Furthermeore, the 0S core module provides several

application programming interfaces (APIs) for accessing the

file system (e.g., APIs for PIN checking and mutual




aut hentication during file access and APIs for file
reading/witing). [0076] A physical access is

performed to the EEPROM 43 serving as a file system
entity. The physical nmenory access operation to a
menory device including an EEPROMis well known to
those skilled in the art. Therefore, a description
thereof is not provided here. [0077] A nmenory area
expanded on the EEPROM 43.ipgludes at |east one file
system In an initial state, the nmenory area 1S go5p0027
managed by a single file systen1nanaged by the

aflth ShP atild %'i»?n SPLfe néeﬁﬁ& ey Qalyder

t han t gl na car ISSUGI' separat es the

rggapﬁg/@gﬁgjkg create a nem1f|Ie system the service
provider is reqU|red for the privilege of separating
[Dhegshenory area and authentication by the original 1C
card issuer. After the nenory space is separated, in
or def¥ HhYSéééés€C¢¢ﬁﬁfis(Pe§¢9t3ﬁ@ tauthee BEEEAY 68 ©frving

the file sy sten1b% the service provider is required
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for permtting the separation. Additional’ly, the

tRanege s fmot B0ovSSPAAE .

[00G77]

A memory area expanded on the EEPROM 43 includes at
least one file system. In an initial state, the memory area
is managed by a single file system managed by the original
IC card issuer. When a service provider other than the
-original IC card issuer separates the memory area to create
a new file system, the service provider is required for the
privilege of separating the memory area and authentication
by the original IC card issuer. After the memory space is
separated, in order to access the file system,
authentication of the file system by the service provider is
required in place: of authentication by the original IC card
issuer. The separation of the file system is considered to
be a virtual card issuing operation.

[0078]
The OS manages a separating authority key Kg for

permitting the separation. Additicnally, the 0S manages an




i ssuer key KlI of the issuer (the original I1C card

i ssuer or the service provider which has separated

the file), a system code, and an area ID for
identifying a file area for each file system [0079]

To access the file system a procedure including a
request for an area |ID by polling and nutua
authentication is required. The issuer of the file
system (the card issuer fotgthe original file or the
service provider which uses the file system aftesgspop27
bei ng separated) poles the file systens wusing a

- a e j.ssu f . f14 [
FEELFRETR SR tee BT oty A KR E R IR
t8k SerVEMDPrAeRrCRRI8SRANdIsRGtocbierdd | 8 135St §Mysten
Subsequently, nutual authentication is perforned
cudengaidiizsn area D aod adentisyial keyiks.adda tthe each
nmutual authentication is successfully perfornmed, the
fadeesgsttamthe file systemis pernmitted. The access to
the file systemis perfornmed through encrypted

[@8AAdini cati on using the issuer key KI that is unique

to the_  fil St faor the issuer. Accordingl a

i 1 1% aeeps) BXE PO Mo S et edie rhshieas By o
r8YSL &M M A QUL rREEP 159111 1hE 2Hd O 1 AchS8¥@Eation
other than the issuer of the™file system cannot read
idateqi i .andner i Esusater trhet Belef s e &y Sttei@ WakBOoUssuer
perm ssion. [0080] Fig. 5is a schematic illustration
fof the stiickdr €i1de or Ihe SEEPOO27provider which uses the

file system after being separated) poles the file systems
using a system code that the issuer of the file system has
in the form of an argument so as to acquire the area ID of a
memory area corresponding to the file system. Subsequently,
mutual authentication is performed using this ared ID and an
" issuer key K:;. If the mutual authentication is successfully
performed, the access to the file system is permitted. The
access to the file system is performed through encrypted
communication using the issuer key K; that is unique to the
file system for the issuer. Accordingly, a different file
system cannot read data from the file system without
permission. In addition, an issuer other than the issuer of
the file syétem cannot read data from and write data to the
file system without permission.

[0080]

Fig. 5 is a schematic illustration of the structure of




a service providing systemfor managi ng el ectronic
noney, an electronic ticket, and other val ue
information using a relatively high-capacity |IC card.
[0081] As shown in Fig. 5, for exanple, a systeml1

i ncl udes an issuer conmunications apparatus 11 used

by an I C card issuer 21, a nanager comruni cations
apparatus 12 used by a card storage area nmanager 22,

a manufacturer comruni catioms - apparatus 13 used by a
manuf acturer 23 of the apparatus, and a storage €ys®027
separating apparatus 14 and a managenent file

al t r C r.ag a
el e e e e
el&stesnd Hiskdes and +ih&arnd11e &@f@r@a{l%rh@ls@iﬁ@ 26,
file data related to a service provided by the card
relatbgel arteghusepaldty sSiGtcarreld in the I C card 16 on
the basis of a predeternined condition. Thus, the
[B@BH] hol der 26 can receive the services fromthe IC

carqg;n §yer 21 and the card storage area user 24 u3|n%
t he ‘BnéPE AP of 4%, 05§§]ex¢§p%ﬁﬂnﬁ1%3§tﬁWg jneiydes,gn

lgyééfr@&mum%aﬁéygra Ca%@' i@t {19%3 b%fpa%f tus 14,5 the.,

manager conmuni catl 0 par a nmanuf act ur er
2 gprmuﬁar@elxo&gmﬁ@@@éa{l%sl%ppaw@u& of aga%daﬁ)?aazcard

separati ng apparatus 14, and the managenent -
sOOER) Bk ea manager 22, a manufacturer communications
apparatus 13 used by a manufacturer 23 of the apparatus, and
a storage area separating apparatus 14 and a management file
registration apparatus 15 used by a card storage area user
24,
[0082]

In the system 1, when the IC card issuer 21 issues an
IC carxd 16 to a card holder 26, file data related to a

service provided by the card storage area user 24 is stored

in the IC card 16 on the basis of a predetermined condition.

.Thus, the card holder 26 can receive the services from the

IC card issuer 21 and the card storage area user 24 using
the one IC card 16?
[0083]

As shown in Fig. 1, in the system 1, the issuer
communications apparatus 11, the manager communications
apparatus 12, the manufacturer communications apparatus 13,

the storage area separating apparatus 14, and the management




file registration apparatus 15 are connected to each
other via a network 17. [0084] The IC card issuer 21
issues the IC card 16 to provide its own service

using the I1C card 16. [0085] Upon receiving a request
fromthe I1C card issuer 21, the card storage area
manager 22 perforns a service to lend a storage area
that is not used by the IC card issuer 21 in a

storage unit (sem conductorszmenory) of the IC card 16
issued by the IC card issuer 21 to the card storagsspoo27
area user 24. [0086] The manufacturer 23

£988 Uﬁ@ﬂéﬁx%%i%ﬁeaé%%é&?s e yeS 88%95%&9 BPRALAL Ypd A

In response to a quest fromthe card storage area

vienagestwdkand . del i vers the storage area separating
apparatus 14 to the card storage area user 24. [0087]

[Theédtard storage area user 24 requests the card
storage area nmanager 22 to allow the card storage

ar edhgséfF gardoissimy 2 ImdAsrgs arlea 167 cand L€ tarprag.de
.and provides the service of the card storage area

1hE "R £ & cHP U St tage &°¢4 lfiser 24 corresponds to
[5E§5ﬁgove-described service provider which separates
t he nory area and creates a newfile system The

_car Gishorage A RR H9@0quédtPELML da% IS QYA 1sd3r 21,
SO05P0027
the card storage area manager 22 performs a service to lend
- a storage area that is not used by the IC card issuer 21 in
a storage unit (semiconductor memory} of the IC card 16
issued by the IC card issuer 21 to the card storage area
user 24.
[0086]

The manufactufer 23 manufactures the storaée area
" .separating apparatus 14 in response to a regquest from the
card storage area manager 22 and delivers the storage area
separating apparatus 14 to the card storage area user 24.
[0087]

The card storage area user 24 requests the card storage
‘area manager 22 to allow the card storage area user 24 to
use a memory area of the IC card 16 and provides the service
‘of the card storage area user 24. The card storage area
user 24 correspends to the above-described service provider
which separates the memory area and creates a new file

system. The card storage area user 24 provides its own




service by using its owmn file system [0088] The card
hol der 26 receives the IC card 16 fromthe IC card

i ssuer 21 so as to use a service provided by the IC

card issuer 21. \Wen the card holder 26 desires to
receive the service provided by the card storage area
user 24 after the IC card 16 is issued, the card

hol der 26 stores file data related to the service
provided by the card storaggs area user 24 in the IC
card 16 using the storage area separating apparasusego27
14 and the managenent file registration apparatus 15.

sE'%%Eéé‘kaﬁrusmg;e&%@f QWEOJE{ifg d%gt L&an begin using the

servi ce provi by the car orage area user 24.

[b6@89] To provide a service fromthe IC card issuer 21

and a service fromthe card storage area user 24

usi MheonarkdChoaddr A6, rddedveystea IAC hasrdd 16 from the IC

configuration so that unauthorized person cannot read

Cééfialﬁlbfnﬁ ald scapfotowrse e detraice phevidedriagéhar éa
n file data related to the service , provided by

Cﬁﬁ G ¢ i-sstlern2ihanichdolary $P ofagfe st &8 r8§%+ve
tﬁé séP\QQCOJ IAild‘éé Q ncplrldesstog:ge I%é:aarudse%:62qagfpeer

a card- ta co hi CAti of "SPpar at us.

thbt ef né"e{ﬁd/ql6y1lst hesh&acand 16 -aMRY186r real dizedasi e
cel | phone (or a different nmobile device)
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area user 24 in the IC card 16 using the storage area
separating apparatus 14 and the management file registration

apparatus 15. Thereafter, the card holder 26 can begin
using the service provided by the card storage area user 24.
[0089]

To provide a service from the IC card issuer 21 and a
service from the card storage area user 24 using one IC card
16, the system 1 has a configuration so that unauthorized
'person cannot read data from and cannot write data to the
storage area storing file data related to the serwvice
provided by the IC card issuer 21 and the card storage area
user 24.

[0090]

As its name implies, the IC card 16 may be a card-type

data communication apparatus. Alternatively, the IC card 16

may be realized as a cell phone (or a different mobile

device) incorporating a semiconductor chip having the IC




card function. [0091] Although, the foregoing
description is made with reference to one IC card

i ssuer 21, one card storage area user 24, and one

card holder 26 in Fig. 5 each one may be plural.

[0092] In this enbodinent, file systens for a

plurality of service providers are allocated in a
single nmenory area of the IC card. Also, a single

data communi cation apparatugsis shared by the service
providers so as to provide a plurality of servicgsspggry
This separate file systemconfiguration can provide

ngg papagerent of a nenory area available to a
specific service provider that has a perm ssion of an

(0bbgi nal card issuer and nmenory areas for a plurality
of the service providers that have perm ssion from

 t he mrdrgiugdl, tBarfoisplek asswelbtBsn a MBABEYwaFga
avail able to the original card issuer. [0093] In
rpletrenes dro aneeACacptdiriasuey 6fl, f bhe syst ert®regeharea
bei ng available to a service provider are nmanaged in
USEH| ? forrtd MRe cRif heldarembaviai FaBl e3>t cadhe o8k Grnape
?g£g i ssuer, the border between the file systens
PfiR2t1 ons as a firewall, thus appropriately
(ppgygenting one of the file systems (i.e., one of the
service providers) frombeing - 35 S05P0027

In this embodiment, file systems for a plurality of
service providers are allocated in a single memory area of
- the IC card. Also, a single data communication apparatus is
shared by the service providers so as to provide a plurality
of services. This separate file system configuration can
provide the‘ﬁanagement of a memory area available to a
specific service provider that has a permission of an
original card issuer and memory areas for a plurality of the
service providers that have permission from the original
card issuer as well as a memory area available to the
original card issuer.

[0093]

In particular, when a plurality of file systems each
being available to a service provider are managed in
addition to the file system évailable to the original card
issuer, the border between the file systems functions as a
firewall, thus appropriately preventing one of the file

systems (i.e., one of the service providers) from being




accessed (intruded) by the other file systens. [0094]

A nmet hod for managing the nenory area of the IC card

is now herein described with reference to Figs. 6 to

9. [0095] Fig. 6 illustrates the nenory area in which
an original card issuer manages only the origina

card issuer's file system A systemcode SCl is
assigned to the original card issuer by a nmanagenent
mechani sm of a system code.33hen an externa

apparatus or a program accesses the file system ofpsppo27
the card issuer, the external apparatus or the program

v SGL identificatiQn,co i.e., an

A et gy EReRE OO SR PECRE I 5. 7T i s
(dpbggyamillustrating that the card issuer can permt
anot her nenory area nmanager to rent or buy a certain
amountmeahofir €er spaceyiny tthe heherysymicaamodt thBeIlCatdkrd is
issuer. In this stage, the file systemin the nenory
ngpakerenglesoribednwsidparedficagnyet to ABidong &9 Phe card
issuer has free space in the card issuer's file

{Q§ tem the card issuer can permt a plurality of

ar ea..nmanag o rent .or buy a certain anmount of fr.ee
Spaca TP TLRn S 578 RKely Sa Bt R TTR W R T
chithei s¥aleMahagbdedtif i@l Ryigifai Pidr FYslem-code; Lhe
file systemcan be separated into a naxi num of
s%%?%ggQ;S%@atahecﬁd@aﬁﬂ(HﬁﬁaEEEQné&Sﬁ&ﬂﬂQQBrbgina36card

issuer by a management mechanism of a system code. When an
external apparatus or a program accesses the file system of
the card issuer, the external apparatus or the program uses
"SC1" as an identification code (i.e., an argument of a
request command). -
F0096]

Fig. 7 is a diagram illustrating that the card issuer
can permit another memory area manager to rent or buy a
certain amount of free space in the file system of the card
issuer. In this stage, the file system in the memory space
has not been separated yet. As long as the card issuer has
free space in the card issuer's file system, the card issuer
can permit a plurality of area managers to rent or buy a
certain amount of free space. For example, in an
implementation in which a file system is identified by a 4-
bit system code, the file system can be separated into a

maximum of sixteen separate areas (the file system can be




separated up to fifteen tines). [0097] Fig. 8 is a

di agram in which another service provider separates a
menory area pernmitted by the card issuer to generate

a new file system A systemcode SC2 is assigned to

the new file system by the managenent mechani sm of a
system code. Wien an external apparatus or a program
accesses the file system nanaged by the nenory area
manager (service provider)zsthe external apparatus or
the program uses "SC2" as an identification codeggspo027
(i.e., an argunent of a request command). [0098]

sEbGraded 32 4 29FR0LLN MG a common area manager

separates ‘a nenory area permtted by the card issuer
[ugbmg a system code SCO of the common area. Wen an
external apparatus or a program accesses the file
systRiny. Bhiehai §iagrarenor whatkaamstitaged ey ithep conmmiyyr
area nmanager, the external apparatus or the program
sgBesatefe sysrenycades SCOmY tad bidem i ddnshtiisgpetotie
éi.e., an argunent of a request command). [0099] To
IEBPEFER & (FY ThiCi BYSTRdhor v SYERRNhOW iFF g, 283 hpeed
e§°DRL AU, 341! gy avahany for. anather. servige Rrovider.
he ~servi cé provi der ¥eques S Bern133|onaProm e
sG3E&h i &Rier WRenUSE S EBIRNY aaFgéat@élwan%waml n

order to give the permssion to use the nenory area
afte®€sgs PRIENfI3E08yEPem mhhagBASPORe memory area manager
(service provider), the external apparatus or the program
uses "SCZ2" as an ldentification code (i.e., an argument of a
request command) .

f0098]

Fig. 9 is a diagram in which a common area manager
separates a memory area permitted by the card issuer using a
system code SCO of the coﬁmon area. When an external
apparatus or a program accesses the file system, which is a
memory area managed by the common area manager, the external
apparatus or the program uses the system code SC0 as an
identification code (i.e., an argument of a reqﬁest command) .
[0099]

To separate the initial memory area shown in Fig. 6 and
generate a file system for another service provider, the
service provider requests permission from the card issuer to
use a memory area. Subsequently, in order to give the

permission to use the memory area {(i.e., permission to




separate the file systen), the card issuer acquires a
"separate el enent package" that is required for
separating the file systemfroma separating

engi neering manager. The card issuer further encrypts
the data bl ock including the received separate

el ement package and the size (the nunber of bl ocks)

of the separated area that the new service provider
is permtted to use using-am i-ssuer key K= that

excl usively belongs to the card issuer so as to gQs5p0027
generate a separate package. The card issuer then

' rat | q t the fi si ng
R T R R
"separatd N neMBNPAYKAGELR t3Rd igepsqal dW R Newphih€ing
systemis not a key feature of the present invention.
tiAs Eiltdh,swtdet dirbeda degermaptingnehbeneafing saneter. The
provided. [0101] Fig. 10 is a schematic illustration
ceFdthesuay Jertherofncay Rty dpda bioghdncgudand tie
whi ch lurality of file syste coexi st b
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separate package. The card issuer then issues a separating
request of the file system using the separate package.
fol00}

The procedure of separating a memory area and
generating a new file system is not a key feature of the
present invention. As such, a detailed description thereof
is not provided.

[0101]

Fig. 10 is a schematic illustration of the structure of
a memory area of the IC card in which a plurality of file
systems coexist by repeating a separating operation.

[0102]

As shown in the drawing, the system code SC and the
area ID are set for each file system. In addition, mutual
authentication can be carried out using the issuer key Kr of
a service provider (including the original card issuer) that

uses the memory area. Thus, the service provider to which




the file systemis allocated can anal yze, manage, and
deal wth the threat to security of the file system

of the service provider independently fromthe

original card issuer and the separating engineer.

[0103] Additionally, when the service provider

accesses the file systemof the service provider, the
procedure including the request for the area ID and

the nutual authentication_.igg basically required. The
service provider performs polling on file systemgspgozy
usi ng the system code that the service provider has

LN form of .an ument so as_to _obtain an _are

P Fhte Bl aPeall ST 20, PRebddr iRt fET
wotRSegla dekt RHL WAL, AULNEIY 6l iEQR, | s%%g{%rﬂ QMR USi ng
this area ID and the issuer key KI. IT the nutua
sagtrheatpcatider ih8eSewtasSiulirymCoRd| et Rf.naineasar viSger
provider is allowed to access the file system [0104]
aRfigthd Isammratdobeemginedy | ustrati on of the structure

of _a request conmand exchanged between an externa
[gb%%}atus and the IC card. As shown in Fig. 11, each

ST AN TS e STARLASL ccar LsueD
fMétﬁ/gteé}P%%t thé g@f@i’cedﬁr%tvgdggqugﬁé J &Lce@iur including
Wl’ﬁ C I S ges %edn

ar eal/’ser V! ce regl St rati o requeSf, . Ccri
thel evdudisd TG rt BRe | SEULTT K@M IKERE PRbtu X FltsieYi@li ¥ation is

bel ongs to the file systemof the service - 39

&R required. The service provider performs polling
on file systems using the system code that the service
provider has in the form of an argument sc as to obtain an
area ID of the memory area for the corresponding file system.
Subsequently, mutual authentication is performed using this
area ID and the issuer key KI. If the mutual authentication
is successfully completed, the service provider is allowed
to access the file system.
[0104]

Fig. 11 is a schematic illustration of the structure of
a request command exchanged between an external apparatus
and the IC card. As shown in Fig. 11, each service provider
(including the original card issuer) packages a request
command (e.g., a read request, a write request, a data-
delete request, or a area/service registration redquest,
which is described below) using the issuer key K:; that

exclusively belongs to the file system of the service




provi der and carries out an encryption comuni cation
using this package. Accordingly, a different file
system cannot retrieve unrelated data fromthe

request command and a third party cannot read data
fromand wite data to the file system w thout

perm ssion. [0105] By repeating the separating
operation of the nmenory area of the IC card, a
plurality of file systens_cgexist, as shown in Fig.

10. A service provider that acquired the servicesgspgo27
provider's file systemon the I C card under the

pQS(rErhéé'ag{h %farﬁc'ﬂés%hg'{‘r?' et g;tlléﬁu% ar{‘lc% 13985 ing

areas an services usin € sys

. tﬂ@§015eh<§’1€‘é11] el gwcoIay§gly; he 8eu-eRt PFONMI dse}rst%ncannot
devel op the business plan using the IC card as if the

reervece prediader wasatheorcaihd rsguest cddddf] ahlea third

managenent in one file systemis described bel ow

pPBaLY cfaélﬂll}pt trieedsdaba operrataroh wircg tappriedca dheadhliti | e
stem is assuned that, to operate the file

Sggg?%ﬁYlﬁqﬂgta88€@lsﬁ%@%r|bed area-| D request by

BehL{ng and mutual authentication have been perforned

[ .

I'n"advance. [0107] 1In a file system one or nore

appld L athens; ng Usle as%p%&atgﬁgew@éateﬂ %ctorfmahs YEhHE,

exchange including el ectroni€¢ ‘paynent, are all ocat’ed.

afefEsDIyhealreacaklipcat grid0 iafy o@ppiwaéymmss cbekest edhs

to as a "service nenory area". Also, - 40 S05P0027

shown in ‘Fig. 10. A service provider that acgquired the

service provider's file system on the IC card under the
permission of the original card issuer can arrange areas and
services using the file system, as described below. Thus,
the service provider can develop the business plan using the
IC card as if the service provider was the card issuer.
[0106]

The management in one file system is described below.
Basically, the same operation is applied to each file system.

It is assumed that, to operate the file system, the above-

described area-ID request by polling and mutual

authentication have been performed in advance.
[0107]

In a file system, one or moré applications, such as an
external electronic value exchange including electronic
payment, are allocated. A memory area allccated to an

application is referred to as a "service memory area". Also,




the use of the application, nanely, the operation to
access the service nenory area corresponding to the
‘application is referred to as a "service". Exanples

of the service include access for reading the nmenory,
access for witing the nenory, and the addition and
subtraction of value information (e.g., electronic
noney). [0108] In order to restrict the user of an
application, nanely, the_aggivation of the service
dependi ng on whet her the user has the access 30520027
privilege, a security code is assigned to the

+aBPLLgat Yhe L%gjﬁssmﬁ% dqga%ﬁeelgﬁalt?qsu)%ﬁ&laog 86 access

service start access to

- theeséﬁm@%ema¥ear@@rfe%,p%@l@q5§dtw tihe aém;rlqré@lt%ﬁ is
encrypt ed conmmuni cation i n accordance with the

refenréed yrd easela dbetrhéceapplixeaiien. of 0] sedvicer declude
to restrict the user of an application, nanely, the
aﬁé@'ﬁ%af%nr%ﬁdltﬂge ther peoervepritissg fonr whéthey i memory,

the access privilege, a secur]j code (i.e
ag pF*N; c‘f SN Gﬁgds‘t“gtrt"’r%tjé‘ﬁplorfcﬁﬁt%ﬁ l"l“é‘r/ﬂe‘“}?itl’%lops(e

F%g{{& L qlRyyService start-up time. Additionally,
access o 3 service nenory area is secured with

[appgppriate encrypted communi cation in accordance
with the security level of the application. [0110] -
41 1riSHNRR2E0 restrict the user of an application, namely,

the activation of the service depending on whether the user
has the access privilege, a security code is assigned to the
application. The security code is verified at a service
start-up time. Additionally, the access to the service
memory area is secured with appropriate encrypted

- communication in accordance with the security level of the
application.

[0109]

In order to restrict the user of an application, namely,
-the activation of the service depending on whether the user
has the access privilege, a security code (i.e., a PIN} is
assigned to the application. The PIN is verified at a
service start-up time. Additionally, the access to the
service memory area is secured with appropriate encrypted
communication in accordance with the security level of the
application.

f0110]




In this enbodi nent, a hierarchy structure that is
simlar to a "directory” is introduced to each file
system set in a nenory area of the IC card. Each
application allocated in the nenory area can be
registered town "area" in the desired |ayer. For
exanple, a plurality of applications involved in a
series of transactions or deeply related applications
are registered to a servicegmenory area in the sane
area (and the deeply related applications are fwddieoz7
regi stered to the sane parent area). Thus, the

appl i £at) %”é'@isgdi ETE’!PHe 59&%”&5&%1@6@1@{

organlze e user, e applications are
sehiigt ety Iy veligsstbipd lsa&dlt%aaeéaeﬁie dhlEi1e system
Additionally, a PIN can be set for each application in
setdem 4 onggrantyr aket hef adeesSs paicdi. | egecH apptiieatibe
stemin a hierarchical fashion. Furthernore, a PIN
aé AcCheeddm fthe menehy areR CRor bexaapl eienpd |tnpat1t T aea

_ ONe area, user may obtain the access
lBrF ?Iéﬁﬁ%ﬁ%ﬁ'lﬁV?rthéh”h§§PP€ Froﬁsp}?Fﬁ%ﬁ§YaPéa after
%@fl S04 341,90, R) Of OCI}GSS qe% J, Sutd l%”g atclié)gply
ess are successfull carrle ou

rE Okt &XAUPY18 ca8h BES a kY ﬂé@@&bk@g 2 Pl N,é&rlc@i?{@mo@y 8frea
only once, the user can obtain the access privil ege

ifiothe addmet B@ecapphhd aiicOmRepYOk¥EGtéd prSabesoN$ are
transactions, an efficient access control can be

fprth¢kaﬁglbmeaddit¢cﬁhe sahe pasendfaxgpdr.at Tonsefthde

aratus can be inproved. - 42 S05P0027

app ications in the memory area and the area are organized.

For the user, the applications are efficiently classified

and organized.

[0111]

Additionally, a PIN can be set for each application in
order to control the access privilege for the file system in
-a hierarchical fashion. Furthermore, a PIN can be set for
each area. For example, by inputting a PIN for some area, a
user may obtain the access privilege for all the
applications ‘in the area after the verification process and

a mutual authentication process are successfully carried out.

Accordingly, for example, since, by inputting a PIN for some

" ..area only once, the user can obtain the access privilege for

all the applications involved in a series of transactions,
an efficient access control can be provided. In addition,

the ease of operation of the apparatus can be improved.




[0112] Furthernore, a plurality of access privileges
can be set for a service nenory area, and a security
code can be set for each privilege, nanely, for each
service executed in the service nenory area. For
exanple, different PINs are set for services

activated in the sane service nenory area (e.q.

"read" service and "read and wite" service). In

anot her exanple, different PINs are set for "increase"
service and "decrease" service of electronic noneyysxp027
ot her value information. Furthernore, for sone nenory
(8ieay the followi ng setting is possible: the input of

a PINis not required for a read operation; however,

t he pnipuerabra, P N1ds1nequbkedc£Ofs ki gePEEAL .
[0113] Fig. 12 is a schematic illustration of the

sdat for A rectvire némdiwe dideg ayst enseduriaty exaepken be
shown in Fig. 12, a hierarchy structure that is
sgFnfeareadd rivitestorngndly,i Aerodacedanyizemereeyted in
tggace of the file system That is, each application

| BEEEEE (6TPRE AETOY y B &*CBRIBe dYidgiTstér 84NF 02 B
s0ESHed UL RLALCNY, A &R, 29 A R8T YLEE BRI BR88y fPLa
exanpl e, eepr Fefate f

applications (e.d.,

(app! j oatdems suseded And sQEHesnal wiians %‘étﬂv‘i%% .capy, be

regi stered to the sane area (and the deeply rel ated
aateEsr catampeef udl hesrdragiraver edet Ot hvSamR cpakest

area). [0114] - 43 S05P0027
service and "decrease" service of electronic money or other
value information. Furthermore, for some memory area, the
following setting is possible: the input of a PIN is not
-required for a read operation; however, the input of a PIN
is required for a write operation.

[0113]

" Fig. 12 is a schematic illustration of the data

structure of the file system. In an example shown in Fig.
12, a hierarchy structure that is similar to a "directory"

is introduced to a memory space of the file system. That is,

each application allocated to the memory area can be

registered to a desired hierarchy area as a service memory
area. For example, deeply related applications (e.g.,
applications used for a series of transactions) can be
registered to the same area (and the deeply related areas
can be further registered to the same parent area).

[0114]




In addition, each of the application (i.e., the

service nenory area) and the area allocated to the
file systemhas a security code definition bl ock.
Therefore, a PIN can be set for each application or
each area. Furthernore, the access privilege for the
file system can be set on an application basis and on
an area basis. [0115] Still furthernore, instead of
setting one privilege for- @3service nenory area, a

PIN can be set for each executed service. For S05P0027
exanple, different PINs are set for services "read"

and 14 eaiRAEnW b4&h datheAnBpRELL VALY i Q' T BRe SR 1 ce
service nenory area. Al so, dl?ferent PINs are set for
ne|bYYy C&sed)i Reeate" aand axXiexaeaget cofthel £Cld GRIsEcRORLY a
or other value information. [0116] A verification
sgaRritymraleesiedipiNigenitladka t Aberpfoteca HINM erhabe set
gsuch as the contactl ess short-range conmunication
fRased-HrRAldCatdREgRBLFRCT MdEet | oRUBFhe HrONgARThe48CCoTs
12C. 49 ith security code set for_an area . .
Par Jojg%qee# o tglgc%lg%pﬁ/ Tt 5ﬁ‘nog>eas%ﬁr%’?:tad} VEBH L GREHR
bESEMIitY 2048 seLafRLsfA Service nenory area, so that

the access to the nenory area having the equa

[eetsyity code is allowed. The nenory area to which
access is allowed is accessible via the protoco
i nt @tfidde fufOidFpore 44 ns866BCER 7setting one privilege for

a .service memory area, a PIN can be set for each executed
service. For example, different PINs are set for services
"read" and "read and write" that are activated for the same
- service memory area. Also, different PINs are set for
services "increase" and "decrease" of electronic money or
other value information.

[0116]

A verification unit compares a PIN sent via the
‘protocol interface (such as the contactless short-range
communication based on .electromagnetic induction or the UART
48, or I’C 49) with a security code set for an area
allocated to each application or a directory or with a
security code set for a service memory area, sco that the
access to the memory area having the equal security code is
allowed. The memory area to which access is allowed is
accessible via the protocol interface.

[0117]




As described above, in a file system a variety of
service nenory areas that are allocated to
applications are allocated, and one or nore services
that are applicable to each service nenory area are
set. In this enbodinment, access restriction is set on
an area basis and on an application basis. In
addition, a PINis set for the type of services
applied to an application-spsthat access restriction
can be set on a service basis. [0118] Fig. 13 s05p0027
illustrates the basic structure of the file system
AS Gesidhedrln LELALI ot taofEﬁg sfted, he, RL.eEarghye
structure that is simlar to a "directory” is
skt odut&fbi areashthat e sy 18 cafegerYi &;Bplmwnar £he
allocated to an application can be registered to an
'aéiteaateeri,t hrewdegier ed méay evervimetshehekampd eapgtldwabla to
g one service nenory area is registered in an
C&F as%‘OU:%Iéffel“Wéd Bycarm &£t - deﬂpnl‘-hi%rﬁrﬁ?@éweweo
0119]  The service nenory area Fi 13 i s conposed
26Pe5T FTTHSCTORE GSeTobI LT FhEst BrRrS Akt B Gok:

a gif&ac‘tf&l %asq'sr.” n}'xg éﬁlk.ttl% d%t fxlolgvh Cng 21 %ﬁgeéi%e

eration I's ensure Service Efl ne y a Servi

00198 gefd Nidgpan chl 86 Kkan Nl atiBnSES Vigs QLOBscan be
applied to the service nenory area. [0120] In

ragldridctoiont caaceesset est rd cldroficenbasiar ea basis and -
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[0118]

Fig. 13 illustrates the basic structure of the file
system. As described in relation to Fig. 12, the hierarchy
structure that is similar to a "directory" is introduced to
-each file system. A service memory area allocated to an
application can be registered to an area in the desired
layer. 1In the example shown in Fig. 13, one service memory
area 1s registered in an area 0000 defined by an area
definition block 0000.

[0119]

The service memory area in Fig. 13 is composed of at

" . least one user block. The term "user block" refers to a

minimum unit of data to which an access operation is ensured.
A service defined by a service 0100 definition block, namely,
a service 0108 can be applied to the service memory area.
[0120]

In addition to access restriction on an area basis and




on an application basis, an access restriction can be
set on a service basis by setting a security code for
each type of service. Security code setting
information for the service to which the access
restriction is applied is defined as a service
dedicated to the security code (i.e., a security code
service). In the exanple shown in Fig. 13, a security
code for the service 0108-is5defined as a security

code service 0128 definition block. The details sf5p0027
the security code service are stored in a security
of08E SEPMiGe idat Bashl 0Cln JLb3L] re Ve dikg %%ﬁugétyet on
code service for the service 0108 is enabled, th
aseenvidey loede bg segtined ts@cbelvgrd:écneectdtsleagh tplee of
security code service 0128 before the service 0108 is
sacvivat edeandithiecedaddrting tiefopeatatdrorfors ther fer o
on the user block of the service 0108. More

t%p@%%$@d%ﬁ1?Ccﬁﬁénre%F?%%RHNWFFeaEBhﬁﬁhdsw@FﬁlHEd as a
Sencr&ghl JSe a t he securlté e for the serV|ce
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name
'cggé'iéfﬁia%§f0r§ t{ﬁ%rgg 1ea§hB§Hti§a§£dJH bs a security
performed. [0122] In addition, a service menory area

calié ofcit ethet @edRic@ppliTatd @R reandbes redashened t8dan
area in the desired |ayer, and the area can be

stayeeced 126hdederptiyor dlatekd afbasdetmidls edi sher edcinity
the sane parent area In such a case, by - 46

FEIREVAce are store in a security code service data
block.
[0121]

When the security code service for the service 0108 is
-enabled, the security code is required to be verified using
the security code service 0128 before the service 0108 is
activated and the read or write operation is performed on
the user block of the service 0108. More specifically, when
a read/write command with encryption is used, the security
- code for the service 0108, namely, the PIN for the service
0108 is verified before the mutual authentication is
performed.

[0122]

In addition, a service memory area allocated to an

application can be registered in an area in the desired

layer, and the area can be layered (the deeply related areas

are registered in the same parent area). In such a case, by




setting a PIN for each area, the area can serve as a
unit of the access restriction. Fig. 14 illustrates
areas layered in nenory space of the IC card 50. In
t he exanple shown in Fig. 14, a different area 1000
defined by an area 1000 definition block is
registered in an area 0000 defined by an area 0000
definition block. [0123] In the exanple shown in Fig.
14, two service nenory aregs -are further registered
in the area 1000. To one of the two service mengysp0027
areas, a service 1108 defined by a service 1108

E Rkt le@ Gk r iy ce B.define a. . .
RE A PR el Bofl it ?%%Qbﬁggpép Ty 2 2%y of
ther gttesd aedehineianpl urad.i tiy ofi 10k FeF@NtareRLVILESSTred
for one service nenory area is referred to as an
ihowendmp se@rcei o€" the | IC tdrrdovér. | apn serw i smpdiel Eroent in
services are applied to the sanme service area
Faepehthi iy 93d ferent npira A0 daddned omalary aree £ARO
other. one._qf the two service nenor areas, a_service
a3 Fageh

O et yi8 ERFViEef16e aBririd iBiv0 prdéregdyy an
aPesapRld edr:[9124] LAlder a service set in a service

menory area Is activated, a read or wite operation
[gam3pe carried out - on the user block of the service
menory area. As described in relation to Fig. 13, a
secumi tjecedenshs Wheancan begdefd hadio kekveaehnemory
service. In this case, if the security code - 47
anpmEPEyE7 further registered in the area 1000. To one of
the two service memory areas, a service 1108 defined by a
service 1108 definition block and a service 110B defined by
a service 110B definition block can be applied. As used
herein, to define a plurality of different services for one
service memory area is referred to as an "overlap service".
In the overlap service, different services are applied to
. the same service area depending on the input PIN.
Additionally, to the other one of the two service memory
areas, a service 110C defined by a service 110C definition
block can be applied.

[0124]

After a service set in a service memory area is

activated, a read or write operation can be carried out on
the user block of the service memory area. As described in

relation to Fig. 13, a security code service can be defined

for each service.. In this case, if the security code .




service for the service is activated, the activation

of the service is allowed after PIN verification

using the security code service is conpleted. [0125]
When a common PINis required to be set for a

plurality of services, an area including these

services can be generated and a conmobn security code
service can be applied to this area. [0126] In the
exanpl e shown in Fig. 14,-a4security code for the

area 1000 is defined as a security code service 1820027
definition block. The details of the security code

s8@TYELCE0 1S REOUCE NI & RAGULIEY, COHE S&I M8 HabR the
bl ock. [0127] Wen the security code service for the

sarescd 0 d19 owedabledr (BN Wdri fheadess radad; frtet Beeurity
bel ow), the security <code is verified using the
cegeurtrYicode semplered020. Thereafter, each service
in the area 1000 is activated. Thus, a read or wite
[Bbé?btlon can be perforned on the user block of the

ser [91281)n ﬁfﬁ eeﬂ a ecurlt%ﬁ%p e_seryj uralf%
appllea’Fo PREO™ St iide TEHUE A8 nd thd Y
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operation cannot be performed on e user block of
gbhersefd iRl Untbhmbhes SOOIt o8008 rvASE 205BA02Fplied
to this ares.

[0126]

In the example shown in Fig. 14, a security code for
the area 1000 is defined as a security code service 1020
definition block. The details of the security code service
are stored in a security code service data block.

[0127]

When the security code service for the area 1000 is
enabled (as will be described further below), the security
code is verified using the security code service 1020.
Thereafter, each sexrvice in the area 1000 is activated.
Thus, a read or write operation can be performed on the user
block of the service.

[0128]

Here, when a security code service is applied to the

service in the area 1000 and the security code service is

enabled, the read or write operation cannot be performed on

the user block of the service until the security code




verification using the security code service is
conpleted. [0129] As shown in Figs. 13 and 14, a

uni que security code service corresponding to the

area and service for the security code verification

is provided. [0130] The procedure of registering an
area and a service in a file systemis not directly
related to a key feature of the present invention. As
such, a detailed descript+osgthereof 1is not provided.
[0131] As shown in Figs. 13 and 14, by applying sofddd27
to the area or the service registered in the file

vBY$teRat Bbh ARGRTS thE OB &0k 1GARRBE cartied QUloRB18Ped.
area basis or on a service "basis. Additionally, when

[(@1pburality of services (an overlap service) is
registered in one service nenory area, a plurality of
access sherhods Eaws bel Mehidndd, f arunhmies sseursey vioke
menpry area by agglying a PIN to each servi ce. L0132]
SEOWETE r SO LT SRS 8fbbdi Hsh 2 r S8R ag R EE G h G orhEREi | e
ual aut henticatio as descri bed above)
=BE0EERy ol TR Bl P BB AR na "The PN
[yeghfication process is optional. That is, only when
the security code service for a service or an area is
enalihed prbhedsee usf tnegaederiNgrad i£add QRdi § E€eEidLdn a

before starting the service or - 49 S05P0027
file system is not directly related to a key feature of the
present invention. As such, a detailed description thereof
is not provided.

[0131]

As shown in Figs. 13 and 14, by applying a PIN to the
area or the service registered in the file system, an access
coutrol can be carried ocut on an area basis or on a service
basis. Additiconally, when a plurality of services (an
overlap service) is registered in one service memory area, a
plurality of access methods can be defined for the same
service memory area by applying a PIN to each service.

[0132]

However, in this embodiment, when accessing the file
access, the mutual authentication (as described above) using
the issuer key is essential and the PIN verification process
is optional. That is, only when the security code service
for a service or an area is enabled, the security code

verification is required before starting the service or




accessing the area. In contrast, when the security

code service is disabled, the PIN verification is not
required. [0133] The details of the PIN are witten

in the security code service data block of the

security code service definition block. Fig. 15 is a
schematic illustration of the data structure of the
security code service data block. As shown in Fig.

15, the security code servigg data bl ock includes a
security code area, a storage area for the nunberg@ipop27
failed authentication attenpts, a setting area of

IR THY a%ﬂé“%?%a fakhegoﬁ%QJgﬁn'd%@hlgg e ALEMMLS, Rde

securlty code use selection area, and an access

seeritssionifdaaged] 0E84] priar WALt be P Nhanteied by,
the user is successfully verified, the access
[péBAission flag in the security code service data

bl ock for the corresponding service or area is set so

t hatTléﬂ:é’@é@ltlé PhetkerRAN @rer wai bhen siraltheweg curf oy 3%jde
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area for which a PINis required is set to

ihi Aagceksi e seAiit bty tdwiPlsNrvieei i tatdigrkopacation a
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security code area, a storage area for the number of failed
authentication attempts, a setting area of maximum allowed
failed authentication attempts, a security code use
selection area, and an access permission flag.
[0134]

Only when the PIN entered by the user is successfully
verified, the access permission flag in the security code
- service data block for the corresponding service or area is
set so that access to the serxvice or area is allowed.
[0135]

The access permission flag is a flag indicating whether
-access to the corresponding application or directory is
- allowed or not. The service or area whose access permission
flag is set is accessible. By default, the access
permission flag of the service or area for which a PIN is

required is set to "inaccessible”. After the PIN

verification operation and the mutual authentication




operation using the issuer key of the file systemare
successfully carried out, the access perm ssion flag
is set so that access is allowed. In addition, if the
access permssion flag is continuously set and the IC
card is lost or stolen, the user could suffer
monetary | oss due to unauthorized use of the service
or area. Therefore, the IC card nmay have a feature to
automatically change fromtie - accessi ble state to the
i naccessi ble state in response to, for exanple, $0d60027
absence of el ectromagnetic waves. [0136] |In addition,
opbest dh i@l dnBl NsbSed NRUL ot RBe NEIDET sy Qferf @ik ed
aut hentication attenpts is updated. If the nunber of
shiaté edf dltvhenatrird atli ont atttenpicaeex cpedsi 4 hionTELRAUNE set
al l owed failed authentication attenpts set in the
sgethithpcopsea iof apbgvedim Nl edddtien] edf ditchestcieeat i on
attenpts, the start of the correspondi ng service or
PEEREIS b HIRE 1EoFrRshuitisHy arEacd Thfhils cedd o1kt
n ral_, once_the jnput.of the PIN is successful,

o e PoNl 2 enePUSE ! B8 1L Rlle 2l HOReEILY (6 QUERSEI o be
ubh@H S zelUSe BRI CAOMS JSBE LS. Pr eVeNLRGFEOM e 1c
conbing the security code. |If the nunber of inputs of

chhe iRNHarem Ebetwser:tActitdent athyl exaeeds them the

maxi mum al l owed failed authentication attenpts and
aces sAdrlief istateohof thié¢ sinagmlepsabl ensiager iof rekpoh: cavd
£58 Sampne ERBALRLLNE. S L otagnetic wavas s
[0136]

In addition, when an invalid PIN is input, the number
of failed authentication attempts is updated. If the number
of failed authentication attempts exceeds the maximum
allowed failed authentication attempts set in the setting
area of maximum allowed failed authentication attempts, the
start of the corresponding service or access to the
corresponding area is inhibited.

[0137]

In general, once the input of the PIN is successful,

. the.number of failed authentication attempts should be
cleared. Thus, a malicious user is prevented from combing
the security code. If the number of inputs of the PIN from
the user accidentally exceeds the maximum allowed failed

authentication attempts and the verification fails, only a

manager of the IC card (e.g., the separating engineering




manager or the original card issuer) may clear the
nunber of failed authentication attenpts. To

aut henticate the manager, authentication using a
private key, which is described below, my be

enpl oyed, for exanple. [0138] Fig. 16 illustrates the
procedure for controlling the start of a service or
access to an area in accordance with the security

code input fromthe user insthe formof a flow chart.
[0139] Wien a user inputs a security code (step Si5Boo27
the security code service data block of the security

n6QH6e r SOF ViIRE A8 hﬁal'c@a‘rcpll%%lﬁerg Aggessed: Qe ﬁﬁhﬂwr of
the security code (step S12 [014 If the PIN I

fhliléeseewtlhérytlﬁmeoﬁeé’dtéﬁpﬂﬁt a @ﬁitmesltleaual th® Iﬁ&hﬁger,
PIN i nput by the user, the access permssion flag in
aphberettrtiign codegser prieatatleehl otk chs isetlesorilieat below,
t he correspondi ng service or area becones accessible
I“(f‘gt Bp empkyved,of21) ex@rlexanpl e, by placing an IC
? above a reader/witer, a PIN input via a user
|n e}face of an external apparatus (not shown)

connggt eq gt 91&9§tr£1§‘e%detgl Wg% %%x%gé‘ A5 anspiiiey 4

the 1C card using a
start of a service or access to an area in accordance with

the security code input from the user in the form of a flow
chart.
[0139]

When a user inputs a security code (step S11), the
security code service data block of the security code
service definition block 1s accessed to verify the security
code (step S812).

{0140]

If the PIN in the security code service data block is
equal to the PIN input by the user, the access permission
- flag in the security code service data block is set so that
the corresponding service or area becomes accessible (step
513).

[0141]

For example, by placing an IC chip above a
reader/writer, a PIN input via a user interface of an
external apparatus (not shown) connected to the

reader/writer can be transmitted to the IC card using a




contactl ess short-range comuni cation interface based

on electromagnetic induction. [0142] As shown in

Fig. 16, when the access privilege to the application
and the directory is controlled using the PIN, a
mal i ci ous user could break the security wall by

conbing the PIN (in particular, in the case where a
short-digit nunber is used for the security code).
Accordingly, in this enbedizrent, the maxi nmum al | owed
failed authentication attenpts is set in the secusrow27
code definition area so that an application or

coht g6t Dd3s Whese-Psherc Afmiraichedon Al fietdeabhobd on
attenpts exceeds the maxi num all owed fail ed

edathemtd gedtiioniaditerpis. beconmes i naccessi bl e.. Thus,

the access control is provided. [0143] Fig. 17

[Ptfebtrates a procedure for controlling the access
privilege service and an area using. the nunber

of A9 |Sglawau%%eb?ﬂq cdt%r oHRgPt ERPLECGaFst REIF b AIDItQ the
ééﬁ%%aé¥5 nd[9%é4élrQQ¥%}yalgserné tS a Phgbﬁﬁteﬁ&N a

each security code -“service |n|t|o OCk 'S’

mACLEsHAd s rVebhiy Hihe PNl §E8@rléﬁ%)all[ Bl48bpbldg té}?e
PIN i nput by the user is equal t in the -

PBOSPO0Articular, in the case where a short-digit number
is used for the security code). Accordingly, in this
embodiment, the maximum allowed failed authentication
attempts is set in the security gode definition area so that
-an application or directory whose number of failed
authentication attempts exceeds the maximum allowed failed
authentication attempts becomes inaccessible. Thus, the
access control is provided.

{0143]

Fig. 17 illustrates a procedure for controlling the
‘access privilege to a service and an area using the number
of failed authentication attempts in the form of a flow
chart.

[0144]

When a user inputs a PIN (step S21), éach security code
service definition block is accessed to verify the PIN (step
522).

[6145]

If the PIN input by the user is equal to the PIN in the




security code service definition block, the access
perm ssion flag in the security code service data
block is set so that the correspondi ng service or
area beconmes accessible (step S23). [0146] However,
if the PIN input by the user is not equal to the PIN
in all of the security code service definition

bl ocks, the nunber of failed authentication attenpts
in the security code def+nfti-on area is updated (step
S24). Additionally, if the PIN input by the usersi®r0027
equal to the PINin all of the security code service
sdeliknt{ i Qudlseeks ccandeiha: @i ReBLkCaAthONd S ss
successful, the nunber of failed authentication

- patrtheapien iKlagl dar edet Se@@rity [BUH47berAlcStdRREaSBIpcktis
is determ ned whether the updated nunber of failed

- s&it henthatattiben carreaperdiana eedy itheo mesd ruhecaimeowed
failed authentication attenpts set in the security
2E68_SHRES niStHeEnS4aPta (step S25). [0148] |If the number
[9ﬁ4gagled aut hentication attenpts exceeds the nmaxi mum
al'l d failed authentication attenpts, the access
per MoueheR, fLagehd dNe SeCHr b VetodisdefiisnhbE 00 fa o
is cleared. Thus, the corresponding service or area
thecpmesin idlace€sshbl eedistialy 926 . sdSvicd eflihitdon
mal i ci ous user is prevented fromconbing the PIN -
b4ckSO5PE027mber of failed authentication attempts in the

security code definition area is updated (step S24).
Additionally, if the PIN input by the user is equal to the
PIN in all of the security code service definition blocks

- and the authentication is successful, the number of failed
authentication attempts is cleared to zero.

[Olﬁ?]

At step S25, it is determined whether the updated
number of failed authentication attempts exceeds the maximum
‘allowed failed authentication attempts set in the security
code definition area {step S25).

[0148]

If the number of failed authentication attempts exceeds
. the maximum allowed failed authentication attempts, the
~access permission flag in the security code definition area
.is cleared. Thus, the corresponding service or area becomes
inaccessible (step $26). As a result, a malicious user is

. prevented from combing the PIN.




[0149] In contrast, if the nunber of inputs of the
PIN fromthe user accidentally exceeds the maxi num
allowed failed authentication attenpts and the
verification of the security code fails, only a
manager of the 1C card (e.g., the separating

engi neering manager or the original card issuer) my
cl ear the nunber of failed authentication attenpts. To
aut henti cate the manager, -agit henti cati on using a
private key may be enployed, for exanple. [0150]g0#As0027
not ed above, in this enbodi nent, a session between
fbhgoflat a conmuni cation apparatus and an externa
apparatus is nanaged for each file systemso that a

threed dontseetli iy ths dudepesdenhby: ans Waedpin from
managed, and dealt with for each ile system [0151]
ther uexanpt @, dasiten laneacendss the askihemsysl®@mdvifaided
contactl ess short-range comuni cation interface based
aBﬁhe%‘F?e%%‘frﬂé??aglﬁéﬁmétﬁ nefd thihen ver 1§ aabiow rafd tihet spracety

%ﬁ lthe ART 48 or the 12C 49) is requested,
Fuhf %Mt tlcﬁ?P%%eﬁ§Fﬁ§ héclggﬁ%r(?ényFhﬁnd t he

sgﬁyratyﬂ £ALA0: 06 g ddd & FolfboBL AL e lentd)

ese ures a e Su CESS e

m§yS&E€E‘@1’f Sthé«”ﬂﬂu%ggdoﬁoféll’laatd %u@ﬁéﬁ\:i&%&?%@ﬁ%mpts To
operation (e.g., a read/wite operation) can
apehéntrivete The abnygeﬂESQﬂﬂﬁ@ﬁlca55onSQ&HQD%?prlvate key

may be employed, for example.

[0150]

As noted above, in this embodiment, a session between
.the data communication apparatus and an external apparatus
is managed for each file system so that a threat to security
is independently analyzed, managed, and dealt with for each
file system.

[0151]

For example, when an access to a file system via a
contactless short-range communication interface based on
electromagnetic induction or via a wired interface {e.g.,
the UART 48 or the I?’C 49) is requested, mutual
authentication using the issuer key KI and the PIN
verification of the file system are performed. If these
procedures are successfully completed, the file system is
unlocked so that a permitted access operation (e.g., a

read/write operation) can be performed. The above-described




mut ual aut hentication using the issuer key Kl is
essential whereas the PIN verification is optional.
Only when the PIN verification is enabled, is the

mat chi ng process perfornmed. Additionally, even when
the nmutual authentication and PIN verification are
successfully conpleted and the file system is

unl ocked, further PIN verification is sequentially
required if individual PIN y®r+fication is set for

i ndi vi dual areas and services. [0152] For a Syst®mBHOD27
which a nenory area of an IC card is separated into a
mityEal dddhoftithkeosyss 8B Ry ikBaeseryy Ger R QULHRE Sal
and is shared by the service providers, when access
wheraagi then HIN eesySieamicn als epptiedannd onliyuahen the PIN
aut hentication and PIN verification are carried out
vardtivprenion He sypsbbed entertdicamaskbine mtaessapdrfhemed.
Aggssion is established, the security of the other

ot WAt leims SHERORRY HiT JRCEL. athperticaidea gead PN

_ e of _the sessi i s nalntained he _t hr eat of
R R Ao S RESRADAT BBl R o Ep ekt
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this enbodi nent, by using the function of separating
rédei redurfy iadeaidné D Biphwralfityt0én fid eetS¥skens
together with the security code verification function
ipdivhduadi reetor yndngefilaesi.n each file system the
threat to the security of each file systemcan be - 56
[$b5Ph027

For a system in which a memory area of an IC card is
separated into a plurality of file systems for the service
providers and is shared by the service providers, when
access to a given file system is attempted and mutual
authentication and PIN verification are carried out and when
the system enters a release state and the session is
established, the security of the other file systems becomes
a concern. This is because, if the state of the session is
maintained, the threat of the security of the other file
systems being cracked arises during the session.

" [0153]

Accordingly, in this embodiment, by using the function
- of separating the memory area into a plurality of file
systems together with the security code verification
function of the directory and file in each file system, the

threat to the security of each file system can be




I ndependent |y anal yzed, managed, and dealt wth.

[0154] That is, when a plurality of logical file

systens are disposed in the nenory area of the IC

card (see, for exanple, Fig. 10) and an externa
apparatus or a program changes the file systemto be
accessed, the system managenent information (including
the nutual authentication information) and PIN

rel ease informati on held +ns@&ach nenory area are

reset. Furthernore, by resetting the power suppl ysoaH0027
the 1C card after a certain period of tinme has el apsed

J.ﬁbl@ﬁ@ll(iélﬁ:llycaﬁﬁﬁ_gzé\@s RAVRILRd ARa(gefrt A dREri od of
tinme in which the used session encryption schene

[0ahabt be decrypted on the basis of present-day

cracking technol ogy and the speed of present-day

conpiitedr §p, whed |arnnradysvent nheaigene it lenfbps beits orre
and PIN rel ease information_are reset. £0155] Fig. 18

deFP‘&%?C? altrbsthlehé‘eg‘f’éi’ea?‘?%r@? t§hsh 16F cere ?%%enfror example,

n nent %nforga ar“$£Zthr8Leas%x)qrorn% n Qs the
haged Iby {'he* opera |ﬁ§)sys Emrof 2 the 9 ¢ cara fsae

fﬂ@ sf's)terr[ QLSBL Mhen.ddie SuSLemtig RONRIGRRN Or the

is booted, an authentication-required state starts
: mﬂommnt h&nﬁmﬁ@ﬁﬂlg el hettiatak b tfe @iidadienPl N

verification are required when accessing the file
iystreanicdowendr PIN hee kassealinfaunhentn detlidonnpreckssemory
using the issuer key (as described - 57 S05P0027
area are reset. Furthermore, by resetting the power supply
of the IC card after a certain period of time has elapsed
since the IC card was powered on (e.g., a period of time in
which the used session encryption scheme cannot be decrypted
on the basis of present-day cracking technology and the
| speed of present-day computers), similarly, system
management information and PIN release information are reset.
[0155]

Fig. 18 illustrates the state transition of the system
management information and PIN release information managed
by the operating system of the IC card (see Fig. 4).

[0156]

When the system is powered on or the 0% is booted, an
authentication~required state starts in which the mutual
‘authentication and the PIN verification are reqguired when

accessing the file system. However, the mutual

authentication process using the issuer key (as described




above) is essential, whereas the PIN verification
process is optional. Only when the PIN verification

is enabled, is the PIN verification process required.
[0157] Here, the nutual authentication process is
carried out between the external apparatus (or a
progranm) and the data communication apparatus using a
contactl ess short-range conmunication interface based
on el ectromagnetic i nducttof7 or using a wred
interface, such as the UART 48 or |2C 49. S05P0027
Furthernore, the PIN verification process is carried
a®dbe) | {s thaRSARAGEFAES A & IRUGERSSEML FY-LOMR] SLBless is
the systemis wunlocked, and therefore, a permtted
opttessl opardtyi ahefetfe, PIN Weddiwhikion operatdbarf, Cap the
be enabled. [0158] 1In the release state, by resetting
PAYweeribleatd dnCreardss afemrizedeert ai n period of time

h el apsed since the I1C card was powered on (e.g., a
[Big?bd of time in which the used session encryption
sch cannot be decrypted.on the basis of ,

or SbT Ay CCPACRT A T OERTACBEy A 115 S peedaBFied out
pRERSENtER t e ' etugned.t

t he autﬁg%%F%g??gn$$§%ﬁﬁ%£h(Eggggégfégééh Hefle! Gata

- cAalehh it i @taldry apwhestas fud s us et h st kY Hcked-tandnbe
file systemis switched to another file system the IC
cempani ¢as iogt dnhedféoe theas caubhenl ecat dronyreadisi Keduction
state. Wien the - 58 S05P0027

or using a wired interface, such as the UART 48 or I®C 49.
Furthermore, the PIN verification process is carried out.

If these processes are successfully completed, the system is
unlocked, and therefore, a permitted access operation (e.g.,
a read/write operation) can be enabled.

[0158]

In the release state, by resetting power to the IC card
rafter a certain period of time has elapsed since the IC card
was powered on {e.g., a period of time in which the used
session encryption scheme cannot be decrypted on the basis
of present-day cracking technology and the speed of present-
day computers), the IC card is returned to the
authentication-required state.

[0159]

Additionally, when a file system is unlocked and the

file system is switched to another file system, the IC card

is returned to the authentication-reguired state. When the




file systemis switched, a polling procedure is

required to acquire the area ID of the file system
Thus, the operating systemcan identify the state
change. The operating system carries out the nutua

aut henti cation before returning the area ID (as

stated above). [0160] Thus, by appropriately

switching between the authentication-required state

and rel ease state, the systetn-can elininate the

t hreat of cracking caused by continuously naintasedpap27
the session state. [0161] The collaboration of system

fAaeageseat andwikenBhN a famctiQn repagerents 'ﬂ%qﬁgged to
menory area of the I1C card is “described next wt

acghérenciee taxds 9. ofothe 2lle Hes€eni N THE &m@WbpgSatlng

the nmenory area is separated into three file systens.

SP@I@Q]Camﬁ%ﬁeQE}fNIFh%t$%ﬁt§;Qﬂa@gEnitTa¢ Giteatas iofy slhietem
ar ea e.,. the state imedjately after

nmenor
CF‘E%‘?%/ i P95 théa&ﬁtaf‘l FHE R icady opehetm Jriugnang the
a§¥§tfg1ﬁgg%“%&rglngoas an identifier used for the

externa apparatus or the programto access the file
[sYgbem the system managenent information (including
aut hentication information), and PIN rel ease
ionf are,i @F. apPiEBtiate59 sHOBPROZY between the

authentication-required state and release state, the system
can eliminate the threat of cracking caused by continuocusly
maintaining the session state.

[0161]

The collaboration of system management and the PIN
function management in the memory area of the IC card is
described next with reference to Figs. 19 to 21. Here, in
the drawings, the memory area is separated into three file
systems.

[0162]

Fig. 19 illustrates the initial state of the memory
- area (i.e., the state immediately after resetting). Each of
the file systems can hold a system code serving as an
~ identifier used for the external apparatus or the program to
caccess the file system, the system management information
(including authentication information), and PIN release
information.

[0163]




Fig. 20 illustrates the state of the nenory when the
external apparatus or the program accesses a file
system#1 wusing the identifier SCL. The externa
apparatus or the programcan receive an area ID as a
return value. Wien the file system #1 becones active,
system managenent information #1 and PIN rel ease
i nformati on #1 serving as security information are
stored in the nenory area- $9164] Fig. 21 illustrates
the state of the nenory i mediately after the 50500027
external apparatus or the program has accessed a file
syst®g #2ou C [ t-at
A e A R A s L SRR
egystem aoeithius| 02660e Jiheyrowi kebedgeHfa ai1aCKYEem #1
file systemis carried out as a function of the
uRiighiethe pideotiifyeand®l. alThe ketkogatadppdanatctsi omsthét
the sane tine as the file system#2 is activated, the
%9%?@&1%5&@%% Pufofremtilods#e BREVEThe/aIN - r Bhenskhe
£l Eforng; ﬁ #% held in the HEHDE% area are cleared
N & BYEPERT g SirefySi Po??&%qe&f?nﬁzlﬁﬁarﬁ‘élon
I r o] e
#Fo%%]ﬂﬁ%%?b%% SR BCePEnthy N MRTRTRLY,
iphyshogilon AREDEYoBE@A MR @eRbyyakidy. of file syst ens
together with the PIN function of the directory and

[PLé€]l in each file - 60 SO5P0027

Fig. 21 illustrates the state of the memory immediately
after the external apparatus or the program has accessed a
file system #2 using a system code SC2 in the state shown in
Fig. 20. .In such a case, the switching of the file system
occurs.

[0165]

The switching of an active file system is carried out
as a function of the highest priority among all the logical
- functions. At the same time as the file system #2 is
~activated, the system management information #1 and the PIN
release information #1 held in the memory area are cleared.
Instead, the system management information #2 and the PIN
release information #2 are held in the memory.

[0166]

Thus, by using the function of separating the physical

memory area into a plurality of file systems together with

the PIN function of the directory and file in each file




system the file systens can be independently and
securely managed and dealt with. Industria
Applicability [0167] Although the invention has been
shown and described in detail with reference to the
speci fic enbodinents, it would be apparent to those
skilled in the art that alternative enbodi nents may
be made w thout departing fromthe spirit and scope of
the invention as defined Fnethe appended cl ai ns.

[0168] Wil e an enbodi nent of the present inventi®uspoo27
has been described with reference to an information
sfepagemend Bt edstohs acAR MY ¥ ndkBankBsOl PUAL &dcliPe @
I C card, the present inventionis not limted
mpheged candlhiegdrteseénh. i nvention is applicable to a

met hod of managing the security of a single nenory
1advpeeia hdompdrcabéditn an apparatus other than an IC
girg in the sane manner. [0169] That is, the forgoing
[He8 }iption of the preferred enbodinents of the

I nvent.i a ee resented only for the ur pose of,
il Eﬂs}teﬁlg’?‘iggn’?%%d“g‘é{%‘ﬁ% hes Bned | T e BRGRETSe D i
dbea eXNAUSE G eREnEE b Mie (e RYENL 0 LR dfie PLegLsey
forms di sclosed. Therefore, the scope of the invention
bshappal-dre: det ehosaesk byl dchanappended €hai MB.teBhibeive
Description of the Drawi ngs - 61 S05P0OQ27
embodiments may be made without departing from the spirit

and scope of the invention as defined in the appended claims.
[0168]

While an embodiment of the present invention has been
described with reference to an information management method
of a memory area incorporated in an IC card, the present
invention is not limited thereto. The present invention is
applicable to a method of managing the security of a single
memory device incorporated in an apparatus other than an IC
card in the same manner.

[0169]

That is,; the forgoing description of the preferred

embodiments of the invention has been presented only for the
purpose of illustration and description and is not intended
to be exhaustive or to limit the invention to the precise
forms disclosed. Therefore, the scope of the invention
should be determined by the appended claims.

Brief Description of the Drawings




[0170] Fig. 1 is a schematic illustration of the
basi c concepts of wireless data comuni cati on between
a card reader/witer and an I C card based on

el ectromagnetic induction; Fig. 2 is a diagramin
which a systemincluding the card reader/witer and
the IC card is nodeled as a transfornmer; Fig. 3
illustrates the hardware configuration of a data
comuni cati on apparatus aece&rdi ng to an enbodi ment of
the present invention; Fig. 4 is a schematic S05P0027
illustration of the structure of a control system of
[a1meyory area in the IC card according town

enbodi nent of the present invention; Fig. 5is a
schemgi.i 4 ikl Bsteladmai cofiltihet sdt et Wi thk basservi ce
provi ding systemusing the 1C card; Fig. 6 illustrates
canfepd? yhrdaeilasahiiehe spvmoningicaélion chettvdessgercard
manages only the file systemof the original card
TPEQRBMIS TS 2P| 8Ral(i IR AARFRUSET 81 FHIFIIRARERE car d
ihgéggfonpan permt an area nanager to rent or buy a
cerfarn anount of free space of the file system of
‘the g5y doi $SUET i £dBm 8nl fnAcH 294 AMdrD 1Wah 685 AnoLer
service provider separates a nenory area permited by
. cgggpg%a;cgbﬂ/s&ueért Ond gaRermat eaadnew hod&l sy slseq) - 62

transformer;

Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to an embodiment of the
present invention;

Fig. 4 is a schematic illustration of the structure of
a control system of a memory area in the IC card according
to an embodiment of the present invention;

Fig. 5 is a schematic illustration of the structure of
a service providing system using the IC card;

Fig. & illustrates a memory area in which an original
card issuer manages only the file system of the original
card issuer;

Fig. 7 is a diagram illustrating that the card issuer

can permit an area manager to rent or buy a certain amount

-0f free space of the file system of the card issuer:

Fig. 8 is a diagram in which another service provider

Separates a memory area permitted by the card issuer to

generate a new file system;




Fig. 9 is a diagramin which a conmon area nmanager
separates a nenory area permtted by the card issuer
using a system code SCO of the common area; Fig. 10

is a schematic illustration of the structure of a
menory area of the IC card in which a plurality of

file systens coexist by repeating a separating
operation; Fig. 11 is a schematic illustration of the
structure of a request cendmnd exchanged between an
external apparatus and the IC card; Fig. 12 is a05pP0027
schematic illustration of a directory structure in

the fid.e osyst 8ndi fdthm 431 hhkbgt § At @Sud @ rBaShEnager
structure of the file system Fig. 14 illustrates
sapeasté¢an e methory ara® s ymispadebef thancdfd daksdedOhsing a
Fig. 15 is a schematic illustration of the data
sgEFERterdte SClacsetlue i eymede@rservi ce data bl ock; Fig.

16 is a flow chart illustrating the procedure for

contTdi'l g Fhe HRTHAtiCor LOPSErdelan & spet Abractrss of
aglgl%l}e{c!)]l:fga%:etao an. gL ef Icnarao"';?tglr g\r%g;glﬁsg\ﬁag]?qr%lﬁ%cuy t ¥ile

nput roma user, Oow cnar

shbtand raldng et B PEOCAIUE f QepacQPiAPIddnacliBR; access

privilege to a service and an area on the basis of
t he miyrhen of 4 addiethallil LDPUs LAY, thegstd@ture of

illustrates state transition of nutual - 63 S05P0027
© a request command exchanged between an external apparatus
and the IC card;

Fig. 12 is a schematic illustration of a directory
structure in the file system;

Fig. 13 illustrates the basic structure of the file
system;

Fig. 14 illustrates areas layered in a memory space of
an IC card 50;

Fig. 15 is a schematic illustration of the data
structure of a security code service data block;

Fig. 16 is a flow chart illustrating the procedure for
controlling the activation of a service or the access
privilege to an area in accordance with a security code
input from a user;

Fig. 17 is a flow chart illustrating the procedure for
-controlling the access privilege to a service and an area on
the basis of the number of failed PIN input attempts;

Fig. 18 illustrates state transition of mutual




aut hentication information and PIN verification

i nformati on managed by an operating systemof the IC
card (see Fig. 4); Fig. 19 illustrates the initia

state of a nmenory area separated into a plurality of
file systens; Fig. 20 illustrates the state of the
menory when an external apparatus or a program

accesses a file system#1 wusing an identifier SCIi;

and Fig. 21 illustrates thegstate of the nenory

imredi ately after the external apparatus or the sos5r0027
program has accessed a file system #2 using a system

aﬁ@ggnéig%ﬂfbﬂIﬁ%f%&ﬁ&@légoyﬂa'P}N EL9; £ 20+ R5f &5 %B?ﬁatlon
Nurmerals [0171] 11 issuer conmunicatl ons apparatus

mhRagedagerarc opeateali oRscapRar ahus1d camnufaet aigr 4) ;
communi cati ons apparatus 14 storage area separating
appafiat-ud 9151 hmpagerenttif lieitbgl stvatd @f appanatysarea
16 IC card 17 network 21 card issuer 22 card storage
sgpektRthadger 22Blpnabiaetadlr &l lef sappeatus 24 card

?Lgé?l nagﬁgﬂg %¥$§ﬁ¥%%% QQL e of t‘t Qg%o%%rghen an
- external apparatus or a program accesses a file system #1
using an identifier SC1; and
Fig. 21 illustrates the state of the memory immediately
after the external apparatus or the program has accessed a
file system #2 using a system code SC2 in the state shown in
Fig. 20.
Reference Numerals
[0171]
11  issuer communications apparatus
12 ° manager communications apparatus
13 manufacturer communications apparatus
- 14 storage area separating apparatus
15 management file registration apparatus
16 IC card
17 network
21 card issuer
22 card storage area manager
23 manufacturer of apparatus
24 card storage area user

26 card holder




31 rectifier 32 antenna 33 serial regulator 34
carrier-wave detector 35 clock extractor 36 cl ock
selector 37 clock oscillator 38 logic circuit 39

vol tage detector 40 data processing unit 41 RAM 42

ROM 43 EEPROM 44 signal processing unit 45 CPU 46

data encryption engine 47 error correction unit 48
DART interface 49 12C interface 50 reader/witer
function analog circuit 5lgiransm ssion anplifier 52
transm ssion antenna 53 reception signal detectorgg$hoo7
reception anplifier filter SO5P0027 - 65 55 reception

33N €A function analog circuit
31 rectifier

32 antenna

33 serial regulator

34 carrier-wave detector

35 clock extractor

36 clock selector

37 clock oscillator

38 logic circuit

39 wveoltage detector

40 data processing unit

41  RAM

42 ROM

43 EEPROM

44 signal processing unit

45 CPU

46 data encryption engine

47 error correction unit

48 UART interface

49 1%C interface

50 reader/writer function analog circuit
51 transmission amplifier

52 transmission antenna

53 reception signal detector

54 reception amplifier filter




SO05P0027 100.data communi cati on apparatus - 66 |
S05P0027 CLAIMS 1. A data commruni cati on appar at us |
having a nenory space, the data comruni cation |
appar atus managi ng the nenory space by separating the
menory space into one or nore file systens, the
apparatus conprising: authenticating neans for
requesti ng performance of one of a nutua
aut hentication and a verifig€at+on for a security code
for each file systemto be accessed from an exterswro027
apparatus or a program authentication information
sganagi g tAeangnfHndranagi ng, for each file system
whether the file systemis in an

180t hixtta cainani c&gibn egpatatasi N whi ch performance of
one of the nutual authentication and the verification
for the security code is requested or in a rel ease
state in which the access is permtted after the one
of the mutual authentication and the verification for
the security code is conpleted; and state managi ng
means for returning the file systemfrom the rel ease
state to the authentication-required state in
response to an occurrence of a predeterm ned event. 2.
The data conmuni cati on apparatus according to Claiml1l,
wher ei n, when one of the external apparatus and the
program changes the accessing file systemto another
file system




t he state managi ng neans resets the rel ease state of

the - 67 S05P0027 original accessing file systemto

the authentication required state. 3. The data

communi cation apparatus according to Claim1l, wherein

t he state managi ng neans resets the rel ease state of

the original accessing file systemto the

aut hentication- required state after a predeterm ned
period of tinme has el apsedssifice the file system was
changed to the release state or after a predetersosmeh27
period of tinme has elapsed since the data

conmuni cati on apparatus wagzfpewered on. 4. A net hod

for managing a nenory of a data communi cation
apparatdssa ideemdal aa €OMMHYCAkas RRPAEAtdSdid¢yNgpace,
nmenory space and nanagi ng the nenory space by

thepdata i srgmuhe cabion yapspEdesi mhoagimg orharmremofryl epace
systens, the nethod conprising the steps of: (a)

by e§BRIFF N PePrPoFFBAEE BPadmelgfo gnguphamore file systems,

tggtgeq%;%gti%nmand a verification for a security code
or “PRHCH i F&™8yETERt 0 be accessed from an externa

. b I f fl
app%ﬁﬁ%gﬁtlgﬁgfhfLe rﬁﬁko& }eggagghﬂgﬁegggrﬁgﬁge é%QXE

system whe Ile systemis

o@U hRdu0atu@ReheQUh £ Bsh St @ B &t i Rerdoer gepeeuPity
one of the nutual authentication and the verification

cbde fde eseturfily spsheen o éguestesised fxora anr ekeaseal
state in which the access is permtted after one of -

apgaratus or a prodgram;

authentication information managing means for managing,
for each file system, whether the file system is in an
authentication-required state in which performance of one of
the mutual authentication and the verification for the
security code is requested or in a release state in which
the access is permitted after the cne of the mutual
authentication and the verification for the security code is
completed; and

state managing means for returning the file system from

the release state to the authentication-required state in

response to an occurrence of a predetermined event.

2. The data communication apparatus according to Claim 1,
wherein, when one of the external apparatus and the program
-changes the accessing file system to another file system,

the state managing means resets the release state of the




SO05P0027 the nutual authentication and the
verification for the security code is conpleted; and
(c) returning the file systemfromthe rel ease state
to the authentication-required state in response to
an occurrence of a predeterm ned event. 5. The net hod
for managing a nenory of a data conmunication
apparatus according to Caim4, wherein, when one of
t he external apparatus and the- program changes the
accessing file systemto another file system stepdr)o27
resets the rel ease state of the original accessing .

ofri hena Bysd @B diogt Be1aus henty ¢at ign- asgz%ﬁ&%asctl%e 6.
The nethod for managing a nenory of a data

reqQnimen caitaten apparatus according to C aim4, wherein
step (c) resets the release state of the origina
accessing file systemto the authentication-required
%ate after a redet erm ned period of tinme has

apS“é‘be sciaﬁ'@ecP uFiLF%tl%ryé‘tpé’ﬁlrﬁégscﬁ%‘F@@Hngo tphglain 1,

hg%@e apse ngﬁgggﬁﬁgi%it ag%o%%ﬁﬁ?%af g%%%Fg%ugke of
tMBSo PYEIAd :@Ressing file system to the authentication-

- required state after a predetermined period of time has
elapsed since the file system was changed to the release
state or after a predetermined period of time has elapséd

since the data communication apparatus was powered on.

4. A method for managing a memory of a data communication
apparatus, the data communication apparatus having a memory
space and managing the memory space by separating the memory
space into one or more file systems, the method comprising
the steps of:

(a2} requesting performance of one of a mutual
authentication and a verification for a security code for
each file system to be accessed from an external apparatus
Or a program;

(b} managing, for .each file system, whether the file
“system is in an authentication-required state in which
performance of one of the mutual authentication and the
verification for the security code is reguested or in a

release state in which the access is permitted after one of




S05P0027

the mutual authentication and the verification for the
security code 1s completed; and

(c) returning the file system from the release state to
the authentication-required state in response to an

occurrence of a predetermined event.

5. The method for managing a memory of a data
communication apparatus according to Claim 4, wherein, when
one of the external apparatus and the program changes the
accessing file system to another file system, step (c)
resets the release state of the original accessing file

system to the authentication-required state.

6. The method for managing a memory of a data
communication apparatus according to Claim 4, wherein step
(c) resets the release state of the original accessing file
system to the authentication-required state after a
predetermined period of time has elapsed since the file
system was changed to the release state or after a
predetermined period of time has elapsed since the data

‘communication apparatus was powered on.




