4 However, this

1 WD 98/ 43415
{ PCT/ EP97/,02114 EXTRACTI NG DATA SECTI ONS FROM A TRANS
4 STREAM 09&$ﬁ85present i nvention relates to an appar at us ¥E}E§EZE§T@
} nethod of storing one or nore sections of a transmtted data stream
4 such as an MPEG bitstream contai ni ng vi deo hrd audi o tel evision data
§in addition to_ the sectlons of ) 1| &Ugbqi I
{ transmi ssion JiklBmd EANA YL - qERSE ——————Jiéﬁggﬁgﬁﬁﬁ
{ signals, in particular but not exclu5|vely satelllte tel evi si on systens,
has opened up the possibility of using such systens for other
| purposes. One The préseatinvention relates tommppdmtumfmrmdta methpdwafistoringeonerer mexsr .
J One way of doing,this is to n, an application o recelver/decod
{ through whi ch s IOHSPﬁét{a@F@%itﬂg’%%tF@Hhﬁu @é‘é@v‘f‘& SHRET CRAAIRIGE Vifo and
| appli cation cquid fa REETRASH lditon to (55 QKb dats Cei ver decoder
; e rat 'rmting. Pre erab y, the
i recelver/decoder should be able to downl oad the code for a required
4 application. nore vari ety may be rovlde an .
| applicatiéns @aﬁ B@V%o%ft étglt&g tranguSSian Systemsmf/qtmﬂsa 'f%dbé?iaqcﬁ%mg
J part of the u | I r

Phe computer Sogrisior denalt, o BHLUEK va¥ bFERiufiodly %F%@% %‘f??%%‘?s B
{ recei ver/ decodpenddnip tiegpdssibilite lof wsingsnch systemsfamotherf purposes. Qaerof yhdse is to
Joften limted. This_ neans that the nenory nust be organized so that the

use of menory PSpEde igracheity, withdhe epdWses-ons required by the systemis
1 mnimzed. In addition, it may al so be necessary to mnimze the tine
required to access at |east 20 sone parts of the nmenory
Accordingly, tOe waﬁsé dbmngrtlmns torun an ap;ﬂiaanuh anlthe rdmnivcddecagkc threugtevhich

4 concerned with he, doywnl oadj n mary..of .t he
{ recei ver /¥bcodhs t“é‘h“f‘?"? Signa i chglb’é‘g'l J‘Fﬂ ﬁs??orm;’c aP%B&%H%EP‘B§ bg permanently
J application. garedin tlﬁle'}e@enf/éryd%&oﬁpﬁﬁﬁc%}e t1E Q\%%[H bk ?é’tﬁéltlﬁxﬁﬁuﬁr Pi'@féiﬁﬁlyathc
4 nmet hod of storing at |east one of pllurality of sections of
transm tted dateeciwdr/deaodershpuddrecabledo |d0mﬂ1md thg, Qudclfeastreqweed appllcauen-tlnon

characteristiq, sald method SOmBY belhidills S

pplxcatlons can be updated as required

without any action on the part of the user.

15  In computer systems, particularly systems where the computer system is incorporated
in some larger system such as a receiver/decoder for digital television, the amount of
memory is often limited. This means that the memory must be organized so that the
use of memory space by the various functions required by the system is minimized.
In addition, it may also be necessary to minimize the time required to access at least

20  some parts of the memory.

Accordingly, the present invention is particularly, but not exclusively, concerned with
the downloading into the memory of the receiver/decoder only that data specifically

required by an application.

In a first aspect the present invention provides a method of storing at least one of a
25  plurality of sections of a transmitted data stream, said one section having at least one

section characteristic, said method comprising the steps of:
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recei vi ng tWe 9843445 st r eam filtering said one sEeVEBH/RHdm
said data stream according to at | east said one section
characteristic; and storing-2a+d one section. 5 Thi s
filtering step enables only the sections required by an application to be
| oaded i nt o redeiving ther gatastreamecei ver / decoder . In a

preferred enbodi nent, .the filterin tep G i ses the st.eps of; )
specifying at | eas%ﬁtﬁﬂggf?lflt%ci SegH §Pah§aé3i%3£% ftreagn, aepog agéeta&}%%%a@ one
conprising  gection@hhtacleSisti®tnd i terion and a value for that filtering
criterion; 10 conparing the or each section characteristic with

a respective filtestonigg said one secipmct eri stic; and filtering
said one section fromsaid data stream when the or each section
characteristic corresponds to the respective filtering characteristic.

A second gspeﬁisoﬁues,g% RES SRR led Bfﬂy%a Qectmngvxiagltﬁfecﬁbg%m%ggesﬁ@t 0 b 'afied

plurality of lons of a tfansmtte a sttea sing the above
met hod, each idetheomehwiryngf a receiverstegodet. i n a respecti ve nenory | ocati on.

Preferably, this nmethod further conprises the step of:

speci fying at | east one data filtering characteristic, each data filtering

characteristi ggﬁx&gﬁggl RebddER the ! flerine%t&d béEbii pd;  ue for that
data filteri ngn 2 criterion; Rring sy cxgg%%rgitgggd@?é%stored I n each
stored section w t bpeifyigpatcleasteomdfiléering claracteristic, eaclc hbaracteBsticstonprisimg]

enabling said ored section o be replac i.n sajd, menory when said data
stored in tha?%étteﬂpgdmgeét"c“i %IKélé‘erfotI@&?&é?BSﬁH“WQ% the respective data

filteringg25 chas@pirig Sthe Cor each sectidll ShafaRinktict WRhME! fé@ﬂe&ﬂétﬁﬁéﬁ%g

conprises the step of supplying a section identification signal to an

appl i cati on wbharacteristicgiandh stored in said stored section corresponds to
filtering said one section from said data stream when the or each section

characteristic corresponds to the respective filtering characteristic.

A second aspect of the present invention provides a method of storing a plurality of
15  sections of a transmitted data stream using the above method, each section being

stored in a respective memory location.

Preferably, this mcthbd further comprises the step of:

specifying at least one data filtering characteristic, each data filtering
characteristic comprising a data filtering criterion and a value for that data filtering

20 criterion;
- comparing data stored in each stored section with a respective data filtering

characteristic; and

enabling said stored section to be rcp'laced in said memory when said data
stored in that stored section does not correspond with the respective data filtering

25 characteristic.

Preferably, the method further comprises the step of supplying a section identification

signal to an application when said data stored in said stored section corresponds to
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sai d respec‘P’P\?é"%‘ﬂ?a filtering characteristic. The Segf:?/gﬁwmnu
identification signal preferably conprises the storage address of said one
section. In a third aspect, the préksent invention provides a nethod
of storing a group of 5 sections according to the above nethod, said
sections bei ngaldyespe@aw Qat@rfdmtqhwcmstw said data stream each group
including a first section and a | ast section; said nethod conpri sing
the steps of: storingthefirst section;

subsequent |y qpuRbast identfcdtiot signal preferabletompristoné stofeiaddras of 84id one
after 10 said first section, each section being successively stored in a

respective meseation. | ocation, until either said |ast section is

downl oaded or a predeterm ned nunber of sections have been stored.
In a fourth aspect, the present invention provides.a nethod of storing a
group of In SEfitd Bspert; GRE Jirént SnddntionDEre@ider ta afbthediodl sty Q@o@@ldig
cyclically transmtted in 15 said data stream said group. includin

first secti onsemtidns acegrdingdotthe nbomm@theés ﬁ%ié sections l&b‘?ﬁ)?)’“ﬁllcﬁg)’ tfmsmtt@ﬂsm
of : I oadl n e .'fl o) e |y
downl oadi ng 58@9"{?&%% ?\%& (1t glﬁ%%%?% g I“tgfftéglﬁ%gﬁ ﬂg@g%ld
first sectloncoﬁ?ﬁbmgetﬁys sl@el ng SUCCESSI veI y stored in a respective ’
menory 20 | ocation, until either said |ast section is downl oaded or a
predet er m ned nunbéforlﬂg the first sgstionons have been stored whereupon the

secti ons stored i n e (BT Jod 6K OUSRIE successivaly SRFERINE Yo¥BRLY S

by subsequently do sections I'on
downl oadei®y awpsid first section, each Sebtidm Gefi @hdcaﬁivdﬁcmxeﬂ inna sespécﬂmrmiemory

25 In a fifth aspect, the present invention provides a nmethod of storing
a group of  locatiencuntirejthey spidclast sectipm s 4o dedh 0F ajpfedetsppings numhey of
group includin C and a |last section; said nethod
conpri sing thg&tfc’g%g’ag% :bg Et'o?é&. i Vi

receiving the data stream

In a fourth aspect, the present invention provides a method of storing a group of
sections according to the above method, said sections being cyclically transmitted in
15  said data stream, said group including a first section and a last section; said method
comprising the steps of:
downloading the first section;
subsequently downloading sections successively transmitted immediately after
_said first section, each section being successively stored in a respective memory
20  location, until either said last section is downloaded or a predetermined number of
sections have been stored whereupon the sections stored in the memory locations are
successively overwritten by subsequently downloaded sections until said last section
is downloaded; and

storing said last section in said memory.

25 In a fifth aspect, the present invention provides a method of storing a group of
sections cyclically transmitted in a data stream, said group including a first section and
a last section; said method comprising the steps of:

receiving the data stream;
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downl oadi ngWO8/4B415st section and storing it in a nmenory; PCT/EP97/02114
subsequent |y downl oadi ng sections successively transmtted i nmediately
after said first section, each sectigpn being successively stored in
a respective nenory | ocation, until either said |last section is
downl oaded or a pr edteiméating chenfivgbsdctioh anB storimgeittih an@efadyyg been stored in
said nenory. In a sixth aspect, the present invention provides a

met hod of storing aSufseqypntéy downloading seqtions suesessivelx|trapsmittadsimimediatelyrafeer

data stream sai oup..i.nc i . irst _section and . a | ast
section; said sﬁﬁf ggs(rg éégtrlr%ﬁr’i ésa:éﬁg&? Wg’ fsbf: @&S%¥§§31vely s't}?red In a rgsPeCtNg MEmITy
data stream XBcation, until eithiéo\whidolast se@tibh s ﬁb%loaﬁ@&bk?&n?redet_cnnined number of
subsequent | y downl oadi n%§sect I ons successively transmtted i medi ately

af ter 5 seftipsihaye been storl inespichmemaryon bei ng successively stored in
a respective nenory | ocation, until either said |ast section is
downl oaded or a predeterm ned nunber of sections have been stored,
wher eupon t he [ge£ isix®aspectl €18 prosenb GnvEHTdhYpro9fdRs | 0 RfetiE of BtoringUs B6Sp ! Y
overwitten by subsequentl|y downl oaded sections until said |ast section

i s downl oaded;seetirns cyclically transmittediin pidatp steeam, Said grenpcinclydings fest sechionang .
By virtue of t ve .thi sj xt h. aspgct f fhe present invention,
only those ahﬁs@%g??%r?gidrr%&@% ecgn}plrgméﬁl rsg?g q;f sections are stored in
the nmenory of the Qgccivihgqmugﬁ/s&eggger. For exanple, when viewing a |list
of , say, three television, programes schedul ed for transm ssion at a
particul a¥0 tine, bylovedepading therfirst sgctignand fifth aspects only the

first four section QR oddi é(gﬂz!n s e a . t ,eam
enabl ing an end us?asFl B%C&Lgﬂ)gl&to g%?gggg O\Ag@?%gs{l{eg?? ltasfagﬁhr"bnnferdé%e hag%?

first prsaigr firstesestionjreash sebtién being. sudgessbaiy swred e 4 eespedtiverithegioty h
sp S y 1 as ur. s i ons up ]

aspects only the | ast f our. secti agns  of theasro are downl oaded from

S, I ns
the data streafqatioRapntil githen saidlast ssgtion is downlpaded of 2 preetrmyineh number jof ¢
starting from S thadk L : 3 e
menory of the s%éggoeﬂls 3%%7 Qéeéglg%er t Oﬁ%gﬁ‘ﬁ?xﬁlth%sg@ﬁdpﬁs s'?&cﬁ”ﬁgtl}enmgmggué)%&% aTTQ
aspect, tife prseemstivéln\ovetviritterpby sitdbequeaniyadarinloadedr seations mgilahid RssSiection
of a plurality gf secéidons of a transmtted data stream said one section
havi ng at | eadt downloaded; and

-

storing said last section in said memory.

By virtue of the above third to sixth aspects of the present invention, only those
sections required from a group of sections are stored in the memory of the
20  receiver/decoder. For example, when viewing a list of say, three television
programmes scheduled for transmission at a particular time, by means of the third and
fifth aspects only the first four sections of the group are downloaded from the data
stream, enabling an end user quickly to scroll down the list, starting from the first
programme shown at that time. By means of the fourth and sixth aspects only the last
25  four sections of the group are downloaded from the data stream, enabling the end user
to scroll quickly up the list, starting from the last programme shown at that time and

allowing the memory of the receiver/decoder to be minimised.

In a seventh aspect, the present invention provides apparatus for storing at least one

of a plurality of sections of a transmitted data stream, said one section ha\}ing at least
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one section@i¥ 3 Peristic, said apparatus conpri sing: PCTE:PQ’”O%%ms
for receiving the data stream means for filtering said one
section fromsaid data stream according te &t | east sai d one section
characteristic; and 5 o .means for storing said one section.
Preferably, s#ngse¢tioneehanertonisties said gppargtis: comprising: means for

speci fying at | east ongctfﬂi_ I{ééﬁ‘)&gé;g%t&&gggé ristic, each characteristic

conprising a fi Iter‘f’?ﬁd1 *for that filtering criterion;
means for conpari ngnédig foF fiReidy @ oBE8édtivR feOIAIA &ita Strédn Wbdoidimg to at least
or

respective 10 __ filtering characteristic; and means f
filtering sai gaidrnessestipy gharaetatistis; @ndat a st ream when the or each

section ctgar acteri Slﬁéa%scfgf %ﬁgﬁ%g@h@% %%@éispect ive filtering

characteri'stic. the present invention

provi des apparatus as descri bed above for downl oading a plurality of
such sections, said storing nmeans conprising a plurality of 15 menory
| ocati ons f or Pseforabiyy saissfibening/ means comoprises: Preferably, the

apparatus further conprises. ... ns fqr specifyin t | east,
one data filtering %%faf@f Spedbing agéﬁ?ﬁt 88¢ gﬁ&’ eWenstxc, cach gharactegsnc
characteri sti gofmp@RingSd AftleAnglafiftrioh!dn@rd G&lué 'tht Bfat BilteARE chiternue for that
data filtering criterion, 20 means for conparing data
stored in each stomehnsdor compaingithe oregehconevsection gharacteristi¢ Withra ragpective

characterq.sti ¢, _and ‘i nmeans for enabling said stored section to
be repl aced irimggf’ﬁ c&%ﬁ?ﬁtrcysﬂﬁe%d said data stored in that stored

section does not caQhémsFondiltetihg shidconecsdeeohifydin daiddata streahi Whél tHeJor each
characteristic. 25 The apparatus nmay al so cogﬁprl se:

nmeans for suppestioacharacteristis corrgenends ite 4k¢ maspestiyealilteringachasateristiat i on when
sai d data stored in said stored section corresponds to said
respective data filtering characteristic.

In an eighth aspect, the present invention provides apparatus as described above for
downloading a plurality of such sections, said storing means comprising a plurality of

15  memory locations for storing respective sections.

Preferably, the apparatus further comprises: _
means for specifying at least one data filtering characteristic, each data filtering
characteristic comprising a data filtering criterion and a value for that data filtering
criterion; '
20 means for comparing data stored in each stored section with a respective data
filtering characteristic; and
means for enabling said stored section to be replaced in said memory when
said data stored in that stored section does not correspond with the respective data

filtering characteristic.

25  The apparatus may also comprise:
means for supplying a section identification signal to an application when said
data stored in said stored section corresponds to said respective data filtering
characteristic.
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The above nwaasdi3exs apparatus nay be used with such a data stPrenmEPYTOIE
f or m of an MPEG bi tstream which al so includes video and audi o
television data in addition to said. gections. Preferred
features of the present invention wll now be described, purely by way of
5 exanple, wrhé abefemethod drappiatusangpenyéd it sich R0Gata seathiif e form of
Figure 1 shows the overall architecture of a digital television system
according to t#eMPEG bitseam oyligly alspiinelndes vidge and augdiootelevisipm datatincaddition
Figure 2 Sho""sté&?d"éé Q"hgecture of an interactive systemof the digital

t el evi si on systen 10 Figure 3 shows the arrangenent of files
wi thin a nodul e downl oaded into the nenory of an interactive

recei ver/ decoder; ure 4 shows the arrangenent of a section;

e
Figure 5 showsPrefierred f“'&Hﬁéﬁ”@% edqiresetrirvgntion Wil ouf be idesaribied; pursly byavay of

i nt ti ' : .Fi . 6 i.S- h ti di

of rerfabes SRRl PRAYELAE AL accotBanyibs WinBs' B GRRE The © ' "0 T

architecture of the software in the receiver/decoder; Figure 8

shows the archjtecture of a receiver system for downl oading sections from

an MPEG data sFigsn] shows the overall grehiteckureof atdisital telgnigionesystest agpprding ite the

section which € : I . |.Iter; Figure 10
S&C‘#%agﬂl%ld eltri'tgﬁ% tpgcrsggrta ;sqggﬁt%ﬂ

shows an exanp ar dwa arrdy and a hardware filter

Figure 2 shows the architecture of an interactive system of the digital television

system,;

10  Figure 3 shows the arrangement of files within a module downloaded into the memory

of an interactive receiver/decoder;
Figure 4 shows the arrangement of a section;

Figure S shows the arrangement of memory volumes of the memory of the interactive

receiver/decoder;
15  Figure 6 is a schematic diagram of interfaces of the receiver/decoder;
- Figure 7 shows the architecture of the software in the receiver/decoder;

Figure 8 shows the architecture of a receiver system for downloading sections from
an MPEG data stream;

Figure 9 shows the arrangement of bytes in a section which are used by a hardware
20  prefilter;

Figure 10 shows an example of a hardware filter mask array and a hardware filter
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of bytes in a section which are used by a software prefilter;
Figure 12 shows an exanple of the | oading of7 & tabl e; 5 Figure 13
shows an exanpl e, of an r}a)lngemené5 of sections in a group of sections;
Figure 14 showdalys amay ¥ ahypware dtetoni ng node downl oad of a group of
sections; Figure 15 shows an exanple of a precedi ng node downl oad
“of a group of sections; Figure 16 shows the arrangenent of fields
in a descri pt oFigre d1gshowp thé asandement of byds in a section Whiphrate lifeds bpwSofthare
arrangenment of fields in a descriptor of a table of sections. 10 An
overvi ew of a.d’i"’cﬁlfeéil tel evision system 1000 is shown in Figure 1. The

I nvention I ncludes a nostly conventional digital television system
2000 whi ch uses the known MPEG 2 conpression systemto transmt

. conpressed di giFigire 42gshaivs .anl exanplecotitiedohding of a tablefEG 2 conpressor 2002 in
a broadcast centre receives a digital signal stream (typically a
stream of video signals). The conpressor 2002 is connected to a 15

nul ti pl exers an‘i‘@ﬁf E?t%:hlﬁfvg %g%&?ﬁﬂibﬁﬁgﬁm?%m BF%C&HUDE 1iRla§ %'Gﬁ%%f)gcdtnons o

receives a I nput® si gnal' s, assenbl ne or
transport streans and transmts conpressed digltal signals to a

transmtter 8 of .the broadcast centre. via i nkage 2010, whi ch can
of course take 538 VS S\ £XaMPPIR ¢lm@almgd6cé¢%le of a group pf sectipps

transmtter 2008 transm ts el ectronmagnetic signals via uplink 2012 towards
20 a satellite transponder 2014, where they are electronically processed
and broadcast Figure 15 showstanaxampitovina précedinptmbde dowhload of @i grotp 8 $ttions;

conventionally in the formof a dish

Figure 16 shows the arrangement of fields in a descriptor of a group of sections: and
Figure 17 shows the arrangement of fields in a descriptor of a table of sections.

10  An overview of a digital television system 1000 is shown in Figure 1. The invention
includes a mostly conventional digital television system 2000 which uses the known
MPEG-2 compression system to transmit compressed digital signals. In more detail,
MPEG-2 compressor 2002 in a broadcast centre receives a digital signal stream
(typically a stream of video signals). The compressor 2002 is connected to a

15  multiplexer and scrambler 2004 by linkage 2006. The multiplexer 2004 receives a-
plurality of further input signals, assembles one or more transport streams and
transmits compressed digital signals to a tranémitter 2008 of the broadcast centre via
linkage 2010, which can of course take a wide varicty of forms including telecom
links. The transmitter 2008 transmits electromagnetic signals via uplink 2012 towards

20  asatellite transponder 2014, where they are electronically processed and broadcast via
notional downlink 2016 to earth receiver 2018, conventionally in the form of a dish
owned or rented by the end user. The signals received by receiver 2018 are
transmitted to an integrated receiver/decoder 2020 owned or rented by the end user

and connected to the end user's television set 2022. The receiver/decoder 2020



owned or rented by the end user. The signals received by receiver 2018 are
transmtted to an integrated receiver/decoder 2020 owned or rented by the
end user WO9d¥d5connected to the end user's tel evision setPCIEPI7/023é
recei ver/ decoder 2020 WD 98/ 43415
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decodes the conpressed MPEG 2 signal into a televisj on.si?nal for the

t el evi si on sedlecodes the cogpressed G-2 signghinta a dlevisign signal fof she trlayision ses
connected to ?p%rrulti pl exer 2004 and the recei ver/ decoder 2020, and
I's located pa " in the broadcast centre and partly in the 5 decoder.
It enables the end user to access digital television broadcasts from one or

more broadcast suppliers. A smartcard, capable of deciphering nessages
relating to A conditigpalesceess systane 3000t iagonpscted e the muliiplexer 2004 \andi the

Ld by ft.h . ' t inte th
o ver | decotfersadetodtk PRES.ERN inlospies PUEPIA Biprosdlsr Golig 3Rl aay g

user may pgur cla&ef.OERAbles thedéddiseritd abdsh aligital 36186igion brogdcasiedrord bne @ a
pay- per-vi ew node. An interactive system 4000, also connected to

the mul ti pl exsroreboardgast suppliers. A smaytgars, gepablreob deciplxying messagesatelatingctat ed

Phe. ond user EaeR SR ROt B ont t Brisiop progleiind SERe) e BAHGER

back channel ¢&lier), cdibbe insEit€linto theSBEMer/decodiz 2600 Usihg iid @bdére202D dnbie
I nteractive television system 4000 of the digital television system

1000 of the pFmsweard; theshd ussr may purchase cpmmesgialgffess in pither atsubsceiption mpdst em
4000 all a user. items from on- screen cat al ogues,
consul t ﬁgial gﬁgﬁlyagﬁjx%g‘{ﬁlﬁe'mps on demand and pl ay ganes t hr ough
his tel evision set. 20 The interactive system 4000 conprises in

overvi ew four main el enents: an aut horing tool 4004 at the

br oadcast cenfie IptsFacHYe eSiRierE 4008y aéﬁ?aﬁpweél to the muliphexsst 2004pand ethet o
create, devel : [ | Mo | Gat.i on
and data servg&ﬂjggg%dgpg(r%gg%%ggaéé?\%trtée(fﬁ%gxr}xéé?ceamtagc?sﬁge&& 2 ut oﬂrli ng
t ool 4004 for tlendbtodeg, @niblesndhaisdndsugel toeinteracp rvejtlarearionst dpplicaticiisevand

modcmmed' back channel 4002.

15  Figure 2 shows the general architecture of the interactive television system 4000 of

the digital television system 1000 of the present invention.

For example, the interactive system 4000 allows an end user to buy items from on-
screen catalogues, consult local news and weather maps on demand and play games
through his television set.

20  The interactive system 4000 comprises in overview four main elements:
an authoring tool 4004 at the broadcast centre (or elsewhere) for enabling a
broadcast supplier to create, develop, debug and test applications;
an application and data server 4006 the broadcast centre, connected to the
authoring tool 4004 for enabling a broadcast supplier to prepare, authenticate and
25  format applications and data for delivery to the multiplexer and scrambler 2004 for
insertion into the MPEG-2 transport stream (typically the private section thereof) to

be broadcast to the end user;



25 format applications and data for delivery to the nmultiplexer and

scranbl er 2004 for I nsertion into the MPEG 2 transport stream
(typical |y WO8(445at e section thereof) to be broadcast PEHEPNA2 MY
user; WD 98/ 43415
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a virtual machine including a run tine engine (RTE) 4008, which is an,
execut abl e code i nsaavittesl mackine ineludinger/ mactither engin® (BEEY HQ98, vetiele ds tap

t he end user r enabl i .an end .us tQ r Y h L cat

deconpr ess, anﬂxﬁc&‘é&ﬁ’a‘iﬁ’gf R lﬁgﬁg the seceiv rﬁ‘#&ﬁﬂeﬁ%@ r ‘ﬁﬁs%ﬁ?{g%bg@f%ngf“s?he
reeei ver/ decodgyr e#dBng 8h B &K foORceiVB CautRenticafty Ha@rlg%@_é’s, ahd dodd ' #splications
resi dent, general-purpose applications. The engi ne 40 i S

i ndependent of inttéhéawarkingememdry 2824 tofrihe sipeeiven/degader 2020 for executien. The

demmed back ch 002 bet h | ver/ decader. 2020.and the, o .
APl | Cat i o antPEIER 4008 R0, gt SRRt o RIS E BIHORT SPPGLPML (TG TR AQRs

4006 to inse”ind};pcrﬁeﬂ@&f‘ 1R &PEE 268 dpePting ySteh@nlfPEG 2 transport stream
of " t 10 "Th

t
at the request e end user. e inferactive tel evision system
oper at es usi ng "apphimeddnmmed ba¢k cianpen40Q32 betiwsen the reckiver/tdéander 202Q amd the

B e C M ey N e
of resource  data ahd Eﬁi&ﬁ%ﬁjﬂ@ﬂmmlﬁ(ﬁb tEEREApOIE StréanY ab@ie rifiiest Tdhd endides.

up an application. A "‘menory vol une" of the receiver/decoder is a
st orage space for nodules. An 15 "interface" is used to downl oad nodul es.

Modul es be, down| oaded into.the recei ver/ gdecader 2020 .fromthe
VPEG 2t 1 s potbe dniegastive televRionSystem, eReEtiES e (APRUGRIORSL HEEH SUPgHG te
paragraph are AQERSSS thB9ckeiver/MRERIcH @hdvhrious devices cbRtaidedehdiind @elicafions
this specification, an application is a piece of conputer code for

control | ing hi gie epreséntédimcthe ongine #0083 e$ &rcaurpe filas"rA daiodule! dve sl rosparre
For exanple, 2 t he,end ,use ositigns the focus,of a re e..
control I er on gk‘ﬁu%‘,\r{ﬁagaatﬁbj %%"teréégﬂémgs mayoﬁ‘_’ TRAuIES, _g)eﬁlag‘f "{pngntag%?ﬂq??b nf
set 2022 and prgemesy Folmhd"daf ith rk&mr}daeoddisisrw@mgq space forefiiédiles. An
associated with the button is run. An interactive application

proposes #8nus "iatrifasg’bdviused todawniead modules.r dfigdules gray be dowrnieaded dintes the
and provi des dgt a. Pl Of. .cation. Applications
25 may be ei ?ﬁﬁg’lyrcﬁgg%o?ern?&a%gﬁnc%f ﬁ@ﬁ?@ﬁfg{}ﬁpgﬁgﬁf%?éd in the ROM (or

FLASH or ot her non-vol atil e nenory) of the receiver/decoder 2020, or

br oadcast and down| oaded into , oW e )
The elements mentioned in the previous paragraph are now described in more detail.

For the purposes of this specification, an application is a piece of computer code for

controlling high level functions of preferably the receiver/decoder 2020. For example,
20  when the end user positions the focus of a remote controller on a button object seen

on the screen of the television set 2022 and presses a validatidn key, the instruction

sequence associated with the button is run.

An interactive application proposes menus and executes commands at the request of
the end user and provides data related to the purpose of the application. Applications
25  may be either resident applications, that is, stored in the ROM (or FLASH or other
non-volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into

the RAM or FLASH memory of the receiver/decoder 2020.



the RAM or FLASH nenory of the rece| ver/ decoder 2020. WO 98/ 43415

PCT/ EP97/ 02114 -10 -
Exanpl es ofW@@pH3ddati ons are: - [err] An | nitiati n@GRFRMEEI#on.
The receiver/decoder 2020 is equipped with a resi dent

initiating application which is an adapt abll@ ol | ecti on of nodules (this
termbeing defined in more detail hereunder) enabling the receiver/decoder

5 2 Framplepef applicationsaarg:—operative in the MPEG 2 enwbronmant |
Th I
I e brondoct; AR bR ABGRLHGS 138 oL ALGR0 08D S Ml

interface between ti&ﬁd&ﬂsmﬂﬁﬁhg application which 1s&ﬁﬂﬂaﬁablb%lle¢lﬂ)nm&ﬂ&€(ﬂns
appl i cations. : A Startup Application. The startup

application allows t&ﬁy @ptpg definedoin more Hetaﬂlhﬁreunder) enabling\the gereveriecoder

resi dent O run o egel T

acts as astoootstra;b@bgcét gg %’ﬁ{‘éﬁgﬁg&g %‘Q %% @ﬁﬁé%?% #nq}l?rgng*cgﬁ,t@%e
application. Start ugpli @&v\p}@m@c&dx@mﬁwwd}x tchf "Rf odiffednbyp €he | BbAHEAt
easily. It can be configured so that the interactive applications avail able

on e aRIppleR ih a¢quitgd. bdt alsoeprovidesnen rinterfage thedWeanthed irgpidemy
af ter downl oadi ng r ing. In the case of

prel oading, the app{ppjni?l%nnm}dsd g&%‘.ﬁ rﬂ%ilg%tﬁcﬁg menory 2024
and is activated byAtStartep prlipatidilerl‘hé atdrtupeapplication alldves Eu]ty applicAtib, agltham
Guide. The Program Quide is an interactive application whic

gives full0infor nat‘i]Q)Wﬂa%ﬁﬁthfﬁF%@‘?’&m 4G .Onfthe reseiyepidecoder 2939/ Hhiy application
f t bout
o O On APOL B ap L BUiep Bxbal b SRl 88 £ BISRPIOKIAT o0 daf AR

on the renote application. Statip 3| dewnlasda, m’tdlwdambﬁferﬁﬁtbeeﬁﬁbe @pdated
add-on screen, overlaid on the event shown on the screen of
the tel evision set @889, It1g3pbe;erpligyred s that jthe él“cfacn"c aPPhcatmmeYﬁA]@Bk

giving infornmation P8 sefdlie v A&hn
the digital TV bouq%g{lkhal&gépresgl ng dgﬁic% g & g?/n%%ne?ﬁa?ﬁy%ﬁ@{‘e colﬁédm

25 15 2026, iftee preldadisgrInathe casecof preleyding, thé application s thaded dnte the
list of information nts.over one week. él'fge end user can

al so search and sorfCBBhE24\pRd;is activated by the stagtupyyhengequiret oni sed
criteria. The nd
Channel @ ?efro‘é% e, aﬁ?eel e\#app hdg R a?ﬂr%x%@%; licatipn which

A Pay Per I cation
Application is an |gwesr dolli mfoﬁnihtxo_n about programinieg.a¥ar | ahimplqn 1ieandy Iﬁ%

channel of the di glt TV bougquet i unction w.th, the
condi tional access E HP%Gg%M oéﬁd”fﬁg‘egrteké(ﬁ’%l?@mmes prov1écd on each

appl i catizgn using ahh¥ndUfde ditfital I?él@ﬂﬁbnhfq%ﬁﬁ&[ By d&irédsaipah [kéy dihe remote
controller 2026, the end user accesses an add—on screen, overlaid on the eveﬁt _

shown on the screen of the television set 2022. This add-on screen is a
browser giving information on the cuﬁcnt and next events of each channel of

the digital TV bouquet. By depressing another key on the remote controller

25 2026, the end user accesses an application which displays a list of information

on events over one week. The end user can also search and sort events with

simple and customised criteria. The end user can also access directly a selected

channel.

. A Pay Per View application. The Pay Per View Application is an interactive

30 service available on each PPV channel of the digital TV bouquet in

conjunction with the conditional access system 3000. The end user can access

the application using a TV guide or channel browser. Additionally, the



WD 98/ 43415

PCT/ EP97/ 0 4 - 11 - application starts auto '

soon as a P 9«?048?1*15 is detected on the PPV chan%hﬁ?‘ﬁe/%éﬁ%
user is then able to buy the current event ﬁt_her t hrough his

daughter smartcard 3020 or via the comunication server 3022 (using a

d | eph d,. DTNE M. NLTEL he, bbke). Th i cat i 5
Tay b 6i ther  resi d@RPUARCPTRGRTAEE 2 Shat 05¢ PRYCHvga s BsBgtgca e BV

- downl oadabl e into t kg RAM Phe ERPuSLSOHRR BR2E buy the culhf kvent eitherRfrough his

Downl oad application. On request, an end user can downl oad conputer

~software using the MdughtenismadcadpBi2hior oria the communicition sermen@ga2i(nsing a

2 oyel i c i deo. br odRoREm gy SRR RV ire, FENLEE, SP R 165 ST eeplicaion

: buttons. 5 [errlmay becitib? rBiddntCal ith9. ROM 6f the 2RREIVEFEdRBer 2020 or
! preferably synchroniséd with a b

roadcast quiz programme. As an
exanpl e, nultiple clhiswnioagabletintonthe RAM of the decoder 2080spl ayed on the screen

f the televisi 20 dith | ect 1
using the. remof cork PG Pavmisgd s o3 Tk & poearem e ramputr
user whet her the an%@ﬁ@&éuﬁiﬁ%'ﬂ?&?(l@oﬂﬂéad alicedoh. keep count of the user’s
e

score. [err] A Te hoppi ng application. In one exanple of the
t el eshoppi ng aepl i caA Magazine Browser applicatiohcThe whgapinshrowser applicatimeomprises

transmtt to the receiver./.decoder 2020_and 2Q di spl ayed on the
tel evi si ort¥2022. Usi%‘@yclhﬁev’ﬂﬁ‘ﬁ@f%’%ﬁ?ﬁ%tq%dﬂa&s, Witheend, 8§ercxgr¥1ga%ip)n Via on°screen
sel ect a particul ar yyigge.t 0 buy. The order for the itemis sent via the
nodenmed back channel 4002 to the application and data server 4006 or to

a separate sal @ sy Quiz hiepﬁeati@phaﬁe quizriapplicationtis gnefarablyh synchoanisedowith ck
to the recei ver/dec%der %ssli bly with ag or der toI debui ﬁ%lt h&oaccounﬁ. for a
credit 25 E%arda:a A PREARRY PR AP ﬁ’téné ©or 0t e aapgns arc
readers 4036 of the displayed on the séré&ifiof @hé delevigion 26920 and the usérCédd select @
Tel ebanking application.” In one exanple of the telebanking application, the
user insedPs a bank apswer wsieg theremete eoniralisr 026 Jkher quiz g lcegon gen inform the

S0 LS g Sotr PEER B e € RAEker"or Rtk Sk Rk ol e 1R85,

t he r egedreer / decoder, and then the application provides a .
nunber of facilities which . . ctan be selected using the renote
control l er 2028, foA dxleshorping ppplisatipeal erp cxample of W trlgshopping application,

PCT/ EP97/ 02114 offers of goods for sale are transmitted to the receiver/decdder 2020 and

20 displayed on the television 2022. Using the remote controller, the user can
select a particular item to buy. The order for the item is sent via the
modemmed back channel 4002 to the application and data server 4006 or to
a separate Sales system the telephone number of which has been downloaded
to the receiver/decoder, possibly with an order to debit the account for a credit

25 card which has been inserted into one of the card readers 4036 of the
receiver/decoder 2020.

® A Telebanking application. In one example of the telebanking application, the
user inserts a bank card into one of the card readers 4036 of the
receiver/decoder 2020. The receiver/decoder 2020 dials up the user's bank,

30 using a telephone number stored in the bank card or stored in the
receiver/decoder, and then the application provides a number of facilities which

can be selected using the remote controller 2026, for example for downloading



via the tel ephone Iine a statenment of account, transferring funds between

accounts, requesting a cheque book, etc. [err] An | nt enet

Browser applM 3. I n one exanple of the Internet browser PCT/EP97/02114
application, instructions fromthe user, such as a request to view a web
page 5 having a particul ar URC,1%re entered usi ng the renote

control’ler 2026, and, . the are sent by the de d .bac
channel 4002 to t he Vil telerhone ding aas?ajemcnt 8f accotht, p@%&%@m%gs %fﬁﬁccn
appropriate web pag%cé&nkb?éhék&ﬁl Bhkqul JodR, Etcansni ssi ons

fromthe broadcast centre, received by the receiver/decoder 2020 via the
upl i nk ° A ritiernet [Browsernapplicationt b onel exaiiplek of b6, Intemtt browser
di spl ayed on the televisi.on 10 . 2022. | icationsg are
stored in nenory | oéa?li“ﬁ‘ﬁ_gnﬂ' instrygtions framy, they ‘685_5’0%’841 aﬁ@z&qaﬁﬁ% view a web page
representeq as resoyhgiggiy Pﬁ@ieu@ﬁmsa}urc@@aéd uSBgCBEREMDR: Soriles 2006,841d
description unitfiTes, variables block unrt files, instruction
sequence files, applhesa@iesent by the modtmmed backahaondl 4002 fo thempplicatibhand data

gr aphi ¢ obj ect descripti .t files, describe the scr s, .the n- nachi ne
ol t ace bt he: apSPIVER SO0 \hie ApPYSHRIALE HED HE6 d% o PCRARL 4D di ERmaSioRs
data structures - from itHbeiladtichts rBRNdAGY hefecellefabiicr 2630 A8 REGIARCC
files describe the processing operations of the applications. e
application files p20l2,deanshendent20¥4 pod downiink 2016, and displayed|dncthe itclagision
20 The Bppl [ cati%ézconstitut ed in this way can use data files, such as
I con Iibr&yfiles, ’ i mge files, character font files, colour table
files and ASCI1 text files. An interactive application can al so
obtain on-line data by effecting inputs and/or outputs. The engi ne
4008 only | oadépplications sarpestored ith asemeonys bagatiens iih ethe i receiveridecadera 2026 eand
tinme. These resource, f.iles are é adrTElrom t he g{?aphi c_0bj ecgli]del?scr idot i on.
unit files, 25r°pr°ﬁeﬂr§f1ﬁ§c§?§°6’ﬁ°°s %ﬁre & IFTQUEE 8°8H’;?F’Is?:§fqp £ PRIpdS escription

vari abl es bl oclinjlés, fvatigbles biockiudfitelles NinstructionRigRENcef ﬁick,oﬂpﬁl'ﬁati?oxﬁﬁicls dnd a

procedure for |oadi ng nodul es and remain | ocked there until a
specific call daadilps.ocedure for unl oading nodul es is made. - WO
98/ 43415 :

PCT/ EP97/ 02114 - 13 -

Wth refengnceThe draghic cobject adestriistion 4fit Kiles Webcritie the! sdreeis) ab inkgh-miuthine,
'S aset interface of the application. The variables block unit files describe the data structures
handled by the application. The instruction sequence files describe the processing
operations of the applications. The application files provide the entry points for the

applications.

20  The applications constituted in this way can use data files, such as icon library files, -
image files, character font files, colour table files and ASCII text files. An interactive

application can also obtain on-line data by effecting inputs and/or outputs.

The engine 4008 only loads into its memory those resource files it needs at a given
time. These resource files are read from the graphic object description unit files,
25 instruction sequence files and application files; variables block unit files are stored in
memory following a call to a procedure for loading modules and remain locked there

until a specific call to a procedure for unloading modules is made.



of resource files and data conprising the follow ng: a single

applicatio an undet erm ned nunber

obj ect des&avf0 F%#%unlt files 4014; 5 an undeterm(r:le %’ le4r of
vari abl es bl ock unit files 4016; an undet er mi ned nunber of
instruction sequence files 4018; and -13 - where appropriate, data
files 4020 such as icon library files, inmage files, character font

files, col our Withirefefenceo Fighrn8Ca madske 430, such as a tele-shoppingiteodubeds daset
stream each dul e coppris up. of abl es. Each 10 MPEG t abl e
eE aeselnds Hltk o Sa ittt e plfondiir

may be format EG data stream

each section has a zfﬁh%l%a licationiffle 4oyt es. For data transfer via the
serial and par ar | Ip port, for exanple, nodules simlarly are split

into tables and sean mmbtermlimdsumd)er of graplm objeet émnpm:: vnit filesgdQ#ids h t he

transport di um ANt h EG data stream
in the form of dat a?“p‘é&q?mukf% °rt ﬁ'af:]a g%&g files %ﬁl n respective
types of dat a streay yjdeferidiutnbey i GRstAREBn sequence ﬁlés%ﬂ“[‘s; aAdidi 0 data
streans and teletext data streanms. Each packet is preceded

Packet Identifier (whddy approgsiats, tdata dikes #0290 fsueh @y degn Jibsaayt %mnsmﬁé@ in
t he MPEG dat a .st.r MI' table) contains a
list of the dlcp?’@f:rﬁﬁlfm&aﬁﬁs’ COﬁ’“e tﬁgf’&gma r&aﬁﬁhg&eﬁé Sthe contents of each

data stream according to the respective PID. 20 A PID may alert a device
to the presence of applications in the data stream the PID bei ng
i dentified usilnghe MPEGrrdataabﬂr@m, each modul¢ chmpeisesr  granpt of MER(F dables. eEath

t 0 foll t abl
TD (11 D) Wo0n MPE tabie ARG ifated s s b st In s MRRG fife e
section 4300; egdeh sectlon has a "§§:€t loPMupl RN KbytESSNFof idefa titMer {'Mpﬂheadchﬁl and
havi ng a size of 2 bytes; section nunber (SN) 4306 (eg. 1) of

. that sect.ion maratlhbpmbﬂoe exarhple.gNodyles similagly are splittintoitablesiand sestions, thesize

the total nunb r, of ect ions (L in that table, the LSN
typically OF the, 595, oA 10e a@“% 3'5?8‘295’?%‘“?‘) WD 98/ 43415
PCT/ EP97/ 02114 - 14 -

TI D extensi on 4310, typically having_a size of 2 byt
private data Adadulesiae transported in the MFRG sty sispam He tb@é@tﬂ@ P 2dnt padiets of

purpose QJ.f t h?y&%l“lyllﬁél b&&s%ﬂﬁﬂ%ﬁm@ﬁ% types of data stream, for example, video data

streams, audio data streams and teletext data streams. Each packet is preceded by a
Packet Identifier (PID) of 13 bits, one PID for every packet transported in the MPEG
data stream. A programme map table (PMT table) contains a list of the different data

streams and defines the contents of each data stream according to the respective PID.
20 A PID may alert a device to the presence of applications in the data stream, the PID
being identified using the PMT table.

‘With reference to Figure 4, each section 4300 typically comprises the following fields:
table ID (TID) 4302, typically having a size of 1 byte, at the beginning of the
section 4300;
25 section length identifier 4304, typically having a size of 2 bytes;
section number (SN) 4306 (eg. 1) of that section in the table, the SN typically
having a size of 1 byte;
the total number of sections (LSN) 4308 (eg. 3) in that table, the LSN typically

having a size of 1 byte;



+ of the bytes in the section 4300; if the CRC 4314 correlates with all of
: the preceding 5 data, the section is accepted by the receiver/decoder

, 2020. Sinmi | WQ38/434x%e private data field 4312 may conpr PEE/ERPT/DH

i signature at the end of the field and cal culated from all of the .
_ preceding contents of that field 4312. -14 - In respect of data received
“via the serial or parallel interfaces, the fields of a section may

~vary; typically a smw&n&me@s\md iAlgiHab g a)ﬁxz&fwz%ﬁwﬂentloned
i nterfaces 10 conprises a red uced” anount o data in filelds 4302 to 4310

and no CRC 4314.  private daa#312; padti cul ar nodul e/table, all of the

ti Ki h th 4 .th
TID ext onsi on 4310, Chor “APF e Btvtion SiF | T prymose, i s CRE B i Wby,
making up that oftRE Iv¥%tlh% Sg¥¥ien t4i3@o Sk ER@: e O @B&Jxﬂ&@%thr;ﬂpmk Bg&e&g

ext ensi ons. 0 access a nodule 4010 f rom for exanp
bitstream3 botcﬂata,rtbe s¢qyonos accepted byt the recedvdrisieaoder 2080.d Simxlatﬂy,ehez privatadata

Gownl onded 1 REHGTRS1%0 Gribish VDS sleiature ot the 3R the feld and qlsglapaChom

downl oaded, i tga}j &f Bﬁﬁbééd?né eéntgmgogﬁmtlﬁagugmto downl oad one or nore
nodul es 4010. he concept of nodul es 4010 together with the concept

of downl oadi ng snall pi eces of code allows the easy evol ution of

i [ Th down :
TR recel vor ] dBCEREr 85 8RR Hiint S, gr ey BT AERECE, il S DS,
to be downl Oadﬁdy Ivlahq fiypRafRAM Sdctibh Gre168TIQ1a G- SNHE %?é?nentloned Baedsds by

the end user. A nmenory volune is a storage space for nodul es 4010.
Such storHye me&ﬂéeduccd ammtoédatanmtﬁﬁdsrégeﬂ to 4310 and no IGRC 4314.

recei ver/decoder 2020. Wth reference to Figure 5, the menory 2024 is
divided into typically a RAM vol une 4022, FLASH vol une WO 98/ 43415

PCT/ EP97/ 02114For a particular module/table, all of the sections making up that table Bave the same
4024, and ROM vol une 4026. The nenor further be divided into nenory

vol umes assommﬂ O axd fh?e‘ammkaéﬁﬁl@ﬂf@é@s For reopagticwlat appliestien, all ofrthe
- downl oaded es rﬁa‘ktldﬁ:% Bgethﬁtegpfﬂli\é%érgﬁg%dﬁ{e &I6E TIDChut A HIRF rgsrf)eclz\g\)r%GﬂD

vol une for storlng no
extensions.

15  To access a module 4010 from, for example, thé MPEG bitstream, both the PID for
the module and a module directory are required. This directory simply lists the
modules 4010 which can be downloaded from the carrier signal. Once this directory
has been downloaded, it is possible for the application to download one or more
modules 4010.

20 The concept of modules 4010 together with the concept of downloading small pieces
of code allows the easy evolution of applications. They can be downloaded into
permanent FLASH memory of the receiver/decoder 2020 as resident software or
broadcast in order to be downloaded into the RAM of the decoder 2020 only when

needed by the end user.

25 A memory volume is a storage space for modules 4010. Such storage spaces are
located in the memory 2024 of the receiver/decoder 2020. With reference to Figure
5, the memory 2024 is divided into typically a RAM volume 4022, FLASH volume



downl oaded fromthe MPEG bitstream and a serial volune for storing nodul es

5 recejv Vi serial interface. The RAM vol ume 402254 rn
is divi dede‘lgﬂtggaglﬁfone dedi cated to firmvare, a wor ki ng s%%dg/erbzifoar
t he engi ne 4008 and the buffers. The FLASH gnd ot her non- vol atile

menory can be accessed either by an appli Tatl on or the engine itself

t hr ough devi nager . 1 Each vol u ont ai ns list of
nodul es 4010, ‘é@c“h aﬂﬂ%@@ﬁ%ec%%% &pﬁdngnpgyspaggﬁrtﬁcr © df.lﬁ%sm_%ﬁmory
4014, 4016, 40»1&uy ggsslobiatedaviﬂpﬁxeg% 1 PitePEEs ilh‘f&ngh'\l'ﬁéh Hﬁﬁh}eg%émaé&d

nane and whi ch na ocated in distinct nodul es.” For exanple, a version

of the o ithec eetceiver/decodep2@24, [for sxampld ammMBEG ROlime fomstordt@ Gaoduldsh
| at er versions bein 0 le into,the ELASH vol ume 4024 to
substitute t hed‘?)@’gg@’ﬁi from éﬁe Wﬁﬁg&?ﬁ@m B4, SeuinteVlPmR 1ORAttoRing gaqdules
stored in the FELASER Y NEBifQRdfaddie contents of files may be

conpressed in LZWftormat, however as deconpression of files takes a
certain period of time they may be received in deconpressed formt.

Physical interfaces of the r | ver/ degoder,, 2020 are used_for _downl oadin
data Wth  The Mweﬂw ﬁﬁfﬁcﬂw@ B, divided inie & geng dediseted togmpware, 2
contains, for gxamgpl i i ' el NPE@F%'AS‘FE -
seri al interfa%g gpa%afré)éltﬁglm n%)\grﬁ ggqucrﬁﬁc%s& nodem 3@‘2%{%%@0

card readers 4086tile memory canWet dccesskd epher yoam eppdicafionm pp thecagimenitsedfittirough

mul ti pl e manuf acturi ng sources .of recei ver/ decoder 2020, it is

i nport ant thatagﬁgcﬁﬂgpPéﬁiion behaves in the same way on every
recei ver/ decoder, and each receiver/decoder shoul d execute every
application 25 in the sane, correct manner. Wth reference to Figure 7,

the recei ¥@r/ dBadideslu@@®ntains a listoafrpoddes 4810, 0ach mmslubn ¢01{cotddifing anlistraf

brogr arm ng 1 mites D2 0 400 20T 003 s possivte, B BRHAD AR bediiig 2 same
recei ver/ decodgim2@r® wiich Ry Rl locdtes §i URtihECHBARES F82CxaAhflel §9BEsidiAbf fHeO™M

t he WO 98/ 43415
PCT/ EP97/ 0211 4application is typically stored in the ROM volume 4026, with later]®rsions being

appl i cation point .of ,Vview Figure hows, t he chitecture of fhe
recei ver/ dec odé?w’%?‘é?&%?m? % %S%ﬁpﬁ“é%ﬁ |4§%§ 18 Wbt e Velefs ofedln e
15 ROM volume with that volume stored in the FLASH volume 4024. The contents of
files may be compressed in LZW format, however as decompression of files takes a

certain period of time they may be received in decompressed format.

Physical interfaces of the recéivcr/decodcr 2020 are used for downloading data. With
reference to Figure 6, the receiver/decoder 2020 contains, for example, six
20  downloading media; MPEG flow tuner 4028, serial fnterfacc 4030, parallel interface
. 4032, modem 4034 and two card readers 4036.

With multiple sources of applications and multiple manufacturing sources of
receiver/decoder 2020, it is important that one application behaves in the same way
on every receiver/decoder, and each receiver/decoder should execute every application
25 in the same, correct manner. With reference to Figure 7, the receiver/decoder 2020
comprises a run time engine 4008 running under the control of a microprocessor and
a common application programming interface 4054. They are installed in every

receiver/decoder 2020 so that all receiver/decoders 2020 are identical from the



4056. The virtual machi ne 4007 executes applications 4056, which may

conpri se applications 4056 coupled directly to the virtual machine
or applicaY@A¥4¥dS6" 5 downl oaded to the receiver/ decodePTFERIN M,

for exanple, the MPEG data stream The run tine engi ne 4008 al so

di spl ays graphics and text, calls devices ¥of services, receives
"events" and uses functions of a library 4058 for specific conputation.
Wt h refer encapplicaionypoiat of vigw.h respect to an application a function of

t he decoder 2020 is "seen" as a device 4060. There may, therefore,
be functions of the 10 recei ver/decoder 2020 whi ch may not be seen by any
appl i cation. Figure 7 shows HRVirKitetRRE of W et&ioer/deco@ér 2020 B?Yuxﬁﬂng"ﬁﬂglidﬁk%xﬁh
may correspond to a conpohent 4062 or physical interface 64 of the
har dwar e 40664058 cThdexiiteaismaching 40@7 exerutes- applicationss4096p whicly elay dzonprise

A e AicRliomo il dSwlEC aptah, Ml ol Sobte o mmntietionh (0 EF°"
device 15 49588nloRddd © tHE ¥ &ivesdebddee 2020 $onY,For Eﬂénﬁggﬂ@rﬁPEG

i nterface 4064. _ Alternatively, the device 406 itself drive a
conmponent or The ourf time apigined08 also displays gemphitscaoddext? 0alls devices fos servives,

out put of the _device may,be,conngcted directly t t har dwat e 4066.
Bl oo of | IRRVES Crveais, nd SORD B Bn bES Ebray 08 dan speetto S inr
devi ce enables a programto comrunicate with the smartcard cont ai ned

in one smartcard reader 4036, and an RCARD device enables a programto
comuni cat e wMith reffiesenceator Eigure ¢owithirespgct to amepplidation snfunctien of theatbeoder

4036. For xanpl e, these devi enable a praramtq read .the state
of the card, % d't h&*Car ¥ 2 %ev:c%i@gryrﬁ}%c %?Fg @ﬁrq? uﬁ’_e Liges t°i &ﬁ_e
card. Theo devieg@ivedscadeE@IURWRicR R4 a0k B¢ seta by akiPapplf@fibh.on of a card in
to the reader, renoval of a card froma reader and card reset I f not

requested by the program The LCARD and RCARD devices are specific to the
\r;\;)otgglcg |3 4li§edAfd%(/icELﬁ%gb '?:gn}p?l es s fo%ica}-ﬁg\lfigg Iu1|1 N I?chI nS:%Z %%gcé%%% % glcorln%orlxjesn?d'

PCT/ EP97/ 02114062 or physical interface 4064 of the hardware 4066. Such devicesldre-referred to
An SCTV devi ce enables a programto verify and configure of a scart outlet

to the aselleyileye dlexices"24068. Theoputytpfpiush ardavice 0B aak he bonnected to
program to rgqueshne dcvipTVBq%&r 4@' isrg c@rmwiné e Ié&ﬂﬁdsiglﬁg &ﬁb&r 5?61'&:%e9{cet he

scart outlet, per?orm a
15 4068 into signals required to drive, for example, a hardware interface 4064.

Alternatively, the device 4068 may itself drive a component or interface of the
receiver/decoder 2020, that is, the output of the device may be connected directly to
the hardware 4066.

Examples of low level devices 4068 are described below.

20  An LCARD device enables a program to communicate with the smartcard contained
in one smartcard reader 4036, and an RCARD device enables a program to
communicate with the smartcard contained in the other smartcard reader 4036. For
example, these devices enable a program to read the state of the card, read the card
history and send an input message to the card. The devices also inform a program of

25 the insertion of a card in to the reader, removal of a card from a reader and card reset
if not requested by the program. The LCARD and RCARD devices are specific to the
protocol used for running the card. Typically an ISO7816 protocol is used.



t he sound and dynam cally program RGB | evel s. 5 A TUNER devi ce enabl es
a programto use the tuner 4028. For exanple, the device a
program tovﬁgtg?’ﬁﬂ?a scan fromeither a m ni num frequency or %C‘lggl%?}eogf“
frequency of the tuner, read the tuner paraneters and programthe tuner.

A SERI AL device enables a programto commdicate with equi prent via a
serial link and a PARALLEL device enables a programto communi cate

wi th equipnment via a 10 parallel link. For exanple, these devices enable

o bor am of - ndSh SCaY REARE Rl hipgran to FETDHM el RoPI TR B e

al | ows the reagleyiionde€0®6p2.t 0 Foprenamipleyt chivi ddvice @dnbbleses \Wrogram to reghéstan
i nternal hal f-dupl ex nmodem supporting V23. The MODEM devi ce .requests

the dialling dnfosmatiomaboutithe seundochagacterissic aidhe seart guleteperfarm a cMIEFE 3 om
15 di sconnectiqn ' eption of a nessage, the
detection of %c gomg?’%c{r@y%%g%e%gxs%ﬁ %2%%‘%% on of a carrier.

Renot e devi ces, executed in a renote |ocation, can be any of the |ocal
devi ces, except that a glort and protocol nust be defined. .In
addition to "lATUNER|deyiogicnables aipsogramicio use/ the tungs #0282 Hongyampleothr devigee

"hi gh 20 | evel , devi ces" 407 e r.ag i
receiver/ deco&é‘?blgf)f(frggrm b E e%grsg@@pgég{ £ gﬁcseagﬁugﬁ@nﬁ)fgaeég%myrogn% %ur{r WeG
data stream grélper&ofithédunér edadatle tuner patainétersaimd roQA deviuaer. al | ows an

application to load an MPEG section, a conplete MPEG tabl e or a group
of MPEG sections corresponding to hardware and software filtering

criteria. o / . . . . . 11
PCT/ EP97/ 0211 4A SERIAL dev¥cc eehied a%%érgm to communicate with equipment via a serial h% i

Wth referenceanda PARXELEL devicetenableg agirogras ¢nedmmmnicateewith\vegdipmyent via a
recei ver 2018 and . transmtted to MPEG tuner 4028. The funer
typi cal | y1&carparallel linkeFor example;dheseeievicgs enable a program (g $554; 3 meesAgs Vigas

ot ect ed i gnarepeshide [tk 854 oty Jhetetfor B Weprl G of Jifcssass via hat ok 1
signal s
A MODEM device allows the receiver decoder to communicate with a data service
via an internal half-duplex modem supporting V23. The MODEM device requests
the dialling of a number, the sending of a message to the data server and
15  disconnection of the modem, and signals reception of a message, the detection of

errors and the loss or detection of a carrier.

Remote devices, executed in a remote location, can be any of the local devices, except

that a port and protocol must be defined.

In addition to "low level devices" the receiver/decoder 2020 may also include "high

20  level devices" 4072 which control operations of the receiver/decoder 2020.

With respect to sections loaded from an MPEG data stream, a device 4072 referred
to as an "MLOAD device" allows an application to load an MPEG section, a complete
MPEG table or a group of MPEG sections corresponding to hardware and software

filtering criteria.



5 and transmts themto denultiplexer 4502. Denultipl exer 4502 is
connected to MPEG chip 4504, which in turn is connected to

t el evi si on WO28/43413e denul ti pl exer 4502 is al SBCHBRI&RIEd t o
hardware filter 4506 which typically provides up to 32 outputs

connected to RAM vol une 4022 of the receivemg decoder 2020.

The el ectronagnetic signals received by the demultipl exer 4502 conprise a
number With refeénctab Figire Saskctoémagicticsignalt ae réotpicddyl HceiddAI018iand
stream of video packets, a stream of audi o packets, a stream
of teletext pdeansmittethtp MG dupar K028y pkhe: tuaen ypically scans a range of frequengies;

service provi t dcast. . | : ts are

defdul ti pl ex eolcjls(%‘gjp‘mfg dify Vi bf/&“h%ugg"]}#uﬁ? pl%- r&%ﬁ“%“’%@hﬁ‘ﬁgﬁr%ﬂﬁm (1B thes
MPEG chi p 4504ictéevtedisighsli age trafisiitted to demodulator 450Q,n@hish fdemodiiRitds ahe vighalen
set 2022. 15 The data packets relating to aspo%i cations are
transnmittel tAndisnsmigikene tq demultiplexersd502. Demultiplezer 450;is gonneeted ¢g MPEG

Figure 9, the har i1t ef e I ises : .
of "t ypi cal |y &g feghophich S5 by, oBiBited Birle it opy B RaB S,
byte O (4510) also connected to hardi@rofilte£¥50g tvitiicks tisically phovddest @ td 132esutputs

(D

sections fromthe data stream These bytes i nclude the TID
4302, section Gemapded 13BAM) wolyme 4022 ox thruraseiver/de®dand020. D 20
extensi on 4310 of the MPEG section 4508. To define the

hardware prefilter characteristic, the application specifies which bits of

the section 450k tlecticisgrebicGigaloteativad Bytthe dempitipledtr U302 &oftfprie@ @ humber
selected bit. Accor di ng}l'é, the hardware prefilter 4506
conpri sesl®y fioft @ata sirsame of Hata packeisy dypically comprising a strqam of videg| pasketss ay

4516 respectiy, ' ' | : 5
In Figure 10, ﬁ%’ %ﬁ@@ﬁ%tsgfﬁg %@gz&gyg&é‘ﬁ ggég%téugs}?d;% g‘lfiiéﬁ (Jg,) r? s‘ﬁ%tlsq? %ﬂ%g
and the for a service pravided by tlecdmrbaduhstisappiierbiThese dhta packett &e demultiplexed
respectively, |is Wth those

filtering crit® F}%hgvsﬂe’%@t@%g? i‘%h£ Evgézf\r/%%{%{lﬁ@%ggm%td% 4504 faudreadingfnte he

RAM 4022 of ”’k‘?gﬂ'a%?&r"tﬁ&&&@ﬁ?ﬁﬂrse??(?ﬁ. wher eas MPEG section 4526 woul d not
be output to the buffers. WO 98/ 43415

PCT/ EP97/ 02114 -19 -

The hard e efilter 4506 operates by. neans of a denuliipl exer [

avoi di ngw@’ %ﬁaéﬂt? RS B to ,:thqsmrﬁ trapsmitte r’topﬂt‘%g Gre %ﬂcpolSOG.

The i cropr oCeFRreffehddth 'Figife ON e AMWAR HIRL, Sl YiefiRESUYES LHRCIURE of Brfte | 1

whi ch the Sect]ons aregﬁggo?ec? as a softm?arljﬁ}ﬁ?ﬁlt’er 452@. Byﬂmggns of

t he software fafltypicallyp8®ytes of a section 4508 of the data stream, typically offset byte 0 (4510)
and offset bytes 3 to 9 (4512) to filter sectioris from the data stream. These bytes
include the TID 4302, section number 4306, last section number 4308 and TID

20 extension 4310 of the MPEG section 4508.

To define the hardware preﬁlt;:r characteristic, the application specifies which bits of
the section 4508 to take into account and the expected value of each selected bit.
Accordingly, the hardware prefilter 4506 comprises a filter mask array 4514 and a
filter value array 4516 respectively, an example of each being shown in Figure 10.

25 In Figure 10, bits 4518, 4520 and 4522 are chosen using filter mask 4514 and the
value of each of these bits, 0, 1 and 0 respectively, is chosen using filter value 4516.
With those filtering criteria, MPEG section 4524 would be output to the buffers of the
RAM 4022 of the receiver/decoder 2020, whereas MPEG section 4526 would not be
output to the buffers.



5 It is possible to select which of the sections |oaded in the buffers of

t he RAM vol une 4022 wi Il be brought to the application. The
Cprinciples WOB#B#Bare filtering are simlar to those of har dRGFEFI7/02114
filtering. The software filter 4526 uses typically 8 consecutive
bytes 4528 of data in the MPEG sect 009 4508. As shown in Figure 11,

the position of the first byte 4530 of these 8 10 consecutive bytes is
defined with arhehhfivtard pactiltaasescoopdrites fhiyr sicasy bf addebiultiplekérechip, avoiding
section 4508. . If after loading vig the hardware filter the data
stored in an MPERUDERIOFHROLPAYETWithin the maip PrecesS¥iid to the criteria for
software filtering, the buffer in which the MPEG section Is stored
may be used to | oad anot her MPEG secti on. 15 To | oad an MPEG section
fromthe MPEG Yikd ﬁli&b?massof hayMtHSOIcRAM 4022 of the recxivy/deeoder 2020 & Witich
with the follow ng information: . 6”5 PID of the data streamin
whi ch the MPEGhsseetions arsstorsdias arsofivare filter 4526. By means ofdae soffware ften 4040,

array conpgi si fQLes [ QEA%?

an operator re %é%%ieb@\%?ec%a ?e@%’ﬁ%@gs? ggnég’gf‘?{“%gﬁgr‘ﬂ%?ﬁ\??’% OBEJ Cuse tQ%lume
descranbl e t he402325will be brought to thetdpplicadasiware filter value array to be
appli ed; the hardware filter nmask array to be applied;

the software filter offset value to be applied; 25 the software
filter val ue : led: . P ' 08 S
array to be app %8?‘&1’% SPRette ﬁtlﬁg PRaxX, rsrbnrlr%lasrlt @gthgg Pﬁlg&?&aﬁ g‘?\&?% tigl §
4096 bytes); aguftware filter 4526 usas typiealbu8 domsedutioa byedsetIB8nofdathdw the MPEGe

devi ce should wait tgo | oad a . . WD 98/43415 .
PCT/ EP97/ 021 14section 4508. As shown in Figure 11, the position of the first byte, 4530 of these 8

section, gyQr Qé&sgéutgzgs é{&?ﬁo d¥fin &n offset 4532 badlf B#t%x%.gi?stiﬂ}@ §31¢°sh fngat

t he maxi niim si ze 0 nis ytes, the size o section
cannot exceed st#ohys568s..

If after loading via the hardware filter the data stored in an MPEG section does not
correspond to the criteria for software filtering, the buffer in which the MPEG section

is stored may be used to load another MPEG section.

15 To load an MPEG section from the MPEG data stream, the MLOAD device is
supplied typically with the following information:
the PID of the data stream in which the MPEG section is to be found;
a descrambling data array comprising a number of PID ECM:s for descrambling
PIDs; '
20 an operator reference, which recognises a particular ECM to be used to
descramble the PID;
the hardware filter value array to be applied;
the hardware filter mask array to be applied;
the software filter offset value to be applied;
25 the software filter value array t-o be applied,;
the software filter mask array to be applicd;'
the maximum size of the section (up to 4096 bytes); and

a time out function determining how long the device should wait to load a



The section is |oaded all at once into the buffer of the RAM vol une 4022
. allocated 5 by the device. Wen the section has been |oaded, and if it

cor r espondswOP8{4a€1s software filtering criteria, the deR€CHEPEMBLI4
t free the demultiplexing route and inform the application via an
“event”, which includes an execution repaorggand the address of t he

buffer containing the section. After |oading, a section is identified by

' the address gection Qfgrbi oP béckivhs bPapleh it is stored. 10 Wen a table
is to be | oaded, the Ice Is also supplied with the TID 4302. Each
section of the table |s | oaded into the respective buffer allocated
‘therefor all onge. . .. ver | S nat es ent i he ta

are | oaded by ptfit} ﬂ@%ﬁ%ﬂ’?ﬁﬁ ?:gmészmo asc srﬁsze%{'} %F’&Ero

each section QfctidaScan@ibt @xdeédlsgg@?g,& t he device may |nf orm t he
application that that section of The table has been | oaded. Alternatively
or 15 additionally the device may i nformthe appl I cation via an event

that the enti tabl.e . s, been | oaded nt o uffers
~allocated ther'@fgpetion s loaded Wf‘ho'?%f@”eﬁ’fg’ ?3@‘? &‘%Myvo “‘Pﬁﬂbgfaﬁ cate
. typicallysl Oa@'ﬁdtﬂe”déd?& f olvheith s¥@bn has beerl ﬁ?aﬂ&ﬂ' Rid G 1@501‘1’&‘?:05&3‘ Ttd"*’i!_i@

: filtering is omtted for reasons of clarity only); step 1:
speci fy the haeftwarectilt¢ringeeritemia, l&hcadcwe sigmud fneel thméemdnpm:ng routet and ipform

val ue array

n t t
; cor r espondi ngﬁ%a?mﬁaﬂg? iR °(’5Wd’ @BPP\RB&Q%’S an cxre%'f‘ﬁ"?‘fec o brd the address of
i step 3: read Ttlﬁl?bﬁﬂér‘&nﬂﬁnﬁx@ @hé-s%&lééélﬁf&i 1843 g5 AGEtRIh é@@&df&ddﬁttaé AidRsd he

{ nunber of sections to be |loaded (=L + 1) and change the hardware filter

' mask 25 arr&ﬁth5hﬂﬂ¥ﬁﬂmYﬂﬂ@hhhﬁdmuﬂé filter value array 4536 according to
t he val ue of the LSN 4540; steps 4 to 6: |oad the
remai ni ng sections 4542, 4544 and 4546 according to the val ues of the

‘ TID and tige LSWhend taisteds e beVeaded,! the tdeeiceiplalsoasupplied with the 'I'IDMM%/ Bachl 5

i PCT/ EP97/ 02114
: Tabl e | oadi ng spaficspfythe dhle dt badprbinte theatpaprctive hutfar alhgfasqﬁc@e%wmll at once.

downl oadi ng | Ho ever it Fi‘fl@tj’ dﬁgeﬂtlgﬁ]gxart Iﬂﬁ: &Hﬁgﬁaﬁ‘? i}oghgﬁ ggg%ﬁttg%%clﬁgn (@)fd ?tggr?d

: Before this event

4 | oadi ng of thanﬂdblsectﬁimmﬁdr bAs wucie esction| of the table is loﬁﬂéd;rthadbabé endyeinfdraen
1 loaded, it is |dent|f|ed Wi th a nane assigned to it by t application
when request | ,%e application| thay ,ﬂppé ssetion of 4hg table has been loaded Altematxvely or

15  additionally the device may inform the application via an event that the entire table

has been loaded successfully into the buffers allocated therefor.

With reference to Figure 12, a table is typically loaded in the following way

SRSTTI TR LT

Sty

(description of the software filtering is omitted for reasons of clarity only);

step 1: specify the hardware filter mask array 4534 and the hardware filter
20  value array 4536;
step 2: load a first section 4538 corresponding to the hardware (and software)
filter;
step 3: read the value of the LSN 4540 of the section 4538 to determine the
number of sections to be loaded (= LSN + 1) and change the hardware filter mask
25  array 4534 and the hardware filter value array 4536 according to the value of the LSN
4540;
steps 4 to 6: load the remaining sections 4542, 4544 and 4546 according to the

e T T o e 0 VTS ST o L i ™ TR beind 4

e AR

Ty

values of the TID and the LSN and send an event to the application.

P RN N

TR
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I nformation regardi ng the way in. which a table is stored in the nenory of

t he . receiver/decoder 2020 can be accessed via a call i r ns a
descri pt or 3YO P§idsa1s tabl e. An exanple of such a descri p}tNg)rC%S’g{qg in
Figure 17. The descriptor 4700 includes a field 4702 conprising the

total nunber of sections (LSN + 1) in the-table 10 and a list 4704 of the
buffers containing the sections 4538, 4542, 4544 and 4546 whi ch nake

| up the table cEableriopdige\is ORly sRmBleter Whep a8 £Xehfipficating, suasrssfyl doynloading is

“th h i 6, hAVi £, 1" ' 2
Chaving o oC! EtereiBie B diSus, BE e pmendbff 4005, “BetdPe i e B L
- conprises all ghgihbqueas; tabeftfon'T b 16401i€ 8P didtable shbeldbe swessfl>  and

i software filtering criteria. The sections appear cyclically in the MPEG
§ data stream Wth reference to Figure 13, a group 4548 is

| Section (st #9631 s e IR FLAD Reptcied wliC Bk B & 13} gpe

. criteria, @ithabhieaGbiovhenaehhdiig (R AowhlAdRlg dfhetableoup t her ebetween. 20

The | oadi ng of 'sections in a group may occur using two different | oading
nodes. In the "followi ng node", a predeterm ned nunber of sections

of secti on ( SoiroBuid-gearying he Ve 3F SREN ¥ TIE 4E SRR 38 pf dhrfBS of 1R
har dwar e filt egscefi@f/dvedder 20b0 @an BeladcbSed™ia MUGAIIS®BichOfRtturns a ddsErifstbh of the?5

Wth reference to Figure 14, the device Prejerably first applies hardware
and software table. An exgmyds a8auch a descriptor is shown in Figure 17. The descriptor 4700

PCT/ EP97/ 02114, . ) .
(il toring ori t BEPdes s fsld 702 comepising te fotal mumberof sections (LY, 3 i s table
only This10 and avlitds704hef tiRabuffers Wontadsing dhe sedbichs 4538, Us4hufddar smdofisdge

RAM menory vol une 4022 of the receiver/decoder 2020 prior to the
| oadi ng of thewdixh wske upUpetable commensing withrthe segtiops4¥4 Bawing thegSINpfy"0",

cof tuar o 1111 oPrR e R AP0y e YRR 10800 s0 bn uol P B2 MY S

software filterifig Cri e downl oadi ng*o
SGs and SFG fr e $Necogfespondiig tPfhe IBINa secti ons.

A group of sections comprises all of the sections which correspond to the hardware
15  and software filtering criteria. The sections appear cyclically in the MPEG data

stream.

With reference to Figure 13, a group 4548 is delimited by two sections; a first section
(SDG) 4550 and a last section (SFG) 4552, each of which corresponds to respective
filter criteria, with the other sections (SG) 4554 of the group therebetween. ’

20  The loading of sections in a group may occur using two different loading modes.

In the "following mode", a predetermined number of sections 4554 which immediately
follow the SDG 4550 are loaded. For each type of section (SDG, SG, SFG), the
application identifies the TID, hardware filter, software filter and the maximum section

length.

25  With reference to Figure 14, the device preferably first applies hardware and software



In the exanple shown in Figure 14, three SGs 4554 froma group of MPEG
sections ‘conprising one SDG seven SGs and one SFG are to be

downl oaded WOR$4B#HS MPEG data stream Foll owi ng stor agBCBEPITIRIBDG
4550 in buffer 4556, the first SG 4558 10 fromthe group of MPEG sections
to be transmtted after the SDG 4550 is stoped in buf fer 4560.

Li kewi se, the second SG 4562 fromthe group of MPEG sections to be

transnitted af fgerihgeriftbla td¥nablexhé dowalbadingbatid Q6ridd 6 twmmmﬁlg THis
4566 from t he group of MPEG sections to be transmtted after the SDG

4550 i s st or edaYqidpthe loading of redumbmt SGs14554 i buffers afithe RAMGmemeny ivoluese

until either t | ; t] 4554 tared
or the S 455307 S bt HEcHARERoky B0’ Lo’ B 1043 of he, SDREASSE. B
stored in a negstestidm) SDG 4850 is stored in aAfierdghlos@tidn ibuffert43369 Tk Melice then

| oaded, the device may informthe application via an event that that
section of 5t heappliss hardwarscand sefavarg. fillering qatarinetoy ehahle theiidowalnading ob the

t he devi ce may ] Rfqr |4 catio f Lther the conpletion of the
st orage of dés?{eﬁe%%@ §§§t¢’§’ﬁs‘h8%“?‘1?e8ﬂm§%§8€ cg?nsf he SFG 4552 by

sending an event to the appl i cation. In the "precedi ng node",
a predeterm ned nunber of sections which i medi at el precede the SFG

are stored in Imterxample shoven inohigurerty, theeerBGs/prS4ofromen grovp of MREG2Ectio
PT e PP béifblighe LfE8DIC, sEied $86 BhPond SPo 4181608 Enhlodiel sopf e Wibho

filter and XI mum’secti on

requires the udfta@ire8meiFolloving Btordgd oft he SDGA4IFOEG Wifdri 4538; the first SG 4548

98/ 43415
PCT/ EP97/ 491 14from the group of MPEG sections to be transmitted after the SDG_4538 is stored in

Wth ref j A5 . ' i ; har dwa
and sof tvaro. Putter 4S8 3 keviek e SEAECS G BT tid BERR MRS RGR B
storing of thetr&sidmitted @ftenthy. SOGi4550 is storedritpbuffert4564| ddihe ghied SGe4585IRHh

SGs 4544 in th@SRAM mepory vol ume 4022 of the recei ver/decoder 2020
prior to the |G&dE0RP 8”4%@8%%5?@!”%6@6@@@@@6% SBEA55) is stoyed in bufifert
stored. The de)égég_a then applies hardware and software filtering criteria

to enabl e the downl oading of the desired SGs and SFG fromthe group of MPEG
dat a

15  Storage of the SGs continues until either the required number of sections 4554 have
been stored or the SFG 4552 is downloaded. If downloaded, the SFG 4552 is not

stored in a memory location.

As each section of the group is loaded, the device may inform the application via an
event that that section of the group has been loaded. Altematively, or additionally,
20  the device may inform the application of only either the completion of the storage of
the MPEG sections or the downloading of the SFG 4552 by sending an event to the

application.

In the "preceding mode”, a predetermined number of sections which immediately
precede the SFG are stored in the memory locations. For each type of section (SDG,
25 SG, SFG), the application identifies the PID, TID, hardware filter, software filter and

the maximum section length.

Loading in this mode requires the use of a circular buffer to store MPEG sections.



sections. In the exanple shown in Figure 15, three SGs 4544 froma
group of MPEG sections conprising one SDG seven SGs and one SFG are
to be downl'¥Q&8@3415om the MPEG 10 data stream Fol | owi ng t hECHBRHY®BA ng
of the SDG 4570, the first SG 4572 fromthe group of MPEG sections
to be transmtted after the SDG 4570 is st@sed in buffer 4574.

Li kewi se, the second SG 4576 fromthe group of MPEG sections to be
transmtted aMWith rdferen&EXs Righft 15 tisdt devict prefdrably dirstdppHeshatdvhaee dndi softwace

4580 from EG sectiaons to, be .transm fter the SDG
4570 is stor eﬁItFﬁnélEﬂ?"é}a tPBEnabgP downioadmg anf},storipg of lﬁh‘Sép%'Sé%Of onlin tHds

ot ored i n uf Faiioh L foalifhe ¥t LAGRAH SEASAAE ; RAM demory vl izs bt e,
been Si'ei:bhtil:r/d&‘d:crdek Q029 priencd tirf lohding wfithe DG HSFO0L UipuanddtéctidnSSDG

4586, 4588 and_4590 ar red in buffers 4578, 4582 and 4574
respectivély. 4550 nmS’t‘BWQgéIhﬁ 3%’6%5 ﬁhﬁntqepkcscmdwerﬁméQﬂW%rcé‘-HFﬁmsmma

until the SFG, E%%E [{vg?

i f the desi rec1O er (%F)R"g@s% é/ftrl?gtd §?G g&h%géé o g he %E?éﬂ]
detect ed. Uposediohecti on, the SFG 4592 is stored in a buffer, and

event indicating successful downl oading of the group is sent to the

application. I nformation regarding the way in which a group is
stored in the h&mnﬁﬁlguré o7 %ye%ré@@a?ﬁ@ﬁo&%gﬁ&@mm&c&%?xsﬂs
via a special ca returns descri ptor

exanpl e of suctmerisiag cune;StDﬁ sesers EGwrand mnEIS@lﬁ} erelt6 beﬁmﬂlmbd |ﬂfmtm)the MPEG

4600 i ncl ydes a field 4602 co risin the nu of sectl ns _in the group
and a 114" alta sirgerm. olowEra e CEPEIRdREALIRRSDS ¢RE iy BrLEE 4372 Eren S

(dependi ng on .
bCT EP97/ 021 1&“&% SORBE sections to be'\Pandhited Ldter the SDG 4570 is 5 A)rgd in buffer

nmode) and t he4§&tt ihﬂtstﬁ whe secomdk8GuST6 rogn che droup lvé MPEG sedtionsadi trg.

After the grou has n |oa , Jr o is u ti wth a nane

assigned to iff Sm‘ttegagty"/ }}Feglﬁgp‘ﬁsga‘ﬁlsﬁﬂ{"ME %@fq‘g%& %&H@@&%ﬁ%ﬁﬁ@ of

the group. the group of MPEG sections to be transmitted after the SDG 4570 is stored in buffer
15 4582.

The fourth SG 4584 from the group of MPEG sections to be transmitted after the SDG
4550 is stored in buffer 4574, that is, the buffer in which the first SG 4572 had been
stored. Similarly, each of the subsequently transmitted SGs 4586, 4588 and 4590 are
stored in buffers 4578, 4582 and 4574 respectively.

20  Storage of SGs in this cyclic manner is continued until the SFG 4592 is detected by
the device. This is the case even if the desired number of SGs have not been loaded
before the SFG is detected. Upon detection, the SFG 4592 is stored in a buffer, and

an event indicating successful downloading of the group is sent to the application.

Information regarding the way in which a group is stored in the RAM 4022 of the
25  receiver/decoder 2020 can be accessed via a special call which returns a descriptor of
the group. An example of such a descriptor is shown in Figure 16. The descriptor
4600 includes a field 4602 comprising the number of sections in the group and a list
4604 of the buffers containing either the SDG or the SFG (depending on the loading



It is possible to add a section to a group or to delete a section froma
group. A 5 section may belong to nore than one group. When t he
applicati oWOe8MMEI s the addition of a section to a group, tPRETARITAZGS Of

t he buffer containing the new section is put at the end of the
descriptor 4604, and the field 46024 s updated. Wien the application
requests the deletion of a section froma group, the address of the

buf f er cont aigj ' SRS G SV P R{ake hebrbhe ' .o 4600,
and field 460 b?@ %’Igd%fi’g. I'f the }gect i ons%gts %tﬂfggﬁll%?sr?%g;lto%%#gi n the

group, the descriptor is reorganised to renove any enpty nenory
spaces. Thus

vkt IS ossj bl,e, t.0. have gn."e y, group” by del eting
ST Cof the eAkterihe group has BeSRlapnc, of is Gy ddentibirdfith Spame epsigncd to
identifier, f : #.ggge y :] I t he LCARD devi ce
and " RCARDDE\}WCI%t I D'iil g??\?nl les t ehg%&gtc) dfgnloﬁdéi\#gg%ﬂéb%ﬁp' Wen a new

device 4062 is created, it can be installed in existing decoders 2020 by
downl oadi ng the rel evant applicati on 4056 fromt br oadcast_ centre.

Typi cal |y thdt 1S possiDlgpte; FEFHRT TR EIEUP OESOHARIF GuSeSHOB RO &TPMP- | 4
256. ' | | f rg}g‘%i n the receiver decoder 2020 by
an appli CSatiOsgIﬁ%@gfé%%l&%%dgﬂmtig)ggan? 2 hardware and software versions

and, if correct, |loads the software nodul e representing the new

devi ce 4062 asks a.prqcedure of, the,.tool pox 4058 to install _the
new dovi ce. cONBeREIFRPHCAEOR TGRS the 3IEAMEER AesHoR P 2 mgpp, By pddress of the

provide a fl exirhh QoRtathiseMie Rw detioh it AP RS enAH the Bk b4, |
decoder 2020 oVVitI’]]O%t af f ect ilng sféle restcnof t{%e so*l?%ﬁgm’%géﬁ@ﬁflg
wi |l be under4i03ois updated; héVimnethenapplication irequestssthb aletetibasof alsectiab from a
E,gl-/e :5%9%102 1 18Foup, t}(\gagglleés?’gg t?xe buffer containing this section is suppressed,ig the de:scn'p!:orway
of exanpje, arsdoEsH fitkP4602 R upka@l! af theCaBtibs wiB IRt Yhd Rkt sekhisn ﬁf:ﬂﬁ\‘j‘%&ip,t he
i nventi on. Each feature disclosed in the description, and (where
appropri at e) théedeseriptas isirgorganised to remove any empty memory spaces. Thus, it is

possible to have an "empty group" by deleting all of the sections.

Devices are identified with a unique identifier, for example, "LCARD_DEVICE_ID"
identifies the LCARD device and “RCARD_DEVICE__ID" identifies the RCARD

15 device.

When a new device 4062 is created, it can be installed in existing decoders 2020 by
- downloading the relevant application 4056 from the broadcast centre. Typically the

maximum number of devices handled by one manager is 256.

This downloading is performed in the receiver decoder 2020 by an application 4056
20  which checks the hardware and software versions and, if correct, loads the software
module representing the new device 4062 and asks a procedure of the toolbox 4058
to install the new device code within the firmware (in FLASH memory). This can
provide a flexible and secure installation of new functions within the decoder 2020

without affecting the rest of the software.

25 It will be understood that the present invention has been described abovc-purely by



drawi ngs nmay be provided i ndependently or in any appropriate conbination.
5 In the aforenentioned preferred enbodi nents, certain features of the
present i nvMQ 9843415 have been inpl emented usi ng conput er FEAERA7/A2114
However, it will of course be clear to the skilled man that any of

t hese features may be inpl enented using har@bere. Furthernore, it

W ll be readily understood that the functions perfornmed by the

har dwar e, the waypeft exampié,t st modifications: bf Idefadl eanebp enddsr withinothescopes iofighe -
electrical 10 , and |ike signals. Cross reference is nade to our
co- pendi ng appl¥¢3tP®ns, all bearing the sane filing date, and
entitled Signal Generation and Broadcasting (Attorney Reference no.

PC/ ASB/ 19707), Smartcard for use with a Receiver of Encrypted Broadcast

Si gnal s, Eachl fewurei disclogett imtheedeseaiptionnand KwheCGippsapriasgDthe, claims and.

Br oadcast and Reception 15 Syst.e an nditional Access Syste
Cheref or (ALt oF SRS FEY it cRroRiied Tdependsariis Py PR SRPHGIGE-
Conmputer File from a Transnmitter via a Recei ver/ Decoder to a
Computer (Attorney Reference No. PC/ ASB/ 19711), Transm ssi on and

Reception 6f Téi theiaforomentionpdprefesred mchbOdireentSaertainAestoresef the presenRifventior e
No. PC/ ASB/ 19712),. Downl padi ng, Data (Attorney Reference . .20

PC/ ASB/ 19713) i éP’Px}Eﬁﬂ}‘gﬂ ugng &&‘F’B‘é‘t‘f 6?F¥W'(“Rt 3%9%% ’\"g&‘ﬁ OF fiersqBe clear
PC/ ASB/ 19714) , tJf eleCiifit P thEtaQﬁ)Q O%E%a@&txﬁgy 'B%Viﬁiﬂ&BEﬂEd(u@ﬁl %a?@hgc.
Ref erence No. PC/ ASB/ 19715), Extracting Data Sections froma TranSmtte

Dat a St r Farthératdrey itewilkdfec readily dinderftGHA\3BALL thel Gynctibos gesfotned rint the

System (Attorn Ref er ence . PC/I ASB/,19717), Data Processi.n yst e
(Attorney Ref eﬁé’i‘?&”@’?ﬂdhc ggmpuwg{%pfgﬂ%fyc}éﬁge eo%"tf?‘?fg{eda%°ﬁﬁﬁ FFCGW“{T]

System ang Reggd BRE sfparder and Renote Controller therefor (Attorney
Ref erence No. PC/ ASB/ 19720). The di scl osures of these docunents are
i ncorporated herein by reference. The list of applications i ncl udes

the present application. . .CLAI . 1. A_net hod
of “extracti ng. GROSGEBPRI i o, 0, RorPERUE ARPeatiope i kefing theiefpe Aifie
of sections of dgef anfr &AtRAIISEME] TWentAitidns 86d | Brdad@dihg A Adtorh&2 ReféBfice no.
comon section -characteristic, said nethod conprising the steps of:

5 (a) r ec e PG/ ASB(19808)s Smastcawbfor use with a Receiver of Encrypted Broadcast Signals,
and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception

15 System and Conditional Access System therefor (Attorney Reference No.
PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),

Transmission and Reception of Television Programmes and Other Data (Attorney
Reference No. PC/ASB/19712), Downloading Data (Attormey Reference No.
20 PC/ASB/19713), Computer Memory Organisatfon (Attorney Reference No.-
PC/ASB/19714), Television or Radio Control System Development (Attorney
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney
Reference No. PC/ASB/19717), Data Processing System (Attomey Reference No.
25  PC/ASB/19718), and Broadcast and ﬁewption System, and Receiver/Decoder and
Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures
of these documents are incorporated herein by reference. The list of applications

includes the present application.



(b) filtering fromsaid data stream one section fromsaid group accordi ng
to said at | east one section characteristic; (c storing

sai d one s¥WQ P##341%nd (d)  repeating steps (b) and ( T’(’E”Z;’P%)‘rlé
fromsaid group a_selectionof—thg secti on successi vel y received
after said one ~e’mIlScSﬂﬂEE'l"rVﬁ“ag (TR operat| §I —made—a—pfedefefm—ned

nunber of sectigns foREMq‘ﬁP ticular secti sal d group bei ng
stored, whereas in a second oper ati onal i'ﬁeﬁed nunber
preceding a p ' ar section in said gro d.

2. Arrethog’a;cu?!_b?dlngto Caim1l wherein said a first
section and 15 a last section, in said first node step (d) conprising

storing a predeter . at ely foIIo t he
first gect Pon ins H"c&"glfg%?%%‘é?sf ﬂnggfapurglsty OrPsgg‘&t gd(%f
conpri sing st E’tﬁééﬁg §a19r@ﬂite§€€tf8nnﬁ£jvx grgiefeaﬁf oﬁéa%d:tﬂﬁﬁ charactenstimﬁi ethod

preceding the [ast’ section in said gfoup A net hod accordi ng
to Caim1l orc@uptisingithe staphofection is stored in a 20 respective nenory
| ocati on. thod according to Claim3 wherein, after

4.
storage, €ach storéEF"évé’&wzi‘tg Stream; i gentified by the address of the

menory |ocati.on i nﬁ‘l‘ﬂ&ﬁﬁ? sBﬂaéneSs‘%ﬁﬁb&&oﬁ s&ill PaBfstream according to at leﬁst'"@lcﬁ@&
according to any precedfng claim wherein the first section of the

group is initsmtﬂoydlbracmdcfmme transmitted data stream 25 6.

A net hod accordlng rein, in said first node, step (d)

conpri ses théo?Pgﬁagpkgig§Q§ﬂently storing sections of the group
successively received and filtered

- 27 - i medi ately after said first section, each section being
stored in a r@spectA methedrasegrding to Claim d¢whetsin saih filtering stepcompsises the steps
predeterqhned ﬁunber of sections have been stored; and before said
predet enihed Rtinber of sections have been stored, the last section in the

group is stored. specifying at least one filtering characteristic, each characteristic comprising
a filtering criterion and a value for that filtering criterion;
comparing the or each section characteristic with a respective filtering
characteristic; and
15 filtering said one section from said data stream when the or each section

characteristic corresponds to the respective filtering characteristic.

3. A method of storing a plurality of sections of a transmitted data stream using
the method according to Claim 1 or Claim 2, each section being stored in a respective

memory location.

20 4. A method according to Claim 3, said method further comprising the step of:
specifying at least one data filtering characteristic, each data filtering
characteristic comprising a data filtering criterion and a value for that data filtering
criterion;
comparing data stored in each stored section with a respective data filtering
25 characteristic; and
" enabling said stored section to be replaced in said memory when said data

stored in that stored section does not correspond with the respective data filtering

_—
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5 7. A nmet hod according to daim5 or 6, wherein, in said second

node, step %98/43415 conpri ses the step of subsequently storlj.@lgE%gﬁ,tthns

successi vel y Técel ved andrips! st ¢ = i medi ately—after said first
section, each section bql ng skep B B '?’g_s ctive ne _rg | ocat1 on,

until one of: said prede : : sections h i" dlas BdenRethced

1 wher eupon the Lang-.stored in the nmenory | ocations j y
overwitten bya%%dt%%gbsequent ly received and filtere mnl t he
| ast section in the group is stored; and before said pre I ned
nunber of sections have been stored, said |ast section i g stored.
8. A met hod5'accoﬁdmﬁ81°§cﬁcﬁ?ﬂdlﬁﬂ e 4%&&&‘?}5 COIRRANIPS, theStgp P?'I tering

step conpri s t . 1on < £
FiPering charater ?x&p}l@?xg%asgﬁ%éﬁﬁemﬁcatmn signal to én%gmwﬁ&ﬂwﬁén Aa@&aétla $idfed

aracteristic conpri'sing a filtering
criterion and i said serédsectibatcofresgonds g saidi respeictime data filtering charactaxistipar i ng
the or each section characteristic with a respective filtering
characteristic; and filtering said one section fromsaid data

stream whep t h@ or @a tﬁ&f?%&?diﬁgcto cRhar icmgfeﬂ is&i'gl\%rgg%iﬁxg ga&ﬁ&i&goﬁ Qf%ngl

respective filtering characteri st accordi ng

any precedi ng cémprisesfthe stoeagecattdpess of saideomd sgetioh. suppl yi ng
a section identification signal to an application upon storage of a
section of said group. 10. A nmet hod according to daim?9,

wherein said section | | f4 ! | CH ey r
address of sai g st o%egggg)tgt %’fo%.%hg% gQTlO o ?Jf.S%én?AnsrféétE ﬁm(;éh%? ééﬁ{ﬁlgﬁ@nggglﬁdd
storing from aClaime3rtd 6 daidadeations beingacyplically traysmitted inchids dathi stieampfeach

data froma group qQf said sections haying at ]east ,one comon,.section
characteristi c89YB é’t‘%m‘?‘?’&lal frstsecign éﬁ"x a&& S55H19B S Wt?‘?éf%‘?"é%%% Bregsteps of:

acconpany§g storing the first SeEMBHI0S - 12.  Apparatus for
extracting and storing From atransmtted data streama plurality of

{ sections of data fr subsaqupmlyplosinleaiing seetipn® scchssivahy transrhitted imorediated pnafier
4 section . . . . . . .
. said first section, each section being successively stored in a respective memory
location, until either said last section is downloaded or a predetermined number of

sections have been stored.

1S 8. A method of storing a group of sections according to the method of any of
Claims 3 to 6, said sections being cyclically transmitted in said data stream, said
group including a first section and a last section; said method comprising the steps of:
downloading the first section;
subsequently downloading sections successively transmitted immediately after -
20  said first section, each section being successively stored in a respective memory
location, until either said last section is downloaded or a predetermined number of
sections have been stored whereupon the sections stored in the memory locations are
successively overwritten by subsequently downloaded sections until said last section
is downloaded; and

25 storing said last section in said memory.

9. A method of storing a group of sections cyclically transmitted in a data stream,

said group including a first section and a last section; said method comprising the

e
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characteristic, said apparatus conprising: 5 means for

receiving the data stream nmeans for filtering fromsaid
data streaf¥8A®4348étion from sai d group according to sBEHERY/Q2Ekst
one section characjferistic; and nmeans for—stori+ng——Ssaid-one-

section; THIS SHEETUHAB IREENI hg near28 and st orag rean bei n%

arranged to store from JHPYAGEBup 1 a selection of t & eplaced

successi vel y stpeiofed after said one section, in a first ’ NH" onal

node a predeterm ned nupber of sections foll ow ng a chos

sai d group being stl6FE¥Ng e daBSUEAM; second operational node a

pr edet-er m ned nurlﬂéq{own oadin cheﬁﬁgkélﬁigﬁ £A0% 'éﬁ%i%\%ﬁa&ai d group being
: e

stored paratus according to alm 12 rein said group
includes a first seubsayuefithy downlbadingasttionssticarssivelyaransinitted ingmediately afteq

t he storage nmeans_.bei ng.arranged to store, . in sgid first node, a
pr edet er n nedls%gngésr‘ %"gn%c?qc n%ccpﬂ'?r\i.’gﬂncﬁ é\."ipef%ﬁ'?lﬁvﬁt‘?fﬁgt‘ﬁea fF$RSEtive memory
section in Sa'l@ca@i'bﬁ}’ﬂnti?%&%aﬁf %tefccﬁﬂn %@'dﬂw%?&a@ﬁ&e' o?‘;ag?redétc:&ﬁﬁféﬂ_txﬁﬁﬂe??‘f

nunber of sections 1medi ately preceding t section in sal
group. sectiohs havé(been atowsd csaid diempryo Cl ai m 12 or 13, wherein said
st orage neans, conpri ses 20 a plurality of nenory |ocations for storing
respective sections. 15. Appar atus according to C aim 14,

conpri sing nmegps fof N b ; el s S
of the nmenor yqlobc até CI#\&F(?\H %@Ifgﬁﬂ% ﬁg&g ?cf? Fgﬁ)ﬁss‘f ygltl cc?rl 123%%ﬁméwm aht%éf&fyaﬁﬁ.
Appar at us acceaidi gmyup dnelngingfa Eirsti sestidi ahd allast sdedioe; said heethod tcomprigingethas
S arra&ged;oinitiallyfilter the first section of the group from
the trand® tt SEP§AEL 25 stream 17.  Apparatus according to

Caim16, wherein, rb&is@ith 8ith %Gresﬁﬁ%méﬁﬂﬁng 4 bh@4litYBf sections; "®aNs and the
storage neans are arranged to store sections of thé group successively

- 29- r ec eiinididllyrddwhnloadingthei finseskiction] y after said first section
each section being a respective one

of : said predeter mﬁégﬁgﬂ‘b&‘m&b@@eg S&t Iﬁév‘éc"'“igagq;%@:??f% i Onéﬂigtgﬁcf‘lﬁer
before said pggdefif @c@ﬁ&,rﬁmesrecﬁan Pefily Qitzedtiely REREd ShOL §6bpetthR memory
15  location, until either said last section is downloaded or a predetermined number of
sections have been stored, whereupon the sections stored in the niemory locations are
successively overwritten by subsequently downloaded sections until said last section

- is downloaded; and

storing said last section in said memory.

20 11. A method of storing at least one of a plurality of sections of a transmitted data

stream substantially as herein described with reference to the accompanying drawings.

12. Apparatus for storing at least one of a plurality of sections of a transmitted
data stream, said one section having at least one section characteristic, said apparatus
comprising:
25 means for receiving the data stream;

means for filtering said one section from said data stream according to at least
said one section characteristic; and |

means for storing said one section.

e

b



| ast section in the group is stored. 5 18. Appar atus according to

Claim 16 .or rein, in sad second node, the fiIt EA

and t he sto‘?’é&?‘%gmﬁ L_d r;é[l }t ore secti ons successi velll.%s, ¥
received and filtered i {ﬁé (laji e sai.d first section, each section
being stored in ry“otation, until one of: said

predet er m ned, gunbey of ,sectio been st d, whereupon | he
sections stor 3 m%%wn?ggg?\@mn &?ewélﬁrceé’egilfi%f?i“gfﬁmscg’%then
by subsequently r eqeéavleqoaeseéxgxﬁgeae&aaeﬁhe Qil&ﬁﬁgtdﬂarﬂc%shést:ac'ﬁe&ﬂd{%ﬂs‘ﬁc

t he group is stored; and before said predeterm ned nunber

sections havecbmprisinge Siering criteriog and ﬂ a@lpe §@2:thabﬁlt¢sng ctezivn; 19

: Appar atus accor di nqnto a%n%/rgof Cl. aIH_% ere n sai.d.fil n

. conprises: 15 O EARBAL: e F ‘ﬂ& SEUPR & ?raﬁtr‘?’é‘s?‘f P r? FF@ °t“’°
characterissti gjtefag thafaelefisi@ dndl | C conprising a filtering criterion
and a value for that filtering criterion; means for conparing

the or each secti omeanarfacfitering smdwn&smtmnipnntshidedéta streari nghen the or each

gy e
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characteristic; and or filterj sai.d one,section from
said data strSSEHORHIATACHISHE CBEEW(’%%S to tg"eﬁcls%’ﬁ“'&@ fetingchagacteristiGy r esponds
to the respective filtering characteristic. 20. Appar at us
according to any of Clains 12 to 19, further conprising:

means for suppftyi nd\ppasatis amrdlldgrtm(flanatlﬂow §3 gmaldowmqadngpq)plmdutymf suok N
sai d dat?. store n. said stored. sectl f‘? gponds to salg
respective dateetiPnpr @Y Sipring means GOMBLSNgE a R 1‘@ morgllocatmﬂﬁ oF storiag
accordi ngopto gs?bm‘gosecﬁbﬂ ein said section identi-fication signal

conprises the s orage address of said one section.

-30 - Apparatus for extracting and storing froma transmtted

data stream a Iur .Of td O data fram a group of said
sections havih g ggﬁmsoﬁcé:o’éq}ﬂ%%%g ?g’nﬁnha COmPHPECt eristic, said:
apparatus _conpri S' Ekibans for slpemfymg at lez?st o€ AntaSilteridy chefeleYishE ctaEl?dﬂﬁtfﬁtcnng
stream 5 ter for filtering from'said data ‘st ream one

section from mgnﬁtcpcmmm acdata filtering eriderian and heabte fomghatedata Giltering

characteri Stlgflt nd - a nenory for storing said one section,

15 means for comparing data stored in each stored section with a respective data
filtering characteristic; and

means for enabling said stored section to be replaced in said memory when

said data stored in that stored section does not correspond with the respective data

filtering characteristic.

20 16.  Apparatus according to Claim 15, further comprising:
means for supplying a section identification signal to an application when said
data stored in said stored section corresponds to said respective data filtering

characteristic.

17.  Apparatus according to Claim 16, wherein said section identification signal

25  comprises the storage address of said one section,

Wethod or apparatus according to any preceding claim, for use with such a
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said filter and memory being arranged to store fromsaid group a sel ection
of the sections successively received after said one section, in a

first oper AYQ 8%4341%, rmined nunber of secti orRCWERY®3 Mg a
chosen section in daTdISgSHERT 1§ BHEN ‘ tored, whereas in a second

oper at i onal rmde a |pr edeREPEARRY nu ai)ecedl ng a chosen section in
said group b store t hod ar.at us or.di 0
any preced 5 She form of s MRS, SRl CoffEinBRflaBh aha 6EREleR it

an MPEG bi tsdawgph@d;ﬁgﬁut@kﬁg s¥bR. and audio television 15 data in
addition to sald sections 24. Apparatus for extracting and

storing froma transmtted data streama plurality of sections of
data froma group,of sal d sectl 0 (o) nmon, sect i or
characteri stﬁ{: uBBPYAtUS %@&érle?sx 0&8 ‘%t‘i‘ Bg’dsl\}\'ﬁyt?r}e*é’?g?%ﬂgé Wﬁ‘%&edas
shown in thegt, streaxﬁ%ﬁsmmly”& Hereiff deribed with reference to and as shown in the

5  accompanying drawings.
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