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I NVENTI ON [ 0001] The present invention rel ates
generally to data hiding, and nore particularly to
data hiding in two-col our (binary) imges. BACKGROUND
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on the imge as a whole. Mreover, for snmall bl ocks
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such images is easily noticed.

[0004] Nevertheless, numerous data-hiding methods for embedding

- watermark data in binary documents have been proposed. For example, Min
Wu, Edward Tang and Bede Liu, “Data Hiding in Digital Binary Image”, /[EEE
International Conference on Multimedia and Expo., 2000, pp. 393-396
proposes dividing a document into blocks, and locating the most suitable pixel
within each block to embed watermark data. A list, based on the block size, is
used to rank the pixels in blocks in order of appropriateness for flipping. Such

ranking, however, is quite subjective and may lead to mixed results depending



| ess than ideal pixels may be flipped in sone bl ocks,
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image quality of the watermark data-embedded image. Moreover, many of

them require complex calculations.

[0008] Another known watermarking method is best suited to binary text
documents. In this method, the data is embedded in the 8-connected
boundary of a character. Pairs of patterns that are dual to each other are used
for watermark embedding and extraction, which makes it easy for the
watermark retrieval without referring to the original. However, the available
number for each pattern pairs depends on the resolution of the document
images, thus the available patterns can be used for the watermark embedding

are very limited, and the capaCIty of the watermark is relatively low. As well,



required for each character and pattern matching is
required for watermark enbeddi ng and extraction.

[ 0009] Accordingly, an inproved conputationally sinple
met hod of enbedding watermark data in binary text and
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3 image, the nethod including: dividing the inmage into
E001RUr alin & preferrot @okmodiment, 3x3 blocks are used, and the centre
pixel may be flipped to embed watermark data. Two pixel connectivity
conditions are used to assess if watermark data may be embedded in a block:
" (1) the number of solid (black or white) rows and columns through the centre
pixel should be invariant before and after flipping the centre pixel; and (2) the
number of white interior right angles (i.e., right angles formed with the centre
pixel) including the centre pixel should be the invariant before and after
flipping the centre pixel. Additionally, (3) the number of adjacent black edge
pairs (i.e., formed of two adjacent 3 pixel black edges) about a black centre

should be the invariant before and after flipping the centre pixel.

[0013] In accordance with another aspect of the present invention, there is

provided a method of embedding watermark data in a two-colour rasterized



assessing for each of the plurality of bl ocks whether
a defined pixel wiwthin the block nay be altered to
store a bit of the data within the bl ock w thout
alterlng t he vi sual attributes of the block in a
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columns through the centre pixel remains invariant before and after flipping

* the colour of the centre pixel; (b) if the number of white right angles through
its centre pixel and around a black corner pixel remains invariant before and
after flipping the colour of the centre pixel; and (c) if the number of adjacent
black edge pairs about a black centre pixel remains invariant before and after

flipping the colour of the centre pixel.

[0016]  Other aspects and features of the present invention will become
apparent to those of ordinary skill in the art upon review of the following



apparent to those of ordinary skill in the art upon
review of the followi ng 4 description of specific
enbodi ments of the invention in conjunction with the
acconpanyi ng fi gures. BRI EF DESCRI PTI ON OF THE
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are flowcharts depicting steps perfornmed at the device
[6017F! Gin the figureswiicts il estate| yrwayof erenole opit embedintesats
Eitgsent |nvent .on; [0020] FIG 4 illustrates an
rErEsSPtENeNEPYe| bl ock of an i mage that may embed
wat ermark data; [0021] FIG 5A illustrates an pattern
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K0241 de F1E5A s iatasan pattern ipagps pixg! biocki tgatdngy gpped
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[0022] FIGS. 5B-5C illustrate patterns in a 3x3 pixel block that are

excluded from embedding watermark data;

[0023] FIG. 5D illustrates those patterns included in FIG. 5A, but excluded
in FIGS. 5B-5C;

[0024] FIG. 6 illustrates an exemplary 7x7 pixel image, divided into four

overlapping 4x4 pixel super-blocks;

[0025] FIG. 7 illustrates a window overlapping a 4x4 super-block of the 7x7
image of FIG. 6;

[0026] FIGS. 8 and 9A-9B illustrates the division of an exemplary 7x7 pixel

image, into four overlapping 4x4 pixel super-blocks;

- [0027] FIG. 10 is a block diagram of a seed generator used to generate a

seed to generate a pseudo-random sequence to be embedded in a document;



generating a pseudo-random sequence froma seed, for
enbedding as watermark data; and [0029] FIG 12 is a
flow chart of exenplary steps used to extract and
verify wat ermark data from a docunent, in manners
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interface 16 is any interface suitable to physically

link device 12 t
[0031] Processor 12 is typically a conventional central processing unit and

may for example be a microprocessor in the INTEL x86 family. Of course,
processor 12 could be any other suitable processor known to those skilled in
“the art. Computer storage memory 14 includes a suitable combination of
random access memory, read-only memory, and disk storage memory used
by device 10 to store and execute software programs adapting device 14 to
function in manners exemplary of the present invention. Drive 26 is capable
of reading and writing data to or from a computer-readable medium 32 used

~ to store software to be loaded into memory 14. Computer-readable medium
32 may be a CD-ROM, DVD-ROM diskette, tape, ROM-Cartridge, or the like.

Network interface 16 is any interface suitable to physically link device 12 to



6 network 10. Interface 16 may, for exanple, be an

Et hernet, ATM ISDN interface, or nodemthat may be
used to pass data fromand to convention conputer
network (such as a local area network (LAN), w de area
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[0035] As illustrated, a document to which a watermark is to be added

is received in step $202. The document is an image in electronic form and
has been digitized into a rasterized image and stored in a suitable image
format. The image may, for example, be a jpeg, bitmap, tiff, gif, or similar
image. The image is electronically stored asa W X H pixel image and may be
formed as the output of a software program (such as a word processor, image
editor, or the like), or the result of scanning a paper document. The image is
a two-colour image (e.g., black and white). The document could be digitized
and rasterized directly at device 10 using scanner 28 and conventional

software.

[0036] In any event, once received, an image into which the data is to be



software. [0036] In any event, once received, an inmage
into which the data is to be 7 enbedded is divided
into nkn blocks in step 5204. In the exenplary

enbodi ment, nEn=3. As will however become apparent,
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adjacent (all pixels are typically referred to as 8.-neighbours of pixel p ).

[0039] The ability to alter (or “flip”) the centre pixel within the block
depends mainly on transitions between the centre pixel and its eight
neighbors. Mathematically, a “1” may be used to represent a black pixel and

- “0” represents a white pixel.

[0040] Specifically, the transition value along the horizontal, vertical,

interior right angle, and sharp corner directions are calculated and used as the
criteria for the watermark embedding. The pixels w,, w,,w;,...w; are the eight

neighbors of pixel p are collectively denoted as N(p). The number of black



interior right angle, and sharp corner directions are
cal cul ated and used as the «criteria for the watermark
enbeddi ng. The pixels w' W2, w3,...w$ are the eight

nei ghbors of pixel p are collectively denoted as N(p).

The nu xel
oRgam o, BusdhEBpE AR E 8 AR ‘st‘ﬂﬁﬁm% P
B(p).B(p)=w, +p (or for an mxn bl ock, _B( [
BheY.Bip) +) M ENC B) (or far gn=mxaibloakh S(p) =Y, %J&z,hf) nWhﬁE? a(ij)
nmxkn bl ock#¥at | ocations i,j). [0041] Tﬂefﬁhun‘oer of

rows or columm
gn{%ﬁk%p%ei% ﬁ%’ﬂéﬁgh/wlé\ﬁ%%%&% cuI ated as:
NVHt rans = X(P.w w, +4 + -13[0042] VWere, wis the
[004p] enFhe nofnbgr ofndifgrm €. et tadl wlmtmwleaibbiﬁc@frows or [cobu¥)

of whi t t ht |
W rgﬂ@n{s‘ﬁ@m@;ﬁ%}@ep?éaéﬁ%tq & bl ock. " about a bl ack

corner pixel, I R Tr ansition", N,Rran,. may be
cal cul ated_ N Ri J(va/Zl Vi - 1- H 2i +1)
i =1 wheres (B ﬁﬁni?*‘% >'8 . [0044] The

number of "€ 3'I'r anS|t| on" adj acent bI ack-edge pairs,
formed of two adjacent 3-pixel black edges about a

c ol shd 3tis thercorh lehﬁaf\ﬁf :
ﬂcﬁﬁt WHérS _:\*\%/zﬂ??f%m&fswz. +4) gv:here ng = ot

= w2 , wu = w3 , and wi2 = W4 . [0045] Now, |n
moae] f Fhe auotieen g:éwhi’aeiﬂteri@re'iﬁfﬁ @ngleraél e tiaclndingiiae eentre

ke i abiock. dfou Atk SrRBRERET W T Bnoftol na-aling bt
SHEQHRR 4

4
N irirans = Z (P-Wy; Wy (W)

=l
where,w,,., = w, ,if 2i+1> 8.

[0044] The number of “C Transition” adjacent black-edge pairs, formed of

two adjacent 3-pixel black edges about a black centre, N, may be

calculated as follows:

Neyrans = 2 (P Wi W1 W40 W3 Waina)

i=t
where,w, = w, , wg =w,, w; =w,,and w, = w,.

[0045] Now, in order for a change in the centre pixel to not have a material

effect on the appearance of a 3x3 block,

(1) The numbers of solid (black or white) rows and columns through the

"centre pixel N,,,... should remain the same (i.e., be invariant) before

and after flipping the centre pixel;



centre pixel Nyg,rans should remain the same (i.e., be
invariant) before and after flipping the centre

pi xel; 9 (2) The nunbers of white interior right

angl es N, R'gns, including the centre pi xel, about a

efor B AiaefLT Y epla%g{'ﬁﬁt et & Eﬁc"u?@%rtﬁ%@&tre
”U”beeé,xa [ aBAL LK BLAGK pBAASHRAIIIS: th sBrme (1R ffEatAHy

about a Iac
cent rbefnte amisaﬂém‘upping@e benteeapisel; (i nvari ant) before
and after flipping the centre pixel. [0046] FIG 5A

| I I ﬁﬁghgﬁnP%F&c 5&355@;& b%%%ﬁg%a‘?rskm@cﬁn@eéf'tﬂg gdiacent

e’'centre
does Mlxafb‘laxkted@ésin abbs)a bick eeRtrEX oBshauld bBGhe same
respectively illustrate the format of bl ocks not
meet | (tirglacientiitleifamgr@aﬁefﬂiﬂﬂ)il‘@fﬁe(ﬁen&e,Pi@I-change in the
centre affects NIR'ans2 and Nc"ans, respectively). It
ePe Q*]@e“.i)ﬁﬁuét&ﬁés tH¥roRHAf é\@x%nﬁilé’ﬁb%k@h‘?ééﬁhg%ndition
t fall 1nt patterns illustrated in FIG 5A,

ENX¢i.elph chagyMbe cehtre pitdhdbed not dffact fAa),] 1) lwl'nlh (FIGS 5B
patterns which are illustrated in FIG 5B a
and BE sespastinely dhustratrithedprmaat of diacks got ezting ISIOEEIEIS”S (@)

At §na chiige OB ebls ARER. Moo S Somer eSRbriySY:
tI%Irau %@%@@gﬁédﬁhéﬁhé sWIIéSIE Hl?dk@%?e toseliRat f@!l Wﬁleﬁ?étie@ﬁ@

strate his pattern actually occurs
nlustqa):emn I§IG ISAmXﬁ&ldmg hmgexer thﬁﬁethaIfuﬂhBr fafiiméhe patterns
n
FERP e RISFofRFRS. 56 S 6f B6se otiiioRl 41 flections
obthd |dbpm:ted RipckstidhGS. i5A-6Cill it of be mcladadjvwmgndmons
é Ernan eye when flipping the pixels in sharp
i So, this scenario is further excluded from
flipping by condition (3), shown in FIG 5C [0048]

7P| e Thé essmpli g mdiBod ot foratsingay, pikes wirch hd)perte

I [u t rated |j t
bein Beayed Yrsaied aégP%-t@gaEF'aa@ite% S frequently
%lh@{rﬁ{mhg% eHERBILL, I‘Iﬁiﬁ)ﬁwgb h@QeRlre ¥t @Ehﬁotfc@éaté%ther
hus cal cul ated before and after flipping the
custer or aih jeolated piebphissoenania & dexjt witty byoenditien Heshown

RIS BB 96 RRhBYiRg 39 théthfan eye when flipping the pixels in sharp
corners. So, this scenario is further excluded from flipping by condition (3),
shown in FIG. 5C.

[0048] Example blocks meeting conditions (1), (2) and (3) are illustrated in
FIG. 5D. Again, rotations and refiections of the depicted blocks will similarly

- satisfy these conditions.

[0049] N, for each block is thus calculated before and after flipping the

centre pixel in step $302 (FIG. 3). If N, ... does not change before and after
flipping, as determined in step $304, flipping the pixel will not destroy the

connectivity between pixels in the block. Therefore the pixel can possibly be

10



flipping, as determned in step S304, flipping the

pi xel will not destroy the connectivity between

pi xel s in the block. Therefore the pixel can possibly
be 10 flipped to enbed wat ermark data. O herw se, the

I
Ip)g(gqj( tcf %&Bgtg Hfb?z% q;R ?q .ﬁﬁﬁgmgt? V{‘B? Hgﬁerl ggl{;qeot?)ﬁhfﬁ’;gﬁeoo as it
W:u%réat% a RAE Y %r@ékdthéfcbﬁheéﬂwtpm e drigiska pettaimes i n

step S306. Again, if N R'a"s does not" change be ore

pedrehh@bftéd flippingds derairicerinistepdS306. sAgainSB08,,,, does not
flipping the pixel wll not destroy the connect i Vi

teangecefpie@idatter fipringl acdeterminrdin step SRAS; flinpig theyplxel

iRt estaietPrinetab Bebes elslpthe Btk &, Nagaadoes
H—%‘é%aﬁr‘f‘ﬁ\v‘éﬁ@ﬁ‘ﬂ bk QRErRfife iRl &S 808! the BRIBRAs Afarked as not

nectivity-Preserving" criteria. [0050] The pixels
waharnmﬂable Imestep 531 4c Jihese twa chaditions atecetliectively Dmed as

ne oyrs and ALE t hus boundary pixels. The bl ocks
eﬁg\gfy-#;?geg\gla%n% ®%ndition will not create have

contal n an isolated pixel as a result of flipping the
[0050] ﬂhEEﬂlXG{lﬁthﬁt xméetlﬂwf rst ghnditidri havenal lgasidwiosyhite 4-

CORHSU RS bl el o bl B i 30¢ sgoans
EbridRorRilltrdt @'remé #iavd bostafruar fserat@npuems & nedtultf ofiflipping

the centre pixel won't destro onn t
the ctqmérepmmléa Pixef bas eighiwhie WYQH%PUT»&), , ,Ufthsﬂnmgbml R
SRS frS &g S8bor® cdrici o hioTloweNightZiomariof the block
1534 thre¢ white 'piseds. ridrimiuntier prswes hat fwl%&ﬁ@s%g'eu Rixe] me't

oy g Tod 80l ROl et Cont v of . not 1o T11p

pi xels in sharp corners, as it is very annoying to

foosan olsgeidlyeif sv,, [ QG| Nggmvmammirivwlaemmdilpmg,hﬁc,mm is
three conditi ons does not create noticeable holes,

similsirlpcalcubatepbeforeisnd ager fipping inatesr Sk el N yageenaing

well, as the cal cul ati_g erfornmed t S302
szeeantaawsgg%edalrbstﬁaéﬁgiit% t&?ﬁdﬂéﬁ&ﬂé{ od pSAtEIAKRble in

ORI oy 3 BEb ety EY BRI FERG T S5 comers,
5§rtr.svva9a%ta?m dad hiian olﬁ!’eﬁérgentlfl ed, they are noted
as such”in step S208 (FIG 2). V\&termark dat a

[0052] Conveniently, enforcing the three conditions does not create

noticeable holes, erosions, or protrusions in the watermarked images. As
well, as the calculations performed in steps $302, $306, and $310 are logical,

embedding of watermark data may be effected quickly and possibly in real

time.

[0053] Once those blocks that lend themselves to carrying embedded data
are identified, they are noted as such in step $208 (FIG. 2). Watermark data
is received in step $214 and may be embedded in each of the blocks bit by bit
- in step $218. Assuming that Q blocks within a WXH image lend themselves

to carrying a bit of data are identified, up to Q bits of watermark data may be
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is received in step S214 and may be enbedded in each

of the blocks bit by bit 1in step S218. Assum ng t hat
Q blocks within a WKH i nage | end thensel ves to

carryi ng a bit of data are identified, up to Qbits of

a e f S
ELBHRS Bt i SrhpBacd idlep 228 HRIHor R 2
m‘y@f tlﬂa‘ mhnrhaskofmladd sixéls i the ddboic Kn phrticpkart tocarhtzed theo
enbed the waterpmark bi{( " 0" of "1" in_.a bl.ock thet
watarmaropit 60 re 1 by bieck, the seRtre pixebs eiffer fikpatigs Mo
ﬁlﬁﬁé& o) bﬁéﬁrettﬁﬁt thetdthl RUABST oftfladd BiR&isRithit theblbbi i3 an
is an even or odd nunber res ectlv Q%stge

FVRIBOT @qlfbnwbet,yewecavwo Jhusdhe pegiyt ¢lca blosk def

Pélge%ggnbggaﬁq%éﬂq%mﬁ?é El?&kvg?d({ggg) ug)e of bIbIt g;:k parity

is vulnerable to unauthorized alteration. That is,
f or mad@F(waR) blbére k tobanembeddediori zed third party coul d
easily nodify sonme pixels within the same bl ock

RN TR S
Qwﬁﬁgb?gufg'l‘atish ]?or 4 gege bh;n:k Qeﬁnaatlhbﬂzex;?thn{dqj}ié@] coltd easily
avoj i s rint-has

Bersy somesixelaruPEIE semsoaarey ey Bt rbis PR ZT Me
Bﬁﬁﬁuﬁ%%ﬂdda e Waletmaie co@d Istill bBerifié® Bvér tHobgh the

wat er ma a or the docunent including the waternark
ireggebleas begrealteredd in step S216. One or both hash
val ues may be incorporated into the watermark data in

o8] 5249 é&u&[}ﬁ%faer SorfHiIHAGR VaRict of tAE dbBEmERBETEIR the

val ues ma pended or XORed with the remnaini ngh
watearrrmak Endbatddmg nma@pﬁl@allvw@ @mwt@%trbﬂépﬁ'& Bi s well, the

Prsty PEE B i BE @ iou ¥ R ing (RS SRY Gk g9 be
e:hlbulatz-icanlstm S2h6 t @heamdbom hasihvaiﬂes h@ymmunﬁor@@ratﬁﬁgéo
PvaReranceBat Hopduide GEDeHEheviuf eyt Bt 45 ifuon.
ﬁ%@h Rarks\ahyBe g?ﬁemgd SedREd bﬁtremerrymaeﬁn@wammk data.

blic ke crypt ographi c, a@gorlthm(e

hat ib i1 data RMHREaN RIS I wBTeTRUALIE blopks PEIne dmaos
|S?dé t@crgﬁbg r}?&ﬂégg SZBBLS‘PZ‘FU)%é@be §égt%36 kit aldle (L6241

ei ther concatenated or XORed with
blzek or inpita pandva thestref theompdified igege maybe calculated. The

hash may be calculated using conventional techniques (such as MD5, etc.).

[0056] The hash value can optionally be encrypted by using a public key
cryptographic algorithm (e.g. RSA or similar) with the private key of the issuer
to form a digital signature. This digital signature (e.g. 1024 bits) can then be
either concatenated or XORed with the original watermark data to generate

the final watermark.

[0057]  The final watermark may be embedded in the binary documents bit
by bit in steps $220-8222. Conveniently, no additional information need be

conveyed with the watermarked document in order to allow extraction and
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the final watermark. [0057] The final watermark may be
enbedded in the binary docunents bit by bit in steps
S220- S222. Conveniently, no additional information
need be conveyed with the watermrked docunent in

er.to | ow. ction and 12 verification of the
V\%rf glaﬂg? Qﬂ(?gtv&?t%%%%at s will be appreciated, the
nunber of available bits to carry watermark data (Q
[G0I58] v arhs wit beraghipneriatedt e mumtherof @vaitdble bifs tncarme

it soB 1 Wik SRR Sn R PRy PERReL A

bﬁﬂ%@ﬁtﬂ&tﬁ?c&mém ft)lr;m_ll_?*éd ﬂﬁttem asmwgﬂ asthe dlggﬁﬂgﬂ‘:&;n

WS ehebilRiignibe Reaay e appRotmIRcas (llgrs forn Fady &
ﬁin WHeSRS m&ﬁ%ﬁ)c‘krbﬁ‘ie °The9ﬁUﬁ‘a|beF Q‘P(suc{hQ95&JS i WetH

ee exenplary conditions for flippability within
mmgeol ock: VH Transition, IR Tr anS| tion and C
Transi tion respectively one may assune the

probabiy | tay, W;ﬁ}g@/j&l_{:ﬁﬁg i sfy the first criteriais

p, ; the pro ab will satisfy the first
criteria but is excluded by the second criteria is p2;

*RErd N is ke Ragédtintéger Bk elandd équetd sfy the first
criterica but isS excluded by the second criteriais p3

. It should be noted that p, >= (p2 p3) al vva?f's hol d,
KO58P am:ngotaeahaeeta:errmlamw@nultipneﬁordhpnahé!txewd inthaglock:

RSB ahBERad etk hechRRR il oblime
theProb&iftk]a Byclewil eiisfyght iestidriteth iblorthe girolsability 2x8ock
and choosing the centre pixel for waternmark

wiltzadfisfyrihe firsteritariaduitis exaudetbbyl thiasecond Cﬂtﬁ{@atl& and the

E%@“éﬁﬁiyaa blgck maer b TRt TP PH & RKRUAPOEN tsecbnd

I
SRR SO IR SR i st
pJoBQQ.ﬁﬂ.eé&tﬁ@ eab;hern@%ds\égﬂeﬁbgdl ment, in order

FE) |ncrease t t er mar k

[0060] Thus the total capacity of the image can be deduced as,
Q = NumBlocksx(p, -~ p, —Ps;).

[0061] By employing the fixed block of size 3x3 and choosing the centre
pixel for watermark embedding, the capacity to embed data is adequate.
However, the capacity is somewhat limited due to the fact that a fixed location
~ within each block is selected to carry watermark data. The available blocks

which satisfy the flipping conditions are also limited.

[0062] In an alternative embodiment, in order to increase the watermark
data capacity without requiring additional information about the location of
each watermark data pixel, the ability to hide data within overlapping blocks

within larger super-blocks may be assessed.
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data capacity wi thout requiring additional information
about the |ocation of each watermark data pixel, the
ability to hide data within overlapping blocks wthin
Iarger super-blocks may be assessed. 13 [0063]

GRS | Sl g AT 6T g g o

- ity bh‘bek@cf $ip@Gr3, orfeomap dividkeah apagenis upmoveh:hmm‘kg super-

ac reater in. size th 3x3,, | thede ce I
P5Ks &ach oreater iyaire tapeas T SrnicRA S BRI Or i & o
gkﬁ)ﬁﬁad& iQeliided/htdtour 8R4 Busewsibokd. Qﬁﬂﬁhlnaeac&@p‘et‘-bﬁmk/ a
is noved to assess whet her potentially overl ap&e&%ﬁsxs

%x%wmowmsmmwdttﬁ@%a@%whgtf@e rotgndialhsPyasiapritg
gﬁ@iﬁ thd REpd IR ateScd éﬁ'ibaﬁ ockléimg‘?%%%t 'T@fé%anthQﬁilﬁJa‘?IQer

corner of a sup hereafter advanced
positibreectinghe uppert g comieriohh super-bleal, ancbﬁhnemﬂmduam@d

t he en [
b L i b tnar UHRYARG oL Slifientil
windokd gasitians[foO] upPen teft dxahsugehblock FFIG06 arddluisiretad in
'(c_:'gg/?r ed by the wi ndow are assessed using steps S300
eterm ne whether this block could hide a bit of
data. Next, the window is advanced to its next

gmu] i OConanidns @n)m (3)¢@r3théb)ock do¥eret by r@akindewsresed
r

h
araason ushoslepraalD tocstertiing viasiis tonk Foulid Pidesa bit of
8318 Wextith® Whdow s dVAREEd B) S Hiext am.oheaws@hdmbdg dg-

wever, because 3x3 now over | ap

@ @y again assessashior theprsnire weftqféh%b@@k CQH@r@ﬂ hvnf@e window
Wl&dr%% 85 u&‘#"@ﬂ&&éug gﬁai @kx%qﬁ&clﬁn@ﬂﬁ}? 'altixg%u? r—blocks
ocks to |

revi ou or subsequ e a bt
Fﬁlaglbe used tphicd aatws Howﬁavewbecausle 83 bfochs bbwajveflap,ea

4 f |
Siaiasrio 158 FEUTS b P bIERONGE eSS 85 Bdicsd. may
%ﬁ’d} glﬁfamwgdf@rwm@w %Lﬂiyéwaetﬁmom tbhﬁdé aftit cﬁ;daﬁ]leThat
W ndow, QOr Su n S
i PSS Yo Wer¥7, 2G| Weehl 3 ﬁ'&gﬁﬁﬁ?g ?‘efs OpRixe mengup to
éé’rWenﬁ@ﬁé (/ %cﬁl‘?@ﬁﬁhﬂbﬂﬂ &y o ﬁ%ﬁl oﬁfl@cks)prewously

re-asses e re that conditions
a:cemuaaah by e wfndew fbove Aod & therleitof the @U@t WindQweor
h
SRRkt o L AHEHOES OB LR o shdione b

np to folr datlier bldskpcevainii thispizelswrede- aslaesemdxtelenssre that

d
rI;onecPttlclnnfs (?Sj— ?g) remain satisfied for those earlier blocks. If the centre pixel

of the block does not affect the four earlier adjacent blocks, whose suitability

to hide a bit of data was previously assessed, the pixel is identified as
possibly storing data. If the centre pixel renders a previously assessed pixel
as unsuitable, the window is simply advanced without noting that the block
covered by the window in its current position is watermarkable. As well, data
in a block is embedded prior to advancing a window. Thus, the evaluation of
blocks covered by a window in subsequent positions accounts for the effect of

previous blocks. -
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possibly storing data. If the centre pixel renders a
previously assessed pixel as unsuitable, the w ndow
is sinply advanced w thout noting that the bl ock
covered by the windowin its current position is

Bt " Pt e atond ittt o el Sl R RE e

Bk®Bloeks AitRinaHe Rypér-Wook are hesesubd ag venémpkable @nsot.
accounts for the effect of previous blocks. 14 [0065]

e 28 ok 2R 5 B T oy

ﬁ?@rﬁﬁgt@eﬁzp\f@é\ﬁ&ﬁ?ﬁbﬁb& vaﬁﬂamhg su[)é}%iﬁi:ks rlnay be used and
vely, so that a c

asinsis bk mavAe ebgOded b ber iach. 57 B BRI B E1G: 8

QH&Q 'Tfﬂe gavgﬁépﬁihg %hﬁeuﬂwcibeuzé <8 b@rwhy sﬁzéWﬁE:lhﬁs bi t

each super-block, as exenplified in
Ete@teraharaﬁu?» pxelEB. The overl apping super-block size
can be any size which is greater than 3x3 pixels.

W ) Hé@%a%ﬁﬁ%‘f Ri®fs H a7 ﬁxeﬁm@gé i®tifled iBO®UL S

Vi ed in erl appi n?q super - bl ocks, each w th
bi/enizippmgzwpn‘r blogkspeaeh wjth,&m@c siee offdx4 piwels. Any two of

- sh
HeBE s PaCElERIE 3B 4 SGAMIRTob i Bluritak BndSraied in the row
Ellw@ eﬁluhmt rﬁb}fﬁed&n A(,ﬁge{j lhaesllrtblrlm }i(%d The sesulting divisiorafthe 7x7
0 0 ur 4x [
Blachinto fogded Sups BIRERRE T RIE 3AEY ) b xels of

each block is the starting row or colum of the next

mF B, bRE haRf i bdendap pixel sfaach ibleck it tee startmg row
i hood that a super-blo¢k contain

AEeRImg o fee BBRGISTorSY (eyeqad)o 16 SUPREPIR IS te fkeffidon
el %'sfdlgﬁ?‘ﬂ oK coh 24 siHyiShloBR AR cBME thaBPdions (1)-(3) is

super S have been assessed, the suitability of
emodasedignifilaotik. to carry watermark data is made in
step S206, by assessing the suitability of 3x3 bl ocks

n AupeHBRICkE ha6 bebts h8skstka
%E(Fﬁ-&ug ?‘%unt r%pg‘f‘@a gr nmar I?a%bg gck IS fouﬁﬂi‘e
wiitatiility af eao:lpewpdﬂttbmk toApyryatermak dﬁta a:*omaﬁayn piep AP,

ocate k
bilpstoira P ReRTnd Bt A% R CE, S sHberbiec
using etdper8 30(FIG03), emtiha axaterivepkablg bibck idfoviok, withiua
3x3 sub-bl ocks are
super-block. Again, a 3x3 window may be used to locate awatermarkable
block. The window may be advanced from left to right in each row, and from
top to bottom. So, for each overlapping 4x4 block, four 3x3 sub-blocks are
identified, and potentially assessed for suitability. However, only a single 3x3

block within a 4x4 super-block is used to embed watermark data.

[0070] As two neighbouring blocks share one common row or column for
the overlapping 4x4 super-blocks as it is difficult to set the same rule to locate
the flipped pixel. In such a case, after flipping the pixel, the watermarked
“document is generated. The hash value can be computed using the
| watermarked image and the hash value may be sent to the receiver through a

separate channel. Of course, in this way, extra bandwidth is required to
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identified, and potentially assessed for suitability.
However, only a single 3x3 block within a 4x4
super-bl ock is used to enbed watermark data. [0070] As
two nei ghbour| ng bl ocks share one conmon row or colum

st i 2 R 19 e e Hife U, Tocare the 11 pped

pi xel. In such a case, after flipping the pixel, the
(74T maTkstd havedwspreriosmgd marexample Thagemorassgbeiany an
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required to 15 . transm’t the hash val ue to the

ecejve jde. . [0071 have. be rf.ar

(602841 Tehlegt P ons e ik Aoheruy BEQ R SUTERL SR,
fisherAdi ng blocks by enpl oyi ng the overl apping block
the results js shown in Table 1. [0072] T

Conparisons pf the capacfty of different enbgddi ng.
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Test204.tif R04x204 221 pits 517 b tS 474 bi t|s 59 Q73]
Worearntibe selphl16%69h Tabl 610 bifor t hd 18X 8D e *1129 bits

Ubng overtapping 4x4 Super-DIOCKS,
ghb Jiqobl ocks  £diakie. ONE468GBRE  CUd2EIhLIRY

ﬁ%%h {ﬁe terrmr dat a %apac‘%’ty nas ?ﬁgreased to

about 2.0 tijpes

Pangang_girl.tif | 361x359 248 bits 478 bits 462 bits
Puretext.tif 534x534 1139 bits 2725 bits 2368 bits
Purechin.tif 540x540 1845 bits 3905 bits 3522 bits
Test204.tif 204x204 221 bits 517 bits 474 bits

[0073}. As can be seen from Table 1, for the example documents, by using
overlapping 4x4 super-blocks, (i.e. neighbouring blocks share one common
column or row), the watermark data capacity has increased to about 2.0 times
that of the non-overlapping 3x3 block method. Similarly, use of overiapping

3x3 blocks further increases the data embedding capacity slightly.

[0074] For overlapping super-blocks any super- block size larger than the

block size (e.g., 3x3) may be used. Assuming the super-block size to be
" bsize_x and bsize_y, for an image with size Widthx Height , the total number
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that of the non-overlappi ng 3x3 bl ock net hod.
Simlarly, use of overlapping 3x3 blocks further

i ncreases the data enbeddi ng capacity slightly. [0074]
For overl appi ng super-Dbl ocks any super- bl ock size

| arger than.the . bl ock size (e. d. x3) may be used.
ﬂil%‘ﬂ’rﬁ T (ﬁﬁé" gﬂfp'g?qg& 'Bﬁkbgief retsgeggé, bsi ze_x and
bsi zey, for an inmage with size WdthxHei ght, the total
UMD e, 808 BEMRSL - (e izt N A1V Ehsizangd) by (Height—bsize_y+1)/(bsize_y—1)]
expressed ‘as, NunSuper Bbks=LIl +( W dt h-bi zze x+1)/(bii ze
x- 1)j 41+(Height- bsize y+1)/(bizze y-1)] [0075]
Assumi ng the probabilities of a super-block satisfying
{0055] i r Sssooving theqrrobabilities, oftareupsirdiiea atislying thg first
bl ocks bei ng,.excl t | L ' 2,
AR SoPobil TP R 2P SRR xR by R ceRohd
gBh&iﬂon £0Ddi bh@thd SroBaBility th&Ma bldeRs IPERIUNRY 6/ therthird
ata capacly can be estimated by: Capacity =
Rbrdatee [sBh o C rRn (thé lotal Wakrmafkldatalcapd6ily diovbe bétimated by:
probabi | i I'es of pll, pl2 and pl3 are higher than the
correspondi ng probabilities p,, p2, and p3 defined for
non- oaphdapp: NgmSipleeRlksks x4, a mpviggd Wi ndow i s _
enpl oyed and the patterns are searched through the
whol e super-bl ock instead of only the centr. I xel
(056de dYaw, tbﬁ@m@abﬂﬁ'ésioﬁd’neﬁeénéf’wtW@ﬁb@q@égﬁq{ i es
wi t hin each bl ock can be increased by factor of .
coresronding propakilifies 2ze P, §0d ) d.eﬁpé%ﬁof]"%cp‘@dﬁﬂ%mg ze,

e . capacity.of the proposed nhanr i |
RS 38 bbb pus BGAGR R0 B RFRLAR s
Birobgtld Whee stbet-bRcratmisacolenlpthe tdrareppikeldnside mhech
sati Sf%et he transition conditions

.ONs as ] as, the
Slgskr The Bkeass ofdhg peapabjlitieg miikin %‘?ﬁa%ﬁ“ gaR bejingeqzed by
i e the probability of a block neeting
(lf:%ﬁn@ie??ons (1) - (3) within the super-block but at the
cost of decreasing the total block nunbers.
Exper i (htir_a¥ —&i @8rceyséhrching for a single
wat er mar kabl e bl ock wi thi n nei ghbouri ng super-bl ocks

[ as t he wat [ ' i and.fi '

57T i EmetBh SbREaRdp & EBRdsEa Ho e pinbbtocts
bihtl ovEriamsing Bapér-blatiadeperds atetits grobabilitésof the occurrence of
rt]r?enﬁgt\t/e%ls aﬁ’u?clzhngat%?ysthgltpa%gl i’onoc\é%}ti%gg 'ars]gﬂekill é)sctlﬁ%’su&rar—block

size used. A larger super-block size will increase the probability of a block

meeting conditions (1) — (3) within the super-block but at the cost of
“ decreasing the total block numbers. Experimental evidence searching fora
‘'single watermarkable block within neighbouring super-blocks increases the

watermark data capacity significantly.

- [0078]  Once the blocks that are capable of storing a bit of watermark data
are identified using non-overlapping 3x3 blocks, overlapping blocks, or
overiapping super-blocks, up to Q bits of watermark data may be embedded
in the image. For any document, Q will of course vary depending on the

method used to identify watermarkable blocks.
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over | appi ng super-blocks, up to Q bits of watermark
data may be enbedded in the image. For any docunent,
Qw Il of course vary depending on the nethod used to
identify watermarkabl e bl ocks. 17 [0079] Watermark

(B8Hc- My Eu otk RS LB EE el SR8 Bnes B o 47 PR Grample. |
dsmwmmtblsa(IW] sequBnces pr bionwtee datamfdslne @lecyment author,
EARREP B  FRISRA Ao ast eyt o

¥Rbeadad in Matdvcamnt. HEvIGMRLL @stags Libed, the watermask datxdcan
in a repository. The watermark, data_ma Igiglorﬂerated

be caplured aithardive Ok stopeq iy ; FPRASIP ar Eeyaiesn % JYp may be
g@?ﬁg{éﬁe&ﬁeﬁztl(jﬁat déﬂ@e '12‘\(1@%' twdr® @RBinpRFy @f‘embod:ments of

tration ke “sequence, as for exanple
thetiovéndigni n P, Fan and M Darnell, "Sequence Design
for Communi cati ons Applications' Research Studi es

[BeE AR50 R, YA 0o SOt et
erFémandd/. fnazmla “§ee@encs Des:gs éar @@nwemﬂ@@? ﬂﬁpnmﬂaﬂﬁ :
ecaus noi t
BESSUER habr BreRe 1030 Ly RN AR B8yt il
Pfﬁf@rfafgﬁ{j %L@@id Iﬂfg %eq&ad:efhmﬁtﬁg ﬁheeam?]parrﬁm :jfamw)inom a seed
rovi de or deri rom-t t
bt B el BPU AP RECRL S R USRS FPRSHE RO
%cgéd S%@Bﬁél‘aﬂ@n ?ea‘%@r%g &R resifiBndeOtodfiRplepdroet Nihe seed S can
'd-11 ke sequence from S can nmake use of a standard

beeany g‘éﬂﬁé’@ﬂmrpm[”d% by OFQﬁ"\é&%fﬁémethe Athqrized usgreynen S
Gark J v e stafir S Bl The el fof gEBHating abeed for

uwtdogeneranevthet&ndﬂbe seqiericedforn & can ihake nge of astandard
exa §an ASCl | rrappl ng) and then to a binary

S &AL t hen divi ded into bl ocks. Each bl ock has

t he sarre nunber of bits of the seed used for the
[Boigd} | i Fer srapuplecas |llijlatsatednbﬁ!6010 Birothedoimattdia string

b i AR B Bheroes s SRR e eh Syer s
Qcﬁwerrt%a t5 @b drA0alie @sHRK fatERampi, T ASCH m@éﬁpm‘.@@m

ength If the block nunber is not an inte nunb S
ihep to@ hinayamug. SHs darn divisied) into blocks. Each !ock has t esame

~ number of bits of the seed used for the Gold-like sequence. The number of
blocks in the provided data S is computed by dividing the total binary bit
length of the ownership information by the desired seed length:

Block _num = binary length / seed length

If the block number is not an integer number, S may be padded with additional

bits to make it an integer.

[0082] Now, in the depicted embodiment the block size and the seed size
generated by the seed generator is double the length of a single Gold-like m
sequence, i.e., the Gold-like sequence is generated by two m sequences. For
example, if each Gold-like m sequence requires a six-bit seed, the total length

of the generated seed is twelve bits.
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bits to make it an integer. [0082] Now, in the

depi cted enbodi nent the bl ock size and the seed size
generated by the seed generator is double the length
of a single Gold-like m sequence, i.e., the CGold-like

O C BB RRN B TR ol B A BHERERR o/ Pherate the seed

asiKg i pluradybf Iddie blozks| hdwrggﬁjnctmnis diéﬁmegen dbtec?l Adrdfer

t wel 83
i sy state sAmnengiB iR see il SVAE SR o ng a
e HRddidty rédul, amhrahhifwﬁ)gudwcwxgsfmammmammhe n
Table 2. A buffer that is of the sane *tﬁ?g;]tlh as t

E@welden@mah@n Aapends o e medyis Svalygo AkfIn e, as
g?ﬁ%?‘ I!]&E br Bkbj-nlél%g if hé’lrﬁéﬂﬁ%d@ewéﬁﬂt 504 oQﬁﬂ?b 0100

provi orrratlon ends on
ﬂr@dhlmdﬁhe@ita@om thermzrmr@bloohméro 1a 1 Od‘eﬂuon*eeq rif the

L e

biloglstion &That i) (1011 11@ 1 0D 0 0I0)GAND (110G h@ O ¢@r0 &6t 1) bit

| ' , | =
BiBlicels nalpo Tl b pubihosing ford Kot igipti8ndtyce
fIQJgQ: finBtidhs diiRel In Pablel2. OAflerlaliOcks &F the Ekb\ﬁdecb&atbls have

is noted that the logic function can be used is not
been pegessed. HR saeeddls Wib§egengrted.ons defined in Table
2. After all blocks of the provided data S have been
%@g gssed, 12 seed bits will be generated. Table 2

ule VaI ue Function Nange Function Value Q F =
MoRui) Vil RAA) 1 FPEmictioB)N:sm¢ RyB) _ 2 | Fgnetign Yglue ) R
& (ROC) [0084] |f |He=sp@dyal ue aftel] RhéRabbve

gonputarion constsfg of I;yZ€ros  or qtl_(pgeg) the
_odulo—value of the ‘deci : Henegth
of each seed may b&: cohfufed. and the ¥ egﬁlq Wll be

tused as the locati pn where the bit ne¢eds to be

conplenented so that the total output seed never has a
[008H4pr miftak deed E/Qﬁ]&&i‘fteﬂhsabm/qo@mwmmtm comgists oflall Ze®s

or ZII gr?esf rtl%] rsnfo%{,lrevalu P the |Xput ueemmal value and the length of each
seed may be computed, and the result will be used as the location where the
bit needs to be complemented so that the total output seed never has a

uniform value.

- [0085] Thus, a particular input data S may be transformed into any one of
a number of seeds for use in a pseudo-random noise generator, such as a
Gold-fike sequence generator. This provides randomness and unpredictability

of the seed value given different inputs.

[0086] As will be appreciated, a Gold-like sequence may be generated
from a primitive polynomial 4(x) of degree m is needed with period N = p” —1.

The primitive polynomials 4(x) can be expressed as:

B(x) = hox™ + Byx" "+ hox ™ 4+ b, x+h, =) hx" ke GF (p)
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a nunmber of seeds for use in a pseudo-random noi se
generator, such as a Gold-like sequence generator.
Thi s provi des randommess and unpredictability of the
seed value given different inputs. [0086] As will be

RRBIAT=, Shietechuveh Bt ynbitinork Che oo Faary D @algiy
ﬁﬂ‘ﬂﬂhﬁféﬁélﬁgﬁ%@%&q@' ar?y panQ?théélIBt i ve polynom als h(x)

h(x) =hoxm+hi xm ' +h, x" "-z+. .. +hm_, x+h, h; xm', h;e G-
[Q:lDBB] dheGolfioBe E]eqmmeemlam be genpraieci by gBOErEtiingdhg mm

SE SRS S g R P byl P g o

Heg‘éhzl bUBfter ated by generating the m
sequences W tﬁﬁ gl ynom als h,(x) and h2(x) separately
and then addi ng the two m sequences bit by bit.

Eﬂi%?] F@E‘eﬁmm éor A@) = hf»)x-—mandh(a)ﬂxﬁh(x Y=x"+x" +1

(X) =x6h(x-')=xb+xs+1 are a pair of reciproca

pre apair oeraviprgcaiprianitve polyromial® qu e segiaNEeA8EatRe fom
uence

HSnahe i seguehcdganoried Ao i SolL e Retiofy 22+ 1.
irég?)‘)é‘?@?% gg‘@‘%nF%%g%ﬁgEa“ bé g%@“e-_d B} [0090] Here,

(a.) and {b} are reciprocal msequences and T is a

shift opey ﬁ%?gt .@ﬁglﬁ%kb glégrbaw?zg Gglggi |NI—

sequence ge procéss is ustT at ed in FI G
11. [0091] For exarrpl e for the primtive pol ynom aI
+ uence satisfies a

E‘iﬂxﬁ’)QJ @Ger% i, wnd i Breraaiopsian 6?9%?9%?@%@'%7’7@
Ppyblor  Hlock forh gt 5 CRLARIENRPLP Behrakh e

tlakirmedtimElG.i1ist six bits of the seed val ue.

Subsequent bits in the sequence are generated usi ng
the relationshi

{0099k rﬁ%@ﬁ%’@ﬁ@‘e fqrah? prl@lfé\ﬁm'm@'agéﬁ@r e %x +&s
bs%éusen%%vs%?éﬁ’ e ,,Yf@"%; e BE8 tﬁ*ﬁn#@%@%ﬁﬂ%p

| d- I|k uence depe
%()x) 1+ x% +1, the sequenge satlsfles b,=b_®b ,nx7). Them

sequence {a,} is generated by taking the first six bits of the seed value.

Subsequent bits in the sequence are generated using the relationship

a,=a,;®a _,,n27). The second m sequence {b,} is similarly generated

using bits seven to twelve of the seed, and the relationship
b =b_®b _,n>7) . The number of rows of the Gold-like sequence depends

on the period of the Gold-like sequence; the number of columns depends on
fhe length of each m sequence. As may be observed from the definition of
f(a,b) the fist row equals to a and the second row equals to b. From the third

" row final row N, the sequence b is shifted cyclically left shifted by n-2 bits, and

‘then XORed with a to generate.

| [0092] Ata later time, watermark data that has been embedded may be
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on the period of the Gold-1ike sequence; the nunber of
col umms depends on the I ength of each m sequence. As
may be observed fromthe definition of /(a,b) the
fist row equals to a and the second row equals to b.

EHF e apg plited 19 b P Rfteling, b S REHT BERs, Bxdmplary

¥iRedioniviehifieatiom s;ep@saoeo afeilggtatad iraFIGit . 't'hlese may be

et A denies, 9 B ALAROIRE: GaNg Oy re Sah A Rg! PRLecting

BMPREdED Wakdriidtk dBRKL TRILRS Mepittedlatabodimenty, itfid extraction does
steps S1000 are |IIustrated in FIG 12. These nm tg
g8

p@ir requine anyaddiipnaldata other than theslosumest and ppsgle

B Toardif RE)phe BERACHRCURAEH Thokev8l e LiddtEn

progeasl délies ameknodedgeoetibe exhelrernbedding atepst Agruch, steps

t t

SAP3P ALY oM PlepRf el o SiebRSAUCIRIG 2 ' Sha dechin HRCCCET

mmmaa@fhameemmmn@ ghe bétie tedbniguehdestribes

51000 are co ene%a@k/ t o, st eps 8200 (FIG 2), and

83Q\frén Plegks OLBYRETTRIP Scﬁ?ttgel?ég P@nbedded usi ng

one of the techniques descri bed above in bl ocks or
b'ﬁ@qiﬁﬁstﬁﬁed hRe Mage Meludirgy whRPP3tk data is received in

0003 -
Hep 03, (e ibthgs B pbed Wil (7 sGPEF HISGEY if sleds
?.H@sks I §Ep $4006: &h 9§J§é‘)srﬁéht gr #RBthePbP At cadh BIbEIPIs

an assessnment of whether or not each block is

wateéniadfam isenade ks 1By 3 3. Fa1 thosgplocks capakle oF gamving
ﬁﬁ%ﬁhgd Qkt Cﬂ{ é%ﬂg of ﬁ{@ﬁl%@% 1(%?6@31285“?5 rd{o4 Oofo Efact

'S ca In step to ext act he
wwamﬁhrmata biiti tAs well, ieé block lienbted s wstermankab@sn step

$3b4 St gy uders T i aueTeRe ey ThEATRBERS A WbBumeft. The
%Eeﬁ‘g{égg B?%qgﬁy gﬂ%ﬁ ithRp b@ﬁ;f%nt&? kcﬁ':;:@ﬁrﬁﬁir@dito an e)g:ieoctid
WRaTa e a0 Slah SAT T4, e oarapeR etk Aalipes e

ﬁs'n %ﬁ(ﬁ!@&%‘d%t@rrﬁﬁﬂ@daté%rﬁéfr&r mﬁ?lﬁeb@pbﬂ‘é@fﬁ Qép 5n024.
step [ 0094] tionally, the encrypted hash

val ue of the origi naI docunent may be extracted from

[0094hat Entienkllyl dhe eneryptesthashomdue of theqiigina docyment may
L KA
key of the issuer will be used to perform the decryption and thus the hash
value of the original document. The hash of the original document may again
be calculated in step $1018 by setting the watermark embedding location of
each watermarkable block, as noted in step $1008, to zero or another fixed
value. In this way, the authenticity and integrity of the received document
‘may be verified by comparing the embedded hash value to the calculated
hash value in step §1020. If the hash values match, the document may be

~ authenticated in step $1022. If not, an error may be reported in step $1 024.

[0095] The authenticity of the document may thus be verified in two
aspects. Firstly, the extracted watermark may be compared to the original
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val ue of the original docunent. The hash of the
origi nal docunent may again be calculated in step
S1018 by setting the watermark enbeddi ng | ocati on of
each wat er mar kabl e bl ock, as noted in step S1008, to

aalermi Bk ST ﬁ%eeecap?ﬁ@y*ﬁ%fhﬂ{%e“aﬁ%% of e wdfifinarked
?%‘“{rﬁﬁ“tfgfdéﬁwgﬁm' O D e 020, L1 Lhe
st ot been altrg (She A JuRB 8% Zhlnalitoddtie,

h%c%%%ﬁll EtIJrQ aathehﬁmﬂpénd Afedity 6f thBRibchmene par be@nired.
step S 95]" The authenticity of the docunent

th b f d |
mcrz@r\?@;@mﬁ:@eﬁs&; iR
r%é er naétﬁeagsé%)%én aﬁﬁ&%ﬂ%x cohf¥in B%ﬂrbf%ték@néik data,

cunent and e original docunent
wadmmrbeki tlocumentrte berieansiritashio rasiietodntheen

altered t

e&&%&a@%%t%ﬁ? Wiiplt afitioned Inepfpohf THATRERAR SR fhe given
corad s, caaleabmj assess adhich tplomorma:nvmtemnkﬂatwsed of
a det er i Xe i thin each bl ock, and fi xed
%’ﬁ%‘ﬁ ”&9%1@@5 g‘@%@"‘\ﬂ‘é@ a block may contain a bit of
watermark data, allows a waternarked document to be
[ooa7sf endadionally ik ecingidigital wﬁzﬂ@lng aysteear itéatiesirabid toout

cama e o OB AR PR
F‘ogg %a@ daeﬁ#neﬁ%%étﬁis b addaenaaizts rodi@hbedded
ntth

|t|ona 'y, in sone digital imaging syst ens,
erienhis allovoreceveiy &y thneriginakdocuAT® nat i on al ong
with the actual data that helps to fully recover the

RidoR) "2l ARRAR aner Rocklbit of lorighilibin ) fhaglwatERsiarke

cunment |"ow r ecover

dategs erbsdecvsing S6P640ISSIOFIGEaR AN Syithus craaua gy
Bristiactid Soclihalt, e Gao Yty ety Biherdied by
ggi?ﬁ’hlrnm the diﬁérerﬁalejbwgaadugg {m:i?mal Joeurvaiittand theecovery
Belgmaiod et e Bty RS Y Aol el RO e

S&S%Wﬂ'havg %haﬁgétﬂfoyemﬂ@(ﬂﬂﬁ} watelyiaik, soahé raaimdantyagithe
0 xels will have changed to enbed t

' he
dﬁp@n@@rcﬁata il by guﬁ%maﬁ@er@jcq gata can be compressed using
for example JBIG2 or ITU G3/G4.

[0099] The compressed difference data can be then be encoded in
redundant spaces of the document or appended to the document to generate
the final authenticated document. For example, the redundant data may be
placed in blank space in the document occupied by margins and letterhead.
The coded information will typically look like a 2D bar code.

- [00100] After receipt of the watermarked document and recovery data,
difference data may be extracted. Then, the watermark data may be
“extracted and authenticity of the document may be verified. Thereafter, the

“original binary image may be restored by replacing watermark data with the
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difference data will be quite large. Difference data
can be conpressed using for exanple JBI& or ITU
&3/ G4. [0099] The conpressed difference data can be
then be encoded in redundant spaces of the docunent

or a nded to,the docunent to generate the fina
Fﬁ@ﬁ%?ﬁﬁpgg afhcunent. For exanple, the redundant

data nay be placed in blank space in the docunent

mmop] ed byltemaalgxm imoctdréo reduvedtie sizend thediference file,

t I
fw& B P sasectiUCE) biaid) b igp R230RA nERfifed.
éélﬂ@élw fidtend ofdhodi rﬁ;’lm@ mﬁyﬂoﬁawd@k t@mbmtant @&desired bit,
t he wat er mar k extracte

WetRRiY PER BIpCENeEREN GRS O A BSTRAA!PY g
&g@rﬁ%&aﬂe bioBg haQ BV thttyb'ﬂfi‘l% a 'nﬁﬁgﬁat@ﬂﬁaﬂ@breeﬁbﬁlﬁ Athy

y replacing wat er mar k a the 22 stored
bié ssocated vdtit each| ldoatothit isl identified asewgtermarkgpledp step
C -
g?ﬁﬂ ﬁh %ﬁ%@goﬁhéﬁfor@#%m%%ﬁogﬂgg se%@ém%ﬂﬁ' tA8 n* non
wathirfriagkbble Bloek (49 detbrry;nedrs@qgaﬂtnaiw uﬁm FioPH §35ﬂ)aw1thm an

E‘?ﬁrge( E[%]ftsogaquo\@gw hl% A %Bﬂ‘ﬁ%ﬁ%#’lf’?‘g dRIt‘%matl\mﬁ the

ASRRFAtRdNaskResn mteeﬁﬁﬂ{ébvénh@d hbﬁﬁ#atbﬂﬁaﬂmble coaitd bey .
Thus, a non-wat er narkabl e bl o sloc:| at 8
estahlishedothemise.t e eXanRlaesAg W%f& 'géfkﬁaf@el? lﬁ bej
?é&%laéé& Qi O bl%s?s':t%' \%ie?:'?\aﬂ?a)bie biekk Qhéﬂﬁ’é@not@read&/
sequent i al non- wat er mar kabl e bl oc

besn ammate@whsaewa@ﬁmad{awe bieockg steps S300) within
an image is associated wth the nm wat er mar kabl e

Wa@@?hafdk algulrde?%;éngﬁ ﬁglp]e %gt@temiééﬁgbcﬁmé)ﬁoﬁ%‘t@ﬁfbrkable block

e coul
assauited hdtth owbermiagebldblock xeayibe isehishassess whgthernasity

bI l.d b ' '

S0 £EENread or S0P M3hE WepktidrRabiB Bidck1p Bhibed data, Thatis,
afb‘iitqf@it Il %Eaﬁﬂnmddétdan wgen?aﬂkalfole?ar:mm ki) tht@@mzyr(omclj hay
even e existin ri (0] e non-

Brenit n nsSusramenogit oot el of B SRR
HE}%Q Iahe tﬁéeﬁvva aMasd Q@srocﬂﬁédi h¥n-waterhatkBsleendakric eddo(2) the

ermar kabl e bl ock to enbed data. That 1 s,
alxbl pead hot beeflipped indie wateanaikeklertlodhepantyokther (1)

d&?ermﬁﬁéblé B%‘ﬂ:’k%illégdy matches the bit to be embedded) and the parity

of the associated non-watermarkable block is even.

[00103] In order to recover embedded data, parity of the associated non-
watermarkable block, together with the difference file, will indicate which
blocks contain altered pixels embedding watermark data. Complete
watermark data may thus be recovered using the difference file (i.e.

~ information about the original image) and values of the pixels in

“watermarkable blocks.

[00104] In this way, statistically, about %4 of the pixels that would

otherwise be flipped need not be flipped, reducing the size of the difference

23



flipped in the watermarkabl e block to enforce parity
of the watermarkable block and the parity of the
associ at ed non-wat er mar kabl e bl ock is odd; (2) the
pi xel need not be flipped in the watermarkabl e bl ock

Wit o orbstisons ot BLRERRueRs: fen (R ol Y agpoqited
mg?t?gmrﬂkitge glrmgejbu%lz@htﬁ gﬂ:@oé«ainmlevtbe va[ueodfesie dm
ROER BiXglsdRy %ﬂsscmt%f erndstghg 5 °¥B§89*HZ@F Y5490t he

alétéfrﬁhe neifethél Be Mtéﬂmamabléaﬂ@:mmy obltoekmpReAmérai n
al tered pixel s enbeddi ng wat ermark data. Conpl ete

reRresanty hedinkedeed l?l"nus be recovered using the
d| fference file (i.e. information about the original

EL an qﬂdr?bvié?e?nfé?kéd?@ bRICKE hiay Bk udal RT4ER6EREbE with

his way, statistically, about'/4

bfpcksh@cptefdasm thatdegetiver methass\{pelixasesize nppoyeriarping
Q@Eké’%v& HoRRRg blocﬁg%dr@/etn%ﬁgﬁlg af ploRgs di f ference

oursé€, sone C rlstlc ‘ot her than
the parity of the associated non-waternarkabl e bl ock
[09106] be UseumnEyy, Brarppesed coaneaiviy-preseMBgANd nor e

T e e e
@:baﬁkerﬁs,aardwtass éectrdric ﬁ%ﬂiﬂbaa@ ot electrpniedirth certifieates

t k b
SSeet s adltsarcated pvian Ruls EROThG e B PRE BRL °°
AsfelibRe sudRad OslSersRies! baaa, ér Q@éﬂﬁﬂeﬁt@gélﬂﬁﬁ Dglere the
bl ocks; overl appi ng ocks; over
@l@tb@ﬂﬂ%ﬂyame dop@mey)s PRCasH#A myste@qh e@%@gg%'&the hard

é‘se G EHrﬁ)\bsQ& éfd H&ﬁg&gd@&@&ﬁﬁ@%@@ééﬁﬁg speeds and

ernar s co e used to issue el’ectronic
tﬂxeo&fnmﬁayetmandxmem Ewveroni c certificates or
electronic birth certificates issued and

@W‘l g?ﬂt : Caﬁs‘:ﬂ?lll% rééiéfé'dﬂﬂ'l AUt A ot eﬁﬁo&ﬁ'tggaﬁ@l?ee

Itutions suc as uni versities
mwaﬁermrmua@eamm;tlom@re uske to assasswhethera définddbpixel

VR e Ry RS BRts Btel ARR AR she bl ™
WHRSR SR rifbah B¢ alsrim N the el ahtfibetes a7 thd bloek inal niimer
ggr\ggpr)t'ible by the human eye. A person of ordinary will readily appreciate
‘that other conditions could be used in addition, or instead of, those
exemplified. Moreover, blocks of different sizes could be used. For example,

5x5, 7x7 or other mxn sized blocks could be used.

[00108] Additionally, a person of ordinary skill will readily appreciated
that the defined conditions may be assessed in numerous ways. For
example, FIG. 3 provides an analytical approach to testing if the conditions

are met. Alternatively, conventional pattern matching techniques may be
used to assess whether the appearance of blocks match the appearance of
watermarkable blocks (as, for example, depicted in FIG. 5D). Other

| tec_:hniques of assessing if the conditions are met will be appreciated.
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[00107] As will be appreciated, in the disclosed
enbodi nents three separate unequivocal conditions are
used to assess whether a defined pixel wthin a 3x3
bl ock may be altered to store a bit of data within the

BB, ochieh % B e tneatteBhabLrihipdEats B ape used

hfiexdvprs heysin, Atheetﬁm“mécdm Bt ﬁwr.ue'\msl uhsberdeia@relryare
apprecliate that other conditi ns c e_ sed ip .
rNdeddn onbrillusisate e eativerRsighingss Bt i aﬁh&gv&e'
Qélﬁﬁ ki tekef & Wlﬁt@tplﬁél Z€%r é%ﬂ‘lﬁlebﬁatléscﬁﬁﬂd 58 enfheddpt
5x5, 7x7 or other nxn sized bl ocks coul d be used.

fo0r0s)ts hawingidesuiments usipg fwe ROlBErPiaRg WRiNeNc(g-o-

h efi ned conditions may
%%ﬁ%gééssgﬁh@Qh%%ﬁg98%gﬁbuk Skghr exanple, FIG 3
provi des an anal yti cal approach to testing if th
[9d01 | onsOf enussevdbe appre dasaribedlambedimes argn@ﬂended to be

ARt B RSy g SRVIRANES, T cCRrinbouRRaey

oérrylmgtbarﬂtnanlkmttenkﬁreshsce(mlble tbonamx modificatioepoicfoad, i n

FIG 5 her hn ues of ass SSi i f .
AERRASTTHT 2Rt SetSla AnciSerr BeTaREL fhe b athgr i
W@éﬂded% efcbinpBSs APRLES rdidftatieR WitkrSitdéctple, asdefihied By
are used as exanples herein. The terns "black" and
thgtalaims. as used herein are intended to only

- illustrate the relative brightness of pixels, with a

bl ack pi xel being darker than a white pixel. For
exanpl e, data could be enbedded in docunents having
docunents using two col ours of varying |um nence (e.g
red and pi nk; navy blue and baby blue; etc.). [00110]
O course, the above descri bed enbodi nents are
intended to be illustrative only and in no way
limting. The descri bed enbodi ments of carrying out
the invention are susceptible to many nodifications of
form arrangenent of parts, details, and order of
operation. The invention, rather, is intended to
enconpass all such nodification within its scope, as
defined by the clains. 25 WHAT IS CLAI MED | S:
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1. A nethod of enbedding watermark data in a two
colour rasterized inmage, said nethod conpri sing:
dividing said image into a plurality of blocks; for
each of said plurality of blocks, assessing whether a
f] [ ithin said block may be altered to
@Mﬂ?ﬁcmﬁkp i d data within said block without
altering the visual attributes of said block in a
MRAOektical oftemibedding akakernaek defatin lal tevat aoloureasterizaed eyage,
to detern1ne a set of said plurality of blocks suited
t 0 SYLNENQAFAMISING | d data; storing a bit of said

data in each of said plurality of bl ocks assessed as

sui t egividingséaid emagdinito afplwalitg ofiblogks;2. The net hod of
Caim1, wherein said assessing conprises applying at

Rt e NI N T TR
bl ockgithid saﬂ“ﬁ!oﬂﬁfﬁ%@éltéﬁb@'td‘btbre whvatres Isﬁlcﬁ@a?tb vﬂtfhlrseatd
bl ocks conprises nxn pixel s,

P O oS gt Alisang ey el attribnas of Sert Biogk (s Madger to
! f
Pnlai( ﬁo%é gr}att%?alﬁ/%&—{;@p eér(g tﬂ@ r?un?ai‘t:éyé‘w d@ie%%h‘ne ésetTdf%aid

The net hod daim
5, wheluslity of Wbdeksuitedde stare aditef said dalgh e onl y if the
nunmber of solid rows and colums through the centre

pi xel stBﬁﬁE%arb?t of's3 oal’iétﬁr?ﬁ e?@rfl gf %{ﬁ@ﬂﬂéﬁk&%"f bfo'ck@ BiSKhskh@s

colour o he cen re pixe Clalm6,
wher esuiteal tblstarle 4 kit absad slath.as sui t abl e onI y if the
nunber of white right angles through its centre pixel

n r

BersRnepae AR, OB el SR LR R ho 2
pi Aedst oBe pTd?«eietmh'I’lwd bfguo@l aperat‘lon whe phirality db bixels wighin
assesEE)? a.séi 55 onIy if the 26 nunber of

adjsecB R spid kKSS about a black centre pixel
remai ns invari ant before and after flipping the

- 80IT¢ methodaf Clgiant rehereiredach®f shitbbloekhoampfised sxmpikels,

wher ei n, each of sai d_bl ocks conprises a super-
wherein n is odd and n>2.

4. The method of Claim 2, wherein said defined pixel is the centre pixel of

each nxn block.
5. The method of Claim 4, wherein n=3.

6. The method of Claim 5, wherein a block is assessed as suitable only if the
number of solid rows and columns through the centre pixel remains
" invariant before and after flipping the colour of the centre pixel.

7. The method of Claim 6, wherein a block is assessed as suitable only if the
- number of white right angles through its centre pixel and around a black
corner pixel remains invariant before and after flipping the colour of said

centre pixel.

8. The method of Claim 7, wherein a block is assessed as suitable only if the
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bl ock havi ng MKN pi xels, divisible into bl ocks of nxn
pi xel s, and wherein said assessing conprises
assessi ng whether at |east one pixel within one of
said nxn blocks may be altered to store a bit of said
data w thin said bloc wi.t hqut  al.tering.the visual

at of adipcent hiagk edde pajrs,a Adlack cenire pixel rémains

penmeRianbbefoky ahd aftBLAIBLING Yife cdlBur bftsaietéatk pikelCl ai m
9, wherein each of said super-blocks has di nensions

f 4x4; 11. T net hod of, d aim./9, .wherein each of said
§. e pbit arul mheinsroyr st bioeE: SrBichero e
O ik haviiieMRNTpitas dHivisibry e Blodrd af manpikéls andiwherein
pseudo- random noi se sequence. 13. The nethod of C aim

12 saighe§sesRINg SOMPIISES ARSAISINGVACHISHAF legalsone ixelavithin one
dergy gg@iﬁ){n\‘;ﬂb&s@nggﬁbﬁit@@d‘%‘ S8 bit bfsdil AatPiieH seid
: al u

aarm ereln pseudo random noi se sequence |s
gemdock: withast altgring shedisuaistirivatercefireid biock inna marmer to be
wher ei n.sai d ' ived froman identifier of
th@egﬁpé'ﬁ%a?yoﬁ'%g}%"é% %%'rmge. 16. The nethod of Caim

15, further conprising calculating a hash val ue of

s Tdhei metpediaf Giincd, vehidreinfeashiof sat supesmbloghishals glimeasions
setfto a pre- determ ned value. 17. The met hod of

a & flﬁ('i6 further conprising incorporating said hash
value with said watermark data. 18. The met hod of

1 dinen rd@thodied Otaim S avierbiasdachalf said supembiake ihat @iinensions
X(P$g¥€/ith said watermark data. 27 19. The net hod of

d 6, wherein said hash value is appended to said
wat er mark data. 20. The nmethod of daiml1, wherein a

2 Thefmambdrotidiad datereinssaid aaestmank datatamprisdsya pseudo-
chan iqg the col our of said defined pixel to enforce a
paf ARGPIP OISG; SEIUENER- one of said two colours in said

bl ock.

13.The method of Claim 12, wherein said watermark data comprises a data

derived from a biometric indicator.

14.The method of Claim 12, wherein said pseudo random noise sequence is

generated using a seed.

156.The method of claim 12, wherein said seed is derived from an identifier of

the originator of said image.

16.The method of Claim 15, further comprising calculating a hash value of
said image in which all of said watermark pixels are set to a pre-

determined value.

17.The method of Claim 16, further comprising incorporating said hash value

with said watermark data.

'-18.The method of Claim 17, wherein said hash value is concatenated or
XORed with said watermark data.
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21. The met hod of O aim 18, further conprising
calculating a difference between said i nage w thout
said waternmark data and said inage with said
wat ermark data, and incorporati ng said difference in

e PSS Ty e

V\h(waﬂbﬁnmldét@l urality of blocks are non- overl appi ng.
24. The nmethod of Claim1l, wherein said adjacent ones

f I lit k

30 steunafofid i ormerh sohatsel tr SRR See g €
Pi bk, W ChihRgingitsk bbleakobsiid defitied pikertersndorce aparity of
in at |east oné adjacent block. 25.A nethod of

ex thixals Dﬁ@%ﬁ@*%ﬁ‘ﬂl’(c@lﬁﬂﬁ insgid Blof%o col our docunent,
said nethod conprising: receiving said two col our

??GI"HEEHE'( Qrf Ié\h’f‘% ?@:‘tﬁeﬁ’@iﬂ%ﬁ%&cﬂ@ﬁ@tm ab.{ﬁthiléﬁbe

herein IVI Ing said document into nmxn bl ocks;
eadietween adid ipRge a\nﬁhpyt gaid pasenmark sataard sgidnass é‘f‘fhasa'd
def {: to
g R L R T L e
altering the V|sual attributes of said block in a
AR ATher methodeof Glaire bpyheretn ajd iMadaisrafo@ifeentysi ng at
| east one Iogl cal condition to determ ne a set of

gét‘ﬁheo if I'@Jd 1@ Pl (l)’féﬁsl’ ?g,lrélﬁ}l ot BloBkSaf horf said

racting ermark data in each
of (ﬁl&l’ldpphgf al i ty of bI ocks assessed as suited to
store a bit of said data. 28 26. The met hod of d aim

R el g PR 8 R KBRS Sl P LRI
Whe1edks @@rldpaénd wheteiosaid@Essessing wttthm ablockés maidQIWlth

of each nxn hl gck. 28 Th t had .of ' 7

2 peRnos o s bapeaid BIoPRtE (5rBhG} Lo Rih Bt Rast
soldré ddpsentBfbckol ums through the centre pixel

remai ns” invariant before and after flipping the

%glﬁ umretlf?gd ct:)fhgxtr%\%%é sva? rmark data from a two colour document, said

method comprising:

receiving said two colour document containing said watermark data

embedded therein;
dividing said document into mxn blocks;

for each of said plurality of blocks, assessing whether a defined pixel
within said block may be altered to store a bit of said data within said block
without altering the visual attributes of said block in a manner to be
perceptible by the human eye, using at least one logical condition to
determine a set of said plurality of blocks suited to store a bit of said data;

extracting a bit of said watermark data in each of said plurality of blocks

assessed as suited to store a bit of said data.
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29. The met hod of C aim 28, wherein a block is assessed
as suitable only if the nunber of interior right
angl es through its centre pixel remains invariant
before and after flipping the colour of said centre

Lxel . 30. Th ' j '
86 SBeantol M RATAS, WHleriniHelh ] setflfodibamdiiRe ot
bl qidelsdgeergiaiis caldoand @>hl ack centre pixel remains
i nvari ant before and after flipping the colour of said

re pixel . 31 T t hod ' . ' =3
58 HoinBi by S RSB L p R D o1 Beiic
watoteget kedbdaka i s determined by determining the
parity of pixels of one of said two colours in said

B Jsuraetion SRIBMAT URRERYS BnlR M At Resrf i Sfitale only if
CONRe hiMBerenddld roWs landi cdfrnPIPeEg it cehiratpieal agrnains

said conputing device to performt net hod. of any
ondn\g¥riapt Befere andafter @BP'ﬂQ&%ﬁ?JPF'h%ﬂE%\?FEEeE rising

a processor and processor readable nenory, said

PO OFRSHSThoHAMIh 2 TR EInSd Blotk § agieksed b enitable only if
adapting said conputing device ti?ﬁa%)erfor_m t he et hod

of tmpupker efinterigr Aghtiargges heaioh el R¥eIJEMEIN ni ng
I f i%ﬁﬁ%%r@é@@a@ﬂdﬁ@? %%Sgr biisafd Edfire pRERUT

rasteri zed | mage, conpri sing: dividing
said image into a plurality of 3x3 bl ocks; assessi ng{if

anJhesnethod ef Glaimpz&evheseinanbleclis awegsed ae RYItaRIH op
| ; y o ¢ .
o) dfik AlybEPoPadiatert tiick Slacyift dtitf alidck it fixe

r owsmaind inwdriam befdne and afteafligpingrthe eolopir pEsaid eentrapixel.
i nvariant before and after flipping the colour of the

P EGREEE of i, bR MAEE, Clnd ' bl fck corner

pi xel remains invariant before and after flipping the
80) Tharmethodaif Claien25,evhpreinl g bk ntiwatermatkaddata isigelermined

dj o] d [ . 2 D
IR rer0B s AR P e & 4 B <8l ook

of said centre pixel. _
33.Computer readable medium, storing processor readable instructions

loadable at a computing device including a processor, that adapt said
computing device to perform the method of any one of Claims 1-32.

'34.A computing device comprising a processor and processor readable
memory, said processor readable memory storing instructions adapting
said computing device to perform the method of any one of Claims 1-32.

35.A method of determining if watermark data may be embedded in a two

colour rasterized image, said method comprising:
dividing said image into a plurality of 3x3 blocks;

assessing whether a centre pixel of each of said blocks may be altered
to store a bit of said data within said block, by assessing:
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(a) if the number of solid rows and columns through said centre
pixel remains invariant before and after flipping the colour of the

centre pixel;

(b) if the number of white right angles through its centre pixel
and around a black corner pixel remains invariant before and

after flipping the colour of said centre pixel; and

(c) if the number of adjacent black edge pairs about a black
centre pixel remains invariant before and after flipping the colour

of said centre pixel.
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