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AUTHENTI CATI ON AND KEY ESTABLI SHVENT | N W RELESS

SENSOR NETWORKS FI ELD OF | NVENTI ON The i nvention
whe@adhirsz el ates to a wirel ess sensor networ k POBBE209000185

to a nethod for establishipng a communication key

bet ween devices in a WSN. BACKGROUND A wirel ess sensor

network (WGN) is a wireless netvvork conpri si ng

spa

o BB BRI TIQY A Y EpPABLEHARAE AT WIREL S ARG
cond|t| ons, such as t eMEAVEORIKS, sound, vibration,
pressure, rmti on or pollutants, at different
| ocations. There are many mlitary, industrial and

civilian applications that incorporate WSNs, including
cess nonitoring and control, mnachine
FIE'PTQ%LN@ F?)'Fql ng, environnment and habi tat noni t ori ng,
heal t hcare, hone automation, and traffic control. A
t V.pi C 0
Bl Pl TR PR So TBR o
methacpﬁdo ebtablshing a eomsuafcatiompoeit letveen dS\tlcﬂsag@ WSN.
comuni cati on and power harvesting / storage. Security
is crucial in WBNs and basic security nechani sns and
BAPKGRQ@UND t hat can provide protection to the services
and the information flow are. needed. This neans that

the hardware | ayer should be protected agai nst node
conpiraiese secsmmativarkt (VOBN cisannirbless hetwodk peprisieg spatially

. .se urlt oal ik f ] i al Ios
s G§T45 Ao e kS R B8 b A S Bt o
envietmentsl cinditibds,seich aisusmpagéiresiouadyvipatisi, gressure, motion or
ere are typically six main challenges
pOHFtﬁngs?ta%ﬁrgﬂ 'ﬂfjaq'@bqu security: (i) wireless nature of
comuni cation, (ii) resource limtation on sensor
nogﬁ{fﬁ% ?é?n :nga]‘i]'llgl mglgaﬁgylpfiﬁ?qﬂgsajn%r i Pﬂ'; ?{))Q:atloqs' that |nc§/)rporate
WSII\Br giecladidg d énisietriABNprocess) mamtonog fang edontrol, machme health
frastructure n 10
molfB5PSHENBEGr st hgles BURPRL el R0} A1 it o
traffimedritrelded sensors. Several proposed aut hentication
schenmes in wrel ess sensor networks include
A WSN typically comprises of a large number of sensor nodes (fixed and/or
mobile). Sensor nodes have limited capability in terms of computation, storage,

communication and power harvesting / storage.

Security is crucial in WSNs and bésic security mechanisms and protocols that
can provide protection to the services and the information flow are needed. This
means that the hardware layer should be protected against node compromise,
communication channels should meet certain security goals (like confidentiality,
integrity and authentication), and the protocols and services of the network should be
robust against any possible interference. There are typically six main challenges in
establishing good security: (i) wireless nature of communication, (i) resource limitation
on sensor nodes (minimal energy, cofnputafionél and communicational capabilities),
(iii) typically'very large and dense WSN, (iv) lack of fixed infrastructure, (v) unknown
network topology prior to deployment, (vi) high risk of physical attacks to unattended
sensors.
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Radi o Resource Testing, Random Key Pre-distribution,

Ti me Synchroni zed Aut hentication (uTESLA), One Tine
w®r@nasarse and Public Key Authentication. HoweR€r/$SG2009/000185

Radi o Resource Testing can only be used for

non- crypt ogr aphi ¢ means an@ whi | e the Random Key

Pre-distribution Schene requires small conputation and

oo labited ARSI bno 4 R Lablbr Bl hguce
Radibe Rbssadeatsstieg ®arldone kN clhfeadistaifitionn Tfe d®maiiefized

Auigiialion CTESHALC hoRe It B B PEpRe Koy RuthéntCation.
Howersp,uRadib (Redourcz0MaEsting Caini oy dedussidofopgenevgstihipasiic means

t hent i cation, . I din W i ncl ude
and TR Thererar eV s Bistb G SofortS Ecutren 206N comeiiAn and
corprhohiogidrs ovdiheadsr kerns pooty0an! tetifis aoM@&bdOr éompromise and

thenticati t em t hat e tr ed third part
ool L1 LSk RIS oS BeclearbATpEss ol (i SURETRAoB end
deldygsiu bmgeﬁticsﬁtﬁf Milﬁ eGise gmngesﬁgbamweﬂdtanc K@F Auéhen}ication
nmessages exchanged. i n Kerberos can have a oad o
SchEfig e CRtH SbSTES Of GAMRIAIRER o ST Grlon AR Geay p e egsads.
protocol inpractical for -use in WBNs where data
conGamptaoRuFRTETEn o B RSy s ViR dudfad e (smpiiec
Keberds! il tae tEi;t:hér;iau@ﬂniﬁlib@i mﬁacsltsj The K@ﬁgekqs brﬁtob@{iéﬂé rlﬂi’twork
ners consunpti on. e Eschenaguer - i gor protocol.
autfiRicaor VPO eSS @ EESSG AN gethRG Husech gaterty) to
autheritRBROMWE rediiflesany 1486iRg 3a ShaE sBSEsIe telk Ehet@leSit ANGRY The
rotocol  for key distributjon. FbmF t he

ver, in .
megraBEa SR aASS BY KPS 120 b5t 2 RAVIOPE 6 e KIqBytps o hich
maRENNe Gtandgrdt KePb&res pRitoddP e Factiogl far lisarig FVENERREreQfata transfer
is %‘)ﬁ‘gﬁ'@y’;b tsfll\g {rﬁgﬁgg fogrgggrgi zﬁ%e%r?gtfggr }Q?rﬁgﬁ%%g(eﬂaneros protocol is
avdilapie e BBt i thohsthaleB Sgtillt abstig ey @@r_maytor C@\tré}:]éyo cbhalpiptibRe The

atl en W, a no

venent of patients, \Wen a p ile
s RAGH TGl RERS imlen o HPEURb K DeobRY aea gis Hdes of a
raridthJﬁn graph g_hrﬁ(mé@ @Oéiﬁ‘lp@'?al”éd-lkéam:‘:@ﬂ%h/ prt@f&blam k¥y distribution.
changes. e .Sensor no nee constantly. ,
HOUE ARt RaIoTSR AT IA0S FE NS RETRGLR v BFAFaby Ai5o8Recting
twd< 8¥ndoP nodes Bhé = gl ALLBEE 6Nhodd) NABRGk fPlRhance deteriorates
I.ci ency S another inportant consideration for

eff
- Wit AR GreRFeAn PBRR-i ng path due to the | ow energy

capabilities of sensor nodes. Sone typical policies

For example, a WSN can be implemented in a hospital emergency room to
track the movement of patients. When a patient with a mobile sensor node moves
within the premises of a hospital, its “neighbourhood” and routing path constantly
changes. The sensor node needs to constantly authenticate with its new

"neighbours" and establish a key for secure communication.

In WSNs, power efficiency is another important consideration for choosing a
routing path due to the low energy capabilities of sensor nodes. Some typical policies
for selecting an efficient routing path include

1) Maximum Total Available Power (PA) Route: The route that has maximum total
available power is preferred. The total available power is calculated by summing
the available powers of each node along the route.
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for selecting an efficient routing path include 1)

Maxi mum Total Avail abl e Power (PA) Route: The route
W@ b@v/14633 maxi num t ot al avai |l abl e power i s prePEr/8eu09/000185

The total available power is calculated by summ ng the

avai | abl e powers of each néde al ong the route. 2)

M ni mum Energy (ME) Consunption Route The route that

consumes ni ni num energy to trans Q{e dat a ackets

Bet\igigtim Faeigy W=y LapsEnptiondRewe b thel ganglames minimur
chesgryy 18)trdMshit Thenab@Ppddéels RANWESH thg%sé%tﬁnté}@tthe sensor

makes the m ni num hops to reach the base station is
pr éC8R iSeeNOsa8Y. Maxi num - M ni num PA Node Route: The

BP Wiginfn® ABp meRomteeTme FiubB AR ACieS thein@mhurh ih@;?_s td¥ach the
m ni num PAs he other routes is preferred

scf?@ﬁ%sf?ﬁ'gﬁl'%%@ge”ieﬁe ri sk of using up a sensor node

W thitaxdiRtn PAVIiAHH i pArNdd@erLﬁ@rThbh@t@bbﬁg whhaewm.mb.am is
are on a route with nodes which have ver

S Tergoa fenae TiNBoH dTA o MR SYretir s BrArelR5Rt e scheme

patfsciudtisithe Fisbf aeSp ars%nécﬂ\ﬁéidt‘ thwhe PAdhuéfﬁéé}r@r than the
paths are chosen. A challenge is to establish

s ecqwerrﬁ VeGSR MNGY afF PP 3RS év'hkamog?% \ypigh Baver \{mkh'sw}-‘/*s
rout es and how to authenticate with the nodes on these
mul titude "unknown" routes. A need therefore exists to

Singe giffesrntneligiat rEtRiayc diffeesmt e!i?u‘é}'nIQeRP“&Gf <tffareift fsies are involved

whét aiffBFpl p&% 8 @hbdera ANHMERGS nsa@r&mbn&lebvs@&hmy fwannel with
seeks to a dress at | east one abovenent | oned

thegp Bwitiae of SURMARIRY" reptag 8od BﬁWé%aW?W'Cétq withsthequggles on dpese
mukiRiePUBS RN ket i on there is provided a nethod for
.establishing a comuni cation key between devices in a
wi rel ess sensor network (WBN), the nmethod conpri sing

t NeASA&RRES tlefSRNELR & DRAMRS bin "RARSHISatfonCANE kfeyréiétnbutlon
device to_a second device, the request identifying

* profasgkior yse it pYVirRioscEens Neswatinihelsqeks tvredresh Pk l@aﬁth%ne of

the GDBURIE SRInAPrdtfidms.s i ntended, a first random number,
and a first authentication code generated using a

first secret key shared between the first and second

SUABYARSS; authenticating, at the second device, the
first authentication code based on the first secret
key; generating, at the second device,

In accordance with a first aspect of the present invention there is provided a
method for establishing a communication key between devices in a wireless sensor
network (WSN), the method comprising the steps of sending a request message from
a first device to a second device, the request identifying at least a third device for
communication with which the communication key is intended, a first random
number, and a first authentication code generated using a first secret key shared
between the first and second devices; authenticating, at the second device, the first
authentication code based on the first secret key; generating, at the second device,'
the communication key based on the first secret key, the first random number, and a
second random number using a hash function; sending an approval message from
the second device to the third device, the approval message comprising, in encrypted
form based on a second secret key shared between the second and third device, the
communication key and the first and second random numbers; decrypting, at the
third device, the communication key and the first and second random numbers based
on the second secret key; sending a notice message from the third device to the first
device, the notice message comprising the first and the second random numbers;
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t he conmuni cati on key based on the first secret key,
the first random nunber, and a second random nunber
waigiong4a3hash function; sending an approval neERCE§E2009/000185
fromthe second device to the third device, the
approval nessage conprisingt in encrypted form based
on a second secret key shared between the second and
third device, the comruni cation kegaand the first

ands esaienlating @b Fenfirrtyiavice. Heoppmynigalionkey.fhased Pp dhe f'rs"nsecret
keyISWH $fd rdcBRed BRITURN GaédrRItak@m AlMbéRsig ssid Raxh fERGRAd
random nunbers based on the second secret key; sending
a notice nessage fromthe third device to the first
devirg&iirst BRhBMdaBEn BBSSAESR bs BEREd &1 M@ firdi@arhdon® hurmbér.
t he second random nunbers; and recal cul ating, at the
first device, the communi cati on key, based on the

fir Récﬁéﬂétﬁfg k&Y tHan firs$ QieQICEGW ‘(:Sﬂnfdnfc%hor@ﬂ@ysm‘ésiné?bmprlse
random numnmber s usi ng sai d h function. The first

verfyin@edit the dirslode\icsa dhertifst 6@“45%93; BHMBRM BA 2 $c9nd [Byirpfisation

 cod!HB8Ed oreRar&WrtdeRond Rindbiguhiverd, rél@eadront fHe third device.

comuni cation key nmay conprise verifying, at the first

device, the first random nunber and a second

aut hRBtH&REd RiZyFaHSer éb@\ﬁﬁﬁe QRsihiAg fal IFsima il treessidunication

random nunbers, received fromthe third device. The
keyret hod may furt her conprise assigning a lifetine to

the conmuni cation key. The method may further conprise

storing, at the first and the third devices ai d
conmthifireaibed mayelirther etapriseoHodns, @hgweoﬁlrsh@rpcgthe third devices,

sal'cBrhRfi@fos R8Y AadeRioh to bRe BF ARFIGBGLor Ml tharkdkegand
aspect of the present invention there is provided a

wirel ess sensor network (WBN) conprising a first

deV'lr?Scéb‘Pcﬁgricg%ﬁpa EQonaRRELAGT thel RELSH invBRESABIEId i@ pPovided
second device, the request .identifying at |east a

a WiFaleh SRISPLESHIOF CURMIRPERNSIE ISt KieyRe cAntigured for sending a

reGURRTTHRE SR BNa KBYorldSddvitlee ‘ﬂﬁéeﬁéquéstfldérﬁﬁylﬁ@aﬂ@%ﬁél MRS device
and a first authentication code generated usin

forf poramugieaiiast Withy WBIshr & FORBRYREEOR eV iSrigtendpd) §eftrafnaand°m

nufDgl CERE atifg ABGEMCateY b6 ?émafrétgé! r@shof @first secret key shared
authenticating the first aufhentication code based on

betwgrens ithet firsbcad  ®e{PNdr SeVigetie R | $R5ODH e SR YSRLFPREIQEIEGN for

auﬂ%ﬁtu%@dth@:n fitdpCadth&fticafi®f ke kl@éedt 6& tﬁérﬁr%t rséﬁl%@mey, for
urmber, "and a second random nunber_ using a

genar@em &he cp@mt@&@apw%r@aﬁ%p&ﬁa@ fﬁ%sss&@% kteés m?ef'rtshﬁrlﬂ’om
nufB¥t, C8nd el PMRIonTRSFBER USRGPA | dsRYfuntiibre IYef \sBh&ifg an

form based on a second secret key shared between the .
apgEah dNegsa9¢ hior ghe third device, the approval message comprising, in
encrypted form based on a second secret key shared between the second and third
device, the communication key and the first and second random numbers; the third
device configured for decrypting the communication key and the first and second
random numbers based on the second secret key and for sending a notice message
to the first device, the notice message comprising the first and the second random
numbers; and the first device configured for recalculating the communication key,
based on the first secret key and said received first and second random numbers

using said hash function.

The first authentication code may be based on the first random number.
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devi ce, the conmunication key and the first and second

random nunbers; the third device configured for
welewpstgt7sg t he conmuni cati on key and the firseCEHSG2009/000185

second random nunbers based on the second secret key

and for sending a notice ne'%sage to the first device,

the notice nessage conprising the first and the second

A RS i1 et o G in AL R S er and o

sedohﬁﬁutl@ﬁbﬁtom@y Bagbdsa e fiest @indedcdnd mhdemchusehead) deceived
ers using said hash function. The first

m N
fro@%ﬁ%g}‘ﬁd&%{ﬁ fon code may be based on the first random
nunber. The first device may be configured for

verifyi.ng the first random nu r

it B TRCaRY it ceHERLEo Re Py PPIeRfioAitign g retime to
thercdRdounicatitaaey, received fromthe th| rd device. The

first and the third devices nay be further configured

to assign a lifetime to the comunication key. The

firTheafitet bhe thBi thifd desviceesmamybd éurthart defigaredf iogstoee said

to store said cg nication key in additign to one or
comgyBicghich Rl b el Borsprsbrigsrieblenn o i
DRAW NGS Exanpl e enbodi nents of the invention will be
better understood and readily apparent to one of
ordinary skill in the art fromthe followng witten
BRIEE DESCRIPTICN ORYHEDRXAWINGS only, and in
conjunction with the drawmngs, in which: Fig. 1is a
flow chart illustrating. a key establishnent and update

schexemprcefibbdigheh cﬁﬁh@l’m/@dildirewtll ma‘ béther Lmﬂefs&md and readily
|nve tlon ustrat.

* aoudgatlonnt ot alinarn 50U liscath B0 e otgivag Rska cbaigtion, by

wa@h of meqainprntorf, tdma [n esemjundtidvie Miihorthe Fidgawiegsy s avhich:
flow chart illustrating steps of a distribution node
according to an enbodi nent of the present invention.

Figritgs adloiwschartiill@itatihgia key bbtablighaianignd bedste spiserad aecording to
net hod fq st abl |r§h| ng a conmmuni cati on key between

an gaiRodieentof e preaed JVeBli or network (WBN) in

Figa CZ O da iy \/Mhtah mosttdtiag mﬁbﬁdpﬁﬁﬁt carfnetigy 16 eseitier node in

oS B0 e b W g« 1o ot e

Figure 3 is a flow chart illustrating steps of a distribution mode according to an

- embodiment of the present invention.

Fig. 4 is a flow chart illustrating the steps of a method for establishing a

-communication key between devices in a wireless sensor network (WSN) in

accordance with another embodiment of the present invention.

Figure 5 illustrates the data flow between elements of a WSN according to example
embodiments of the invention.

Figure 8 is a schematic drawing illustrating a sensor node being implemented
using a computing device.

DETAILED DESCRIPTION

An embodiment of the invention provides an authentication and key
distribution protocol for use in a Wireless Sensor Network (WSN). The protocol
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enbodi nents of the invention. Figure 6 is a schematic
drawing illustrating a sensor node being inpl enented
waiging4sszonput i ng devi ce. DETAI LED DESCRI PTI GMCB®G2009/000185
enbodi ment of the invention provides an authentication
and key distribution protoc6ol for use in a Wreless
Sensor NetWork (WBN). The protocol preferably conpri ses
.Shay ed key scpver. est bl i
aeres

prefesBily 20T BT Bhasse RSB ke S SRR o itete

auth@\ti@ﬁtﬁina?faienS@@ﬂorn@hbllkéylﬁeveéattohe descri ption which
follows are explicitly or inplicitly presented in
terms of algorithns and functional or synbolic

I epgesenpertibs f Qﬁe cuysbmdﬁoan@hnom folaiws wie Riplicitly or implicitly

te t
prefGBA | G taf oy oL TS Fad WAATAL PORLTRPE reESsediions of
opélﬁ%san Hhﬁs\ﬁltfﬁkld b@dput@r trieencthat Eheise GHRSithmig cwsbﬁpttoas and
ef fect 'qq@atépt he subst ance of t

conv
FungUahe 2r TP SISt Bradieieans SR bk Bods, SRS i the
datahecERsing dMeIte copvsl mestastraklively therstibstarck bibthbie wark to others

. f-consistent sequence of s ng,to a ed
oL B B gL 5Bk ThSE i 3L B bl Bbhhea
to Biaalééﬁlo%h;slgléﬁt Qéql.llihy}élo@ a{epq u@amlﬂng foes de§mheagllt The steps are

el ectrj.ca i.C nal apa
thoBe TRGUTG ISR SRR o T REa e lisar et ancplectical,
ma@h@lﬁi Virs @pmiaml Sighats edapdﬂl’d afs bélpgcsﬁor@al {rans$éradéce d combined,

erw and as a%g%?%{]t fromthe foll ow ng, i; wi ||
CO'BBarEEp?rég?tQ?@GS% WEW nghout the present

speci fication, discussions utilizing ternms such as
[ ener a or, the lik

"“cal cul ating”, ' i ng" refer to the .
aot Malpsa ey SRS Sheis b EPogieriom oS Tty T
be %p@ﬁéda%tl ﬂ'\aﬂ@rztbg@o& fﬂlgé pi&émtmﬂeaiﬂeai‘loandleﬂ?rFfsthng terms
a resented as physical, g in
Ui pEh oo ke let 1081 I hE el A etabioses of
comtpnr;]@hgyostfml ofisipmbi élteeﬁsorm: abmse tihat reaIpuaies awstaemoaﬁs data
other | nformation s ge nsmi ssi.on or, di s
reRdRRAs B TH S SR e P BHMBYSh Pl diacdier data
smﬂl@ﬂﬁrr@bﬂé%efﬁt@ﬂ e bhydical I’tgjahf‘t%sowttmlﬁtthértfbanutérhﬁjstem or other
Such ag'%ara be sggm ally constructed

lnf?ra}ahpﬂgfqr%gﬁj P8 Eﬁ%@ég§p%¥fdew& ‘conpri se a gener al
pur pose conputer or other device selectively activated
n,B‘EggBIeIS Htr %%eg,}/,cg},o%og}% SISC osegra%@a?attgsr efgrlgergopn%ing the

opera’uons of the methods. Such apparatus may be specially constructed for the

required purposes, or may comprise a general purpose computer or other device
selectively activated or reconfigured by a computer program stored in the computer.
The algorithms, protocols or schemes and displays presented herein are not
inherently related to any particular computer or other apparatus. Various general
purpose machines may be used with programs in accordance with the teachings
herein. Alternatively, the construction of more specialized apparatus to perform the
required method steps may be appropriate. The structure of a conventional general
purpose computer will appear from the description below.

In addition, the present specification also implicitly discloses a computer
program, in that it would be apparent to the person skilled in the art that the individual
steps of the method described herein may be put into effect by computer code. The
computer program is not intended to be limited to any particular programming
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The al gorithns, protocols or schenmes and displ ays
presented herein are not inherently related to any
WQ@009i1¢UBar conput er or ot her apparatus. Vari oRGI/SG2009/000185
general purpose nachi nes nay be used with prograns in
accordance with the teachidgs herein. Alternatively,
the construction of nore specialized apparatus to

erformthe required, nethod steps nmay be appropriate
landige o R, G Pl Ao STt ol R BP I i Bdos varty of
pro@r‘gﬁ‘}h?&h@ lan@?ﬁ{qe@&ﬁlﬁ@dcitiﬁg mﬁﬁe_‘orﬁlaﬁ?_‘éwsieﬁ}td) map@ﬂlbwmta l’iééchings
| Tl on, e .pr en ecitTlC | On al SO | 1,Cl A
of thS Qisplgate SoNRIA REE I, NpEeoyer: thh ComeLer Progamds et htended
to @pp@ngﬂ&o ltéhy:;iwticﬂ%frsfﬂlrtr‘ékﬂdt)dvh.egh%r@ érb_e.gamt ﬁtﬁéa_tvaﬁbﬂts og the
I Ndl vi dual STe€epsS O . (0] SCri pe ereln.na e

comyer ReOg A, FILEAR B9 LGN Coed! Tes iUt PeraT e R e
spirit®r B&3pd Tt feentich. be limted to any particul ar

progr anm ngl anguage and i npl enentation thereof. It
will be appreciated that a variety of programm ng

| arguBeafoRNbreost ibré e ko ktdpRYofbBeUsbutér prtptRiemMy be
[{9{[}% éeachl r]%E OE t he di sclvosaire cont ai ned herein. b
pe gD VR Parglie rBRH eBr SSIHBHEM PYCH Gt COARERGBEPSFRN Ry be
stofedndrt @6y tsdondiyerPRIaHEBIE | MEdiGRANTHe| cdnhier rd2ebBleahedinMnNinay
. o%he variants of the conputer lg)ro ra whi ch can use
inclydle ploragh deVsRS BYCht #HMRINFYhLePtFap s $ 1B PPYnFiRfe OF Other
storzger Gé\?wsh 5@“1&1% abr ?ri’!?’lfqéomge Rlith ?Q- gdriérdINBliBse .coRipBied! The
nore o steps o e copput er program nma e
CONYUHGTo F bf% r@%fﬁ%m gayr a'tsﬂewciur#anasé%@éwfﬁda|n%%£w%u%wha as
exeRPifed @1 tHY Pesras gﬁYerb,eors\R/mélééis fedAmY sGEHTRY tekemplified in the
readabls h

| di um e _conput er readabl e nedi um may
GSMRPaFe eé%r@woaa SVatel. dbe OIS PrRGGAEL WhEN gqadsaﬁnéaqxecuted

on HuKSa GBTEANDUFPOSRS cofpulet NEfecEldly ageulteV Cs apphiaalkl enat

- for interfacing with a general purpose conputer. The _
'm%ﬂ%ﬁ?g}eﬁ't%%?d%fgh%p #rethREP9al so i ncl ude a hard-wired
medi um such as exenplified in the Internet system or
w rel ess nedi um such as exenplified in the GSM nobil e
tel dAwendiont BlRY fise g%n‘ﬁlﬂ%e’ﬁ?gg?sa:h%"éﬂel H‘ci’gg'&&a%ore
parBf4rUingfle PBrawiF8 sandie Bendulddid RASiohaMHiREre unit designed for
eff%ctlvely results in an ?ppar t us tha? i npl enent s

us§ HHtns oINRE GPMPRRETI? efle MAEY!aTet NoY. SKARPIENVRnEegHe nipy be

impreeht&e usifgl @is@atLdieaBoidcoMBbRer®dH € %an VIhe a portion of an
a:%lt%ul ar,, in the hardware s_ensg, a_deuIe is a .

entire, HaGUoRiS C‘F%‘fto%!?;'ea%ﬁf‘tp‘ c?tpRegPedic (iedrfietnChiieASIC).

Nu@erse neRdrSpaysibiiRidy lesrst. FRbsec¥aNE B the AP dill Sppredatenat the

system can also be implemented as a combination of hardware and software

modules.

In an example embodiment, when a sensor node moves within the range of a
WSN, the sensor node may use a key discovery protocol to find a common key with
another node. In this instance, it will be appreciated by a person skilled in the art that a
random pair-wise key scheme can be employed. In this scheme, there is a large pool
of symmetric keys. A random subset out of this pool is distributed to each sensor
node. Once any two nodes find a common shared key from their own sets, the tWo
nodes can start to communicate with each other. As each sensor node's memory can
be limited, each sensor node may only store a small set of keys randomly selected from
the key pool. If the common key is not found, a key establishment phase is
advantageously initiated in the example embodiment.
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i npl enent ed using discrete el ectronic conponents, or
it can forma portion of an entire electronic circuit
wGeemb/1e53an Application Specific Integrated C PCUBG2009/000185
(ASI C). Numerous other possibilities exist. Those
skilled in the art will ap@®eciate that the system can
al so be inplenented as a conbi nati on of hardware and
software nodul es. I n an exanpl e enbodi nent, when a
sensor node noves within the range of a WBN, the
Sensyd tontﬂg ‘ﬁm‘i’f@d’ stdPRyeak 8ty Hr S6RGP A ddY, theﬁﬁiont%afédﬂ@y%alr
common key wth another ndode. In this_instance
mayney bec@/aaw é%tiW&?@@ re§mtslgp§@ﬂ§%rvogﬁ B &8 Mo neKBbayrng nodes.

Thi E@sp@c%@%ﬁmld?ﬁh rthé’\ﬂ:u%@n%%)‘lcé 6*‘@ aﬁﬁ@s&@oﬁﬁdb@&&ﬁing Within
SC here is a large metric keys.

00
a '%GGP Vol e Su iseaspials. Wclqan,p@nbs(}o]'hqrgfom é {# cened 'ieéi was not
fouﬁﬁ%lnrlﬁ rﬁé’rshar%glekepﬁ%@oﬁy phéBe N des efsta'bﬁlsl'ﬂq%pfﬂsﬁﬁgé can be

are fromtheir own sets, the two nodes ca

initigtegl tDltrtﬁlgcm'ﬁnm‘??%%tt an @GB! sedlhe SAGSTRRH AckAtageously

'pro()@?@toses‘l@dﬁgﬁ ¥né Q}Bbla{@@thla' k@}/é Sfong A6desSiRfisOVINde may
on 0

y store a small set keys randomy selected from

the key pool. If the common key is not found, a key
est g 'ﬁwtﬂowhaﬁ»ﬁt | Gedishetdl JBABKRY Yad Péf&ﬂeﬂ&@%dn{érélhqfoo
exanpl e enbodi nent. Due to the linted storage capacit

'"U%ifat@@n% ofeynsaiEblishnent narsh UpRaIee GORREYR RRCPTARgy thatn @éamp'e

em%éﬁhf’egpbﬁh@ %Fé’é%ﬁf‘m@eﬁt%m/\ﬂﬁn SORPSGr rfch@g %o@@éﬁtd 4 ﬁevlﬂ Qf@a in the
nel ouri ng nodes. This is especial

WY ﬁf@dJWQiﬂ’férﬁ@ éOl‘OWUa'CG"Fﬁ’HFh e 55'8?"3‘ H@Ht@r P'b%h‘ﬁt?f d’ﬁﬁfj} Wl”ﬂe grea
w1ti|1 %%ﬁ #t\%@s f6t éiharé e k@;p%m'ét abfds AHLLERMdRLAGY 1B)a base station, at |

herefore, if common key was naot found during the
stegﬁﬁzeﬂw«@ﬂuaﬁgeweg? lﬁdﬁé&%follawmeior@at abl i shment phase
can be initiated. During this phase, an efficient and
scal abl e schene is advanta&;ously rovided to

est &5 T A dstpBat BT{IRell KE)S(KandRYRAbls in t he WBN.
Fig. 1 is a flow chart, designated gener ally as
reference nuneral 100, illustrating a

wherst ébq jandmgat dgReteupdapwca cArdrelestinasiFg | ﬁ%jr?sé & a message,

res?é eIB3 IngBNtodRfs iHERIBARHERS dnb\ENAreGdentii¥ls fordhe base
enso no noves to a new area in the WSN and wants

stafion @awnmr@mre(owcmﬁteaﬁéeq&e Fespesiivelyr &q@é?cr@?s @17g_qQsm number
genéarétg%l by fhd % & SReMAAT WhiE&Bs hindiR8Se ARherftibARI0R R Alorithm

I 15t sen a request nessage to a base station, at
with taekey1arm Kame &@mn@ﬂsﬁe%ts‘sea/gféetwgew ther brser Sptiospnrthe sensor
nofi@rmat: req = {src=ID, dst=BS, RTN\\R 0 \\ MAC(KBN,

D\ RT}\RO) },

After receiving the req message, the base station preferably checks its
revocation list if the sensor node has been revoked, at step 104. If the sensor node is
acceptable, the base station verifies the MAC message at step 108. If the sensor node
has been revoked, connection is terminated, at steio 116. If the MAC message is
verified to be correct, the base station preferably generates a session key K for the
roaming sensor node and the router (or cluster head) at step 108. If the MAC message
is not verified, connection is terminated, at step 116. The session key is in the following

format:

Knr = H(Kan, ID||RolIRy)
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where src and dst denote a source and destination

address of a nessage, respectively. IDis a sensor
wmmowe/1$5783lent i fi cation, S and RT are identifi ePGI/862009/000185

the base station and the router (or cluster head),

respectively. RO describes random nunber gener at ed

by the sensor node. MAC i ndi cates a nessage

B 1S5 LSRR PR G A4 e PR Sl e
basesisiion. Atsdeat sigft €18, thedepe shagort Mds ag apys’sagmsspgre appig avith
nSSRLEARPLARETARL Y ShSRKRCAL b EYABEEYhact |1 he

een TevoK 1f the
sensor node is acceptable, the base station verifies

t he e sensor node has
beenM)rA ev g%ﬁ%ésﬁ&(ﬁ‘%hrbﬂ%”ﬁékﬁﬁ?)ﬂat ed, at step 116.
If the I\/AC rressage is verified to be correct, the base
aki. P .apl rates I 9
whE 2L P BnCSEERA SRcHERE' B B8 PERH Sl by I b ase
stafion eneé fhelrogter oif clugier Mga@ nessage i s not verifi ed,
connection is termnated, at step 116. The sessi on key
isinthe followng format: KNR = H( KBN,
| D\ YARek \rebgivihg rtbe Hapoval kriegesshigen @ppiy thea sdutérunc tduster head

i t y e

o8l e PPl M AR Ble SR BY.RY ARRAREG pariog, o e
sergop noda bt stes 4 4y el heapiice isin tire follewing §ximah key to the

router or cluster head, in the followng format: appv

- {src=BS, dst=RT, E(KBTI /D |RO]|f?,||/W, where Eis

an ootigeyptarorR Bl dpte/Di RiiR/KBRG(Eva IRTIEP BR&IR Fecr et key

bet ween the base station and the router or cluster

head. After receiving the approval nessage, appv, the

r outipon oecaiptusit e heticd rdessagpt methwaybdmdxtmutb the random

nuﬁﬁélrs%ot ac‘né ﬁe .&Ife?sdhgﬂirliggx tﬁ%?e & dS %ﬂggma}l%%ehzﬁ etqaatgg ‘teo the

sensor’ fiode"at Ice s in

origingl |Ravthe gerfsor nede ramabule@s:ﬂwe{sasemﬁ!key dst=I D, ROWR
IWAC(K R7]J\ID\\ . Upon receipt of the notice nessage,
the sensor node extracts the random nunmbers RO and RI.
Af t Enr W66 IYROERY he recei ved random nunmber RO
equates to the original Ro, the sensor node
recal cul ates the session key KNR = H(K BN, | DAROARL)

and verifies the MAC value at step 112. If the MAC message is verified to be correct,

the sensor node uses this session key for subsequent communication with the other
node (router or cluster head) at step 114. If the random number R, or MAC message is
incorrect, connection is terminated, at step 116. The node can be any other sensor
node, router.or cluster head in the WSN that the sensor node needs to establish
communication with.

A node's identity (ID) information is used to authenticate and encrypt network
traffic packets with example embodiments. In order to manage the keys in a WSN,
every sensor node and router preferably maintains a table, called a key cache. Table 1
below shows an example of a key cache structure.

Key Cache in Sensor Node N
Node ID Key Key Lifetime
BS Kan Ton
(node,- KNi TN,'

..................
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and verifies the MAC value at step 112. If the MAC
nmessage is verified to be correct, the sensor node
W@Qe®9/143183 sessi on key for subsequent conmuni cBET/86G2009/000185
with the other node (router or cluster head) at step
114. |f the random nunber B8 or MAC message is
i ncorrect, connection is termnated, at step 116. The
node cqun_be—am' ot her—sensor—node;—router—of—eh ust er
head i rn_the VWENP9ER  t he sehsofonode need® to
establ ilsh communi-eation wth, -A-pode's identityl|(1D)
infornmdtion i s uwodeg to aut hent Keat € and e?'wprvpt
networ K traff Shapatdgt s Wit h ex@nplie enbolli nents. In
order tjo nanage the keys in|la WBN, levery..sensor |node
and roJter pr Sharaliey, Ml Nt @l Ng(.a tlable, galTedla key
cache. “Fabte—fDbetrow shows—an exarrple of @ kKey cache
structure. Tabl e stru ure Fig. 2is a
fl ow chart, desé?%?gd'(@éﬁ@? FHCHIC, of erence nuner al
200, illustrating the steps of connecting to another
nodeig. o ag co 1N cRanml tabsngwat@cur‘ryxﬂiemm a®frefebencpr egeatl 200,

i nvention. For ex ensor node
lusieaing the et Pg!P%‘EB'E‘va\gP GEBF el rsgRReq with an
enﬁé@rﬁtﬁn@%f tihe pFden® \MveeticH. Q’Qﬁcbxamplebxtwr&heq{) s@fsdr nobiechode N,
wapls 3 St Anothe T foden ol Rett SRy MIpWRErRoqdare:

an existing key pair, connection is established at

step,.216. At | f there is no ting
oo 34000 Sep 20 s B Bebear Baate bEqadge (ee
nobi§)e.. kﬁ&dé}l PCPASIEY! Rbaws. AlBYR isSar Rixisting &éytp@urf icothegtion is
bet ween node N and node R based on the
es@ﬁkﬁ“@ﬁ@éﬁép(%ée Tabl e 1 above) in their key caches. At

step 206, if there is an eX|st|ng key pair, connection
is establjshed at step [

ft.hgﬁeisgglll.no tocol
cormbAtaPe3P% dthRis s PH&HS“‘B%%B%'& S RlIEY &Py giE5p\EYY Riptoco
de@éﬂbé&l irh fhhetl&@r d@bd vedGitase aﬁﬂveal%grthtSd Nofiled 4 Boramon @eebetween
as the random an
nodg &@né@g.e&t@ée#aaﬁ‘@ng ‘Eft’?%‘é( Kf e é@@ﬂ‘(eqefh@“@'f?ﬁ\éf:%ches
is no nenory space for adding a new entry, t he ol dest
key whi ch _may al so expi.re del et first,.
28 S R hEre et BE K T, CBCEST 5 GeFahehecPht step
215 rlf thierd 8 @till MPESMFOA %fbetwfeem heni) @td samsoErsRieGHodsh an entry in
recal cul ated sessi g)é e se sor node H%dakes
snodeR, ey as the random number R, and Key

the kyecaghe, and assigns Noge
Lifetime as 0, at step 208. (see Table 1 above) In the event that there is no memory

space for adding a new entry, the oldest key (which may also expire soon) may be
deleted first.

At step 210, the key establishment phase is then initiated. Upon receipt of the
notice message and recalculated session key K, the sensor node updates node R’s
key and key lifetime entries accordingly. The router or cluster head also
updates/extends its key cache table with the session key Ky accordingly. The key
lifetime is an arbitrary value and can depend on the appfication. For example, a key
lifetime can be set at 420 seconds in accordance with the mobile network
specification as in IETF RFC 3775.

At step 212, a check is conducted to determine if the sensor node N has left
the range of node R. At step 218, when the sensor node N leaves the range of node R,
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key and key lifetine entries accordingly. The router
or cluster head al so updates/extends its key cache
W@ 209924383 h t he session key Km accordingly. TheCkeg2009/000185
lifetime is an arbitrary val ue and can depend on the
_application. For exanple, &lkey lifetine can be set at
420 seconds in accordance with the nobil e network

fi t FC 3775. At st 1 '
the R 1o dsttlae dus ieton ety otk 1 oot raShe f T ifeorqmete
embBé&imksf ih dri&r tb 3age nmdrp geads. VWhile sHeegenBorlidydevth esmditeewithin

sensor .node N | eav e n f de R t
el G A Br £ GRS PREaRa T FERPGrT EXRGy B SR etime a
stebabhe in the exanple enbodinent in order to save
menory space. Wiile the sensor node N remains within
range of node R, the process |oops back to checking

t heAﬁé@@b Y4 0fhdrtae k@thJatinﬁ@éXp’\"@s dhe sdrepr @dé. préEErabtyepmltlates ‘
214, when .the k

the pr@peeq%ﬂ, ke¥iss :%/t?llglfrg@ﬁt ﬁethﬁﬁ%gelg%mt heS@{s va |d connectlon is

estBblisAbY bstapnte. | f the key lifetine is stil I valid,
connection is established at step 216. If a node is

conprom sed, the base station preferably revokes the

r el gtoatbdeay aomp@mnéeme tr@aﬁa&bmloamlef?er@btyrrmmh ¢he related keys
rel evant node The bas station gl so rral ns. a k?g
from e daipbase anthinforms {g '&ﬁ)"ai“m&deﬁn CURRSE S§ Sm?g" ns @
ke)sté@ree@ewmblead bel@‘frv) tHaemms@ semﬁle&s/sugnatdenealmrrthe sknsor

he event, t hat arF om sed andi (gked ,[sk

nogegyiniine dpMedcdnd eyev%“‘fﬂ?aé 5 CREPIETHSS AN Fpkes 1S ke
lifefiBletitry is efdsiiy haridd 4 negutikabl e in a base station.

In an alternative enbodi nent of the present invention,

there is provided an authentication and key

di stribution protocol for use in a Wrel ess Sensor

Net wor k (WP fhatKgprmmlesﬁsBaae@t@ﬁdn but 1 on |node. The

di stributign nlqggeﬁgepl VS %dyl U 91 Kéy/Lifdtirhé USt er heads

as sub- bas rstat oS COYMZT Ty that wecauce cluster

heads have (bet+ef—capa |1—rle -n—tlerme—8f—conrput at i on,

st or age ang—conmupi-catHen—+ A rFeb5enser nodes, |

they can be pnnp?)qu&d asl_suhBfisestlationd to reduce the

nunber of hops required. Figure 3 is a flow chart,

desi gnat edTala i Sirugturecol adfeyr EaiainA hasestatieno,

illustrating steps of a distri butlon node according to

an enbodi ment of the present

In an alternative embodiment of the present invention, there is provided an

authentication and key distribution protocol for use in a Wireless Sensor Network

(WSN) that comprises a distribution mode.

The distribution mode deploys a plurality of cluster heads as sub-basestations,
recognizing that because cluster heads have better capability in terms of computation,
storage and communication than normal sensor nodes, they can be employed as sub-

basestations to reduce the number of hops required.

Figure 3 is a flow chart, designated generally as reference numeral 300,
illustrating steps of a distribution mode according to an embodiment of the present

invention.
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i nvention. At step 302, each cluster head

advant ageously establishes a shared key with its
wWoeioghoss i ng cl uster heads after depl oynment. PET/8G2009/000185

WEN s topol ogy is known in _advance, shared keys can

preferably be established 'k?y enbeddi ng those keys in

advance. Alternatively, if the topology is unknown in

advance, e key, establishnment schene crib above .
F orshe 102 Sath KSRt Ped B ARt B it IREN P RRb R win
its ﬁé@wﬂb@lﬂn@&ﬂgﬂt&ri Eéumréﬂ@@éﬁlggmﬁﬂy mrr] acws::le topolegy (ijs known in
resources than si eddi,ng. e keys,in vance, .
advapce, m?\grepskeé/soﬂaé’l_ EF qf%a@y, a??‘taﬂ',s'k???%yo%%@g@s%ﬁ@ Kggs In
advgfﬁ?d‘ee Nt@akmlaﬁvely,\tifd BleappdOdy isamkhowe lihsaaivamoﬁ,eths tke{ establighment
ase station identjties (|l . one is t rea e
Soh QPR R o e AoaHs T NS KV piiabRinenh Bt Aqich? fititeAMGLon the
key CéstsiliermBaadihdrie rhay tréqliley motdieeddireds thae simply embedding
sub- basestation i s preferably desi ?aqat eg_b@s tF,eareaI be
thosg, Keyss ik AN ED. 25als % f SeRsIMErIRETAURB 5, MUFLISAdS May
accsgtasler node preferably establishes ‘a shared key with
the nearest cluster head using the key establishnent
schenme outlined in the key establishment phase
desxirdtdregos i . seAborsictip skiSs twhbasd Steticreidsntitios dHs): one is

the g2 Bree Pl ol is bR Easenatart el FEth o ity
the @b upthelsubeadestuiieh ishpeferddhbdesipiatdd anthé céal bbss stadard)D.

rather than the real base station. At step 310, after
successfully establishing the keys, the sensor node

uIOdﬂt a8p Eb@,déf@rctfep&i}blehﬁ&&ﬁinabri mdevméferéﬂlyeestﬁwlismn a shared
cluster head. At step 312 or s rit each sepsor. .
keyrwﬁg'é}l% PefieshiH5ter Bead using thediay SSIRRISITEH 56 nrire OGURGY jn the
keyRR&EDIISHMAEMtPhasé dasaedisdbbesd i nterval (for exanple, 420
seconds, a few hours or days, depending on the
application) and re-establishes keys with i'ts nearest

cl ust eep eomd svndnathehsenseahodeagves alithionthe | WSNhehe same key

basestati on daes n r i ve any reguest, fromthe .
estalRGRP N RET e b BN RAGSE ASNEEHIG) Wibde RansIaRT gt va
the biib-BaddBdtion clidter eRepratiier tHid thel rdzd basd statigps bet ween 2

nodes can |l ead to poorer network traffic performance

and nore energy consunption. The distribution node

advanitag q0s bitersuevésdrsly astablishingi thekeys) thd samsenesdgyupdates
0S ution for, establishin sqpar ed key. The
the Q{W%giﬂs%ﬁt‘%&’ghﬁ%c Eﬁfiﬁﬁ"ﬁ%égﬁ% 'y provide better
At stép 312, for security, each sensor node preferably resets its sub-basestation
ID to real base station at a specified interval (for example, 420 seconds, a few hours or
days, depending on the application) and re-establishes keys with its nearest cluster
heads via the real base station. If the basestation does not receive any request from
the sensor node, it considers the sensor node compromised.

In a WSN, an increase in the number of hops between 2 nodes can lead to
poorer network traffic performance and more energy consumption. The distribution
mode advantageously provides an efficient and low energy cost solution for
establishing a shared key. The distribution mode may advantageously provide better

security as it can immediately block and revoke compromised nodes.
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security as it can inmedi ately bl ock and revoke
conprom sed nodes.Fig. 4 is a flow chart, designated
w@emwensi7By as reference numeral 400, il ustratPCSGI89/000185
steps of a nmethod for establishing a comrunication key
between devices in a wirel #83s sensor network (MBN) in
accor dance vvith anot her enbodi nent of the present

i nvention. 40 quest ssa S o]
TR ot Db Gt iRl 38 bl Rlneldi °FRo,
illustib@ing :/’\tdquélsl;c]@osﬁbf bemsthod fbh Ieétdabiﬂshmg:a éamrmlmgmgnnl k?/t between
i.ch the co i nt ende a first
deviieh o A RIS, et e isN, f B Fale B gt eriboiment
of the prIsahEiflvartiong a first secret key shared between the
first and second devices. At step 404, the first
aut.hentication code is authenticated, at the second

~ deVAt'Jﬁep laag edlreefuettiriedshgs is st frotn akfayt deMcedd erseéaﬁd device,
comun at_t he SEC

ti key t
the e, CRRLTRO R BRE 7 hed GeURLB’ el igidT SR which the
corﬁmnd@aﬂmﬂn@pns irdgstied, semgmdarfdamdommmrnbed amnsn@umelnamon

uncti an. S 408 sent
code Grierigd uBbg Rtk kB sRaTBd D e s fiSEal g 3Bk devices,
At sepr W@Hhﬁgﬁﬁa@ﬂhérﬁﬁfﬂf iors code (IjS gu’ﬁenﬂqatﬁdﬁcbt ftioas rsebms:bd device,
on a e et ween..t s.econ n
o P At eEe el K- AL Fen OB s Tt RS RReRa gt the
secoRE WRice Apaky s dirs seé&tet RéE thetHiBt randemamumben, arat & eecond
nge% an the_firﬁt %nd second random nunbers are
randagyn gsh

ushg & Hidti9 devi ce, based on the second
secret key. At-step 4 12, a notl ce nessage is sent

fromthe third device to the he. not
o oBL 50 Ag o6 aprtpvaiaabess seh Horthe seSing iR e third
de\n@élbtﬁl éSappPévﬁtnmsé%ér c?mbﬂsmgﬂmmmdrﬁdted)lf%rh‘eba$eﬁi o? a second
recal c at the fir ed on the
sodrE iyt Shat e en e sesonn g g Gevick BBt Eationifey and
thenme{ogmds s@@drﬂgraga@rd Hﬂlggalérsf. uxn@tepogm T\hmcmmumfcawrekéy am the
second random nunber s va
firsf G 265y Free Aghes A e lEh ahIREAEM ReYich: S on the
se(_andase\S@t«l ké@_?_At&t@;@Mﬂ 6&8’1(1’“06 maageals@ahgﬁ_ﬂ?mmm mrdfdetnhcda to the
in co ses, a i ensor__node
frsh (v, 4G N OCat M5 AEBr COTRURRy he-e 808 DRqSRmpofandom
numBérs. IAt sw.ls;%] |41b,et@p&frg:ﬂu&t@l@brby?yalsp@bsbmawdi lgt ¢iok first tdeeice,
artf that .the t and .nunber of devices in Fi
bagic of MRS fehreeriat kel e Al FsPRaddEst Stcvaseondy i Prmpers
usifly f$=fd @akhH tiR&BnoThedaisecersthientirdi bifie rseadndn temderns numbers can
advantageously prevent replay attacks.

Figure 5 is a schematic illustration of a WSN 500 according to example
embodiments of the invention. The WSN 500 comprises a mobile sensor node 502, a
base station (or cluster head) 504 and router 506. It will be appreciated by a person
skilled in the art that the type and number of devices in Figure 5 are only for illustrative
purposes. A WSN may comprise different types of devices in different numbers. The
devices 502, 504 and 506 are configured for generating, transmitting, receiving,
processing and authenticating data according to the description above. (see Figures 1
— 4 and their corresponding description).
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devi ces 502, 504 and 506 are configured for
generating, transmtting, receiving, processing and

wa@eaobae7stat i ng data according to the descri ptPCHSG2009/000185
above, (see Figures 1 - 4 ng their correspondi ng
description).ln sunmary, sensor node 502 is configured
for sending a request nessage, req, .to the base

sta 8 se station 504 is
conr SPAY: AP BHE 2 I ousbDBe Sl 2 B0t meSsace
reqatn trenbaseadtatiog 5(]4e(se@ que\st508)33T$1agmsar$datlbn 1504 e domfiguasd for
0 , he router 506 (s arroqw
B e AT A0 B couhS b FeiiBh! Flonred apf Frghandiho an
apmrpmlegesssage,aanp\aulbh’enetnoo’@rlt'm@ {see arppr G1Q). TressAgs 608 is
coré'@gggdn@;ﬁze%&d réce %Hﬁ? Sa%g redUF%'Bg 5‘8 %gq%g Fnressage and
serMimessotaadoamehmOrcabm 502 (Beé iatrew B'iaar dqabt snsot hede is
corﬁgu%%rt? F%%ggl m@Zc aﬂheaﬁj 22 g%gtbc%?gﬁrg?@%ttgggggs%r Xode
S0pendthe rsuten 5%ctanradvm1§ea@ou$|y badur¢lineommbhitatesensor node
502, the base station (or cluster head) 504 and the

ey & i 5 S B o ARt 158 il ke Mol et nace

. 502 dinmbﬂserstailen I(mmlmster(bed@)rSCMQarﬁxmmm&r 60& cairebe iémented in a

ruERREReRE W S dsthBSs P BEa-H58 JareReigapaIBor & camputer
de\scc:ahlarmderdo aixevutadhe telavahir gdnersting,f tens@RETE Iréceivirge processing
andc"ggﬁ%rglcgtg‘%est%%zc@ggﬁb%g %brrpl enment ed using a conputi ng

PPbEf enented as software, such as
a conput er program being executed within the conputer
system 600, and instructing the conputer system 600 to

ConbLLs 45 & eI mInoS SN R, 6 SRR ihe Sg0sor node

SOZibdlrigSmtpDaSmembddusIn@g a WNEIBYSISARSS00.N 8L MK lbeﬁﬂa%?pléﬂnénted
ui t abl e transcel Lﬁ‘é'{ device 614. The tggn\‘guter

as SAWAIE. (Shgh A fpTANRYiE] QERSEan RRiRe sXs6iited Mithin tb%r?@mﬁuter
sysﬁeme&m Mhﬁnnstnﬁd%ypthé%nmderasﬁwﬂ 600l 16 d&REY tHeRAMhod of

the l % onents of the conputer nodul e 602
teyxﬁmp rcate via an interconnected bus 628
and in a nanner known to the person skilled in the

vant art cation programis t

Cpis dipnitsten 5V EieRl Bob bty mpLier MBS 602 and is

connected to a wireless sensor network 612 via a suitable transceiver device
614. The computer module 602 in the example includes a processor 618, a
Random Access Memory (RAM) 620 and a Read Only Memory (ROM) 622. The
components of the computer module 602 typically communicate via an
interconnected bus 628 and in a manner known to the person skilled in the
relevant art.

The application program is typically supplied to the user of the computer

.system 600 encoded on a data storage medium such as a CD-ROM or flash

memory carrier and read utilising a corresponding data storage medium drive of
a data storage device 630. The application program is réad and controlled in its
execution by the processor 618. Intermediate storage of program data may be
accomplished using RAM 620.
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system 600 encoded on a data storage nmedi um such as a
CD-ROM or flash nenory carrier and read utilising a
w@eespandi ng data storage nedium drive of a BEE/&G2009/000185
storage device 630. The application programis read
and controlled inits exec{)ﬁi on by the processor 618.

I ntermedi ate storage of program data may be

acconpl i shed usi r.eci at
Dot I vihks BREECRIEL IonbepAS hEss Siieh S6DENEIH Bk 506 b be
implEMRREE BERE UsdnLiting GelBa bikgardiRMY einilatibsthaliliusitated in Fig.
simlar tothat illustrated in Fig. 6 above. The
6 ape¥s-ocol provi ded by enbodi nents of the present
i nvention may advant ageously save communi cati on ener gy
conpared to existing solutions. Exanple enbodi nents of
the present invention may al so advantageousl decr.ease
t heThrunpretocelf Proed e cmbefiEreaiferof- the ﬁ?ﬁe“g igyestign + may
ad\iéﬁ1 ge&éﬁ%”éﬁﬁfﬁém@eﬁ@n Pty VARV e@déﬂh@*@blht:drﬁé Eﬁéhnple

nunber of hops. For instance,
emb@ﬂmﬁ@fééé thecpresery inveRtia may a!f@g%dé(é%’faa?oqﬁlyﬁcfeés% Hbeu'ﬂ‘é“ber
of g % probability of connection. If 99.999% probability
desired, 20 degrees of node is expect ed. However,
netmork perfornance deteriorates with an increase in

h°p‘~f’h? = Ehﬁ?é@gpl—eshg%r erd?&i%ﬁs RRfifeigadiatRhgerl &g [B@ScoAnective

ughput™ of | ess than 2 Kbps.

progahifitir 2nd @e‘la*ﬂe ["W@b?fr oft RS Fion "ér%%’lﬁedén\e@'\l\/\l"’f‘% 10 000 nodes

ex;fegt% H@crﬂhsde%Feéerﬁ nQﬂ@t%QihtsuﬂerQQ%bidBBblﬁﬁ%f connection. If 99.999%
ant ageousl ﬁ/{éreqw re about 3 hops befween a sensor

probalitiy imdesired, Zbdearaes & w@@fem@d IHQWR\FEMEWOTK  RFFfFmance
det%ﬁ@n%?é‘stWM‘?aHﬁ&b@ﬁel ihthb §bert§<aﬁﬁifé QVEHopd hdtwb®R3fpically has a

“menory cost hout con3|derable i ncrease in

very dmHINOUSRONAR lewﬂ@arp? Kbise Slompacasively e Peotearbip derriRnce with
em%%ﬂ-r%ﬂtsp bE R rés%H? mvleﬁ’clbn' %a? Uédv@ﬁﬂa@e&%iy %We sdrabi ‘3 hops

nam C parr nodes can vant ageou

be‘é\@ﬁalﬂ Be/IFOR n@ﬁara@é "!%e@ee\f%ﬁ* isisireadofmpFlbzA NGRS gonnettive

perIQE NGNS 8 e RORitP It fhaidry @8hditheitl dbndldefblet ificrease in
st node (router or cluster head) for security.

compwnigaiian. advant ageously no need to change the routing
path to the base station. In addition, a base stati.on
may manage a revocation list for |ost. or conprom

r oafihag@retend @ccordiigdo empedinehicpeighe QEQ,SSPHPYFQ“'PB IS S”'tgb'e for
bogfg%?ﬁ%gﬁﬁ‘%n% LASNR! 256 Hairl 0 RIS @anaavantbgédUslyt sdt@stish a
shared key for secure communication. A roaming sensor node preferably deals only
with its closest node (router or cluster head) for security. There is advantageously no
need to-change the routing path fo the base station. In addition, a base station may
manage a revocation list for lost or compromised roaming sensor nodes. The protocol
according to embodiments of the present invention also facilitates scalabiiity and

resilience against node compromise.

Example embodiments preferably enable a moving sensor node in a WSN to
change its attached routers frequently. At the same time, the attached routers
preferentially ensure that the joining moving sensor node is not a malicious sensor
node. In addition, the moving sensor node also preferably establishes a security turinel
with the new route. The security scheme is also preferably highly resilient and
scalable. A typical WSN may contain from hundreds to thousands of sensor nodes,
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thewsifara arlr}e soiwmne oged. shpwls peaferablyybes @dapiabies
res'@é,ﬁl Q'n%d?c&nb%n{l&s' lient and scal able. A typical

resilience agai nst node conprom se. Exanpl e

enbodi nents preferably enable a noving sensor node in
W@2008M43783 change its attached routers frequentPgI/SGR009/000185

the same tinme, the attached routers preferentially

ensure that the joining no¥6ng sensor node is not a

mal i ci ous sensor node. In addition, the aning sensor

node al so preferably establishes a securlt% scmesemd
aP

confarn"from hundreds to thousands of sensor
nodes,therefore any schene used should preferably be
- adaptaple 'bg[e%%q:&f Pff af ;?ecrs&?gklﬂ&ﬂn' th@'yh tﬁgﬁhlﬁlﬁéroﬂg%natlons
conprom se &he0|ate gerson ski | Iedh
and/or lmmilfmaﬂOmS']mamlbﬁef’f@dg thea tresest A'W&P on as shown in the
8Nthel iRV&oh O Bvadl
emgﬁ hlfsa\trvltl%lﬁ ed{%\égmﬁemea E@n{ BE sBspRsS8Mhel i adly

nts wthout departing froma
desspibed.t Thor embogiments alge th&f@f@fﬁ:lt@rpea%orﬁldﬁﬁﬁﬁg P %}bgﬁ?Pfi%’(é&O be
[ e, therefore, to be considered in
mugﬁﬁwgggggh ?ﬁm € illustrative and not

restrictive.CLAIM5S 1. A nethod for establishing a
comuni cati on key between devices in a wreless sensor
network (WSN), the nethod conprising the steps of:
sendi ng a request nessage froma first device to a
second device, the request identifying at (east a
third device for communi cation with which the
communi cation key is intended, a first random nunber,
and a first authentication code generated using a -
first secret key shared between the first and second
devi ces; authenticating, at the second device, the
first authentication code based on the first secret
key; generating, at the second device, the
comuni cati on key based on the first secret key, the
first random nunber, and a second random nunber using
a hash function; sending an approval nessage fromthe
second device to the third device,.the approval
nmessage conprising, in encrypted form based on a
second secret key shared between the second and third
devi ce, the communi cation key and the first and second
random nunbers; :
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decrypting, at the third device, the comunicati on key
and the first and second random nunbers based on the
waemonds7secret key; sending a notice message fPOISGIN89/000185
third device to the first device, the notice nessage
conprising the first and tHé second random nunbers;
and recal culating, at the first device, the
Cq?gwgynicapion key, based on the first secret key and
received first and second random nunbers using
said hash function. 2. The nethod as clained in claim
erein the flrs hentlcathn co i s based on

t he 'fi rst® Mg '”S a WH@?"I’?{?@ Retwesroeeviges in a

wireless 88nsbr ﬂét\nlbrk NWSN@Itﬁe ﬁeﬂﬁidwnajnsmg thébtepfeffirst
device, the co ni cati o onprises verif

oy Shning R Mesaags o Bafiab RHEsar S Seaoed devignathe

reo@luémedantlﬁ/atg @ leayt, abasied devicé h@rfctdn%uﬂaﬁxoﬁemﬁdwmch the
r andom. nunber.s, eived fromthe thlrd devi ce.

COMBIRITAIYL KeY & Hﬁ@” &l @n{rshRNGEM PHEDEH AReld? rﬁ'és"cff%her?é'caf'on

codielgérivesited QBPY ioSHirBidscRFs lk@jﬂ sme@ bétwleeh itefirsParid®scond devices;
comruni cati.on ke

S cI imed in an
o BHBekatBe Noerserma PUFABe TES AR Fog: Grbdgsed on
theAfirsttdeerdi ket and the third devices, said comunication

key in additi n to o e or nore e-stor ed shared keys
AR AT 2 M SeeAnd iy 1 YERPUBSRIAN Kphgased an e firs

seﬁél\/kélw 16 fif st G @S fridfmbee i g s%céﬁtﬂt@ﬁiorrﬁﬁﬁﬁa@gﬁuélﬁg & hash
cond device, the request identifying at |east a

fun{:ﬁ?r},d devi ce for communication with which a

CONBRHYiRAh @PploRHl h&sdagk enALehe sdcbid aéwéeai@Otﬁmtmmﬁé%e the
and a first authentication codﬁ) ener at ed usi ng

apﬁ'"PY@t MEIRATE CHUBRFISUNEh 8 PHsBPHRE FPrHRATEC, 9F aaﬁ%c%‘é’cﬁ?ﬁa key

shd&tey iveefsent the SRBANGndeavirg leie8f the WokthliiEation key and the first
an:?Ut hea:r tin he first authentication code based

RECONP FaRdURBHECeRey, for generating the communi catl on

key dbagstthgorattthe thirfl devieeCied csRhurida@ioh i Ke§it ak RO RIst and
ndom number . usi ng a.hash

seqogﬁgen%m ”T"’d‘ge@g‘?ﬁ?gﬁné srorevarehi¥sage to the third

devseriing 8@ o8P HResdge TBSH ABS trHaANiceitd dhe fildt 88GEY M Hotice
form based. on a._s cong‘@secre key shared between the

MeSRRAGTPMRNENEHDE drsiavd g SecRRY FSIFRIIHIWMRS' S EWey and t he
fir ﬁcaﬁnﬁtlﬁ@Cﬂnﬂ!eff&Wice the communication key, based on the first

secret key and said received first and second random numbers using said hash
function.

2. The method as claimed in claim 1, wherein the first authentication
code is based on the first random number.

3. The method as claimed in claims 1 or 2, wherein recalculating, at the
first device, the communication key cemprises verifying, at the first device, the first
random number and a second authentication key, based on the first and second
random numbers, received from the third device.

4, The method as claimed in any one of the preceding claims, further
comprising assigning a lifetime to the communication key.
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nunbers; the third device configured for decrypting

the comuni cation key and the first and second random
woewpasE3based on the second secret key and f oPCHBGZINEN0185

a notice nessage to the first device, the notice

message conprising the fir$® and the second random

nunbers; and thﬁ first device configured for

recalculatlng t he copmruni ¢cati on key, . based on

fir3t sethematesd anglaimed in GERIPE 6 SRt iy further

comBHRATHYTERHAGEAS tHeSHirB0 apdithe NS devioss,i did cédmmimicaéN kag in
clained in claim®é, V\herel n the first authentication

addifipdojoge s sre Bre-stAedishread ke¥fdom nunber. 8. The WBN
as clained in clains 6 or 7, wherein the first device
is conf i gured for verify first., random nunber
and®a seloH®! %?étSﬁawun@MquM CORRE¥AY9on the first

anda $igs %dlcé %ﬂ%lréﬂlf& Rehding %Pféqﬁ@éi rhésxayé he atﬁbbrﬁh device,
devi ce. as claiped in any one of cla @;B?T
which a

the eeoe'esw«ﬂ@hafvwgt Rl 925t @t {1 SPYE (1l aMHBIGELen ¥
corhiUhidstort REY it flicliOaamst Bhdam hurﬂbérménbl @ il authentication

f comuni cation key 10, The W8N as cl in an
codsrORRHIRG UBNE @ TSt Sael nShaied preen B fEh AN Rebes devices:

devirzesecdhg devict ReRfidiPed FaHHLRIkrtieatfHgOthe &t flithentication code
comruni cation key in addition to on

baeiﬁdé:rgq!'\g FiEd sgﬁrgF g%y f%)ggneratmg the communlcatlomkey based on the first

secret key, the first random number, and a second random number using a hash
function, for sending an approval message to the third device, the apprbval message
comprising, in encrypted form based on a second secret key shared between the
second and third device, the communication key and the first and second random
numbers;

the third device configured for decrypting the communication key and the first
and second random numbers based on the second secret key and for sending a
notice message to the first device, the notice message comprising the first and the
second random numbers; and

the first device configured for recalculating the communication key, based on
the first secret key and said received first and second random numbers using said
hash function.

7. The WSN as claimed in claim 6, wherein the first authenticatioh code
is based on the first random number.

8. The WSN as claimed in claims 6 or 7, wherein the first device is
configured for verifying the first random number and a second authentication key,
based on the first and second random numbers, received from the third device.

9. The WSN as claimed in any one of claims 6 to 8, wherein the first and
the third devices are further configured to assign a lifetime to the communication key.

10.  The WSN as claimed in any one of claims 6 to 9, wherein the first and
the third devices are further configured to store said communication key in addition to

one or more pre-stored shared keys.



