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This invention relates to exception handling in a
processor.

A programmable microprocessor, such as a digital
signal processor, typically includes exception handling
hardware for dealing with errors that may be encountered
while processing instructions. For example, the processor
may encounter illegal instructions (unsupported opcodes),
misaligned instructions, instructions that access protected
areas of memory, illegal memory addresses, bus errors and
the like.

In the event such an error is detected, the exception
handler hardware typically invokes a corresponding software
routine, often referred to as an error handler, for
responding to the error condition.

SUMMARY

According to one aspect of this invention, there is
provided a method as defined in claim 1 of the appended
claims.

According to another aspect of this invention, there

is provided an apparatus as defined in claim 12.
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According to anot her aspect of this invention, there is provided an
apparatus as defined in claiml12. - 1 &0002 15 JUL ax According to a
further aspect of this invention, there is provided a system g% gef i2gd i n
claim?21l. According to a still furt her aspect of this invention, there is
provi ded a nmethod as defined in claim?27. 5 According to yet another aspect
of this invention, there is provided an apparatus as defined in claim 37.
According to another further aspect of this invention there is provided a

system as defk@@grhﬂn%SEb”b4§ur%HEr29s§€b@2648gﬁ§spgﬁbgﬁgld%76%@ere
DESCRI PTI ON OF DRAW N Figure | Is a |agram| l'ustrat’ing an exanpl e

of a progr gggigg!&rgdp%ogggﬁgﬁ‘l Ogmzil Qlﬂ,l%g g(l:lc?agltl to an enbodi nent of the

i nventi on. | agramil | ng an exanple execution
i peline of the pr mgabl e pr.ocessor
PIp Rccgr ng o a S%l?i %urther aspect of this invention,

there is provided a method as defined in claim 27.
5 According to yet another aspect of this invention,
there is provided an apparatus as defined in claim 37.
According to another further aspect of this invention

there is provided a system as defined in claim 46.

- la -



Figure 3 is circuit diagramof an exception pipeline accorgi 0,
enbodi nent of the invention. Figure 4 is another circuit dfgéygnidpagn
except i onWOI@/48873el i ne accordi ng the an enbodi ment of the povYRISVi/OB26
DESCRIPTION Figure 1 is a block diagramillustrating an exanple of a
programuabl e processor adapted to handl e exceptions 15 according to an
enbodi nent of the invention. Processor 2 may include execution pipeline 4,
exception pipeline 5 and contggtrI®PTioN- OEXSRAIGEsPI peline 4 may have a
nunber of pipeline stages for _concurrentiy processrng nore than one 20
instruction. | nEL@gUERI dndsmaybBeckosdedriam ¢ 14 usitrstt istgagen eofangxXiee Us £ on

pi peline 4 and processed through subsequent stages. Data nmay pass between
t he stagesaiprpgpennabdedprdoeissgraconfliguated hecoystiey thed esults of an
2 15 JUL 20 WD 02/48873 PCTIUSO /47626 instruction nay energe at the end
of the pipehboesméntnofr apedisyea®ssingn. Control unit 6 may control the

fl ow of instructions

5 Figure 2 is a block diagram illustrating an example
execution pipeline of the programmable processor.
Figure 3 is circuit diagram of an exception pipeiine
according to an embodiment of the invention.

Figure 4 is another circuit diagram of an exception

10 pipeline according the an embodiment of the invention

DESCRIPTION

Figure 1 is a block diagram illustrating an example of
a programmable processor adapted to handle exceptions
15 according to an embodiment of the invention. Processor 2
may include execution pipeline 4, exception pipeline 5 and
control unit 6.
Execution pipeline 4 may have a number of pipeline
stages for concurrently processing more than one
20 instruction. _Instructions may be loaded into a first stage
of execution pipeline 4 and processed through subsequent
stages. Data may pass between the stéges in pipelines 4

during a cycle of the system. The results of an



and/ or data through execution pipeline 4 according to a 5 gﬁghﬁg}gﬁgck
For exanple, during the processing of an instruction, contr may
direct thavarea/isstes conponents of pipeline 4 to decode an i pgipfikel e and
correctly performthe correspondi ng operation including, for exanple,
witing the results back to menory. 10 The various stages of execution
pipeline 4 may, in the event of an error condition, generate one or nore

exception isisdnabeibh ny dhdiPe DA ivhd hend A gle gﬁ&f&éﬁf@éé op gode

representative of a particular error condition. pi pel The 5 may

have a nunbg igfsgégggéy%ﬁtages for 15 receiving the exceptions from
execution pipeline an propagating the exceptions in sync with the

instructions r sg&psible,for causing the error_conditions. As described
in detail bel ow & EEM i HiDAThEBR oY itk Rf s hruektensi on

pipeline 4 to ensure that the exceptions flow ng 20 through exception
pi pel i ne 5aRgd@itn dafdc Fhdiusdy edadntimn Rimaking | bracdéndimg tdraugh
execution pipeline 4. For exanple, if a stall condition arises in
execubi on piypélemnelbck .JUIFR0GSatp lexceptrioty pilpelprecds stayg séal &nfor an
equal nunber of cycles.

instruction, control unit 6 may direct the various

components of pipeline 4 to decode an instruction and

correctly perform the corresponding operation including,

for example, writing the results back to memory.

10 _ The various stages of execution pipeline 4 may, in the
event of an error condition, generate one or more exception
signals 17, which may be in the form of an exception code
representative of a particular error condition. Exception
pipeline 5 may have a number of pipeline stages for

15 receiving the exceptions from execution pipeline 4 and
propagating the exceptions in sync with the instructions
responsible for causing the error conditions. As described
in detail below, exception pipeline 5 is “interlocked” with
execution pipeline 4 to ensure that the exceptions flowing

20 through exception pipeline 5 remain synchronized with the

instructions flowing through execution pipeline 4. For

example, if a stall condition arises in execution pipeline



Figure 2 is a block diagramillustrating an execution pipeline in a
programmabl e processor according to an 5 enbodi nent of the invention.
Control unit 6 may assert control signals 18 to control the4f§ QuL 05
instructions and data through execution pipeline 4. Pipeline 4, for

exanpl e, may have five stages: instruction fetch (I1F), instruction decode
(DEC), address 10 calculation (AC), execute (EX) and wite back (WB).

I nstructions may be fetched froma nenory device such as, for exanple,

Mai N menar,y ekcebtitampahbelisled UWChisgn staghe fdulEmeda funteStage (I F) by
fetch unit 11 and decoded during the second stage (DEC) by instruction
decode upii-1L% . 12. At the next clock cycle, the results are passed to the
third stage (AC), where data address generators 13 may cal cul ate any

menory addres er.formt-he,operatiaon., ring,t.he execution stage (EX),
executi on uni t%q%g%% %a;}spéar c}ror%koﬁglagrra%rl&?élﬁécrr%tiléj@s AW ESFTTRGBY t he 20
instructiagn ﬁuch as, for ex%ﬁpl . adding or multiplying two nunbers.
Execut i of &t "F5 e EFTEL A€ BECFEF S FaPFRere e t9e@or ni ng t he

operations including, for _exanple, one or nore arithmetic logic units
(ALY s) embgdiment ©f the invention. Control unit 6 may assert

control signals 18 to control the flow of instructions and
data through execution pipeline 4.
Pipeline 4, for example, may have five stages:
instruction fetch (IF), instruction decode (DEC), address
10 calculation (AC), execute (EX) and write back (WB).
Instructions may be fetched from a memory device such as,
for example, main memory 7 or from an instruction cache
during the first stage (IF) by fetch unit 11 and decoded
during the second stage (DEC) by instruction decode unit
15 12. At the next clock cycle, the results are passed to the
third stage (AC), where data address generators 13 may
calculate any memory addresses to perform the operation.
During the execution stage (EX), execution unit 15,
may perform one or more operations specified by the
20 ingtruction such as, for example, adding or multiplying two
numbers. Execution unit 15 may contain specialized
hardware for performing the operations including, for

example, one or more arithmetic logic units (ALU’s),
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15 JUL 2005 WD 02/ 48873 PCT/ USO1/ 47626 fl oati ng- poi nt units.sgﬁh%gﬁsd
barrel shifters. A variety of data may be applied to execu! 15
such as t N0 02i¢h87sses generated by data address gener at or PCIBJSodaras
retrieved fromnenory or data retrieved fromdata registers 5 14. During
the final stage (WB), wite back.unit 16 may wite any results back to
data menory or to data registers 14. The stages of pipeline 4 include

storage Ci FQWatS ng-PéGhasimi 98! (E"@Ufe&'lét@&?ré?’sﬁ?ftéfg“ g gLy Eesul ts
of 10 the current stage. Stage registers 19 typically latch the results

accor ding tg WeSysheBelagk: Hage Leabsiers 19i. 1 peclyg,the gpatrol

signals 18, |nclud|n one nore st signal s, which control Whet her or
not stage r%%! Iatch the results.fromthe previou In this

manner, 15 coﬁFFo ;§%n%¥%Eﬁg FF RO §?§e§?a??n%ﬁ%t%ﬁsniﬁztggﬁae of

plpellne 4. As descrlbed I n deta|I bel ow, exception pipeline 5 (Figure 1)
al 50 recei V&L TEENEDIE Ty MAROAY A2 kY nERE BHOVRT yE59m@| datai rAgaRESUSI ON

pi peline 4. The various stages of execution pipeline 4 may 20 generate one
or nofe exddpti Gwrdinghdihe (EXRE) $tageatWhl, awrite back unit 16 may

write any results back to data memory or to data registers
14,
The stages of pipeline 4 include storage circuits,
such as pipeline registers 19, for storing any results of
10 the current stage. Stage registers 19 typically latch the
results according to the system clock. Stage registers 19
receive the control signals 18, including one or more stall
signals, which control whether or not stage registers 19
latch the results from the previous stage. In this manner,
15 control unit 6 may synchronously stall one or more stages
of pipeline 4. As described in detail below, exception
pipeline 5 (Figure 1) also receives control signals 18 and
synchronously stalls with execution pipeline 4.
The various stages of execution pipeline 4 may
20 generate one or more exception signals (EXPS) indicating an
error condition has been detected within the corresponding
stage. For example, fetch unit 11 may assert one of the

exception signals 17 when a misaligned instruction is



error condition has been detected within the corresponding stage. For

exanple, fetch unit 11 nay assert one of the exception signaws 1%%:@ﬁ§ a
m sal igned instruction is 15 JUL 2006 encountered. Decode unit 52’

assert an exception signal 17 when an unsupported (illegal) instruction
opcode is decoded. Data address generators 13 nay assert an exception
signal 17 when an illegal nenory address is 5 conputed. Execution unit 15
may assert an exception signal 17 when an operation results in an error

condi ti oncEft e3%d .an DARIdd AMIGOND tiBN .2 Ve DAY AD S ASsert an

exception signal 17 when an instruction attenpts to wite results to a

protecte LG Of ghgﬁg I 187 & kR A s f exenp| ary purposes
only ?ndqﬁgfregéﬁt oniyfgf)su Eéﬁjégﬁgﬁﬁoﬁs Lﬁg¥fﬁ§§;é?§§?'F?ﬁi??atrﬁg i
executio [ ruc n.. Figure i.s QC | i

Qie%od%%.. %Satta a.dd?:esqsl.' nera:i:o&‘lsu?Lgl In{asy @FSSS%§Q@§I

exanpl e “exception pipeline ing a 15 Exception

pi peline 5 may .have,, for exanple, an instryction fetch (IF) stage, a

decode (BEEFPEELTe SigRadddriedd e Al (RIS FETef? decut e (EX)

stage and a wite back (WB) stage. Each stage (IF, DEC, AC, EX, WB) of
5 computed. Execution unit 15 may assert an exception signal

17 when an operation results in an error condition, such as
an overflow condition. Write back unit 16 may assert an
exception signal 17 when an instruction attempts to write
results to a protected area of memory. These errors are

10 listed for exemplary purposes only and represent only a
subset of errors that may arise during the execution of an
instruction.

Figure 3 is a block diagram illustrating an example
exception pipeline 5 having a plurality of stages.

15 Exception pipeline 5 may have, for example, an instruction
fetch (IF) stage, a decode (DEC) stage, an address
calculation (AC) stage, an execute (EX) stage and a write
back (WB) stage. Each stage (IF, DEC, AC, EX, WB) of
exception pipeline 5 may receive one or more exceptions

20 (177, 17B, 17C, 17D, 17E) from a corresponding stage (IF,
DEC, AC, EX, WB) of execution pipeline 4. For example, the
IF stage of exception pipeline 5 may receive one or more of

M exceptions 17A and the DEC stage of exception pipeline 5
_6...



exception pipeline 5 may receive one or nore exceptions 20 (17A, 17B, 17C,
17D, 17E) froma corresponding stage (IF, DEC, AC, EX, WB) of execution

pi peline 4. For exanple, the |F stage of exception pipeline155nnﬂ_ﬁlﬁe|ve
one or nmore of M exceptions 17A and the DEC stage of exception pipeline 5
-6 #5JUL 2M5 nmay receive one or nore of M exceptions 17B. Each exception

(e.g., 17A) may be represented by an N bit exception code. Therefore,

pi peline registers 32A, 32B, 32C, 32D, 32E nmay be capable of storing N

bits in paialdeteive Barh ot agad Idf ME&ceidans 1B, ofggirception pipeline
5 includes an exception selection unit (31A, 31B, 31C, 31D, 31E) for

sel ecti NG:@eabesl(eny Of k) CXEEP Ol i AR SEA 0 of i Subsequent

stage. For exanple, instruction “fetch Selection u sel ects one of

the M ex ' 1 . g. at arise in the |E _stage of exception
pipeline%ﬁgk#ﬁg%?eggggﬁd FE%%G%%%g?oﬁﬂg%lgp'rEEQﬁ%Hﬁﬁ? &g %¥%gister 32A
upon the t ¢clock cycle. Depending on the priority of the various

except i or:?gf%)f 3%Pod§2 e M38t P6n cif?‘rﬂatbrl:?l@fs@It@c}”tlé“f’eiNt kts AP Raf@ldrelihe M 15

exceptions 17B that may arise during the decode stage of
5 Each stage (IF, DEC, AC, EX, WB) of exception pipeline

5 includes an exception selection unit (31A, 31B, 31C, 31D,
31E) for selecting a highest priority exception to be
passed to the subsequent stage. For example, instruction
fetch selection unit 31A selects one of the M exceptions
10 (e.g., 17A) that may arise in the IF stage of exception
pipeline 5. The selected IF exception is stored within
stage register 32A upon the next clock cycle.
Depending on the priority of the various exceptions,
decode selection unit 31B selects either: (1) one of the M
15 exceptions 17B that may arise during the decode stage of
execution pipeline 4, or (2) the exception (e.g., 17A)
stored within stage register 32A propagated from the IF
stage of exception pipeline 5. Decode selection unit 31B
stores the selected exception in pipeline stage register
20 32B.
In this manner, exceptions propagate through the
various stages of exception pipeline 5 in sync with the

various instructions propagating through execution pipeline

_.7_



xecution pipeline 4, or (2) the exception (e.qg., 17A) stored within stage
(raegi ster 3F2)Appropagat ed fromthe |F stage of exception pipel J‘gd@k &code
sel ection unit 31B stores the sel ected exception in pipeline _
register 20 32B. In this manner, exceptions propagate through the various
stages of exception pipeline 5 in sync with the various instructions y
propagating through execution pipeline -7 t 5 JUL 2005 4. As an instruction
is conmtted during the wite back stage of execution pipeline 4, a

. . . . . he exc
r espondli ngAexaept netrudByo. NEE 9ok PP £XCERFIAY PLRE)LDE. 5,00, ! )
ggge ogtput,g?or uge by control unit 6 and exceptTon %and?e? Eacg i nvoki ng

2 corr espondiaeraRsoansh Dosoluas o £OULLNE Lol g one ebodlrent . the

process of servicing an exception , nd. the. ar Sr?gte service routine is
rvotes MR e LA O A B SR
vari ous SRgRE | MRt & PR G Gt r R o endl ex b o
various stages illTustrateti € .
cirqyit %iﬂ%ﬁ%ﬁgy§(¥%é¥ggponding error handling software routine.
In one embodiment, the process of servicing an exception
begins several stages before the exception emerges from the
WB stage and the appropriate service routine is invoked.
Figure 4 is a block diagram illustrating a circuit 35
10 of exception pipeline 5 for controlling the flow of
exceptions through the various stages illustrated in Figure
3. As described in detail below, circuit 35 bropagates one
Or more exception requests through a series of flip flops
36A, 36B, 36C, 36D; the exception requests correspond to
15 the exception codes propagating within exception pipeline 5
of Figure 3.

The exception requests are qualified as they propagate
through circuit 35 with the same control signals 18 that
control the flow of instructions through execution pipeline

20 4. For example, a first fetch exception signal is
qualified with two signals: (1) a “kill” signal, indicating

whether a corresponding instruction will not be committed

in the WB stage due to a change in instruction flow, and

..8_



or nore exception requests through a series of flip flops 36A, 36B, 36C,
36D; the exception requests correspond to 15 the exception codes
propagating within exception pipeline 5 of Figure 3. The exg&r?gp

requests are qualified as they propagate through circuit 35 the sane
control signals 18 that control the flow of instructions through execution
pi peline 20 4. For exanple, a first fetch exception signal is qualified
with two signals: (1) a "kill" signal, indicating whether a correspondi ng

instructi(en wi hscaot vbe et e ot ithe (B $iage Jue digp change in
instruct#oz flow, and -5%915 JﬁL 508'62%ea "stalV'%% gn&lfﬁlndlcatlng t he

correspoqgggguckgghrﬂggig@ﬁgqégfgﬁ]%;%cbgi%égcg%%ggpg eli 4. \When these

conditions do not exist, t EXCEp |ond_e_ ) i'gn efﬁ Iatfhe? b¥
flip-flo A In.the event of a 5. stall  condition, however, e output o
fIip-ro%hggﬁ FENAEEdOBRC ROaRPts 874 ad t STt ERCERE! OFp H5EUeSttched at

the follow ng c¢lock cycle, In this nmanner, the exception requests are
i nt er| ocR&g Gt ASt @tFﬁgérbﬁtﬁéﬁpfﬁéWPtﬁﬁaughlne%QGUPW@@tppﬁebine 4.

5 stall condition, however, the output of flip-flop 36A is
fed back and selected by a multiplexer to be latched at the
following clock cycle. In this manner, the exception
requests are interlocked with the instruction flow through
execution pipeline 4.

10 Similarly, an exception request generated at the
decode stage is ORed with an output of flip-flop 36A to
produce a combined decode exception request, which is
similarly qualified with the kill and stall condition
signals. In this manner, exception request signals may

15 enter circuit 35 at any stage and propagate to flip-flop
36D unless the corresponding instruction is killed within
the execution pipeline 4. In this event, the exception
request is overwritten and removed from circuit 35.

The output of flip-flop 36D is again qualified with

20 not stalled and not killed for the write back stage. The
output of circuit 35 is an exception req signal 21 that is
received by exception handler 8. In response, exception

handler 8 invokes a corresponding exception handling

_9_



10 Similarly, an exception request generated at the decode stage is ORed
with an output of flip-flop 36A to produce a conbi ned decode exception
request, which is simlarly qualified with the kill and Stﬁb Lﬁ(c) Ltion
signals. In this manner, exception request signals may 15 2 uit 35
at any stage and propagate to flip-flop 36D unless the correspondi ng
instruction is killed within the execution pipeline 4. In this event, the
exception request is overwitten and renoved from circuit 35. The out put

of flip-fdaRwitl S RAXN L4 fdp%q} Wi cu%:Q: | & a#t%.q}n nchpot kKilled for

the wite back stage. The out put Cl rcwt exception req si gnal

21 that i rlqté%l gldelg{% t| on etlalr}lctlal &r %ﬁjn res onse exception

handl er Phvokes corr s ondl exceptlo -9 . 15 JuUL 2005
sof tware routl baselg upon he current excepti on code 3 supplied by
exception pi p@l r}?é’ug f! S diigH 190 14 udteatiéPutn Figure 4, the

input exception signals are pre qual ified wth an instruction s vali d
si gnal t G*SRBGAET: FAOTPHE exEepiticonivied ifdse witdd ans 1ngit r2ies ion

5 valid signal to ensure that the exception is associated

_9a_



WO 02/ 48873 PcTfUSO /47626 with a ""valid" instruction, i.e., an
instruction that is supported by the instruction set of pr¢gedisiorons.

Unli ke twe @if3gFs exception signals, however,,the fetch egcept i gna
is not qualified with a valid instruction signal. 5 This eﬁéﬁﬁﬁgﬁﬁﬁgf

exceptions arising during the IF stage are correctly serviced regardl ess
of whether valid instructions are fetched. The correspondi ng i nstruction

as it propagatestthrogghigsesutt 98n i@Qque , . is. .marked as an
invalid instruction. 10 Various enboginents gﬁ 3 gWﬁﬁgé%Pbbﬁj%§§éjbeen

o opagat | g keant on + Eonesr e pac-hafy =88 B2, FRERESRRE Al oblnddikemy be

propagat i ng ‘exception” requests een

inplenentqgl'n ri f _syste includin genéral pur pose conputing
systens, 1 %i’%ﬁ%ﬁ %’?%%%‘gls?ﬂggé%ggﬁs,’C“Paﬁffsgrcaﬁﬁutféit@ gECSHtdIon di gi t al
assi stants (FEMisl and cellﬂlar phones. In such a system the processor
may be coubtERt o d Hehofyadibied, withch ¥3ladriaskrietdop dddned .or a
static random access nenmory (SRAM, that stores an operating system and
ot herS 20 Sd¥iswARSBpp?i that orscerhesnsantisthgr demtadi thet SFarseags t hin t he
scope of the foll ow ng clains.

are correctly serviced regardless of whether valid

instructions are fetched._ The corresponding instruction as

it propagates through execution pipeline 4, however, is

marked as an invalid instruction.

10 | Various embodiments of the invention have been
described. For example, a processor having an exception
pipeline for propagating exception requests has been
described. The processor may be implemented in a variety of
systems including general purpose computing systems,

15 digital processing systems, laptop computers, personal
digital assistants (PDA’s) and cellular phones. In such a
system, the processor may be coupled to a memory device,
such as a Flash memory device or a static random access
memory (SRAM), that stores an operating system and other

20 software applications. These and other embodiments are

within the scope of the following claims.

- 10 -



15 JUL 20 WD 02/48873 PCT/ US01 /47626 Wat is claimed is: 1 1. A nethod
conprising: 2 processing an instruction in a execution pi p85 dob 2006 3
pr ogr anme¥PI2488I8essor; and 4 propagati ng an excepti on of RGEUSMSTE26Ct i Oon
through an 5 exception pipeline of the processor.. 1 2. The nethod of
claim1l1, processing an instruction in 2 the execution pipeline conprises
propagating the 3 instruction through N stages of the execution pipeline,
and 4 fu Ih&rlei Nt obagat i ng the exception status of the 5
instruction in the exception pipeline conprises propagating 6 the
excepti on st at ¥s myfthidwe ¢omprixinon t hrough N stages of 7 the exception
pi peline. 1 3. The nethod of claim1 further conprising receiving the 2
exception fromgeeaxioni i 0N DiPehide andi stHréfdchfiford SXEEPLHONW L hin
the exception pipeline. 1 4. The nethod of claim3, wherein receiving the

except i on oy GORRMAIPRS §R6EL VDY, amgxception code fromone of a 3
plurality of 'stages of 'the execution pipeline, and further 4 wherein

storigng the eX&ﬁ%HéHLéiH%‘%E*%§%é££{5htéf the instruction through an

5 exception pipeline of the processor.

1 2. The method of claim 1, processing an instruction in

2 the execution pipeline comprises propagating the

3 instruction through N stages of the execution pipeline, and
4 further wherein propagating the exception status of the

5 instruction in the exception pipeline comprises propagating
6 the exception status of the instruction through N stages of
7 the exception pipeline.

1 3. The method of claim 1 further comprising receiving the
2 exception from the execution pipeline and storing the

3 exception within the exception pipeline.

1 4. The method of claim 3, wherein receiving the exception
2 comprises receiving an exception code from one of a

3 plurality of stages of the execution pipeline, and further
4 wherein storing the exception includes storing the

- 11 -



- 11 15 JUL 2006 WD 02/48873 PCTIUSO /47626 5 exception CqﬁiﬁﬁLhﬂb? a
correspondi ng stage of the 6 exception pipeline. 1 5. The claim
1 furtherw@88%i ng propagati ng 2 an exception request bi pcirfusbiI$re26
exception pipeline, wherein 3 the exception request bit represents an
error condition for 4 an instruction within a corresponding stage of the 5
execution pipeline. 1 6. The nethod of claim1, further conprising stalling
the 2 exceptéwpiphpebipe Lt he [ plpeli_ne i alled. 1 7. The
met hod of claj%Pl, fur?ﬁeymggggr?sf%égggéggp%gbt%ga%f éékz%Fion within the
excepgion j ' . 3.corresponding instruction w thin execution
pipeP?ne ﬁ?*%gﬁ%fﬁ%reggﬁpngé execution. 1 B. The nethod of claim4,
further conprising servicing 2 the exception when the exception has
propagated through a 3 last stage of the exception pipeline. 1 9. The

met hod of claim1, wherein Erogagating the 2 exception through the
exception di pel The Bokpedses clapm 1 further comprising propagating

2 an exception request bit in the exception pipeline, wherein
3 the exception request bit represents an error condition for
4 an instruction within a corresponding stage of the

5 execution pipeline.

1 6. The method of claim 1, further comprising stalling the
2 exception pipeline when the execution pipeline is stalled.
1 7. The method of claim 1, further comprising clearing the
2 exception within the exception pipeline when a

3 corresponding instruction within execution pipeline will

4 not complete execution.

1 8. The method of claim 4, further comprising servicing

2 the exception when the exception has propagated through a

3 last stage of the exception pipeline.

1 9. The method of claim 1, wherein propagating the

2 exception through the exception pipeline comprises

- 12 -



15 JUL 2005 WD 02/48873 PCTIUSO /47626 3 sel ecting one of a nunber of
exceptions at stages of the 4 exception pipeline based on afpldl-‘brm
associ at ewowz4ss1she 5 exceptions. 1 10. The nethod of cl apprisoidhd fyi ng
the exception at 2 stages of the exception pipeline to ensure the 3
correspondi ng instruction has not been termnated. 1 11. The nethod of
claim1, further conprising qualifying 2 the exception at stages of the
exception ittty @xeepf alnambénsbfuekteptiehehast agagelso cgnNTWee the
corresponding 4 instruction is valid. 1 12. An apparatus conprising: 2 an
execut i on epiqeadtiieh heMb@liAe NWABER 6h StPYESriey 3s8¥ETULRLONS ] R €
instructions concurrently; and 4 an exception pipeline having a nunber of
stages to exxdPoRagRt € exceptions resulting fromthe execution of the 6
instructions. 1 13. The apparatus of claim 12, wherein the execution 2

pi peline and the exception pipeline each have N stages. - 13 WD 02/48873

1 10. The method of claim 1, qualifying the exception at

2 stages of the exception pipeline to ensure the

3 corresponding instruction has not been terminated.

1 11. The method of claim 1, further comprising qualifying
2 the exception at stages of the exception pipeline, except
3 an instruction fetch stage, to ensure the corresponding

4 instruction is wvalid.

1 12. BAn apparatus comprising:

2 an execution pipeline having a number of stages to

3 execute one or more instructions concurrently; and

4 an exception pipeline having a number of stages to

5 propagate exceptions resulting from the execution of the
6 instructions.

1 13. The apparatus of claim 12, wherein the execution

2 pipeliné and the exception pipeline each have N stages.

- 13 -



15 JUL 2005
stages of the

PCT/ US01/ 47626 1 14. The apparatus of claim 12, wherein the
2 exception pipeline include pipeline regist&%Jtb 2000re 3

excepti on Wod%4887d 15. The apparatus of claim 12, wherein thg ﬁ%z%on 2
pi peline includes a nunber of storage circuits to propagate an exceptio

request bit.

exception

nmore $tall 14i-gnZhe. appikatTise cfpparaaimust Hf wHex i nl Ssh NS £ 85 e@fhgﬁgage
1 .

receives 2

i peline and the execution pipeline are 3 controlled by one or

1 The

a kill signal to reset the exception request bit.

1 16. The' apparatus of claim 12, wherein the stages of the

appar at us ekcepaiwnlﬁipbuﬁmheﬁm@mﬂ@éfﬁﬂﬁkﬁﬂhézfﬁﬁ¥%¥éf§‘gg”guggereCEiVing

the exception request bit from 3 a |last stage of t

e exception pipeline.

19. The apprecapisoal celqism 12, wherein the stages of the 2 exception
pi peline include selection logic to select one of 3 a nunber of exception
based on a priority associated wwth 4 the exceptions. - 14 4 5 JUL 20

1 15. The apparatus of claim 12, wherein the exception

2 pipeline includes a number of storage circuits to propagate
3 an exception request bit.

1 16. The'apparatqs of claim 12, wherein the stages of the

2 exception pipeline and the execution pipeline are

3 controlled by one or more stall signals.

1 17. The apparatus of claim 15, wherein each stage receives
2 a kill signal to reset the exception request bit.

1 18. The apparatus of claim 12, further comprising an

2 exception handler receiving the exception request bit from
3 a last stage of the exception pipeline.

1 19. The apparatus of claim 12, wherein the stages of the

2 exception pipeline include selection logic to select one of
3 a number of exceptions based on a priority associated with
4 the exceptions.

- 14 -
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WO 02/ 48873 PCT/ USO1 /47626 1 20. The apparatus of claim 1% mgrﬁ t he
stages of the 2 exception pipeline include logic to quali 3’ eption
3 request W8 92/4887%nsure the instruction is a valid 4 instrBCTiUSol/4m6es has
not been termnated. 1 21. A systemconprisi-ng: 2 a Flash nenory devi-ce;

and 3 a processor coupled to the Flash nenory device, 4 wherein the
processor includes an execution pipeline having 5 a nunber of stages to
execute one or nore instructions 6 concurrently, and an exception pipeline
havi ng a nunber of 7 stages to propagate exceptions resulting fromthe
execut i on 28. of ThheabPparpbusi ofisclai®212Thehsystiemthk eltaiges2bs wher ei n t he
execution pipeline 2, and the exception pipeline each have N stages. 1 23.
The systenem¢eptaon1ﬁipthaeeunclheeslag&& eb HhaliZyexeepkixeepRiikgl i ne

i nclude pipeline registers to store 3 exception codes r 5 JUL 2005 24. The

system of géquasllbivhesrebAshbe exeephseRuBLBEShI B8 ai E}‘é'l'_{@les a nunber of
storage circuits to propagate an exception request bit

4 instruction and has not been terminated.

1 21l. A system comprising:

2 a Flash memory device; and

3 a processor coupled to the Flash memory device,

4 wherein the processor includes an execution pipeline having
5 a.number of stages to execute one or more instructions

6 concurrently, and an exception pipeline having a number of
7 stages to propagate exceptions resulting from the execution
8 of the instructions. |

1 22. The system of claim 21, wherein the execution pipeline
2. and the exception pipeline each have N stages.

1 23. The system of claim 21, wherein the stages of the

2 exception pipgline include pipeline registers to store

3 exception codes

- 15 -



‘ i i tion pipeline
25. The systemof claim 21, wherein the stages of the excep
and the eiecution pi peline are synchronously controlled by one or nore

. . . or
stall signals. 26. The systemof claim 21, wherein the procegspr L
conpri seg an exception handl er receiving the exception _re_quig JHI t"froma
| ast stage of the exception pipeline. 27. A nmethod conpri sing: processing
an instruction in an execution pipeline of a programuabl e processor; and

ropagat i a i he instruction through an exception pipeline
gf th przggesrsrrg%?( eregPr?%fseﬁtlc?lﬁ} %ﬁagéf&ie@e%é*&@iﬁqaﬁmmmmnme_
exception pi %Iine conprises selecting one of a plurality of exceptions at
an inter m%%lgjt &5s PadBHET RF G%F@éfﬁﬁeoﬁl.r@%élsl e PrspegateEmrity
informati on associated with the exceptions, the plurality of exceptions

i ncl udi nG*&SPIEASN TeUEESti &dtobt ai ned from a previ ous stage and a second

exception obtained at the internediate stage, and -16 15 JUL propagating a
sel ected exception to a subsequent stage of the exception pipeline.

25. The system of claim 21, wherein the stages of the
exception pipeline and the execution pipeline are

synchronously controlled by one or more stall signals.

26. The system of claim 21, wherein the processor further
comprises an exception handler receiving the exception

request bit from a last stage of the exception pipeline.

27. A method comprising:

processing an instruction in an execution pipeline of
a programmable processor; and

propagating an exception of the instruction through an
exception pipeline of the processor;

wherein said propagating the exception through the
exception pipeline comprises selecting one of a plurality
of exceptions at an intermediate stage of the exception
pipeline based on priority information associated with the
exceptions, the plurality of exceptions including a first
exception obtained from a previous stage and a second

exception obtained at the intermediate stage, and

-16 -



28. The method of claim 27, wherein processing the instruction in the
execution pipeline conprises propagating the instruction through N stages

of the execution pipeline, and wherein said propagating the §x p?ﬁﬁn of
the instruction through the exception pipeline conprises p’ ﬁ@@a g the
exception of the instruction through N stages of the exception pipeline.
29. The nethod of claim27, further conprising receiving the propagated

except i Ok the execuli i i ne .and_ storing the propagated exception
Y o g T B M S A i
recei vingyth ated exception conprises receiving an exception code
fromone o §X§%§$2?3t€18F §F§ges of the execution pipeline, and further

wherein storing the propagated exception includes storing the exception
code within a corresponding stage of the exception pipeline. -17 15 JUL
2005 31. The nethod of claim 27, wherein said propagating the exception
through £Re €kEePperBRdpPferiladnt @, heheretpr presespiapagali ng an exception
request bit in the exception

instruction in the execution pipeline comprises propagating

the instruction through N stages of the execution pipeline,

and wherein said propagating the exception of the

instruction through the exception pPipeline comprises

Propagating the exception of the instruction through N

stages of the exception pipeline.

29. The method of claim 27, further comprising receiving
the propagated exception from the execution pipeline and
storing the propagated exception within the exception

pipeline.

30. The method of claim 29, wherein receiving the
propagated exception comprises receiving an exception code
from one of a plurality of stages of the execution
pipeline, and further wherein storing the propagated
exception includes storing the exception code within a

corresponding stage of the exception pipeline.

-17 -




i ine, wherein the exception request bit represents an error condition
nge;h ?nstruction within a corresponding stage of the exe%ré;ﬁﬁ ahgellne.
32. The nethod of claim27, further conprising stalling the P ln
pi pel i ne when the execution pipeline is stalled. 33. The nethod o hc aim
27, further conprising clearing the propagated exception wthin E_e
exception pipeline when a corresponding instruction within execution

e 6 S ) S R AT,

conprising servicing the propag : e

[ : t through a | ast stage of the exception pipeline.
5. he BEtRB r ETAHER: e AHTEP td GRp PG U AT oy ez meapagal od
exéeption at st% es of the exception pipeline to ensure the corresponglng
i nst ruct PGHPREE 389 APeEXCERLHPRareduest8bis JuL t2kf exdeptThe met hod o

i i Si i fyi tion at stages
llaim 27, further conprising qualifying the propagated excep
gfa;he eReBBLILBA - thgﬁﬂﬁeFhexeupepaﬁpnn$EQuebtobiEe&§br%%@&%s k@ ensure
the corresponding instruction is valid.
error condition for an instruction within a corresponding

stage of the execution pipeline.

32. The method of claim 27, further comprising stalling the

exception pipeline when the execution pipeline is stalled.

33. The method of claim 27, further comprising clearing the
propagated exception within the exception pipeline when a
corresponding instruction within execution pipeline will

not complete execution.

34. The method of claim 27, further comprising servicing
the propagated exception when the propagated exception has

propagated through a last stage of the exception pipeline.

35. The method of claim 27, further comprising qualifying
the propagated exception at stages of the exception
pipeline to ensure the corresponding instruction has not

been terminated.

-18 -




37. An apparatus conprising: an execution pipeline having a plurality of

0 execute one or nore instructions concurrently; and an exception
having a plurality of stages to propagate excepti 4% JUes2008 i ng
execution of the instructions; wherein the stages of the

n pipeline include at |east one internedi ate stage conprising an

stages t
pi pel i ne
fromthe
exceptio
exceptio
from ano
exceptio
stage of
t he exec

n selection unit operable to select a highest priority

exception

anhir ti on abtajined froma previous stage and a second
%%dbt%ﬁeng“%tg‘t)&%f%éé qqr?tlg}%eﬁi gt gé:ot“@rﬁe“’lﬁ’ﬁsé%’&%ﬂdfyal%bsequent

t he _exceptian pipeline. 38. The apparatus of claim 37,
e e Sl

wher ei n

GPtHE e Rt fitidgie spiofe lthee exasptiiave N stages. 15
JUL 2006 39. The apparatus of claim 37, wherein the stages of the

except i OR1PPPePFne SFREPEd@pilpsititnetiogi fetch Bt agkor ¢o exmeptd ehecodes.
apparatus of claim37, wherein the stages of the exception
pi pel i necargespendsagutinst rpicpebnng savalidontrol | ed by one or nore stal

40. The

si gnal s.

37. An apparatus comprising:

an execution pipeline having a plurality of stages to
execute one or more instructions concurrently; and

an exception pipeline having a plurality of stages to
propagate exceptions resulting from the execution of the
instructions;

wherein the stages of the exception pipeline include at
least one intermediate stage comprising an exception
selection unit operable to select a highest priority
exception from among a first exception obtained from a
previous stage and a second exception obtained at the
intermediate stage to be passed to a subsequent stage of

the exception pipeline.

38. The apparatus of claim 37, wherein the execution

pipeline and the exception pipeline each have N stages.

-19 -



41. The apparatus of claim 37, wherein the exception pipeline includes a
plurality of storage circuits to propagate an exception request bit. 42.
The apparatus of claim4l, wherein each stage of the except?SnUbi @i ne
receives a kill signal to reset the exception request bit. 43. The
apparatus of claim4l, further conprising an exception handler receiving
the exception request bit from a |last stage of the exception pipeline. 44.
The apparattﬁlof claim41l, wherein the stages of the exception pipeline

i ncl ude 1%gi S GRAFAFYP (He Bhadehtd on Whesidsths tstagemsaf ehee
instruction is a valid instruction and has not been termnated. -20 1: 5
JUL 200%3*sPthigs pipeddng igfcludd miyrl wrermsigl sfeots dfo tditmomst ages  of the
exception pipeline includes selection logic to select one of a plurality
of excemxiceps dvasesbdms .priority information associated with the
exceptions. 46. A systemconprising: a Flash nenory device; and a processor
coupled to the Flash nenory device, wherein the

40. The apparatus of claim 37, wherein the stages of the
exception pipeline and the execution pipeline are

controlled by one or more stall signals.

41. The apparatus of claim 37, wherein the exception
pipeline includes a plurality of storage circuits to

propagate an exception request bit.

42. The apparatus of claim 41, wherein each stage of the
exception pipeline receives a kill signal to reset the

exception request bit.

43. The apparatus of claim 41, further comprising an
exception handler receiving the exception request bit from

a last stage of the exception pipeline.

44. The apparatus of claim 41, wherein the stages of the
exception pipeline include logic to qualify the exception
request bit to ensure the instruction is a wvalid

instruction and has not been terminated.
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pfocessor i ncludes an execution pipeline having a plurality

of stages to

execute one or nore instructions concurrently, and an exception pipeline

having a plurality of stages to propagate exceptions resulti

PIK A

execution of the instructions, wherein the stages of the

pi peline include at |east one internediate stage conprising an exception
sel ection unit operable to select a highest priority exception from anpng
a first exception obtained froma previous stage and a second exception
obtained at the internediate stage to be passed to a subsequent stage of
the exception pipeline. 47. The system of claim46, wherein the execution
pi pel i né>-afdiet REPEXEEMS f Hilpein R eadietivdve oot afeshe ZLagesUL 2005
48. The system of claim 46, wherein the stages of the exception pipeline
i ncl ude ofi pélei pecepgiishe ps ped isteoriaic lexdeeptsiedrotddes 1odd.c Hee system of
claim46, wherein the stages of the exception pipeline and the execution
pi pel i needeet syrchiforopdluyaddtyr olfl etkdaytdresobameide o3t dicyiigral s. 50.

The system of claim46, wherein the exception pipeline
information associated with the exceptions.

46. A system comprising:

a Flash memory device; and

a processor coupled to the Flash memory device, wherein the
processor includes an execution pipeline having a plurality
of stages to execute one or more instructions concurrently,
and an exception pipeline having a plurality of stages to
propagate exceptions resulting from the execution of the
instructions, wherein the stages of the exception pipeline
include at least one intermediate stage comprising an
exception selection unit operable to select a highest
priority exception from among a first exception obtained
from a previous stage and a second exception obtained at
the intermediate stage to be passed to a subsequent stage

of the exception pipeline.

47. The system of claim 46, wherein the execution pipeline

and the exception pipeline each have N stages.
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inbludes a plurality of storage circuits to propagate an exception request
bit. 51. The system of claim50, wherein the processor further conprises
an exception handl er receiving the exception request bit fyemup et stage
of the exception pipeline. -22

48. The system of claim 46, wherein the stages of the

exception pipeline include pipeline registers to store

exception codes.

49. The system of claim 46, wherein the stages of the
exception pipeline and the execution pipeline are

synchronously controlled by one or more stall signals.

50. The system of claim 46, wherein the exception pipeline
includes a plurality of storage circuits to propagate an

exception request bit.
51. The system of claim 50, wherein the processor further

comprises an exception handler receiving the exception

request bit from a last stage of the exception pipeline.

.



