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PCT/ EPO1/ 04809 stem all for authenticating a The invention is in|the
field of Se@oarsdasys mar ki ngs, "applie through inks or coati ngPCoHPOEIBIDONS Or
in bulk materials, and of docunents or articles carrying such security
mar ki ngs. It concerns a novel nmethod for exploiting the characteristics of
certain |um nescent pignents incorporated into said inks, oating
conpositions or articles. In particuldr}-rt deals with a nethod and a
device allowng to exploit the characteristic |um nescent aftergl oy of
certain lum nescent materials and | um nescent conpounds and proposes a
security system for marking and authenticating an item Background|of the
i nvention Lum nescent materials are anong the classic ingredients of
securi t yeichbsl, 0detAale R@H sHRM iGN RISt Merg)l Horaexiedrt 1\6n ¢ gy ad | on of
a given"wavelength tnto emtted It ght of another wavelength.  The expl oited
1 um nesBaKKiB& ssion can lie in the range (bel ow 400 nn), in the visible
range (400 - 700 nm) or in the near to md infrared range (700-2500 nm of
the el ectromagnetic spectrum Certain |um nescent materials can em|t
si mul taneously at nore than one waveVWWW Most | um nescent materilal s can

be excited_at re than one wavel eng WMWd security WO (1/ 88846
-2 PCfEEé%&EEiiﬁﬂgﬁﬁiﬂﬁ the emtted ra has a | onger wavel ength
than the excit ing radiation, one speaks 8f% Stokes" or "down-converting"

|l um nescence. If the emtted radiation has a shorter wavel ength than
The invention is in the field of security markings, applied

through inks or coating compositions or in bulk materials, |and
of documents or articles carrying such security markings. It
concerns a novel methoed for exploiting the characteristics |of

certain luminescent pigments incorporated into said inks, doat-
ing compositions or articles. In particular, it deals with |a
method and a device allowing to exploit the characteristic Lumi -
nescent afterglow of certain luminescent materials and lumines-
cent compounds and proposes a security system for marking and

authenticating an item.

Background of the invention

Luminescent materials are among the classic ingredients of |secu-
rity inks or coatings. They convert energy of an exciting nadia-
tion of a given wavelength into emitted light of another wave-

length. The exploited luminescent emission can lie in the UV
range (below 400 nm), in the visible range (400 - 700 nm) qgr in
the near to mid infrared range (700-2500 nm) of the electrgmag-
netic spectrum. Certain luminescent materials can emit simylta-
neously at more than one wavelength. Most luminescent matenials

can be excited at more than one wavelength.
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the exciting radiation, one speaks of "anti-Stokes" or "up converting"

| um nescence. Lum nescence can be of two different types: fluorescence or
phosphor eso@ns®46 Fl uor escence i s the pronpt em ssion of raUTAERNO#BIAPON

exci tation, whereas phosphorescence is the tinedel ayed em ssion of

radi ati on, observable after the excitation has been stopped.
Phosphorescence, also called afterglow, _is characterized by a specific
decay of the |lum nescence intensity in function of time; the correspondi ng
lifetimes, which are material -specific, can range fromthe nanosecond to
the nulifi tourenditeedcat@iationnesseat longeri ahvetangbb dhaor ghei exodtof
inorganic nature.. Exanples of the forper, are the cyanine t .ol ecul es, as
wel | astthe & ?%ES,H?h%%%ﬂ*ﬁe@getggoﬁﬁﬁnp?ﬁs é WPHSOP¥¥Eg?ngreEPﬂé_ .
copper ¥sEddder topgsk Zmie selifrd@satibe haseaeahbhrdepRevii Ehgdm ahdpi num
garnets or yttrium vanadates, etc. Another class of |um nescents can be
found dHhgEEdE: HRd ara Sl H@aRi cORBNPBERES, C8. jentheSspkpEbnor “up-

phtha“%aﬁvgégﬁ??irfhéfﬁgggéﬁég bet a- di ket onates etc. Lum nescent materials

can be enplo n Tnhks or coafings either as pignents or as soluble
materials. Newer devel opments have al so nmade avail abl e | um nescent pignents
in colloidal form Par- ' titular gfg%ications rely fs well on | um nescent

polyneﬁﬁm%ﬂ?%%ﬁﬁﬁFtﬁﬁﬁmﬁ?ﬁ% i Z¥Ag BEFYherYRRRG HFUGF&PEPRGEI BRi nescent

Mol eGIH BRI Un @D Or PuPPLYEBRcENRE NEhe YELALE 88R46s108 oFPCTAERAL/ 04809
Al'l of "these conpound cl asses and application fornms have been used in

securi thylaomposi téxmst antbf or wisereas t phpuphosesce@oer @spbhdi hgmdet ect i ng
equi pnent. can. be made to discrimnate betwee ro | upl nescence, .

(1 ubr e i o | St RGN C SRR EMRES clRE st o TherRRE 55169,

deal s widd Bdwen geesidd USeheépRbpastendafd aDes gaal tedanereagl bwgompounds as

visible and IR | um nescent markers for applications such as goods
i dent i fSReHa B ERET P21 3, sPRF5bhal deaeyit PEi BRei bANLINEBRENFRCcARFBRSARY

regi straf i of s AASSE NGiyehi € @%oﬂ?&%&ﬁdiﬁ&dwﬂeeimw‘f Of, 8L 00re 2l P
codes, I1nvolces, tags etc. and high capacity storage devices. The patent

f ur t hemadescira bespac I Spect cas compnge dEtent ohé fanodesondntoathagmbétween
different narrowline | um nescent responses. US 3,412,245 adds the
decay-teiT‘st]f hPAd @ iStics of the lum nes cence to the encoding factors. In
this way, rare-earth based lu

Luminesgcent materials can be of organic or of inorganic nature.
Examples of the former are the cyanine type molecules, as well
as the coumarines, rhodamines etc. Examples of the latter are
the copper or silver doped zinc sulfides, the rare-earth doped
yEttrium aluminum garnets or yttrium vanadates, etc. Another
class of luminescents can be found among the metallo-organic
compounds, e.g. the silicon phthalocyanines, the rare-earth

beta-diketonates etc.

Luminescent materials can be employed in inks or coatings either
as pigments or as soluble materials. Newer developments have
also made available luminescent pigments in collecidal form. Par-
ticular applications rely as well on luminescent polymers, ob-
tained by polymerizing, copolymerising or grafting luminescent

molecules into or onto a polymer chain.



m nescents, having decay tinmes of the order of m|liseconds, can be

di stingui shed fromnuch nore rapidly decaying organic fluo rescent

mat eri al . Withe/shsscri mi nation is done via excitation wth sPODES)dERIYy
nodul at ed or pul sed WV |ight sources, using variable nodulation or pul se
frequency, in conjunction with spectral separation of the different

em ssion wavel engths. US 3,582,623 and US 3, 663,813 reveal further

devel opnent s of spectroscopic detectiﬁg3eQUipnent for lum nescent features.
" US 3,650,400 describes the use of a pulsating |light source, in

conj uncilbnofi thesgnchmpnuopsl débeskicoandt appd ipaltsan dgrise duporc peen
("Iock-in"dprincigle% to suggtgss t he_i.nfl uence of, ambient |i h%f By this
means, PREIAEReEEOIETEYofPTPSERSHONTe 288 (RE FaMNdSde M E B e Feshonse.
The prigﬁbﬁahngh@étéee&&% @auaghaadscgh e mpHieO k cakti s MInEh el be¥icn
determ nation of the 01/88846 - 4 PCT/EP01/04809 material's

nodul at PBATPE ahyhénepgrBcEod f LLoTreRernCRAhOFe AR 1SYSR Aeds neRsiendfese reason
t hey ar LApl enent ed on hi gh-speed aut henti cati ng machi nes. US
4,047,0§%H§% g?%ggég¥ﬁgwgse of an up-converting | um nescent material for
security purposes, as well as correspondi ng detecting equi pment. Detection
relies on excitation mﬁgh a,Gﬁﬁs | RLED, %gittin% at 950 nm wavel ength in
conti nuBBs3of 7puPLédIRBAE, WeERDIERED FRPER AL &EEr &fc SFPRT e A i 5f
the | untppscgnt--aNb8sHBAndReLEr $Rc8b1e HREE TR0 1R NEetle MEARS L JPE TRASUr i Ng
pul se dephasing, for assessing the characteristic rise and decay tines of

t he | untpesteatisnsespohses Thislsméteod iifd calidwey end debedgl,y refrfseotedd by

variations_jn_Lum nescence_intensi_t. and ther.efore.not sy ta_i mpl enent
o bractreat TR aPR ot ar RS ARG, i E P 4o T B R T
aut hent £1egat n@bhinel kesdangpulfs engéxembatioan aff pa cdaeisng itesli e plaigen a

conveyor belt. After passing the UV excitation source, the in tensity of
the i nd8Eed RO RégReRdpagetNy S§tREE6LIARY 1CE St hdhienPaitesite fyeddpr de-

CharaCF§E£§%E§Sa°ﬂs%@?;?@%%%@%b-dgﬂéc%%rsf%%&ah%%EQHQH%k%ﬁ %r%FtQkﬁﬁﬁd at

determ ned di stance omt UV source al ong the conveyor be are used
to assedsffpeenti napopwt3diok damdndecayntchasaoneerissti cs. The nmai n dr awback
‘of this method is its limtation to such phosphorescent materials which
have characteristic |um nescence decay tinmes of the order of 50

.mllisegongdss1Thbss! bARLatheN gk -¢enseduaRee tafrikhe B grRMHeAl umines-
constraints (conveyor belt speed) of the detecting process. It is an
obj ect etnefetpr bbenenradansi 6aCtOrsrovndéhd snwelyod raged@@tcd: dages lu-

Securit%iﬁgéggﬁkgbiﬁgvgﬁgrggggyt@?m%gogkcggkn%§dgg of milliseconds, can

be distinguished from much more rapidly decaying organic f£luo-
rescent material. The discrimination is done via excitation with
sinusoidally modulated or pulsed UV light sources, using vari-
able modulation or pulse frequency, in conjunction with spectral

separation of the different emission wavelengths.

US 3,582,623 and US 3,663,813 reveal further developments of

spectroscopic detecting equipment for luminescent features.

: US 3,650,400 describes the use of a pulsating light source, in
conjunction with synchronous detection at the pulsating fre-
quency (“lock-in” principle), to suppress the influence of ambi-
ent light. By this means, the detector is only sensitive to the
luminescent’s proper response. The principal shortcoming of

methods of the prior art, which rely on a determination of the



the prior art. In particular, the invention shall permt a rapid sanpling
of a lum nescence decay characteristic and shall be, therefore, suitable
for hi gh-wpeedssyachi ne readi ng applications. WO 01/ 8884 CT/EP01/04809

PCT/ EPO1/ 04809 Furthernore, the invention_ shall allow a w de choice of up-
or down-converting phosphorescent materials, having decay tines fromthe
sub-m croseconds to the ten mlliseconds range or |longer. A further
particul ar object of the invention is"t® render the authentication process
nore reliable by conpensating for alterations of |um nescence intensity,
whi ch metecial’ slueodwl zhimgesransfee funthécent iaackehy inberentagépng,
dirtiness) or_in the nmeasuring .equipnent,. Su f.the Inventi The
above 55?%%t§95%§?ﬁ? ???@O%C%?e e%r%yn%tn%n%§é¥1§ aé ?8@6é§ Eiaggecurity
syst em{igfh -aieitd et ¢ Mg @at Ui Neseehepl obe marking and according to the
i ndependent clains. The invention is based on a conparison of the

ti me- dependent | um nescence emnm ssion functions of a probe material wth

that ofyd f&fefefee JRieHipls dherelarss ancondbdfybocing hixenbtamnecurve

shapes are ‘used as t aut icating feature, rather t i ntensity val ues
of i ndimd tohual a Imefasii r saveunt 5ty Sandpesessi @ wahtt asnsoarespongangddehect -
normalized form In doing so, the ongarison becones IarﬂerGi dependent of
intenm¥ﬂﬂ(ﬁﬂH%ﬁW?ﬁ%'d%% ToF LGP S Af t%?a??SﬁEaB?oHinF e§s2 ﬁe_ﬁﬁvention
relies rfuff t heti @ ddeadi s 86t nassessrengc Bf s hheoht MBudepesdepti1 kEAi pegeence
em ssion function of a probe narking follow ng pulse excitation. The

| um neszEminmy wirkebyreet exscopiceddanthfiaayirnndfothenlonsaespgansed

radi ati on, source,_ for_exanple light PLL i | ase i
(}smﬁtéﬂ&fﬁ%ﬁﬁﬂsﬁ%ﬁ%F ?%%tl%oﬁ?%%stggéééggg?gegggﬁsbygﬁoﬁﬁgﬁgggﬁgptics, as

wel | aputdayidpisesnd®) portistesbeagsthencharattokastpul sedeehadt detay
beans. After excitation wth an appropriate excitation pulse, preferably
with abingf e cfuabpreseiate TasePRAgt hTARE Bathodnie1/ Besarer 6

PCT/ Ep@dx%%ﬁ rﬁf%c?\:%c?ﬁhtggl YO DesEERE PRt ?ﬁﬁ?ﬁe&%géepi‘ﬁEeﬂgiE{}? ahgor bed

energy I1nt orm ion radiation of a second wavelength: I n sone
cases, tSwmrkmes sion edsy ade atmphenectur snapnasticened

Another method of the prior art, suited for high-speed authenti-
cation, relies on pulse-excitation of a moving test sample on a
conveyor belt. After passing the UV excitation source, the in-
tensity of the induced luminescence decays according to the in-
trinsic decay characteristics of the material. One or several
photodetectors, placed at determined distances from the UV
source along the conveyor belt, are used to assess specific
points of said decay characteristics. The main drawback of this
method is its limitation to such phosphorescent materials which
have characteristic luminescence decay times of the ordexr of 50
milliseconds. This limitation is a consequence of the mechanical

constraints (conveyor belt speed) of the detecting process.

It is an object of the present invéntion to provide a method, a
device and a security system which overcome the shortcomings of
the prior art. In particular, the invention shall permit a rapid
sampling of a luminescence decay characteristic and shall be,

therefore, suitable for high-speed machine reading applications.



ately, and stops with the excitation stopping. In other cases, , the

em ssion is tine-delayed and the intensity of the emtted radiation follows
ei ther a swompi/ssexponenti al decay |aw, or nore conpli cat edPCaEBOBI4809
hyper bol i c shape, or even shows a rise and decay behavior, representative
of conplicated internal energy transfer processes and of conpeting decay
mechani sns. I n every case, however, the observed evolution of the em ssion
intensity as a function of tine, after tthe ceasing of the external

stinmul ati on, depends only on the |lum nescent material itself, and serves

t hus asFamtaetimenti, c dthieng rfveattuirog, shadilcatlilny tehevigtee semricofofsaim specific

material,. Even if the absolute | um nescence .intensity. is reduced, e.g. by
agi ng. ofoHPY EPRESE tarS, RO G e A e 15 T ST bt i mo
functi or s RPHRS@¥LGh @ ddcdriid WY Gale frtain &nilluniasaes Lompound. 1n the
context of this invention, decay or decay-curve shall mean any specific

int ensi pngersud- v Hamdaawn oflar plutectamf ithe rigfeaidnicd) Sudie aren-

i ntensity-versus-ti f.unGt.i r ese t . r f

| U nes SoRoE Enrbb B R Rt e FE TR, 50 | R Pl o
"excit abilerraeues’ othaldmiflgddeatderiaapiicyt,0 veliett meragnedur doures  of
radi ati on having a wavel ength conprised in between 200 nm and 2' 500 nm

i ncl udi FH20RES WA itGR L URIQeen Y T nghd tsifork - NghgtH- S Heral )
IR I'ight, Ahterpatine Pthadsdnstimulation, using e.g. X-ray or

el ectron-beam pul ses are possible and included by said defi- ' nition as
well. In performng the nethod and using the authenticating device the
em ssion intensity of a probe is sanpled at appropriate tine in WO

01/ 88846 -7- PCT/EP01/04809 tervals and stored in an anal og nenory, e.g.
di gi ti Zedmaryn oFn ARy -irBraHigidral (AD) converter and stored in a digital
menory. /A Teference curve of the |umnescent's em ssion as a function of
time, taken on a reference sanple by using the same instrunmental set-up and

pr ocedu [ ored | I.gi.t.al Vo i fs ' f ng_p% i son

and aut rr@r?t iaggsliteor?%gut Sgnag%eggﬁc%é% aap%%%&etﬁg&p‘{ce}hs%g?%d’pg{r f%rrre by a

poi nt - bypal Bt seanpdrtys @y afen tRod wmtiesdenes idecay loumives sddiit tdwolkst or ed

‘reference sanpl e Sd _deca urve. Probe anpd rec{ erence enission functions are
|af€dj\

conpar e ARG Y B rhe iPSRETISHH icéé’”t‘??a't Thie IHiSHSE

.val ues qfy BRIRLUSH Ubfdctd AN AN P U e RGAIRIeBUC it 1 s dde- i ghest
val ues of both decay curves coincide. If said conparison of the probe decay
curve i egisefieredfoectacals culf \ee moooife st a ientt iviych dletancess weihordorern ty
signal is R ovildeg%pr O%‘;r In the o .positt e tg?se., nonc-.conf orm ty E1‘,‘]E§_)rteu&i,ty- or
non- confSrmtY-si gral™ ey be Hi - acotstic o other sighal S e sai

conpar i siren wled ke pRbendacat wddi dhefeyuespandiing: tiedierancenstiacay
curve confirns i dentdicié%l wi thin definable tolerances a conformity signals is

provi ded o egutHentidiat e THUBE S the Thisd IS Ta¥e AL Coftormity is
gsf?g?-co'ﬁlﬂ)%x‘é@fi‘?f AP AN OFTH tas SiPNal, MBYe Re@hyr BL&EHd Comes
P iargely independent of intensity deviations due to aging, al-

terations or dirtiness.

The invention relies further on the direct assessment of the
time-dependent luminescence emission function of a probe marking
following pulse excitation. The luminescent may hereby be ex-
cited using any kind of intense, pulsed radiation source, for
example light emitting diodes, laser diodes, Q-switched lasers
and light sources derived thereof by nonlinear optics, as well
as X-ray pulses or particle beams, in particular pulsed electron
beams. After excitation with an appropriate excitation pulse,

preferably with a light pulse of appropriate wavelength and du-



Sai d definable tolerance may be conceived on a point-by-point base, i.e.
each probe curve point is conpared with its correspondi ng reference curve
poi nt andvowssssdé e within absolute (e. g. + 50 / - 30), r&CatEPe0{889 g.
200) or individually defined limts fromthat reference curve point. On the
poi nt - by- poi nt base, all points nust lie inside their respective tol erances
for the probe sanple to be accepted. VWO 01/ 88846 -8-_ PCT/ EPO1/ 04809

Al ternatively, an overall tolerance criterion may be applied; i.e. the

i ndi vi dual differences of correspondi ng probe and reference intensities, or
some c&afémnenttheudemice adentesfatiamialt manidfuaray o1t tiHee addswdrhed et ues,

etc., are summed up gver 1. paints, ..and the sfesulting,sumi-s checked
agai nst 2 rlovglr"3 al Iortmoloef?;éﬁncles e errafdolr#lﬁne Orrfretahoscfe ot h“éa‘fenf/eenrﬁrtﬁtl)h has
t he aduantsage efadeei Nnga=appldntiadilon tof amditathiernfoddiiesoRiee TRtayi -
characteristics, be it ex ponential or not. It is in particular applicable

to t he 23&&tientrEatsiter Sof itk thdice £ Hani e SRR hvy i 1y QLR FR T cul ar

| um nesgeni AeRLSH 15 §RYd- 1 W Hd felieis dacay: ohiat ?&ﬁﬁ#é&i cs.
E.g. a mxture of YVO4: Eu and YZ02S: Eu can be distinguished in this way
from i treddiatglon Codponentes.thEre aretimgd eacogratiany: itad. tdecanvieaw i cor ceorde

| ai d t h that .. | hat " urenent i.e. .a single excitation
|2t BB ARy T A VEEHA G I 1 (i LS o 1188 L ence
respongsecay dehdRabron r@prdI@yt dtastd RE idondie Qde! Qft&rddl 1diseeppd, is

sufficient 'to collect the conplete |um nescence decay information of a
probe &mansssFompace Soeswiarkl (e qenatamee dfmay. Wavalldngh Spesdery

oper at ic%%e(?nhfo%%t\re@\/it@l% %%@g__]r%d sex»ﬁr %#ow Q sclﬁee% i é’?cynerl’nﬂ r}g%;l]’;‘ney case
of a weak l'um nescerce, 1.¢€.” of ani ASUfF1Cl ent sl gnal™=to-noi see(
rati o, akhe eastiiemerif camegl o the rdpeatced imccert ale raxtemaf 44ims- and

the results of nore than_one of said "shots" can be averaged together on a

poi nt BftR6EFnt CPERES O LYmProvE e HeMSNR SCaT o Mat¢ Heéc el 8 lobt &1 t he
desi reddoeay tfikV e d BIOLNRHOR (W iy HeQheir St Al Sild HA nPrEed UL~ 1t s
a furt hgr advant age Sof tﬁe rre?t hcﬁgiI of nt%lne pr esren't%i nvenatctialorhé)t‘%% SE%IE&; S
nodel - Bnee, of. eaithapeadid ilcumatesterice Bdecay fv uthee absolute lumines-
cence intensity is reduced, e.g. by aging or dirtiness of the
material, the shape of the emission-versus-time function is pre-

served, as it is typical for a luminescent compound.

In the context of this invention, decay or decay-curve shall
mean any specific intensity-versus-time function of a probe and
its reference. Such an intensity-versus-time function represents
the measured response of the luminescence emission intensity due
to an excitation pulse. The term “excitation source” sghall fur-
thermore apply to electromagnetic sourcr of radiation having a
wavelength comprised in between 200 nm and 2'500 nm, including
thus UV light, visible light, and short-wavelength (non-thermal)
IR light. Alternative methods of stimulation, using e.g. X-ray
or electron-beam pulses are possible and included by said defi-

nition as well.

In performing the method and using the authenticating device the

emission intensity of a probe is sampled at appropriate time in-



WO 01/ 88846 -9- PCT/EPO1/04809 itself is used as the authenticating
feature, rather than a paraneter derived thereof. Derivation of paraneters
i s al wayswid @dss@ a physical nodel and becones i nappli cabl BCT/pPmAas@9t he
nodel does not hold. Model -free nmethods have therefore a far |arger
application range than nodel-tied ones. The nmethod according to the

i nvention can be used in conjunction with other existing techniques for the
spectral identification of |um nescenf Ve§ponses. In particular, it can be
used in conjunction with spectral filters, wavel ength-di spersive el enents,
opti cal tgrealsgsndrspbohed opt anabnahsgr nawptryt i engwhidéhyilteésaddt dbya an
wavel engt h, sel ection), Lig ol l ection opti,cs, can be _used .as |1, in order
L e SR S ar Rt £ P e PRT P B BhE BROEBAer Bt A CRARn MY  han
one detection channel can be provided for the sinmultaneous detection of

| um nescent m xtures, or of lumnescents enmtting at nore than one

wavel enyt hieSereneaneeuseyof Thee| Avnépepsent( 6nSMRESE8Te 3en & &HEcEdorh ofon
based |y nescepl maheni abee,d SedF%E@'i?“B deLegy! (Eglecg%%eli%s%rr% elehy
provi ded W t h"appropri at e wavel éng e 6C¥IOFS, and t he correspondi ng

i nt ensi sgvensusndli prodatiarar eigndiwvirddalhy asddplied lamégnetrgr,edod,n amd
particul ar enbodinment, the detection channel i a mcrospectroneter unit,
conpr i sSPhgVaCRRvEPENGPRPRISFEPsBRY( 8UERCREAFPEAP A grating, or a linearly
variable filter) and an array photodetector. The latter can be a linear
phot odi ode array or a linear CCD (charge coupled device) array. To assure
hi gh opkughéonispeidn afnedpfped twndedi hersi osabe@Cbrmeds by ar payntaipybe
enpl oyed in_place of the Iingar CCD arraﬁ. WD 01/ 88846 n% - ‘ 3
PCT/ EPOR? 04 B0S TR ECB HalF i % “8r FHYS e 5R eI t8 8 SFrEns U5 Splat g"gé?ﬁ‘éereﬁ &4 ©
charge gaferense pampueed Bychkhecaxpesure of the silicon chip to light, is
"vertically" shifted, line by line, to the edge of the chip, where the
i ndividual lines are then "horizontally" shifted and . read out, pixel by
pi xel . LTl e ' a [ r.al.lsels ge
anDuntsggﬁﬁﬁafgac%%fgggﬁg%dééggsgég ?§§F5?58%t§§FCEPR Sgg leb%E%n%§6 X 256
CCD ar r ayedr Eoup. t ¥odhaMizat don" hopilzent ahbdtpikel ihtepisiely shilfuesngf and up
"to 4 for "vertical" line-to-line shiftin ﬁ. Sai d an%fie%§C%E mat ri x
array i OF%i%mbﬁ?lgﬂcﬁuPﬁﬁfoﬁsf?F?tPPFnEOOch'?el§UF§ &GN g &S est

. phot ode{getor 8rreythofieths specktupbphedueed by said wavel engt h-di spersor.
The subsequent |lines of pixels are protected fromthe influence of |ight
and serve as an internedi ate nmass storage device. Following the ex citation
pul se, e.lipge: ectral _infor ,on. s _acquir b (e
"vertic%?"s%%ﬁgggﬁggggggéh§?t?ﬁé Eﬁaggtgggé&i%ukﬁg gﬁ%#%%gfbﬁ¥$g%b gded
area foingubséquenter dadagutubyet benifastsudeehts tyr edessoar definable

tolerances, a conformity signal is provided to authenticate the
probe. In the opposite case, non-conformity is assumed. The con-
formity- or non-conformity-signal may be any electric, optical,

acoustic or other signal.

Said definable tolerance may be conceived on a point-by-point
base, i.e. each probe curve point is compared with its corre-
sponding reference curve point and must lie within absolute

(e.g. + 50 / - 30), relative (e.g. * 20%) or individually defined
limits from that reference curve point. On the point-by-point
base, all points must lie inside their respective tolerances for

the probe sample to be accepted.



More than one excitation source can be provided, in order to gain hardware
flexibility for detecting | um nescents having different excitation

wavel ength® ollgsgat emitting di odes (LEDs) in particul ar areCTePd/eein ed for
the illum nation of a spectral range of about 50 nm bandw dth. Providing a
set of different LEDs allows to cover a larger spectral area of interest.
This multi-LED |ight source can be controlled by the instrunents

m croprocessor, such that the choice of & He excitation wavel ength can be
performed by mere programming. It is of particular interest to conbine said
mul ti - LEDteirghtivelyce an tvesaild rcdrospets urdtatiedaasctles appliedp

obtain an_unjversal,.l um nescence_/ decay tine _detector mdul.e.

01/ 88846'?11%5d'?E|58 j&%&@ogl%%g&e NG tooJEt e ’ﬁer?\Peorﬁcf%lrﬁ Iﬁoebevear@é/\?%%fe“

equi preatefiad batdsedtliesjebinecie defrirgReR dRERY IO Whefdbt dlike the

aut henti cate an unknown sanple. The equi pnent can thus be operated in a

"| ear ni AGUABEE" OTwhBLe 3pSOdELe YEd Udsoae tury &g eflgitalp over all

i nt ensi us-ti 1SSl : i on), i ir f r ef

sanpl o PESEE Sy PhHCEy sttt e hI B AT A E D
menory. tdbheraguepoentecdnnal so be operated in a "testing node", where a

| um nescence decay curve of a probe (probe intensity-versus-tine em ssion
function.), carrying a marking to be authenticated, is acquired, the
correspendi RatdBlacEPRHRP LAY R OGRS I8 A LAIRA F Wdihd heppr fvd ously
stored reference data, in order to derive a conformty / non-conformty

i ndi catbte Theasanbydeviode luning sdems chelasper athedraatrexr i'gtelatshi e mddeext o
store reference.data in t Yy, .a | aterqn. f-ar, testin ob in a
Lesti nEORBRRT 1 TRE BT cd tndy ArLBTohsiSE e T ot oy L han
to provtgeatebar efcaistaiaekonb it Nenduidierinteat=an ef «iddner entrimpskiags.
Said "l earning node" and said "testing node" need not, however, to be
necessat PN EREEBReAEBE SN LR ANVvAEoREIeE tshysitdndiffiarepit ¢egase. charagr

al ter nat Lyesahadi mept, J8ufkkslheley GRdas siedieptefId hhe A6 siidom !
definitron of a reference decay curve fromtheé reference sanple. e

ref erengeidhtd anethlienwhyarisber ned tsdrdie memponeoftsa second, simlar
device, which is exclusively dedicated to the authentication of probe

sanpl es. The nethod and equi pnment according to the invention can be used to
aut hent reat Ret Rk8 aRELRH1EGALIONG HEONRR&ENHIONS RIMYd Sidi@ it takhe that

| um nescent material, as well as articles such as security articles or

coat ed art'péhaser BBPLZ cHCASUFGTERIT 1i-fles SafdNer & 69 i@ td@pdsigdhitoral se VWD
01/ 8884 - EPQ1/ >als h a ' can. f.urther e be
used tOP%%%ﬁgﬁgfggtggéug§§§?§§?ﬁgpg§%c§%ﬁ E%ﬁ?%#ﬁ%ﬁﬁﬁﬁg;%éﬂ@ﬁkﬁgﬁﬁg%%r or

pl asti creaspdnger athe fandtaohubifng iglk anbstliesy suchhas dade ot es,miskElciH i ty
docunents, identit credit cards, security threads, |abels and ot her

r.ds,
securit §articl és. g}dﬁgég&@pﬂzy Loy SCdmheSin Hhé <oaH SIFIHE StRF3hed

nmet hod byrpreutdbndog selrebe’ aher ekce les (COMRISIHIG [Juadeseant
mat eri al s and/ or | um nescent conpounds of simlar spectral em ssion (i.e.

enm ssi ofatal oHencput hhah syeeids Peeeat omend deerdeetviag sl dunict i ons.
Sai d r¢£g£§wggﬁsggghgg are di stingui shabl e by the nethod and the device
according to the inventi'on, e.g. by incorporating one or nore of theminto
a marking on an item for authentication purposes. Exanples

However, in the case of a weak luminescence, i.e. of an insuffi-
cient signal-to-noise (S/N) ratio, the measurement can also be
repeated a certain number of times and the results of more than
one of said “shots” can be averaged together on a point by point
base to improve the S/N ratio and hence to obtain the desired

decay curve information with a higher statistical precision.

It is a further advantage of the method of the present invention

that it is model-free, i.e. that the luminescence decay curve



The invention is further exenplified by the enbodi nents of security systens
and of authenticating devices as described bel ow and as shown in the

fol | ow ngvdnasssags: Fig. 1 shows the em ssion spectrum of PET/ERY/04K%erti ng
phosphor which can be used in connection with the invention, Fig. 2 shows

| um nescence decay curves of four different upconverting | um nescent
phosphors, which can be used to constitute a security systemaccording to
the invention ' Fig. 3 shows the bl ock %iégran1of a first enbodi nent of an
aut henti cating device in accordance with the invention, WO 01/88846 -13-
PCT/ EPOilY BAI80 9 &Fiused ahowke aatypenhal chubhaefeanerei ntahberythani aepa-
characteristics, whic an_be_used for., authepticatin r pQS LN .
.accordéﬁﬂ?%ﬁ?k9?¥#y% eQQ%Ye?EVeﬁ Fb%?t#?ﬁ.og gﬁgmgegegghggasigagﬁog%ed

di agramd & phy@iidl edo@aboghdepécohed deipslibgbleviaecaseottingotielt he
invention, Fig. 6 shows a schematic view of a npre sophisticated enbodi nent
.of a delert inrf devide Medot dfrgetBetheds nbenei bRerefgre7ashans LakgeEner gy

| evel s %égifg%$¥g§qg%§%%géggﬁ %8§?15£9ed8 ﬁ%gws a focussing grating type

m cro-s ronet er, on a 't near photodi ode array, Fig. 9a shows the
principle of read-out of a two-dinmensional CCD array, Fig. 9b shows the

principle of data shifting in a CCD array, A secuyity systemaccording to
the i nvEMt iT6iF ?%%%é%gﬂiE?otB?otﬁgﬁﬁ 1B8seda ?héﬁ? céPiﬁBnéHBFEﬁgﬁt as

shown sgheialigad | &l 8 FhgUE&cBniques for the spectral identification
of luminescent responses. In particular, it can be used in con-
junction with spectral filters, wavelength-dispersive elements,
optical gratings or other optical instrumentation which lead to

a wavelength selection.

Light collection optics can be used as well, in order to improve

the signal-to-noise ratio of the photodetecting chain.

More than one detection channel can be provided for the simulta-
neous detection of luminescent mixtures, or of luminescents
emitting at more than one wavelength simultaneously. The latter
is often the case in rare-earth ion based luminescent materials.
The different detection channels are hereby provided with appro-
priate wavelength selectiors, and the corresponding intensity-

versus-time data are individually sampled and stored.

In a particular embodiment, the detection channel is a micro-
spectrometer unit, comprising a wavelength-dispersor (e.g. a
prism, a grating, or a linearly variable filter) and an array-
photodetector. The latter can be a linear photodiode array or a
linear CCD (charge coupled device) array. To assure high opera-
tion speed, a modified two-dimensional CCD matrix array can be

employed in place of the linear CCD array.



As representatives of the collection of |um nescent conpounds in a marking,
four erbium based up-converting phosphors of different nature were chosen
to: GJ202%&@n1/88836 Y202S: Er, Yb; BaY2F8: Er, Yb; NaYF4: Er, Yb. ©OT@R0i/04800i at i on
with a 950 or 980 nmlight source, all of thememt in the green, near 550
nm (Figure 1). The lifetinmes of the green, phosphorescent em ssions are,
however, very different for the four pni&rials, as shown in Figure 2. WO
01/ 88846 -14- PCT/ EP0O1/ 04809 The aut hentficating device, as shown in Figure
3, conprises a mcrocontroller or processor 1, enbodied for exanple by the
ADUC812IM €EFBCoavEiKepTTYaYs: ARallggdBeiteds Ofh®hAMeCEIERsiiss BmyFe ses a

16 MHz 8052.m . croprocessar . (CP la wth 32 digital.-l./O.line S 12 bit
anal og/ 8?5HSFS(A£B?%§8ﬁ\%eP ertlﬁ)fb,eX sosvnﬁlérlel oéfg t%leAgclolﬁcheorri ecrqqsl,spitﬁ g%&r% ed

RAM ( 256sby{es) iand1RF Ehashatgmidne Veming, mmhe dR<E eolccHorepiwgr am
(8K) and data (640 bytes) storage. EE/Flash menory (Mem) 1c iis_electrically
er asabl ¥hpEEnBREniNAE AR adnd 1aESoRE S dharh & ol Zardtldt "o b L & 13 ni ng
nmode" . 12:¢hhpLS internal oy, (was JE i ;.exanpl e
W th BZIEQg?Qg%e ﬁal ra dgm accesTs mm%f%?mﬁ%&nemrsi% eG?/it((:}%&lljénc*?< The
aut hent ptatengndeaireéledrt hed togaian®uatisasdr daira et drd vemdlabntew) | ed

by the ADu 2, ,a 980nm wavel engt h pulse laser. djode (LD) as excitatjon
sour ce §aWC§I:'I}YC(SFVPFrﬁPg]r Sgﬁteldgs%t:?éﬁ aag%\ﬁelxl 3256 gﬂ%&f‘%&é% et i ¢ i4100based
on a greeR- $8Rsirhbye z6ARER M CidlkeFaATR MRkeliodade i(P) £hd ap o ipnalz
optical filter 4a, and a corresponding anplifier 5. The photodetecting

chai n 4fsrj 8veatdcadt’ ddsle-&¢-tlé nguabtddttd®@ga -m ni mum bandwi dt h of 200 kHz,
corresponding to the ADuC812's 5us sanpling rate; its output is connected
to the ADuC812's A/ D converter 1b. The ADuC812 is further connected to a

nmode swgaeh Sbdifaedt beDsebectikomrafay dar nialg est iswghmdad /al, £ it
push-button B for initiating.the nmeasurepent cycle, as well as tq yell ow,
green ahd"fe@f BBECSs 18p2CEITE0AS hdicc OGS BN O T fde the

appr ovedifat b-unept¥asthe) pot akes: w-g%l@ﬂ@lﬁhb‘atits%r%lcﬁs. siid i pleqdhe

circuit's main power supply Vcc. A processor-controlled power-hold swmtch 9

i s proviteds afl pikadst heeppootestred ¢ ool dhiet S ndmepawerof drigionEret i ng

he measyromenl oyche-20deh0a2 telhd Leelhad i 0t G L N%ie o0
citation pulse, the time-dependent spectral information is ac-
quired by a rapid “vertical” line-to-line shifting and stored in
the CCD’s light-protected area for subsequent read out by the

instrument’s processor.

More than one excitation source can be provided, in order to
gain hardware flexibility for detecting luminescents having dif-
ferent excitation wavelengths. Light emitting diodes (LEDs) in
particular are well suited for the illumination of a spectral
range of about 50 nm bandwidth. Providing a set of different
LEDs allows to cover a larger spectral area of interest. This
multi-LED light source can be controlled by the instruments mi-
croprocessor, such that the choice of the excitation wavelength

can be performed by mere programming.

It is of particular interest to combine said multi-LED light
source with said microspectrometric detector unit, to obtain an

universal luminescence / decay time detector module.



-15- PCT/EP01/04809 In the "learning node" L, a reference decay curve or
reference intensity-versus-tinme em ssion function is acquired. A reference
sanpl e 7WROnssgpl@aced at the position bel ow col i mator opt iPCTEROHMSBODPL | cal
filter 4a. After setting the SLT switch to "learning node" L, the
pushbutton B is pressed, powering up the detector unit. Controlled by the
m croprocessor 1, the |aser diode of “eéﬁi tation source 3 is addressed with
a short current pulse fromthe laser carrent driver 2 (typically 1 A during
200 us). A 980 nm | aser excitation pulse P is focussed by the collimtor
optics 3a onto a |lum nescent reference marking MR of reference sanple 7-R

The coryr | 1 he p 5 ] SS iAati ) 1S
sensed A5 e shatod Bae i HHESEr ofaF i prariansgs SaL AL MRed e
anpl i fitey defandk fulom tdeseendd odédey A -eornved ties dbthéht eapal shngnt he
| aser di ode, the mcroprocessor 1 initiates a direct- ngrmr y-access (DVA)

. data acgve tsiad‘?P]seteFg%e‘?qL&ﬁ’W‘%tt‘Fﬁ% RN CPEFRESF ghll 2of LEAENING
phot odefeeld ngiehal Ny 4o d SeSAEPAEL R 20| BFcf&PBEOT AVELS i {{0r exanple
every 5 us) by the A/D converter |b and stored in subsequent nenory

| ocat i ores:sofs -tthienee drer srad omrefonyt tdew) cos | dhasangdl i hgomi aerahdranabesaof

sanpl es .to be taken, are preset b he r Opr ocessor' s.program as _a
unct | SHeDr AR BRGAOUSY (RetT TeRe A Ta | TeF N e T ORCBT PSR afpE ERE=Ct he
data i ndTRMamsiey] Cﬂlé-deci;@iﬁaﬁ@ﬂltyz@éjm 1 H6 E156 e £9PEENSAat Or 64t daka
points defining reference values VRl to VR64 (Fig. 4) anal stored in the
m cr oc GIRAR"t e WREGRe rareHEM NRAPRGE désFe ¢%‘—.’V€I'k@gf%|n@¥@]6ﬁ (eppesehteEN by

refere VRL: - VR64. I u n l.jzed, i .1 he, yval yes VR1
R S e e o O LR A8 it

Ther ef eneshaRl catdb4 B eadaadepeddetite cfowespbhding edst byaparoptrioansly

af fecti %heeeelﬁtmrgqejscent em ssjion. Figure 4 i Iiustrate thg gossi ble form
of thi PHATIER AArRIPIFE LD r % etV hRUS Y | 88068 EFEFERRECVal ues
(VRL, VR&a VB3 oradr 195 ddei $OT L eshonding: E}%énlgoﬁfg?mﬁE}1 ihdich3,
...). The VRn val ues WO 01/88846 -16- PCT/ EP01/ 04809 may optionally be
associ ateed iiheh ssone edgpoiek geuhdi vivdsidbe tapeertaad edn (a+)' L@ayningsuedesst ul
term n%'éoi on of thee 0 erati%n i S. ack now edged b% %hﬁ green “Yes" igdi cat or
Sb. So® SECOTS HT e Terfi Wattdn 8t THE oherat ohd ot hE FPEr 6RF6e8sor

. SW t ches-dfds tite fetiasd OIndginhddyt a Tie Povete Stpl ¥1 81 &6Mpisknmbhe

"testi 3_31 node" T a probe decay curve is_acquired and_conpared with the
previ odd1d? A6t RETEFEr R Ve PReCHIRi T e P Rrg. d8ta pPEbERSanpl e 7-P
conpri g, & yrahe; smrks ng; ME-Lge phaced,@t the correct sanple position.

After setting the SLT switch to "testing node" T, the trigger pushbutton B
is pressed, powering up the authenticating device. The very sane sequence

f i d | bed, for .the, "l ' de" L i d, t
e POl pck T s s bl c SRRt e oGt s EabRbt oo Rt ARa . | ©
condensged Pt &4 shat 81 P01 b SemdA€e § Ow PP 2h NElle dadRe PRy EQcYP6dnat eor

normal i zed as well and conpared with the previously stored reference val ues
VRL - VARe4.ceTo ldbrparal tienafat ve reppedbneihg @ heidskageriiegeisf dadprobe

mar ki n P t h skere ; kinog M R fLLe i ta
poi nts%aér\%e(fn ou%héen%%%?%seﬁ%isub rg%?lelgia#rom %ac% E%ﬁgfg g%da?gggagggﬁgte
val ues fofort hehalifd Bremces samplaimEde upefercateé Sdtdabaepbhatstrbhsthe

val ue g{Fthi% sum.is less thap a selecéable criterion, the test sanple is
accept e HED g BYIBTORACOE he BrEht” YL Leb aBoT Lt PPAERI S| FXthe
val ue of1 5 L SHMEXLELOISIt 0o SEhE SLLAEKE DBati1BE bEShreBEPkEmbSeEef Used as
being "bad" and the red "No" LED 8c is activated. Sone seconds after

term nation of the operations, the m croprocessor switches off the detector
Lunit i ower. supply switch 9. The 1ssion intensity. E of a referenge
sanpl e TR BT ST S RA PR e Bb o= IS RE aRRT 5Py P L AT RCA TP g2 Re B8 Ur B Agi ng
of the ddl authenticate inks and/or coating compositions comprising

suitable luminescent material, as well as articles such as secu-
rity articles or coated articles realized using said inks and/or

coating compositions.



WD 01/ 88846 --17- PCT/ EPO1/ 04809 m nescent material or surface alteration
of a reference marking MR or of a probe marking M P are often the cause.

I f the maWk@nYy8884¢ for exanple, applied to an article 7 su®RTE&POHMSANKNOL e
or a product tag, the surface o_ said banknote or the tag nay becone dirty
or scratched. This may substantially reduce the excitation intensity at the
| um nescent material and may al so reduce,the intensity of the em ssion

radi ati on fromsuch a marking. In particilar, the emssion radiation E of a
reference sanple 7-R nmay have hi gher absolute val ues than the enission

radi ati rid gethost Gl KapIRNentp cameref R meFR hetHeRd ateordF gt t he
I nventl %%]treeléu%%a%ea.l(iﬂﬁ%éé&ﬂ: %ﬂ?cfg\a}'t&l{a\'f f&{l@ﬁ: a& a%&ﬁ%rt&?%?és.-
I zI ng DO

i ndi vi dual” abso lute i'ntensity val ues. ter notma curves with
respect ttie tiseid furghdst neatwiedmimesn ¢ andidclées $wohiaenbaclal ncteses are

obt ai ned for sanp]es containj the sane_ |l um nescent, even if the latter is
present Sieﬁuﬁilftfi’e!‘}é%ﬁu“@dﬁc%ntlr%gqto‘rﬁy BEF%E?:RYI YT Jc%i%a’@‘g%e.r%‘fm‘bﬂ%i pl e of
conpari Re RQIBI 11284 1IGUrMRS odie- asdhenid calion-process will not be

affected by factors resulting in intensity or neasurenent deviations. The
nunber of individual data points VP1 - VPn and VRL - VRn taken to define

probe cuyrve CP .and referenc urve may V. to ig ree. Hgher
nunber s%‘alslegvl\}rgleﬁ;ejrsérﬁtyema cn‘%‘r gbééxraec%%dze clilnhl)a[‘aél%dl’l ot a%ﬁ%u%/tgfg?—'%(? %%%?l cal

pur posegy privnidEmnde! wran R etk Aty adargsl e preda bl yg 6Bunaheesenbas
proven to be sufficient. WO 01/ 88846 -18- PCT/EPO1/ 04809 After deriving
r ef er enfELEIFdS WRE/ ORI NFIGANE FRURHLUBEF rRdh ePt Mikior §PYRVF2E $BLSthi s

data may;he tnanstenfied a5, (&S RIANC e, WA WES MRl 5 ¢ MPehO O1RE dependent
aut henticating devi ces.
emission functions. Said reference samples are distinguishable
by the method and the device according to the invention, e.g. by
incorporating one or more of them into a marking on an item, for

authentication purposes.

Examples

The invention is further exemplified by the embodiments of secu-
rity systems and of authenticating devices as described below

and as shown in the following drawings:

Fig. 1 shows the emission spectrum of an up-converting phosphor

which can be used in connection with the invention,

Fig. 2 shows luminescence decay curves of four different up-
converting luminegcent phosphors, which can be used to

congstitute a security system according to the invention

Fig. 3 shows the block diagram of a first embodiment of an

authenticating device in accordance with the invention,



Simlarly, each authenticating device may have a nunber of memory segnents
to store reference values VRL - VRn for a nunber of different markings M
Gener al | yworneRgs4ence val ues VR for com parison may be prowcdagboinisany way;
el ectronic data nmay be provided i.e. by internal or external nenories, by
menory card, by wire- or wireless transm ssion, as an encrypted nenory or
data attachnent to a sanple or in any oqther suitable way. The ADuC812's
central processing unit la was progrénﬁéd'so as to performthe outlined
operations after a pressing of the pushbutton B. They noteworthy conprise
the folBimn gy faimots onatypr ok almlrbimcsenca@smiee@@mm/wtuﬁe poberastept y
during the neasurenent cle b %gtt syétch @h lég@qnleargln /testlng
nmode switch SLT,” F¥°F eafht %ﬁ%e epare he BXt eF hat " HeRdr ? Bf Dhva

data acqui siti aftcgndsecd hﬁl&k&lsﬂﬁe %mn@cgwé@tﬁo@r edet ermi ned nunmber of
sanpl es of the |lum nescent's response in DVA node into nenory device 1d,
. post - process the sanpled data and conpress it in an optimzed forminto 64

dat .
corpr 6ot S ndiStbr TP A RETS o TP erhat O bt nieahF o5 Sedrireny
menory deV|ceIdi aﬁdété@ﬁfm@n@@viéé a@smr@gngnﬂe fhe ptepaneidhe externa

menory for DMA data acquisition, pulse the |aser diode, WO 01/ 88846 -19-
PCT/ EPO1/ 04809 acquire a predeterm ned nunber of sanples of the

lum neseen! 'S TASRAMISE ddhdIM ITDO0ei &Rt OF TBMREYe I%Hfst.lﬂca@@éter%g&ﬁﬁénﬁ he
sanpl ed ata and conpress it into 64 nornalized data poi nts according to

t he previously &t or et onpies sdeont ¢adieceviing ohpatle t leveobpressed and
normal i zed data with the previously stored nornmalized reference data in
menory device |Ic, and derive a conformty / non-conformty indicator, set

the appryedf f allawe el emd ey LEDSe TOI & £S108 dbPgb ydyhDug how thenfesul t,
after a waiting period of predetermned length, switch off the power supply
via switch 9.

Fig. 8 shows a focussing grating type micro-spectrometer,

mounted on a linear photodiode array,

Fig. 9a shows the principle of read-out of a two-dimensional CCD

array,

Fig. 9b shows the principle of data shifting in a CCD array.

A security system according to the invention comprises a micro-
processor-based authenticating equipment as shown schematically

in Figure 3,

As representatives of the collection of luminescent compounds in
a marking, four erbium-based up-converting phosphors of differ-
ent nature were chosen to: GA2028:Er,Yb; Y2028:Er,¥Yb;
BaY2F8:Er,Yb; NaYF4:Er,Y¥b. Up on irradiation with a 9550 or 980
nm light source, all of them emit in the green, near 550 nm
(Figure 1) . The lifetimes of the green, phosphorescent emissions
are, however, very different for the four materials, as shown in

Figure 2.



In a nodified enbodi nrent of an authenticating device according to the

i nvention) schematically shown in Figure 5 two excitation |ight sources 31
and 32 fow@m/gs8iing excitation pul ses P of different wavel BGHIERST/OMIL h
collimation optics 31la and 32a and correspondi ng pul se drivers 21 and 22,
are provided. Two detec tion units for two different wavel engths,
conprising collimating optics 41b and_4§£,_filters 41a and 42a,
phot odet ectors 41 and 42, and anplifiers 51 and 52, are provided, too. The
optical elenments are arranged such that all optical axes intersect at a

si ngl e observation point on an probe sanple 7-P. Said probe sanple 7-P,
carrying,a probe marking MP .is cqonveyed thro t he .aut ticati

devi ce. Q%peﬁggﬁgtéﬁafﬁglgf gae?fulrcée’t s essﬁ(?g‘ltnec]tneg:?il’épurrgecei’sOAPO%%Ilslesﬁé Snag

curr ent mpuk-seche rbilget $eUMESREser 119 lenffidisurizer Fxkanyld bpaile of t hem
Dependinguon the em ssion to he detected, use is made of photodetector 41

and/ or BPUpAdPoiRrEonVErtess’ Sladpird 0% MEVdGiATe ThEy BB IH U P 1™ he
detectigp;igbgel Q%Umga%%@zuﬁi%éﬁfofde’%d@tﬁmﬁ Sva GXGEH e Widvam 1/0
excitation source 31 at 980 nmand emtting in the green at 550 nm which
WO 01/ 888465~ 26- sRETABPB1A048069 ooi/ldidde adet(@gDed dunvehaicadetiectay w1

si mul t aneousl y europi um | um nescents whi ch are contai ned i%hprobe mar ki ng

M p, ar@SeRéP canEerbeus ghintesrase3 Rt (76 mvitard and Big s W0 nm
whi ch ‘Q%;H/ Qﬁleﬁzt 8¢l %@F@fgg%'ﬂ%%t Gi%:]%ror4§3§ Id;]r%%n(:éel{)()farﬁpt dad! scent

materialS"is require I rmauthenti g of priobe marking . The
wor ki ngbpteBgi pltezaak .t BE /davste maeearydi (Ment)o Udiiss perddotil el lamback arent
axe otherwi se the sane as those for .the fjrst _enbodi_nent. |n another

par t i cuPRFCeRESHPRERL, TERCTde A e atdyWre T@dsitdite d- RIS At At t3or? of

pr a_seodymeaa?h%geﬁkoaawO%%r ARG sMBt @iy s WMHSEh AWSlenRE5ivBH tanigous] y
excited with a first laser at 1014 nmand a second | aser at 850 nm and

whi ch subségdenn puamexaimpleharitdd 32t Kalpdutexs@anah (Finglae d)ceds meeory
enbodinﬁﬂhM ex%i%%tgon %%%%%% gdare generated by excitation sources 31 and
32 whic é 8perape5yé|nultaneously. Phot odetector 41 is allocated to the
nmonitoring of the 600 nm em ssion. The second pho todetector 42 is designed
to nonitor the Z310 nm praseodym um down-conversion em ssion, which is

present ThE aeithenpdgékdintg A6 icke feedihesd cRa§rdé@ s fe deffiTe W5 raiHd t he
| um nesgent,-prgperhke19kat Ry REQD 84129 Mo Y GRS S I AL 1 ght
sour ces and?or photodetector?-nay e |ncoﬂpgrate ) Ir1i§%%ﬁ' an&%ﬁg%?qﬁ%re
sophi st seat ddodrbd@iDients efkcadn aduithe stoiurcat i3ngidéyicd Jadoedradi mgptticed B,
invention, s ?enaticahl¥ %e ic%ed in,Fi.gure 6,. a conbination of, a nultiple
LED or ©D gﬁ%'tﬁ?ignp otodétecting chain based on a green-sensitive
commercial GaAsP photodiode (PD) 4, an optional optical filter
4a, and a corresponding amplifier 5. The photodetecting chain

4,5 is laid out such as to guarantee a minimum bandwidth of 200

kHz, corresponding to the ADuC812's 5ps sampling rate; its out-
put ig connected to the ADuC812’s A/D converter 1b. The ADuC812
is further connected to a mode switch SLT for the selection of
learning/testing mode L/T, to a push-button B for initiating the
measurement cycle, as well as to yellow, green and red LEDs 8a,
8b, 8c for indicating the On/off and the approved/failure
(Yes/No) states. The push-button B is switching on the circuit’s
main power supply Vcc. A processor-controlled power-hold switch
9 is provided, allowing the processor to hold its own power for
completing the measurement cycle and to switch itself off in

good conditions.



source 3, a focussing grating type mcro-spectroneter 4a' conprising a

| i ght-gui de nozzle, a two-dinensional CCD array 4b' as a photodetector /
acqui si tiwa odesssce, and a processor 1 to con trol the acq@CIIEPOOM80St Or age
and eval uation of the data, is em ployed. WO 01/88846 -21- PCT/ EPO1/ 04809
The excitation source 3 preferably conprises a series of light emtting

di odes 31, 32, 33, ..., 3n, having eqiﬁgiqn wavel engt hs chosen such as to
cover the W visible and the near infrared part of the light spectrum In
particular, a set of conmmercially available LEDs emtting at 370nm (W,

470nm (W e SEEmRinarmeir se) 2 STORT SRR ehCa B IOWRY € yeT | B9 STrenoam
6 7 . 4 T |
I L e e T e R L e W

LEDs mmarie odisfosied glladd® aseths sosvehdrernsel obutoBl empretesably aar anged
inacircle around the mcro-spectroneter's Iight%guide nozzl e,  The

- f ocussidily GRiIGRY thide$H cto- ¥ ot et athe sSHT o'W tel akeor 4ERYTEBY
Fi gure 8,3dd ght dom e prabe b si oy @Qecﬁ[‘éﬁo%@@iﬁ@"% Phangept the

spectroneter by an optical fiber or 1ightguide nozzle ich acts as a

poi nt - siraiged damgitolsiad dey ihe umicreniogeaseel I - f toaskaagrréiddet pdnex-
gratinqytqu%)latteng uses %@e Ii% t ba%kaostora Iigggﬂ phoioge ect or
array, disapelrsrfrﬁgo%ﬁe ¥ erdntt WY e‘?lljg? Conpon nt < tonprsedsi n" <4 d
1ot Qo 1adkdacant: el ple SAl @t a1 BPRChEMOT20he L] O Bgm the
probe is thus obtalined by reading out” the pixels of the photode tector
array. rirorladeer reaqpiit acigun il on Bfid i fecdepeddent tispecttbimanboropticen, a

t wo- di nensi gnal charge coupl ed devi ce ( carray _4b. is_used. Such

o ays EoMBed o THITeA S | TR T T8 enti TEoetanes) Samaht oh
can be 7.ead 19 ddVQuUGH Sk T 1R P4 OLeS Srassensd NGr t 95 &1 GHr ecBBzsPoxel s
are first shifted "vertitally", line by line, into a horizontal register.
Ther e, nadtidiviBluals pisrsed dre Bl frRetchbrde oht alheg" signxel fhgmpERel , to

a preanplifier n&)f er_to the Oﬁé . - di L onal %gD. r are

normm:Q%?Eﬁ§}?é% |%égé%aﬁ%¢%st%% o @yﬁﬁﬁgrgs%ﬁggﬁﬁéﬁnéB% aﬁﬁERKe%gxels

in each b resisiadted e SMAftéNgpWisphgethé Nlaser diode, the microproc-
essgor 1 initiates a direct-memory-access (DMA) data acquisition
sequence. During this sequence, the signal of the photodetecting

chain 4,5 is sampled at regular time intervals (for example

every 5 us) by the A/D converter 1lb and stored in subsequent
memory locations of the external memory device 1d. Sampling time
and number of samples to be taken are preset by the microproces-
sor’s program as a function of the previous results. After ter-
mination of the sampling, the data in memory device 1d is ana-
lyzed, processed, condensed to 64 data points defining reference
values VRl to VR64 (Fig. 4) and stored in the microconverter’s
permanent memory device lc. The function represented by refer-
ence values VR1 - VR64 is furthermore normalized, i.e. the val-
ues VRl - VR6 are scaled with respect to the highest value of
the function. Therefore, VR1 - VR64 are independent of overall
intensity variations affecting the luminescent emission. Figure
4 illustrates the possible form of this reference curve, which
is retained as a list of reference values (VR1l, VR2, VR3, ..) for

the corresponding points in time (tl, t2, t3, ..). The VRn values



WO 01/ 88846 -22- PCT/ EP01/04809 formation, present as stored

phot o- generated el ectrons, is explained in Figure 9b: Three el ectrodes (1,
2, 3) areWwDesssitc for each pixel, which are driven with trPERESBI/SHERY ti ve
clock sig nals (~1, c~2 , ¢c~3 ) . The electrons always accunulate in
positive potential wells, represented by a "down" state. The up and down
phases of the clock signals are made ;olgvgrlap such as tore sult in a
shift of the stored electrons of the whole array by one pixel after a clock

period (tl1 to t6), i.e.: tlt2 t3t4t5t6~1:upup . . .
updowndBAKdeRf 1 20adhiid B 285 AFEEE @S B3 Wt dupk Heel-

context of the i venki n, a first line of photosensitive pixels (PlIX) of
sai d t weraPrfeRsilbial C%D array serves as the |inear photodetector array of
said mcro-spectronmeter device 4a'. The remaining |lines of CCD pixels are
not used as photosensors, but arefprotected fromlight influence and play
the rol & shcgeppifmdr §egmanage cdewifc dhieo orea tjare -ide petkaiat] ey the
informagion. The pr bt hd I j , | s t a
acqui si gl*%ﬁnanggtsr egﬁﬁﬁg%ﬁ%o\g&s,soﬁer o%ﬂr?gsd%@et%gﬂ é%sﬁgfq{:a[t(&u si% kgﬂée
appr opr bpteadiode ,0Ehai ades opfroexeiscat ison tshigrce T, the alatesctar excit e t he
| um nescence_mar ki ng of probe sanple 7-P respectively reference sanple 7-R
f ol | owi K§2t hBel PEHELp OO Yp&MGER 'y an appropri ate nunmber of
line-shiftings in the CCD array, in order to record the tinme-dependent
spectral response information as a two-dinensional picture frane in the
prot ect 8d ahea“tkssand awoday, Tr eaginvipeodtedsye daunee deperdpniresbentd atom-

response i nf.or i fromthe rray. and. storing it in the nmenory device
o posPaFFRalTRg SHE BOATHSCIRY CHE e Podeea i e = o GY e d 74

PCT/ EPO#&/ 84889 sdgpenderbmpnect-a domparirBliP R prdy Madidder-p is

aut hentication task to be perforned. The achievable tinme resolution is

det er ni RéACB] Bhe thEneSHIRCEnGAMMPdQUENEY toloTst &F B9 SFiitsinattha Feh be as
hi gh assﬁég@ﬁ’ t8°“\f28§la%@ o & ting %&%%%:re%%%gﬁlﬁtm? g &ad- nsos\?%d,t ge

accumul a at'a of Sté€p-c) may occur nuch I'n a wa
t he skibpbedring tbetaet authenavaidtdlbloe ddatizeaf (Tere stealy Gamsorgeegpontgs 4O a

"picture frane", having a spectral dinmension and a tjne _dinension. A

time- deBRTREAGESCAR BESOETRRRed Fr Sh% hiSFTHRY BPQ" & g drrprmed,
ti me-fri;pogcatnbhgo2pRr QBkial € HRYReAEHE 1M ihd LB Lalkthe 14 eat ed
and eval uated as given in the one-di nensional exanples above. The anal ysis
can, al peppastiedl pndbeocageangad ing ondrie delvan poviglbsay dlhengtch oldraiglasd
conbi ne it pectr.al. ,anal ysis, taki profi.t. of the second di i on of
he acaF B VERL 5 VERE. S WBITPIRRRG. Bavaiiy g o PN
previously stored reference values VRl - VR64. To compare the
data representing the decay curve of a probe marking M-P with
that of a reference marking M-R, the corresponding data points
are in our embodiment subtracted from each other, and the abso-
lute values of the differences are summed up for all 64 data
points. If the value of this sum is less than a selectable cri-
terion, the test sample is accepted as being “good” and the
green “Yes” LED 8b is activated. If the value of said sum ex-
ceeds to said criterion, the test sample is refused as being
“bad” and the red “No” LED 8c is activated. Some seconds after

termination of the operations, the microprocessor switches off

the detector unit via power supply switch 9.

The emission intensity E of a reference sample 7-R or of a sam-

ple probe 7-P can vary within a large measure. Aging of the lu-



PCT/ EPO1/ 04809 1. Method for authenticating a | um nescent probe marking

(MP), conmprising the steps of: - exciting said | um nescent probe marking
(MP) w twoal/sdse@st one excitation pulse (P) of at |east @oa#/EPuriisasi on
source (3, 31 - 36) , measuring probe intensity values (VPl - VPn) of

em ssion intensity (I) fromemssion radiation (E) of said |um nescent
probe marking (MP) in response to said_at |east one excitation pulse (P)
at tinme intervals (tl tn) , - formng 3;17pfobe i ntensity-vexsus-tinme

em ssion function of said probe intensity values (VP1 - VPn) , - conparing
sai d pmiire sicemnén siattprierls us tdure sard sslitmrduinmgt ioh avtdf ereheastagneg
reference intensity-versustine enj ssion functi - said b

| nt ensiEy: Tar S 2t EREREmTELOmS At 10T &ie Shi 'S Sfithcel L the mark-

i Nt ensiityy MY, S Ut idiRIieS S| b IF A tH O hralf- i | 7 ZAdprad o1 a LisawiemdeE i son.

2. Method according to claim1, characterized in that at |east one

.l um nesgert pFcshetmidd ngFhiavmriacp st Giid suoamT £19- 99 twabe

aut hentj d i fii c; emssi i Sfq i ast

s S A L L A S S A N e

char actedtiastiioes imensdevatad edst lomel rexecidrat ingt enaieel eangd hnafy shead re-

excitatjon pulse (P), .at | east one em ssion vel engt h of said em ssion
Sath

r adi at iFHF ¥ itferddid PR (A AR AR ) L IHM P Bn i ntensity

(1) at ofdyi8 At ey d8-t(itduTad NeHOTerdtad RAStr LR IOf oS 8t b £ S8d Pdrence
wavel engt h. WO 01/88846 -25- 3. PCI/ EPO1/ 04809 Met hod according to claim
1 or 2sactpdract-® imeed Have Huitohetr |adsstl e vabderesdem thd eembeelomrking

(MR i %art ?@% reference sarg)l &, (l]- R) and that specific en ssion

char actéfitstic Saifd At® 1¥HE - On'e 1'umi nescent reference marking (MR
are neasured, said specific em ssion characteristics include at |east one
excitation wavel en% of said excita tion pulse (P), at |east one em ssion

wavel ed@ieredorgai Fhaninaiitad raiadow (1) HiRl PEftei® Tatensiey al ues
(VRL Vr@c)mp%ffri%ns%@piécfg NSidve (Adrid, Zﬂa[%éfqtiﬁ{é/r?léf ((jfllldivicm?i Ofp @b -

| east one sal d em ssi on wavel engt h. Met hod according to claim3,
char actlertiez dchtiamsitthatvalefexr ence

After normalizing both curves with respect to their highest
value between tl and t.., two identical curves are obtained for
samples containing the same luminescent, even if the latter is
present in different concentration. By applying this general
principle of comparing normalized curves, the authentication
process will not be affected by factors resulting in intensity

or measurement deviations.

The number of individual data points VPl - VPn and VRl ~ VRn
taken to define probe curve CP and reference curve CR may vary
to a high degree. Higher numbers allow generally a more exact

definition of a curve.

For practical purposes, a number between 32 and 128 values,

preferably 64 values, has proven to be sufficient.



intensity values (VR1L - VR intensity values (VRL - VRn)
and/or at |east one reference intensity-versus-tinme em ssion function

i s/are st wwedi/sss4@t | east one nenory device (1lc, 1d). 5 MetPhadravessoeli ng to
claim4, characterized in that said at | east one reference
intensity-versus-tine em ssion function is stored in a normalized form
and/or in a non-nornalized form 6 N@thog according to one of the preceding
clai ms, characterized in that said | ufi néséent probe marking (M P) respec

tively reference marking (MR) is excited with at | east one
After deriving reference values VRl - VRn in RAM 1d or in perma-

nent memory device 1c, this data may be transferred as reference

values VRl - VRn to other authenticating devices.

Similarly, each authenticating device may have a number of mem-
ory segments to store reference values VR1 - VRn for a number of
different markings M. Generally, reference values VR for com-
parison may be provided in any way; electronic data may be pro-
vided i.e. by internal or external memories, by memory card, by
wire- or wireless transmigsion, as an encrypted memory or data

attachment to a sample or in any other suitable way.

The ADuC812’s central processing unit la was programmed so as to
perform the outlined operations after a pressing of the pushbut-
ton B. They noteworthy comprise the following functional program
blocks:

assure autonomy of power supply during the measurement cycle by
setting switch 9 on,

read learning/testing mode switch SLT,

if learning mode L:

prepare the external memory for DMA data acquisition,

pulse the laser diode,

acquire a predetermined number of samples of the luminescent’s
response in DMA mode into memory device 1d,

post-process the sampled data and compress it in an optimized
form into 64 data points,

store the compressed and normalized data, including a compres-
gion indicator, in the ADuC812's internal permanent data
EE/Flash memory device 1lc, as a reference.

if testing mode T:

prepare the external memory for DMA data acquisition,

pulse the laser diode,



excitation pulse (P) fromat |east one excitation source (3, 31 - 36) being
a laser and/or a light emtting diode. 7 Method according to one of the
precedi ngv@husessq characterized in that said | um nescent PEOEROHBBKE Ng
(MP) respec tively reference marking (MR) is excited with at |east one
excitation pulse (P) of electrons. wo 01/88846 -26- PCT/EPO1/04809 8.
Device for authenticating a Iuninescen# probe marking (MP), conprising: -
at |east one detector (4, 41, 42, 4b) 8r'neasuring probe intensity val ues
(VP1 - VPn) of emission intensity (1) fromenission radiation (E) of said

| uni nescamti s cheurki signimeP)numbeesponsamp beatof cble buwiegereat( en
pul se (P). generate at .l east ane exci i urce (3, 31 - 36) at tine
S nterv%le)sslj%ﬂse- Jtrh;%@-m% éﬁéﬁ% one” o%eg\gis(‘g% ](S% for form ng probe

i Nt ensigiogteisttiedddTe: red Saheled uiet 4 aonmdfcoapre ps obe intensityovahlesed VPL
- Vpn) , - at |east one processor (1) for conparing said probe, o

. i nt ensPAF-A SPRES IFREVIHEY orP FethoR iR atSTeist orePFesetencendi-

i nt ensidyy-4ersus-time em ssion function and - at |east one processor (1)
for normalizing said probe intensity-versus-tinme em ssion function prior to
conpar iccoware le mormmete seed rafidrerces bi obe datengi tlyvehsusrévieushyssi on
function. 9. Devic%:foniaut enticaéiqg a.Iuninescqgt ref erence ﬁgakin?
(MR), SEORGT ARG L1260 | LT T ddteetdr TaoR, %f‘é%cﬁb;cfo?n Sttthg

r ef er ence ity NaldiescdMRbrmid, In@fcebssion intensity (1) from

em ssion radiation (E) of said |lumnescent reference marking (MR in
responsett ¢hg ansastveashel akbrrat vl patee (H)s geperetrendinaty| cbat chee

exci t ati,Qn %HPR? (3, 31 - 36) at tine intervals (tl tn) and - at |east one
processor (r%) or' form ng reference intensity-versus-tine emnm ssion function
of sai cfitefrereemea inteensttyod abfigsrddBIermMRg lenghM O 4d1t¢B8BOE - R
PCT/EPIl | /0809 10. Device according to claim8 or 9, characterized in
that | PUSTTERR Yatvidaayt frenory device (1c, 1d) for storing reference
intensity values (VRL - V~,) of emssion intensity (1) at tine intervals

(tl - tn) for at |east one wavel ength of em ssion radiation (E) of said

| umi nedee rc enadsfferesh canlredt ket (M Rn andiloent brasing i dgvate| aagordieg

oo oRSE il SRS Pl LRSI B, o LuncLl o Leraeg (1 gm yelersnce,

10, chariast arigfd doukded 31 SeNPT2 SBSr Séhik el nd easd i ©ne1 8% ChlBseoNp SEHT Cce

(3. 31different wavelengths, with collimation optice 31la and 32a and
corresponding pulse drivers 21 and 22, are provided. Two detec-
tion units for two different wavelengths, comprising collimating
optics 41b and 42b, filters 4la and 42a, photodetectors 41 and
42, and amplifiers 51 and 52, are provided, too. The optical
elements are arranged such that all optical axes intersect at a
single observation point on an probe sample 7-P. Said probe sam-
ple 7-P, carrying a probe marking M-P, is conveyed through the
authenticating device. Depending on the feature to be detected,
processor 1 sends a current pulse to light source 31 or to light
source 32, or to both of them. Depending on the emission to be
detected, use is made of photodetector 41 and/or of photodetec-

tor 42,

As example, the device may be laid out for the detection of er-
bium-based up-converting materials, excited with an excitation

source 31 at 980 nm and emitting in the green at 550 nm which



- 36) . 12. Device according to one of clains 8 to 11 characterized in that
said at | east one detector (4) conprises a wavel ength selector (4a'). 13.
Devi ce acowddi/mgg46 0 one of clains 8 to 12, characterized i PGIHERI144408 at

| east one detector (4, 41, 4b) converts em ssion intensity (Z) into

electric signals of probe intensity values (VPi - VPn) respectively of
reference intensity values (VR - VvRn) ?%d_that said at | east one processor
( 1) sanples said electric signals to forma probe intensity-versus-tine

em ssion function of said probe intensity values (VPI -- Vpn) respectively

to for mwtllefe dfte ROy (BREPStsetine bt retBreheRe@HP S| BHTPHABE on of
sai d refﬁfugﬂfegsalégi@@%ﬂycﬂaéygsc&af&me&% prafe EY¥kSRga0CHr dipg Lecone

of clains characterized in that it conprises at |east one
spect r onetterd flor ldiditersmtred i 33 det 3eembwandrembdt eirgi ssdonéhAveingngt hs

d that said at | east det ect 4b) | - phot odet ect
sl | (G YOk s S G e oY (RO HraevecBrT ke BRFSSTGR Stupere u-
11888~( 1ineeriCHa ERLLd 4 (s 1809, e8! €59t 885 2h| SWLREnA: shiuhgapeous

measuring of probe intensity valués (VP1 - VPn) of em ssion radiation (E)
of a | umnwéscemripinubelnRr KTy (dFP)ng espietivkey af sthel daneoasameasdri ng

of reference intensity values (VRL =.V.~) of em.s-__..sion radiati (E) of
o | i ndRES e et TR R TRk ety Srmvpieniidt arng tetel &Fm 1,
char act &riczrd fidy thad St sk admbe@Bhe®e array- phot odetector (4b) is a

t wo- di nensi onal CCD array, a first row of photosensitive pixels (Pl X) works
as as photodetecting array, the remaining rows of pixels work as a primary

st orage j i j as f QN i - h

e ohit I e R o R e L R T o e g e o
probe maute idegrgdifn chmuraseodymium keved eupecondengito naceniatsai ns 8
to 14, - at |east qne reference s | e 7-3% conprisipng at.|east on

| U nes BT SRR THKI T MR (OFo TSR UFT I 7 of bf BhohaPRt el 1914

val ues (MRard VRDe BnEN S$d Ot B ENShhY dhd Whidh BubséQiy¥at sy (shit 1R)
for at |east one wavelength of the em ssion radiation (E) of said

| uni nesé&et neast @teridwardd hgrt MIRowrrl 7) atIn etk eRecPrveRt sa®hreta7- P)
conpri si a S e | um ne ro i 0 uring probe
i ntensi ttyrl%\?altpﬁlels ﬁna-r%/%&%%&g%s oér?af n e%is&?yé%?%%% {;:IL%&I n%ber val s
(tl - thifor ale l@astatond sbmel engduoly | heolest séeoactadi at.i ba §E)oof said
| um nescent probe narkinq:(N}P) ._17. Security systemaccording to claim
15, chaFé&eéI: it Fhs Tt 1e R Uik 910 AN Pt oBeRBanpie $9SPPdiBEBart

of an i ReRNH Q.08 | 119 SIS 1 QD R BbATERE! £3{d) nhOpPEs8YEPRIGL CaL ed.
WO Il | /888A - 29 PCT/EP1I |/11~R119 18. Security system according to

cl ai m 18owrharcasteats izt emigdien, which is present as well. Depending on
the desired degree of complexity and the luminescent properties
of the probe marking M-P, even more excitation light sources

and/or photodetectors may be incorporated.

In still another, more sophisticated embodiment of an authenti-
cating device according to the invention, schematically depicted
in Figure 6, a combination of a multiple LED or LD excitation
source 3, a focussing grating type micro-spectrometer 4a’ com-
prising a light-guide nozzle, a two-dimensional CCD array 4b’ as
a photodetector / acquisition device, and a processor 1 to con-
trol the acquisition, storage and evaluation of the data, is em-

ployed.



at | east one of said probe sanples (7-P) is contained in a bulk material of

an article (7) to be authenticated. .AY&9. Ay& A
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cally line by line, into a horizontal register. There, the in-
dividual pixels are ghifted “horizontally”, pixel by pixel, to a
preamplifier and further to the output. Two-dimensional CCD ar-

rays are normally used in video cameras and may comprise between

256 and 1K pixels in each dimension. The shifting of pixel in-
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phases of the clock signals are made to overlap such as to re-
sult in a shift of the stored electrons of the whole array by
one pixel after a clock period (tl to t6), i.e.:

tl t2 £3 t4 t5 te
$l: up up up down down down
$2: down down up up  up down

¢3: up down down down up  up

In the context of the invention, a first line of photosensitive
pixels (PIX) of said two-dimensional CCD array serves as the
linear photodetector array of said micro-spectrometer device
4a’. The remaining lines of CCD pixels are not used as photosen-
sors, but are protected from light influence and play the role
of a primary storage device for the time-dependent spectral in-

formation.

The processor 1 with its memory device 1lc controls the data ac-
quisition and treatment process, performing the steps of:
pulseing the appropriate diode or diodes of excitation source 3,
in order to excite the luminescence marking of probe sample 7-P
respectively reference sample 7-R, following the light pulse,
performing an appropriate number of line-shiftings in the CCD
array, in order to record the time-dependent spectral response
information as a two-dimensional picture frame in the protected
area of said array, reading out the time-dependent spectral re-
sponse information from the CCD array and storing it in the mem-

ory device lc, post-treating and evaluating the collected time-
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known to the skilled in the art. The available data after step
c¢) corresponds to a “picture frame”, having a spectral dimension
and a time dimension. A time-decay curve can be obtained from
this frame by slicing out a time-fringe at the appropriate wave-
length; this information can be treated and evaluated as given
in the one-dimensional examples above. The analysis can, alter-
natively, be extended to more than one wavelength, or also com-

bined with spectral analysis, taking profit of the second dimen-

sion of the acguired data frame.
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1. Method for authenticating a luminescent probe marking (M-P),
comprising the steps of:

- exciting said luminescent probe marking (M-P) with at
least one excitation pulse (P) of at least one excita-
tion source (3, 31 - 36),

- measuring probe intensity values (Vp; - Vp) of emission
intensity (I) from emission radiation (E) of said lumi-
nescent probe marking (M-P) in response to said at
least one excitation pulse (P) at time intervals (t; -
ta) .

- forming a probe intensity-versus-time emission function
of said probe intensity values (Vpy - Vpa),

- comparing said probe intensity-versus-time emission
function with at least one reference intensity-versus-
time emission function,

- gald probe intensity-versus-time emission function and
said reference intensity-versus-time emission function

are normalized prior to comparison.

2. Method according to claim 1, characterized in that at least
one luminescent probe marking (M-P) is part of a probe sam-
ple (7-P) to be authenticated and that specific emission
characteristics of said at least one luminescent probe mark-
ing (M-P) are measured, said specific emission characteris-
tics include at least one excitation wavelength of said ex-
citation pulse (P), at least one emission wavelength of said
emission radiation (E) and probe intensity values (Vpy — Vpn)
of emission intensity (I) at time intervals (t, - tn) for at

least one of said emission wavelength.
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least one luminescent reference marking (M-R) 1is part of a
reference sample (7-R) and that specific emission character-
istics of said at least one luminescent reference marking
(M-R) are measured, said specific emission characteristics
include at least one excitation wavelength of said excita-
tion pulse (P), at least one emission wavelength of said
emission radiation (E) and reference intensity values (Vg1 -
Vru) of emission intensity (I) at time intervals (t; - tn)

for at least one of said emission wavelength.

4., Method according to claim 3, characterized in that reference
intensity values (Vpy - Vmn) and/or at least one reference
intensity-versus-time emission function is/are stored in at

least one memory device (lc, 1d).

5. Method according to claim 4, characterized in that said at
least one reference intensity-versus-time emission function
is stored in a normalized form and/or in a non-normalized

form.

6. Method according to one of the preceding claims, character-
ized in that said luminescent probe marking (M-P) respec-
tively reference marking (M-R) is excited with at least one
excitation pulse (P) from at least one excitation source (3,

31 - 36) being a laser and/or a light emitting diode.

7. Method according to one of the preceding claims, character-
ized in that said luminescent probe marking (M-P) respec-
tively reference marking (M-R) is excited with at least one

excitation pulse (P) of electrons.
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~xmbC 10° &109&&f§%5 from emission radiation (E) of said luminescent
probe marking (M-P) in response to at least one excita-
tion pulse (P) generated by at least one excitation
source (3, 31 - 36) at time intervals (t; - tn),

- at least one processor (1) for forming probe intensity-
versus-time emission function of said probe intensity
values (Ve — Vpa),

- at least one processor (1) for comparing said probe in-
tensity-versus-time emission function with at least one
reference intensity-versus-time emission function and

- at least one processor (1) for normalizing said probe
intensity-versus-time emission function prior to com-

parison with a normalized reference probe intensity-

versus-time emission function.

9. Device for authenticating a luminescent reference marking

(M-R), comprising:

- at least one detector (4, 41, 42, 4b) for measuring
reference intensity values (Vg; ~ Vg,) of emission in-
tensity (I) from emission radiation (E) of said lumi-
nescent reference marking (M-R) in response to at least
one excitation pulse (P) generated by at least one ex-
citation source (3, 31 - 36) at time intervals (t; -
tn) and

- at least one processor (1) for forming reference inten-
sity-versus-time emission function of said reference

intensity values (Va1 — Vga) .
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10 . . i
comprises at least one memory device (lc, 1d) for storing
reference intensity wvalues (Vyy — Vgy) of emission intensity
(I) at time intervals (ti1 - tp) for at least one wavelength
of emission radiation (E) of said luminescence reference
marking (M-R) and/or for storing at least one reference in-
tensity-versus-time emission function formed from reference

intensity values (Vry - Vga) .

11. Device according to one of claimc 8 to 10, characterized in
that it comprises said at least one excitation source (3, 31

- 36).

12. Device according to one of claims 8 to 11 characterized in
that said at least one detector (4) comprises a wavelength

selector (4a’).

13. Device according to one of claims 8 to 12, characterized in
that said at least one detector (4, 41, 4b) converts emis-
sion intensity (I) into electric signals of probe intensity
values (Vpy - Vp,) respectively of reference intensity values
(Vri — Vgn) and that said at least one processor (1) samples
said electric signals to form a probe intensity-versus-time
emission function of said probe intensity values (Vpy -~ Vpn)
respectively to form a reference intensity-versus-time of
reference emission function of said reference intensity wval-

ues (Vg — Vga) .

1l4. Device according to one of claims 8 to 13, characterized in
that it comprises at least one spectrometer for differenti-
ating between two or more emission wavelengths and that said
at least one detector (4b) is an array-photodetector for

measuring the emission radiation (E) at two or more emission
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16. Security system for authenticating a luminescent probe mark-
ing (M-P), comprising:

- a device according to one of claims 8 to 14,

- at least one reference sample (7-R) comprising at least
one luminescent reference marking (M-R) for measuring
reference intensity values (Vgy ~ Vz,) of emission in-
tensity (I) at time intervals (t; - t,) for at least
one wavelength of the emission radiation (E) of said
luminescent reference marking (M-R) and

- at least one probe sample (7-P) comprising at least one
luminescent probe marking (M-P) for measuring probe in-
tensity values (Vp1 — Vpy) of emission intensity (I) at
time intervals (t; - tn) for at least one wavelength of
the emission radiation (E) of said luminescent probe

marking (M-P).

17. Security system according to claim 15, characterized in that
at least one of said probe sample (7-P) is part of an ink
and/or coating composition of an article (7) to be authenti-

cated.
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