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WO 2004/ 017238 PCT/ GB2003/ 003475 1 METHOD OF, AND

SYSTEM FOR, SCANNI NG ELECTRONI C DOCUMENTS WHI CH
WE@NIALTE3E | NKS TO EXTERNAL OBJECTS | ntroduct i BCT/EBT108/003475

present invention relates tola nethod of, and system

for, replacing external 1links in electronic docunents

PUCFHOD OFBAND/S VETEM $FOR!SEARNKINGREECIRONIEMOCUMENTS
to ensur ey CORTAINNANIRS mgserﬂmvkmgmm !

content scanners no |l onger succee Anot her use is
to reduce the effectiveness of web bugs. 10 Background

I tO%ntent scanni ng can be carried out at a nunber of

nteadyclon;; ot he passage of el ectronic documents from
one systemto another. Taking enail as an exanple, it
may be Thgpreserf ipyantipy relates toa methed phtand spsfemder, gpdacing external
e.g. incorporated in or an adjunct to, his email

links lin ela¢tronandbcumengysutieascamail with iternaliinks n@né usserfithis i © ensure
whi ch the user connects, over a LAN or 15 WAN, in

that @kl thitQitte@btsit6 VepREBinkil cohtsst schitfety miclonG@Tsvt@Rds. Another use is
Providers (ISPs) can carry out content scanning as a

to ri&Rkd SreAdiegl BBL\fGRbMhghehal T of customers who, for
exanple, then retri evg their content-scanned enail
via a POP3 account or simlar. One trick which can be
used to bypass email content scanners is to create an
emai | which just contains a link (such as an HTML
Badlgbid nk) to the undesirable or "nasty" 20 content.
Such content may include viruses and other varieties
of mal wéroateasseaphing gan beedrapd guis papmbereoinlecesiimtheqassage of
as pornographi c i mages and text, spam and ot her
electmeherdoatmems fhimcdne siyktemaoandthere Clqhingrdmaibas anaixawipsd) ittray be
be subjected. The content scanner sees only the |ink,

carti¥dl Gl bl SoMPre SP&itediyUbe uRk. & iecoppirhted iibort £1 adjiic@ g Ris email

However, when viewed in the email client, the object
e LS8 B AL B 50 DO s S SERLL GEL LY By AN o

Lo LN AR
cont%gp gcggltling gs? Q \r}aehrlé—a(\{gdzsglgvdifc/:eoc}gbze?},lsalf Fc))%-clz-llls%gr%grcs) %s/fhc())? %(fge?(amlz)le, then
retrieve their content-scanned email via a POP3 account or similar.

One trick which can be used to bypass email content scanners is to create an
email which just contains a link (such as an HTML hyperlink) to the undesirable or “nasty”
content. Such content may include viruses and other varieties of malware as well potentially
offensive material such as pornographic images and text, spam and other material to which
the email recipient may not wish to be subjected. The content scanner sees only the link,
which is not suspicious, and the email is let through. However, when viewed in the email
client, the object referred to may either be bought in automatically by the email client, or

when the reader clicks on the link. Thus, the nasty object ends up on the user’s desktop,

without ever passing through the email content scanner.
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It is possible for the content scanner to downl oad the
object by followng the Ilink itself. It can then scan

W b@4pobj2ect . However, this nmethod is not fool pp@DEGB2003/003475
for instance, the server delivering the object to the
content scanner nay be able to detect that the request

is  fromi@p&RMent sCRRRAT scatbr i@ HowAleAd iHIQbRRELY ftlowing the
It may then serve up a different, innocent 5 object to

link pcgelf i‘?&ﬂ%ﬂen MQM@%%% el RRRvevBE 6B o Hﬁ)%rls B@ﬁ?@l@h&f L"6r instance,

Aasty one.

the slg?v\é é]llé\?eglng %{]%E]te 2 I g%g%#b%gﬁﬁ gﬁl}(r%F ﬁxﬁlg to ﬁgt%gt 4t the request is
el ectroni ¢ docunents and does so by having the_ content

fromsz egntent seannenand nopfrpey the gnduser.dt mak thendgrig uprp different, innocent
el ectroni c docunent and scan the object which is the

objettatp dpetscanmed hEowievde, whén thh endiperaequests tlmuoigedt.ahéjeget the nasty one.
acceptable fromthe point of view of content-scanning
criteria, it is retrieved by the scanner and enbedded
in the electronic docunent and the link in the

S““ﬁl‘nﬁ‘?ﬂqﬁé ARgigent is adjusted to point at the

Ject rather than the original; this ca

t hen be elivered to the rec
e, e hlEl il ol B8] BELRLELS o0 BT I—
reci pi ent |ffers fromth n r|g| naII scanned. |f

linkf, e goBiccdoeumaps a1 R o6 §Y BV B R ARBIL R el o
remedi al actions may be taken: for exanple t he

link feuyndiie an elsctierid db@nnepnh@mﬂ soan éhq Qriedt wWhichs sedaiget @.f the hnk If the
notice that the original Iink has been renoved and

objewtiy fouardab fbe acepablelfidm the painttdfatewt bfcomtemt-scamning criteria, it is
docunent can be quarantined and an email or alert

remg\?éalﬂzfyathg deaAREr ARMbEAIddNE thaWleneaet dRaimRhemd tBelMhlS inde
20 himthat this has been done and perhaps including a

elec%brp% d&tﬁ'{l% ﬁe{hj&%d‘:{g?ofn‘?%{ t;h@\éﬁ'xo E&ded%%}fe%ﬁfatﬂ%lr Bem tRE original; this

roced W n scannl ng
o BB B o R BB ovea e

recurS|ver per I|n1t may be placed on the
“ﬂﬂ@ﬁ%@f@@¢“WEQEK§PBH@P§W%F%mH?% stop the system getting

stuck in an infinite loop (e.g. because there are

ci r cul aif the nkjsyt ianet foundetofteaiceeptabye, lonmriot mokerenpgial actions may be

amount of time the processing will take. WD

takeR 0@t/ X arhd B3 tHRUbk GRRARICPRCANSy a BorFiunstioest tinklandfot nétive that the
present invention there is provided a content scanning

orig gr%ﬁ%@?lé{s(nﬂéeeﬁ b &6V RhE wHGCHTR: Dossitsilityds tfafBielefectronic document
can be quarantined and an email or alert generated and sent to the intended recipient advising
him that this has been done and perhaps including a link via which he can retrieve it
nevertheless or delete it. The process of following links, scanning the linked object and
replacing it or not with an embedded copy and an adjusted link may be applied recursively.
An upper limit may be placed on the number of recursion levels, to stop the system getting

stuck in an infinite loop (e.g. because there are circular links) and to effectively limit the

amount of time the processing will take.
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a) a link analyser for identifying hyperlinks in
docunent content; b) neans for causing a content

W@ e@nnen3t o scan obj ects referenced by |inks BCT/GB2003/003475
identified by the link analyser and to deternine their
acceptability according to predefined rules, the

nmeans b@iyg gcéb@&ihgftd #8 presbginddnioh kitke isprévd@ia et@e scanning
external to the docunent and is determ ned by the

systeglgi{a} gl%&tlrc?rgghéf&%en&s&u%s&?ﬁﬁﬁt@Mﬁi’sin o retrieve the

erna j ect an t he "docunent by bl.

enbedding in j.t. or.attaching.to .t the retrieved copy.

o the Bj ect il i RBE e PP sty Hin b R R AR

external object by one to the copy enbedded in,_ or )

att achdd t o, means TrgalTBNR CONtRR SCHSREY AN APIseSs Befgrenerdcby links

a nethod of content-scanning el ectronic docunents
identifiedtbyabe bnkaanayseoapt tosietegming theis aqegptabilithiccardang oaredefined

for identifying hyperlinks in docunent content; 15 b)

rules Bt Rfbads Beéifg Bpdrathawher thedinkdato abjgeat sxtemfabloghe dobuyent and is
links identified by the |link analyser and to
det rﬁl&?e%f ) {RE cbtEhtanBG SR RS BOhLdeh MbRCEAER VS tHeQxRi R Bbjebeshd modif
eeru egﬂ)thg neaﬁ? bei ng ope?ative, when the |ink 15 to Y
the 4809 ect external to the docunent and is determ ned
B Ycont ent anal yser to be acceptable, to retrieve

the external object .and npdify the. docunen by .20 bl.
enbeddi By i rembedgigp e ﬁP?Féﬂ‘%/%toi 1P Rt Pe ouy 88%8&%%“’ and
of the object; and b2. replacing the link to_the
ext er ndi2. obj blacing thlink te thextersphobiesb by @aeto the copy embedded
attached to, the docunent. Thus the content scanner

in, orcatachicl tbpthe tlheurhémk, and downl oad and scan the
object. If the object is judged satisfactory, the

obj ect T n{difidnA&oprdedEatnéthod bEccRm@itscanaiig eletirohlte
link to the external object replaced by a link to the

dmm%%#ﬁégg%%%%%%gzggﬁﬁ%h: éhSrngiLéegcgiogggg$5528is to

enbody ~\web bugs' ..i,n their.s . 1S 1 [ X
ooges 81 AR AR PO BRL AR gE B conen
spamrer._ sendi ng out 1000 email s uld use 1Q00.. .~ . .
dlffer b | i VLS A Gsen prengriaspan ) ?Cé%%??efsn%g M dioks fgntified by

is made to the web site, . _
the link analyser and to determine their acceptability according to predefined rules, the means

being operative, when the link is to an object external to the document and is determined by
the content analyser to be acceptable, to retrieve the external object and modify the document
by

bl.  embedding in it or attaching to it the retrieved copy of the object; and

b2.  replacing the link to the external object by one to the copy embedded
in, or attached to, the document.

Thus the content scanner can follow the link, and download and scan the
object. If the object is judged satisfactory, the object can then be embedded in the email, and

the link to the external object replaced by a link to the object now embedded in the email.
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and by finding which Iink has been hit, the spammer

can match it with their records to tell 5 which person
whaw40erads t he spam enmail. This then confirns tPEr/GBR@3/003475

emai | address is a genuine dne. The spamer can

continue to send enmail to that address, or perhaps

even seldnelthék AREHSSPam@Brsti® tPdrieSdyS RRBHRES -in Bir spam emails.
followi ng every exfernal link in every email that

The%?a:rg g%d‘érr%? y&%—%@&%eu ?rﬂ{;ﬁﬂvel% gi‘fe% N a %ﬁm#ggﬂndﬁ‘ﬁ? ot4980 emails

F sen actl vate
fectiveness 10t ef ore becones much reduced, )
wouL e 000 RS SRk e e S0 IV 4 SPAes O Al 5l peb site,
addresses were valid or not. The invention will be

and py findig vieiele Hplobep hepn hidyihe Spavermen Gapinagtelyit axidnibpis regprds to tell
reference to the acconpanyi ng draw ngs, in which:

whi€h prrse has readsthe kgani bmhibrBiis thanl cOmfirmsrthatsha¢rasil address is a genuine
emai | processed by an 15 enbodi nent of the present

onel THSPhm@idr cANELrtingd Eesedd SR@NSo thabYEir&R) @aﬁw&b{)b Bger 28 the address
present invention. Figure |la shows an enai l whi ch

[ header region 2 and a body 3 fornatted
(mtggggﬁglﬁgn?g'an internet (e.g. SMIPPMME) format. The

oo SRS el G5 B ) BRI B conien
R EWOE AN CL A LR IE T

shows the email 1 after processing by the illustrated
therefebaleticomes maich redveed, beenuss Biay saming tongpl be used seteH Wikeh email

the object 5 has been appended to the enmil (e.g. as a
addidbdvE wakd edidhmio). as item 5 and the link 4 has been

adjusted so that it now points to this 25 version of

the obj qot if@hieh will 88 fikher QRerik&l @gy bnﬁ)@mﬁlﬁmg@xample with
server 6; and WD 2004/ 017238 PCT/ GB2003/ 003475

' ' LA at i a system 10, according

refegggghogth%ra E‘%’é‘%} “Wﬁ’%?%%ﬂp‘g : (ﬁa}ﬁvlﬁ%ﬁ may be inplenented as

a soft e t.omat on., Al though fhe i.nvention.is not

i i t ed TGO HIOWS IR heIIET B AT SRS R baar R by an

is given.in terns of a content scanner operated by an
embodimen op thegueseniinverrieon) angk r eam e. g. passi ng through an

emai | gat eway.

Figure 2 shows a system embodying the present invention.

Figure la shows an email 1 which comprises a header region 2 and a body 3
formatted according to an internet (e.g. SMTP/MIME) format. The body 3 includes a
hypertext link 4 which points to an object 5 on a web server 6 somewhere on the internet.
The object 5 may for example be a graphical image embedded in a web page (e.g. HTML or
XHTML);

Figurelb shows the email 1 after processing by the illustrated embodiment of
the invention and it will be seen that the object 5 has been appended to the email (e.g. as a
MIME attachment) as item 5' and the link 4 has been adjusted so that it now points to this

version of the object rather than the one held on the external server 6; and
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5 Qperation of Enbodinent 1) The email is anal ysed by
anal yser 20 to determ ne whether it contains external

wo 20vd®172B8 none are found, omt steps 2 to 5. PQT/EBR003/003475
each external |ink, the extefnal object is obtained by
object fetcher 10 30 fromthe internet. |If the object
cannot P%u?@ﬁ & REHustBRioh 8f # kfend 10, Jccdidene%itRE Pdkent invention

obj ects are scanned by anal yser 40 for pornography,

wh1¥b0x3 ge g%ﬁ?% t?@% gggﬁ\&aﬂf_ gt%él)% 21? ln a?hougﬁ é@év%tﬁn is not limited to

anal sed t.0 see whether they.contain external
this RPD OGO AR ERTPIF SIMPORETb i A T © &O?tsntsﬁcwe% Sperated by
O herwise go to step 2 for each 15 external link. 5)
an ISP proedss ah smadhwirearh gig: paspiag dlraigh arepiunil g8€W8H. | n t he
case of MME email, the external |inks are repl aced
wi th internal Iinks, and the objects obtained are
added to- the email as M ME sections. Non-M ME enmai |

Opérﬁtlfni bfEnfoanaened to M ME email, and the process
then continues as before. 20 6) The email is sent on,

and progessi ig,.$L0RSs bihifes B? %alg;er bhas d@c@ﬁﬂnhe wh@hetbﬁ contains

undesirable o Ject has een ound, or the object could

: etriev or ting limt has been
exwf‘@i@ﬂé% i Weﬁﬁ?ﬁ\}ﬁhghm?l Stﬁﬁ)sgf? ‘he emai| (processing
stops), or to rempve the_||nks so, want . to. .
send walhi ng Fies sadfderp ‘8l%ﬂrﬂi}%PXtﬁﬂﬁn%E@l‘ﬁP}étﬁ{neéPyPhECt fetcher

emai | has been bl ocked. Meanwhile the email may be
30 flugh ¢hei integuedr A titei obgech sanmet heneliteined goae s8D,7- whi ch nmay be
i mpl enented as a reserved file directory. WO
2004/ 013238 PIGE eci2) bRES 4it5s catinedbByemmplyser Befor pornography,
following email contains a link to a website.

b Ratiep 7Thu, 9 May
Vlrugébéo 2‘%163%636%%1] u_:i@ehfhb'lésnifag’y PeEb@Ed, go Bakep

4) The external objects are analysed to see whether they contain external

links. If the nesting limit has been reached, go to step 7. Otherwise go to step 2 for each
external link.

5) The email is now rebuilt by email rebuilder 50. In the case of MIME
email, the external links are replaced with internal links, and the objects obtained are added to
the email as MIME sections. Non-MIME email is first converted to MIME email, and the
process then continues as before.

6) The email is sent on, and processing stops in respect of that email.

7) An undesirable object has been found, or the object could not be
retrieved, or the nesting limit has been reached. We may wish to block the email (processing
stops), or to remove the links. We may also want to send warning messages to sender and
recipient if the email has been blocked. Meanwhile the email may be held in quarantine as

indicated at 60, which may be implemented as a reserved file directory.
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40

45

50

55

60

M ME- Version: 1.0 Content-Type: text/htm;
Content - Transfer-Encodi ng: 7bit 10 <! DOCTYPE HTM
weuBwh 238 / / WBC/ / DTD HTML 4.0 Transi ti onal // ENPGT/GB2003/003475
<HTML><HEAD> </ HEAD> <BODY b@Col or=3D#ffffff> 15
<Dl V>&nbsp; </ DIV> This is sonme text<BR> <Dl V><| MAGE
Exgmpke htt p: // www. nessagel abs. cont i mages/ gl obal / nav/ box-
i mges/virus-eye- light.gif" > </DV> 20 This is sone

mor et exjBih H“\glr,F . ' content of
“http: //TV‘\?MI\I. rré’vs"éﬁ{ég%%g‘;‘i%é cO >l|n;rlir®151tg)eag}&%:}Fsc%%’aI / nav/ box-i ma
ges/virus- eye-light.gif' is as follows: 25 00000000
supddet4Lrdf 38138061 17 00 17 00 C4 00 00 80 80 80
subfade89a. ... A..6P-E 00000010 64 56 04 00 00 00 52 52
Dat§3 TIRg ARQALOPD IFD7FD FFEOYV. ... RRSE'.yyyy 00000020 D8
o] Oe_oio% FF CE 00 OB 21 57 34 2B 03 Cb C6
SoneeAR YR SPYM I ES -0Q000030 C7 BO AE AB 89 76 05 16 15
17 18 14 02 26 27 2C G(r)<<v....... 30 00000040 C6 B1
<!DAQYBDHBE. GBLEF "CRWeS /2% ABLOR 0 0B 2B tidmaQ0EFLE! 9
jﬁg%g@%ﬁ”?. ... 00000050 2A 84 47 3C 03 OC OA 05 93 8D 72
<BO bgglg;=3ggffgffg"e<. ..."~riaa 00000060 El DB El F6
<o1B3ARDR; EfprED 01 E4 BE | E 21 F9 04 06000.vyi.a34.!u.
Thi®(GOOBBT-=@6EBO 00 00 00 2C 00 00 00 00 17 00 17 00 00

<DIr IMAGE src:"http’//WWW'mesEﬁy@tﬂy@EHYmFiyagﬂy/Qﬂ?bﬁﬂznﬁﬂybEK}iEﬁEeﬂéyiIUS—eye*

LOMSAE EA 64 20 EF 8B 88 o zdi 5Ha(r)ed 1< 35 00000090
Thi EGs Fnd Z0dDtZ2<Fb 04 FF D2 35 C3 A4 73 08 3C 14
</BUB>MBEMPE5A0S. <.  OOOO00AO 8A 62 AE 07 5C OD 3B 48 8C

81 43 Sh(r).\. - HO @, ."C , .
The 01nal?r§r)clcg)rslgterzlto of]"ﬁttp:}/www.me sa)gelabls.com%ages/global/nav/box-1mages/v1rus-

eye-light.gif" is as follows:

00000000 47 49 46 38 39 61 17 00 17 00 C4 00 00 80 80 80 GIF89%a....A..€e€
00000010 64 56 04 00 00 00 52 52 53 C8 AB 04 FD FD FD FF dv....RRSE«. V¥V
00000020 D8 00 AA 90 04 FF CE 00 OB 21 57 34 2B 03 C6 C6 @.°0.y1.. W4+ . ER
00000030 C7 BO AE AB 89 76 05 16 15 17 18 14 02 26 27 2C Co®KHV. vt &',
00000040 C6 Bl 4C BD BE C3 EF CB 03 24 1D 02 03 0B 1E 00 ErLdsBAEE. S, .. ...
00000050 2A 84 47 3C 03 0C 0OA 05 93 8D 72 Al 9F 97 E2 E1 *,G<. ... MrjY—-aa
00000060 E1 DB E1 F6 D8 BA 03 FF ED 01 E4 BE 1E 21 F9 04 a0aow°.yi.a%. 1.
00000070 00 00 00 00 00 2C Q0 00 00 00 17 00 17 00 G0 05  ..... P
00000080 F¥6 20 20 BE 64 69 8F 48 AA AE EA 64 20 EF 8B 88 & ZdiZH2®a&d i<"
00000090 EC FA 12 4D 73 74 04 FF D2 35 C3 A4 73 08 3C 14 it.Mst.y058ns.<.
000000A0 8A 62 AE 07 5C OD 3B 48 8C 40 FO B8 20 1B 81 43 3b®.\.; HERS, .0OC
000000BO 33 65 20 5C 1A D3 BO 98 72 09.88 0C E8 57 E7 22 3e \.0°"r.".&Wg"
000000CO 6E 87 A5 A2 03 D6 FA 70 DB A7 22 E9 5D EO0 DO B7 nF¥e. Cupls élan-

000000D0  1F 71 OF 01 14 6F 03 19 OB 1A OE 53 72 49 1D 22 g...00.. . SzI."
000000E0 01 01 60 7C 00 12 05 05 12 03 03 02 0% 03 00 18 B N
000000F0 14 01 04 BF 1D 75 10 OB 96 96 03 10 9A 16 09 1B a0 U8
00000100 9A 02 17 22 13 60 18 A7 A8 05 BO 15 AD 0C 10 53 5..".7.8".°.~..58
00000110 80 00 13 84 03 B8 96 OC OE 09 16 16 15 QE 82 65 € e T e e
00000120 71 53 19 C5 96 0B 03 15 BF 07 1E 43 22 6C 02 0C qs.A-......C"1..
00000130 B8 1B 12 19 AA 02 18 01 1D 32 06 22 C3 OB 00 99 Lee et 2. "AL
00000140 10 7D 9F 65 04 68 2B 71 C4 19 90 90 3A 04 2E F5 .}¥e.h+gh.00:..8
00000150 2C 67 22 70 88 90 A6 60 0D 7B 00 10 7C D8 10 E1 yg"p 0. 18,4
00000160 A0 C3 14 34 3E 14 DO B0 EE 61 8D 88 97 02 C8 BO A.4>.p€jal"—.E°
00000170 A8 E2 84 C7 8F 21 00 00 3B "a,col..;

This file can be downloaded, scanned, and if acceptable, a new email can be created with the

image embedded in the email:

Subject: email with link

Subject:

Date: Thu, 9 May 2002 16:17:01 +0600

MIME-Version: 1.0

Content-Type: multipart/related;
boundary="ABCD";

Content-Transfer-Encoding: 7bit

--ABCD
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00000030 33 65 20 5C 1A D3 BO 98 72 09.88 OC E8 57 E7Y
22 3e \.6-r.".6W" OOOOCOOCO 6E 87 A5 A2 03 D6 FA 70

wWOBoAP12228 E9 5D EO DO B7 n*Y4. O6pU'e}aD 00000RCGBE003/003475

OF 01 14 6F 03 19 OB 1A CE53J 7A 49 1D 22 .q...0.....

Szl ." 40 O00000OEO 01 01 60 7C 00 12 05 05 12 03 03 02
Cont3tO3pO0t&B/htmld. . . ... ... ... OO000CFO 14 01 04 8F 1D
Contppt-IgaBeyneging Tt 9A 16 09 1B ... . u. .. ... S. ..

, W17 8 : 5 AD CC 10
e 8%2%18& AR i en S IR0 Beae B0 E00l8 05 & oo
</efd®>16 16 15 OE 82 65 E..,,.,-....... e 00000120 71 53
S O O 46 00000130 B 18 1216 AA 02 18 0

S A G G 45 1 B8 1B 12 19 AA 1 1
Pl igﬁ?ﬁéiﬁég@TmAgo 99 a.... 2."A.. TM 00000140 10
</pikD 9F 65 04 68 2B 71 C4 19 90 90 3A 04 2E F5
This HSesoheqArQBext<BR> 00000150 2C 67 22 70 88 90 A6 60 OD
</B>HE™G 7C D8 10 El ,g"p"0;1.{..)0.a 00000160 AO C3
234 34 3E 14 DO 80 EE 61 8D 88 97 02 C8 BO
conéend>1pEEiEafErna 00000170 A8 E2 84 C7 SF 21 00 00 3B 50
ConfenicTybed émagafpifie downl oaded, scanned, and if
on ASCEPTHBTE0H PRy eirpi | can be created with the imge
conblibeddedsin tie £npi.f;” Subject: email with link 55

SubjieedameBateoobhet,t"9 May 2002 16:17: 01 +0600

M ME-Version: 1.0 Content-Type: multipart/rel ated;

RO AAT B L rBPRGAE/ s Cug YV
s S b e
ARAAT] C 1P kew§8FIpirgdcDTLIEDw
ucakit BB et byRR 7iak 6wl ot g pr-GosHyEHe Trxansf e iread b Ny IBAWBS
ABT FHRI PAWI JAWAYFAEE] x L1EAUW1gMOmhYJG50CFYITYBingAWwFa OMEFORABOEA7iWDA4 JFhYV

DoJ1lcVMZxZYLAXW/Bx5DImwCDLgbEhmgAhgBHT IGIsMLAJkKQEZ 91BGgrccQZkJAGBCT1LGeicIiQ
PMANewAQfNgQ4aDDFDQ+FNCATmMGNLJcCyLCo4oTH] yEAADS=

2

--ABCD--
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<! DOCTYPE HTML PUBLIC "-//WBC//DTD HTM. 4.0
Transitional //EN'> 5 <HTM.><HEAD> </ HEAD> <BQODY
wholslon3sgDHf fffff> <Dl V>&nbsp; </ DI V> Thi s i BCEGBR003/003475
t ext <BR> 10 <Dl V><I MAGE src=a& d: EXTERNAL> </ DI V> This
IS some nore text<BR> </BODY></HTM.> 15 --ABCD
Content-1D: <EXTERNAL> CapLamvisType: image/gif;
nane="i mageOd . gi f" Content - Transf er- Encodi ng: base64
20 Content-Di sposition: attachnent;
filename="inmageOd . gif"
1. mg;g{veg%%%@m Gt BRIl YAKEBRAA
FxgUA YnLMaxTL2+w+/ LAy QdAgM_HgAghEc BAWMKBZONCgG | +Lh4d
COMPHISIIEE A/ / t AeS+Hi HGBAAA 25
AAAAL AAAAAAXABC AAAX2] CCOZGTMOSKqu6 74ul 7PoSTXNOBP/ SNc
Okcwg8Flapi r gdinbenalysafor identifying hyperlinks in document content;
uCAbgUMzZSBc G OmHI Ji AzoV+ci boel ogPW-nDbpyLpXeDQ x9x Dw
EUbWIVZ Cit) OU3geshiSEdBAYBSg a content scanner to scan objects referenced by links
ABI FBRI DAWM JAWAYFAEE] x 11EAUMLgMQAThYJG50CFy| TYBi ngAWW-a

iderﬂ\fﬁﬁ%"Eﬁ@ﬁrﬂ(7 &MY determine their acceptability according to predefined
DoJ1cVMZXZYLAXW Bx5DI m/\CDLnghrrgAth}I)—ﬂ'I ths MLAJKOF Z91 BG

e A RO S PR o 8 P sy Al e gment and i

detérﬁiafl%%%y tﬁgcglgtgrﬁ/agglgge:;’ %o Egéc?&%g e? oor‘é%@? thesexternal object and modify

the document by
bl. embedding in it or attaching to it the retrieved copy of the object; and
b2. replacing the link to the external object by one to the copy embedded in,

or attached to, the document.

2. A system according to claim 1 wherein the link analyser a) and means b) are

operative to recursively process links identified in such external objects.

3. A system according to claim 2 in which only a maximum depth of recursion is

permitted and the document is flagged as unacceptable if that limit is reached.

4. A system according to claim 1, 2 or 3 wherein acceptable retrieved objects are

encoded into MIME format.
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CLAIMS 1. A content scanning systemfor electronic

docunents such as emails conprising: 5 a) alink
wae@kpsess f or identifying hyperlinks in docunePCT/GB2003/003475

content; b) neans for causing a content scanner to

scan objects referenced by links identified by the

5. |1 nk anaA ¥$@ém adsdrdifg eedsr dhes tﬁé}%béedﬁfg%@hﬁbifﬁdréiy if any linked-to
according to predefined rules e means bei ng

{
obJ?cﬁ?sr%%%ﬁjﬁn%em anedE&ﬁeﬂt égzltfnél'relfr‘lcon% y&?ka%fet th€ ¥b QTG i @agged or

he content
ser,. t ceptable, to retrieve the external
mo@iﬁegﬁ mdica erFB?e}lfa‘é 10 the docunent by bl. enbedding in
it or attaching to it the retrieved copy of the
object; and b2. replacing the Iink to the externa
obj ect by one to the copy enbedded in, or attached
6. to, the Aeetimsf contntescapning sleetonic doguananis sush @ amails,
wherein the link anal yser a) and neans b) are
con@pBigti ve to recursively process links identified in
such external objects. 3. A systemaccording to claim

2 in whi zgh QRtng 2AidkBRhalden i@?ﬁfeﬁuﬁ/ﬁng’ gfIEke th d&cument content;
permtted and the docunent is flagged as unacceptabl e

| T that ﬁ)'z mOII31rJ§Sa vé] P S9nmaYo lecabrfbb?é’c%st &f@ré}ﬁg@ 'bg IIIBES fdgntlﬁed by

claim1, erern accepta retrieve j ect

r ncode 0 format . .\D 2004/ 01723

the B ean Sra sAp Ty eir APty 2SR OR i ﬁefg}?f} rgigy the means
of the precedin claims wherein if any Ilnked-

beipgpparetives wien &eﬂmhéﬁtw Qbpesct edmahio t@% dofvaent 6“%’@ determined by
unaccept abl e the docunent is flagged or nodified to

the icontienizdnalyséretb bk acdeptablegto atrimye tledextddrma objeshandmadidy tiy document
el ectroni ¢ docunents such as emails conprising: a)

byusing a link analyser for identifying hyperlinks in
docunent content; b) using a content scanner to scan
obj ects gef eén%ﬁ@ﬂg*i’ﬂltlo'r Blschibertii fk @&ri®Ved copy of the object; and

b2. replacing the link to the external object by one to the copy embedded in,

or attached to, the document.

7. A method according to claim 6 wherein the steps a) and b) are used recursively

to process links identified in such external objects.

8. A method according to claim 7 in which only a maximum depth of recursion is

permitted and the document is flagged as unacceptable if that limit is reached.

9. A system according to claim 6, 7 or 8 wherein acceptable retrieved objects are

encoded into MIME format.



the link analyser and to determ ne their acceptability
according to predefined rules, the neans 10 being

woperalizse, when the link is to an object extePOHIGB2@3/003475
the docunent and is deternind@ by the content anal yser
to be acceptable, to retrieve the external object and

10.modi fy t RencfiEurBstdinglty ay oneobeasidi O 9, Whdreinif any linked-to object
attaching to it the retrieved copy of the object; and

. Laci . . . '

s B kRS o b B PR BB A, KRR s Mo BFor modified
.d&cu nt.f z. A nmet hod according to claim6 wherein the

t°1§]§ﬂg%%f‘§ d b) are used recursively to process |inks
identified in such external objects. 20 8. A nethod
according to claim7 in which only a maxi num depth of
recursion is permtted and the docunent is flagged as

5 1l.unadcepteaticeniing systam forrelectionicrdegernerds substantiaysasdipreinbefore

according to claim6, 7 or 8 wherein acceptable

destebéd dexitioRfeeics tatke acennpaythg dibwingkVE format. 25 WO
2004/ 017238 PCT/ GB2003/ 003475 10 10. A et hod
according to any one of claim6 to 9, wherein if any
i nked-to object is determ ned by the content scanner

to Re ty. 1 f L
124 o AJaHHEFFRhAR Forbih et RHORE ok e ARG Bt e
faq | ectroni.c docunents substantially as hereinbefore
des&’éé?ff?néle‘?ﬂlﬂé’?‘?ser FRGCIO Fer AP IRREY G ﬁ‘gl%g'conpanyi ng
draw ngs. 12. A nethod of content-scanning el ectronic
10 docunents substantially as herei nbefore described and
with reference to the acconpanying draw ngs. 10



