- 1 - Cryptographic key generation Technical Field 5 The present invention
generally relates to a technique for generating cryptographic keys.
Particularly, the invention relates to a cryptographic key generation
techni que that provides a high-level of security. 10Background The

Aut henti cation and Key Agreenent protocol (AKA) is a challenge-response
based protocol that uses symmetric cryptography. The main goals of AKA

i ncl ude nmutual authentication by two entities comunicating with each ot her
and establishment of 15cryptographic keys for protecting the conmunication
exchanged i n-between. A vari- ant of AKAis the UMIS AKA, included in the
security architecture standardi zed by 3GPP for 3G nobil e conmuni cation
networks in the Techni cal Spe€ryptograpbin k8GgeseraBoi02. 20The basi c concept
of UMIS AKA is shown in Fig. 1. Referring to this figure, the UMIS AKA
protocol is run between a user equipnent (UE) and a network entity (NE).
The network entity initiates the AKA by sending a user authentication
request t Jechaic# Fidldong with the request, a random chall enge, or random
code {RAND), and an Authentication Token (AUTN) are sent to the UE Upon
recei pt of_the RAND and the 25AUTN, the UE, anobng ot her things, conputes a
G pher Key NEEK§SeRh NVEARtIom geaeratly relaigs t9 ritedminuefon 9grarating snptegrariioher i ng
and i nt egkieyy Patiwdariynthe ibentidPPRIAtes & 8 orypbstpafiak keg gbheratibmatanidiugat i on
of so-cal It??% ?\%ggwg @ﬁlle%wwﬁi on networks. System Architecture

Evol ution ,&E and D g Térm’eEvaldation 30(LTE) are two closely-rel ated
aspects of the beyond-3G network. Conpared with conventional 3G networks, a
net wor k bB8aclgeousd\E/ LTE may i npose hi gher and/or nore security

requi renents. For instance, nore cryptographic keys for securing the
communi cation at different |evels r%l%g be needed. The 3GPP has, in anot her

st andar d- 1 8¢ AUEerWisatinteand Kesprepriests paotocol {AKAhisehehaldengeessprnsg Basedy f or
deriving Plotoccs tisatyusks gyraptetdc kisptodraphyu The inaiSAbals DEAKA include mutual
authentication by two entities communicating with each other and establishment of
15 cryptographic keys for protecting the communication exchanged in-between. A vari-
ant of AKA is the UMTS AKA, included in the security architecture standardized by
3GPP for 3G mobile communication networks in the Technical Specification 3G TS

33.102.

20 The basic concept of UMTS AKA is shown in Fig. 1. Referring to this figure, the UMTS
AKA protocol is run between a user equipment (UE) and a network entity (NE). The
network entity initiates the AKA by sending a user authentication request to the UE.
Along with the request, a random challenge, or random code (RAND), and an Au-
thentication Token (AUTN) are sent to the UE. Upon receipt of the RAND and the

25 AUTN, the UE, among other things, computes a Cipher Key (CK) and an Integrity Key
(IK) and then uses them for ciphering and integrity functions.

The 3GPP is also undertaking the standardization of so-called “beyond-3G” communi-
cation networks. System Architecture Evolution (SAE) and Long Term Evaluation

30 (LTE) are two closely-related aspects of the beyond-3G network. Compared with
conventional 3G networks, a network based on SAE/LTE may impose higher and/or
more security requirements. For instance, more cryptographic keys for securing the
communication at different levels may be needed. The 3GPP has, in another stan-
dard-related document, 3GPP TR 33.821, recommended a key hierarchy for deriving

35 more cryptographic keys for use in SAE/LTE.



- 2 - Fig. 2 shows this key hierarchy. At the very top of the hierarchy is
a key K, a longterm cryptographic key shared between the Universal

Subscri ber ldentity Module (USIM of the UE and the Authentication Center
(AuC) residing in the network. One level down is a pair of cryptographic
keys CK and | K which are derived by the UE, particularly by the USIM
thereof, in a sane or simlar manner as the UMIS AKA operation nentioned
above. Further down in the hierarchy is_a key icsnkE which is de- rived by
the UE fromCK, 1K, and, if necessary,'%éne ot her paraneters. Once derived,
KAsnE is transferred from AuC to the access network, particularly to the
Access Securing Managenent Entity (ASME) of the SAE/LTE network, and then
shared 104 vistBisey drierarahy. Abtheoreky taghefitheiéerattw s a ey KoaKkongs based

on n;gg n; ﬁgérm efutpg@fapﬁibﬁeﬁsﬁh\#éa b%!/g@éﬂatﬁ@@rﬁ\lér%ﬁ ggg@ttrir?gwa&gmggagl@b: It i .t y
the i or at I chsbell i theauthemtiaeg Lattes ChacBsing ot Pebraiknipe
functi on. léue dows isatpair oORasmpEograptiDEkeys K and IKxdichidreRlekMed Dy the WBt her
par anet er »ahMicularly byheUSIMhetedf Qﬁ%eé%n@o@sh:ﬂ;gehbﬁnm el 0P BAA op-
Ahtt.GBx.k ti.on 20funct ._(One, GBA .
B e e ekl T e PP g PR B Kb nasr
functi ons rived by ke URdrdBe €l &K Hereh ifAlegessanh o(atthehparanfeberst Ooces.  Anong
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€ udo- rafdom

consi dere COCTiS,I on. resistant an cts |1 a uncti on.
ot O e B ERYEY MonGRMBBLETY SABHEL PhAAR/ T Bt FraLih ShEREon w t h

a di gest petvrgrnt thelUhgidthef ngt®6ribiwisen fieeacBeddMidbvoeK igrbaseldob iLTE ¢ectof t he
net wor k S%Mp?,gth’e*)@b&#s fUrctifRSitRS GPe ??ﬂlé@@ﬂatbﬁ@&m 'Mhr%ggﬂggi %%A | Ve a

hi gh- | evel [9‘ security, 1t Is not su rent t0 bas KDF
function MY @'y on CK and IK only. The rationale for this is the risk that
a given UE m ght get the sane CK twice, or two different UEs may get the

same CK. irfe %Hg Rgs%é,sffﬁj th%h@yé“ﬂél&lwe ﬂﬁ;ﬁ ?lﬁe errér@lﬁ‘yérﬂ%ﬁé d“fﬁ"‘fﬁ;@é gﬁy{h 25

under m ned,  an col l'1.s1_on between er ent sing t
may Sccur CCRASTYPIOREARMIG fURCtion, kor RPRNER/it is certain that KDF(x) produces

the sane key as KDF(y) if x =y, the converse may not always hold. That is,
even if x * 'y, it npy KbF[dK NRRCOR0S NPPLMIPRODN)| SotkBF patamétereyer, this is
an unlikely event Since tg‘ue ,}aDF'i S régom o) o6 J
where KDF is based on a Generic Bootstrapping Architecture (GBA) key derivation
20 function (KDF). One GBA KDF is specified in 3G TS 33.220.

The GBA KDF may make use of cryptographic hash functions such as the Secure
Hash Algorithm (SHA) hash functions. Among many SHA hash-functions, SHA-256 is
a highly secure variant since it is considered collision resistant and acts like a pseudo-

25 random function. As its name suggests, SHA-256 is a Secure Hash Algorithm hash
function with a digest (output) length of 256 bits. The PLMN_ID is an identifier of the
network serving the UE.

It has been realized that, in order to achieve a high-level of security, it is not suffi-

30 cient to base the GBA KDF function mainly on CK and IK only. The rationale for this is
the risk that a given UE might get the same CK twice, or two different UEs may get
the same CK. In such cases, the “uniqueness” of the inputs to the KDF is under-
mined, and a collision between different UEs (using the same Kasmg) may occur.

35 As a general remark, while it is certain that KDF(x) produces the same key as KDF(y)
if X = y, the converse may not always hold. That is, even if x # y, it may still happen
that KDF(x) = KDF(y). However, this is an unlikely event since the KDF is recom-



- 3 - nmended to be based on SHA-256 which, as nentioned, has been designed
to be collision resistant. Thus, for the techni que described herein, it can
be safely assuned that KDF(x) = KDF(y) if and only if x =vy. This
assunption allows the technique described herein to be focused on assuring
"uni queness" of the inputs to the KDF. 5 The standardi zing body of the GBA
KDF specification (ETSI/SAGE, the Special Al gorithm G oup of Experts) has
not ed the above probl em and recomended_i ncluding the UE's Private User
ldentity (I MPlI) in <other paraneter> to3avoi d col | isions between different
UEs. As a further recommendation, a random code such as the RAND 10may al so
be included in <other_ paranmeter>. This is described in a |iaison statenent
f r om ETSI ngxekedito bedrped a8 SHAN2 3ARIco asimentionrdyihas begn desigoed ) be However ,

the i o T R e LoreT f Corf 6 sAvgly A8 ¥
anal ysi s %@%ﬁ&ﬁ@ 56’{%&}')(@%59 SB@r'fif %V'%%aﬁ%'ﬂ’%ﬁ al"QWét%ﬁ%EFC&H@uPt “usage

i n SAE/ LTEcrilad hereindndet focusednn asBufing Juniqueneasitofithe inpute to el KOF.Fi rst |y,
the follow ng basic construction is considered: 20KDF(CK, IMPl). Since it

Constr uct {158 Sandardiase b6y efine GaaKDHGpesliction SErSl pheE. tiersppcay 85 ©1 wpi o
i f and onkithmfGraip of BExfierts) hiaSeotendtihg, abave blublens and trecortmendedsincludiigder ed,
which is gloOBE"s bvdid BisBCidéRtiyBMPIR: <SthE Gardmheters ! tRbid collisions be-
tween different UEs. As a further recommendation, a random code such as the RAND
10 may also be included in <other_ parameter>. This is described in a liaison statement

from ETSI/SAGE to 3GPP SA3 (in 3GPP document number S3 — 030219).

However, it has been found that the above recommendations still can not guarantee
the “uniqueness” of the inputs to the KDF. This can be seen from the below analysis

15 of the security property of the GBA KDF function and its usage in SAE/LTE for one
and the same UE (e.g. one and the same IMPI).

Firstly, the following basic construction is considered:
20 KDF(CK, IMPI).

Since it has been assumed that IMPI = IMPI’ (when the UE is fixed), this basic con-
struction will lead to collision for two inputs (CK, IMPI), (CK;, IMPI) if and only if CK
= CK',

25
Secondly, another construction is considered, which is closer to the actual GBA KDF:

KDF(CK {] IK, IMPI).

30 However, including IK into the inputs does not change the above collision property as
one might believe at first. That is, KDF(CK ]| IK, IMPI) will be equal to KDF(CK" ||
IK", IMPI) if and only if CK = CK'. To understand why including IK would not help, it
is necessary to consider how CK and IK are produced by the cryptographic algorithm
executed on the UE.



30However, including IKinto the inputs does not change the above collision
property as one mght believe at first. That is, KDF(CK 111K, IMPI) will be

equal to KDF(CIC Il ITKIMI) if and only if CK = CIC. To understand why
including K would not help, it is necessary to consider how CK and IK are
produced by the cryptographic algorithmexecuted on the UE. - 4 - A

typi cal UE-side cryptographic algorithmis the MIenage algorithmwhich is
shown in Fig. 9. In Fig. 9, Ek denotes the Advanced Encryption Standard
(AES) algorithm also known as the Rijnflael algorithm using key K (stored
in the AuC and USIM of UE). 5Consi der now what happens if CK = CK!I'. Since
AES is a pernutation (a one-to-one mapping), this inplies that the
i ntermedi ate value (occurring at the fat arrow) is uniquely determ ned by -
t he outco Y oY | Satd | ] Hd¥e iwal ue
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(RiﬁgE? i : uaiqjuelymdtetdhmgd BANG: botcohe of B witich happens 3o terGd BulkBig m(plichglKh

= ' . = : t hat
the use ot M VAR TR the e AT i ptIRIAGIR Sy Be bs Sami s e DIBEC | 1
Consi der 868N Akthe @nes Blace wWhentCkowas soduaed nbigis infyarmeans thatthepr oduced

CK apd | KvéluesroBANERg 88 iriud'te f4 must Be titk sdrhe brd icensecgiehtigtthevame fahi ch the

val ue at f [ ' at -
corresponglglﬁsg f‘%‘ Sgéﬁ%w} &%Ltth%gggrﬁgﬂ,f&% ( Eﬁg l;Ei Hsagaﬁ%grsm@ttﬁgtnégé' (f"ﬁa{f t he
i nputs nudPd ANJf Be=elffial , i.e. RAND = RAND . (The fact that AES is
dependent 25on K does not help since a fixed UE is assunmed and thus the

same K W by 0 GG WmbRvB®t LrcBtiefon according to the recommendation of the standard-
15 izing body (SAGE), i.e., including RAND in the inputs, is considered:

KDE(CK || IK, RAND || IMPI).

Assume that CK = CK' (and thus IK = IK"). It is hoped that the use of RAND will

20 guarantee uniqueness. However, this is not true. Consider again the “relevant” part
of the Milenage algorithm that produced CK and IK from RAND: As shown in Fig. 9,
there is a situation in which the value at the fat arrow corresponding to RAND is the
same as that corresponding to RAND'. But again, AES (Ek) is a permutation so that
the /nputs must also be equal, i.e. RAND = RAND'. (The fact that AES is dependent

25 on K does not help since a fixed UE is assumed and thus the same K will occur in
both cases.)

In other words, it has been shown that (CK || IK, RAND || IMPI) = (CK’ |] IK’, RAND'
|| IMPI) if and only if RAND = RAND’. In the SAE/LTE case, the PLMN_ID may also

30 be included in the inputs, but since it is highly likely that the UE stays in the same
network several times, this parameter PLMN_ID cannot be relied upon for the pur-
pose of guaranteeing uniqueness.

An alternative approach to attempt to avoid collision could be to use another algo-
35 rithm than AES for the cryptographic processing of the f3 and f4 algorithms. Specifi-
cally, the analysis above was based on the fact that AES is a permutation. It would



In other words, it has been shown that (CK 111K, RAND Il IMPI) = (CK IK
RAND Il IMPI) if and only if RAND = RAND . In the SAE/LTE case, the PLMNID
may also 30 be included in the inputs, but since it is highly likely that
the UE stays in the same network several tines, this paraneter PLMN ID
cannot be relied upon for the purpose of guaranteeing uni queness. An
alternative approach to attenpt to avoid collision could be to use anot her
al gorithmthan AES for the cryptographic processing of the 13 and f4

al gorithns. Specifically, the analysis above was based on the fact that AES
Is a permutation. It would 5 therefore be possible to use a
non-pernutation (many-to-one mapping) instead of AES. This is problematic
for two r¢herefose bEipossibleftoalse,a mon-penmugatidsl (veanpka-omemadping ¢ thsteadiof
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ot hers, pobstedt ito grdviding oihetsrjutetiiseouriigtioveem SAEYLEBL i ties. The nethod is
carried out by the first entity. The method fornms a part of a distributed

security gperation which is initiated by the second en- 25 tity. The
net hedd coffHPIBALY provi ding at |east two paraneters, wherein the first
parameter either conprises or is derived froma set of cryptographic keys
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val ug of the token is never the sanme for any two security opera-

According to a first aspect, a method for generating a cryptographic key is provided.
The cryptographic key is used for, among others, protecting the communication
between two entities. The method is carried out by the first entity. The method
forms a part of a distributed security operation which is initiated by the second en-

25 tity. The method comprises providing at least two parameters, wherein the first pa-
rameter either comprises or is derived from a set of cryptographic keys which have
been computed by the first entity by running the security operation; and the second
parameter either comprises or is derived from a token having a different value each
time the security operation is initiated by the second entity for the first entity (in

30 other words, the value of the token is never the same for any two security opera-
tions); and applying a key derivation function to generate a cryptographic key based
on the provided parameters.

The expression “a parameter comprises X" may mean that the variable X, in its string
35 format, forms the parameter or a part thereof. The expression “a parameter is de-

rived from X" may mean that the parameter is the result of applying certain func-

tions, such as mathematical functions, to at least the variable X. Examples of the



tions); and applying a key derivation function to generate a cryptographic
key based on the provided paraneters. The expression "a paraneter conprises
X' may nmean that the variable X, inits string 35 format, forns the
paranmeter or a part thereof. The expression "a paraneter is derived fromX"
may nean that the paraneter is the result of applying certain functions,
such as mathematical functions, to at |east the variable X Exanples of the
- 6 - functions include, but are not limted to, arithnetic operations,

| ogi ¢ operations, string operations, anfi-any conbi nation thereof. The
arithmetic operation may be addition, subtraction, multiplication, etc.,
and any neani ngful conbi nati ons thereof. The | ogic operation nmay be AND,

C];, Exfcl uduneiodR ifoldf’) butere, naitlienitedstog adiynetie aperationg Iogicametﬂtinaf,i ons

t her eof . p " ce, etc.,
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ensur es t lperdtion, thekedic lbperatiofl nideche Rtringadpeation magde @abidd. y operation
initiated. 15The token can take many forns. In one case, the SQN itself may

be the token. Alter- natively, the token may be derived fromthe SON using
an al gori PAMURGY! Hedfgker mestionad abeveampy 8pMapse at be dsrivedtomasseat | east

one @f angaentdnirhber (S0BV)AhdieatingetheQUintbed RE tifiidsaRattthe sRcailityl operatipariaisi on.

Token Ao AEeS B8 s S ENELIR 8 o S R TR AR S "
del i ver ed M2y hehiacremented Ry ithe secpnidentibh Jhisupeclanism enages thattherkgkepe part

of the sequs atdiff@rert wdlu®for SRRGLEIRRIb¥ratibhenitiglegn may conprise an
exclusive OR of the SQN and an Anonymty Key (AK). Mre specifically, the
token may_be a concatenation of the exclusive OR of 25the SQN and the

Anoniani t y TReyokemgan take mankdarmedniane c@ne tRepQMhitseibmeriberthe teken. Alter-

natively, the token may be derived from the SQN using an algorithm involving certain
mathematical operations, such as at least one of an arithmetic operation, a logic
operation and a string operation. For instance, the token may comprise or be derived
from an Authentication Token (AUTN) constructed by the second entity based on the

20 SQN and delivered to the first entity. This construction and delivery may be part of
the security operation.

Specifically, the token may comprise an exclusive OR of the SQN and an Anonymity
Key (AK). More specifically, the token may be a concatenation of the exclusive OR of

25 the SQN and the Anonymity Key (AK), an Authentication and Key Management Field
(AMF), and a Message Authentication Code (MAC). This concatenation may be ex-
pressed as

token = AUTN = (SQN xOR AK) || AMF || MAC
30 or

token = function (AUTN) = function ((SQN xOR AK) || AMF || MAC)

The second parameter may further comprise or be derived from a random challenge,
35 or random code (RAND). The RAND may be generated by the second entity and

delivered to the first entity as part of the security operation. The second parameter

may yet further comprise or be derived from an identifier of the first entity. This



(AVF), and a Message Authentication Code (MAC). This concatenation may be
expressed as token = AUTN = (SON xOR AK) | AMF Il MAC 30or token = function
(AUTN) = function ((SON xOR AK) Il AMF Il MAC) The second paraneter may
further conprise or be derived froma random chal | enge, 35or random code
(RAND). The RAND may be generated by the second entity and delivered to the
first entity as part of the security operation. The second paraneter my
yet further conprise or be derived froman identifier of the first entity.
This - 7 - identifier may be a Privatd User Identity (I MPI) or an

I nternational Mobile Subscriber Identity (IMSI). Even further, the second
par anet er nprise or be derived froman identifier of a comunications
net wor k aH‘&"%r rtm%P%ﬁIW'V@WeU%rIdemfﬁYlﬁ@ﬂ%pkabflnten@tfolnalsft’lobdﬂSlﬂt;scnb'err
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froma congatena | on
t oken. Thefsthe Sustentisy. é’ppemgi@, this identifier could be a Public Land)MOBild Nettdvi | D | |

RANDsI | | Mehtifidr (poRNIDWIEN the token is the SON itself, the above becones
150x02 | | PLMN_ IDIT RAND Il IMP! I SQN; and when the token is the AUTN,

t he above becomes 0x02 fI PLMN_ID RAND |1 IMPI Il AUTN.
Specifically, the second parameter may comprise or be derived from a concatenation

of 0x02, a PLMN_ID, a RAND, an IMPI or IMSI, and the token. This could be ex-
pressed as

10
0x02 |} PLMN_ID || RAND || IMPI || token.

When the token is the SQN itself, the above becomes
15 0x02 [| PLMN_ID || RAND {] IMPI || SQN;
and when the token is the AUTN, the above becomes

0x02 || PLMN_ID || RAND || IMPI || AUTN.

20
With respect to the first parameter used in the method, this parameter comprises or
is derived from a set of cryptographic keys which have been obtained by the first
entity by running the security operation. The set of cryptographic keys may comprise
or be derived from a Cipher Key (CK) and an Integrity Key (IK).

25
The CK and IK may be the cipher key and integrity key computed by the first entity
based on an AUTN and an RAND. The AUTN and the RAND may be delivered from
the second entity. This computation as well as the delivery of the AUTN and the
RAND may form parts of the security operation.

30
In one implementation, the first parameter may comprise or be derived from a con-
catenation of CK and IK. This may be mathematically expressed as

CK |} IK.
35
The method described herein generates a cryptographic key. This key may be shared
at least by the first entity and the second entity, in any subsequent communication



20 Wth respect to the first parameter used in the nethod, this paraneter
conprises or is derived froma set of cryptographic keys which have been
obtained by the first entity by running the security operation. The set of
cryptographi c keys may conprise or be derived froma C pher Key (CK) and an
Integrity Key (IK). The CK and I K may be the cipher key and integrity key
conputed by the first entity based on an AUTN and an RAND. The AUTN and the
RAND may be delivered fromthe second entity. This conputation as well as
the delivery of the AUTN and the RAND mBy form parts of the security
operation. In one inplenentation, the first paraneter may conprise or be
derived froma concatenation of CK and IK. This may be mathematically
expressed tberectretween Hn certai® impleeendatiensyttis key mayeret thierKaswepiefemedt tatin ons
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Specifically, the set of cryptographic keys for protecting the NAS traffic may comprise

20 a key for protecting the NAS traffic with an encryption algorithm (Knasenc) and/or
another key for protecting the NAS traffic with an integrity algorithm (Knasint). Simi-
larly, the set of cryptographic keys for the protection of RRC traffic may comprise a
key for protecting the RRC traffic with an encryption algorithm (Kgrcenc) and/or an-
other key for protecting the RRC traffic with an integrity algorithm (Kgeant). Further,

25 the set of cryptographic keys for the protection of UP traffic may comprise a key for
protecting the UP traffic with an encryption algorithm (Kupenc)-

For the technique described herein, the “first entity” may be a user equipment, such
as a mobile station. The “second entity” may be an entity located within a communi-

30 cations network, hence a “network entity”. Particularly, the second entity may be
located in a SAE/LTE network.

The second entity may comprise an Authentication Center (AuC)/Home Subscriber
Server (HSS) and a Mobility Management Entity (MME). The MME may be responsible
35 for the initiation of the security operation for the first entity. The cryptographic keys
generated may be generated by the AuC/HSS and be shared by the first entity and
the MME. The AuC/HSS may increment the SQN, particularly each time the security



25t he set of cryptographic keys for the protection of UP traffic may
conprise a key for protecting the UP traffic with an encryption algorithm
it. ,,Penc. For the technique described herein, the "first entity" may be a
user equi pment, such as a nobile station. The "second entity" may be an
entity |located within a comuni cati ons network, hence a "network entity".
Particularly, the second entity may be | ocated in a SAE/LTE network. The
second entity nmay conprise an Authentication Center (AuC)/Hone Subscri ber
Server (HSS) and a Mobility Management-¥ntity (MVE). The MVE may be
responsible 35 for the initiation of the security operation for the first
entity. The cryptographi c keys generated nay be generated by the AuC/ HSS
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conput er progra a conput er °sys I a conputing
devi ce. &Wb g@r”‘ﬁ)‘@@ﬁé‘?ﬁﬁb\f%uct may be stored on a conputer-readabl e
reporting medium 20In general, the solution can be practiced by neans of

har dvar e, s\&2HiNg t& an@hePa§R®, a computer program product is provided. The computer
15 program product comprises program code portions for performing the steps of the
method described herein when the computer program product is executed on a com-
puter system for a computing device. The computer program product may be stored
on a computer-readable reporting medium.

20 In general, the solution can be practiced by means of hardware, software, or a com-
bined hardware/software approach.

As for a hardware realization, a device adapted to generate a cryptographic key for a
communications entity is provided. The device can perform a security operation, of

25 which the generation of the cryptographic key may be a part thereof. The device
comprises a first component adapted to provide at least two parameters, wherein the
first parameter may comprise or be derived from a set of cryptographic keys having
been computed by the communications entity by running the security operation, and
the second parameter may comprise or be derived from a token having a different

30 value each time the security operation is initiated for the communications entity. The
device further comprises a second component adapted to execute a key derivation
function so as to generate a cryptographic key based on the provided parameters.
As said above, the token may take many possible forms.

35 The token may comprise or be derived from a SQN indicating the number of times
the security operation has been initiated for the communications entity. In one im-
plementation, the SQN itself is the token. Alternatively, the token may be derived



bi ned hardware/ software approach. As for a hardware realization, a device
adapted to generate a cryptographic key for a comuni cations entity is
provi ded. The device can performa security operation, of 25which the
generation of the cryptographic key nay be a part thereof. The device
conprises a first conmponent adapted to provide at |east two paraneters,
wherein the first paraneter may conprise or be derived froma set of
cryptographi ¢ keys having been conputed by the communications entity by
runni ng the security operation, and t Het%econd paranmeter may conprise or be
derived froma token having a different 30val ue each tine the security
operation is initiated for the comunications entity. The device further
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construct egedgagag on the SQN and delivered to the communications entity,

wherein this construction and delivery formparts of the security
operation. For instance, the token may be a concatenation of the
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be deri veller(Ps I[@bncatenatl on of 0x02, a PLMN.ID, a RAND, an IMPl or an

| MBSl 3, and the token. For instance, the second paranmeter may be expressed as

A particular example of the second parameter may comprise or be derived from a
concatenation of 0x02, a PLMN_ID, a RAND, an IMPI or an IMSI, and the token. For
instance, the second parameter may be expressed as

25 0x02 || PLMN_ID || RAND [} IMPI || token.
When token is the SQN, the above becomes
0x02 || PLMN_ID || RAND || IMPI || SQN;

30
and when the token is AUTN, the above becomes

0x02 |} PLMN_ID || RAND || IMPI || AUTN.
35 As mentioned above, the first parameter may comprise or be derived from a set of

cryptographic keys. Particularly, this set of cryptographic keys may comprise a Cipher
Key (CK) and an Integrity Key (IK) which have been computed by the communica-



250x02 Il PLMN_.ID Il RAND Il IMPI Il token. Wien token is the SQN, the
above becones 0x02 Il PLMN ID If RAND Il IMPI Il SQN, 30 and when the token
is AUTN, the above beconmes 0x02 If PLMN ID Il RAND Il I MPI Il AUTN 35As
menti oned above, the first paraneter nmay conprise or be derived froma set
of cryptographic keys. Particularly, this set of cryptographic keys may
conprise a Cipher Key (CK) and an Integrity Key (1K) which have been
conputed by the communica- tions entity as part of the security operation.
Alternatively, the set of cryptographi- 1Kéys may be derived fromthe C pher
Key and the Integrity Key. As a particular inplenentation, the first
parameter may conprise or be derived from5a concatenation of CK and IK,
whi ch may ti98s erbiveasseait alstheisecurity operationediteraativgly.dba sehoECTHBIOIEANC t he

crypt ogr aeys me§helrsived Front e Qipast arid frgtinlegki®aRey second paraneters,
but al so nore cryptographi c keys based on the crypto- graphic key
generated. In doing so, the device may be adapted to apply one or nore
further kéy adeartiodan immlemeantationsthedirstsparamgten sran enpriserasrae darivpd dgmaphi ¢
keys paseq @nciteRatidry o QYBABNK Swkieh mdvbaexdheardganer ated. 15These "nore
cryptographi c keys" may conprise at |east one of a set of cryptographic

CK |} IK.

The device can generate not only the cryptographic key based on the provided first

10 and second parameters, but also more cryptographic keys based on the crypto-
graphic key generated. In doing so, the device may be adapted to apply one or more
further key derivation functions so as to generate the more cryptographic keys based
on the cryptographic key having been generated.

15 These “more cryptographic keys” may comprise at least one of a set of cryptographic
keys for the protection of Non-Access Stratum (NAS) traffic, a set of cryptographic
keys for the protection of Radio Resource Control (RRC) traffic, a set of cryptographic
keys for the protection of User Plane (UP) traffic, and an intermediate cryptographic
key Keng for deriving the cryptographic keys for the protection of RRC traffic and/or

20 the cryptographic keys for the protection of UP traffic.

The communications entity referred to above may be a user equipment, such as a
mobile station (e. g., a mobile telephone or a network card).

25 According to a further aspect, a user equipment comprising the device presented
above is provided. The user equipment may be a mobile station.

According to yet a further aspect, a system comprising the user equipment men-
tioned above is provided. The system also comprises a network entity. The network
30 entity may be used within a SAE/LTE network. The network entity may comprise an
AuC/HSS and a MME. The MME may be responsible for initiating the security opera-
tion for the user equipment. The AuC/HSS may generate the cryptographic key. The
cryptographic keys generated may be shared by the user equipment and the MME.
The AuC/HSS may increment the SQN, particularly each time the security operation is
35 initiated for the user equipment. Further, the AuC/HSS may also construct the AUTN

based on the SQN.



keys for the protection of Non-Access Stratum (NAS) traffic, a set of

crypt ographi c keys for the protection of Radi o Resource Control (RRC
traffic, a set of cryptographic keys for the protection of User Plane (UP)
traffic, and an internedi ate cryptographi c key KeNB for deriving the
cryptographi c keys for the protection of RRC traffic and/or 20t he

crypt ographi c keys for the protection of UP traffic. The comruni cations
entity referred to above nay be a user ?guipnent, such as a nobile station
(e. g., a nobile tel ephone or a network*€ard). 25According to a further
aspect, a user equipnent conprising the device presented above is provided.
The user equi pment may be a nobile station. According to yet a further
aspect, a %VG?B@S@@HB@NQMQGM@\MH!QS equi pment nmentioned above is provided.
The system al so conprises a network entity. The network 30 entity nay be

used withi LTE petwork. The network .entity.may conpri a C/ HSS
and W Thle TR e chPLErRRIE SRR SFBrrar i becf e f SERlesim i or i on
for the ugeferenas toraxemplarnemiodirmiSss iffustrgtaddn dbe dravengs, whavginaphi ¢ key. The
crypt graphi c keys generated may be shared by the user equipnent and the
MVE. The C/ HSS may increnent the particularly ime the security
operation % g‘gi ni t 54 adeg} a?%”@§§$§éﬂgic%ﬁ€9?&\§r‘4ﬁg§ ?‘Kﬁxﬁ?—fo%@/' HSS nay

al so construct the AUTN based on the SQN. - 12 - Brief Description of the
Dr awi ngs Iy the f ol ko diblnt fIREAGERNES hEpdrcH EForts)Eue Wil |
be descri ng% W th rg%\gggﬂchlgggngibgnﬂ?gég;gengogei?yrrr\gn?g?(?@%ustrat ed 1n the
drawi ngs, wherein: ?—’YiSEF.m'li s a di agram showi ng the basic concept of the UMIS

AKA pootocol; Fig. 2is a block diagramillustrating a key hierarchy

proposed fey SAE LTE Spishiehgiany shaliigd Bbvikekerb@fimdnt,Showi ng a devi ce
enbodi nment ;

Fig. 4 is a block diagram showing a system embodiment;
15 Fig. 5 is a block diagram showing a method embodiment;
Fig. 6 is a block diagram showing a procedure of the UMTS AKA operation,

Generation of an Authentication Vector by a network entity;

20 Fig. 7 is a block diagram showing another procedure of the UMTS AKA opera-
tion, Authentication and Key Establishment;

Fig. 8 is a block diagram showing the general authentication function per-
formed by the UE as part of the UMTS AKA operation;
25
Fig. 9 is a block diagram showing a particular cryptographic algorithm for
performing the above authentication function at the UE; and

Fig. 10 is a block diagram showing a particular detail of the above crypto-
30 graphic algorithm.

Detailed Description

In the following description, for purposes of explanation and not limitation, specific
35 details are set forth, such as particular sequences of steps, interfaces and configura-

tions, in order to provide a thorough understanding of the cryptographic key genera-

tion technique. It will be apparent to those skilled in the art that the technique may



Fig. 4is a block diagram show ng a system enbodi nent; 15Fig. 5is a bl ock

di agram showi ng a net hod enbodi nent; Fig. 6is a block diagram show ng a
procedure of the UMIS AKA operation, CGeneration of an Authentication Vector
by a network entity; 20Fig. 7is a bl ock di agram showi ng anot her procedure
of the UMIS AKA opera- tion, Authentication and Key Establishnment; Fig. 8is
a bl ock di agram showi ng the general authentication function per- forned by
the UE as part of the UMIS AKA operation; 25 Fig. 9is a block diagram
showi ng a particular cryptographic algorH{ihmfor perform ng the above

aut hentication function at the UE, and Fig. 10is a bl ock di agram show ng a
particul ar detail of the above crypto- 30graphic algorithm Detailed
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5 protocols, architectures, or environments.

Moreover, those skilled in the art will appreciate that the functions explained herein
below may be implemented using software functioning in conjunction with a pro-
grammed microprocessor or general purpose computer. It will also be appreciated

10 that while the technique is primarily described in the form of methods and devices,
the technique may also be embedded in a computer program product as well as in a
system comprising a computer processor and a memory coupled to the processor,
wherein the memory is encoded with one or more programs that may perform the
function disclosed herein.

15 ,
Fig. 3 shows an embodiment of a device 100 adapted to generate a cryptographic
key for a communications entity (not shown in Fig. 3). The communications entity is
adapted to run a security operation. The device 100 comprises a first component 102
and a second component 104. The first component 102 is adapted to provide at least

20 two parameters, figuratively shown at the arrows 106 and 108.

The first parameter 106 comprises or is derived from a set of cryptographic keys 110
and 112. (Although two keys are shown in the figure, the set of cryptographic keys
may include any number of keys.) The set of cryptographic keys has been computed

25 by the communications entity by running the security operation. The derivation of
the set of cryptographic keys 110 and 112 into the first parameter 106 is figuratively
shown as a block 114, The second parameter 108 comprises or is derived from a
token 116. The token 116 has a different value each time the security operation is
initiated for the communications entity. The derivation of the token 116 into the

30 second parameter 108 is figuratively shown as a block 118. The second component
104 of the device 100 is adapted to run a key derivation function to generate a cryp-
tographic key 120 based on the provided parameters 106 and 108.

Referring to Fig. 4, an embodiment of a system 200 comprising the device 100 men-
35 tioned above is shown. The device 100 may be comprised in a communications entity

202, which may be a UE, such as a mobile station. Of course, the communications

entity 202 may be any suitable kind of communications entity capable of accommo-



- 13 - be practiced in other enbodi nents that depart fromthese specific
details. For exanple, while the technique will primarily be described in
context with the UMIS AKA protocol and in the SAE/LTE network environnent,
it wll be apparent to the skilled person that the technique can al so be
practiced in connection with other security protocols, architectures, or
environnents. Mreover, those skilled in the art will appreciate that the
functions expl ai ned herein bel ow may be i npl enented using software
functioning in conjunction with a prod 4imed m croprocessor or general
pur pose conputer. It will also be appreciated that while the technique is
primarily described in the formof nethods and devices, the technique may
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116. The tockyriwbi®ninasnicatitink femtities invgéneealeach time the security operation
isinitiated for the comrunications entity. The derivation of the token 116

i nto _the 30s nd ranmeter., 108 S, fi atively shown as bl ock 118. The
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par anmet erthe tomnilticatiBls ef@yelo2. ng to Fig. 4, an embodi nent of a system 200
conprising the device 100 nen- 35tioned above is shown. The device 100 may

be conprised in a comrunications entity 202, which may be a LIE, such as a
nmobi | e stParticiaryOthecmethos embedioentrisriacried outsbyetite firgt etity BAY dsepasngf a
Fhe “Hevi oo DO ) A A e D R mitated Y e o ch
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or HSS amgdimentitself comagises v steps,nifithand 3eBnStiep 366 ipomddesmtileastitwoa SAE/ LTE
net wor K. parameters (106 and 108 of Fig. 3). The first parameter comprises or is derived from
a set of cryptographic keys (110 and 112 as shown in Fig. 3) which have been com-
25 puted by the first entity 302 by running the security operation 300 ". The second
parameter comprises or is derived from a token (116 as shown in Fig. 3) which has a
different value each time the security operation 300 is initiated by the second entity
304 for the first entity 302. At the second step 308, a key derivation function is ap-
plied to generate a cryptographic key (120 as shown in Fig. 3) based on the provided
30 parameters (106 and 108 as shown in Fig. 3).

Below, substantial details are given to explain the cryptographic key generation tech-
nique with a particular emphasis on how the technique can successfully avoid the
key-collisions between two UEs, or more importantly, between two distinct execu-

35 tions of the security operation for one and the same UE.



Corresponding to the cryptographic key generation device 100 shown in Figs.
3 and 4, a diagram 300 illustrating an enbodi nent of a nmethod for
generating a cryptographic key is shown in Fig. 5. The key generated is
used for protecting the communicati on between two entities. The first
entity 302 may correspond to the 10 conmuni cations entity 202 as shown in
Fig. 4, and the second entity 304 may correspond to the network entity 204
of Fig. 4. The first entity may be a UE,_However, the enbodi nent is not
limted to a UE-network entity scenarloisTnstead it can be applied to any
two conmuni cations entities in general. 15The MME may be responsible for
initiating the security operation for the caomrunica- tions entlty 202. The
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conprises a nunber of procedures, including Generation of Authentication

Vec- - a message authentication code MAC = f1(SQN [|-RAND || AMF) where f1 is a
message authentication function;
25 - an expected response XRES = f2 (RAND) where f2 is a (possibly truncated)

message authentication function;
- a cipher key CK = f3 (RAND) where f3 is a key generating function;
- an integrity key IK = f4 (RAND) where f4 is a key generating function; and
- an anonymity key AK = f5 (RAND) where f5 is a key generating function.
30
Finally the authentication token AUTN = (SQN xOR AK) || AMF || MAC is constructed.
It may be constructed by the AuC/HSS. Here, AK is an anonymity key used to con-
ceal the SQN as the latter may expose the identity and location of the UE. The con-
cealment of the SQN is to protect against passive attacks. Use of AK may be optional.
35 When AK is not used, the value AK = 000...0 may figuratively be used instead.



|l otors (AV), and Authentication and Key Establishnment. The purpose of the
AV procedure is to provide the SNNVLR (or MME) with an array of fresh AvVs
fromthe UE's HE to performa nunber of user authentications. CGeneration of

Aut hentication Vectors by the HEis illustrated in Fig. 6. Referring to
15this figure, upon receipt of a request fromthe SN VLR the AuC/ HSS sends
an or- dered array of n Authentication Vectors AV (1...n) to the SN VLR
Each AV conprises a random nunber (or rgndom chal |l enge) RAND, an expected
response XRES, a cipher key CK, an integtity key 1K and an authentication

t oken AUTN. 20The AuC/HSS starts with generating a fresh sequence nunber

SQN and an.unpre- dictable challenge RAND. Subsequently the follow ng
val ues ar 1 AV stk ta b eaquesting SN BdJe awautkenticptioinre-1  RAND | |
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function; a cIpher y = ND) where 3 is a key generating function;
an integrity key K = f4 (RAND) where f4 is a key generating function; and
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10 USIM checks whéther AUTN can beaccepted and, if so, produces a response RES
which is sent back to the SN/VLR. Particularly, the UE s procedures are shown in Fig.
8.

Referring to Fig. 8, upon receipt of RAND and AUTN the UE first computes the ano-
15 nymity key AK = f5 (RAND) (or uses AK = 000...0) and retrieves the sequence num-
ber SQN = (SQN xOR AK) xOR AK. Next the UE computes XMAC = f1 (SON || RAND
|| AMF) and compares this with MAC which is included in AUTN. If they are different,
the UE sends user authentication reject back to the SN/VLR with an indication of the
cause and the UE abandons the procedure. Else, the UE verifies that the received
20 SQN is in the correct range.

If the SQN is considered to be in the correct range, the UE computes RES = f2
(RAND) and includes this parameter in a user authentication response back to the
SN/VLR. Finally the UE computes the cipher key CK = f3 (RAND) and the integrity

25 key IK = f4 (RAND). To improve efficiency, RES, CK and IK could also be computed
earlier at any time after receiving RAND. The UE may store RAND for re-
synchronization purposes.

Upon receipt of user authentication response the SN/VLR compares RES with the

30 expected response XRES from the selected authentication vector. If XRES equals RES
then the authentication of the user has been accepted. The newly computed keys CK
and IK will then be transferred by the USIM and the SN/VLR to the entities which
perform ciphering and integrity functions.

35 From the above, it can be seen that the UMTS AKA operation is based on a pair
(RAND, AUTN) and AUTN comprises or is derived from a sequence number, SQN, as



- 16 - The array of AVs is sent back to the requesting SN VLR in an

aut hentication response. Each AV is valid for one (and only one)

aut henti cati on and key agreenent between the SN VLR and the USIM The next
procedure of the UMIS AKA operation, Authentication and Key Establishnment,
is to nutually authenticate and establish new ci pher and integrity keys
between the SN VLR and the UE. This process is illustrated in Fig. 7.
Referring to this figure, when the SN VLR initiates an aut hentication and
key agreenent, it selects the next AV T}bmthe array and sends the
paranmeters RAND and AUTN to the UE. The ioUSI M checks whet her AUTN can be
accepted and, if so, produces a response RES which is sent back to the

SN/ VLR Particularly, the IAIEJW\E‘;F(SQ@@@RAK) HrAMEIOMACi n Fig. 8. Referring
to Fig. 8, upon receipt of RAND and AUTN the UE first conputes the ano- is
key AK = f5 (RAND) (or uses AK = 000...0) and retrieves the sequence nunber
SN = ( SQWhErR A anGitoAlmitideeey, whieh biayclmerprodasedbANilendde (SBEQRiJ. O) RAND | |
AVF) and rﬁélmvg with MAC which is included in AUTN. |If they are

di fferent, e sends user authentication reject back to the SNVLR with
an indication of the cause and the UE abandons the procedure. Else, the UE
verifies tihetbdibve fittiohved f2stSANitiod tothé bellision pastiem aageut dfovehe SON i s
considered to be in the correct range, the UE conputes RES = f2 (RAND) and
includes this paraneter in a user authentication response back to the
SN'VLR Finally the UE conptPE&EK HdKcRANRIT KEPT BiOQNY 3 (RAND) and t he
integrity 25key IK = f4 (RAND). To inprove efficiency, RES, CK and I K could
al so be conputed earlier at any tine after receiving RAND. The UE may store
RAND1f or méiesg SN lbas thasibean pdlysissds thejpmuts. dowy, svea il twoaRANDS Aentiecat i on
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be transferred by the USIMand the SN VLR to the entities which perform

ci pheri ng panglrdrfdtR@rdalotionused ueds. - 17 - AUTN = (SON xOR AK) It AMF ||

MAC
15

KDF(CK || IK, RAND || IMPI || AUTN).

This solution may be simpler to implement since AUTN can be used “as is” from the
AKA signaling. However, the “uniqueness™ of the inputs in this case may not be
20 obvious since

AUTN = (SQN xOR AK) || AMF || MAC

and even if SQN # SQN/, it cannot be immediately seen that (SQN xOR AK), (SQN’
25 XOR AK") will be distinct as AK could potentially “cancel” the differences. However,
below, the distinctness of (SQN xOR AK) can be proven.

Suppose that

30 (CK |] IK, RAND || IMPI || AUTN) = (CK’ || IK’, RAND' || IMPI || AUTN’).



where AK i s an anonymty key, which may be produced by M| enage (see Fig.
9) fromoutput "f5" above. The below function is a first solution to the
collision problem set out above: KDF(CK 111K, RAND Il IMPI |1 SQN) 10where
SON has thus been included in the inputs. Now, even if two RANDs are the
sanme, i.e., RAND = RAND , the fact that SQN al ways increases (by e.g., one)
W ll ensure that inputs are different, unique, or distinct. An alternative
solution is to use 15 KDF(CK I | IK, RAND IMPI 11 AUTN). This sol ution may
be sinpler to inplenment since AUTN can #e used "as is" fromthe AKA
si gnal i ng. However, the "uni queness"' of the inputs in this case may not be
200bvi ous si nce AUT (SQN xOR AK) 11 AMF Il NAC and even if SQN *
SN, it dhRAselrerdy bﬁ@@cﬁf@m thakdimimmigs CKSaGK,dR K, andRAND25RANDAK' )
\l/)v. : | bet gustrnm@nmns% E@@Hééké@tf%&éguz%)é’t ambnw = AN .dgrﬁlé @ﬁ&fkﬁ@smt X tyHOWB\{gh
el ow, n X can be proven. Suppose that - -
It has al ?"eddt@g%%g{% @ﬁ%ﬁgél?rﬁ%s?\lthi sinplies CK = CK', IK = IK, and RAND =
RAND . It thus remains to be checked if it could be that AUTN = AUTN . This

checking may be translated into checking if (SQN xOR AK) Ii AMF Il MAC =
(SQN sxOR AK") | I {SFXORIARYAFAMF || MAC = (SQN’ xOR AK") || AMF' || MAC'.

Assume without loss of generality that AMF = AMF’ and MAC = MAC'. Then it is only
necessary to check if the following could hold:

10 SQN xOR AK = SQN’ xOR AK'.

Recall that it is expected that RAND = RAND'. Referring to the Milenage algorithm
shown in Fig. 9, this implies that AK= AK’ (as they were produced from the same
RANDs). Thus, it had to be that

15

SQN = SQN/,

which is a contradiction since, as already noted, SQN always “steps up” and thus
SQN # SQN',

20 _
Thus, it is proven the second solution aiso guarantees the unigueness of inputs to
the KDF function.

As a general solution, instead of using SQN or AUTN to achieve the uniqueness, any
25 token having a different value each time the UMTS AKA operation is initiated by the

network for the UE is feasible. For instance, SQN xOR AK (forming part of AUTN)

may be used since it (by the above analysis) has the required uniqueness property.

The cryptographic key generation technique described here above presents numer-
30 ous advantages. For example, it guarantees uniqueness of KDF inputs. Hence, it
successfully avoids the commissions brought about by possible identical inputs. With
this technique, the cryptographic key generated shall be able to meet, for example,
the high-level security requirements in SAE/LTE systems. As a further advantage, the



Assune w thout |oss of generality that AMF = AMF and MAC = MAC . Then it
is only necessary to check if the follow ng could hold: toSON xOR AK =

SQL\ 11x0R AK' . Recall that it is expected that RAND = RAND . Referring to
the M|l enage algorithmshown in Fig. 9, this inplies that AK= AK (as they
were produced fromthe same RANDs). Thus, it had to be that SQN = SQN
which is a contradiction since, as al ready noted, SQN al ways "steps up" and
thus SQN * SQN' . Thus, it is proven the second solution al so guarantees the
uni queness of inputs to the KDF functi'df.” As a general solution, instead of
using SQN or AUTN to achi eve the uni queness, any 25token having a different
val ue each tine the UMIS AKA operation is initiated by the network for the
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numer ous re-arrangenents, nodifications and substitutions w thout departing
fromthe scope of the invention.



20 Cains 1. A nmethod for generating a cryptographic key (120) for
protecting conmuni cati on between two entities (202, 204), wherein the

met hod is carried out by the first entEBy (202, 302) as part of an

Aut henti cati on and Key Agreenent <AKA>"procedure initiated by the second
entity (204, 304), the nethod conprising the steps of: - providing (306) at
| east two paraneters (106, 108), wherein the first paraneter (106)
conprises or is derived froma set ofClaimgpt ographi c keys (110, 112) having
been conputed by the first entity (202) by running the AKA procedure, and

t he second paraneter conprises or is derived froma token (116) having a

di fferent al Aemetacth feri aenerdting AKArypiogteetiar ey (§ 20nfor i raetectingyconreunicedend

entity (204, BOfbek @lo EhRed (303t 2@H Weteib %%Zmet%ga)ls cﬁfﬂgd outaoglghé“ﬁﬁgeﬁt%OS) a

key derivation function to generate a crgR ased on the
provi ded par afd¥2e?®) pa Parof apothentiprtice PRC KR Sr@ﬁ@ﬁ”‘(ﬂ%’f Rf@ﬁﬁgf‘i%@

eXCLUZ' v]ge OR By tha ssEsHUeMEs (mm‘eecﬁ) fﬁsmvmo@ruam@ﬂs.ﬁ@mwmﬁswf Key <AK> 2. The
nmet hod o
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precedi ng cl ajifys Mk Bidacblie iSRkial by PRI BRItE (302Y 504) kdChe L2 dntity
conprised in the first paraneter (106) or fromvx/mch t he f| rst paraneter

(106) is deri (784 WMA Pses or is derived froma G pher Key <CK> (110) and

aln | nt eg][l ttheypp;y.l@ (4081 2) keybderilVaonnthétn tof gsrbiated Becrpdtodrbighip ket ediong
cl ai ns urt

risin e ste appl yi ng one or nore further key
derivation fuﬁ%ﬁegé)ﬂ %%m\@g%i?aé?rge[ﬁ%r(gg r1)9%)f ogr aphi ¢ keys based on the
crypt ogr aphi cwk@yln(tn@mkegeémﬁo abmdrises@n ekalsive dtbdf afsegiearennBmbeth<d@\n t he

nore crypt ogrﬁ.;yyj REPLASE at least one of the following: 21 a set
of cryptographic rﬁeys ?Qﬁf gﬂe protection of Non Access Stratuns <NAS>

traffic; - a set of cryptographic keys for the protection of Radio

Resour ce Qon]'ETﬁlQJJS méﬁglé%f EI%MUEI %erap?hé Sbl\ﬂﬁdu@é‘t&ﬂtﬁ%tﬁiﬂ%‘r of KRyStheQectihy
<UP>
protection 8\ proce%[:re ha%nbeeen mltlatetadr gy the second entity (204, 304) for the first entity (202,

302).

3.  The method of claim 1 or 2, wherein the token is a concatenation of the exclusive
OR of the SQN and an Anonymity Key <AK>, an Authentication and Key Management Field
<AMF>, and a Message Authentication Code <MAC>.

4.  The method of any one of the preceding claims, wherein the set of cryptographic keys
(110, 112) comprised in the first parameter (106) or from which the first parameter (106) is
derived comprises or is derived from a Cipher Key <CK> (110) and an Integrity Key <IK>
(112).

5. The method of any one of the preceding claims, further comprising the step of:
- applying one or more further key derivation functions to generate more cryptographic

keys based on the cryptographic key (120) generated.

6. The method of claim 5, wherein the more cryptographic keys comprise at least one of

the following:



- an internedi ate cryptographic key <KeNg> for deriving the cryptographic
keys for the protection of RRC traffic and/or the cryptographic keys for
the protection of UP traffic. 7. The mi%hod of any one of the preceding
clainms, wherein the first entity (202, "302) is a user equipnent. 8. The
met hod of any one of the preceding clains, wherein the second entity (204,
304) is a network entity. 9. The nmethod of claim8, wherein the second
entity (204, 304)sdtesicl@fographt Kays tienthdredtedteat afr dorExcdads iShatusSAERASONg
Term Evol L{tl on <LTE> network. 10. The nmethod of claim8 or 9, wherein the
second entltﬁf (204, 304) conprises an Authentication Center <AuC>/ Hone
Subscri ber Ser weset ofl cryb®yraphid keydMishithe prptevtioragtRedio Raspurcy Comvet<RRQA4.. The
met hod of FM one of the preceding clains, wherein the AKA procedure is
cooperatlve y performed by the first (202, 302) and second (204, 304)
entities. 12:2¥hef GRPIROHPHIE kaysfobhe Peredting oy des Biang G UBP 4iaff: afther ei n t he
AKA procedure. bﬁm‘tM@duBfe%rﬂ%{jraphnoh&y ake&eﬁ&lﬂeﬁibmgmgérﬂ% Qﬁﬁ%k@b%tﬁ@ﬁplﬂer

program code port f cuting the steps _of the ording to
any one ofP"q 'OBPtgggi"ﬁ‘ 'C@I” H@‘ m@?%m@*%&ﬁi)@f &\9 %9%‘3%% ﬂg?rfiﬁﬁ on a
conputer system 14. The conputer program of claim 13, wherein the
conput er prog i t di

dovt ce. (100) Hae RS pEE LR e e e SR BTG ShP (RTs0The 0 10
comuni cawﬁmueoma'nt-y (202, 302) adapt ed to run an AKA pr ocedure t he
device (100) conprising: 22 - a fi rst conmponent (102) adapted to
provide at |east two paraneters (106, wherein the first Paramet

(106) conpri séke pethed oaew RNEP ﬁ%wﬁa?dwtc'%mscwwﬁla&?ea%ﬂw REPs(P118) 112)
havi ng be@s petvBtteREyby the communications entity (202, 302) by running the
AKA procedure, and the second paranmeter (108) conprises or is derived from
a token (116) having a different value each tine the AKA procedure is

i ni tiat ed9f or Thheetroamafniladmat 8, oviereimthet §ecoBO 2ntitg 204, A resides in a Jyssweond
conponent ion to generate a
cryptogr ap@&ﬂéﬁg@%%& ngééﬁnon% %ﬁ}é Eg?'y\‘f?ﬁglé gareglvrrrbqe% ers (106, 108);
wherein the token (116) conprises an exclusive OR of a sequence nunber

<SQN> and 1gn AROMEIAYofKaNim<V&r-o, w#@re,ﬁf e Qsauneeermfy %bal 804} omhssLehn the

SQN i ndi cates the nunber of tines the AKA procedure been jnitiated for
the commﬁmf*amwaﬁgn &Rptet Wczwom@,ézyscr'bqrﬁewme HPSviaod aMerly Benegrneitai m 15
or 16, whengiyrMME- set of cryptographic keys (110, 112) conprised in the
first paraneter (106) or fromwhich the first paraneter (106) is derived
conprises or is derived froma C pher Key <CK> (110) and an Integrity Key
<| K> (112)1.cohtputrethdoyoft iey cmemolithec ateicedisg efdims,ywli26iR, th8 A ascpdure i®f t he

AKA pr Ocegwp%ratively performed by the first (202, 302) and second (204, 304) entities.

12.  The method of any one of the preceding claims, wherein the AKA procedure is UMTS

protocol.

13. A computer program comprising computer program code portions for executing the
steps of the method according to any one of the preceding claims when the computer

program is run on a computer system.

14. The computer program of claim 13, wherein the computer program is stored on a

computer readable recording medium.

15. A device (100) adapted to generate a cryptographic key (120) for a communications
entity (202, 302) adapted to run an AKA procedure, the device (100) comprising:



18. The device (100) of any one of the clainms 15 to 17, further adapted to
apply one or nore further key derivation functions to generate nore

crypt ographi ¢ keys based on the cryptogﬁaphic key (120) generated. 19. A
user equi pment (202) conprising the device (100) according to any one of
the clains 15 to 18. 20. A system conprising the user equi pnment (202, 302)
of claim19 and a network entity (304). 21. The system of claim 20,

wher ei n the net wiiri @hipohynt((302))adaptell 6 ptisRiel at leasbAd bdiameeadrsvotd6, 108),

wherein the first parameter (106) comprises or is derived from a set of cryptographic keys
(110, 112) having been computed by the communications entity (202, 302) by running the
AKA procedure, and the second parameter (108) comprises or is derived from a token (116)
having a different value each time the AKA procedure is initiated for the communications
entity (202, 302); and

- a second component (104) adapted to run a key derivation function to generate a
cryptographic key (120) based on the provided parameters (106, 108);
wherein the token (116) comprises an exclusive OR of a sequence number <SQN> and an

Anocnymity Key <AK>,

16. The device of claim 15, wherein the SQN indicates the number of times the AKA

procedure has been initiated for the communications entity (202, 302).

17. The device (100) of the claim 15 or 16, wherein the set of cryptographic keys (110,
112) comprised in the first parameter (106) or from which the first parameter (106) is derived
comprises or is derived from a Cipher Key <CK> (110) and an Integrity Key <IK> (112)
computed by the communications entity (202, 302) as part of the AKA procedure.

18. The device (100) of any one of the claims 15 to 17, further adapted to apply one or
more further key derivation functions to generate more cryptographic keys based on the

cryptographic key (120) generated.

19. A user equipment (202) comprising the device (100) according to any one of the

claims 15 to 18.

20. A system comprising the user equipment (202, 302) of claim 19 and a network entity
(304).

21. The system of claim 20, wherein the network entity (304) is for use in a SAE/LTE
network.



