05/04/2006 1 Title An Interactive Tel evision System5
Technical Field *166166* *(@00002* The invention

concerns an interactive television system for 05/04/2006
provi ding secure interactive services to consuners
via broadcast infrastructure joperated by a *166166*

broadcaster. 10 Background of the Invention |Integrated
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My Pasadsstadr ed or unsecured. 20 The present invention
seeks to overcone the limtations posed by broadcast
infrastructure and set-top boxes in order to provide
Wec Rackgraund ofghe Wventiohsacti ons. Summary of the
Invention 25 In a first preferred aspect, there is
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Summary of the Invention
25 In a first preferred aspect, there is provided an interactive television system for
providing secure interactive services to consumers via broadcast infrastructure
operated by a broadcaster, the system comprising:
a digital receiving device to receive broadcast data and data relating to the
secure interactive service via the broadcast infrastructure, the digital receiving
30 device receiving a mobile device of the consumer; and
a return-path host server to provide return path connectivity from the digital
receiving device to the broadcaster;
wherein interaction with the secure interactive service is secured by
checking whether the consumer has physical access to use the digital receiving
35 device, checking whether the consumer has been granted access to use the
secure interactive service, and authenticating the return-path host server and the

digital receiving device.



35 devi ce, checking whether the consunmer has been
granted access to use the secure interactive service,
and aut henticating the return-path host server and th05/04/2006
digital receiving device. 05/04/2006 2 Interaction
W th the secure interactive sgrvice may be further
secured by using key pairs and application protocol
data unit (APDU) comrands of the nobile device to
conmuni cate with any one of the group consisting of:
t he broadcast infrastructure, 5 the digital receiving
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tthe s{éir\ga'rtal rece| ving device, and the key pairs are
processed by the. set-top box. 20 The authentication
may be centralised and the key pairs are transnitted
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or the digital receiving device may be verified
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consumner recéiving dévice may be
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be set-top box, personal video recorder (PVR), or
per sidweadentity gf thalcormmbsqrahﬂ digiRD@geiving device may be veriﬁed against

25 a central database. The verification may be performed by entering a personal
identification number (PIN), password, or a biometric scan of the consumer.

The digital receiving device may be verified by authenticating the conditional
access identification of the digital receiving device.

30
The broadcast infrastructure may be satellite television infrastructure. The
broadcast infrastructure may include infrastructure capable of carrying digital or
analogue signals via terrestrial signals, cables, or wireless systems.

35  The digital receiving device may be set-top box, personal video recorder (PVR), or
personal digital assistant (PDA).



05/ 04/ 2006 3 The third parties:may include financi al
institutions, governnment agencies, or nerchants. The
secure interactive service may be selected fromthe (05/04/2006
group consisting of: TV- 5 Coupons, TV-Pre-Paid, .
TV- Mobi | e Downl oads, TV-Goverpment, TV-Paynent

Transacti ons, TV-Banking, TV-Commerce, TV-Shoppi ng,
TV-Card Managenent, and TV-Tokens. The return-path
host _server may be in connunication with a third party
host TReethirdrpartiey may inshige finarcigl Jhstitionsh govespmend agencies, “or
I Nt emeehante service, a session key may be used to
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ni cate w The no
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W T eleLqfileNticaaWith b &atieq pidyh the digital receiving
devi ce. The nobile deV|ce may be a chi p-based card

such as a snmart card. The nobile device nay be a
nobi AtdeasooneLibtieragtive @pplicetionuntdy besstaedanl thd hidbBGdetice to process

25 and transmit data to the secure interactive service.

The mobile device may be personalized with information relating to the consumer,
and may be activated for use by a process that uses an activation key.

30 The digital receiving device and the smart card may authenticate each other
according to a mutually agreed authentication procedure in order to securely
communicate with each other.

The mobile device of the consumer may be connectable to or is embedded into the
35  digital receiving device. The mobile device may wirelessly communicate with the
digital receiving device. The mobile device may be a chip-based card such as a
smart card. The mobile device may be a mobile computing device such as a



Personal Device Assistant (PDAy, @& pal mmachine, a
not ebook, a renovable hard disk, a thunb drive, or a

nobi | e phone. The system may further conprise a key 05/04/2006

and certificate managenent nodul e and 5 broadcast
infrastructure's secure key nmpdule to manage and
distribute keys or certificates used to
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drawi ngs, in which: Figure 1 is a block diagram of the

br oadcast system and
The unique cryptographic key may use only a single key, symmetric cryptographic

25 service.

The consumer may enter a password of personal identification number (PIN) to
enable access to the secure interactive service and information stored on the
mobile device.

30
A biometric system may be provided to enable access the secure interactive
service and information stored on the mobile device if the consumer's scantied
biometric data is matched to their record stored in a biometric database.

35  Brief Description of the Drawings



Figure 2 is a table illustrating a secure access

matrix of security layers of the 5 interactive

tel evision systemand its system conponents. Detail ed05/04/2006
Description of the Drawings Figure 1 and the follow ng

di scussion are intended to prpvide a brief, general

10 description of a suitable conputing envi ronnent in

whi ch the present invention nmay be inpl enment ed.
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and Migjeampufess. é‘?#"ﬁ@"‘teocq'}ﬁ’éte?eém the; kee B inventior gmay; qlse be
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box r

o aTtB pRBegsB Bl ARGl RSB St BB =
hostdis§ibpigd corgputing sRMirarreent.Aregram prdyies panbreleeated 'P)P°F‘r'€ﬁ‘1‘|
t he ap@teniokpm&fdry $0rage déviesbr oadcaster. Interaction

with the secure interactive service is secured by
checki ng whet her the cardhol der 5 has physical access
%0 Reteringclo Jugure dpam iferadhve feiryision rsystemutootfgr prawding jsecure
per fifsra@ide béfweéisets lebriaBolddrs BRRIARIdcAsh Aifrasiudior) StedpeRatdtitsy a
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cor JTRRCRIT o ORISR ThE ol "OF afEr SobPIGh e bbtip box 1o
aut Rathaeiretamipaty holteserver 60. Thp setHomboxt 10 reeaives bragdcashdata Ard
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I:{ ﬁgﬁé%p box 1% a?so rXcelves anda reads da(i‘Ia {hat is stored otnear émart card 20
of the cardholder 5. The return-path host server 60 provides return path
connectivity from the set-top box 10 to the broadcaster. Interaction with the secure
interactive service is secured by checking whether the cardholder 5 has physi¢al
access fo use the set-top box 10. Another security check is performed by checking

35  whether the cardholder 5 has been granted access to use the secure interactive
service. A further security check is performed by authenticating the return-path host
server 60 and the set-top box 10.



control the set-top box 10. Consuner interface devices

40 i nclude any one of the group consisting of:

set-top box renote controller, wreless 05/04/2006
devi ces/ keyboard, 5 infrared devices, nobile phone,

PDA or conputer. The output qf the set-top box 10 is

di spl ayed on a presentation device 30 such as a
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through an authentication process with the return path host server 60 containing

30 the smart card details to be activated.

After issuance of the smart card 20, the smart card 20 needs to be activated using
an activation key; or post-issued with new/updated card application; or deleting
existing applications on the smart card 20. The post-issuance process also
35 involves both information and data. It involves using a post-issuance key. The set-
top box 10 is used to load/write, read and/or delete static cardholder 5 data



Based on the smart card type data, the set-top box 10
determ nes whether the 5 smart card 20 is suitable to
be personalised and/or post-issued. If the snmart cardg5/04/2006
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Return-path host server
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30 o TV-Banking — Smart cards 20 interfacing with the set-top box 10 enable access
to a financial institution and provide the cardholder 5 with an array of financial
information. The cardholder 6 is able to perform financial transactions including
a review of balances in different accounts, review of transaction journals for
various accounts; funds transfer, mortgage account information, cheque book

35 request, and bill/utility payment. All these transactions are made through a
secure communications infrastructure connected to a financial institution's

_ return-path host server 70.
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30 discounts when making payment for the goods/services purchased with the
same smart card 20 during the redemption process at the check-out counter of
the participating merchant. The set-top box 10 can perform either downloading
and redemption processes. When connected- to a return-path host server 60,
complex and secure promotional discount vouchers are downloaded into the

35 smart card 20. Downloaded secure TV-Coupons are redeemable using the set-
top box 10.
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30  secure communications infrastructure between the set-top box 10 and the return-
path host server 60, the entire communication loop is completed with the
broadcaster. Data transmitted from the set-top box 10 to the return-path host
server 60 includes response data for a secure interactive service.

35  Data transmitted between the set-top box 10 and smart card 20 is via the set-top
box's smart card reader 12. Under this connectivity path, the host system is either
the set-top box 10 or smart card 20, depending on the application and/or business
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Security Layer 2
30 Restrictions are placed on the cardholder 5 to only permit access to selected

secure interactive services. This is considered the second security layer 201. For

example, restrictions are based on the subscription plan of the cardholder 5, the

location of the cardholder 5 or the age of the cardholder 5. The second security

layer 201 is enforced by physical access rights used by the first security layer 200.
35

Security Layer 3
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of a trusted party 80 to manage/distribute the keys and/or certificates, either on an
30  on-line or off-line basis. Trusted parties 80 can use the set-top box 10 for managing
their key life cycle. Trusted parties 80 include a certification authority, loyalty
provider, banks, and trusted third parties, which provide a trusted service.

Storing muitiple secure set-top box applications, information or data (or a message)
35 on a single smart card 20 introduces challenges concerning the authenticity,
integrity and security of the message exchanged with the smart card 20, set-top
box 10, and return-path host server 60, the broadcast infrastructure 50 and return-
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30 replacement/update, key revocation and key termination. The set-top box 10 is
enabled to provide key management functionality to the card issuer 85 and/or
application provider, through connectivity via the return-path host server 60. The
loading of keys or key components incorporates a validation mechanism such that
the authenticity of the keys is ensured and it is evident whether they have been

35 tampered with, substituted, or compromised. The key loading process does not
disclose any portion of a key component to an unauthorised individual.
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The smart card 20 contains either a combination of card domain and secure
domain; or a card domain. The card issuer/manufacturer 85 defines the card
domain, representing the interest of the card issuer/manufacturer 85. The card
35  domain includes an application protocol interface (API) interface and a command
interface, such as application protocol data unit (APDU) interface. The APDU
interface facilitates interfacing with the external environment. An application "load”
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30  cryptographic methods make up the secure domain's cryptographic
relationship/service.

Multiple smart card applications are associated with the same secure domain. The
secure domain is created by the card issuer/manufacturer 85, or subsequently
35 added by the card issuer/manufacturer 85 or an application provider.
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35 of the message onto the particular smart card 20. The open command makes
additional checks required by the smart card system/card domain/secure domain.
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private and/or secret key pair(s), are used for encryption, decrypting, and hashing.
Each domain contains its own unique digital certificate(s), digitally signed by a
trusted party 80.

35  The system component transmitting the data to a host system can verify that the
trusted party 80 has approved the initiating system by using the host system’s
signed public key of the trusted party 80. If the verification is successful, the
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30  Once authentication is completed, the set-top box 10 and the smart card 20 pass
transaction messages and commands between each other in an environment
secured by a cryptographic service.

Cryptographic Services
35  There are two types of cryptographic service that are used for system components

to run the secure set-top box application and for data transmission between
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keeps the application provider's informtion
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30 A master/static key is a cryptographic key that exists. in the system prior to, during

and after processing or transaction. The master key is typically embedded into the
system, for example in a secure module of a host system.

A session key is a cryptographic key that is specifically generated for a particular
35 transaction/session and becomes obsolete once the original transaction has been
completed. The session key is transferred between system components to
authenticate the transactions and facilitate the encryption/decryption process.



encrypted with one key of the pair, the other key is
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30
Example - TV-Banking
In one example, the set-top box 10 is able to function similar to an automated teller
machine (ATM). A cardholder 5 transacts with their financial institution to transfer
money and make account enquiries by using their smart card 20 issued by their
35  own issuing bank. In a typical ATM transaction, protection is provided to the
cardholder's 5 personal identification number (PIN), the cardholder's 5 primary
account number (PAN), the cash amount, the date and time of financial



5 needs to pre-register for the service beforehand and
supply their usemane and password to conplete the
paynment transaction. The cardhol der's details are 05/04/2006
stored 20 in a central database, and for each secure
transaction with a secure inpgractive service, the
cardhol der's details fromthe smart card 20 are
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Similarly, the “payment” command causes a payment transaction to be executed
30 and are applicable for a wide variety of payment instruments including credit, debit,

and stored value smart card based transactions. The payment amount and

currency are passed as parameters.

In another exampie, the transaction terminal is the set-top box 10. The first master
35  key is either resident in the set-top box 10 as contained in a secure module, or is
transmitted through the broadcast infrastructure, and working in conjunction with
the set-top box's conditional access system 11. The first master key is temporarily



15 service; sending transaction-related data to the
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cryptographi c service; retrieving data that is not 05/04/2006
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30 algorithms to enable the smart card 20 to be validated from a remote location
through either a local infrastructure or remote infrastructure. The local infrastructure
includes the connectivity between the broadcast system and set-top box 10,
through the broadcast infrastructure 50. In contrast, the remote infrastructure
includes the connectivity between the set-top box 10 and return-path host server

35 60, through a communications infrastructure that is typically secured using
accepted cryptographic systems.
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30 e« For TV-Coupon transactions, the “coupon” command is used to download the
selected TV-Coupons from the set-top box 10 onto the smart card 20. Whereas
the ‘redeem” command is used to redeem the downloaded secure TV-
Coupons to the set-top box 10.

e For TV-Pre-Paid transactions, the “top-up” command is used to pay for the top-

35 up of monetary credits onto the smart card 20 (for telecommunication and
utilities). This is integrated with the “payment’ command to pay for the
transaction, either through credit, debit or stored value payment systems.



accunmul ated are securely stored either in the smart
card 20 or at the return- path host server 60. 15 For

TV-Loyalty and TV-Reward secure set-top box 05/04/2006
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Thus, a cryptographic checksum is an important measure against message
tampering and failures during message transmission along with the broadcast and
communications infrastructure.
30
A public key and the cardholder's 5 identity are bound together in a certificate,
which is then digitally signed by a trusted party 80, certifying the
accuracy/authenticity of the binding. This digital signature is a protocol that
produces the same effect as a real signature. It is a mark that only the sender can
35  make, but other people can easily recognised as belonging to the sender.



details like driving license renewals. This is

integrated with the "paynent” conmmand to pay for the
transaction, either through credit, debit or stored 05/04/2006
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certificate has a copy of its own
cert|¢'S%r3?5reg?{ae(§m3ﬁqa%ﬁes a copy of that certificate

to the digital signature. The signer attaches other
For copy protection, the return-path server connects to a content provider's host

service to grant the cardholder 5 access rights to download a particular content.

30 The cardholder 5 is authenticated with the information contained in the content
provider's host server 70 in addition to data stored on the smart card 20.
Specifically, if there is a cardholder 5 pre-registration process where cardholder 5
details are stored in the content provider's host server 70.

35  For copy protection, the "approval” command is used to grant the cardholder 5
access rights to download specific content. This is integrated with the “payment’



certificates that m ght be needed in validating their

own certificate. For exanple, certificates for the

signer's trusted party 80 issued by another trusted 05/04/2006
party 80. Each system conmponent may have nore than one -

set of certificates: A first get of 10 certificates

is associated with a first set of private/secret key

pairs that are used for decrypting and encrypting
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rights require a fee and the snmart card 20 needs to be
top-up wth sone predefined nonetary val ue. For copy
protection, the return-path server connects to a
content provider's host service to grant the
cardhol der 5 access rights to downl oad a particul ar
content. 30 The cardholder 5 is authenticated with the
i nformati on contained in the content provider's host
server 70 in addition to data stored on the smart card
20. Specifically, if there is a cardholder 5
pre-registration process where cardholder 5 details
are stored in the content provider's host server 70.
35 For copy protection, the "approval " command is used
to grant the cardholder 5 access rights to downl oad
specific content. This is integrated with the
"paynment” 05/04/2006 28 command to pay for the
transaction, either through credit, debit or stored
val ue paynent systens. Although the security |ayers
200, 201, 202, 203, 204, 205 have been described 5
with reference to certain conbinations, it is

envi saged that any conbi nation of the security |ayers
i s possible such that a secure interactive service is
provided to the



cardholder 5. It will be appreciated by persons
skilled in the art that nunerous variations and/or 10

nodi fications may be made to the invention as shown |05/04/2006

the specific enbodi nents w thout departing fromthe
scope or spirit of the inventhpon as broadly descri bed.
The present enbodi nents are, therefore, to be
considered in all respects illustrative and not

rest Fgﬁ%ﬁﬁ' 05/ 04/ 2006 29 WE CLAIM 1. An interactive
tele system for providing secure interactive
services to consuners via broadcast infrastructure
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26 ONAYITBI receiving device according to stored data on the mobile device, for

communication between the digital receiving device and the return-path host
server.

4, The system according to claim 1, wherein interaction with the secure
30 interactive service is further secured by verifying the identity of the consumer
before access to the secure interactive service is permitted.

5. The system according to claim 1, wherein the authentication is
decentralised and key pairs are transmitted from the return-path host server to the
35 digital receiving device, and the key pairs are processed by the set-top box.



before access to the secure interactive service is
permtted. 5. The system according to claim1, wherein

the authentication is decentralised and key pairs ar@5/04/2006

transmtted fromthe return-path host server to the
35 digital receiving device,3@nd the key pairs are
processed by the set-top box. 05/04/2006 30 6. The
system according to claim1, wherein the
aut hent i
tr aﬁm t f@% 'sgﬂan% §%cﬁl%mg t@LI% ﬁffj #vgg@fﬂ \;Iﬁehnﬁn %}fca‘ﬂgﬁ {s%eﬁ’tha(ﬁsed
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system according to claim3, wherein the identity of
the consunmer is verified against a central database.
8. The syse eystenc saodingdo claint Bavhered thetidentity of theeconsumer is
ver ibiifeabhdiit b Sertef daRibg®d by entering a personal
identification nunber (PIN), password, or a bionetric
scan of 10 the consuner. 9. The system according to
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server. 14. The systemaccording to claim1, wherein
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the gr ouEi consi sti ng upons, TV-Pre-P
TV- RFTQVEeHRAE s@agwswr&wnﬁém TV- Payment
Transacti ons, TV-Banking, TV- ConTrer ce, TV-Shoppi ng,
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according to claim1 er conprising a key an
cer F’Paf’F'%'é’tsét“t'@S %ﬂﬁ@éﬂ@ﬁ?"%o% merchas-br oadcast
25 nfrastructure's secure key nodul e to manage

13. The system according to claim 1, wherein the return-path host server is in
communication with a third party host server.

14. The system according to claim 1, wherein the secure interactive service is

30 selected from the group consisting of: TV-Coupons, TV-Pre-Paid, TV-Mobile
Downloads, TV-Government, TV-Payment Transactions, TV-Banking, TV-
Commerce, TV-Shopping, TV-Card Management, and TV-Tokens.

15. The system according to claim 1, further comprising a key and certificate
35 management module and broadcast infrastructure's secure key module to manage
and distribute keys or certificates used to encrypt/decrypt communication,
messages, application and data between the broadcast infrastructure and the



and distribute keys or certificates used to
encrypt/decrypt communi cation, nessages, application

and data between the broadcast infrastructure and the05/04/2006

05/ 04/ 2006 31 digital receivinng device, the nobile
device and digital receivingsgdevice, the digital

recei ving device and the return-path host server, and
the return-path host server and a third party host
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i nf 1and tetume-path bostiserveri gid the retwe-edthihngl sdevei and aathigd party host
bet wggg the digital 25 receiving device and the
return-path host server. 21. The system according to
clai m 20, wherein the session key is first
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b he uQés%nFy%' sigR48Y, \élytﬂglegggr'y@SgrapH?@rJ i, device to the

digital recerving device recei ving device to
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26lev rezeivihgddvive ane thelrétumapath hostzerveer ver are digitally
signed to ensure 35 nessage integrity. 05/04/2006 32
21. The system according to claim 20, wherein the session key is first
transmitted by either the broadcast infrastructure to the digital receiving device,
mobile device to the digital receiving device, digital receiving device to the return-
30  path host server, return-path host server to the digital receiving device, or between
the return-path host server and a third party host server.

22, The system according to claim 1, wherein messages transmitted from the
digital receiving device to the return-path host server are digitally signed to ensure
35  message integrity.



23. The system according to claim 22, wherein digital

signatures are authenticated with a trusted party.

24. The system according to claim1, wherein the 05/04/2006
nobil e deviceris 5 personalized with information -

relating to the consuner, andzis activated for use by

a process that uses an activation key. 25. The system
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p29. The system according to claim 1, wherein the broadcast infrastructure
25 includes infrastructure capable of carrying digital or analogue signals via terrestrial

signals, cables, or wireless systems.

30. The system according to claim 1, wherein the broadcast data is a television
broadcast.

30
31. The system according to claim 1, wherein the digital receiving device is a

set-top box, personal video recorder (PVR), or personal digital assistant (PDA).

32. The system according to claim 1, wherein the mobile device of the
35  consumer is connectable to or is embedded into the digital receiving device.



5 based card such as a smart card. 35. The system
according to claiml1l, wherein the nobile device is a
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computing device such as a Personal Device Assistant (PDA), a palm machine, a
notebook, a removable hard disk, a thumb drive, or a mobile phone.
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36. The system according to claim 1, wherein identification information relating
to the consumer is stored on the mobile device and is read by the digital receiving
device.

15 a7. The system according to claim 36, wherein at least the identification

information is encrypted and transmitted from the digital receiving device to the
return-path host server to enable to the consumer to interact with the secure
interactive service, and responses from the secure interactive service based on
interaction with the consumer are transmitted via the broadcast infrastructure to the

20 digital receiving device.



